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PUBLIC HEALTH EMERGENCY

LEGAL EXERCISE MANUAL
Introduction

We will strive to create a fully integrated national emergency response system that is adaptable enough to deal with any terrorist attack, no matter how unlikely or catastrophic …   Our federal, state, and local governments would ensure that all response personnel and organizations—including the law enforcement, military, emergency response, health care, public works, and environmental communities—are properly equipped, trained, and exercised to respond to all terrorist threats and attacks in the United States.  [National Strategy for Homeland Security, July 2002.]
The national emergency response strategy quoted above contemplates that every governmental agency that would be involved in responding to an emergency or terrorist attack should be properly trained and exercised to respond to any contingency.  Government attorneys are part of the emergency response team.  Some may well lead the law enforcement effort by overseeing any criminal investigation.  Others would be expected to provide competent and thorough legal advice to those persons entrusted to direct and organize the response to any emergency.
General Dwight Eisenhower, in preparing for D-Day, was quoted as saying, "In preparing for battle, I've always found that plans are useless but planning is indispensable."  It is not enough to simply have a plan in place since events seldom, if ever, follow scripted procedures and written plans.  Events tend to unfold in a manner that requires the ability of the responders, including the attorneys counseling them, to anticipate evolving facts and act accordingly.  Planning and practice are the only ways to anticipate changing facts and to develop legal strategies to respond to them and ensure that decision-makers have a solid basis of authority for the actions they intend to take, to protect first responders and decision-makers from potential liability and, finally, but not least important, to ensure that the rights of citizens are protected at all times.  
 Throughout the country, first responders are engaging in training exercises to hone their capabilities to respond to an actual event.  All too often, however, support agencies, such as the courts and the law offices that will be called upon during the emergency to provide legal advice or to handle the inevitable lawsuits that will follow a major emergency, are not included in those exercises.  Consequently, it is important that any legal office that may become engaged during an exercise develop an internal response plan and training exercises to sharpen their skills and ensure that they are available to provide advice in a meaningful and expeditious manner.  

The only way to definitively determine if a legal office is prepared to respond to an emergency in a helpful manner is to evaluate its actions during an actual event.  However, it will likely be too late to make necessary adjustments to plans and procedures during an emergency.  By conducting exercises, a legal office can best test, evaluate, and improve its emergency response system.  Exercises are an important measure of the competency of the emergency response program.
This manual is designed to help any legal office conduct a successful legal exercise.  It provides guidance and instructions to increase the office's ability to respond in the event of an emergency or disaster.  Most states, through their Homeland Security or Emergency Management offices provide specific classes on exercise design and evaluation.  All government law offices are encouraged to attend those courses in order to sharpen their skills and provide a meaningful exercise opportunity to its staff.  The Michigan Department of State Police, Emergency Management Division, has developed a number of training exercises that can be accessed by contacting that office.  It's assistance in the preparation of this manual is gratefully appreciated.  In preparing an exercise for a legal office, it is recommended that all available resources be consulted.  Several essential resources are the U.S. Department of Homeland Security, Homeland Security Exercise and Evaluation Program manuals available on the agency's website, www.ojp.usdoj.gov/odp/docs/heep.htm  
I.  The Purpose of Exercising
The goal of conducting legal exercises is to enhance the ability of the lawyers in the legal departments to provide appropriate legal advice during an emergency or disaster.  Participation will enhance the ability of the legal department to identify issues and suggest courses of action that will comply with statutory authorization, assist in the preparation of necessary legal orders and court petitions, and generally advise responders in a manner to avoid liability and maximize their ability to save lives and protect property and the environment.  Legal exercises will identify deficiencies that may require additional training or research.  It will also improve coordination and clarify the individual responsibilities and roles played by the attorneys during an emergency.  Other benefits of exercising identified by the U.S. Department of Homeland Security, Office of Domestic Preparedness, include:  
· Testing and validating policies, plans, procedures, training, equipment, and inter-agency agreements.

· Clarifying and training personnel in their roles and responsibilities.

· Improving inter-agency coordination and communications.

· Identifying gaps in resources.

· Improving individual performance.

· Identifying opportunities for improvement.





II.  Types of Exercises

The number and types of exercises that may be used by an agency will depend on the agency's experience, operational needs, and proposed objectives.
Seminar Exercises

The most basic exercise is a seminar, which is used to orient the participants or provide an overview of the various authorities, strategies, plans, policies, protocols, response resources or ideas.  This type of exercise is generally considered to be a foundation for further exercises.  As the name implies, it involves an informal discussion led by a leader and may include lectures, multi-media presentations, panel discussions, and case-study discussions.  

Workshop Exercises

Similar to a seminar is a workshop, which includes the additional elements of participant interaction and a focus on achieving a plan or a policy.  Generally, workshop exercises are used to develop and produce a tangible product, such as an operating procedure, mutual aid agreement or legal response plan.
Tabletop Exercises

The next level would be a tabletop exercise, which involves additional staff and is intended to stimulate discussion of various issues centering on a hypothetical situation.  Tabletops are typically directed at facilitating the understanding of concepts, identifying an agency's strengths and shortfalls, anticipating particular issues and identifying resolutions to address potential legal problems.  Tabletops generally involve more detailed and in-depth decision-making through slow-paced problem solving.  The objective is to elicit constructive discussion using existing plans and procedures.  In the context of legal preparedness, the tabletop is often the most desirable exercise since it allows the evolution of a scenario with the ability to brainstorm possible legal resolutions through group participation.  It is important that a skilled moderator be identified who can challenge the participants and maintain the flow of participation and group discussion.  
A tabletop exercise will also allow the legal organization to practice its problem-solving techniques and to identify key personnel, particularly those with specialized knowledge in particular areas of the law, identify communication assets, and train on the use those assets during a potential emergency.  The tabletop exercise also allows the agency to assess its ability to coordinate its response with attorneys and staff within its agency and with various personnel in both the public and private sectors.  
Functional Exercises

A more detailed exercise is a functional exercise, which generally requires the participation of multiple response agencies and the activation of an emergency command center.  The focus during a functional exercise is the emergency operation plan of the various participating agencies.  The exercise provides the players with a fully simulated experience of a major emergency event.  Multiple agencies are generally involved with overview by assigned controllers or facilitators.  

Full-Scale Exercises

Finally, the most complex exercise would be the full-scale exercise, which involves a complete test of the various aspects of emergency response and a full-scale activation of all response agencies.  The full-scale exercise, of course, allows all the agencies to execute their plans and procedures, with an emphasis on the assessment of organizational and individual performance, inter-agency cooperation, and allocation of resources and staffing.  
Regardless of which type of exercise is involved, it is important that any exercise have specific goals and objectives and that an appropriate scenario be developed to ensure that the exercise has the necessary reality to challenge the participants.

Summary of Exercises  

To summarize the various types of exercises:

Seminar

· Informal discussion led by a group facilitator or moderator.

· Participants will usually only be the agency planning the seminar.

· The time involved is usually less than half a day.

Workshop

· Informal group, led by a facilitator with possible breakout sessions covering specific issues or activities.
· Participants can include the agency or may be cross-agency.

· Usually less than half a day.

Tabletop
· More formal presentation using simulated exercise scenario.

· Group discussion led by a facilitator or moderator.

· Participants generally include more than the agency planning the tabletop.  Most beneficial when cross-disciplines participate.

· The time usually requires at least half a day.  

Functional
· More complex.  Again simulated emergency exercise.  More realistic than a tabletop and attempts to simulate real time response.

· Participants involve cross-agencies and generally takes place at the emergency operation center.  

· The time usually requires a full day.

Full-Scale
· More complex and realistic than any other exercise.
· Takes place at an assigned location.

· Is under the supervision of a controller or exercise manager.

· Participants are from all levels of emergency responders and agencies that would be involved in the particular emergency being simulated.  

· The time generally requires at least 1-3 days.
Obviously, depending on the type of exercise employed, the preparation time takes longer as the participants progress from a seminar to a full-scale exercise.  In most instances, a tabletop exercise will sufficiently allow a legal staff to assess the capabilities of the agency and its ability to respond to potential legal problems and provide meaningful advice in a timely manner.  
III. Exercise Development Process

Exercise Phases


There are five major phases that make up the exercise and design cycle.

1.  Baseline Review.  The agency needs to look at where it currently stands. This will be the baseline against which the exercise can be gauged.  Review any current plan, conduct a needs assessment, and discuss the agency's ability to conduct an exercise.

2.  Exercise development.  Among the activities to be covered in this phase is defining the scope, purpose and objective of the exercise, select an appropriate exercise activity, address costs involved, identify participants, and organize a planning team.

3.  The third phase is the exercise itself.  A well-managed exercise requires:  (1) that it be clear and each of the participants understand the expectations; (2) that each player is aware of their role; (3) that the exercise scenario be realistic; (4) that clear timelines be established; and (5) that the exercise is constantly monitored by a skilled facilitator to ensure that the exercise objectives are met.  


4.  The fourth phase is the exercise evaluation.  Following the exercise it is important that the activities be reviewed to determine whether any improvements are needed in the agency's plans, policies or procedures and to determine whether any additional training, personnel or equipment is required.  

5.  If there are any deficiencies identified, there should be a follow-up phase so that recommendations can be made and improvements implemented.  These deficiencies can generally be identified either through the observations of the evaluators and facilitators or through evaluation feedback from the participants.  The recommendations need to be followed up to ensure that the agency properly implements the changes before the next exercise (or real emergency) is conducted.

The preparation for a meaningful and realistic exercise requires extensive planning regardless of the type of exercise that is involved.  The process can be broken down into the following tasks:
1. Identify a planning team.

2. Develop a project management timeline.
3. Schedule regular planning conferences.

Exercise Planning Team
One of the first steps in developing the exercise is to create an exercise planning team that will be responsible for designing, developing, conducting and evaluating all aspects of the exercise.  The team will ultimately be responsible to design the exercise scenario. The members of the team may act as controllers and evaluators once the exercise is held.  
The planning team should identify the objectives of the exercise and design the scenario to meet those objectives.  The planning team is responsible for developing all aspects of the exercise, including those that must take place before the exercise, the actual exercise itself, and the evaluation activities that follow the exercise.  Among the activities that the planning team should review prior to the exercise taking place are:

· Review any existing emergency response plan.

· Assess the capability of the agency.

· Review the cost involved.

· Appoint an exercise design team.

· Appoint an exercise evaluation team.

· Set a schedule for events to occur.

· Review the design exercise as its being developed. 

· Identify an appropriate exercise facility.
· Identify all parties that should be involved in the exercise.
The members of the planning team help develop evaluation criteria and select and organize the evaluation team members.  
During the actual exercise the planning team is responsible for:

· Preparing the facility for the exercise.

· Ensuring that all exercise materials are available.

· Briefing the exercise participants.

· Conducting the actual exercise.

· Documenting activities.

Following the exercise the planning team will review the assessment process and participate in the post-exercise meetings.

IV. ORGANIZING THE DESIGN TEAM
It is obvious that the heart of the exercise, particularly a tabletop, is the factual scenario that is developed.  A good scenario will retain the interest of the participants and will raise challenging legal issues that should stimulate discussion and participation.  It is important that the design team leader have the necessary experience to create a realistic scenario and, if necessary, facilitate the tabletop exercise.  The leader must be familiar with the agency's emergency operations procedure and the various assets, capabilities and expertise within the agency.  Design teams can be made up of staff entirely from within the agency or, preferably, be multi-disciplinary in composition in order to introduce issues not normally suggested by members of the agency's staff.  
To summarize, the design team has the responsibility of identifying the exercise objectives and making sure that the scenario that is created meets those objectives.  The team is also responsible for creating any needed documentation, coordinating the logistics, planning the exercise itself, selecting an evaluation process, and providing recommendations to improve the agency based on the information learned from the exercise.  

V. EXERCISE TOOLS
Typically, an exercise will require certain documents, such as a participant handbook.  A typical handbook, in the context of a legal exercise, will provide background information, statutory and case references, and the general objectives of the exercise.  Other tools may include the exercise plan, which typically sets out the overall purposes, and general ground rules of the exercise.  

A more detailed manual should be created for the facilitator and evaluators that contains more detailed information about the exercise scenario and information to help the facilitator stimulate the discussion and provide the ground rules surrounding the exercise. 
Finally, an evaluation guide should also be created to assist in the evaluation process.  

VI. REQUIREMENTS FOR AN EXERCISE ACTIVITY
Participants 
The number of participants and the agencies from which they should be drawn is generally determined by the type of exercise being conducted.  In the case of most tabletop exercises, it is generally recognized that the participants would include the actual staff attorneys, support staff, controllers, and evaluators.
The lawyers chosen to participate in the exercise should come from the agencies that would most likely be called upon to respond to a particular type of emergency.  For example, a biological-based emergency would most likely require attorneys involved in the public health response as well as those responsible for criminal and emergency management activities.  In most instances, however, the departments and agencies that would be included in a typical tabletop would include the Attorney General or an agency's legal office, and any state or local agency that would most likely be involved in the type of emergency being tested.  Again, in the case of an emergency involving a biological attack, the public health agency personnel would be called upon to participate.  In addition, law enforcement, such as the state police, sheriff, FBI, etc., should be invited to participate.  Other agencies would include representatives of local government, private hospital, emergency response, such as the Red Cross, other state agencies that may be called upon to respond to the type of emergency being tested, representatives of the judiciary, and, of course, representatives of the state executive.
The controller or facilitator should supervise the exercise and make sure that it proceeds as planned and that the desired objectives are achieved.  The controller monitors the events and supervises the various messages being sent.  

The third important component is the evaluators.  These are generally neutral observers who provide feedback on the exercise and the actions and decisions of the participants.  Participants should also be called upon to evaluate their own performance and that of the other agencies involved in the exercise.
Physical Requirements for the Exercise
The facility needed will depend on the type of exercise being conducted.  A typical tabletop exercise will require a single room with one or more tables representing the various agencies and participants involved in the exercise.  Computers, telephones, name tags, easels, flip charts, overhead projectors, and message cards should also be made available during the exercise. 
VII. EXERCISE DESIGN
Needs Assessment 

In designing the exercise the agency needs to identify the objectives it wishes to accomplish in conducting the exercise.  You may wish to identify critical staff, problems that need to be addressed, or functions that need to be exercised.  The agency should initially review its emergency operations plan.  The functions that may typically be the subject of the exercise include:
· Ability to mobilize staff.

· Internal communications system.

· Coordination and control.

· Damage assessment.

· Access to legal research and other resources.

· Creation of an alternate operations center.

· Ability to identify judicial resources and establish a procedure to access the judiciary during an emergency.

The needs assessment also is the time to identify which agencies and persons would be involved in the exercise.  Pay particular attention to other law enforcement agencies, other state or local agencies that would be involved in the response to the particular emergency, hospital and emergency volunteer organizations, judiciary, and private business, such as utility, pharmaceutical, and hazmat response companies.  

The next step is to identify the exercise type.  Again, with respect to most legal exercises an orientation, seminar, or tabletop would generally be used.  
The next step is to identify the scope of the exercise.  This would normally involve a determination of the type of emergency that will be the theme of the factual scenario.  In addition, this would be the time to identify the geographic scope of the exercise and whether it would involve attorneys in one location or in multiple locations at the same time. 
The designers will also need to develop a statement of purpose, which provides a broad statement about the exercise activity.  This statement will then be used to communicate the plan and purpose of the exercise to all of the various participants so that they will have a firm understanding of the purpose of the exercise and will be able to assign appropriate personnel to participate in the exercise.
Objectives
The exercise designers need to set clear objectives as to the purpose of the exercise.  These objectives can either be general or functional or specific.  General objectives, for example, would include a statement that the purpose of the exercise is to determine whether the legal office will be able to provide accurate and timely advice to the chief executive during a public health emergency.
The functional or specific objectives are the focal point of any exercise activity.  They would represent a further defining of the purpose of the exercise by describing the expected outcome.  For example, a specific objective could be to determine whether staff of the legal department can prepare and secure a quarantine order from a particular court within a particular time frame.

The next step of exercise design is to create an appropriate scenario narrative.  This describes the events leading up to the time the exercise begins and sets the scenes for later events to raise legal issues and require the attention and response of the participants.
Major and Detailed Events
Major and detailed events will take place after the emergency or disaster described in the narrative occurs.  Major events are problems that would likely occur, based on past experience or case studies.  It would require certain emergency functions to be addressed and will actually drive the actions of the participants.  The detailed or minor events are smaller problems resulting from a major event that will still require action to be taken and are designed to prompt expected actions.  

Expected Actions
These are the desired actions or decisions participants need to make given a major or detailed event.  These are the actions that the participants would be expected to take in light of the emergency operations plan and known procedures.

Example of Objective and Expected Actions
     Function
Coordination and communication between the legal office and the judiciary.

     Objective 
Upon notification that an individual has been infected with a communicable   disease, such as smallpox:

· organize legal team

· coordinate with public health office

· prepare quarantine petition within three hours
     Event 

Suspected carrier has been identified.

     Expected Actions 

Legal Office – 
· notify appropriate legal team and appropriate management

· obtain evidence from health officials

· alert judicial office of the need for emergency hearing
Public Health Office -

· secure medical data to prepare necessary affidavit 

· identify individual who would be expected to testify in court
· secure appropriate medical team to execute quarantine order. 
Judicial Office – 

· arrange for emergency hearing 

· determine if judicial site is adequate or whether alternate facility is needed
As an example, from the above detailed events:

1. Assume patient is not legally represented.

Expected action:  Judiciary would need to appoint legal counsel.

2. Individuals unable to attend court proceeding.
Expected action:  Create alternate procedure to allow participation by defendant, such as by telephone, video, cell phone, etc.
Messages
The messages are the means by which the expected actions are brought about.  They are communicated to the participants through varied methods.  Most commonly, during a tabletop they would be provided by telephone, by hand, verbally, or through computer email messages.  

There are generally two types of messages:  Those that are prescribed in advance and those which are spontaneous, depending on the input of the controller.  Messages generally are communicated by other participants or from outside sources, such as information related via public media.  

Exercise Enhancements
The exercise enhancements are used to add realism to the exercise.  This could include anything from maps, overhead displays, to the use of 800 mh radios.  Obviously, with full scale exercises there is a much more likely use of the various enhancements, which would involve volunteer actors, simulated response activities, and simulated public broadcast.  The issue of such enhancements is usually left to the creativity of the players and controllers, as well as the exercise design team.  A typical enhancement in a legal exercise is to enlist the assistance of volunteer judges, defense counsel, and their clients.  The players would simulate the scenario of preparing a petition for a court proceeding such as a quarantine order.  A hearing is then conducted.  If such an enhancement is planned, it is important that the design team prepare a scenario in such a way as to challenge the lawyers and the judge.  The facts should not be such as to preclude any credible argument on the part of the defense attorney.
Generally, with respect to a tabletop legal exercise, the use of Power Point presentations and real time computer messages add the necessary factual realism.  Visual aides, such as charts, event logs, and status boards are also often used during a tabletop exercise.
De-brief/"Hot-Wash"

Following the exercise, it is recommended that the controllers and evaluators conduct a de-briefing to share feedback concerning the exercise.  Comments should be documented.  Similarly, the exercise participants should conduct a de-briefing, sometimes referred to as the "hot-wash" to discuss the exercise and pinpoint areas for improvement.  It is important that the feedback sessions occur soon after the exercise so details are fresh.  This also provides an opportunity to prepare the individual evaluation reports.
VIII.  EXERCISE EVALUATION
The exercise evaluation is the act of observing and recording exercise activity or conduct, comparing the behavior and actions of the participants against the exercise objectives, while noting any observed strengths and weaknesses.  

The evaluation process requires the evaluators to be present and observe the entire exercise.  Evaluators must pay particular attention to the successes demonstrated during the exercise, as well as any deficiencies.  What is done well can be re-enforced in future exercise and any shortcomings can be addressed through changes in policies, procedures, or equipment.  
The evaluation actually begins before the exercise is conducted, during the planning stage.  At the time the design team is established an evaluation team should also be appointed with the team leader selected as well.  The team leader and other members of the evaluation team would in turn, establish an evaluation plan, direct the evaluation activities, conduct any post-exercise meetings, and prepare an evaluation report.
It is best to select evaluators who represent various disciplines.  Consequently, the evaluators may come from within or outside the emergency management system.  It is important when identifying evaluators that they are familiar with the objectives of the exercise as well as the agency's emergency plans.  

The evaluation team leader is responsible for the completion of an exercise evaluation form, which will identify key issues that each evaluator will focus their attention on.  The grading on the form can take place in a number of ways, such as check boxes, yes/no, a rating system, or through short evaluation statements.

Prior to the exercise, the evaluators should participate in an orientation to review the forms, the exercise scenario, any rules to be applied during the exercise, the schedule, the objectives to be achieved, to discuss background on the exercise participants, and various other logistics that may come into play during the exercise.  

During the exercise the evaluation team should be placed at various sites throughout the exercise room so that they can observe all elements of the exercise without interfering or becoming participants during the exercise.  They should keep careful notes and record their observations so that they may complete the evaluation form following the completion of the exercise.  
Following the exercise the evaluators should conduct a debriefing, during which they will discuss the exercise among themselves and critique various aspects of the exercise and its participants.  It is important that the post-exercise debriefing be kept positive so that what worked well is demonstrated as well as what areas may need improvement.

Following the exercise a post-action report should be prepared that will be the basis for future exercises, will identify changes that need to be made in the emergency operations plan, as well as any corrective action that the agency should address.

Post-Exercise Actions
Based on the recommendations of the evaluators, the agency should review it's plans and adopt changes that should be made so that it will be in a better position to meet it's objectives during an emergency.  A timeline should be established and appropriate personnel assigned with responsibilities to address any shortcomings that were identified during the exercise.  Subsequent exercises will then determine how well the changes were adopted and whether they allowed the agency to meet its objective of providing timely and accurate advice in the event of a major emergency.  
SUMMARY EXERCISE DEVELOPMENT CHECK LIST

Stage I-Preparation

1. Decide on type of exercise.

2. Appoint planning team or manager.

3. Review agency needs.

4. Review agency capabilities.

5. Establish exercise objectives.
6. Identify exercise scope and purpose.

7. Identify exercise participants.

8. Develop exercise schedule.

9. Appoint exercise design team.
10. Appoint exercise evaluation team and leader.

11. Prepare written exercise scenario/narrative.
12. Identify major and detailed events.

13. Identify expected outcomes.

14. Prepare written messages.

15. Identify any exercise enhancements.

16. Develop evaluation plan.

17. Identify and secure exercise assets.

18. Develop exercise policies.
19. Prepare exercise handbooks, guides, plans.

 Stage II-Exercise

Stage III-Post exercise events

1. Conduct post exercise meeting and "hot wash."
2. Review evaluation reports.

3. Prepare after action report/summary.

4. Conduct follow-up on noted deficiencies.
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