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1 Introduction

The Office of Retirement Services has been enhancing its internal systems gradually over the last 4 years so the increasing business volume we are facing due to retiring Baby Boomers can be managed by the existing staff. In this next phase of our system development, we will allow customers to serve themselves at their convenience through the Internet. The purpose of this project is to identify a vendor who will deliver secure online self-service functionality for information review, data collection and transactional business to the 1 in 18 Michigan citizens served by the Office of Retirement Services.

This Business Considerations Document is based on information gathered during 12 requirements gathering sessions conducted during the week of 7/17/06. A requirements validation session was conducted on 8/1/06. These are high-level requirements and are expected to be expanded into use cases once a vendor is selected.

Initial Requirements Gathering Participants

Participants attended only those sessions for which they added subject value. An asterisk to the right of the name indicates attendance at all sessions.

Name 
Role

Laurie Mitchell*
ORS Project Manager

Karen Buckwalter
DIT Project Manager

Anthony Estell
ORS Technology Owner

Kim LaClear*
ORS Customer Education Subject Matter Expert & Documentation Manager

Robert Glennon*
ORS Customer Education Subject Matter Expert

Fred Covert
ORS Customer Education Subject Matter Expert

Angie Schrauben
ORS Customer Education Subject Matter Expert

Rosemary Baker
ORS Customer Education Subject Matter Expert

Marc Olenzek*
DIT Programming Specialist

Meg Leonard
ORS Technology Subject Matter Expert

Steve Crippen
ORS Finance Subject Matter Expert

John Donovan 
ORS Security Owner

Lisa Barrone
ORS Business Subject Matter Expert

Jon Seeger
ORS Customer Service Owner

Kathy Tober
ORS Customer Service Owner

Mike Gallihugh
DIT Security Specialist

Shannon Murch
Saber Architect

Bryce Wessel
Saber Architect

Kingsley Swamidoss
Saber Architect

Jim Hert*
Analysts International, Facilitation Expert

Jeanette Clark
Analysts International, Facilitation Expert

Mark Lachniet
Analysts International, Security Expert

2 Executive Summary

The four retirement systems administered by Workforce Development and Retirement Administration are: School Employees Retirement System, State Employees Retirement System, State Police Retirement System and the Judges Retirement System. Over the next two to three years, we project a substantial annual increase in the number of individuals retiring and a consistent annual increase in the number of members becoming inactive. Our vision is to provide fast, easy access to complete and accurate information and exceptional service. See our web site for additional information on the retirement systems: www.michigan.gov/ors. 

Workforce Development and Retirement Administration has been enhancing its internal systems gradually over the last four years so the increasing number of customers will continue to receive quality services. In this next phase of our system development, we will allow customers to serve themselves at their convenience through the Internet. The purpose of this RFP is to identify a Contractor who will deliver secure online self-service functionality for information review, data collection and transactional business to the 1 in 18 Michigan citizens served by the ORS.

2.1 Project Objectives

Improve the overall quality of service to members provided by the Office of Retirement Services.

Provide expanded services to membership by offering ability to transact business online at the convenience of the customer rather than only during standard office hours.

Reduce call center wait times by reducing the number of members who need to contact the call center to transact business.

2.2 Request for Proposal and Statement of Work

The Request for Proposal includes the Statement of Work, this Business Considerations Document and the appendices associated with each. Response to the Request for Proposal should be in accordance with the Statement of Work.

3 General Features

· Create a user-friendly interface for intuitive, easy access to personal retirement account information over a secured system. Look and feel of site managed through the application of style sheets.

· Integrate completely with the existing ORS subsystems so as to leverage existing functionality, minimize the need to duplicate programming for different systems, and minimize the need to write additional programs.  

· User authentication and access through the Web. Limited access granted for guest users. 

· Model pension estimates using various personal factors and various retirement options.

· View statuses of transactions, account activity and account value.

· Transact business with the Office of Retirement Services including applying for retirement, applying for refunds of contributions paid, purchasing service credit and enrolling in insurances. 

· Manage account demographics including address, phone, email, Direct Deposit, tax and beneficiary information. 

· Enable users to communicate directly with the Office of Retirement Services.

· Error messaging handling.

· Email and on-screen confirmations.

· Deliver documents to the desktop for follow-up events. Documents are personalized and include a barcode for downstream processing.

· Allow access to educational information already housed in the ORS static website.

	Retirement Types

	
	
	
	

	Type
	System
	
	

	Regular Retirement 
	ALL
	Straight Life
	

	
	
	
	

	Regular Retirement 
	SERS, MPSERS, JRS
	Straight Life
	with Equated Plan

	
	
	100% Survivor
	with Equated Plan

	
	
	75% Survivor
	with Equated Plan

	
	
	50% Survivor
	with Equated Plan

	
	
	
	

	Early Reduced Retirement
	SERS, MPSERS, JRS
	Straight Life
	with Equated Plan

	
	SERS, MPSERS, JRS
	100% Survivor
	with Equated Plan

	
	SERS, MPSERS, JRS
	75% Survivor
	with Equated Plan

	
	SERS, MPSERS, JRS
	50% Survivor
	with Equated Plan

	
	
	
	

	Duty Disability
	ALL
	Straight Life
	

	
	
	100% Survivor
	

	
	
	75% Survivor
	

	
	
	50% Survivor
	

	
	
	
	

	Non-duty Disability
	ALL
	Straight Life
	

	
	
	100% Survivor
	

	
	
	75% Survivor
	

	
	
	50% Survivor
	

	
	
	
	

	Duty Death
	ALL
	100% Survivor
	

	
	
	
	

	Non-duty Death
	ALL
	100% Survivor
	

	
	
	
	

	SERS Only
	
	
	

	Covered Service Retirement
	
	Straight Life
	with Equated Plan

	
	
	100% Survivor
	with Equated Plan

	
	
	75% Survivor
	with Equated Plan

	
	
	50% Survivor
	with Equated Plan

	
	
	
	

	Conservation Officer
	
	Straight Life
	with Equated Plan

	
	
	100% Survivor
	with Equated Plan

	
	
	75% Survivor
	with Equated Plan

	
	
	50% Survivor
	with Equated Plan

	
	
	
	

	Unclassified
	
	Straight Life
	with Equated Plan

	
	
	100% Survivor
	with Equated Plan

	
	
	75% Survivor
	with Equated Plan

	
	
	50% Survivor
	with Equated Plan

	
	
	
	

	Important Note: All eligibility criteria and pension calculations will be determined within Clarety. WSS vendor is not required to write these programs, just call them and return the results. Further, Clarety will recognize from the user log-in which system and type of retirement the user is eligible to apply for. These are the retirement types in place as of August 2007 and are subject to change by the Michigan legislature (no bills currently pending)


4 User Community

4.1 User Roles

Number of users provided is maximum. It includes all users regardless of their readiness to use the web to transact business. For system access, see Appendix A: Matrix of Processes and Users. 

	User Classification
	Approx. # of users
	Primary Uses of the Application

	Active Members
	380,000
	View account activity; update demographics and beneficiaries, purchase service credit, model future pension income.

	Inactive Members
	1.3 million
	Add address, view account activity

	Deferred Members
	200,000
	View account activity; update demographics and beneficiaries, model future pension income

	Applicant/Pending
	10,000 annually
	Apply for retirement, insurances, EFT and tax withholding, model pension income

	Owner
	185,000
	View pay stub, update demographics, update insurance dependents, report death

	Survivor
	20,000
	View pay stub, update demographics, update insurance dependents, report death

	Payee 2
	2,000
	View pay stub, update demographics, update insurance dependents, report death

	Guest
	Unknown
	Income modeling, report deaths

	ORS Staff
	100
	Read-only on every transaction a customer can perform

	ORS Limited Access
	5
	Read/write access set by security role for specific activities.

	ORS System Admin
	2
	Read/write access on every transaction a customer can perform


4.2  User Locations

	Location
	Approx. # of users
	Current Connection 

	Statewide
	350,000
	Various public school networks, most run at high-speed connections others at lower speeds. User also has option to use system from personal internet connection.

	Nationwide
	200,000 (owners/ survivors/payees)
	Personal internet connection; speed various and undetermined

	Statewide
	40,000
	State of Michigan network. User also has option to use system from personal internet connection.

	International
	500 (owners/survivors/ payees)
	Personal internet connection; speed various and undetermined 

	Lansing/Dimondale
	100
	State of Michigan network.


5 Business Processes

5.1 Business Process Map – Future State

These process maps are not intended to show every possible decision point, but to provide an overview of the complexity involved in the activity. Where possible, data elements have been included as have events where the system will interface with the existing subsystems.

6 Common Use Case Scenarios

The Common Use Case Scenarios section provides textual descriptions of some of the common uses of the proposed system or application. This section is intended to capture the primary uses of the system, and may include narratives further describing the business processes identified in the previous section.

	User Classification
	Primary Uses of the Application

	Active Members
	These members are currently employed with either the state or with a school system. They’ll primarily be looking to verify the wages and service hours that their employer has reported to ORS. This is the only user group besides Applicant that can buy service credit. They will want to model future pension income, save their estimates and revisit them in the future.

	Inactive Members
	These members may have worked for the state or with a school system for a short period of time and have some dollars on account with us. They will be looking to add or update their addresses, see what is on record with ORS for them and possibly request a refund of personal contributions paid into the system. There are probably over 1 million inactive members; however finding them all to let them know to access the system will not be a priority for several years.

	Deferred Members
	These members worked for the state or with a school system long enough to become vested for retirement. They will primarily be looking to update demographics and beneficiaries, and to model future pension income, save their estimates and revisit them in the future.

	Applicant/Pending
	These users will either be Active Members or Deferred Members. They will use this system to submit their retirement application, enroll in insurances, sign up for EFT, state their preferred tax withholding, and model pension income. They will want to come back to the site to check the status of their application while it’s in process. Applications are usually in process less than 3 months, but can be in process for 6 months or more.

	Owner
	These users are retirees, are receiving a monthly pension benefit and almost all are enrolled in state-sponsored insurance plans. They will want to view their pay stub and will also want to print copies of it as proof of income. They will want to update their address (e.g., southern address in the winter, Michigan address in other seasons), and update their insurance dependents (as a result of marriage, divorce or death). They will also use the site to report the death of a pension beneficiary or other dependent. These users may wish to view their pre-retirement account activity.

	Survivor
	These users are receiving a monthly pension benefit because they were named as the survivor on a pension and the pension owner is deceased. Almost all are enrolled in state-sponsored insurance plans. They will want to view their pay stub and will also want to print copies of it as proof of income. They will want to update their address (e.g., southern address in the winter, Michigan address in other seasons), and update their insurance dependents (as a result of marriage, divorce or death). They will also use the site to report the death of a dependent. These users will have no access to pre-retirement account activity.

	Payee 2
	These users are receiving a monthly pension benefit because they were named in a divorce decree as entitled to a portion of a pension. Many are enrolled in state-sponsored insurance plans. They will want to view their pay stub and will also want to print copies of it as proof of income. They will want to update their address (e.g., southern address in the winter, Michigan address in other seasons). These users will have no access to pre-retirement account activity.

	Guest
	These users are not authenticated. The only activities they can perform are iterative income modeling with the ability to print but not save. In 2005, over 40,000 estimates were generated by customers using the current ORS website. These users will also report deaths, however at no time can any confirming information be provided to these users.

	ORS Staff
	ORS has an estimated 150 employees, 80 of which are in direct contact with customer accounts and customer activity. These staff members need read-only access to every transaction a customer can perform; they need to be able to see what the customer has done and provide support for them. 

	ORS Limited Access
	Some users will need hands-on support for their web account. To achieve this, a limited number of staff members will need read/write access to make account changes. This will be controlled using security roles.

	ORS System Admin
	Lock and unlock accounts; assign access privileges.

	System Auditor
	Read access to all accounts and access to all logs.


7 Project Impact

7.1 Related Initiatives

The existing Clarety application is currently being redesigned to provide user status in a more effective way. System functionality related to active members will not be deployed until this predecessor project is complete.

ORS is currently contracting with Saber to provide a complete forms system using Cardiff Liquid Office or other approved forms management tool. Functionality associated with this effort will relate to the web application.

E-Michigan standards apply. For information, see http://www.michigan.gov/e-michigan.
7.2 People Impacted

The Department of Management and Budget

Office of Retirement Services staff and management

All public school and community college employees

All state employees

All state judges

All state troopers

7.3 Processes Impacted

Nightly operations include batch processing of substantial amounts of customer data received from over 700 employers. Website activity cannot impede the processing of the nightly batch run. 

Daily operations include Customer Service Center (call center) staff actively managing transactions on behalf of customers. Website activity cannot reduce the performance of the internal activity.
7.4 Systems Impacted

a. jClarety, installed by Saber (formerly Covansys) and supported by ORS’ Application Support Team

b. Siebel, Customer Relationship Management system. Ancillary software programs include Genesys, Computer Telephony Integration and NICE Monitoring & Recording.

c. Filenet, images and workflow

d. Cardiff Liquid Office (forms design and preliminary screen development for data collection and display; unconfirmed software still under review for inclusion). This software is installed on a separate e-Michigan server that supports electronic forms.

e. The current SQL database for registering for retirement information meetings and appointments; current system has an Access front-end for administration

f. ORS’ current system is a WebSphere, J2EE environment. 
8 Organizational Data 

8.1 High-Level Data Sets

	High-Level Data Set
	Potential Source
	Description

	Temporary data sets to house transactions before commitment to Clarety
	To be developed by vendor
	Housed in the state’s DMZ.

	Clarety
	Existing
	Currently in SQL 2000; near-term plans to migrate to SQL 2005.


9 Requirements

The requirements cited in this document are intended as an overview of functionality and represent 80% or more of the business to be transacted on this website. During the course of detailed requirements, it is expected that additional requirements will be identified as will additional detailed functionality for the requirements already identified. Vendor is to assume an 80/20 rule when estimating cost and time for designing and building these requirements.

All requirements are mandatory.
	9.1 Features

Overview: These requirements apply to the entire system. Some may also be associated with a specific transaction or with other category of information, but they are provided here to give an overview of general expectations. The features are not presented in any order.

	1. System will pass user-accepted changes into Clarety.

	2. System needs ability to store customer-entered data in temporary database storage until the customer commits it to the master Clarety database. System may also need to store data in a Clarety table built expressly for WSS data.

	3. All output documents generated by the system will be populated with relevant user information.  All forms that are to be returned to ORS will be barcoded. 

	4.  All output documents and confirmation screens need to be available in a printer-friendly format. 

	5. Users must have the option to have a document delivered to the address of record instead of printing it at their desktop. 

	6. Whenever documents are created at the user’s desktop, documents will be populated with data from the Clarety database. 

	7. System will allow the display of documents created in Clarety on behalf of the customer, for example, a pension estimate. ORS staff must be able to create documents in Clarety and flag them so they can be viewed from the member’s self-service site.

	8. System will be able to recognize if user belongs to multiple systems and display information from each system. If in multiple systems, the user login page will prompt users to choose which system they want information from. For users with accounts in the Military Retirement or Legislative Retirement systems, system will notify users that account activity for those systems is not available through web self-service.

	9. System will be able to recognize if user’s spouse is also a system member and generate the appropriate responses according to current business rules. 

	10. System administrator must be able to turn off or hide screen availability for groups of users or for an individual user. 

	11. System must have the ability to mask any field.

	12. System administrator must have the ability to enable or disable any transaction for groups of users. 

	13. Messages and disclaimers generated by this system are targeted to the end-user and will assume a customer is reading them; they are not intended for internal staff or system support staff. 

	14. System must have the ability to display dates of certain transactions by transaction date, effective date, payroll date, or date deemed appropriate by ORS.   

	15. System must be able to lock accounts to prevent access by individual, groups of individuals and by system/plan. For example, we must be able to lock out an individual account, but we must also be able to lock out everyone who has an active account but belongs to the Judges Retirement System.

	16. System will have ability to collect and report data regarding the specifics of the end user’s computing environment (e.g., Windows OS, Acrobat 5.0, browser version).

	17. User will be able to choose preferred correspondence method (by mail or email). 

	18. User transactions that update the Clarety database must always generate confirming email message and a confirmation screen, which will both carry the same confirmation number.

	19. Users will be able to cancel any transaction at any point. 

	20. User will be able to save/resume transactions for which the data has been passed into Clarety. 

	21. The system will provide a mechanism to prevent the unintentional double-posting of transactions and any untoward effects caused by the use of the user’s back button. 

	22. When a user makes a change in their account, the system will build logic to recommend changes in other areas. 

	23. Whenever a link is included to take the user to a different website, the new site must open in a new window. The user must not be logged out and window must remain open.

	24. System will include website statistics typical of those provided in standard web metric software programs (e.g., SurfAid, WebTrends, etc.).

	25. The web self service site will run concurrently with the internal Clarety application and will share the Clarety database. System must be configured in such a way that neither daily internal performance nor nightly batch processing is degraded. 

	26. Users who belong to more than one retirement system must have the ability to return to the start page, select a different retirement system and view account activity. This must be achieved without the user needing to log back in.

	27. System must have the ability to provide messages to users (e.g., on their home page or on the screen associated with an affected process) based on selected criteria. For example, all users with an Idle Code in Clarety (binary indicator in database) must see a screen that tells them to call ORS to research their account).

	28. Whenever a transaction is passed into Clarety, WSS must generate a confirmation number and store that confirmation number in Clarety. The transaction must generate a record to the Clarety Contact Log (using Clarety methods).


	9.2 Integration with Clarety

	Integration with Clarety      

Components: The Clarety system includes the principal jClarety application, a Siebel Customer Relationship Management system (and subcomponents), a Filenet workflow and image management system, a SQL 2000 database (soon to be 2005), and will include a form management tool to be determined.

Overview: WSS will interface with Clarety either through the existing web layer and Enterprise Java Bean layer, or through just the EJB layer depending on use case development. Wherever calculations are performed (for pension estimating, tax modeling, income modeling, etc.), all calculations will be performed inside Clarety and passed back to the website to minimize duplication of programming.  The website developer will not need to write these methods. ORS will provide the vendor with all of the required Clarety Java classes and interface parameters. The website developer will need to write data validation programs to clean data before it is passed into Clarety (e.g., verifying RTNs, formats, basic edits).

	1. Clarety’s user interface will be exposed via a set of Java JAR files. These JAR files follow the J2EE convention. WSS will call classes in these JAR files and pass the needed parameters into Clarety. ORS will provide a list of the needed classes and parameters definitions.

	2. Vendor needs to write code necessary to communicate with Clarety.

	3. ORS will provide the vendor with a list of all of the needed Clarety Java classes, their entry conditions, exit conditions, and a description of the purpose of each class. ORS will also note which Clarety Java class goes with which WSS function(s).

	4. When a web user logs into WSS, WSS will log into the Clarety user interface with a generic WSS user. ORS will provide the vendor with the generic WSS and a COM object to get the password. This password will change periodically following standard password security techniques (e.g., every 3 months).

	5. WSS will collect data needed to perform a function and feed the Clarety classes needed to perform the function. There are will typically 3 to 8 Clarety-class calls per function.

	6. WSS will package any data returned from Clarety into the appropriate WSS objects and pass those to WSS pages. The vendor will provide the classes that will receive the data from Clarety and pass it to the web pages.

	7. Documents created at the user workstation will be barcoded. Barcode will be generated through the form management tool (purchase pending) and will either initiate or resume a workflow or activity as needed. 

	8. System needs to provide a temporary database for data that is not ready to pass into Clarety.

	9. Select transactions and inquiries started or completed in WSS need to be captured in activity log

	10. User IDs must include a prefix to indicate that the transaction came through the website.


	9.3 Transaction Group  1: Retiree FinancialL

	1. Tax Withholding

Overview: Users will log on to Web Self Service (WSS) and be able to establish, verify or change tax withholding. 

	a. Upon login, users will see current tax withholding status and current deductions.

	b. If there is no established tax withholding, view will present the default deduction and notify the user that this is a default that can be changed..

	c. The application must allow users to make a tax withholding according to current business rules. This includes, but is not limited to, allowing the user to establish a number of deductions, set marital status, supply a number of exemptions and enter an additional withholding amount. Deduction field is required; must enter 0 if user wants no deduction.

	d. System will access existing Clarety calculator that provides users the ability to enter proposed change (change in deduction or change in withholding amount). System will pass information back and forth iteratively through the calculator so user can see the effects on the pension benefit.

	e. When user accepts the change, the system submits the information into Clarety.

	f. Users will be able to post-date a change in deductions or withholdings. 

	g. Users will be able to view a post-dated change and be able to cancel or change before effective date of change.

	h. Based on transaction, system will offer to users  other areas to change such as deductions in other pertinent areas such as, but not limited to, CitiStreet, Sick Leave, and Early Out Sick Leave.

	2. Reprint 1099

Overview: Users will log on to Web Self Service (WSS) and be able to view, print, or mail to an address listed in Clarety. 

	a. Users will be able to print a substitute 1099. Users will only be able to view/print the most current version of the 1099 available for each year, i.e., they will be unable to view/print an original 1099 if a corrected version has been issued.

	b. Users will have ability to choose from all years available (post 2002) and print selected year.

	c. Based on transaction, system will offer to users other areas to change such as their status in other pertinent areas such as, but not limited to, tax withholding and change of address. 

	3. Electronic Fund Transfer (EFT)

Overview: Users will log on to Web Self Service (WSS) and be able to establish, verify, change, or rescind an EFT. Users are allowed a total of two accounts for EFT options.

	a. Upon login, users will see current EFT enrollments, including, but not limited too, bank name (converted from RTN), account numbers and scheduled amount.

	b. System will allow users to enter dollar amount or percentage to be directed to an account. 

	c. If two EFT accounts are selected, user will enter an amount or percent for the first account and system will automatically place remaining amount or percentage from the first EFT account into the second EFT account.  

	d. Users will be able to post-date an EFT change. Users will need to be able to see the effective date of the change and the date that the change was made (transaction date). 

	e. System will send selection into Clarety and return information to allow users to see the effect of a change on the deposit amounts then accept or reject the change. 

	f. When user accepts the change, system passes final information into Clarety.

	g. If users change their EFT account, system will flag users not to close old EFT account until the appropriate time. System will generate a message to indicate when the EFT is effective based on current business rules and if the change occurred too late to be included in the next payroll.

	h. Based on transaction, system will offer to users other areas to change such as tax withholding and change of address.

	4. Earnings Limit

Overview: Users will log on to Web Self Service (WSS) and be able to view current earnings and the amount of their earnings limit for the current year. 

	a. System will display “Earnings As Of” date and earnings limit for users receiving a benefit. 

	b. System will have ability to exclude certain groups of benefit recipients.

	c. System will have a calculator that provides users the ability to enter dollar amounts and see the effects on the pension benefit.

	d. Users will be able to select future years and view earnings limit at that time.

	e. System needs to generate disclaimers for certain user groups based on ORS defined rules.

	f. System needs to link to critical shortage list on another website.

	g. For active members, system will generate future earnings limit when users are running the pension estimate module.

	h. System will generate a printer-friendly version of earnings limitation information or calculator scenarios.

	5. Income Verification

Overview: Users will log on to Web Self Service (WSS) and be able to view their pay stubs online. Users will have ability to print, or mail an income verification document. HIPAA guidelines apply.

	a. Upon login, users will see their basic demographic information, including, but not limited too, their income.

	b. Users will be able to choose to view and print their pay stubs.

	c. Users will be able to choose to view and print, a personalized income verification letter for an assisted living home (includes HIPAA-protected information).

	d. Users will be able to choose to view and print, personalized income verification letter for a mortgage company (excludes HIPAA-protected information).

	e. Users will have ability to mail income verification to an alternate address. The users may have an alternate address in Clarety they can choose from.

	f. Based on transaction, system will  offer to users to change their status in other pertinent areas such as, but not limited to, tax withholding and change of address.

	9.4 Transaction Group 2: Demographics and Insurances

	1. Address

Overview: All groups of users will log on to Web Self Service (WSS) and be able to establish, verify, or change their address. 

	a. Upon login, users will see their permanent address on record and their alternate address with applicable effective dates. 

	b. Users will be able to change their permanent address. 

	c. Users will be able to change their alternate address and applicable effective dates for alternate address.

	d. System will not allow users to change the “In Care Of” field, if applicable. 

	e. System generated confirmation of the change will be mailed to both the old and new address for either a permanent or alternate address change. Correspondence will be sent by Clarety.

	f. System will show all current addresses on record for the user (permanent and temporary).

	g. Users will be able to add, or change email address. For active members only, deliver message that the address will be retained for 60 days when it will be overwritten by the employer-provided address.

	h. Users will be able to add, or change phone numbers. 

	i. Based on transaction, system will  offer to users other areas to change such as changing their address with their employer.

	2. SERS Life Insurance

Overview: Users will log on to Web Self Service (WSS) and be able to establish, verify, or change their life insurance beneficiary and applicable beneficiary information.

	a. Upon login, users will see their life insurance policy amount and beneficiary information.

	b. Users will be able to change beneficiary information. Expected fields include, but are not limited too, beneficiary name, date of birth, address, relationship, etc.

	c. Upon change in life insurance beneficiary, generate document required for signature and notarization. Transaction suspends until document is received.

	d. System will lock user’s account so no changes to life insurance may be made upon reported death by either unauthenticated WSS entry or by system administrator. 

	e. System will generate a printer-friendly version of life insurance policy and beneficiary information.

	f. Based on transaction, system will offer to users other areas to change such as their beneficiary, their survivor beneficiary, health insurance dependents, tax withholding.

	3. Pension/Refund Beneficiary

Overview: Users will log on to Web Self Service (WSS) and be able to establish, verify, or change their pension beneficiary and applicable beneficiary information.

	a. System will be able to determine users’ status upon login and populate screen with available pension beneficiary recipients and pension refund beneficiary recipients. 

	b. System will be able to determine allowable beneficiaries based on user’s plan, i.e., parent, child, grandparent, etc. 

	c. System will be able to determine named beneficiary’s eligibility (flagged by date of birth) based on current business rules. 

	d. Active member users will be able to establish, verify, or change a pension beneficiary from a default drop down list and then add pertinent information including, but not limited too, name, address, date of birth,. 

	e. Active member users will be able to establish, verify, or change a refund beneficiary from a default drop down list and then add pertinent information including, but not limited too, name, address, date of birth, % of refund.

	f. Deferred members will have at a minimum the ability to view their pension beneficiary or refund beneficiary. Maximum functionality would be the level of an active member.

	g. Retirees will be able to view their current pension beneficiary and survivor option. 

	h. Retirees will be able to view their current refund beneficiary.

	i. System will be able to allow for unlimited contingent beneficiaries for a refund and pertinent information including, but not limited too, name, address, date of birth, along with the ability for users to enter percentage of benefit.

	j. System will generate a printer-friendly version of beneficiary information.

	k. Based on transaction, system will offer to users other areas to change such as their beneficiary, their life insurance beneficiary, health insurance dependents, tax withholding.

	4. Insurance Dependents

Overview: Users (to include at least retirees and users who have applied for retirement) will be able to establish, verify, or change their dependents on their health, dental, vision insurance plans.

	a. System will be able to determine users’ status upon login and populate insurance options available based on zip code. Note that this is not currently available in Clarety and will need to be developed entirely on the WSS side. The information must be in an easily updateable format (e.g., table) as the information changes at least yearly and as often as monthly.

	b. System will be able to determine if users are eligible for Medicare (flagged by age of either users or a dependent entered by users).

	c. System will notify (on screen) eligible Medicare users they must sign up for Medicare. 

	d. Users will be able to delete insurance dependent at any time. 

	e. Users will be able to add/change/remove an unlimited number of insurance dependents at any time, including self.

	f. When adding or changing a dependent, users will choose a qualifying event (from drop-down list) and be notified if coverage is immediately available, or if a 6-month wait applies, based on current business rules. System will provide a document listing proofs of qualifying events that are needed. Clarety will flag the transaction as incomplete until proofs are mailed in, at that time, system will complete insurance change transaction.

	g. When adding a dependent, a personalized document needs to be provided to users detailing proofs needed for addition to be accepted. Clarety will flag the transaction as incomplete until proofs are mailed in, at that time, system will complete insurance change transaction. 

	h. Based on input code, users needs to be notified when a choice will result in loss of coverage. 

	i. System will generate a printer-friendly version of insurance information.

	j. Based on transaction, system will  offer to users other areas to change such as  their beneficiary, their life insurance beneficiary, tax withholding.

	5. Report a Death

Overview: WSS will capture/record reports of the death of: 

Pension or life insurance beneficiary by authenticated users; spouse who is also a member.

Any member (including, but not limited too, retiree, active, deferred) by a non-authenticated guest user.  

	a. Users will see their current beneficiary information.

	b. Users will choose which beneficiary they need to report the death of, and enter the date of the death. This transaction, upon passing into Clarety, will initiate workflow.

	c. System will generate a document requiring death certificate. Clarety will flag the transaction as incomplete until the death certificate is received.

	d. Receipt of death certificate will resume internal workflow in Clarety. 

	e. System will recognize if the beneficiary is a retiree of any system by the social security number. If the beneficiary is a retiree of a retirement system, the system will lock the deceased’s WSS account.

	f. If deceased beneficiary is SERS, system will generate life insurance beneficiary form to be signed and witnessed.

	g. If the deceased is also a retiree of a retirement system, the system will generate an email notification to retiree that his/her death has been reported and lock the deceased’s WSS account.

	h. System will allow guest users to report the death of a member. At no time will the system deliver any kind of confirming information to the guest user.

	i. If guest users cannot provide social security number of deceased member, prompt guest users to call, no further transaction allowed. 

	j. Guest users will enter information including, but not limited too, deceased name, date of death, city/state of death, relationship of caller, multiple lines for contact information for survivors. 

	k. System will allow notification of the same death by more than one guest user. First guest user’s report will initiate workflow in Clarety. 

	l. System will lock the deceased’s WSS account and generate email notification that the death has been reported.

	9.5 Transaction Group 3: Service Credit

	1. Universal Buy-in (UBI)

Overview: System will access existing Clarety calculator that provides users the ability to model scenarios and calculate effect on pension (and current wages if payroll deduction is chosen) if they choose to purchase UBI credit. System will pass information back and forth iteratively through the calculator. System needs to determine type of users, if they are eligible to buy time, inform users for how much time they have previously purchased, how much they are eligible to buy based on current business rules. 

Guest users will have the ability to model the additional pension realized because of a UBI purchase and calculate the number of years of retirement before the retiree would have recouped the cost of the service credit. Note that this functionality does not currently reside within Clarety and will need to be built separately. Data will not pass into Clarety, however, users must have the ability to print the results of the service credit cost modeling.

	a. System will inform users if they are ineligible to buy UBI service credit and why based on current business rules. If the user is not eligible, system needs to generate reason and when users will be eligible, if ever. 

	b. If user is eligible to buy UBI, system presents Clarety calculations on how many years are available to purchase and display any UBI credit previously purchased. 

	c. System will access existing calculator to model the effect of a UBI purchase on the users’ future pension, and allow the users to save different scenarios for comparison. The scenarios will model different amounts of UBI credit along with calculating the effects of three different payment methods. 

	d. Users will be able to print a bill that is barcoded and printer friendly for purchases they intend to complete. Also need the ability to cancel the request. 

	e. If users indicate they want to purchase with payroll deduction, system will generate a document for users to print, sign, and take to employer. 

	f. If payroll deduction is selected, system will generate a remittance advice document. 

	g. If users indicate they want to purchase with a Plan-to-Plan Transfer, system will personalize a form for use at a financial institution.  

	h. If more than one payment option is selected, system must have logic to notify users to complete the transaction based on current business rules. 

	i. System will recognize if users have a retirement application on file and will display a warning about the implications of service purchases so near to retirement and give user the option to cancel. If retirement effective date is less than 3 months away from purchase date, ORS may decide to disallow transactions for purchases by payroll deduction (requirement to be fully defined in use case development).

	j. WSS will need to define a set of parameters that drive messages to the user that reflect likelihood of being able to pay off a purchase made through payroll deduction. System will consider total cost of service and amount of payment and deliver messages that help the user to determine whether it is in his/her best interest to continue with the purchase.

	2. Purchase Service Credit

Overview: System will access existing Clarety calculator that provides users the ability to model scenarios and calculate effect on pension (and current wages if payroll deduction is chosen) if they choose to purchase service credit. System will pass information back and forth iteratively through the calculator. System needs to determine type of users, if they are eligible to buy time in the type of service credit they have selected, Notify users of how much time they have previously purchased, how much they are eligible to buy based on type of service selected and current business rules. There are three payment methods available. The system will require SERS and MPSERS to perform these transactions for purchases after 9/30/02, with the ability to add on functionality for SPRS and JRS at a future date.  These are the service credit types that will be permitted through web self-service.

· Maternity/Paternity
· Non-Public Service (MPSERS only)

· Other Government Service (SERS only)

· Military Service

· Out of System Service After 1974 (MPSERS only)

· Sabbatical Service Granted After July 1, 1981 (MPSERS only)

Guest users will have the ability to model the additional pension realized because of a service credit purchase and calculate the number of years of retirement before the retiree would have recouped the cost of the service credit. Note that this functionality does not currently reside within Clarety and will need to be built separately. Data will not pass into Clarety, however, users must have the ability to print the results of the service credit cost modeling.

	b. System will inform users if they are ineligible to buy service credit and why based on users’ years of service and type of service credit selected. If users are not eligible, system needs to provide reason and date users will be eligible, or other appropriate messages defined by ORS. 

	c. If users are eligible to buy service credit, system will display how many years are available to purchase based on type of service credit selected and service credit previously purchased. 

	d. System access existing calculator to model the effect on the users’ future pension, allow the users to save different scenarios for comparison. The scenarios will model different types of service credit purchases along with calculating the effects of three different payment methods.  

	e. Users need ability to print a bill that is barcoded and printer friendly for purchases they intend to complete. Also need the ability to cancel the request.

	f. System will generate personalized barcoded forms for users to print locally detailing the required documentation to complete service credit purchase.. 

	g. If user is trying to purchase service credit that was earned before09/30/02, system will personalize forms for the customer to print. This process will follow the current manual process. 

	h. If user is trying to purchase service credit that was earned after 09/30/02, system will personalize forms for the customer to print and will initiate a workflow. Receipt of documents will resume internal workflow in Clarety.

	3. Repayment of Refunds

Overview: Users will be able to determine when and if they took a refund, the amount of service cancelled due to refund, request repayment for refunds.   

	a. Users will see date of refund.

	b. Users will see amount of refund.

	c. Users will see the amount of service canceled due to refund (only for refunds that were made since Clarety went into production).

	d. Users will be able to view history of personal contributions (only for refunds that were made since Clarety went into production). 

	e. System will determine if user is eligible to repay refund based on the business rules in place at the time of implementation and member status. 

	f. System will generate bill for users to repay refund if users chooses. 

	g. If user is trying to purchase service credit that was earned before 09/30/02, system will personalize forms for the customer to print. This process will follow the current manual process. 

	h. If user is trying to purchase service credit that was earned after 09/30/02, system will personalize forms for the customer to print and will initiate a workflow. Receipt of documents will resume internal workflow in Clarety.

	4. Refund Request

Overview: Inactive and deferred users will be able to see if they have any MIP or personal contributions on account, the value of those contributions plus interest, and request a refunds.   

	a. Upon a request for a refund, system will notify the user that this action will cancel all service credit associated with the funds and that they will be able to repay the refund later if they rejoin public service.

	b. If a deferred member requests a refund, system will notify the user that the user is eligible for pension and insurance benefits, route the user to the Pension Estimator and show potential benefit (so they can see what they are giving up). System will permit the transaction with user override.

	c. If an active member requests a refund, system will notify the user that members who are currently employed (receiving wages) are not eligible for a refund. System will permit the transaction with user override.

	d. System will allow users to indicate that funds should be delivered to a 3rd party financial institution (roll over) and will collect appropriate data fields for processing through Clarety. 

	e. System will pass information into Clarety and initiate workflow.

	f. Documentation and a wet signature are required for accounts that terminated less than 2 years before the date of request before funds can be released. System will generate appropriate barcoded, printer-friendly documents, suspend workflow and resume workflow when documents are received internally.

	g. For accounts without an address of record, documentation and a wet signature may be required before funds can be released. System will generate appropriate barcoded, printer-friendly documents, suspend workflow and resume workflow when documents are received internally.

	h. Accounts that have a Domestic Relations Order on file (portion of pension is payable to an ex-spouse) are unable to claim a refund. Transaction must stop and member redirected to call our office.

	9.6 Apply for Retirement

	1. Apply for Retirement:

Overview: The application process is in 5 separate steps as follows: Apply (retirement type), Choose Survivor, Tax Withholding, EFT, and Insurance Enrollment. For some members, there is also Life Insurance Enrollment. Users will be able to stay in each step and adjust data iteratively, using the existing Clarety calculators, to see the effect on payment. This will all need to be accomplished through temporary storage. Upon concluding each step, users will submit data and at this point, the system will pass the data into the Clarety database. Users can return to a previous step to make changes at any time.

Note that the Michigan retirement system offers 5 different types of retirements with different options available for each type. See attached chart.

Members of the Judges Retirement System do not have wage and service information in the Clarety database. Their online application process will be a data entry process only with little to no personalization. Process will need to be defined separately.

	a. Users will enter termination date and be asked to verify that retirement effective date is the first date of the following month, if user chooses “no,” system will generate disclaimer that other rules apply and direct the user to call. 

	b. System will notify users of necessary steps/documents to complete application process along with timeframe to complete. 

	c. System will personalize screens and documents with information resident in the Clarety database (does not apply to judges).

	d. System will display eligibility based on age and years of service, if they are not eligible to retire, when they will be eligible, and estimated future benefit based on business rules in effect at the time of implementation.

	e. If users are eligible, system will offer the user a choice of survivor option.  

	f. If users are eligible but at early-reduced option, users will have to confirm (online) they understand they are taking a reduced benefit. 

	g. Users will be able to use the pension estimator at any time in the application process and not lose retirement application information already completed. 

	h. Users will enter survivor information and indicate if the named survivor is the spouse. If the survivor is not the spouse, system will generate a form to be signed, notarized and returned.  

	i. Users must indicate if they are married. If married users choose option other than 100% survivor, system will generate a form to be signed, notarized and returned. 

	j. System will flag users if they have a service credit payroll deduction , warn them about the time limits on receiving payment and allow the transaction to proceed.

	k. Users must enroll for EFT.

	l. Users must choose a withholding. 

	m. Users will be able to sign up for health insurance and be able to choose from available plans in their area based on zip code. Note that this is not currently available in Clarety and will need to be developed entirely on the WSS side.

	n. System will accommodate users entry of, at a minimum, capturing other insurance coverage, spouse’s social security number, unlimited dependents, Medicare/HIB number if eligible.

	o. System will recognize if users’ spouse is a member of any system by social security number and will deliver message to user about dual coverage solutions (e.g., contract combining, etc). 

	p. System will link to or display insurance cost options

	q. Default of insurance coverage start date will be retirement effective date. Users have the ability to change the default.

	r. System will show the result of users’ elections and show estimated pension amount as a result. Users will have ability to add/enter/delete/change any option. 

	s. System will ask users to enter if they have a divorce agreement on file. If yes, disclaimer needed and internal review will be initiated.

	t. Users will submit retirement application, initiate workflow in Clarety.

	u. System will generate a document detailing necessary proofs for customer to send in. Application process is not complete until receipt of proofs and resume workflow. 

	2. Pension Estimates

Overview: Both authenticated users and guest users will be able to model scenarios using the existing pension estimate calculator. Authenticated users will be able to save multiple scenarios in temporary database storage, while guest users will not be able to save scenarios. All users should be able to print estimates. Authenticated users will be able to model pension payments based on existing account information with the ability to use real time insurance premiums. Pension estimates will also display post-retirement earnings limits. All pension calculations for authenticated users will be determined within Clarety unless otherwise specified. WSS vendor is not required to write these programs, just call them and return the results.

It is intended that pension calculations for guest users will also use the same Clarety programs. This will have to be explored during use case development and it is possible that a second version of the estimator module will need to operate within (outside Clarety) for guest users. If required, calculations will be required for all retirement types. For a definition the various retirement options, see the retirement types chart in Section 3: General Features.

Members of the Judges Retirement System will not be able to model pension income.

	a. For authenticated users, system will display user’s final average compensation and show the years it is based on. 

	b. For authenticated users, system will populate screens with existing data. Users will be able to model multiple scenarios using real data, pension selections and insurance premiums.

	c. For authenticated users, system will also allow the users to change personalized information to model future pension estimates. 

	d. Authenticated users need to be able to save multiple pension estimates in Clarety and to delete them later. Display the date the estimate was created and the transaction number (estimate number assigned by Clarety).

	e. Users or guest users need the ability to print printer-friendly pension estimates.

	f. System will generate necessary disclaimers related to the calculation of final average compensation (e.g., for part time members). 

	g. State Police DROP (Deferred Retirement Option Plan) calculations are a percentage of the pension amount. The percentage is a flat rate based on how many years you want to participate in the program. These calculations are currently not resident in Clarety but are simple and will be programmed by the WSS vendor.

	h. Guest users will be able to enter scenarios and view and print pension estimates. 

	3. Register for Meetings / Appointments

Overview: Users will register for informational meetings for phone counseling appointments. This functionality already exists as a website (for public and internal users) in a SQL database with an Access front end. All the logic has already been developed and WSS vendor is expected to leverage the existing functionality. This functionality needs to be integrated into the new WSS site so it appears to be a single website.

	a. Integrate existing registration functionality with new website. Maintain all existing features such as: 

i. Internal staff will be able to view, edit, and register users through their own separate web view.

ii. Users must be able to self enroll in a meeting or schedule phone appointment.

iii. Existing decision structure must remain, e.g., users cannot register for phone appointments unless they have attended a meeting

iv. All existing administrative capabilities must be retained, e.g., e-mail reminders, tracking materials sent, etc.

	b. Add the following new functionality:

i. Allow users to change or delete a meeting enrollment or phone appointment. 

ii. Populate screens with existing Clarety data 

iii. For every meeting or appointment scheduled or canceled, create a Siebel interaction. 

	9.7 Statuses and Account Activity

	1. Account Activity

Overview: Users will be able to see the status (or processing) of a variety of activities, including, but not limited too, the items listed below. Users will be able to use this functionality even if they did not initiate the transaction through WSS. 

	a. Users will be able to view their application for retirement and understand (at a minimum) if the application is in process, waiting for paperwork from users, or approved. 

	b. Users will be able to view their insurance enrollment application or change request and understand (at a minimum) if the application is in process, waiting for paperwork from users, or approved.

	c. Users will be able to view their refund application and understand (at a minimum) if the application is initiated, waiting for paperwork from users, in audit, approved, enroute with check number.

	d. Users will be able to view their billing and understand (at a minimum) if the billing/payment is initiated, waiting for paperwork from users, in audit, approved.

	e. Users (member or survivor beneficiary) will be able to view and understand reported death and the status of the claim, e.g., waiting for paperwork, in audit, etc.

	f. Users will be able to view and understand receipt of payment and next process steps. 

	g. Users will be able to view post-dated transaction, such as, but not limited too, post-dated EFT changes, tax withholding, and address changes. 

	h. Users will be able to view and print correspondence received through WSS.

	i. Users will have ability to request most current version of their member statement.

	2. Years of Service

Overview: Users will see employer and years of service (including fractions of a year, hours and wages) earned with each employer. Users may have multiple employers. View will be different for different systems. Estimated 12 fields per fiscal year. For service credit recorded before 9/30/2002, the only data available is combined information for all previous years. For service credit recorded from 9/30/2002 forward, separate data will be available for each year. 

	a. Users will have ability to view years of service by fiscal year from 2003 to present.

	b. MPSERS users will show total service credit for the year and list employers they earned credit with. 

	c. Users will view list of fiscal year, service credit earned, with employer(s) listed underneath, and rolling service credit total at top of list. 

	d. Users will also be able to view service credit purchases with a “rolling up” total for payroll deduction agreement. For example, Fiscal Year 2004, total payments = $12,000, Balance due = $24,000. Fiscal Year 2005, total payments = $24,000, Balance due = $12,000

	e. Users will be notified if purchased service credit is not included in career service credit total if they are not vested. 

	f. Users will be able to view service credit purchases, the year purchase was made and service years that it applies to. 

	g. Users will be able to see repayment of a refund and years it applies to.

	3. Payroll Deduction Balances

Overview: This screen can be accessed by users as well as linked to from other pages by clicking on their payroll deduction information.

	a. Users will be able to view and understand the status of their payment agreement and their payments

	b. Users will be able to view their yearly interest. 

	c. Users will be able to view last activity date. 


	9.8 Customer Communication & Documents

	1. Document and Information Delivery

Overview: Documents and information will be driven by users’ status and process (see Section 9.10, Security; #2 Password Management). 

	a. System must integrate with the system’s form management tool (purchase pending) for document design and delivery. The form management tool will provide barcoding and will reside on a different server than this application.

	b. System will need to store versions of documents to deliver to customers in Clarety. Alternatively, it will access documents stored within Clarety.

	c. Users need the ability to upload documents to WSS in multiple formats. WSS will convert formats into .tif files (or other format specified by ORS), send into the Filenet server through Clarety, and initiate workflow. Examples of documents are proofs of dependency (e.g., a birth certificate), or proof of military service.

	d. Users need the ability to view their beneficiary nomination forms. These forms are currently stored in the Filenet repository in .tif format. WSS will call the document using a Clarety method, convert the tif image to a browser-compatible format, and display. User must be able to print the document. This requirement will require backend changes to image storage that are not the responsibility of the vendor.

	e. Users will be able to print personalized documents at their local printer. 

	f. Documents need to be in a secure pdf format (i.e., locked against editing).

	g. System needs ability to access and display educational information from e-Michigan Vignette database. 

	h. Some transactions require a barcoded cover sheet to be printed at the users’ desktop to include with documents that prove age, dependency, etc. After a transaction has occurred, user must have the ability to go back into the system and re-generate that cover sheet.

	2. Secured Correspondence

	a. Users must be able to send messages to ORS through their account.

	b. Correspondence received from a web account must initiate a Clarety workflow.

	c. It is intended that correspondence received from a web account and sent into a web account will populate a form resident in Clarety and will become a permanent part of the Clarety record. Development details depend on the final selection of a forms tool (e.g., Liquid Office). 

	d. System must include a Message Board where users can see messages they have sent and see the response ORS provided. Message Board must be presented in reverse chronological order.

	e. WSS vendor must work with ORS staff to develop method for ORS staff to reply to messages and have the posted to the members’ Message Board.

	3. Screen Confirmations

Overview: Screen confirmations do not exist in Clarety and there is no intention to include them in Clarety at this time. Current intention is that this functionality will reside wholly within the WSS application.

	a. All transactions that pass data into Clarety will be confirmed with an on-screen message.

	b. On-screen confirmations will be printer-friendly.

	c. On-screen confirmations must allow for up to 2,000 words

	d. Confirmation must pull user-specific data fields into message.

	4. Email Confirmations

Overview: Email confirmations do not exist in Clarety and there is no intention to include them in Clarety at this time. Current intention is that this functionality will reside wholly within the WSS application.

	a. All transactions that pass data into Clarety will be confirmed with an email message.

	b. Confirmation emails need to be in both text and HTML code format. 

	c. Email confirmations must allow for up to 2,000 words

	d. System will be able to save email confirmation on a case-by-case basis for certain transaction types to be determined at a later date. 

	e. System must have version control for saving templates of email confirmations. 

	f. Email messages must be confidential and HIPAA compliant.

	5. Error Handling and Messages

Overview: Clarety will sometimes send error messages related to the data passed into it. Where possible, we would like to leverage these error messages. However, it is likely that at the data validation stage (before passing into Clarety), other types of error messages will need to be crafted. The language of these messages must be clear, easy-to-read at roughly a 6th grade reading level, and user-friendly. Where possible, they must give explicit instruction on what steps to take to fix whatever problem has occurred. We expect error-handling to be a significant work effort.

Error handling as described here does not exist in Clarety and there is no intention to include it in Clarety at this time. Current intention is that this functionality will reside wholly within the WSS application.

	a. When WSS sends a transaction into Clarety (see I: Integration with Clarety), Clarety may return an error. WSS will convert the Clarety error message to a more user-friendly message. ORS will provide a Clarety-to-friendly message conversion map.

	b. WSS will take an action appropriate to any Clarety error. ORS will provide an error-action matrix so WSS knows what action to take.

	c. Error messages must allow for up to 500 words.

	d. Besides error messages directly associated with a transaction, system should have the ability to create messages designed for a general audience for the start/home page. These messages must be able to be administered from a central admin screen, displayed and controlled by start and stop dates, and have the ability to add formatting (bold, indent, etc.) and to include or reference an image.

	e. Error messages must be maintained in a database structure by ID number and have versioning.

	f. Error messages must be approved by ORS and focus-group tested. 

	g. Selected ORS staff will have access and ability to change error messages and screen messages. This will likely be the Logic Programmer or Web Designer referenced in IX Knowledge Transfer. WSS vendor must create an interface for staff to edit/add messages.

	h. Error messages need to accept either text or HTML code.

	i. Error messages and screen messages will be able to have start and end dates.

	j. Screen messages can be either text or HTML.

	k. Screen messages need to be specific to system and will be based on login and authentication. For example, messages that are specific to public school employees will not be seen by state employees.

	l. System administrator will be able to move the screen location of screen messages.  

	6. Screen Design and Style Sheets

Overview: The website will have a common style sheet for four retirement systems that can be enhanced to distinguish between retirement systems (e.g., same fonts, headers, etc. for all systems but different background color for the different systems). Style sheets are for both screen media and print media.

	a. Common screens will have different style sheets.

	b. Must follow e-Michigan standards, including, but not limited to, accessibility, look and feel.

	c. Page view will offer a printer-friendly version. 

	d. Web designer will be able to easily make changes to a minimum of content, add/mask/edit/delete fields, change style sheets, change error messages and screen messages. 

	e. Logic programmer will manage validation and logic, including, but not limited to, transaction processing, database updates, workflows, data storage. 

	f. WSS will have website feedback and storage for feedback (as part of the WSS application; not resident in Clarety). Upon submitting email through this feature, user will receive on-screen acknowledgement of their message to include non-response clause. Feedback message must be routed appropriately (e.g., through email to the web designer) or made available in method easy to access and approved by ORS.  

	9.9 Knowledge Transfer

	1. Knowledge Transfer

Overview: Rather than defer knowledge transfer to the end of the project, knowledge transfer must occur throughout the development, design, test and deployment phases of the project. It is the obligation of the vendor to work closely with the state staff to grow their knowledge of the system throughout the project so that at the end of the project staff is fully prepared to continue web growth and development.

There will be two types of staff that will maintain this web site: Logic Programmers and Web Designers. The website must be designed so the skill sets of the staff can be leveraged appropriately, i.e., we do not wish to pay programmers to change phone numbers on a web page or to establish hyperlinks to other areas. 

	a. Logic Programmer: 

i. Maintains interface to Clarety

ii. Handles all interactions with Clarety

iii. Handles any non-Clarety data access and programming logic

iv. Provides all of the data needed by the web pages by using objects

v. Codes all control-of-flow logic on the web pages (this should be made as modularized as possible to facilitate the separation-of-duties)

	b. Web Designer:

i. Maintains all aspects of the web page presentation.

ii. Is the “consumer” of the data provided by the Logic Programmer

iii. Maintains both the creation of and placement of data fields on web pages

iv. Maintains all of the static information on the web pages

v. Maintains all of the style sheets.

	2. In addition to the programming and design staff, vendor must transfer knowledge appropriately to operations staff and security staff as needed and specified in the Statement of Work. 


	9.10 Security Access and Management

	1. Security

Overview: Security measures must be implemented that mitigate threats, consistent with the level of acceptable risk as determined by Office of Retirement Services (ORS), and adhering to the state’s security standards. Following are mandatory security requirements for the proposed WSS development work. All WSS activities must adhere to the following general and application specific standards. If requested, the rationale and guidance for these requirements can be discussed with the vendor at any time during the process. Exceptions to these requirements must be formally documented and accepted by the Office of Retirement Services (ORS). 

In some cases, the following requirements reference sensitive data, which includes a minimum of the following:

· Source code

· All test and production data (with a specific emphasis on demographic information, social security numbers, medical information, and financial information)

· System documentation including diagrams of data flows, networks, etc. 

· Access passwords (to applications, databases and servers at a minimum)

· Encryption keys

· Information related to the WSS application structure and to the existing application structure (Clarety and its subsystems) that could provide an avenue for inappropriate access.

· Information related to the State of Michigan LAN structure that could provide an avenue for inappropriate access.

	2. Password / ID Management 

Overview: UserIDs and passwords will be stored in a separate database and managed by the WSS application with the exception of internal users who will be authenticated using the state’s Active Directory LDAP services. Method for generating IDs and passwords (i.e., authenticating users), will be determined at a later date.

	a. System will provide a prefix for the userID to distinguish transactions created using WSS from transactions created by internal users. This prefix will remain masked from users. 

	b. Upon login, users will be presented with a message similar to the following: “This account is intended exclusively for conducting State of Michigan retirement business. Changes made in this account are monitored and recorded. Disconnect immediately if you are not the authorized use of this account.” The user will have to click through this window before entering the website.

	c. Before creating a user’s login account, system will authenticate the user using Clarety business rules. 

i. Users must have some kind of account in the Clarety system to be granted a userID and password.

ii. Guest users who do not have an account in Clarety must be able to report a death.

iii. Guest users who do not have an account in Clarety must be able to model pension scenarios.

	d. System should be able to authenticate a minimum of 500,000 users with the ability to build to 1,000,000.

	e. System will interface with Clarety to determine status and assign users a security profile that grants access to screens associated with the users.

	3. System and Users’ Passwords

	a. Passwords shall not be stored in any form on the client side (e.g. cookies, hidden form elements, etc.)  

	b. Passwords must be able to support a minimum of 8 characters of which at least 3 of the 4 following categories must be used:

i. Upper case

ii. Lower case

iii. Numbers

iv. Symbols

	c. Lost password recovery functions should be configured securely as per SOM requirements. 

	d. The application must be able to enforce mandatory password changes after a pre-defined number of days. 

	e. Authenticated users must be able to change password themselves, online, at any time. 

	f. Passwords must be stored and checked via a one-way hash function as opposed to storing the actual password. 

	g. Account lockout should be able to mitigate against password guessing or “brute force” attacks. At a minimum the application should lock out the account after 5 failed passwords within 30 minutes or a total of ten consecutive failed logins.  

	h. The application must be able to deny login if a comparison of the country of origin for the session's IP address, to the set of addresses retrieved from the line-of-business application for the login id, are not within the ORS specified acceptable geographic range.

	i. Failed login attempts will display a generic error message that does not indicate the precise nature of the failed information. Guidance on password resets or contacting the helpdesk should be provided on failed logins. 

	j. Successful logins will detail date of last login and IP address. 

	k. Enable Application Security Administrator profile that is allowed management over all accounts

i. Lock/unlock accounts

ii. Reset web self-service passwords (not internal user passwords)

iii. Review account usage

iv. Manage profiles for accounts

	l. Enable an Application Auditor profile that is allowed to review the transaction log and account activity. 

	4. Function Access

WSS vendor will establish access to processes using profiles based on users’ status (see attached Appendix A: Matrix of Process by Users) and retirement system. Internal users may be assigned (at the minimum) any of the following profiles:

· Read only

· Super users (ability to modify limited amount of information)

· System administrator

· Full system test
· System Auditor (full access to read all logs and configuration data, but no ability to change any settings

	a. WSS vendor must establish profiles in a structure that simplifies maintenance, preferably tableized and easily updated by system administrator.

	b. WSS vendor must create an interface for the system administrator to make changes to profiles. 

	c. Each user will have a single userID and password regardless of the number of accounts the user has (e.g., user is an active member of SERS and an inactive member of MPSERS). Profiles must be controlled based on the system the user wishes to access. For example, upon login the user is presented with a choice of the retirement system to access; user chooses SERS and is able to only view SERS information on SERS screens.

	d. System will record and maintain history of changes to profiles.

	5. Data Management

	a. Any customer data stored in non-production databases must be sanitized using a method approved by ORS.

	b. Back up project data during development, and keep an inventory of all backups, so that all tapes can be readily identified and retrieved as necessary. Back up data must be encrypted and stored in a physically secure location.

	c. Database backup from vendor must be in readable format with SQL Lightspeed.

	d. Any customer data, cached or temporarily housed outside of Clarety must be sanitized or purged upon session termination

	e. Any databases must be housed in the state’s resources. 

	f. HTML “No cache” directives to disable browser auto-completion and password caching will be used wherever possible; host machine may not cache sensitive data. 

	g. For development purposes, sensitive data will only be housed within state network. Vendor will be responsible for creating artificial data for any offsite development. 

	h. When sensitive data, including source code, is moved between physical locations, the data must be encrypted. 

	i. Physically secure all servers and backups that contain sensitive data during all stages of work. 

	j. Provide any and all backup tapes containing project data or code upon request. 

	k. Sanitize media containing sensitive data (e.g. tape backups, disks) with a secure wiping or degaussing system at the completion of the project, when hardware is no longer being used for the project, or upon request.  

	6. Source Code and Configuration Management

	a. Provide documentation and description of all software configuration and management.

	b. Source file management will ultimately reside in the State’s Perforce change control / configuration management system. Upon request, all code will be uploaded into ORS’ Perforce management system.  

	c. Vendor must transfer all source code from the development phase into ORS’ Perforce management system to test code, compile, validate the upload and deployment. A clean compile from the Perforce will be required to validate the completeness of the source code.  Once code is in ORS’ Perforce system, purge requirements apply.

	d. Must secure control of source code while in vendor’s possession in a method that complies with the state’s security protocols. 

	e. Use an industry acceptable Software Configuration Management system before uploading into State of Michigan’s Perforce. 

	f. Any proprietary source code cannot be reused by vendor outside of the ORS project without express written permission by ORS. Vendor must notify ORS in writing if any code being used for the ORS project is being repurposed from another project; ORS reserves the right to reject the use of that code.  

	g. Source code developed during this application is the property of State of Michigan.

	h. Limit source code access to personnel assigned to WSS project with consideration for separation of duties. 

	7. Separation of Duty

	a. Controls must be documented and in place to ensure that project members have access to only the resources required to accomplish their duties and are restricted from performing incompatible functions, or functions beyond their responsibility.

	8. Workstation Security (for vendor machines accessing systems, source code, and sensitive data)

	a. All workstations must have most recent operating system service packs and must have automatic update configured

	b. All workstations must have anti-virus software, with real-time agents and automatic update configured

	c. All workstations must uniquely identify and authenticate the users (i.e., not shared accounts, and all accounts must have passwords).

	d. All workstations will be vendor owned and must be scanned for viruses, etc., by the Office of Enterprise Security before being connected to the state’s network.

	e. The workstation must lockdown after five minutes of inactivity and require the users to provide a password to re-enable use.

	f. Sanitize workstations of all sensitive data with a secure wiping or degaussing system at the completion of the project, when hardware is no longer being used for the project, or upon request.  

	9. Remote Access

	a. If remote access from the vendor’s location to the ORS servers becomes necessary, the vendor may apply for a SecurID token from the State of Michigan Department of Information Technology with the appropriate ORS approvals. 

	b. Personnel with remote access must sign an SOM Acceptable Use policy. 

	c. SecurID cannot be transferred to another employee and always remain the property of the SOM and must be returned at the end of the project, upon request, or when off project. 

	10. Building Access

	a. Must follow State of Michigan security procedures and facility procedures. 

	11. Internal Security Testing and Code Review

	a. All types of test plans, including, but not limited to, scripts and results will be documented and delivered.

	b. A formal internal code review process by the vendor must be used that includes checks for overall security best practices, as well as the secure coding standards identified in the OWASP guide.  

	c. The vendor must perform application security assessments and provide results to the Agency Project Manager as per the OWASP standards and provide documentation of compliance. For web applications this following application components must be tested for:

i. SQL injection

ii. Cross-Site Scripting

iii. Session manipulation / handling flaws

iv. Use of encryption

v. Authentication bypass / privilege escalation

vi. Use of cookies 

vii. Use of hidden inputs and variables 

viii. Information disclosure

	12. Security Testing

Overview: Testing requirements are defined in the Statement of Work. Each test plan must include security concerns that are inherent in that part of the test. Vendor must describe what needst o be tested, how the test will be conducted and scripts needed.  will include security 

	a. Include in all test plans a description of the security concerns inherent in that part of the application (e.g., theft of source code, hacking, etc.).

	b. Include in all test plans a description of what needs to be tested, how the test will be conducted and what scripts are needed.

	c. Results from all tests must be shared with the state before code is uploaded into the State’s configuration management system.

	d. Iterative security assessments will be done by the State of Michigan or a contractor of ORS’ choosing (or approved by ORS) before acceptance. 

	e. Negotiated security changes resulting from the assessment must be resolved before production and are in scope for this project. 

	13. Documentation

	a. Document (using visual representations) all data flows (e.g., web server on DMZ talking to SQL server, etc).

	b. Document (using visual representations) all security dependencies (e.g., all authentication sources, all ODBC / DSN connections, etc.)

	c. The vendor must sign Business Partner Agreement for HIPAA compliance.

	d. The vendor must sign a Non-disclosure Agreement.

	e. The vendor will provide their written security policy addressing:

i. Storage of data

ii. Data confidentiality

iii. Access permissions process

	f. The vendor will provide its written process to respond to security incidences in the development phase such as hacking, breach, theft, etc.

	g. All security accounts (e.g., super-user or back-door accounts) delivered with the product must be documented to include:

i. Identifier

ii. Access rights 

iii. Usage

	14. SOM Computing Resources

	a. All users who access SOM computing resources must accept and adhere to the states’ Acceptable Use policy and all administration procedures.

	b. Any proposed usage of third party software packages must be reviewed and approved as acceptable and secure software first by ORS, and then by the DIT standards committee, before purchase and development

	15. Use of Encryption

	a. All access must be conducted over encrypted connections.

	b. All management functions (e.g. server management) must be conducted over encrypted connections. 

	c. User names, passwords, and other authentication information must not be stored in plain text. 

	d. All sensitive correspondence and attachments between the vender and SOM personnel must be done only within the SOM network (LMAN). GroupWise mail accounts will be created for vendor staff needing a secured communication channel and must remain in GroupWise and not forwarded to another email system outside of the firewall. Sanitized communication will be allowed over public networks. 

	16. Database Security 

	a. SQL Server 2000 or a later backward compatible version must be used with the latest service packs according to SOM standards.

	b. Document all database and security configurations. 

	c. The vendor is expected to read, understand and generally follow the OWASP 2.01 best practices guide for secure software development at: (http://www.owasp.org/index.php/OWASP_Guide_Project).

	d. Specifically follow the OWASP best practices for a minimum of the following mandatory areas:

i. Client-side input validation and scripting – Client side input validation (e.g. JavaScript) may be used only to enhance the users experience, but not for any security purposes. For example, ensuring that a date is properly formatted before submission is acceptable, but performing security functions at the client side is not. 
ii. Server-side input validation  - appropriate input validation routines, including security functions, will be performed on the server side for all data submitted by the users in any format, including GET requests and form POSTs. All unnecessary characters must be stripped by input validation routines before being processed, with a particular emphasis on characters being used in the SQL query language and HTML coding. Any input that is taken from the client and then displayed must be converted to character entity references (for example, < and > will be transformed into &lt and &gt) to minimize the risk of a cross-site scripting attack.
iii. Session Handling – Session handling will be performed on the server side and will uniquely identify users. Session keys should be obfuscated (for example by using MD5 hashes) and will not be used as HTTP GET variables. Session handling routines must ensure that a session will expire if the users’ IP address changes, 30 minutes of inactivity elapse, or if any session variables have been surreptitiously modified. Session keys should be of sufficient length (32 bytes or more) and should not exhibit obvious patterns such as sequential iteration. 
iv. Error Handling – Error handling routines will be implemented within application logic to trap all error messages. Generic, sanitized error messages must be presented to users when an unknown error occurs. However, all relevant error information (module, error description, users name, session variables, etc.) must be logged to a file, and a means of accessing the error log must be provided to system administrators. The capability for real-time alerting of errors (i.e. an email to administrators) must be configured to allow for a timely follow-up.
v. Data Caching – the application will be configured with directives to prohibit the caching of pages with sensitive data. In addition, sensitive form elements and variable (such as passwords) will be configured such that client browsers will not cache users data (e.g. the autocomplete=off directive).
vi. All exceptions to the OWASP standards must be formally identified in the proposal and approved before the project being awarded.

	17. Database and Middleware Security

	a. No blank or default passwords will be used for database and middleware authentication.

	b. The application will use dedicated (non-administrator) accounts for all database and middleware access. 

	c. The application should connect to the middleware with different credentials for every trust distinction (e.g. users, read only, guest, administrators, etc. as appropriate), and permissions applied to those tables and databases to prevent unauthorized access and modification. 

	d. Stored procedures should be used for SQL command language. 

	e. Database and middleware connector DSNs (users name, passwords, etc.) must be  unique (not shared), encrypted and not stored in plain text. 

	18. Logging and Auditing

	a. Detailed application level logging must be available in addition to any operating system, web server, or middleware logging with the administrative option of turning on and off at various levels for various components. Such logs must be kept according to SOM retention schedule.

	b. Storage of IP addresses must be captured and stored in temporary database storage and kept according to SOM retention schedule. 

	c. System message logs should contain sufficient information to reliably reconstruct the chain of events and track those back to the authenticated users.

	d. Log files must not contain sensitive data.

	e. Logs must be secured from viewing by non-administrative personnel and from manipulation by any personnel. 

	f. Log rotation routines must be implemented and approved by ORS. 

	g. All systems with logging capabilities must have their time synchronized to a single source in production. 

	h. Log administration document must be provided by the vendor including :

i. Names, locations and content of all logs

ii. Log archival and rotation procedure

iii. Procedure to read/interpret log records

	19. Fault Tolerance and Disaster Recovery

	a. Provide D/R documentation for the failover and recovery of all delivered components. 

	b. Before implementation in production, perform an on-site test of the D/R plan with ORS and AST.

	c. The application must provide, at minimum, nightly backups of all data repositories, log files, and any other dynamic data. Where possible, SOM preference is for transaction-level recovery.

	d. The application must provide a fully-synchronized recovery mechanism to a previous backup point. 


10 Implementation Considerations

10.1 Existing Related Data Sets

See Appendix C: Clarety Database Diagrams. This is not a complete set of Clarety Database Diagrams, but only a limited portion. They are provided to give a general understanding of the database structure and relationships for some of the key tables we will be accessing.

10.2 Data Migration Requirements

Requirements Section VI, #3 defines the need to integrate with existing functionality to allow members to register for retirement information meetings and phone appointments. This is a very small amount of data that is already housed in it’s own separate SQL database. 

10.3 Implementation Timeline/Phases

See timeline as defined in the Statement of Work

11 Glossary and Key Acronyms

	Clarety
	The internal retirement system application inclusive of its subcomponents which are itemized in the Statement of Work 

	COM Object
	Program code that sits on the server and waits to be called. In this RFP, it prevents the hard coding of passwords into program code.

	Critical Shortage List
	Retirees are allowed to earn unlimited income from public schools AFTER they retire, if the positions they are filling are considered to be in an area of critical shortage. This list is maintained by the Michigan Department of Education.

	Earnings Limit
	MPSERS service retirees are limited in the amount of income they can earn after retirement from an employer who participates in MPSERS.

	EFT
	Electronic Funds Transfer. Method of transferring payment directly to a banking institution (see also RTN).

	HIPAA
	Health Insurance Portability and Accountability Act. 

	Material defects
	Defects that prohibit the successful use of any function of the WSS

	Member Status
	As defined by Clarety; the standing of a person within the retirement system.

Active: currently receiving wages from a retirement system employer

Inactive: currently not receiving wages and not eligible for a pension benefit.

Deferred: currently not receiving wages but eligible for a pension benefit.

Owner: a retired member currently receiving a pension payment

Survivor: a pension beneficiary of a deceased Owner.

Payee 2: a pension beneficiary by virtue of Court Order

	MIP
	Member Investment Plan. For this proposal, MIP refers to retirement contributions paid by members to their employers who in turn deliver those contributions to the retirement system. These contributions fund the future retirement benefit of the member.

	Non-route business functions
	Business functions that do not occur regularly, but are more occasional, e.g., attempts to change data in the In Care Of field.

	ORS
	Office of Retirement Services; the public-facing portion of the Department of Management & Budget, Workforce Development and Retirement Administration Office

	Retirement System Acronyms
	JRS: Judges Retirement System

LRS: Legislative Retirement System (not part of this RFP)

MPSERS: Michigan Public School Employees Retirement System

MRS: Military Retirement System (not part of this RFP)

SERS: State Employees Retirement System

SPRS: State Police Retirement System

	Routine business functions
	Business functions that occur frequently, e.g., changing an EFT. 

	RTN
	Routing Transit Number of a financial institution. Necessary for the proper delivery of payroll payments by electronic funds transfer.

	Plan-to-Plan Transfer 
	Commonly known as a rollover, the ability of the member to transfer money from other qualified accounts into the retirement system.

	Transactions
	For this proposal, a transaction is an activity taken by a user to send data into the backend application.

	UBI
	Universal Buy-In: one of several methods by which Active members can purchase service credit.

	WSS
	Web Self Service. refers to the application being built by the Contractor and all its components, databases and interfaces.


12 Assumptions

· Vendors are asked to include with their price proposal any assumptions made to arrive at cost.

13 Risk Identification

· Authorization for this project is contingent on the availability of funding.

· Resource availability and stability of current staff

· Concurrent activities/competing priorities

14 Listing of Appendixes

Appendix A: Matrix of Processes & Users

Appendix B: Clarety Database Diagrams

5.1 (continued) Business Process Charts
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APPENDIX  A: Matrix of Processes & Users

	Users
	
	Active
	Inactive
	Deferred
	Applicant/

Pending
	Owner
	Survivor
	Payee 2
	ORS 1
	ORS 2
	ORS 3

	Processes
	Ret. Sys. Access
	
	
	
	
	
	
	
	Read – only
	Sys Admin.
	Security Profile

	Establish user-ID and password
	All
	(
	(
	(
	(
	(
	(
	(
	
	
	(

	EFT – establish new
	All
	
	
	
	(
	(
	(
	(
	(
	
	(

	EFT – add/delete/edit
	All
	
	
	
	(
	(
	(
	(
	(
	
	(

	Reprint 1099
	All
	
	(
	
	
	(
	(
	(
	(
	
	(

	Tax – establish new
	All
	
	
	
	(
	(
	(
	(
	(
	
	(

	Tax – add/delete/edit
	All
	
	
	
	(
	(
	(
	(
	(
	
	(

	View earnings limit cap
	MPSERS
	(
	
	(
	(
	(
	
	
	(
	
	(

	Print Income Verification
	All
	
	
	
	
	(
	(
	(
	(
	
	(

	View Pension Statement
	All
	
	
	
	
	(
	(
	(
	(
	
	(

	Address – establish new
	All
	
	(
	(
	
	
	
	
	(
	
	(

	Address – add/edit
	All
	(
	(
	(
	(
	(
	(
	(
	(
	
	(

	Health ins. – enroll
	All but JRS
	
	
	
	(
	(
	(
	(
	(
	
	(

	Health ins. – change plans
	All but JRS
	
	
	
	(
	(
	(
	(
	(
	
	(

	Health ins. – add/delete dependents
	All but JRS
	
	
	
	(
	(
	(
	(
	(
	
	(

	Vision/Dental ins. -- enroll
	All but JRS
	
	
	
	(
	(
	(
	(
	(
	
	(

	Vision/Dental ins. – add/delete dependents
	All but JRS
	
	
	
	(
	(
	(
	(
	(
	
	(

	Life ins. – enroll
	SERS/JRS/ SPRS
	
	
	
	(
	(
	(
	(
	(
	
	(

	Life ins. – change benef.
	SERS/JRS/ SPRS
	
	
	
	(
	(
	(
	(
	(
	
	(

	Establish Refund Benef.
	All
	(
	
	
	(
	
	
	
	(
	
	(

	Add/Edit Refund Benef.
	All
	(
	(
	(
	(
	(
	
	
	(
	
	(

	Establish Pension Benef.
	MPSERS/

SERS/JRS
	(
	
	
	(
	
	
	
	(
	
	(

	Edit Pension Benef
	MPSERS/

SERS/JRS
	(
	
	(
	(
	
	
	
	(
	
	(

	Apply for Service Credit
	MPSERS/ SERS/SPRS
	(
	
	
	(
	
	
	
	(
	
	(

	Repay a Refund
	MPSERS/

SERS
	(
	
	
	
	
	
	
	(
	
	(

	Request Refund
	MPSERS/

SERS
	(
	(
	(
	
	
	
	
	
	
	

	Apply to Retire
	All MPSERS/

SERS/SPRS
	(
	
	(
	
	
	
	
	(
	
	(

	Estimate Pension using Customer-entered data
	MPSERS/ SERS/SPRS
	All users include Guest Users.

	Model Service Credit & UBI purchases; find break-even point
	MPSERS/ SERS/SPRS
	All users include Guest Users.

	Estimate Pension using System-supplied data; save estimate
	MPSRS/ SERS/SPRS
	(
	
	(
	
	
	
	
	(
	
	(

	Register for meetings; 
	MPSERS/ SERS/SPRS
	(
	(
	(
	(
	
	
	
	(
	
	(

	Register for appointments
	MPSERS/ SERS
	(
	(
	(
	(
	
	
	
	(
	
	(

	View account activity (service & wages)
	MPSERS/ SERS/SPRS
	(
	(
	(
	(
	(
	
	
	(
	
	(

	View TDP balances
	MPSERS/ SERS
	(
	
	
	(
	
	
	
	(
	
	(

	Order personalized forms
	All
	(
	(
	(
	(
	(
	(
	(
	(
	
	(

	Lock/unlock accounts
	
	
	
	
	
	
	
	
	
	(
	

	Reset web user passwords
	
	
	
	
	
	
	
	
	
	(
	

	Assign access privileges
	
	
	
	
	
	
	
	
	
	(
	

	Establish/change user groups
	
	
	
	
	
	
	
	
	
	(
	

	View/download transaction and activity logs
	
	
	
	
	
	
	
	
	
	(
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