L

- “'ENIBhIgEIH Web Deuelnpment
» Weh Project Reviews

i

E'n;i ﬁ; Department of Information Technology  e-Michigan Web Development




Overview " Miﬂlli!lallguu

® Web Project Review Team

#E When should they get involved

@ Look and Feel Standards

® Web Review (Pre-Launch Checklist)
® Usability

@ Office of Enterprise Security and Web
Security

B Questions
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Web Project Review Team ' Micnigan_ﬂﬂu

B John Thompson — e-Michigan Webmaster
= |Internet Policies and Compliance
= Michigan.gov Brand Manager
= Display Standards
= Usability Guidelines
@ Rock Rakowski — OES Agency Liaison Manager
= Security Requirements and Procedures
= Security and Privacy Policies

= Assigns OES staff for Web Design Security
Review

m Jerry Morey — Tech. Services, Planning and
Solutions Dev. Manager

i
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When should the Web Project Review
Team get involved?

m Specific Milestones in the Project Plan that the
Web Project Review Team have be involved:

= At start of the project - Before Design and Build
= Ongoing participation during the build and testing phases

@ Pre-Launch Checklists
= Web Application Development Project Review

= Final security review
+ Completion of application
+ Final server hardening
¢+ Resolution of other outstanding issue if any

® The E-Michigan Web Development team is
available to Project Managers and Development
Teams

i
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Information Architecture Standards Miﬂnigan_gﬂu

® Applications (built outside Vignette) must
employ a consistent Information architecture
that mimics the style already used by the
parent agency Web site.

m Site Design should follow the Michigan.Gov
Standards to achieve a consistent brand
identity.

Parent agency site on Michigan.gov

Uepartment.of.

: 1
Vlanagementand Gutget % s1l0an.gou.

U 0MNY BUSINESS gt fleSiate
anmmnfﬂtanqurmﬁmiﬂuhet
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Look and Feel Standards Miﬂnigan.ﬂﬂu

m Utilize Vignette content management application
= Speed Delivery
= Lower Costs
= |ncrease Adoption by Users

@ Current Look and Feel Standards

= Available on the DIT TechTalk Web site
http://www.michigan.gov/documents/Look and Feel
Standards 2003v2 72379 7.0.pdf

@ The Look and Feel Standards apply to all
applications regardless of the technology platform

® These guidelines apply to all sites designed to
conduct official State business.

i
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l eMichigan Web Review (Pre-Launch Check Micnigan_gﬂu

® 10 items of a eMichigan web review:
= Banner Header
= Sub Header
= Policy Footer
= Relative font styles
= Color Blindness
= Table width
= Link Check
= ADA (Section 508) compliance
= Browser Compatibility
= Over all Usability

i
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, Banner Header Art | Micniga"_gﬂu

All banner header art is produced exclusively by the e-Michigan Web
Development Team. Contact Anne Nolan of e-Michigan Web
Development, to receive final art. Banner header art must never be
cropped or altered in any way. Banners headers must include an

image map link area for application home page and Michigan.gov
portal.

nolana@michigan.gov

;
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Sub Header Requirements | iﬂlligall_guu

In ALL cases, a gray, sub header top navigation area
appears directly below the banner header.

It should appear on all pages along with the banner
header and footer links.
The sub header also includes three required links:

= A link to Michigan.gov Home

= A link to the application’s home page
= A contact link to give users a access to contact information
regarding the application or specific site information such as

contact email, mail or fax information.
N Fo0 —e| Optional Search Fisld

v 4

hlichihg an.gow Home Applicationt ame Home | Contact ApplcationMame | Parentfgency Home | Seamh .

+
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Policy Footer  Michigan.gov

m All site designs must incorporate these core
policy components that need to appear in the
footer of the application: [z
= Accessibility

= Copyright ;ﬁ O | ] O
= Security — addressed by OES :'_ﬁ
= Privacy — addressed by OES Sew | et

Michigan.gow Home | MDOC Home | Site Map | Contact MDOC | State Wieb Sites
Accessibility Policy | Privacy Policy | Link Policy | Security Policy
Copyright & 2004-2003 State of Michigan

i
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Relative font styles example: Miﬂlligal'l_gnu

Use relative font units rather than absolute units

Below are examples of font size selection capabilities as seen in both IE
and NS browser platforms — use of relative font sizes embedded within
the HTML satisfies one of the state’s ADA requirements.

Nn:"Greatness through Challenge"

"font-weight: bold” face="arial, helvetica, sans-serif' color="# 003366’
style="font-weight:bold">

@ Michigan.gov - The Official State of Michigan Web Site - Netscape b

Edit |Wiew Search Go Bookmarks Tasks Help

Fil=  Edit | Yiew Faworites Tools Help

dm Back - Toolbars . [rn:h (3] Favori

Toolbars b
v My Sidebar

thp: AAwrew michigan.goy/

v Status Bar

_ e ext Size (100 %) smaller Ctrl4-
Address @ Bl B , .| i% Home ‘ m
— ju} Larger Ctrl++
@a Ta k Reload Ctrl+R 50 %
Stop Esc Show Images 75 %
Refresh F5 Stop 90 %
ak Size Fage Source Ctrl+U 100 % (Original size)
Texk Size Largest Page Info 120 %
Encoding k Larqget = = 150 %
& Medium | EITEERE _ 200 %
SOuUrce I Set Language/Region L4
Frivacy FReport... smaller Character Coding p|  Other (300 %) ..
amallest
Full Screen Fi1 &pply Theme 3 WhHTqﬂ NEW -

i
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Relative Font Sizing Example

Michigan.oov

Original text size

Browser text changes to Largest

Printer Friendhy]

= Governor Granholm's State
: & Ernployee Wyebsite
Lyte " It iz with great pride that | wish wou

.ETEI.E‘"EH]FHI:] El.l. the very best during 5State of
A ppréeciation Week Michigan Employee Appreciation ...

'Hats off’ to state employees from satisfied
customers . . .

...Recently my husband and [took the scary step of going
into our ovwn business. My husband has been d ...
Employee Excellence, Tearn YWork, Integrity and

Inclusion at WWark
I'm pleased to share with you snapshots of some of your
peersthat pay homage to their diverse roles a ...

;’ resource to State of Michigan
i “"""“ ¢ Gowernment and the State isseanved
VERH (] .
<5l by loyal employees in many
eszential areas including education,
economic development and management, public safety,
tranzportation, human services and the environment; and,...

= Mdore

Text Wersion

Online Services

State of Michigan
Telephone Directony

Michigan eStare
Statewide Road &
Lane Closures

Internet Criminal

History Access Tool
[ICHAT)

License Plate
Beneuwal

Unclaimed Propery

.. more

i

[Frinter Friendh] [Text Version]

; & Governor

V. s Granholm's State
IR Employee Website
It i5 with great pride that |
wish you the very best during State of
Michigan Employee Appreciation .
‘Hats off" to state employees
from satisfied customers...
...Recently my husband and | took
the scary step of going into our own
business. My husband has been d ...
Employee Excellence, Team
Work, Integrity and Inclusion at
Work
I'm pleased to share with you snapshots

of some of your peers that pay homage
to their diverse roles a

.Stat.ef
Appreciation Week

Online Services
Proclamation: State | State of
. Emplovee Michigan
rye———— Telephone
: Appreciation Week |5 =
7 Wihereas, State ATELIOn;
employees are Michigan
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Font Styles Miﬂmgan.!lﬂll

® Avoid using font styles that are not business
appropriate for State of Michigan on-line

services.

B Recommended font styles are:
= arial, helvetica, sans-serif

B These are some examples of font styles that
should not be used:
comic sans
Calligraphy
Scripts
E WKty
Block

} OVER-STYLED
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Color Blind Viewing and Testing Micnigan_gﬂu

www.michigan.gov/treasury www.vischeck.com

reasury Home | Sitemap | Conts

PnlNTEn‘j)
friendiy

bichigan.gow Home T | Sitemap | Contact Trs

PRINTER
friendly

This is how the red text
looks to a person with a
red/green color deficit.

= Mon Profit

Red text used to indicate
something important.

Self-Servi
: ; Use the follo
> Self-Service husiness acco

FEIM or TR nu
ending from you

‘vice Options

ifyou would i
privacy and sen
rass Receipts,
gle Business Ta:

llawwing links™ if you wo
4] account. Faor privacy an
FEI R number, Gross Rece
endi om your Single Busines
, Individual

._/ ; Individual Please note: jif\vou get an error mes:

e e E
Pleame mele (Lyos el on eptry browser that suppons 128-bit encol

browser that sunports 1 28-Hit enc , Local Government

._/. Local Government

Effective Effective

Original Image Deuteranope Simulation

i
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Application Screen Resolution Miﬂnigan_gﬂu

B The 800 x 600 pixel monitor resolution (High
Color 16bit minimum) is the state’s application
build standard.

m All applications must conform to this minimum
display standard and should not require screen
resolutions higher than 800 x 600.

— LColors — Screen area

Less J_ b e

EDD b BOO pixels

A
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Table widths | Mil}lligallgnu

E Table widths should not exceed the width of the screen,
causing the user to scroll horizontally.

: Example of a table width that table that does
Example of a table width that force f P e e L hor '
not rorce the visitor to scro orizontally.
the visitor to scroll horlzontally y
o e ;, r e o T =
UH.'!J]I_}'LIJ] % uﬁ UJIBJJLJZ!JJ % o E ¥
" 111 YUy = 3 ( | o
ELEVATED sw,d J"”“H]J“J ""J surlt j "“M A - ELEVATED socunt e ‘I'L“'”HLJ“J J'J ol T =
Michigan.gow Home HLS Home | State Wab Sites | Governor's Website | Site Map Search m - Michigan.gow Hum HLS Home | State Web Sites | Governor's Wiebsite | Site Map. Search y m
" o " Frinter Friendly] [Text Version] | e Frinter Frigndly] Text Version)
Lot Disaster Donations e Disaster Donations
Citizens & Communities . . Citizens & Communities 9
e P 235 & COMIplEte the following information e Please complete the following infarmation
Governments * = required field Governments * =required field
State Agencies COT’DO;E:%%?QI%H; Acme Corporation ‘ State Agencies COrDO;ar[C\)[;?igJ%ﬂ— [Acme Corporation ‘
Our Environment Our Environment
‘ First Name” ||Joe ‘ ‘ First Name™ ‘
Public Health Public Health
Our Troops. ‘ Last Name” | |Smith ‘ Our Troops ‘ Last Mame™ |[Smith ‘
News and Updates ‘ E-Mail Address’ IW News and Updates | Address1™ (1234 Main Street |
Currently Needed Donation Items {Please select the items that you wish to ‘ E-Mail Address™ ||ioesmith@testcam
donate) - - -
’W,—W’—W’—WI—WI—WFWT ggr:raetre'l;]y Needed Donation ltems {Please select the items that you wish to
Additional | [sddtional commments E | frem? | O
Comments
| ftern2 | [}
&l | tem3 |
| temd | i
| Click Here to Praceed | | ftermns | -
. [tern6 | (]
‘ Horizontal scroll bar .
| No Horizontal scroll bar t
Privacy Poli |LmkN|I?i:Ir:i a\n 55 HDmEIA%Ju%\ I
Copyright @ 2001-2005 State of Michizan : | [tem10 | -
4l | 4 [ Additional [l - mrreemen 1= Al =l
{&] Done [ [ |4 ntemet 4 |&] pone [T [@ mtemet 4
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ADA compliances and Michigan Miﬂnigan_ﬂﬂu

m Accessibility and ADA Compliance

= The State of Michigan has adopted compliance with
Federal laws and policies relating to Section 508 of the
Rehabilitation Act: Electronic and Information Technology
Accessibility Standards (Section 508)

® Michigan ADA Compliance rules and Section 508

= Automated ADA Compliarg,
+ HiSoftware AccVerify ' will:

— Check for Section 508 compliance
— Check for broken links
— Offer corrective solutions
m Testing your application for ADA compliance
= JAWS and Linx Readers

i
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http://www.hisoftware.com/index.html

Links to 3" Party Sites

@ Vendor logos and links to commercial sites with
the intent to promote sales is not supported.

@ Web sites not under the explicit control of the
State of Michigan are required to open in a new
and separate browser window.

B As arule, 3 conditions support the need to link
to outside sites:
1. Other Governmental Units & Educational Institutions

2. Private Organizations (if these organizations offer
services that complement the information or
services offered by Michigan)

3. Non-Profit Organizations

A
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Branding of 3rd party applications Miﬂmgaﬂ.!lﬂll

3rd party applications [E===

may have areas that o
are configurable to
accommodate the e kil gkl e e o o oFY

Tir ACEATS Jour BEcuung Plans Websiie!
ifeTation, ERiGF your

- -
M I C h I an OV b ran d 558 and PIN rumiber & CitiStrest Advisor Service: The State of Michigan is intreducn ';| ToEss
- L to the ofiDtrest hdwsar Searvioe an &prl 21, D000, Thes row sar E can
Eoiraat v our FINT ||.'-:|,-. ¥ p rveitmienty dey =] . Ty
gaah, ik kor and sdapk your virsing it Ehansel
- - '5'5""-'1 T3 CAR <0 24 hours & day, T davs a week by ol
. ' Ontact e_MIChI an Invesimant Advics aftar you login to the State of Mickegan Plan 'Wab sits
Pk Ef yioig @ !'.J'.‘ll-c o aocess the ChiStrest Adwvisor Sarvios over the phons;
Fioad Can get adnce Moredny thraagh Friday froim 9200 aumi, to 5100 pom
TLOGN | Eastern bme through the Plan information Lire a8 1-800-Ta8-6120, Click
Webmaster, John Em | R

3 Tier 111 Siell-MHanaged Accaunt: The State of Mickegan i pleaied to

anmounes thal, sifective Aprd 21, 2003, e Tiar LI Sell-Manbsgad Aot
[ZH&) offerad through the State Strest Ghobal Marksts, LLC, will be

T h O m SO n to eupanded to include ksted stocks and bonds, as well as the already
, eurshing meEnu of metesd funds

® MNew or Fﬂ)lﬂ!ttl\lf t‘ﬂlp'ﬂj‘fel ll.'u can read abaout the plan

obtain specially B sy sy ol siclel secuy 40 PIN i by choi

& Fpie Seminaris To [§arm Sl the Mechigam plang snd swadtmants, sagn

i 1o halp you

up for & free semings. Ask jour HR dapartment oF log on to

configured branding | __

[ oS nowE

Bactiaite e el -OHFiCm 6 Foalivuivvi i T

elements.

i
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Michigan.gov Domain URLs

® The Michigan.gov standard puts in place
redirected URLs from the Michigan.gov
domain.

® These URLs are intended to make it easier
for applications to be advertised and
marketed, through official state government
press releases, point of sale, radio, print, and
TV advertising.

@ Domain names should be short, easy-to-
read, type and remember

® Examples include:
= Www.michigan.gov/westnilevirus
= Www.michigan.gov/e-license
= Www.michigan.gov/gasprices

i
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Usability Issues Miﬂlligaﬂ.gnu

This Web site presents severe usability issues:

eNo identification of web application and state agency

*NO instructions for use of site

No contact information for assistance with site

Connect| Cancel

® The Usability Guidelines will help users successfully navigate
complex government processes on-line. Found on DIT TechTalk

http://www.michigan.qov/documents/Usability quidelines 2003v1l 72381 7.pdf

_an I m Department of Information Technology e-Michigan Web Development 20


http://www.michigan.gov/documents/Usability_guidelines_2003v1_72381_7.pdf

l Web Application Security Mil}lligall_gnu

Office of Enterprise Security

;
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ES and Web Application Security : iﬂnigan_ﬂﬂu

m [he Secure Michigan Initiative

= |n order to establish a current baseline, a rapid
enterprise-wide risk assessment was conducted.

= This assessment was based upon the guidance and
principles from the:
¢+ National Institute of Standards (NIST) Security
Handbook
¢+ International Standards Organization (1ISO) 17799
Security standards
¢+ Federal Information Systems Controls Audit Manual
from the General Accounting Office (GAO).
= This rapid risk assessment covered all areas of IT
security for the State of Michigan.

i
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ES and Application Security Micnigan_ﬂﬂu

The cost of protecting
yourself against a
potential threat is always
less than the cost of
recovering from one that
has just occurred.

0
(N

I_'nii ﬁ! Department of Information Technology e-Michigan Web Development 23




OES and Web Application Security Miﬂnigan_gﬂu

e Application/Servers Security
Checklist

= Help ensure nothing has fallen through the cracks
prior to web application being launched.

= Should be completed and signed approximately 2-4
weeks before the application is launched.

= Not intended as security guidelines to be followed as
web application is being developed.

A
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Security Policy Compliance

E Enterprise Security Policy in DI’

= Responsible for all data security, recovery polices and security
methodologies for the State.

= Critical that Web sites and applications comply with security rules
and standards monitored by Enterprise Security.

= Provide reasonable protection of sensitive information.
= Prevent corruption of data.

= Block unknown or unauthorized access to our systems and
iInformation.

= Ensure the integrity of information that is transmitted
between users of e-government applications and the State.

= OES should be involved in the design process as early as possible,
so that network security and privacy issues can be addressed.

Office of Enterprise Security
Rock Rakowski

(517) 373-8059
Rakowskij@michigan.gov

i
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Comprehensive Security Review Miﬂnigan_gﬂu

® A comprehensive security review Is required
whenever a new web application is launched or
whenever a significant change is made to an
existing web application.

® It should be reviewed again once each year.

E Security reviews may also be conducted at the
discretion of the management of the Office of
Enterprise Security.

i
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Anonymous Access

® What is Anonymous Access?

= All information published on the internet by the State
of Michigan is public and subject to FOIA (Freedom
of Information Act) rules.

= AS such, a citizen cannot be denied access to a
public, online application simply for security reasons.

= Therefore, citizens must be informed through the
home page, that access to encrypted information
within the application is secure and requires them to
either have the necessary security credentials or to
obtain them directly through the site using on-line
self-registration, e-mail or US mail correspondence.

i
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Internet Policies - Privacy

E Privacy Policy applies to:

= Form transactions that require sensitive information
such as name, address, email or phone number.

= Critical identification such as social security number,
drivers license number, credit card number, banking
ID, account numbers or Date of Birth.

= Collection and storage of email addresses for contact
at a later time.

= E-malil addresses should be properly safeguarded
against unlawful use or distribution to third
parties.

i
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128 Bit Encryption (IE 6.0)

® Using High Level Security and 128
bit Encryption

= Home page(s) of an application that requires IE 6.0
must be viewable in IE 5.X and Netscape 5.X to
accommodate the greatest number of users at the
state’s minimum standard.

= |n the opening page, clearly identify the browser
version required to transact secure state business.

= Provide and maintain links to specific commercial
software sites (such as IE download sites and Adobe
Acrobat sites) that allow installation of specific
browser versions needed to maintain application
security.

i
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Privacy Policy Mlﬂlllgalluuu

m Development Teams should consider the
following general criteria when designing
sites:
= Information Collected Automatically
= Information Voluntarily Submitted
= Cookies
= Information Sharing and Disclosure

0
(N
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OES and Web Application Security : iﬂnigan_gﬂu

@ State of Michigan Security-related

Policies

= Currently, 28 policies have been written that provide the
basis for recommendations by OES for security of web
applications, networks, wireless communications.

= Five of the most relevant policies are included here:
1410.17 Network Security Policy
1350.11 Security Operational Guidelines for Servers
1350.13 Confidentiality and Privacy Protection
1310.02 Information Processing Security
1460.00 Acceptable Use Policy

i
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Planned Outcome for Web Site Review .- iﬂnigan_gﬂu

E Continuous Planning for Security
Architecture, Web Accessibility, and
Usability throughout the Web Site/
Application Project

= Our Goal: Facilitate use of look and feel
standards and security best practices

E [ he Business iIs the Driver
= Provide Service to the customer

E NOo Surprises at Implementation

= Pre-Launch Checklist should be easy

0
(N
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Announcement of New Online Service .- icnigan_gﬂu

Upon approval of final web review by OES
and e-Michigan Web Development:

® Contact Kurt Weiss, providing him with key
iInformation about the new web application,
suitable for a press release.

m Contact the agency’s Vignette site
administrator to add the new web application’s
link to the agency’s online services web page.

® John Thompson will contact the governor’s
office to communicate planned launch for the
new online service.

A
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Document location Miﬂmgal'l.gnll

The documents covered in this presentation
can be found at http://connect.michigan.gov

Weh Review Presentation =]
Highlights of Technical Policies & Standards

@ Look and Feel Standards for e-Government Applications

@ Michigan State Gowvernment Metwork Security Policy

@ Uszghbility Guidelines for e-Governmment Applications

@ Web Application Development Project Review (WYeb review Checklist)

@ Weh Review Presentation Slides

Wiew Al Content

i
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http://connect.michigan.gov/

l Need a Web Review — Call John! Micniga"_gnu

e-MICHIGAN WEB DEVELOPMENT

= eall

E Todav'

John TlllllllllSllIl

e-MICHIGAN Webmaster

241-5182

= FPre Build Caonsulting
= Vignette Site Design
= Look & Feel

= Pre-launch Checks
= ADA Compliance

= s ability

= Policy Updates

= Application Review

= Security

= Graphic Desigh

HelolsJost: [
Chick Awayt

To Schedule a Web Review, contact John Thompson, e-Michigan Webmaster
thompsonj@michigan.gov (517) 241-5782

;
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