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(=) ACTION PLAN

Phone & Mail Scams

AWARE!

Recognizing common scams.

AVOID!

Becoming a victim.

ACTION!

Steps to take if you become a

victim.

www.michigan.gov/ag




Phone & Mail Scams

§ CHARITABLE TRUST SECTION

www.michigan.gov/agcharitysearch

TYPE OF ORGANIZATION:
® Charity or Public Safety Organization O Charity Professional Fundraiser O Public Safety Professional Fundraiser
Search by Organization Name:|Includes || | All words %
Purpose: HAH words V|
Pro gram B ——
° a]
Services o  ®
e —
Search by... Attorney General File No:— {Do not enter prefic letters)

7,000 registered charities
517-373-1152

www.michigan.gov/ag

=) CHARITABLE GIVING

Beware of sound-alike charities!

O Paralyzed Veterans of America Spinal Cord
Research Foundation

99.710/0 Program Services
@ Disabled Veterans of America
Not A Charity!

U National Vietnam Veterans Foundation
9.720/0 Program Services

87.84 % Fundraising

www.michigan.gov/ag




Phone & Mail Scams

=} GRANDPARENT SCAM

“Grandma! Hi, how are you?”

“It is your favorite
grandchild. .. “

“Hi, Billy. How are you?”

“Actually, Pm in some trouble,
and don’t want Mom and Dad
to know...”

www.michigan.gov/ag

AVOID VICTIMIZATION

1) Resist the pressure to act
immediately.

2) Call trusted family, friend, or
local police.

3) Do not wire money, send a check
or money order by overnight
delivery, or provide any personal
information.
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Phone & Mail Scams

(=} PHISHING

 Emails, texts, or calls that claim
to be from a reputable source.

e Criminals:
0 Ask for your personal information.

0 Use information to steal money and/or
identities.

11
www.michigan.gov/ag

* NEVER give out personal
information to someone who
calls you.

e Add your number to the

National Do Not Call Registry
by calling 1-888-382-1222
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Phone & Mail Scams

THE LOTTERY WINNING SCAM

WINNING CERTIFICATE

This is to certify that:
Mysti Wbk
Ref: 8DNF 500321£030
Winner Code: DSSP 64350

DATE: MARCH 2, 2007

‘You are hereby informed that afler the just concluded MEGA 2000 held in London, England, you

emerged as one of the winners in the third cetegory. CONGRATULATIONS. Participants were selacted via

@ computer bailot draw from Cne Million Five Hundrad Thousand names(1.500,008) drawn from Europe, Asia,
and North America. Your name attached to coupen number 102-35485 with serial number 004-584 drew the
lucky numbers of 12-23-15-27-33 which subsequantly won the lottery in the third category, You have therefore
been approved for the Iump sum of $120,000.00 USTHONE HHNNEFR TWENTY THOUSAND UNITED
STATES DOLLARS ONLY). This |s from a total cash prize of | Organised (THREE MILLION FIVE
HUNDRED THOUSAND UNITED STATES DOLLARS ) share a1} intemMational winness in
different categories. This is an annual competiiion organised since the New Millennium in cur noble drive o
go giohal.

A sponsor's check of £2.998.50 is enclosed to assixt vou finance your international clearance fees of $2,.845.00,
P P rth America Agent. Howewer, you will receive a

Enclosed check for assistance with fees ) Invariably, you will tecsive & otat of

5114, 000.C00Your agent will give you further detsils.In order to avoid double ciaiming or unwaranted taking

advaniage of this program by participants and ihe public, we therefore strongly advise that you keep this sward

highly confidentisl as pan of our sec oloc . R -

y:i.u‘v - ity p Strongly advise...keep this...confidential

To commence your claim,conlact your claim agant ERENDA JACOBS, of EXPRESS FINANCIAL GROUF

at 245 Spenc MB, an accredited agency to MEGA 2000 =t 1-204-887-5163

pan Urgency to call = !

Note that all fnices suas we wew e et later than MARCH 20, 2007, Ensure you contact your agent for the
AUTHORIZATION AND ACTIVATION of
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* Modern computer
software makes it
possible to print
checks at home.

* Explosion of
counterfeit
cashier’s check,
money orders, etc.

www.michigan.gov/ag
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Phone & Mail Scams

CLASS ACTION SETTLEMENT SCAM

LEGAL AFFIDAVIT

Al —esley
. Toan Tanc
Eillen, AL 35645
RE: Class Action Sefilement Claim U R G E

S ecre cy & U rg e ncy 0906-CV-22113, courl evidence supports the fact that you may have
dence collected supports that these events ok place within the past
few months. It is prohibited to disclose the name(s) of the parties invelved with respect w the privacy
policy agreement. A class action suit was filed against the corporation indicted for fraudulent activity.
And thus a declaration of settlement out of court was signed to compensate you of punitive damages.
Therefore, you are to receive a legal claim for the amount of § 129,000,00, This sctilement will be
disbursed from cwr law office once all particularities have been settled.

Presuming that you may have been victimized by these companies, we take into consideration that you
may have suffered a financial loss and would like to claim monetary commensating T remaeds o this
case, we request no legal fees or iners necessary on your i be
court fees rt‘:quinxl in ﬁitm 10 receive your mu.:.’ém ljf)uc 11 Enclosed Check
received financial assistance to facilitate the release of yvour claim. You will find enclosed herewith a
check in the amount of $ 2,975.00, as financial support in order to settle any oulstanding expenses that
may be associated to the claim it liom is sirigtly to assist you in Te g the tlemen
from the cowrt and not for any oter purpose.

We strongly advise you to contact our law office at once in order to obtain yvour settlement quickly and
avoid any confusion. All proceedings will commence once vou contact our office. The courts allow a
n of 5 business days to have this issue settled & delivered. Only when all obligations have
Gag [e] rde I witted, will arrangements be made for a scheduled delivery.

A current inquiry is being held against of the same Fation a court ruling has
imp d a gag order p nting the discl i of any kind to any third parties, for
instance: attommey™s of olher firms, bank representatives, financial advisors and public media. This isa
serious matter and is classified until further notice by the finm.

IMPORTANT: Please call me immediately after receiving this letter at 1-519-694-3492,
Failure to reply or respond te this letter may result in termination of your settlement and

cancellation of enclosed check. _
Call Immediately

L
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Very Truly Yours,

§ ADVANCE FEE FRAUD - NIGERIAN SCAM

Common elements:
» Small “fee” for lots of $$$;

* Fake checks;
* Wire transfer; and

* Anonymous communication or
confidential work.
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Phone & Mail Scams

www.michigan.gov/seniorbrigade

Providing valuable information and resources to Mich

[ Search

“"iSeniorBrigade

A MICHIGAN SENIORS WEBSITE

HEALTH CARE ‘ FINANCIAL MATTERS

CONSUMER ‘ VETERANS AFFAIRS ‘ CONTACT Us
PROTECTION

Click to enlarge text|

Protect Yourself, Prote ur Future Senior Events

Now more than ever, seniors need information to help them with financial and ‘ ! al d

health care decisions, and that will protect them against scam artists and en a:r
s M T w T F

predators. Nationwide, as many as 5,000,000 seniors fall victim to financial
abuse each year.

This website is a clearinghouse for helpful information on consumer protection,
financial matters, health care issues and veterans' services. It provides links to a
wide variety of state and federal programs to help make informed decisions that
can benefit you and your family.

The Senior Brigade also features a statewide calendar of events, sorted by
categories, so you can easily locate items of interest to you and at a location

near you. The calendar even allows you to post your own events, so others can REGISTE R 0 N L

oin in.

. Receive FREE Senior Brigq
You can also obtain free brochures to learn more about how to protect yourself programming at your locatid
and your loved ones_ This site even allows you to report if someane is being
abused or neglected at a resident care facility.

. .
You are invited to taur the website The information offered throuah n‘l | Ve ]/‘ ] fa¥e
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