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Background and Overview

State law (MCL 18.1485) requires the head of each principal department to establish and maintain an internal accounting and administrative control system that includes, at a minimum, all of the following elements:

· A plan of organization that provides separation of duties and responsibilities among employees.

· A plan that limits access to the principal department’s resources to authorized personnel that require access within the scope of their assigned duties.

· A system of authorization and record-keeping procedures to control assets, liabilities, revenues, and expenditures.

· A system of practices to be followed in the performance of duties and functions in each principal department.

· Qualified personnel that maintain a level of competence.

· Internal control techniques that are effective and efficient.

The law further requires that the head of each principal department document the system of internal control, communicate system requirements to department employees, assure that the system is functioning as prescribed, and modify the system, as necessary.

Biennially, the head of each principal department must provide a report on the department’s evaluation of the system of internal control.  At a minimum, the report must include a description of any material internal control weaknesses and a corrective action plan to address any weaknesses.  
Detailed guidance regarding the establishment, maintenance, and evaluation of internal controls and the preparation of the biennial report can be found in the Evaluation of Internal Controls – A General Framework and System of Reporting (General Framework), which is currently available on the Office of Financial Management (OFM) website at www.michigan.gov/OFM, but will be incorporated in the Financial Management Guide in the near future.  

Purpose of this Report

The purpose of this report is to summarize the results of the Office of Internal Audit Service’s (OIAS) review of the processes used by the nineteen principal departments to establish, maintain, and evaluate their internal control systems and to prepare the biennial report for the period ending September 30, 2006.  The focus of OIAS’ review was to identify best practices that can be employed across all departments and to develop an action plan to address areas needing improvement.

In conducting the review, OIAS developed a list of attributes it considered important to ensuring effective evaluation and reporting processes.  OIAS selected these attributes based on the guidance in the General Framework and previously identified best practices of agencies.  OIAS determined which of these attributes had been incorporated in departments’ planning, evaluation, and reporting processes by conducting on-site visits at four departments and administering a survey to the other 15 departments.  During the on-site visits OIAS reviewed documentation and conducted interviews with Internal Control Officers (ICOs), program, and/or internal audit staff.  The survey consisted of a variety of questions that addressed the attributes and inquired about the ICOs’ level of involvement in performing various activities, satisfaction with evaluation tools provided by OIAS, recommendations for improvements to the tools, and the need for additional training from OIAS.  
OIAS’ review of departmental planning activities focused on determining management’s involvement in planning and coordinating evaluation processes, including segmentation to determine evaluation coverage; establishing timeframes for evaluation activities during the biennial reporting period; sharing information among management throughout the department; and preparing monitoring plans or similar documents which detailed the department’s approach to documenting controls and the processes for evaluating them.  

OIAS’ review of the departmental evaluation efforts was directed toward the program level activities and internal control components evaluated; the tools used to perform and document the evaluations; and the completeness and accuracy of information to support the evaluation.  OIAS separated its assessment of evaluation and reporting activities between information technology (IT) controls and non-IT controls in order to assess the relative effectiveness of the different tool sets used for evaluating IT and non-IT controls, and to evaluate the department’s efforts to evaluate each set of controls. 

OIAS’ review of reporting practices centered on whether the extent of activities reviewed and the documentation of the evaluation processes were adequate to support the departments’ overall conclusions regarding their internal control system.  

After completing the on-site reviews, OIAS provided feedback to each department regarding areas of strength and areas in which improvement was needed.  OIAS also solicited feedback from departments regarding ideas for improving the overall internal control evaluation and biennial reporting processes.  
Best Practices

Management Teams 

Several departments established management teams to carry out various internal control evaluation-related planning and coordination efforts.  OIAS acknowledges that although the ICO is ultimately responsible to ensure that specific planning, evaluation, and reporting activities are performed, it is not likely that the ICO can personally perform every task related to these efforts.  Therefore, it is appropriate for the ICO to delegate certain responsibilities to other departmental managers. The strength of a system of internal control is dependent on management and staff attitude toward controls.  A team approach helps to increase participation, establish ownership of the evaluation and reporting processes, and facilitates strong support for internal controls throughout the department.  In addition, a management team approach can help to identify risks that are applicable to several activities across a department and streamline evaluations in departments in which activities are carried out in decentralized locations.
Monitoring Plans

Several departments use monitoring plans to document their intended approach for planning, coordinating, and conducting their internal control evaluations and for preparing the biennial report.  The most useful monitoring plans incorporate the various internal control related concepts and terminology found in the General Framework and identify the roles and responsibilities of department staff in these processes.  Departments may view a monitoring plan template by following the embedded web link.  
Information Sharing

As we identified in our previous review, some departments continued to utilize websites to share tools and instructions throughout their departments, thereby providing participants with insight into the departments’ monitoring plans; instructions for conducting evaluations and drawing conclusions; blank and completed (sample) evaluation worksheets; FAQs; contact information; and other reference materials.  This approach appears helpful in translating OIAS’ general guidance into a more department-specific action plan for conducting their evaluation and completing the corresponding reports. 

Feedback 

Several ICOs indicated in their surveys that they followed up with participants to receive feedback regarding the evaluations and shared this information with other participants.  The sharing of feedback is helpful to increase the awareness of weaknesses in evaluation techniques and to also educate department staff on the importance of sound internal controls.  Receiving feedback is also helpful to management in identifying areas for improvement.  

Areas for Improvement

Tone at the Top
OIAS noted that ICOs and/or their designees occasionally encountered resistance to their efforts to plan and coordinate evaluation and reporting processes.  When those situations occurred, the departmental managers generally argued that they had higher priorities and limited resources.  Those departmental managers generally did not perform the evaluations as instructed, performed sub-standard evaluations, or did not perform the evaluations at all.  This sentiment further demonstrates the need for department senior management to communicate the importance of internal controls and the evaluation process to staff across their departments.  Further, management should inform all staff that State law requires the department to establish and evaluate internal controls and report on their sufficiency.  

OIAS recommends that each supervisor or manager throughout the department have internal control related performance factors established and assessed as part of their annual performance management evaluation process.

Because the responsibilities of the ICO, as described in the General Framework, require a coordinated effort across the department’s organizational lines, OIAS recommends that a senior executive, such as a deputy director or chief deputy director, serve as the ICO. 
Management Ownership of the Evaluation Process

Although all departments have assigned an ICO, many departments used internal audit staff to coordinate significant portions of the evaluation and reporting processes, and in some cases assigned key management functions to internal audit staff.  The General Framework and applicable auditing standards preclude internal auditors from performing activities that impair independence.  
OIAS is supportive of an environment in which its auditors collaborate with department management to recognize, understand, and appropriately control risks.  However, the internal auditors’ primary role is to independently verify the integrity of the department’s system of internal control.  Performing activities such as planning and coordinating the overall evaluation efforts, receiving and reviewing the evaluation results in the place of management, determining for management what material weaknesses should be reported, and drafting correspondence for the ICO such as the ICO’s certification letter to the department director, compromises the internal auditor’s independence and may promote the false impression that the establishment, maintenance, and monitoring of internal controls are the responsibility of internal auditors.  
Department Segmentation and Risk Assessment 

Many departments need to improve their segmentation efforts to ensure they can adequately document the inclusion of all critical programs in their evaluation processes.  OIAS found that departments lacked a systematic approach to identify specific programs or activities; conduct and document a risk assessment of the programs to determine those which are critical to the achievement of the departments’ mission and underlying department-wide objectives; and then document the inclusion of the critical programs in the evaluation efforts.  Segmentation and the identification of programs or activities may occur based on organizational structure, a functional approach that cuts across the organization, or other means.  Segmenting a department into specific programs or activities is an essential element in carrying out an effective and efficient department-wide evaluation.
Continuous Evaluation Process

As noted during our previous review, internal control evaluations are not ongoing processes that are integrated into the everyday operations of each department.  The evaluation process appears to be viewed as a routine that occurs every two years, when the biennial report is required.  Although a control system may be adequately designed, departments cannot ensure that controls are functioning as intended without sufficient monitoring.  OIAS noted instances in which departments had not identified necessary monitoring activities or was told that monitoring/testing of the controls had not occurred.  
Departments need to increase evaluation efforts to the point where, at a minimum, management has evaluated the internal control system for critical activities, therefore the on-going activities are focused on monitoring and updating the control system and related documentation as necessary.  If departments documented the control system in place and modified its documentation as changes occurred, the biennial reporting process would then become more of an effort of compiling the monitoring results and drawing conclusions, rather than the overwhelming task of completing comprehensive evaluations and reporting within the span of a few months.
Evaluation Efforts
Many of the evaluation summaries OIAS reviewed for specific programs or activities lacked detailed descriptions of controls and monitoring activities, or in some instances lacked this information entirely.  It is evident that more education needs to occur with the activity-level managers to increase the value of the evaluation process.  Although activity-level management often took the opportunity to document possible controls and identify select monitoring activities, in many cases it was difficult for OIAS to reconcile the identified risks to specific controls and monitoring activities or to determine the relevance of the identified controls and monitoring activities to mitigate the risks.  Most of the evaluation documentation OIAS reviewed did not serve as an actual self-assessment, whereby management reached conclusions regarding the adequacy of existing controls to mitigate risks to an acceptable level. Rather, the activity-level managers used the evaluation process to document viable controls, but gave no indication that the controls actually existed and/or if they were functioning as designed.    

It is essential that, for each critical activity identified, departments accurately identify and assess risks, identify relevant controls and monitoring activities actually in place, and draw conclusions relative to the sufficiency of those activities to mitigate risks to an acceptable level.  Following this practice allows for the appropriate notifications to management when control weaknesses exist and action is necessary to address those weaknesses.  Candid self-assessments are essential for the evaluation and reporting processes to provide maximum value to management.  Although sound controls help ensure that programs are effectively and efficiently administered, departments would be better served to identify control weaknesses internally, rather than the weaknesses being identified during the course of an audit.
Evaluation of Information Technology (IT) Controls

OIAS’ on-site visits and the ICO survey comments confirmed that most departments continue to struggle to incorporate IT controls into their evaluation efforts.  Although all of the departments surveyed indicated that they had performed some level of IT evaluations, one of the departments OIAS visited had not performed any IT evaluations during the biennial period, and another department had put forth only minimal effort to evaluate one IT application.  
OIAS determined that departments experienced similar struggles when completing the IT control evaluations as they did with the non-IT evaluations, meaning the IT evaluation summaries often lacked sufficiently detailed descriptions of controls and monitoring activities, or lacked this information entirely.
Many departments expressed frustration with the evaluation tools, and commented that the evaluation tools were still too technical or required too much time and effort.  OIAS understands the complex nature of this issue and continues to refine and re-issue tools that are intended to be more user friendly.  To begin incorporating IT controls in their evaluation efforts, departments should, at a minimum, perform structured risk assessments to determine high, medium, and low risk activities within the department, and ensure that IT applications that support the high risk activities have their application environment and application specific controls documented and monitored.  
Reporting
As noted in our prior review, it was not always evident at the departments we visited that they performed adequate program or activity-level coverage in their evaluation efforts.  Those departments did not provide OIAS with sufficient documentation to support conclusions in the director’s letter to the Governor.  We noted instances in which assurance letters sent to the ICO from various levels of management were not supported by activity level evaluation efforts and where the activity level evaluations and assurance letters from upper levels of management did not support conclusions reached in either the ICO certification letters to the department directors or the department director letters to the Governor.  
For situations in which the departments reported material weaknesses, this generally occurred because the departments repeated material weaknesses reported in external audit reports, rather than the departments’ evaluation efforts discovering material weaknesses that existed.  Departments need to ensure that future self-assessment efforts at the activity level appropriately consider the material risks and weaknesses identified in audits.  By doing so, the department can help ensure that activity level managers have either implemented controls to mitigate the risks and the controls are functioning as intended, or they have not implemented controls and the weakness still exists.  
OIAS Action Plan

General Framework and Other Guidance
OIAS is currently drafting revisions to the General Framework and plans to incorporate the revised General Framework into the Financial Management Guide (FMG) before January 2009.  The revisions include more clearly defined roles and responsibilities for department management, ICO’s, internal auditors, other department personnel, and external parties.  Other highlights include guidance relative to planning and conducting an evaluation of internal controls, with references to available tools on the OIAS website. 
In addition, it was evident during OIAS’ review that some ICO’s and their designees may benefit from more clear and concise guidance from OIAS.  ICO’s often draft instructions to accompany the various tools they prescribe for their departments’ use when evaluating their internal control system.  We noted inconsistencies in those instructions.  Therefore, OIAS plans to incorporate other background information and instructions into the General Framework revisions, which the ICO’s can replicate when crafting instructions to their staff.  
Although the General Framework suggests, and OIAS endorses the concept, that departments should modify available tools to fit their unique circumstances, the general guidance will emphasize that the usefulness of the tools should not be diminished as a result of these changes.  (Revisions to the General Framework and other guidance before January 2009.)

IT Evaluation Tools

OIAS has formulated a workgroup to identify methods of improving the tools for evaluating IT-related controls.  One objective of the workgroup is to streamline the IT-related tools with risk assessment questionnaires used by the Office of the Auditor General, to minimize duplicative evaluation efforts.

OIAS is committed to assisting agencies by providing relevant tools that are written in a user-friendly format.  OIAS plans to work closely with departments to provide necessary training and guidance to help departments succeed in completing the evaluation of their IT applications during the next biennial period.  (Improved tools and training provided by January 2009.)

Training Sessions with Department Senior Management
OIAS heard many positive comments from ICOs and other management who are fully supportive of the need for internal control evaluation and reporting. Some suggested that OIAS meet with senior level management to help facilitate their communications with departmental staff and gain a better understanding of OIAS’ efforts to increase the value of the evaluation and reporting processes.  Some departments commented that their senior management appreciate the value of the evaluations, but sometimes have other priorities.  OIAS recognizes these conflicting priorities and is committed to collaborating with management to exert their ownership over the internal control systems and the related evaluation and reporting processes; understand the need to properly perform these duties; and the benefits of doing so.  (Training sessions to commence on an as-needed basis in the Fall 2008.) 
Non-IT Evaluation Tools  
OIAS believes that the non-IT evaluation tools could be improved by clarifying that identified risks tie to specific controls and monitoring efforts.  OIAS will consider options for making these forms more efficient and provide for more relevant information.  One possibility is to have a numbering system for risks, controls, and monitoring activities that more easily tie these elements together.  
In addition, OIAS will consider the need to create less comprehensive forms for some of the smaller, less critical program units identified within departments.  However, in order for departments to justify using a less comprehensive evaluation tool, they would first have to demonstrate that they performed structured risk assessments to identify high, medium, and low risk activities.  (Revisions to non-financial program evaluation tools by January 2009.)
