Attachment I1

Michigan Confidential Informant

Tracking System

Requirements


Contractor Name: 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     
Contractor shall provide deliverables, services and staff, and otherwise do all things necessary or incidental to provide the functionality required for the State’s business operations, in accordance with the requirements as set forth below.  
The Contractor must respond whether or not their proposed solution will comply with each requirement in as follows:  

· For each requirement with which the solution will fully comply , the Contractor is to check the column labeled “YES”.  Additionally, the Contractor is to check the “Method of Compliance” columns according to the following criteria:

1. Check column “1” under “Method of Compliance” if the solution will fully meet the requirement with no configuration nor customization.

2. Check column “2” under “Method of Compliance” if the solution will fully meet the requirement through configuration.

3. Check column “3” under “Method of Compliance” if the solution will fully meet the requirement through customization.

In the “Comment” next to each requirement in Attachment I1, the Contractor is also required to describe how their proposed solution will comply with the requirement. If applicable, screenshots may be provided to show this functionality. Failure to complete requirement comments will result in disqualification
· If the solution does not currently comply with the requirement but the Contractor can modify the solution through configuration or source code changes which, in the Contractor’s opinion, would result in their solution reaching full compliance with a requirement, the Contractor is to check the column labeled “YES, and then indicate the appropriate response in the Method of Compliance”. In the description box below each requirement in Attachment I1, the Contractor must describe the modification that will be made and how it will comply with the requirement.  All such modifications are considered to be part of the solution being proposed and included in the bid price. If the modification will not be complete by the “go live” date, the Contractor must specify an anticipated date when the modification would be added to the system, at no additional cost to the State.  The State reserves the right to reject the Contractor’s proposed date and consider the solution not in compliance.  

· For each requirement that their proposed solution will not comply fully with all aspects of the requirement the Contractor is to check the box in Attachment I1 labeled “NO”. The Contractor shall include in the comments the impact of not meeting the identified requirement.

· If the members of the Joint Evaluation Committee are not able to efficiently find material, they may not use the material in their evaluation of the proposal. The Contractor response to each requirement should contain adequate information for evaluation by the JEC without referencing other responses. 

Bidders are required to complete the summary tables below as well as provide comments where indicated. 
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FUNCTIONAL REQUIREMENTS

	
	Functional Requirements
	Yes
	Method of Compliance
	No
	Comments

	
	
	
	1
	2
	3
	
	

	1-00
	Interfaces

	1-01

(M)
	Provide the ability to exchange information with external data sources through the use of Department of Justice National Information Exchange Model (NIEM).
	
	
	
	
	
	

	1-02


	Provide the ability to export specified data sets in a standard format.
	
	
	
	
	
	

	1-03

(M)
	Provide ability for users to be authenticated via MiCJIN portal.
	
	
	
	
	
	

	1-04

(M)
	Support an interface to the state standard email client. (Novell GroupWise and MS Outlook) 
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	

	2-00
	Data Entry

	2-01

(M)


	Provide a Web 2.0 interface for users incorporating the use of tabs and a ribbon-like navigation bar.
	
	
	
	
	
	

	2-02

(M)


	Provide the ability to enter data from different peripherals such as a keyboard, a mouse,  digital cameras, recording devices or a scanning device. 
	
	
	
	
	
	

	2-03

(M)


	Provide users with drop down boxes or pick lists to standardize data entry. 
	
	
	
	
	
	

	2-04

(M)


	Allow system administrators to customize data entry screens for each participating agency or system wide by adding, deleting, or rearranging data elements on the screen. 
	
	
	
	
	
	

	2-05

(M)


	As the initial entry is being made a CI record number must be automatically generated and date and time stamped.  This record number must appear on any screen referring to the entered Confidential Informant.
	
	
	
	
	
	

	2-06

(M)


	During the entry or edit process all screens should be available with page tabs to click on so user can toggle from screen to screen. Solution prompts user if any screens are skipped or if any data fields are left empty. 
	
	
	
	
	
	

	2-07

(M)


	Drop down menus must exist for all pre-defined fields such as M/F, City, State, and County etc..
	
	
	
	
	
	

	2-08

(M)


	Provide user the ability to mouse over every field for an explanation of that field and what is expected or allowed.
	
	
	
	
	
	

	2-09

(M)


	As more data is entered and stored there must be no degradation of system performance.
	
	
	
	
	
	

	

	3-00
	Data Search

	3-01

(M)


	The solution must provide a method of searching on last name, first name, DOB, Social security number, business name, organization name, address, telephone number, crime type, County, City, State, date/time frame, data source, record number, file originator and text.  
	
	
	
	
	
	

	3-02

(M)


	Within the search fields the ability to use wildcards, begins with, contains, exact, Soundex, and Boolean logic.  These fields should also contain the ability to mouse over for explanation of what is expected and allowed. 
	
	
	
	
	
	

	3-03

(M)


	Query results must appear in a menu that displays the data that matched the query in a row format displaying the reason for the hit.  The user picks from that menu the data they would like to view.  
	
	
	
	
	
	

	3-04

(M)


	Query results must be able to be linked to other existing information in the database by the record owner. If the user is not the record owner the user can save the two linked entities in a temporary file to be reviewed and linked by the record owner.
	
	
	
	
	
	

	3-05

(M)


	The record owner must always maintain the final permission for any editing of information in their record.  New data can be added by others but that information must be sent to the record owner for permission to automatically add data to original record
	
	
	
	
	
	

	3-06

(M)


	System administrators must have the ability to function as a proxy for record owners.
	
	
	
	
	
	

	3-07

(M)


	The solution must provide a method of reassigning records by a system administrator(s). 
	
	
	
	
	
	

	3-08

(M)


	The solution must be able to search narrative text for key words.
	
	
	
	
	
	

	

	4-00
	Administration, Security and Purging Data-

	4-01

(M)


	Provide the original record owner the ability to give ownership to another user who requests to become record owner.
	
	
	
	
	
	

	4-02

(M)


	Provide a report of pending records to be purged within a user designated timeframe
	
	
	
	
	
	

	4-03

(M)


	User must be able to schedule systematic reports on a time basis of week, month, or year. 
	
	
	
	
	
	

	4-04

(M)


	Users must be able to generate their own ad-hoc or parameter driven reports.
	
	
	
	
	
	

	4-05

(M)


	Must be able to store personal identifiers such as those shown in the table at the end of the Functional Requirements Section.
	
	
	
	
	
	

	4-06

(M)


	The solution must be able to store all identifiers for associates or electronic links between individuals, vehicles, crimes etc.
	
	
	
	
	
	

	4-07 

(M)


	The solution will support remote connections to other databases for report generation by a third party package per State standards. See the following web link - http://www.michigan.gov/documents/131040_40944_7.pdf
	
	
	
	
	
	

	

	5-00
	Confidential Informant Processing Requirements
	
	
	
	
	
	

	5-01

(M)


	The solution must provide the capability of supporting a Multi-Jurisdictional Confidential Informant (C/I) database with access to each area controlled by each jurisdiction.
	
	
	
	
	
	

	5-02

(M)


	The solution must assign a unique identifier to each C/I added to the solution. The unique identifier must always stay with that C/I for the life span of the record.
	
	
	
	
	
	

	5-03

(M)
	The solution must allow the control officer and supervisor to assign a security and confidentiality level to each CI record.
	
	
	
	
	
	

	5-04

(M)


	The solution must provide for a unique agency identifier to be used by each participating agency approved by the state.
	
	
	
	
	
	

	5-05

(M)


	The solution must provide the following capabilities relative to informant data:

i. Query

ii. Alert Notifications

iii. Email Notifications

iv. Record Access Controls

v. Sequential Confidential Informant (CI) number issuance and automated routing of records.
	
	
	
	
	
	

	5-06

(M)


	The solution must capture and report data related to:

i. Confidential Informant activities.

ii. Financial payments

iii. Reliability factors.
	
	
	
	
	
	

	5-07

(M)


	The solution must control access to informant data through the use of security roles established within the solution and based on MSP’s MICJIN Portal.
	
	
	
	
	
	

	5-08

(M)
	The solution must be able to provide control officer contact information as part of any query results.
	
	
	
	
	
	

	5-09

(M)


	The solution must provide support for searches based on the following data fields but not limited to:

i. Name.

ii. Date of birth (DOB).

iii. Sex.

iv. Race.

v. Social security number.

vi. Driver’s license number (DLN).

vii. Confidential informant number.

viii. Active or inactive status.
	
	
	
	
	
	

	5-10

(M)


	The solution will have a method of facilitating a 6 month review of C/I records allowing notification of the control officer as well as a system administrator concerning all reviews required by Official Orders and or Department Policy.
	
	
	
	
	
	

	5-11

(M)


	Must be able to maintain a log of all inquiries, actions etc. for a minimum period as identified by the MIOC Commander..
	
	
	
	
	
	

	5-12
	Must merge current CI records.  Solution must alert control officer if someone hits on their CI as an entry or a query. (CI info, agency, user and date)


	
	
	
	
	
	

	5-13

(M)


	Sample fields to be contained in the C/I database record are in the table as follows:
	
	
	
	
	
	


	Report Field
	Data Type
	Clarification

	Solution Reference Number
	Text
	Auto-generated

	CI Number
	Numeric
	Next available C/I number 

	Activation Date
	Date
	May be frequently updated

	Deactivation Date
	Date
	May be frequently updated

	Deactivation Alert
	Code Table
	Deactivation codes

	Deactivation Comments*
	Text
	Only with deactivation date

	CI Record Access
	Code Table
	Security levels or role based access

	Last, First, Middle Name
	Text
	

	Alias
	Text
	

	DOB
	Date
	

	Age


	Calculated
	If DOB is unknown age will be estimated

	Occupation
	Text
	

	Race
	Code Table
	Race Codes

	Ethnicity
	Code Table
	Ethnicity Codes

	Nationality
	Code Table
	

	Citizenship
	Code Table
	

	VISA Information
	Code Table
	

	Alien Status
	Code Table
	

	Sex
	Code Table
	Sex Codes

	Height
	Numeric
	

	Weight
	Numeric
	

	Build
	Code Table
	

	Hair
	Code Table
	Hair Color Codes

	Eye
	Code Table
	Eye Color Codes

	Corrective Lenses
	Y/N
	

	Teeth
	Code Table
	

	Complexion
	Code Table
	

	Scars, Marks, Tattoos
	Code Table
	

	Detail
	Code Table
	

	Driver State
	Code Table
	State Codes

	DLN
	Alpha Numeric
	Text

	SSN
	Alpha Numeric
	

	FBI#
	Alpha Numeric
	

	SID
	Alpha Numeric
	

	Prison ID
	Alpha Numeric
	

	MISC ID
	Alpha Numeric
	

	Address  
	Table for multiple addresses over time
	Each entry in the table must be date and time stamped.

	City, State, Zip
	Table for multiple addresses over time 
	Each entry in the table must be date and time stamped.

	Phone Type
	Code Table, Grid Box
	Phone type codes, Date Stamp

	Phone Number 
	Table for multiple phone numbers. Alpha Numeric
	Each entry in the table must be date and time stamped.

	Criminal Specialty
	Code Table
	

	Places Frequented
	Text
	

	Control Officer 1
	Code Table
	Personnel Codes

	Control Officer 2
	Code Table
	Personnel Codes

	ORI 
	Code Table
	Personnel Codes

	Agency Information
	Code Table
	ORI Codes

	Notes
	Text
	Multiple entries, user IDs, and each entry must be date and time stamped.

	Photograph Available
	Y/N
	

	Photograph
	Link to image
	Multiple images each must be date and time stamped.


GENERAL SOLUTION REQUIREMENTS

	
	General Solution Requirements
	Yes
	Method of Compliance
	No
	Comments

	
	
	
	1
	2
	3
	
	

	6-00
	Capacity
	
	
	
	
	
	

	6-01

(M)


	The solution must be able to support 50 concurrent web based users.
	
	
	
	
	
	

	6-02


	The solution should be able to be licensed and installed in a development, quality assurance, and disaster recovery environment.
	
	
	
	
	
	

	6-03
	All law enforcement personnel, regardless of physical location, must have full access to the CIDB
	
	
	
	
	
	

	

	7-00
	Solution Auditing
	-
	-
	
	
	-
	-

	7-01

(M)


	The solution has the ability to maintain a historical record of all changes made to any item within the solution (e.g., data element, business rule, process control, software program), the ID of the person or process that made the change, the before images of the affected data records, and the date and time the change was made.
	
	
	
	
	
	

	7-02

(M)


	The solution must ensure that all solution events for software, hardware, interfaces, operating solution, network, etc. are written to a solution event log in a manner that facilitates debugging of all solution problems.
	
	
	
	
	
	

	7-03

(M)


	The solution offers the ability to query, view, filter, and sort the solution audit trail.  The solution is able to store the queries.
	
	
	
	
	
	

	7-04

(M)


	The solution has the ability to identify and track data back to its input source (e.g., imaged document, keyed from form, interface file, etc.).
	
	
	
	
	
	

	7-05

(M)


	The solution has the ability to audit all override of edits and audits and identify the login ID, date, and time.
	
	
	
	
	
	

	

	8-00
	Error Handling
	-
	-
	
	
	-
	-

	8-01

(M)


	The solution must ensure that all errors are written to an error log.
	
	
	
	
	
	

	8-02

(M)


	The solution must allow for an administrator to view, filter, sort, and search the error log.
	
	
	
	
	
	

	8-03

(M)


	The solution must allow for an administrator to archive error log entries based upon user-defined criteria.
	
	
	
	
	
	

	8-04

(M)


	The solution must allow for a user to define an alert message to be executed upon the occurrence of an error.
	
	
	
	
	
	

	

	9-00
	Training
	-
	-
	
	
	-
	-

	9-01

(M)
	Train the Trainer will be provided on a regional basis with one train the trainer session held in each of the seven (7) regions across the state. Each train the trainer class will consist of up to 20 people per class. 
	
	
	
	
	
	

	9-02

(M)
	Technical training is provided as part of the cost of the solution for individuals who will be working with the services Contractor to configure the applications including establishing databases and interfaces, data conversion, customization, and upgrading the customized software.
	
	
	
	
	
	

	9-03

(M)
	Solution administration training for personnel who will be responsible for ongoing maintenance and administration of the solution, including security. This is provided as part of the cost of the solution.
	
	
	
	
	
	

	9-04

(M)


	Upgrades and new versions to the solution that affect end-user functionality include training at no additional cost (e.g. classroom or online training, training flier, release features, etc.).  
	
	
	
	
	
	

	9-05

(M)


	Training is provided in a variety of formats for product installation, use, and administration for a variety of levels (e.g. basic, advanced, refresher, etc.).
	
	
	
	
	
	

	

	10-00
	Knowledge Transfer
	-
	-
	
	
	-
	-

	10-01

(M)


	Mentoring and training of State staff is provided in preparation for transitioning the operation and support to State of Michigan staff.
	
	
	
	
	
	

	11-00
	Documentation
	-
	-
	
	
	-
	-

	11-01

(M)


	Contractor will provide a minimum of two (2) hard copies of the User and Technical Manuals. Contractor will also provide electronically and make them available online. 
	
	
	
	
	
	

	11-02

(M)


	Contractor will provide a minimum of two (2) hard copies of the Operations Manual. Contractor will also provide electronically and make available online. 
	
	
	
	
	
	

	11-03

(M)


	Contractor will provide a minimum of two (2) hard copies for all updates of documentation during the term of the Contract, software license, and maintenance agreement and will make them available online
	
	
	
	
	
	

	11-04

(M)


	Contractor shall supply manufacturer’s software in original manufacturer packaging with complete manufacturer documentation, manuals, disk(s) or CD ROM and warranty enclosed.
	
	
	
	
	
	

	11-05

(M)


	Solution-wide documentation and specifications will be provided for all modules and program development.
	
	
	
	
	
	

	11-06

(M)


	Baseline End-User training manuals to be used as a basis for “User Manuals” and online help will be provided for all modules and program development.
	
	
	
	
	
	

	11-07

(M)


	Installation procedure will be provided for all modules and program development.
	
	
	
	
	
	

	11-08

(M)


	Module configuration documents sufficient for configuration maintenance purposes will be provided for all modules and program development.
	
	
	
	
	
	

	11-09

(M)


	Testing scripts will be provided for all modules and program development.
	
	
	
	
	
	

	11-10

(M)


	Specification documentation will be provided for all modules and program development.
	
	
	
	
	
	

	11-11

(M)


	Production migration will be provided for all modules and program development.
	
	
	
	
	
	

	11-12

(M)


	The documentation of components, features, and use of the hardware/software shall be detailed such that resolution of most problems can be determined from the documentation, and most questions can be answered.
	
	
	
	
	
	

	11-13

(M)


	All solution, operational, user, change, and issue documentation must be available in electronic format, published to an intranet website, accessible to State users, updated regularly, with unique numerical identifiers for each section and be consistent with the most current version of the application(s) and three (3) previous versions.
	
	
	
	
	
	

	11-14

(M)


	All solution, operations, user, change and issue documentation is to be organized in a format, which is approved by the State and facilitates updating and allows for revisions to the documentation to be clearly identified including the three (3) previous versions.
	
	
	
	
	
	

	11-15

(M)


	Contractor must develop and submit for State approval complete, accurate, and timely solution, operations, and user documentation.
	
	
	
	
	
	

	11-16

(M)


	Contractor must notify the State of any discrepancies or errors outlined in the solution, operations, and user documentation.
	
	
	
	
	
	

	

	12-00
	Warranties
	-
	-
	
	
	-
	-

	12-01

(M)


	The Contractor shall provide a warranty for all products and services resulting from this RFP and contract commencing on the first day following Performance and Reliability Evaluation (PARE), acceptance, and formal written acceptance by the State for a particular phase or software component.
	
	
	
	
	
	

	12-02

(M)
	The minimum warranty period of two (2) years is required.
	
	
	
	
	
	

	12-03

(M)
	The Contractor will be responsible for all parts, labor and travel expenses during the two (2) year warranty period following acceptance.
	
	
	
	
	
	

	12-04

(M)
	The two (2) year warranty shall provide that the software is free from imperfections in design and free from any and all defects and is able to perform continuously and satisfactorily under normal operating conditions.
	
	
	
	
	
	

	12-05

(M)


	All configurations are covered by the manufacturer’s standard warranty.  
	
	
	
	
	
	

	12-06

(M)


	All applicable third party warranties for deliverables are assigned to the State.
	
	
	
	
	
	

	12-07

(M)


	Any upgrades of the software made during the warranty period are supplied at no additional cost.
	
	
	
	
	
	

	

	13-00
	Maintenance and Support
	-
	-
	
	
	-
	-

	13-01

(M)


	Maintenance programs commence at the end of the warranty period. 
	
	
	
	
	
	

	13-02

(M)


	The software maintenance program includes all future software updates and solution enhancements applicable to solution modules licensed without further charge to all licensed users maintaining an annually renewable software support contract.
	
	
	
	
	
	

	13-03

(M)


	Contractor shall provide TIER III, User and Technical Help Desk Support .8am to 5pm EST, Monday through Friday. See RFP, Section 1.104 VI (2) for definition of TIER III support.
	
	
	
	
	
	

	13-05


	Guaranteed parts availability within the service response window at all times.
	
	
	
	
	
	

	13-08

(M)
	The State will be provided with information on software problems encountered at other locations within or outside the State’s solution, along with the solution to those problems, when such information is relevant to the Contractors solution..
	
	
	
	
	
	

	13-09

(M)


	Support is provided for superseded releases and back releases still in use by the State.
	
	
	
	
	
	

	13-10

(M)
	For the first year and all subsequent Contract years, the following services are provided for the current version and one previous version of any Software provided with the deliverables, commencing upon installation of the deliverables or delivery of the Software:
	-
	-
	
	
	-
	-

	13-11a

(M)


	Error Correction.  Upon notice by State of a problem with the Software (which problem can be verified), reasonable efforts to correct or provide a working solution for the problem.  
	
	
	
	
	
	

	13-11b

(M)


	Material Defects. The State will be notified of any material errors or defects in the deliverables known, or made known to Contractor from any source during the Contract term that could cause the production of inaccurate, or otherwise materially incorrect, results and shall initiate actions as may be commercially necessary or proper to effect corrections of any such errors or defects
	
	
	
	
	
	

	13-11c

(M)


	Updates.  All new releases and bug fixes (collectively referred to as “Changes”) for any software deliverable developed or published by Contractor and made generally available to its other customers at no additional charge will be provided to the State at no additional charge.
	
	
	
	
	
	

	

	14-00
	Migration
	-
	-
	
	
	-
	-

	14-01

(M)


	Data, and related information, has a migration path to future revisions of the hardware and software and there is a guaranteed and reasonably straightforward "exit path" to solutions of other vendors.
	
	
	
	
	
	

	14-02

(M)


	Data will migrate smoothly to any future revision of the software and hardware (“smoothly” would be defined as having the solution administrator follow Contractor-supplied written instructions to run a Contractor-supplied program or programs in batch mode to convert data, or any process that is simpler or more automatic than this).
	
	
	
	
	
	

	

	15-00
	Delivery Requirements
	-
	-
	
	
	-
	-

	15-01

(M)


	For all orders placed by the State during the term of this Contract, delivery will be made within ten (10) business days of order.  (Elapsed delivery time will be measured from the time an order is accepted, either verbally or in writing by the Contractor, to the time product is delivered to the site identified in the purchase order.)
	
	
	
	
	
	

	15-02

(M)


	The deliverables shall be shipped F.O.B. Destination, freight prepaid and allowed, directly to each entity, unless otherwise requested, and to the exact locations shall be specified in the purchase order.
	
	
	
	
	
	

	15-03

(M)


	If, during the term of the Agreement, the Contractor enters into a contract with any other customer for substantially the same quantity, equipment, software and services, terms and conditions for a lower cost, the Contractor will offer the same decrease in rate to the State
	
	
	
	
	
	

	

	16-00
	Backup and Recovery
	-
	-
	
	
	-
	-

	16-01

(M)


	The solution has the ability to provide point-in-time recovery of data to the last completed transaction.
	
	
	
	
	
	

	16-02

(M)


	The solution has the ability to allow for continued use of the solution during backup.
	
	
	
	
	
	

	16-03

(M)


	The solution has the ability to provide a complete backup and recovery process for all database tables and solution files.
	
	
	
	
	
	

	16-04

(M)


	The solution has the ability to create on request backups.
	
	
	
	
	
	

	16-05

(M)


	The back up and archival features of the solution proposed can be initiated automatically or by manual request.
	
	
	
	
	
	

	16-06

(M)


	The solution software and data must be able to be restored to its previous operational status within four (4) hours after initiation of recovery process.
	
	
	
	
	
	


TECHNICAL REQUIREMENTS

	
	Technical Requirements


	Yes
	Method of Compliance
	No
	Comments

	
	
	
	1
	2
	3
	
	

	17-00
	Solution Architecture
	-
	
	
	-
	-
	-

	17-01

(M)


	The solution employs web-based architecture that allows the application to be accessible from the most commonly used browsers. Example: Internet Explorer, Netscape, Mozilla.
	
	
	
	
	
	

	17-02

(M)


	The solution places no limit on record size.
	
	
	
	
	
	

	17-03

(M)


	The software is expandable and portable, with specific reference to the solution capacity requirements presented in this RFP.
	
	
	
	
	
	

	17-04

(M)


	The solution is fully self-contained and capable of being operated by State staff with no dependency on Contractor services for its routine operation.
	
	
	
	
	
	

	17-05

(M)


	The solution server is compatible with the State’s technical and enterprise architecture and is sized suitable for the solution specified.
	
	
	
	
	
	

	17-06

(M)


	The solution is an open solution, with no dependency on the use of specific models of equipment operating solutions.
	
	
	
	
	
	

	17-07


	The solution is portable from one OS/RDBMS to another, i.e., from Unix to Windows 2000, or from one platform/OS to another, e.g., Sun Solaris to IBM AIX, etc.
	
	
	
	
	
	

	17-08

(M)


	The solution keeps a log of each transaction which alters the database.  Logs are date and time stamped to allow the solution to reconstruct activity for any period.
	
	
	
	
	
	

	17-09

(M)


	The solution will interface with the State’s monitoring solutions such as Compuware Vantage and CA Unicenter
	
	
	
	
	
	

	

	18-00
	Software Licensing
	-
	
	
	-
	-
	-

	18-01

(M)


	The software license is for perpetual use for a fixed fee without additional royalties or service fees, except for ongoing software maintenance.
	
	
	
	
	
	

	18-02

(M)


	The software license is based on a server or enterprise license and not based on number of users
	
	
	
	
	
	

	

	19-00
	Programming Language
	-
	
	
	-
	-
	-

	19-01

(M)


	The solution’s client applications are written in a standard web based programming language.
	
	
	
	
	
	

	19-02


	The solution must offer Application Programming Interfaces (APIs) that enable the State to develop custom interfaces to all modules. APIs enable data to be imported or exported from the solution.  
	
	
	
	
	
	

	

	20-00
	Hardware
	-
	
	
	-
	-
	-

	20-01

(M)


	All equipment supplied and/or supported under this contract must be configured in the most optimal manner and in conformance with MDIT standards.
	
	
	
	
	
	

	20-02


	Contractor’s recommended hardware platform/topology provides for optimal functioning in the following areas:
	-
	
	
	-
	-
	-

	20-02a

(M)


	Communication line speed for distributed entry functions and major online processes of departments and offices located in various areas of the State.
	
	
	
	
	
	

	20-02b

(M)


	Processing the volumes presented and any increases in volume that can be expected through the implementation of the proposed solution.  
	
	
	
	
	
	

	20-02c

(M)


	Remote access and administration
	
	
	
	
	
	

	20-02d

(M)


	Application installation, administration and support
	
	
	
	
	
	

	20-02e

(M)


	Support for a variety of TCP/IP network configurations
	
	
	
	
	
	

	20-02f

(M)


	Support wireless LAN and WAN configurations that support TCP/IP.
	
	
	
	
	
	

	

	21-00
	RDBMS / Applications / Database Management
	-
	
	
	-
	-
	-

	21-01

(M)


	The solution is available with State’s standard relational database management solution. See the following web link for more information - http://www.michigan.gov/documents/dmb/1310.34_184491_7.pdf 
	
	
	
	
	
	

	21-02

(M)


	Full-text indexing and a full-text database search feature are available to provide easy retrieval of records.
	
	
	
	
	
	

	

	22-00
	Security
	-
	
	
	-
	-
	-

	22-01

(M)


	All computer information solutions and applications operate in a secure manner and comply with State and federal security standards and regulations including the MDIT 1350 Enterprise Security Policy and the 1410.17 Michigan State Government Network Security Policy as found on the website: http://www.michigan.gov/dit/0,1607,7-139-34305-108216--,00.html 
	
	
	
	
	
	

	22-02

(M)


	All computer information solutions and applications operate in a secure manner and comply with State and federal Criminal Justice Information Systems (CJIS) security standards and regulations as well as MCL 752.1, 28CFRpart 23 and MIOC privacy policy.
	
	
	
	
	
	

	22-03


	All computer information solutions and applications operate in a secure manner be incompliance with SAML.
	
	
	
	
	
	

	22-04

(M)


	The solution ensures that the integrity and confidentiality of data is protected by safeguards to prevent release of information without proper consent.
	
	
	
	
	
	

	

	23-00
	Security / Access Control
	-
	
	
	-
	-
	-

	23-01

(M)

	The solution shall interface with the MiCJIN portal to provide secure access control based upon unique user login, for types of record (e.g., fund, order) as well as by function performed upon the record (e.g., Display, Add, Edit, Delete.)  
	
	
	
	
	
	

	23-02

(M)


	The solution shall interface with the MiCJIN portal to check each user’s access privileges at login, and automatically disable or enables client functions (in real time) based upon the user’s profile
	
	
	
	
	
	

	23-03

(M)


	The solution shall interface with the MiCJIN portal to provide varying levels of access within the application, such as administrators, view only, or scheduling only.
	
	
	
	
	
	

	24-00
	Security / Password Controls
	-
	
	
	-
	-
	-

	24-01

(M)


	The solution will interface with the MiCJIN portal for password administration.
	
	
	
	
	
	

	

	25-00
	Security/Activity Logging
	-
	
	
	-
	-
	-

	25-01

(M)


	The solution logs unauthorized access attempts by date, time, user ID, device and location.
	
	
	
	
	
	

	25-02

(M)


	The solution maintains an audit trail of all security maintenance performed by date, time, user ID, device and location, with easy access to information.
	
	
	
	
	
	

	25-03

(M)


	Provides security reports of users and access levels.
	
	
	
	
	
	

	25-04

(M)


	Provides detailed reports of backups completed and backups failed.
	
	
	
	
	
	

	

	26-00
	Software Package Specifications
	-
	
	
	-
	-
	-

	26-01

(M)


	The software uses an industry-standard relational database management solution. See the following web link for more information -http://www.michigan.gov/documents/dmb/1310.34_184491_7.pdf 
	
	
	
	
	
	

	26-02

(M)


	The software will operate effectively on State hardware as recommended by the Contractor with Contractor-supplied upgrade recommendations
	
	
	
	
	
	

	26-03

(M)


	The software operates in a recognized industry standard operating environment.
	
	
	
	
	
	

	26-04

(M)


	The software allows the State, from PC workstations, to access and update all necessary information to complete a transaction.
	
	
	
	
	
	

	26-05


	The software allows for the accurate and timely input and extraction of data.
	
	
	
	
	
	

	26-06

(M)


	The software provides a Graphical User Interface (GUI) that is user-friendly and provides data, calculation, reporting, and communication capabilities to all users.
	
	
	
	
	
	

	26-07

(M)


	The solution is modular in design to accommodate phased implementation and future expansion.
	
	
	
	
	
	

	26-08

(M)


	The modularity allows the capabilities of the core solutions to function without the entire solution complement.
	
	
	
	
	
	

	26-09

(M)


	Additional modules may be integrated into the solution without a major impact to the installed components.
	
	
	
	
	
	

	26-10


	All modules of the solution are integrated and designed to work together using a single input and a common database with no redundant data entry or data storage.
	
	
	
	
	
	

	26-11

(M)


	The solution supports paperless processing through the use of electronic documents that are routed for electronic signatures through user-defined approval paths.
	
	
	
	
	
	

	26-12

(M)


	Response times, at local and remote sites, for the major on-line processes stated above will meet business requirements.
	
	
	
	
	
	

	26-13


	The solution provides the capability for expansion in order to take advantage of technology such as imaging and OCR in order to reduce data entry workload.
	
	
	
	
	
	

	

	27-00
	Reporting
	
	
	
	
	
	

	27-01

(M)


	The software delivers standard reports.
	
	
	
	
	
	

	27-02

(M)


	The solution includes ad-hoc query and reporting tools.
	
	
	
	
	
	

	27-03

(M)


	The solution will support remote connections to other databases for report generation by a third party package per State standards. See the following web link - http://www.michigan.gov/documents/131040_40944_7.pdf
	
	
	
	
	
	 

	27-04

(M)


	The online query capability enables non-technical end-users to extract information.
	
	
	
	
	
	

	27-05

(M)


	Standard reports to be scheduled, executed, viewed on-line, printed (centrally or remotely) and dispersed (including the use of report distribution management software)
	
	
	
	
	
	

	27-06

(M)


	The State has the ability to control the information that appears on standard reports so that data security is maintained.
	
	
	
	
	
	

	27-07

(M)


	The solution provides methods for retaining and modifying previously built queries.
	
	
	
	
	
	

	27-08


	The solution provides the use of transaction databases, external files, or a "data warehouse" for ad-hoc reporting
	
	
	
	
	
	

	

	28-00
	Audit Trail
	
	
	
	
	
	

	28-01

(M)


	The solution enables the user to modify data entry transactions that have already been posted to the database while maintaining an audit trail of the change.
	
	
	
	
	
	

	28-02

(M)


	The solution's internal control functionality ensures that the data entry and processing associated with a business event has been completed before updating the database.
	
	
	
	
	
	

	

	29-00
	Edit and Validation Control
	-
	
	
	-
	-
	-

	29-01

(M)


	The solution includes comprehensive field edits to prevent incomplete or incorrect data from entering the solution
	
	
	
	
	
	

	29-02

(M)


	The solution ensures data integrity and controls processing without hard-coded logic
	
	
	
	
	
	

	

	30-00
	Physical Security

	30-01

(M)
	For any activities not performed on State sites or facilities, the Contractor will provide effective physical security measures for all proposed equipment sites, all processing and operations areas (including the mailroom), and secured storage areas through a card key or other comparable solution.  At a minimum, the Contractor will: 
	-
	
	
	-
	-
	

	30-01a

(M)

i. 
	Restrict perimeter access to equipment sites, State-specified processing and storage areas, and storage areas through a card key or other comparable solution.
	
	
	
	
	
	

	30-01b

(M)

ii. 
	Provide accountability control to record access attempts, including attempts of unauthorized access.
	
	
	
	
	
	

	30-02

(M)


	Physical security shall include additional features designed to safeguard site(s) through required provision of fire retardant capabilities, as well as other electrical alarms, monitored by security personnel on a twenty-four (24) hours a day, seven (7) days a week basis.
	
	
	
	
	
	

	30-03

(M)


	Maintain a current annual security rating as audited by an independent third party auditing firm that certifies that they meet federal and State guidelines for the handling of confidential data.
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