Chapter 8 — User Administration
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User Administration — QVF Replica Sites
QVF accounts with administrative access can add/delete users and change user passwords if
necessary. At least one person in the office should have administrator level access to the QVF
software.

Adding Users

Once an administrator has logged into the QVF:
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Click Sys Admin

IE Michigan Quali

Select User Administration
Click New
Enter a username

File View Rep

er File
ol s Admin | Elections Data Maint. Windg

Change My Password
User Administration %
Change User

MFiIe View Reports SysAdmin  Eled

User Adminis ]

Enter a strong password

hV Edit |

New | E Qelete|

Note: strong passwords have at least 8 characters and contain the

following elements:
e Letters
e Numbers
e Special characters

Confirm the password
Select a user type based on your
jurisdiction
Select a user level
e Administrator — read and write
access to the software with user
administration privileges
e Basic QVF User —read and write
access to the software
e Read-Only Guest — limited access,
unable to make changes to data in
the software
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9. Select a County/Jurisdiction based on your office
10. Click OK

Deleting Users
Once an administrator has logged into the QVF
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2.
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Click Sys Admin
Select User Administration

IE Michigan Quali

er File
File View Repo ys Admin | Elections Data Maint. Windg

Change My Password
User Administration %

Change User

Select the user from the list of
users

File View Reports

User Administration ]
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Window Help
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Click Delete
Click Yes
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Changing Another User’s Password = ”i"‘i‘-“"”Q“"’“m’”'e

. .. File Vi R Admi Electi Data Maint.  Wind
If a user has forgotten their password an administrator should log e e rin] Elections _Data Meint. _ Windg

. Change My Password
in to QVF and: User Administration
Change User
1. Click Sys Admin
2- SeIeCt User AdmlnIStratlon File View Reports 5ys Admin Elections Data Maint. Window Help
3. Select the user from the list of users User Administration |
4. Click Edit or double-click the By et | g vow | @ poete|
username County: [ALCONA (01} w|  Search Fields: [WWILSON
5. Type a new strong password (see
Jurisdiction User Name User Title  [User Level
pg. 2, Step 5) ALCONA TOWNSHP

6. Confirm the new password

7. Click OK QUF User -2 e
8. The user should then log in to QVF and proceed o Aok | omee | 2w |
with the steps listed below to change their boer Name: - .
password so that only they know it. WLSON [ 9
Confirm Passwnrd'@ “au
[
User Type oW | User Level Low |
(" State User (" Administrator
(" County User (" Basic QVF User
" Jurisdiction User " Read-Only Guest
County: 2 Jurisdiction: 2
[eaLLy = Jew -]
Changing Your Password [ Wichigen Quaizgd Voter Fie

File View Rep 1 Sys Admin | Elections Data Mai

Once you have logged in to the QVF:

2 Change My Password h

1. Click Sys Admin Change User

2. Select Change My Password

3. Enter the old/current password Change My Passwerd (SAD001)

4. Enter a new strong password (see pg. 2, Step 5) ok | X cancel ‘ ? Hep ‘

5. Verify the new password

6. Click OK Enter OLD Password: — a2

7. Password has been change. Click OK Enter NEW Password: e -
Verfly NEW Password: S| |

Michigan Qualified Voter...

Password has been changed!




Changing Users
The Change User function allows one user to log out, and another to log in without exiting the QVF
program.

1. Click Sys Admin
2. Select Change User
3. Another user can enter their own username and password to log in

User Administration — QVF Lite Sites

Election officials wishing to use the QVF Lite software to manage voter registration and administer
elections are required to be trained by the Bureau of Elections QVF Help Desk staff prior to accessing the
software. After training, users must sign a user agreement and are then issued a QVF Lite account. QVF
Lite accounts are specific to the individual user and are not permitted to be shared.

A QVF Lite account also gives the user access to limited function in the Elections Management Portal
(EMP). The password will expire every 3 months and you will be reminded to change your password 2
weeks before it expires. All password changes and resets must be done from the EMP website.

New Users Iectlons
New QVF Lite users should first log in to the EMP to ! l
authenticate their account and change their password. anagement

Fortal

Enter username
Enter password
Click Login
Select 3 security questions from the drop-down
menus and provide your personal answers
after each question. Answers are not case
sensitive, but spelling and punctuation count

5. Click Update

6. Change your password.
Proceed to “Password
Changes”, pg. 5 for further
instructions

rPodE

}1 Username |wilscnwa12345 Forgot Username?
p)Password Forgot Password?

By clicking the LOGIN button you certify that you accept
POLICY 1460.00 Issued Date: September 1, 2003.

Elections Management Portal

Please make sure all 3 of your security questions are answered.

Update Security Questions

Security Question 1 |Select. .
Security Answer 1

If you ever forget your username, click
“Forgot Username?”, select your county
and jurisdiction and click Continue to
have a list of usernames for the
jurisdiction
emailed to your
Merit Election
Email account.

| In what city does your nearest sibling live?

Security Question 2

What was your childhood nickname?

l:l In what city did you meet your spouse/significant other?

What is the name of your favorite childhcod friend?
What street did you live on in third grade?

l:l What is your maternal grandmother’s maiden name?
“uwhatcityarfown was your first Dﬂb°V\]JWW

Security Answer 2

Security Question 3 [

Security Answer 3

Elections Management Portal

Update Security Questions

Security Question 1 |In what city or town did your mother and father meet? V|
Security Answer 1
Security Question 2 |What was your childhood nickname? V|
Security Answer 2

Security Question 3

Security Answer 3

|What is the name of the place your wedding reception was held V|

-b i



Password Changes
QVF Lite passwords must be changed every 3 months. You will be notified with a pop-up message in
QVF two weeks before your password expires until you successfully change your password.

By clicking the Sys Admin menu and selecting Change My Password, you will be prompted to log in to the
EMP to change your password.
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Your QVF Lite password must be changed using the Elections Management Portal (EMP]. Sign in with your current QVF
Lite username and password, and click on the My Profile link to change your passwerd.

Would you like to launch the EMP now?

Mo |

If you need to change your
. = Wi me, WILSONWA12345
current password, log in to the Elections Management Portal nmf.-wbﬁ-,- Profic | Sign Out

EMP and then:

Change Password | Security Questions ‘ User Account Information

1. CIle My PrOfi|e * Must contain the following: 8 character(s), letter, number, special character
2. Enter CUI’I’ent paSSWOI‘d Change My Password
3. Enter a new strong Old Password: [essesses 9 |

paSSWOFd New Password: |||oooo||. e |

Verify Password: ||I....ll. |
Note: strong passwords e
have at least 8 characters

and contain the following

elements:
e Letters
e Numbers Elections Management Portal
* Special characters Your password for EMP and QVF Lite has been changed.
4. Enter your new password again to verify Change Password | Security Questions | User Account Information |
5. Click Submit

6. Confirmation message displays when the password has been successfully changed

. lections
Password Reset/Log In Help Janagement
If you ever forget your password or it expires before you are able to Porta|

change it, go to the EMP website:

1. Click “Forgot Password?”
2. Enter Username
3. Click Continue

Forgot Username?

* Enter your Username and click Continue. Forgot Password
3 . . . . rtify that t
* Your Security Question will be displayed and you will be prompted to enter your answer. ;:tz:u;sptgnb; 1y 2%;“”’

Jjin

* If your answer matches what is stored, you will be prompted to create a new password.

Username |wilsonwal12345 2
(3 Coninue
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Answer your security question to
authenticate your account
Click Continue

Note: If your answer matches what is
stored, you will be prompted to create a

new password. If your answer does not
match what is stored, you will be given a
chance to answer a second security
guestion. If your second and third
answers do not match what is stored,
your account will be locked for 30 minutes
before you can try again.

Enter your new strong password

Note: strong passwords have at least 8

* Enter the correct answer to the Security Question that is displayed and click Continue.

* If your answer matches what is stored, you will be prompted to create a new password.

What is the name of the place your wedding reception was held?

4 I
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* Enter a new password and click Change Password.
* If your password resets you will be automatically logged in.

* Must contain the following: & character(s), letter, number, special character

New Password: |.ioooo.o @ |
Verify o |

Password: |"““"
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Change Password

characters and contain the following elements:

e Letters
e Numbers

e Special characters

Enter your new password again to verify
Click Change Password
Click Continue

Username Retrieval

If you have forgotten your QVF Lite username, go to the EMP

website:

PO

Click Forgot Username?
Select your county
Select your jurisdiction
Click Continue

A list of usernames for the

jurisdiction will be emailed to
your Merit Election Email
account.

Your password for EMP and QVF Lite
has been changed.

. lections
Janagement

Fortal

Username orgot Username t
Password I:I Forgot Password?
By clicking the LOGIN button you certify that you accept
POLICY 1460.00 Issued Date: September 1, 2003.
BT

*Select your county and jurisdiction from the lists and click Continue.

*Your username will then be emailed to your Merit account.
County ALCONA - 01 v
Jurisdiction ALCONA TOWNSHIP - 01040 v
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