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—mclue ial database identifying critical
I Structure

— “Nat al Commission on Infrastructure bil

- -:Waiter Security grants bill...aka Water Security Act
- of 2007

-$245 M for water & wastewater security



—_—

EESEOL Ch!@ﬂ@_'-Prejeﬁ'" —

SRETENIRE NEWN oI contractor for the outstate
igelliuesE nen-UASI area: 95 facilities: 73 water
2 //iv yastewater

- CD ViF= I\/Ilchlgan contractor for the southeast
e chigan urban area — UASI: urban area security
fr-_--lﬁltlatlve City of Detroit, Wayne, Oakland,

~~ Macomb, St. Clair, Washtenaw, and Monroe
~counties: 22 facilities: 13 water and 9

\Wastewater
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= PD IS concerned about

’_- dangerous materials that are
stored In or transited through the
city. | May 1, 2007 ]
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SAEmergency Response Plan is a
declment which describes actions,
e edures, personnel and eguipment
~';:':: SWhich can prevent or significantly
~ Jessen the impact of utility outage

— due to an all hazards incident.
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> WARNS ek helplng utilities by
feGilitating emergency management.
=50 | é"r"ll states, Florida, Louisiana,
—exas, California, Oregon, South
j Carolma Georgia, Indiana, Nevada,

Pennsylvania, and Utah have
Implemented WARN'’s In their state.
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MVARINS operate by allowing member
lJFJJJFJr*l) Lo self-populate a database with
gedentialed personnel and specified
EEgL _p'ment that, on a case by case basis,
____;.r_} might be available to other member
~_ utilities.

& Mutual aide agreements are also a part
of the WARN.



2} Water Security Channel - WARN Central - Microsoft Internet Explorer
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POSTED FILES Water/Wastewater Agency Response MNetwork DWWYARM) systems facilitate a utilities-helping-utilities
approach to providing assistance during times of crisis. By establishing mutual aid agreements befare
a crizis occurs, YWARN participants pave the way for member utilities within (and outside) of their

REPORT AN respective states to send valuable aid in a quick and efficient manner.

INCIDENT

WARN participants can access specialized resources to assess and assist water and wastewater
UPGRADE TO systems until such time as the system can develop a permanent operating salution.

WaterlSAC
Update:
There are now six states with final agreements pending signatures and abaout 12 others in close
pursuit. By mid-year 2007 all 50 states will have had the opportunity to participate in the Utilities
Helping WMilities workshop series and by year end there could easily be another B-15 WARN states up
and running, in addition to the four existing WARMs in CA, FL, T and most recently LA,

ABOUT US

WARN Central FAQs NEW

Water Sector Support Statement
Jaoint Palicy Staterent

Established Programs
Calfornia WWARRM
Florida FlabWARRN w
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DRAFT

Sample Mutual Aid and Assistance Agreement

This Model Agreement contains procedures and standards for a water and wastewater ufility
Mutual Aid and Assistance Program. The MModel is based on existing water and wastewater ulil-
ity Mutual Ard and Assistance agreements implemented in California, Flornida, Texas, and Wash-
ington. While the Model shares some similanties with each of the four agreements, it is a unigue
document in and of itself

Creafting an agreement for Mutual Aid and Assistance involves a number of policy decisions.
The Mode! Agreement proposes specific approaches to Mutual Aid and Assistance Program
issues, however, reasonable minds will differ as fo whether the approaches presented in the
model! are the best. Accordingly, notes are included for each provision of the Mode! Agreement.
These notes highlight sigrnificant issues that arise in the drafting of a mutual aid and assistance
Program and how the Mode! Agreement approaches those issues. The notes also explain why
certain provisions are included in the Mode! Agreement.

Representatives of the water and wastewater industry can use this Model Agreement as a tool
to facilitate discussion on drafting an Intrastate Mutual Aid and Assistance agreement that best
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ARTICLE 1. =
§ PURPOSE —
(L
=
= Recognizing that emergencies may require assistance in the form of personnel, equipment, and
o supplies from outside the area of impact, the signatory utilities established an Intrastate Pro-
7’ gram for Mutual Aid and Assistance. Through the Mutual Aild and Assistance Program, Mem-
w bers coordinate response activities and share resources during emergencies. This Agreement
% seis forth the procedures and standards for the administration of the Intrastate Mutual Aid and
o Assistance Program.
£ Note on Article I
g
iy Article T briefly describes why water and wastewater utilities established a Program for Mutual
Ald and Assistance and the purposs of the Agresment Inclhosion of this Article recogmzes the TN
7 spirit and intent of the Mutaal Ald and Assistance Program.
£
=
S ARTICLE I
o DEFINITIONS
LT | B i i
A Emergency—~A natural or manmade event that is, or is likely to be, beyond the control of the
services, personnel, equipment, and facilities of a Mutual Aid and Assistance Program Member. =
= | Id d [ 2ecf00 [ B bl | © © | [l [=E]H oo
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seflVlichigan Utilities have expressed
[ILErEst in being members of Ml WARN.

SRIIENSTE rmg committee Is being chaired
19y ’“erry Biederman of Waterford
= ;Ee ynship.

F_*_-A_host for the web server Is being
lnvestigated along with startup and
operational costs.
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Natlona Infrastructure Protection Plan

Drinking Water and Water Treatment
Systems Sector

Homeland Security Presidential Directive 7 (HSPD-7 ) identified 17 critical infrastructure and key
resources (C1/KR) sectors and designated Federal Government Sector-Specific Agencies (SSAs) for
each of the sectors. Each sector is responsible for developing and submitting Sector-Specific Plans
(S5Ps) and sector-level performance feedback to the Department of Homeland Security (DHS) to
enable national cross-sector CI/KR protection program gap assessments. S5As are responsible for
collaborating with public and private sector security partners and encouraging the development of

appropriate information-sharing and analysis mechanisms within the sector.
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Sector-Specific Plan as input to the
National Infrastructure Protection Plan

May 2007
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Viehigan Dept.of Statespolice

SAENViichigan Department of State
Folle a(IVISP), along with local MSP
districts/iegions, will be working with
S=your county local emergency planning
=== —oordlnators (LEPC's) In
lmplementmg NIMS and ICS (Incident
Command System) programs in your
locales as a part of DHS funding and
Emergency management.



SEVIAC Eederal Emergency,
Mmm =

PRSI grant money will be a33|gned by
Eejons = 8 Mich. State Police districts

= Ut -_"é need to be NIMS compliant
_--J'*'-‘i" WS = National Incident Management

_,-d-"

= System

-
—

> ICS = Incident Command Systems
e NRP = National Response Plan
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WARNING |

The system is either busy or has become unstable. Tou can walt and
see 1f 1t becomes awailable again, or you can restart your computer.

* Press any key to return to Windows and wait.

* Press CTRL+ALT+DEL again to restart your computar. You will
lose unsaved information in any programs that are runming.

Press any key to continue _



| DEQ - Emergency Response for Releases to Water - Microsoft Internet Explorer
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Address |&] http:/juww. michigan.gov/deq/D, 1607, 7-135-3313_23420---, 00, htrrl | @Go |Lnks » & -

Michigan.gov
*i-i The Official State

of Michigan Websits

. ) ) . . Advanced
DES Home | ©Cnline Services | Permits | Programs | Sie Map | Cortact DEG Search Search

=k Frinter Friendhy Text Version IE Email Page A- AFTedt Size M Departments/Agencies

Emergency Response for leamm i watm' :g'f

Introduction to the Part & Rules - R5S Feeds
Spillage of Oil and Polluting DEGQ Quick Links

Materials.
Emergency I
»Response for = Emergency Response Part 5 Presentstion
Releases to Water = Slug Discharges Presentstion

Emergency Responge
Accouncements

s 21 Dec 05 DHS chemical plant requlation bill introduced. = iew Stary

Information

* Heporting Feleases Per Part 5 Fules

* EPA's Emergency Response Tabletop Exercises for Drinking YWater
and Wastewater Systems

«Wiater Bureau Pant & Rules/PIPF Staff IR
* Part 5 Bules Guidance Documents
* Emergency Fesponse Photo Gallery

Downloads Laws & Rules

* Options for Minimizing * Section 3115 of Part 31,
Ervironmental mpacts of Reporting IR
Freshwater Spill Response BE@ « Saction 31110 of Part 31 911

WD Civilian Support Team and Local Health Diept.
Presentation, hMAJ Awad B niotification EERE

0 | key topics * Spill or Release Report Form * Part 31 of Act 451
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| DE) - Water and Wastewater Security - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help |

= Back = =p ~ @ il | @Search [ 3] Favorites @Media @| %v = - @

Address |&] http:/juww. michigan.gov/deq/D, 1607, 7-135-3313_23413---, 00, htrrl | @Go |Lnks » & -

= The Official State
f Michigan Website

. ) ) . . Advanced
DES Home | ©Cnline Services | Permits | Programs | Sie Map | Cortact DEG Search Search

=k Frinter Friendhy Text Version IE Email Page A- AFTedt Size M Departments/Agencies

Water and Wastewater Security Online Services

Hormeland Security Activities and Contracts

Due to terrorist attacks on September 11, 2001, and
recent federal legislation and state authorizations,
the Michigan Department of Environmental Guality
(MDEG], Water Bureau 0WE), actively participates in
numerous Infrastructure Security Program activities.
The federal Public Health Security and Bioterrarizm
Preparedness and Response Act of 2002
[Bioterrorizm Act) requires drinking water systems
to comply with requirements by certain dates az a
part of the nation's homeland security efforts. Read
mare and view recent Powerpaint Presentations.

~—x_EnviroFlas

Information

¥eur Erviranmental News Flash

* 8 Requirements of Bioterrorism Act

* EPA Security Guidance for Drinking YWater Facilities

* Eacy-to-read Surmmary of the Bioterrorism Act of 2002 B

, Water and . * Homeland Security Presidential Directives (HSPD) Index
Wastewater Security |gg Instructions on sending your WAERP to EPA I

* bl FOLA WYater Security Information Palicy

* Mational Alert Status - Departrment of Homeland Security

+ Safe Drinking Wyater Act Felony IR

* Table Top Design, Train-the-Trainer Course Student Beference
haterials

* Threat Advisory Motification System [TANS] ndex
* Wiater Security Photo Gallery

W0 atar Cacarite ZDoraeait NS Pracantatinne
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DEQ - Threat Advisory Motification System &91;TANS&#93; Index - Microsoft Internet Explorer

File Edit Miew Favorites Tools  Help
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Address IE:I hkkp: e, michigan.gow/deaqf0, 1607, 7-135-3313_23413-111610--,00.kkml

£

nvironmental Quality

tichician.qov Home LEQ Home | nline services | Bermits | Proarams | site Map | Contact DEQ
— =k Frinter Friendhy Text Wersion E Email Page &A- At Test Size
B WATER Threat Advisory Notification System [TANS]

_Bi C [ndustrial Index

TAMS (Threat Advisory Motification System) is a controlled email
distribution system, maintained by the Michigan DEQ Security
Coordinator, and is utilized to periodically distribute security documents
pertaining to water and wastewater systems and installations. Mote:
Many of the attachments can nat be posted publicly due to For Official
Uge Only status.

adeline For TAMS mailing list additions, remowvals, and revisions, please contact
Laura Smith (smithla3@@mi. gov) via email.

Listed below are the TANS notices sent to date.

1. TAMS #1 To advise Michigan Public Water and Wastewater
Officials Of National Threat Level Coverage, December 22nd,
2003

2. TAMNS # To forward USEPA Water and Wastewater
Guidance, December 29th, 2003

Water and 3. TAMS #3 To advise Michigan Public Water and Wastewater

Wastewater Security Officials of National Threat Level Change, January Sth, 2004

4. TAMS #1 - Emergency Preparedness Guide To forward FEMA
Fire and Fire and Emergency Services Preparedness Guide
for the Homeland Security Advisory System, February dth,
2004

5. TAMS # To forward the Internet Weh Address for the
National Defense University Poster Entitled "Coping with an
Attack: A Quick Guide to Dealing with Biological, Chemical,
and "Dirty Bomb" attacks™; and to forward joint DH5-FBI
informational bulletin entitled "Potential Threats to Great
Lakes Area” Dated 3/19/04, March 15th, 2004
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e The Official State
of Michigan Website
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M Online Services

M RSS Feeds

Related Content
ahl n, Train-the-

" e Internet




| DEQ - Homeland Security Presidential Directives (HSPD) Index - Microsoft Internet Explorer
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— U3 Homeland Security Presidential Directives
SR SEIEUEE  (HSPD) Index Msurveys

Homeland Security Presidential Directives record and communicate Related Content
presidential decisions about the homeland security policies of the United ole Top Design, Train-the-
States. The following directives provide guidance or outline framewark for
public water systermn security.

« HSPD # Management of Domestic Incidents, February 25th,
2003

+« HISPD £ Critical Infrastructure ldentification, Prioritization,
and Protection, December 17th, 2003

« HSPD #5 National Preparedness, December 17th, 2003

« HSPD #1 Defense of United States Agriculture and Food,
January 30th, 2004

Water and

>Wastewater Security
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GO nces of water per day
ECO r mended

2 DE’ dy//is approximately 65% water

—e| |ghest water intake

== recommendatlon. 372 ounces for
an adult male exercising in hot
weather
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Human Population Growth Since 1 A.D.
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PRNBIIedY knews the courage,

]moor'r.r and Impact of

_ ._r|f|ces made by Todd
mer Jeffery Glick,

'-}'l nas Burnett Jr., and

=
=

_' "‘—others aboard United
~ Airlines Flight 93, Sept 11t,
2001.

® The terrorists planned to
crash the plane into the U.S.
Capitol




, NOL

IVE

5 act



- ‘: :_
VWeriag e)fe gf@mt: J“"

2 C)L|f greatest strength
rﬂ'e ur greatest
= Weakness our

- success




Humr Natur E&. J"’"

SYOU don't Know
WWhat you have
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Qfe ictice”
profits™...revenues In
the case of a utility



|ssue, the more
Important It Is.



Jr]F 9¢...what several states
Spresenting at the WARN
Fﬁ—- conference said the water
system provided after a
disaster...nope



\I plans are
;_d until the first
"~ Shot is fired” -

~ military maxim
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SELh, Michigan Explesion

.

s Andrew Kehoe detonated 500 pound of

ite at the Bath Community Consolidated Schools in mid-
ligan, killing 37 children and 7 adults. Fifty others were
fed. This was the worst act of terrorism in the United
es until the Oklahoma City bombing. [80t anniversary]




n April 19T 1995, Timothy
McVeigh parked a rented Ryder
truck with explosives in front of the
Alfred P. Murrah Federal Building
complex and, at 9:02am, a massive
explosion occurred which sheared
the entire north side of the building,
Killing 168 people.
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olahoma City™

oncepts at the conference
— Canaries

—  Technology

— Relationships

— Evolving

— Real-Time Monitoring

i

Oklahoma City National Memorial
Site of Murrah Federal Building
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= It was the local utility and public
~ safety officials who kept the service
~ 1o the community going as best they

could.
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iy pr;e sewage: disposal and clean
WeeiFstpply: systems, which have
ed iced! diseases such as cholera,
_, as tiie ovenwhelming favorite of
= 11 241 people worldwide who voted
~ Inra 2006 survey conducted by the

British Medical Journal.
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