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[Thank You ]

= Michigan Section - American Water
Works Association (AWWA) for their
long term commitment to stewardship
of the water environment

= The people of Michigan for supporting
well planned emergency activities.




urity Program




Bob Babcock
Security and Emergency Response
Coordinator

=>'.. . Contact Info:

L -

.1:517-373-8566




| Why water security?




[Water Security Summary ]

m 1. our greatest strength Is our greatest
weakness

2. more people...what kind

3. Bird flu

4. 9 elements of a security program
5. TTXs: tabletop exercises

6. use emergency response plan to
train EOC, first responders — police,
fire departments

m /. 800 mhertz radios In lieu of phones



Water Security Summary ]
(cont’d)

= 8. Isolate/contain/investigate/remediate
If toxicity

= 9. reverse 911 to call public

= 10. civil support teams for WMD

= 11. FEMA NIMS 700 compliant
o FLOPA acronym

= 12. MDEQ Water Bureau Initiatives
= 13. TANS: MDEQ Threat Email List
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. Water and
- Wastewater Security

Advanced

DEQ Home | Online Services | Permits | Programs | Site Map | Cortact DEG iSearch Search
[Frinter Friandly [Text Varsion AL Depariments &Aggncies
State Sponsored Sites
Waterand Wastewater Security Online Services

-t . BS5 Feed Index

Due to terrorist attacks on September 11, 2004, and
recent federal legislation and state autharizations, the DEQ OQuick Links
Michigan Depatment of Environmental Quality

(hADEQY, Wfatar Bure auliiB), actively paricipates in " DEQ FEIF.FI"I.S
numerous Infrastructure Security Program activities, The *[EQ Tralnlng &
federal Public Health Security and Bioterrorizm WDI’HSthS

Preparedness and Response Act of 2002 (Biotarrorism
Aot requires drinking water systems to comply with
requirements by certain dates as a part of the nation's
haomeland security afforts.

Here iz an introductony powerpoint presentation (FRT ey
GhB or POF ShiB) outlining the major challenges of Water and Waitewater Security.

Here iz 3 povverpoint presentation (PPT GhB or POF 4h4B) cutlining recent tabletop
excarncizes at Water and W astewater facilities around Michigan.

Here iz a powerpaint presentation (FET 3MB or PDF 4MB) outlining population grovth in
the world, the United Statez, and Michigan.

&_sAnnouncements

® 21 Dec 05: DHE chemical plant regulation bill introduced. > View Stany

® 14 Dec 05: Senator James Jeffords introduces federal wasterwatear zecurity bill. =
Fress Releasze

== Information

I




Michigan.gow Home DEG Home | Online Services | Permits | Programs | Site Map | Cordact OEQ |Sear|:h éed:riﬂmd

[Printer Friendly] [Test Version] Fotate Departments
VState Sponsored Sites

[ﬂ]ﬂ!:“ﬂl!i! Hll!!lﬂl} fop Hﬂ|mm tn watﬂ‘ VStatewide Online Senvices

Introduction to the Part & Rules - DEQ Ouick Links
Snpillage of Oil and Palluting * DECI Forms
Efarans Materials. * DEQ Training &
Warkshops
M The Water Bureau is rezponsible for

Releases to Water

implementing the PartS Rules- Spillage of
0il and Palluting Materials. The revised Part @@
S Ruleswere made effective August 341,
2004, The Part 5 Rules deal with the storage
and release of oil, zalt, and polluting materials. Such issues as threshold management
quantities, Pollution Incident Prevention Plans(FIPFS), secondary containment,
threzhald reporting quantities, zpill reporting, surveillance of manufacturing processes,
treatment systams, and storage areas are described. The entire Pat & Rules can be
dovnloaded from thiz web page under"Lave and Rules".

Here iz an intraductory powerpaint presentation (PP T GhB or PLF 2MB) about the Part
S rules.

& ; Information

« Water Ernergency Response to Releases ER
+ Water Bureau Part 5 Rules/PIPP Staff R
+ Part & Rules Operational Guidance Index

+ Emergency Response Phato Gallery

- Watlande Prooction. T Part & Rules Information Packaoe: surnrnary of changes facilities

S :

E{Start‘ @ Novell Grouptivise - | &= Mail To: Matt Tomli... ”@ Emergency Respon... |E| Microsaft PowerPai..., |

L

] |' Inkernet

« 1113 44



[Todd Beamer




“Let’s Roll!”

= Nobody knows the courage,
Importance and impact of the
sacrifices made by Todd Beamer,
Jeffery Glick, Thomas Burnett Jr.,
and others aboard United Airlines
Flight 93, Sept 11%, 2001.

= The terrorists planned to crash
the plane into the U.S. Capitol




[Water program ]

=Our greatest
strength Is our
greatest weakness



Hurricane Katrina: we can'’t ]
predict...but, we can prepare




[Population

= MORE PEOPLE
= WHAT KIND OF PEOPLE ?



Human Population Growth Since 1 A.D.

(suoiiq u1) NOILYINdOd

1 100 200 300 400 L0o B00 Too 800 800 1000 1100 4200 1300 1400 1500 100  1VO0  1BDO 1800 2000
YEAR Bruce Thompson, EcoTracs, 937 E. Browning Ave. Salt Lake City, UT 84105 (801) 467-3240



World population growth, 1750-2150

Population (in billions)

2000
6.1 billion

More developed countries

1750
1800
1850
1900
1950
2000
2050
2100
2150

United Nations, World Population Prospects, The 1998 Revision (New York: UN, 1998); and estimates by the Population Reference
Bureau.



[ALL HAZARDS APPROACH ]

s Security should be pursued on an all
hazards approach

= Malevolency, weather, juvenile
delinquency, outages

= Dual use or purpose applications: e.g.,
SCADA / video / real time monitoring
for operations and security



[Flu Pandemic ]

= [t may not be the bird flu, but due to
the construct of the world, an influenza
pandemic Is likely at some point in the
future.



|

Bird Flu: World Health
Organization (WHO)

» Document cited:

"Review of the

atest available

evidence on ris

kS to human health

through potential transmission of avian

Influenza (H5N1) through water and

sewage" of March 24, 2006.




Bird Flu : World Health ]
[Organization (WHO)

m 1. "...water supplies receiving
treatment as recommended in the
WHO Guidelines for Drinking
Water Qualityl are unlikely to
pose a significant risk of infection
even If Infected waterfowl! are
present in source waters."



[Bird Flu: (cont’d) ]

m 2. Page 6: "...the virus may be excreted
by infected humans and can enter
sewage in this manner."

m 3. Page 7: "...the virus is able to persist
In water."

= 4. Page 6: "...its detection in
unconcentrated water and in small
sample volumes suggests that levels are
relatively high."



[Bird Flu (cont’'d)

m p.6...” Avian Iinfluenza
viruses can persist for
extended periods of time In
water, although quantitative
Information on the subtype
H5N1 is lacking.”



[ Security = CIP 3 ]

= Capital Improvement Plan
= Continuous Improvement Program
= Critical Infrastructure Protection



[Human Water Consumption ]

= 64 ounces of water per day
recommended

= body is approximately 65 % water



[Water Security Elements

= (1) the purchase and installation of equipment for
detection of intruders;

= (2) the purchase and installation of fencing, gating,
lighting, or security cameras;

= (3) the tamper-proofing of manhole covers,
pressure reducing valves, and remote facilities;

= (4) the re-keying of doors and locks;



Water Security Elements
(cont’d)

(5) improvements to electronic, computer, or other
automated systems and remote security systems;

(6) participation In training programs, and the
purchase of training manuals and guidance
materials, relating to security against terrorist
attacks;

(7) improvements in the use, storage, or handling of
various chemicals; and

(8) security screening of employees or contractor
support services.



Most Important and least ]
[expensive security measure

s Change practices, policies and
procedures that would enhance
security.



Homeland Security Presidential ]
[Directive (HSPD) # 9...[1/30/04]

m “...This effort will include
countermeasure research and
development of new methods for
detection, prevention technologies,
agent characterization, and dose
response relationships for high-
conseguence agents in the food and
the water supply. (emphasis added)




What is a Vulnerabillity
[Assessment?

= Vulnerability Assessments evaluate
water and wastewater systems’
susceptibility to potential threats and
identify corrective actions that can
reduce or mitigate the risk of serious
conseguences from adversarial
actions.



What is an Emergency Response ]
[Plan (ERP)

= An Emergency Response Plan is a
orocess which describes actions,
orocedures and equipment which can
orevent or significantly lessen the
Impact of terrorists’ attacks or other
malevolent acts on the wastewater
system.




[VA’S and ERP’s: So What!? ]

m Collecting dust, or, improving the system

= Local initiative as well as the national
program need to be effecting change in
order to improve the utility

= CONTINUOUS CHANGE is the price of
vigilance




[Table Top Exercises

m TTX's =table top exercises



[TTX’S/FTX’S ]

m TTX's: Table top exercises

o Put faces to names and develops local
experience

m FTX’s: Field training exercises

o Equipment mobilized and used

o Usually involves private stakeholder
m Suggest annual exercise

o ‘use it’ or ‘lose it’ concept—commltment to
emerg. response integrity (o (&




[TTX concept: Partnerships ]

= It's important to have as many partners
at the table WhoO understand

the iImportance of the water

system and are useful to
assisting your system meet its mission.



[TTX concept: Uniforms

m First Responders, eq, Police and Fire
Depts, will need to be used in the
event of a terrorist act.

= Military, eg, the Michigan Army
National Guard 515t Civil Support
Team, are needed Iin the event of
weapons of mass destruction (WMD)
terrorist attack.



[TTX’S | essons Learned ]

m 1. CP/ERP: use to train EOC, stalff,
PD, FD

s 2. 800 megahertz radios allow comms
= 3. Isolation/containment/investigation
m 4. 51stCST

m 5. Reverse 911 using GIS




[TTX’s: lessons learned(cont’d) ]

= 6. public not as familiar w/ ‘do not
drink’, ‘do not use’ notices as they are
w/ ‘boll water advisories’

m /. The ‘canary’ Is people on the
distributed water
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— Weapons of Mass Destruction Civil Support Teams

] ctil
ntroduction In a commencement address at the U.S. Maval Academy in May 1998, President Bill Units
Clinton announced that the nation would do more to protect its citizens against the
growing threat of chemical and biological terrarism. As part of this effort, he said, the
Departrment of Defense would form 10 teams to support state and local authorities in
the event of an incident invalving weapons of mass destruction.

Systems
Facilities
: 1stWMD CST [MA MG] - Matick

2nd WMD CST [NY MG] - Scotia

3rd WMD CST [PANG] - Annville

4th WMD CST [GADOD DJO]

5th WMD CST [IL MG] - Bartonwville
fith WMD CST [TK NG]

Tth WMD CST [MO NG]

Sth WMD CST [CO NG]

ath WMD CS5T [CANG]

10th WMD CST [WA NG] - Tacoma
11th WMD CST [ME NG]

13th WMD CST [RI NG]

14th WMD CST [CT NG]

15th WMD CST VT NG]

21st WMD CST [MNJ NG]

22nd WMD CST [PR NG] - San Juan
23rd WMD CST [VI NG] - St Croix
31st WMD CST [DE NG]

32nd WMD CST [MD NG]

33rd WMD CST [DC MG]

34th WMD CST [VA MG] - Blackstone
35th WMD CST WV NG] - 5t Albans
41st WMD CST [KY NG] - Louisville
42nd WMD CST [NC NG]

43rd WMD CST [SC MNG] - Eastover
44th WMD CST [FL NG] - Starke
45th WMD CST [TH NG| - Smyrna
46th WMD CST [ﬁ.L MG] - Montgomery

Industry
Operations

- The WMD Civil Support Teams were established to deploy rapidly to assist a local

incident commander in determining the nature and extent of an attack or incident;
provide expert technical advice on WWD response operations; and help identify and
Hews support the arrl'u'al of follow-on state and federal military response assets. They are joint units and, as such, can
Reports consists of both Army MNational Guard and Air Mational Guard personnel, with some of these units commanded by Air
Mational Guard lieutenant colonels.

Hot Documents

Policy

Budget The mission of Weapons of Mass Destruction Civil Support Teams (WMD-CST) is to support local and state

Congress authorities at domestic WMD/MBC incident sites by identifying agents and substances, assessing current and

Links projected consequences, advising on response measures, and assisting with requests for additional military support.
i) The WMD civil support teams are able to deploy rapidly, assist local firstresponders in determining the nature of an
Intelligence aftack, provide medical and technical advice, and pave the way for the identification and arrival of follow-on state and
federal military response assets. They provide initial advice on what the agent may be, assistfirst responders in that
Homeland Security detection assessment process, and are the first military responders on the ground, so that if additional federal
resources are called into the situation, they can serve as an advance party that can liaise with the Joint Task Force Civil
Support.

Space

Public Eye
Y The units provide critical protection to the force, from the pre-deployment phase of an operation at Home Station

through redeployment. They ensure that strategic national interests are protected against any enemy; foreign or
domestic, atternpting to employ chemical, biological, or radiological weapons - regardless the level of WMDIMNBC
threat. They are a key element of the Department of Defense's overall program to provide support to civil authorities in
the event of an incident invalving weapons of mass destruction in the United States.

They maintain the capability to mitigate the consequences of any WMDI/NBC event, whether natural or man-made. They
are experts in WMD effects and MBC defense operations.

These Mational Guard teams provide DoD's unique expertise and capabilities to assist state governors in ggefaring
for and responding to chemical, biological, radiological or nuclear (CBRN) incidents as part of a stalpe®emergency
response structure. Each team consists of 22 highly skilled, fulltime Mational Guard membgse®who are federally
resourced, trained and exercised, and employs federally approved CBRM response docirigss

53rd WMD CST [IN NG]

Bdth WMD CST [WI NG]

55th WMD CST [MMN NG] - St Paul
615t WMD C5T [AR NG] - Little Rock
62nd WMD CST [LA NG] - Canville
G3rd WMD CST [OK NG]

G4th WMD CST [MM NG] - Santa Fe

These units derive their ariging in guidance from the US Congress which g#ed the need to "establish and equip
small organizations in each of the 44 states not receiving initial B4 (Rapid Assessment and Initial Detection)

plomaont in A000 tn neovide licnited chooni biclooi ponnnc o af®n o bilit™

Search globalsecurity.org for “Weapons of Mass Destruction Civil Support Teams”



TTX: Lessons Learned: 515t ]
[Civil Support Team (CST)

Michigan Army National Guard
Augusta, Ml
Fort Custer

ALL ERP’s should have the 51t
CST listed in event of terrorist

attack

= http://www.globalsecurity.org/military/agency/army/
wmd-cst.htm



TTX: Lessons Learned: Michigan
National Guard 51t WMD Civil ]
Support Team

= Michigan National Guard

o 51t Weapons of Mass Destruction (WMD) Civil
Support Team

o 2750 27t Street, Augusta, Ml 49012 — 9205
Lt. Col. Clark D. Hinga, Commander

o Cell: 269 420 3861 // direct line: 269 731 6531
fax: 269 731 6449

o Unit: 269 731 6522
E mail: clark.hinga@mi.ngb.army.mil



FEMA: Federal Emergency ]
[I\/Ianagement Agency

s DHS grant money will be assigned by
regions = 8 Mich. State Police districts

= Locality needs to have taken web
based course for at least NIMS 700

= NIMS = National Incident Management
System



s |

= National Incident Management System
= Applicable to all hazards

= In the event of an incident, you need a
management system to assist
appropriate response

= NIMS:
FLOPA: finance, logistics,
operations, planning, administration



[Initiatives

= MDEQ Water Bureau staff security
training

= VA CIP follow — up

m [TX-TTT

s Gaseous chlorine reduction

m TANS: Threat Advisory Emails




Bath, Michigan Explosion

On May 18, 1927, Andrew Kehoe detonated 500 pound of
dynamite at the Bath Community Consolidated Schools in mid-
Michigan, killing 37 children and 7 adults. Fifty others were
Injured. This was the worst act of terrorism in the United
States until the Oklahoma City bombing.




Oklahoma City Bombing

On April 19TH, 1995, Timothy L
McVeigh parked a rented Ryder o
truck with explosives in front of the
Alfred P. Murrah Federal Building
complex and, at 9:02am, a massive
explosion occurred which sheared
the entire north side of the building,
Killing 168 people.




2005 Water Security
Congress: Oklahoma City

= Concepts at the conference
o Canaries

o Technology

o Relationships

o Evolving

o Real-Time Monitoring

Oklahoma City National Memorial
Site of Murrah Federal Building




BLACKOUT 2003 — August 14 ~ 4:15 PM EDT

August 13 - 8:29 PM
~ 20 hours BEFORE

Mﬁmtreal

| Ottawa . 3¢

. ‘ "J
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" Detroit ,.\ A
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Clevela%d"‘" __.

New York City
& Long Island

August 14 — 8:14 PM
~ 4 hours AFTER

% New York City
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[Local actions are the most important]

Federal,
Tribal

= During the power outage of August
2003, it wasn'’t the state or federal ./
government that minimized the State
negative impact of the power /

outage...
It was the local utility and public
safety officials who kept the services

to the community going as best they
could.
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