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Bad News

� Wastewater Security 
Program 

� There is none!



Good News

� You are great !



Wastewater Security 
Summary

� 1. our greatest strength is our greatest weakness
� 2. more people…what kind
� 3. contact drinking water staff if sewage treatment 

plant has toxicity/upsets
� 4. 9 elements of a security program
� 5. Sen. Jeffords bill: $265 M
� 6. TTXs: tabletop exercises
� 7. use contingency plan to train EOC, first 

responders – police, fire departments
� 8. 800 mhertz radios in lieu of phones



Wastewater Security 
Summary II

� 9. isolate/contain/investigate/remediate 
if toxicity

� 10. reverse 911 to call public
� 11. civil support teams for WMD
� 12. FEMA NIMS 700 & 800 compliant 

for grants from DHS 
� FLOPA acronym







Heroes

� Let’s 



Heroes

� Roll



Todd Beamer



“Let’s Roll!”

� Nobody knows the courage, 
importance and impact of the 
sacrifices made by Todd Beamer, 
Jeffery Glick, Thomas Burnett Jr., 
and others aboard United Airlines 
Flight 93, Sept 11th, 2001

� Apparently the terrorists planned 
to crash the plane into the U.S. 
Capitol or White House

Todd Beamer



Heroes

� We should know 
and not forget 
our heroes



Human Longevity

� An unsolicited testimony from an 
epidemiologist indicated the main 
reason for the dramatic increase in 
human lifespan over the last 100 years 
is due to the improvement in the 
treatment of drinking water and 
wastewater.



Wastewater program

� Our greatest 
strength is our 
greatest weakness



Hurricane Katrina: we can’t 
predict…but, we can prepare



What is your community’s scariest 
emergency?...new utility paradigm
� Malevolent acts…what are they?

� Malevolent: ‘wishing evil or harm to 
others; having or showing ill will’

� What is in the hearts and minds of 
people?

� CBRNE and cyber
� CBRNE: chemical, biological, 

radiological, nuclear, explosive
� Cyber: computer / systems terrorism



Population

� MORE PEOPLE
� WHAT KIND OF PEOPLE ?
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Human Water Consumption

� 64 ounces of water per day 
recommended

� body is approximately 65 % water



Security = CIP 3

� Capital Improvement Plan
� Continuous Improvement Program
� Critical Infrastructure Protection



Water and Wastewater 
security elements

� (1) the purchase and installation of equipment for 
detection of intruders;

� (2) the purchase and installation of fencing, gating, 
lighting, or security cameras;

� (3) the tamper-proofing of manhole covers, lift 
stations, and remote facilities;

� (4) the re-keying of doors and locks;



Water and Wastewater 
Security Elements (cont’d)

� (5) improvements to electronic, computer, or other 
automated systems and remote security systems;

� (6) participation in training programs, and the 
purchase of training manuals and guidance 
materials, relating to security against terrorist 
attacks;

� (7) improvements in the use, storage, or handling of 
various chemicals; and

� (8) security screening of employees or contractor 
support services.



Most Important and least 
expensive security measure

� Change practices, policies and 
procedures that would enhance 
security.



Questions

� Are you subject to new information?  At what 
speed?...yes…186,000 miles per second

� How long will you have to have to upgrade 
your computer system’s virus 
protection?...for the foreseeable future

� Are issues that are higher on the ladder of 
abstraction more important?...yes, e.g., 
security



Wastewater Treatment 
Security Bill: CWA amendment

� Senator Jim Jeffords, (I-VT)
� 11/10/05 introduced: $265 M
� Funding: max $150 K per facility

� Vulnerability Assessments (VAs), Site 
Security Plans, Emergency Response 
Plans (ERPs)

� Security Enhancements

� voluntary ?



WWTS bill: funding/security 
enhancements

� delay, and detection of intruders and 
hazardous or dangerous substances, 
including:

� ‘‘(i) barriers, fencing, and gates;

� ‘‘(ii) security lighting and cameras;

� ‘‘(iii) metal grates, wire mesh, and 
outfall entry barriers; 



WWTS bill funding/security 
enhancements (cont’d)

� ‘‘(iv) securing of manhole covers and 
fill and vent pipes;

� ‘‘(v) installation and rekeying of doors 
and locks; and

� ‘‘(vi) smoke, chemical, and explosive
� mixture detection systems; 



WWTS bill: funding/security 
enhancements (cont’d)

� ‘‘the conduct of activities to improve 
� the security of electronic, computer, or 

other automated systems and remote 
security systems, including—

� ‘‘(i) controlling access to those sys-
� tems; 
� ‘‘(ii) intrusion detection and preven-
� tion; and 
� ‘‘(iii) system backup; and 



WWTS bill funding/security 
enhancements (cont’d)

� ‘‘participation in training programs, 
� and the purchase of training manuals 

and guidance material, relating to 
security. 



Technology

� Technology: generally inexpensive capital 
costs

� Internet: information segueing to the web
� Real time water quality monitoring a part of 

wastewater treatment plant’s SCADA 
(supervisory control and data acquisition) 
system; more graphical vs individual 
numerics



Homeland Security Presidential 
Directive (HSPD) # 9…[1/30/04]

� “…This effort will include 
countermeasure research and 
development of new methods for 
detection, prevention technologies, 
agent characterization, and dose 
response relationships for high-
consequence agents in the food and 
the water supply . (emphasis added) 
…”



Security Funding

� Dept of Homeland Security
� US Environmental Protection Agency
� Dept of Health and Human Services 

� Center for Disease Control

� other



Wastewater Treatment 
Security bill: 

� Vulnerability Assessments (VA) and 
Emergency Response Plans  (ERP)

� Voluntary ??



What is a Vulnerability 
Assessment?

� Vulnerability Assessments evaluate 
water and wastewater systems’ 
susceptibility to potential threats and 
identify corrective actions that can 
reduce or mitigate the risk of serious 
consequences from adversarial 
actions.



What is an Emergency Response 
Plan (ERP)

� An Emergency Response Plan is a 
process which describes actions, 
procedures and equipment which can 
prevent or significantly lessen the 
impact of terrorists’ attacks or other 
malevolent acts on the wastewater 
system.



VA’s and ERP’s: So What!?

� Collecting dust, or, improving the system
� Local initiative as well as the national 

program need to be effecting change in 
order to improve the utility

� CONTINUOUS CHANGE is the price of 
vigilance



Mich Dept of Community 
Health – MiHAN

� Center for Disease Control (CDC)
� MiHAN: Michigan Health Alert Network
� Internet Web based health monitoring 

database and emergency comms
system

� Tracks local health issues: e.g.,  
pharmaceutical/medicinal sales and 
hospital emergency rooms admissions



Table Top Exercises

� TTX’s = table top exercises



TTX grant: Concepts

� Hopes and Fears
� Bootstraps
� Hearts and Minds
� Relationships
� Partnerships
� Uniforms
� Lessons Learned



TTX’s/FTX’s

� TTX’s: Table top exercises
� Put faces to names and develops local 

experience

� FTX’s: Field training exercises
� Equipment mobilized and used
� Usually involves private stakeholder

� Suggest annual exercise
� ‘use it’ or ‘lose it’ concept – commitment to 

emerg. response integrity



TTXs : objectives

� Increase Awareness
� The objective of the exercise is to bring key 

public water and wastewater personnel 
together, along with key public safety (police 
and fire dept) officials, at key water and 
wastewater treatment plants to use and 
evaluate the facilities’ existing 
emergency response 
plan/contingency plan for possible 
revisions.



TTX’s : Objectives [continued]

� Policies and procedures would be 
reviewed and the facilities’ personnel 
and public safety (police and fire ) 
officials would gain experience in 
responding to exercise scenarios and 
would be more comfortable working 
together in the event of a real incident.



Public Water System local 
emergency planning process

� Public water and wastewater officials 
need to be a part of the community 
police, fire, and hospital emergency 
response activities associated with the 
local emergency planning.



TTX concept: Hopes and 
Fears

� Hope that community finds doing a 
tabletop exercise useful and that they 
will do a TTX annually 

� Fear that community will find doing a 
TTX a waste of time



TTX concept: Bootstraps

� No one will pull your own 
bootstraps up for you !

� You have    
to do it !!!!



TTX concept: Hearts and 
Minds

� There are more people in 
the world.

� What’s in their hearts and 
minds?



TTX concept: Relationships

� It’s important to establish strong useful 
relationships BEFORE the event

� You should have as many 
DIFFERENT ORGANIZATIONS 
around the table as are necessary to 
meet the need



TTX concept: Relationships II

� Water and wastewater officials need to be 
an active participant in their local 
emergency planning efforts of the LEPC –
local emergency planning committee

� When the incident occurs, the strength of 
your relationships will be tested

� Put face to name and telephone number 
BEFORE the incident



TTX concept: Partnerships

� It’s important to have as many partners 

at the table who understand 
the importance of the 
wastewater system and are 
useful to assisting your system meet 
its mission.



TTX concept: Uniforms

� First Responders, eg, Police and Fire 
Depts, will need to be used in the 
event of a terrorist act.

� Military, eg, the Michigan Army 
National Guard 51st Civil Support 
Team, are needed in the event of 
weapons of mass destruction (WMD) 
terrorist attack.



TTX’s: data

� 30 TTXs at water and wastewatger
systems conducted between 2/1/05 
and 7/21/05

� Principally based on population
� 350 officials attended who are 

responsible for providing drinking 
water to 4,953,404 of the 10,000,000 
people in Michigan







TTX scenario example: 
disgruntled employee

� A disgruntled employee at the 
wastewater plant has attached 
something to the chlorine tank.  He is 
upset about having to work on the 4th 
of July weekend. 



TTX scenario example: bomb 
explosion

� 8 a.m. the Township Fire Department 
responded to a call from a school about an 
explosion near the school.  The initial report 
from the scene was the explosion was 
centered at the Township wastewater 
treatment plant.  All electric lines to the plant 
have been destroyed and the building has 
been leveled.  There is a strong smell of 
chlorine in the air. 



TTX scenario example: 
radiation contamination

� Maintenance staff discover two heavy 
canisters with radiation symbols on 
them.  A pump with a hose is attached 
to the canisters which are discharging 
to the wetwell at the lift station.



TTX scenario example: 
chemical contamination

� A woman who runs a day care center 
calls the police that there is a lawn 
care company truck with a hose 
discharging into a combined sewer 
catch basin near the daycare center 
and there is no one around. She hears 
an engine noise from the back of the 
truck.  There is the smell of almonds in 
the air around the truck. 



TTX scenario example: cyber 
terrorist attack

� All SCADA charts go blank.  There is 
electricity to the server but the 
computers are inoperable due to being 
‘locked up’.



TTX’s Lessons Learned

� 1. CP/ERP: use to train EOC, staff, 
PD, FD

� 2. 800 megahertz radios allow comms
� 3. isolation/containment/investigation
� 4. If problems contact water supply 
� 5. 51st CST
� 6. Reverse 911 using GIS



TTX: Lessons Learned: ERP -
use it to train

� Use your Emergency Response Plan 
[ERP]  to conduct training of your:
� Community water system staff
� Emergency Operations Center [EOC]
� Police and fire departments first 

responders



TTX: Lessons Learned: 800 
megahertz radios

� In the event of a cell telephone outage 
or other communications outage

� Allows for various government 
authorities to communicate in the 
event of an communications outage



TTX’s Lessons Learned: The 
Rush to flush

� Need to know what the contaminant is 
BEFORE remediation

� Isolation may buy valuable time for 
investigation/sampling/analysis

� Containment may be useful until 
information is adequate to remediate



TTX’s Lessons Learned: 
Wastewater Treatment Plant 
Problems – contact drinking water 

� If there are toxicological problems at 
the sewage treatment plant, staff 
should collaborate with the drinking 
water staff to determine if the problem 
is in the drinking water

� The sewage treatment plant is a 24/7 
biological monitoring system.

� Stalked ciliates: 10 X



Search globalsecurity.org for “Weapons of Mass Destruction Civil Support Teams”



TTX: Lessons Learned: 51st

Civil Support Team (CST)

� Michigan Army National Guard
� Augusta, MI
� Fort Custer

� ALL ERP’s should have the 51st

CST listed in event of terrorist 
attack

� http://www.globalsecurity.org/military/agency/army/
wmd-cst.htm



TTX: Lessons Learned: Michigan 
National Guard 51st WMD Civil 
Support Team

� Michigan National Guard
� 51st Weapons of Mass Destruction (WMD) Civil 

Support Team
� 2750 27th Street,  Augusta, MI  49012 – 9205
� Lt. Col. Clark D. Hinga, Commander
� Cell: 269 420 3861 // direct line: 269 731 6531

fax: 269 731 6449     
� Unit: 269 731 6522
� E mail:  clark.hinga@mi.ngb.army.mil



Lessons Learned: Reverse 
911

� Internet service using geographic 
information system (GIS) 

� Makes telephone calls up to 900 calls 
per minute

� Numerous Internet based providers 
available 



Mich Dept of Community 
Health – MiHAN

� Center for Disease Control (CDC)
� MiHAN: Michigan Health Alert Network
� Internet Web based health monitoring 

database
� Tracks local health issues: e.g.,  

pharmaceutical/medicinal sales and 
hospital emergency rooms admissions



FEMA/NIMS

� DHS grant money will be assigned by 
regions, eg, MSP regions

� Locality needs to have taken web 
based course for at least NIMS 700 

� NIMS = National Incident Management 
System

� FLOPA: finance, logistics, operations, 
planning, administration



On May 18, 1927, Andrew Kehoe detonated 500 pound of 
dynamite at the Bath Community Consolidated Schools in mid-
Michigan, killing 37 children and 7 adults . Fifty others were 
injured. This was the worst act of terrorism in the United 
States until the Oklahoma City bombing .

Bath, Michigan Explosion



On April 19TH, 1995, Timothy 
McVeigh parked a rented Ryder 
truck with explosives in front of the 
Alfred P. Murrah Federal Building 
complex and, at 9:02am, a massive 
explosion occurred which sheared 
the entire north side of the building, 
killing 168 people. 

Oklahoma City Bombing



2005 Water Security 
Congress: Oklahoma City

� Concepts at the conference
� Canaries

� Technology
� Relationships
� Evolving

� Real-Time Monitoring
� Department of Homeland 

Security

Oklahoma City National Memorial
Site of Murrah Federal Building



August 13 – 8:29 PM
~ 20 hours BEFORE

August 14 – 8:14 PM
~ 4 hours AFTER

BLACKOUT 2003 – August 14 ~ 4:15 PM EDT

Ottawa

Detroit

Toronto

Montreal

Boston

New York City
& Long Island

Cleveland

Buffalo

Columbus

Montreal

Boston

New York City
& Long Island



Local actions are the most important

� During the power outage of August 
2003, it wasn’t the state or federal 
government that minimized the 
negative impact of the power 
outage…
It was the local utility and public 
safety officials who kept the services 
to the community going as best they 
could.

Federal,
Tribal

State

Local






