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Simple Tabletop Exercise, Intentional Contamination —
Notification by Public Health Scenario
Scenario #1
Facilitator’s Guide

Scenario Summary

Background: It is summer. The Zenith City baseball team’s record is 30-21, and the
city has just emerged from a summer heat wave. The National Threat Advisory Level is
yellow, indicating a significant risk of terrorist attacks. Three months ago, WaterISAC
reported that the Federal Bureau of Investigation (FBI) had received unconfirmed
intelligence reports that terrorists were considering contaminating a major U.S. city’s
water supply. For most Americans, it is just another summer.

The Event: On July 14™, at 10:30 a.m., three men (clad in work clothes) in a white
cargo van park behind the Deluxe Apartment Building at 22 Boulder Road in The
Village. They unload several cardboard boxes. They enter the building from the rear
entrance, and use the service elevator to reach the 3" floor. Once there, they take the
cardboard boxes and enter apartment 3G, which has been rented by a student for the
summer. Once inside, the men unpack the boxes of chemical feed pumps and hoses.
Their goal is to contaminate the Village borough’s water distribution system with
Shigella bacteria along with a chlorine suppressant. After confirming that their system is
successfully delivering the contaminant to the distribution system, the three men exit the
apartment, take the service elevator back down to the ground floor, and drive away in the
van.

On July 15™ the neighbor in apartment 3H calls building management to complain of
constant running water from the apartment next door. An answering machine picks up
and the neighbor leaves a message. The next day, after receiving no reply from building
management, the neighbor calls the Zenith City Police Department to complain about the
running water. The police advise the neighbor to call building management again. On
July 17" the neighbor leaves for summer vacation. The water is still running.

The Results: On July 18", St. Michael’s Hospital notes a rise in emergency room (ER)
visits. Many patients have watery or bloody diarrhea, abdominal pain, fever, and
malaise. ER staff note that most patients are from The Village borough. On July 19" the
Zenith City Police receive a written threat that tells them “You cannot control the
oppressed,” and that they should “Go and see apartment 3G” in the Deluxe Apartment
Building.

To the Facilitator: The goal of this exercise is to test how public health officials and
water suppliers work together in a water security incident. The exercise is designed such
that the nature of the contamination is not revealed until late in the event, similar to what
would happen in a “real-life” situation. Injects are included to point out how other
sources of disease (such as food-borne contaminants) may be considered by public health
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officials (instead of contaminated water) and to familiarize participants with some of the
forms contained in the Response Protocol Toolbox. The scenario also prompts
discussion on the recovery and remediation of a contaminated water system.

Intended Participants: This exercise may be run for water supply, public health, state
drinking water primacy agencies, federal agencies such as EPA and FBI, local law
enforcement, and fire/emergency medical services (EMS) personnel. You may wish to
consider inviting:

Water/Wastewater Utility Managers, Emergency Response
Public Utilities: | Team Members, Utility Operators, IT/'SCADA Operators,
Engineers, Sampling Staff, Administrative Staff

Emergency Room staff, Physicians, Nurses and Nurse
Hospital: | Practitioners, Hospital Administrators, Medical Laboratory
staff, Public Information Officer

Health Officers, Epidemiologists, Technical Specialists,

Public Health: Public Information Officer

Fire Dept., HazMat and | Fire Fighters, HazMat Team members, EMS workers,
EMS: | 911 Call Center workers

Police: | Police Officers, Counter-Terrorism Specialists

Laboratory: | Analysts / Technicians, Laboratory Administrators

Mayor and Elected Officials, City Council Members, Local
Local Officials: | Emergency Planning Committee (LEPC) Members, Local
Emergency Management Agency staff

State Environmental Agency Staff, State Health Department
Staff, State Drinking Water Primacy Agency, State
Emergency Management Agency, Governer's Office
Representatives

State Officials:

Federal Officials: | EPA staff, FBI staff, FEMA staff, CDC staff, DHS staff

Specifically, lab personnel could also be included so that all exercise participants can
hear their perspective on sampling for the unknown and how a water utility can help them
to simplify their task. There is also a role for wastewater operators to take part in the
remediation and recovery phase discussions. Appropriate suggestions for discussion
topics (based on the composition of the exercise participants) are included throughout this
guide.

Running the Exercise

Step 1: Decide on a facility, training date, training duration, and who to invite. Invite
participants well in advance of your training date to ensure that you can achieve your
attendance goal. Allow adequate time for planning and be sure to prepare all materials
(digital and hard copy) ahead of time.

Step 2: Depending on who is participating in this exercise, it may be a good idea to have
the participants go around the table and introduce themselves (name, utility, and job title)
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so that everyone will understand where any particular individual is “coming from” during
the ensuing discussions.

Step 3: Explain to the participants that they are participating in a simple tabletop
exercise, there is no time pressure, and that they are there as a group to discuss their roles
and responses to an emergency incident. There are no right or wrong answers, but the
group should be able to discuss problem or “gray” areas that may arise during the
exercise. Let them know this is good, as the exercise should stimulate discussion that
may lead to changes in the way the participants conduct their daily and emergency
operations. Also inform the participants that, although the incident is set in fictional
Zenith City, it is okay to talk about the incident from their own experiences or in the
context of their own protocols and procedures. It will make the exercise more beneficial
for the participants if they exchange emergency response practices, protocols, and
procedures that they may currently use.

Step 4: Be sure to give the background PowerPoint® presentation to introduce the
participants to Zenith City and to set the stage for the incident. The exercise goals will
also be presented as a part of this presentation.

Step 5: Begin the exercise by delivering the first inject. Then, let the discussion evolve
naturally on its own after giving the participants the first inject. If necessary, to get the
discussion started, simply “nudge” the participants with a non-leading question such as:
What would you do in this situation? You could direct this question to the group at large,
or, in a group where no one is willing to break the ice, to a particular individual,
preferably one that you know serves in a leadership role during the course of their daily
activities. You can also refer to the discussion points in the Facilitator’s Guide to help
jump-start discussion.

Step 6: Be sure to take notes during the discussions. These notes will form the basis of
your after-action review. Note problem or gray areas that need more research prior to
resolution and who will perform this research or any action items decided upon by the
participants. The notes you take will ensure that a summary of the take-home points,
action items or messages will not be forgotten or overlooked. You may wish to write
these points, action items and messages on a flip chart at the end of the exercise.

Step 7: Perform an after-action review. You may wish to give the participants a 10 to 15
minute break at the end of the exercise to give yourself time to compose your notes prior
to conducting the review. Be sure to review the exercise objectives again to determine if
the objectives were met by the exercise. Allow the participants to give their feedback on
the exercise and the conclusions or decisions that they arrived at during the exercise. The
entire tabletop exercise, including the after-action review, can typically be conducted in a
two to four hour session. This time range is flexible and is dependant on the amount of
discussion generated during the exercise. The pace of the exercise is controlled entirely
by the facilitator, who manages the discussions and presents the injects.
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Discussion Points

Remember, this scenario begins with a disease outbreak in one borough within Zenith
City, and evolves to directly include public health, water supply, law enforcement, state
agencies, federal agencies and fire personnel. It is also designed to provoke discussion
regarding the recovery and remediation of a water system following a contamination
event. Exercise participants are provided a map of Zenith City, a water supply
distribution map, a wastewater distribution map, and other pertinent materials. If this
exercise is to be customized, all these materials may be substituted with a utility’s own
maps and other materials.

Inject #1 (15:50 hrs., July 18, Material Code(s) SSc1-1a and SSc1-1b): St. Michael’s
Hospital reports an apparent disease outbreak to the Zenith City Department of Public
Health since over 40 patients have arrived at the hospital emergency room in the last 24
hours complaining of bloody diarrhea, abdominal pain, fever and malaise. The report
indicates that they all either live or work in the Village borough of Zenith City.

Points that could be covered in the discussion of Inject #1 include:

How could so many people get sick at the same time with the same illness?

Would a food-borne disease outbreak be the first logical conclusion?

When would public health alert the water utility of the disease outbreak?

Who else needs to be notified?

Could the addresses of the affected individuals be given to the utility so that they

would know where the outbreak is occurring within the distribution system?

e Would there be enough beds or medical personnel to handle a large disease
outbreak in the participants’ communities?

e What mutual aid agreements are in place to help assist the participants’
communities in such a situation?

e Does an outbreak of this size necessitate implementation of the Incident
Command System (ICS)? If so, who would be in charge of Incident Command?

e How do the new National Response Plan (NRP) and National Incident

Management System (NIMS) affect Incident Command?
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Inject #2 (16:00 hrs., July 18, Material Code(s) SSc1-2a and SSc1-2b): Phone call
from the director of public health to the water superintendent letting him know that many
people with similar gastrointestinal symptoms from the Village have been flooding the St.
Michael’s Hospital emergency room. The director is not sure if it is a food-borne or
waterborne outbreak.

Points that could be covered in the discussion of Inject #2 include:

e What should the water department do immediately?

e |s there enough information yet to issue any sort of water use notice?

e The water utility participants should fill out the Public Health Information form.
Does this form help the water utility personnel organize their thoughts and
actions?

e Should the water utility notify anyone else at this point?

e Would the Water Utility Emergency Response Manager (WUERM) be in charge
at this point?

Inject #3 (17:20 hrs., July 18, Material Code(s) SSc1-3a, SSc1-3b and SSc1-3c):
Email message from the Zenith City Water Department to the Zenith City Health
Department reporting that current water quality parameters (pH, dissolved oxygen and
chlorine residual) match baseline water quality. Monthly bacterial testing conducted on
July 17" indicates no detection of coliform bacteria.

Points that could be covered in the discussion of Inject #3 include:

e Can the water now be ruled out as the source of the outbreak? Why or why not?

e Could the location where water quality samples were taken from within the
distribution system make a difference to the analytical results?

e Based on the knowledge of the disease outbreak, how might a water utility want
to expand its water quality testing protocols and procedures?

e Does a water utility have the ability to do this or the skills needed to collect
samples for possible weapons of mass destruction (WMD) agents?

e When would a decision be made to isolate a particular part of the distribution
system? Who needs to be notified if the system is to be isolated?

e Should some form of public notification take place such as a “boil”, “do not
drink”, or “do not use” order?

e How would the media be involved in a public notification process?
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Inject #4 (18:30 hrs., July 18, Material Code(s) SSc1-4): News Alert from the Zenith
City local news station, KWSD, announcing the outbreak of an illness in Village residents
and quoting a hospital source that suspects a food borne illness.

Points that could be covered in the discussion of Inject #4 include:

e What are the policies and procedures in place with staff regarding talking to the
media?

e s there a designated point-of-contact with the media such as a public information
officer (P10)?

e How much credence would be given to a report from the media? Is this now no
longer a water utility problem?

Inject #5 (09:45 hrs., July 19, Material Code(s) SSc1-5): A sealed envelope is
delivered to the Zenith City Police Department containing a letter that states that they
should check apartment 3G at the Deluxe Apartment Building at 22 Boulder Road, as
“there’s a reason people are getting sick.”

Points that could be covered in the discussion of Inject #5 include:

e What protocols or procedures do the police have in place for opening or accepting
mail?

e Who would the police notify upon the receipt of a letter such as this? The FBI?

e Would the police investigate this letter on their own or would they request support
from HazMat?

e Would the police notify the water system of this letter?

Inject #6 (13:05 hrs., July 19, Material Code(s) SSc1-6): Results of the police
investigation at 22 Boulder Road: A system was found in the bathroom that was used to
introduce a contaminant of unknown origin into the water system.

Points that could be covered in the discussion of Inject #6 include:

e Would the police notify the water system of this situation?

e How soon could samples from the buckets be sent for analysis? Are there
evidentiary procedures that must be followed that take time?

e What sort of public notification would the water utility issue now? Would a “do
not use” order be considered?

e Who else should be notified?

e If not already done so, is now the time to isolate the system?

e Would the utility begin to flush the system?

e Should the wastewater utility be notified that potentially contaminated water (with
an unknown contaminant) could reach their plant?

e Should the fire department be notified?

e Who has assumed charge of Incident Command at this time?
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Inject #7 (14:22 hrs., July 19, Material Code(s) SSc1-7): Phone call to the Zenith City
Fire Department informing them that a fast-spreading fire has broken out on the 4" floor
of a 7-story apartment building at 39 Gravel Rd.

Points that could be covered in the discussion of Inject #7 include:

e |f the contaminant is unknown, is it okay to use the water for fire fighting?

e Has the fire department been made aware of the contamination situation?

e What alternatives does the fire department have to fight this fire if the water
system is not available to them?

Inject #8 (11:15 hrs., July 20, Material Code(s) SSc1-8a and SSc1-8b): Laboratory
report from St. Michael’s Hospital indicating that stool samples from initial patients
tested positive for Shigella bacteria.

Points that could be covered in the discussion of Inject #8 include:

e Have analytical results come back from the buckets in the apartment yet?

e If not, can the water utility safely assume that the Shigella bacteria was from the
water system versus a food outbreak or some other outbreak mechanism?

e How easy is it to detect Shigella in water?

e Would the utility change any of its prior public notifications at this point? Who
would they look to for advice?

e s it okay for the fire department to use the water?

e Epidemiological reports will probably help to pinpoint the source of the outbreak.
When would those be available?

Inject #9 (11:37 hrs., July 20, Material Code(s) SSc1-9a and SSc1-9b): Fax from the
Public Information Officer (P10) to the WUERM requesting assistance in completing a
“boil water’ notice.

Points that could be covered in the discussion of Inject #9 include:

e Isa “boil water” notice appropriate for Shigella?

e What type of information should appear in a “boil water” notice?

e Who is responsible for working with the PI1O to ensure that accurate and timely
information is provided to the media and the public?

e [f utilities do not have PIOs, who have they designated to fulfill that role and
why?

e How involved is the utility with the local media? Has a relationship been
established?

e What forms of notification are used in an emergency situation?

e What is the notification plan in the event of a widespread phone and power
outage?
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Inject #10 (16:50 hrs., July 20, Material Code(s) SSc1-10): Email from the Zenith City
Water Superintendent to the Zenith City Health Director informing the director that the
Village area water distribution system has been isolated from the rest of the city and he
needs advice on the treatment and handling of water as this portion of the system is
flushed.

Points that could be covered in the discussion of Inject #10 include (the facilitator should
be familiar with Response Protocol Toolbox [RPTB] Module 6, Remediation and
Recovery Guide):

e Who would be in charge of leading the remediation and recovery of the system?

e Would it make sense to phase the remediation and recovery process? (e.g. a super
chlorination of the system so that the water is safe for sanitation and firefighting
first)

e Would the wastewater treatment plant need to do anything special to accept
waters potentially containing Shigella?

e What is the procedure for involving individual property owners as part of the
remediation and recovery process?

e Who ensures that contaminated water is no longer in private water services or
plumbing?

e What plan is in place to provide for water during the remediation and recovery
phase?

e How would the utility restore consumer confidence, and convince the public that
the water is safe to drink again?

e How important is the lab role in restoring confidence?

e How should the utility involve the media?

e What changes in sampling and analysis procedures would the utility consider?

Inject #11 (08:35 hrs., July 21, Material Code(s) SSc1-11): Email from the Zenith City
Wastewater Superintendent to the Zenith City Water Superintendent informing him that
the wastewater treatment disinfection process will eliminate Shigella prior to discharge
into the Crystal River.

Points that could be covered in the discussion of Inject #11 include:
e Should downstream water users be alerted or notified about this portion of the

remediation and recovery plan?
e Should additional effluent monitoring be performed?

Page 8 of 8



