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From: Threat Advisory DEQ

To: Laura Smith; Robert Babcock

Date: 5/23/2005 1:24:24 PM

Subject: TANS Notice #14, Distribution System Security

To: Public Water and Wastewater Officials [TANS list]

Title: Threat Advisory Notification System [TANS] Notice #14

Purpose: To forward the EPA document titled "Distribution System Security Primer for Water Utilities

This document was written by several security and utility experts to assist utilities in their vulnerability
assessments and future security plans.

Points of interest:

Page 9 (37 of PDF): Photo examples of unsecured reservoir appurtenances

Page 24 (52 of PDF): Who committed which crime when? (table of attackers and number of attacks)
Page 34 (62 of PDF): Sample matrix outlying the critical security points in a water system

Page 39 (67 of PDF): 5 scenarios/exercises and their appropriate emergency response

Page 68 (96 of PDF): The security profile of a water facility, outlining security measure purpose
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