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résources and potential,
especially as a deterrent to
an enemy attack
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SR BN GLrare a first responder

ZE 'j'ority of security Improvements have
gEENrcompleted (VA CIP contract)

~ 1_ -Ietop EXxercises are useful in preparing you

- 2 -_

O terrorist acts/all hazards. (TTT/TTX contract)
. WARN [s useful to be a part of
. 6. Chlorine risk/benefit needed (2 contracts)
e 7. All hazards includes terrorism (CBRNE/cyber)
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— 053: 9/11 Commission: Act

NEWSEderal law: P
of?OO7*‘
VOIO: ary preparedness stds. & certification

—mclue ial database identifying critical
I Structure

— “Nat al Commission on Infrastructure bil

- -:Waiter Security grants bill...aka Water Security Act
- of 2007

-$245 M for water & wastewater security
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NEWAVIIDEQ! prioject to prowde uitrlities with

ISIIIIENE =fit information for making an informed

ecJJJog- the continued use ofi gaseous
Chl@; gles

— e argest water & wastewater facilities that

= f-"E’ 3 gaseous chlorine

= P-rowde practlcal decision making to assess cost
of conversion

* |nitial MDEQ & contractors meeting held 8/22/07
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SRETENIRE NEWN oI contractor for the outstate
igelliuesE nen-UASI area: 95 facilities: 73 water
2 //iv yastewater

- CD ViF= I\/Ilchlgan contractor for the southeast
e chigan urban area — UASI: urban area security
fr-_--lﬁltlatlve City of Detroit, Wayne, Oakland,

~~ Macomb, St. Clair, Washtenaw, and Monroe
~counties: 22 facilities: 13 water and 9

\Wastewater
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U.S. Naval Research Lab: Worst Case
Scenario: 100,000 dead in %2 Hour
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grelice on Alert As Chiorine
H"bi NYPD Begins
ckmg Shlpments
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= PD IS concerned about

’_- dangerous materials that are
stored In or transited through the
city. | May 1, 2007 ]
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Wiinerability

TAs ssessments (VA'S)
“SEmergency Response
- Plans (ERP’s)



WHEINEA Vulneranility -Aeegsﬁe-nﬁ"

NV iinEranility’ Assessments evaluate

Welier: systems’ susceptibility to

O ential threats and identify

~ - Co ifective actions that can reduce or

_. _f_m_ltlgate the risk of serious

~ consequences from adversarial
actions.
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FNEmergency Response Plan is a
BIOCESS Which describes actions,

proc edures and equipment which can
- pt Bvent or significantly lessen the
flmpact of terrorists’ attacks or other
malevolent acts on the water system.

-.'-

_,-_'-"
:-'




e ——

VA CIP Follow-up-

vineraniliy: Assessment
gepital Improvement Plan (VA
e __follow up

™
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' ;C_:BI\/I Michigan contractor
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PASSESS status of capital
PIJECtS Identified in Utility
vy [nerability Assessments

3i¢1dent|fy remaining project
needs
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- 5 Ve y Questions:
A projects ID’'d/VA projects done
—— -=' Tlmellne for completion of remaining
-~ projects
- — Projects identified post-VA

— Projects completed post-VA

— Changes In policies & procedures

— Changes in emergency response plans




SNImeEr or Public Water

SSIEMS SUrveyed

Number of Utilities Surveyed

~ 186 45 49
250
200

150 -
100 -
50 -

Participated Opted Out Remaining

Number surveyed




Number of Projects Identified




100 -

Percent of Projects Completed

1,336 g2




Average Projects per Utility
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— Mm O new locks
= \h‘" new backup generators
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AiliieEs hiave completedithe majority
@r386/1670 = 80 %) of the security
relame prOJects ID’d Iin their VA's

S¥Tiie attention to and Implementation of

—
-

i
s -
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=
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'- urlty projects in Michigan has been

——

exceHent

“e Security projects remain uncompleted &
need funding to complete
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219 etop.EXercises™

SPatriot Services, Inc.,
e lled Lake, MI.

'Contract started
- 9/15/06
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teliorm 1C IFrai the Trrainer conferences
for e Jr truct eW! tor conduct tabletop
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> Per fiorm 30 tabletops at 20 public water
| ' Systems, 5 wastewater treatment plants,

— -ahd 5 nen community water systems on a
population priority basis
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NS held with 110 part|C|pants
> & M -*Js eld with 99 participants
= erall evaluation: time well

—= —--_,...- -

= -zspent

s All TTT materials available on
MDEQ Water Bureau Water &
Wastewater web site
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f the importance of the
~  water system and it’s
vulnerability




WHGHDO You lnvite te-eiﬂ% —

SNEBNTIRY stakeholders that you may want
0 ]nvf to participate in the exercise.

o ‘holders may include representatives
E=—jiemi public safety (e.g., police and fire),
- ‘ected officials (e.g., city council

— members, city manager, and mayor),
public health, wastewater, and county
emergency management organizations.
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-3 est annual TTX
—U; Se it’ or ‘lose it concept

ﬁ_,,__; Xs Fleld training
- EXEercises

—Equipment & personnel
mobilized and used
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QIuSiimportant to have as
"Ine Ay partners at the
“table necessary to assist

your water system meet
S MISSIons.
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iEErgency Response Plan [ERP]: use it
iekrain staff, police, and fire depts and
=fiiergency Operations Center (EOC)

== 600 megahertz radios allow comms
-_'-Téfblation/containment/investigation
4. MANG 515t CST in ERP

5. Reverse 911 using GIS public notification
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SRBUBIICI e as familiar w/ ‘do not drink’,
BEMIELE USE” netices as they are w/ ‘boil
WAEr radvisories’

/ I o canary IS people on the distributed
= ter
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8 Jf you deal with all six modes of terrorism

[CBRNE & cyber] annually in a TTX, you
will be better prepared.




INMASLILESSONS Lea‘he_d_yﬁI,
Stipgpoert Team (CST)

lichigan rmy National Guard
~ * Augusta, Ml
= ® Fort Custer

'&b ERP S should have the 51st
= CST listed in event of terrorist
attack
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1% [16550ns Learned: Michig
NEWERE Guard, 514 WIVIDACH

support leam
- M]r*h] genNational Guard
— Sl v leapens of Mass Destruction (WMD) Civil
SIIe Port Team
—___ 750 27t Street, Augusta, Ml 49012 — 9205
= t. Col. Clark D. Hinga, Commander
;’ Cell: 269 420 3861 // direct line: 269 731 6531
. fax: 269 731 6449
: —  Unit: 269 731 6522
— E mail: clark.ninga@mi.ngb.army.mil
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MILITARY

Submit Advance

— Weapons of Mass Destruction Civil Support Teams

] ctil
ntroduction In a commencement address at the U.S. Maval Academy in May 1998, President Bill Units
Clinton announced that the nation would do more to protect its citizens against the
growing threat of chemical and biological terrarism. As part of this effort, he said, the
Departrment of Defense would form 10 teams to support state and local authorities in
the event of an incident invalving weapons of mass destruction.

Systems
Facilities
: 1stWMD CST [MA MG] - Matick

2nd WMD CST [NY MG] - Scotia

3rd WMD CST [PANG] - Annville

4th WMD CST [GADOD DJO]

5th WMD CST [IL MG] - Bartonwville
fith WMD CST [TK NG]

Tth WMD CST [MO NG]

Sth WMD CST [CO NG]

ath WMD CS5T [CANG]

10th WMD CST [WA NG] - Tacoma
11th WMD CST [ME NG]

13th WMD CST [RI NG]

14th WMD CST [CT NG]

15th WMD CST VT NG]

21st WMD CST [MNJ NG]

22nd WMD CST [PR NG] - San Juan
23rd WMD CST [VI NG] - St Croix
31st WMD CST [DE NG]

32nd WMD CST [MD NG]

33rd WMD CST [DC MG]

34th WMD CST [VA MG] - Blackstone
35th WMD CST WV NG] - 5t Albans
41st WMD CST [KY NG] - Louisville
42nd WMD CST [NC NG]

43rd WMD CST [SC MNG] - Eastover
44th WMD CST [FL NG] - Starke
45th WMD CST [TH NG| - Smyrna
46th WMD CST [ﬁ.L MG] - Montgomery

Industry
Operations

- The WMD Civil Support Teams were established to deploy rapidly to assist a local

incident commander in determining the nature and extent of an attack or incident;
provide expert technical advice on WWD response operations; and help identify and
Hews support the arrl'u'al of follow-on state and federal military response assets. They are joint units and, as such, can
Reports consists of both Army MNational Guard and Air Mational Guard personnel, with some of these units commanded by Air
Mational Guard lieutenant colonels.

Hot Documents

Policy

Budget The mission of Weapons of Mass Destruction Civil Support Teams (WMD-CST) is to support local and state

Congress authorities at domestic WMD/NBC incident sites by identifying agents and substances, assessing current and
Links projected consequences, advising on response measures, and assisting with requests for additional military support.

The WMD civil support teams are able to deploy rapidly, assist local firstresponders in determining the nature of an
Intelligence aftack, provide medical and technical advice, and pave the way for the identification and arrival of follow-on state and
federal military response assets. They provide initial advice on what the agent may be, assistfirst responders in that
Homeland Security detection assessment process, and are the first military responders on the ground, so that if additional federal
resources are called into the situation, they can serve as an advance party that can liaise with the Joint Task Force Civil
Support.

Public Eye The units provide critical protection to the force, from the pre-deployment phase of an operation at Home Station
through redeployment. They ensure that strategic national interests are protected against any enemy; foreign or
domestic, atternpting to employ chemical, biological, or radiological weapons - regardless the level of WMDIMNBC
threat. They are a key element of the Department of Defense's overall program to provide support to civil authorities in
the event of an incident invalving weapons of mass destruction in the United States.

They maintain the capability to mitigate the consequences of any WMDI/NBC event, whether natural or man-made. They
are experts in WMD effects and MBC defense operations.

53rd WMD CST [IN NG]
Bdth WMD CST [WI NG]
55th WMD CST [MMN NG] - St Paul
615t WMD C5T [AR NG] - Little Rock
62nd WMD CST [LA NG] - Canville
G3rd WMD CST [OK NG]

G4th WMD CST [MM NG] - Santa Fe

Search globalsecurity.org for “Weapons of Mass Destruction Civil Support Teams”
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2} Water Security Channel - WARN Central - Microsoft Internet Explorer
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address :E:I hikkp: [ v wakersc,orgfwarn, bkl w a a0 Links **
Gox Jght G ¥ [ Go & 5D @ Ej‘ 4 ﬁ Bookmarks » @]Dblnck&d ﬁ.;,g? Check + % Autolink = ** .;- Settings

POSTED FILES Water/Wastewater Agency Response MNetwork DWWYARM) systems facilitate a utilities-helping-utilities
approach to providing assistance during times of crisis. By establishing mutual aid agreements befare
a crizis occurs, YWARN participants pave the way for member utilities within (and outside) of their

REPORT AN respective states to send valuable aid in a quick and efficient manner.

INCIDENT

WARN participants can access specialized resources to assess and assist water and wastewater
UPGRADE TO systems until such time as the system can develop a permanent operating salution.

WaterlSAC
Update:
There are now six states with final agreements pending signatures and abaout 12 others in close
pursuit. By mid-year 2007 all 50 states will have had the opportunity to participate in the Utilities
Helping WMilities workshop series and by year end there could easily be another B-15 WARN states up
and running, in addition to the four existing WARMs in CA, FL, T and most recently LA,

ABOUT US

WARN Central FAQs NEW

Water Sector Support Statement
Jaoint Palicy Staterent

Established Programs
Calfornia WWARRM
Florida FlabWARRN w
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DRAFT

Sample Mutual Aid and Assistance Agreement

This Model Agreement contains procedures and standards for a water and wastewater ufility
Mutual Aid and Assistance Program. The MModel is based on existing water and wastewater ulil-
ity Mutual Ard and Assistance agreements implemented in California, Flornida, Texas, and Wash-
ington. While the Model shares some similanties with each of the four agreements, it is a unigue
document in and of itself

Creafting an agreement for Mutual Aid and Assistance involves a number of policy decisions.
The Mode! Agreement proposes specific approaches to Mutual Aid and Assistance Program
issues, however, reasonable minds will differ as fo whether the approaches presented in the
model! are the best. Accordingly, notes are included for each provision of the Mode! Agreement.
These notes highlight sigrnificant issues that arise in the drafting of a mutual aid and assistance
Program and how the Mode! Agreement approaches those issues. The notes also explain why
certain provisions are included in the Mode! Agreement.

Representatives of the water and wastewater industry can use this Model Agreement as a tool
to facilitate discussion on drafting an Intrastate Mutual Aid and Assistance agreement that best

i ymtratme thoie ol Hlosarmaroer sasbiiln ovoaedh imbea cfoate ofmmeimey mmememitteoes e eeseiean e rfiesen o o
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ARTICLE 1. =
§ PURPOSE —
(L
=
= Recognizing that emergencies may require assistance in the form of personnel, equipment, and
o supplies from outside the area of impact, the signatory utilities established an Intrastate Pro-
7’ gram for Mutual Aid and Assistance. Through the Mutual Aild and Assistance Program, Mem-
w bers coordinate response activities and share resources during emergencies. This Agreement
% seis forth the procedures and standards for the administration of the Intrastate Mutual Aid and
o Assistance Program.
£ Note on Article I
g
iy Article T briefly describes why water and wastewater utilities established a Program for Mutual
Ald and Assistance and the purposs of the Agresment Inclhosion of this Article recogmzes the TN
7 spirit and intent of the Mutaal Ald and Assistance Program.
£
=
S ARTICLE I
o DEFINITIONS
LT | B i i
A Emergency—~A natural or manmade event that is, or is likely to be, beyond the control of the
services, personnel, equipment, and facilities of a Mutual Aid and Assistance Program Member. =
= | Id d [ 2ecf00 [ B bl | © © | [l [=E]H oo
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Natlona Infrastructure Protection Plan

Drinking Water and Water Treatment
Systems Sector

Homeland Security Presidential Directive 7 (HSPD-7 ) identified 17 critical infrastructure and key
resources (C1/KR) sectors and designated Federal Government Sector-Specific Agencies (SSAs) for
each of the sectors. Each sector is responsible for developing and submitting Sector-Specific Plans
(S5Ps) and sector-level performance feedback to the Department of Homeland Security (DHS) to
enable national cross-sector CI/KR protection program gap assessments. S5As are responsible for
collaborating with public and private sector security partners and encouraging the development of

appropriate information-sharing and analysis mechanisms within the sector.
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Viehigan Dept.of Statespolice

SAENViichigan Department of State
Folle a(IVISP), along with local MSP
districts/iegions, will be working with
S=your county local emergency planning
=== —oordlnators (LEPC's) In
lmplementmg NIMS and ICS (Incident
Command System) programs in your
locales as a part of DHS funding and
Emergency management.
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JU.@ atural Malevelent acts...6
= modes of terrorism: CBRNE and
= cyber Chemical, biological,
radioactive, nuclear, exploswe
and cyber
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WARNING |

The system is either busy or has become unstable. Tou can walt and
see 1f 1t becomes awailable again, or you can restart your computer.

* Press any key to return to Windows and wait.

* Press CTRL+ALT+DEL again to restart your computar. You will
lose unsaved information in any programs that are runming.

Press any key to continue _
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Hormeland Security Activities and Contracts

Due to terrorist attacks on September 11, 2001, and
recent federal legislation and state authorizations,
the Michigan Department of Environmental Guality
(MDEG], Water Bureau 0WE), actively participates in
numerous Infrastructure Security Program activities.
The federal Public Health Security and Bioterrarizm
Preparedness and Response Act of 2002
[Bioterrorizm Act) requires drinking water systems
to comply with requirements by certain dates az a
part of the nation's homeland security efforts. Read
mare and view recent Powerpaint Presentations.
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DEQ - Threat Advisory Motification System &91;TANS&#93; Index - Microsoft Internet Explorer
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TAMS (Threat Advisory Motification System) is a controlled email
distribution system, maintained by the Michigan DEQ Security
Coordinator, and is utilized to periodically distribute security documents
pertaining to water and wastewater systems and installations. Mote:
Many of the attachments can nat be posted publicly due to For Official
Uge Only status.

adeline For TAMS mailing list additions, remowvals, and revisions, please contact
Laura Smith (smithla3@@mi. gov) via email.

Listed below are the TANS notices sent to date.

1. TAMS #1 To advise Michigan Public Water and Wastewater
Officials Of National Threat Level Coverage, December 22nd,
2003

2. TAMNS # To forward USEPA Water and Wastewater
Guidance, December 29th, 2003

Water and 3. TAMS #3 To advise Michigan Public Water and Wastewater

Wastewater Security Officials of National Threat Level Change, January Sth, 2004

4. TAMS #1 - Emergency Preparedness Guide To forward FEMA
Fire and Fire and Emergency Services Preparedness Guide
for the Homeland Security Advisory System, February dth,
2004

5. TAMS # To forward the Internet Weh Address for the
National Defense University Poster Entitled "Coping with an
Attack: A Quick Guide to Dealing with Biological, Chemical,
and "Dirty Bomb" attacks™; and to forward joint DH5-FBI
informational bulletin entitled "Potential Threats to Great
Lakes Area” Dated 3/19/04, March 15th, 2004
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| DEQ - Homeland Security Presidential Directives (HSPD) Index - Microsoft Internet Explorer
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Homeland Security Presidential Directives record and communicate Related Content
presidential decisions about the homeland security policies of the United ole Top Design, Train-the-
States. The following directives provide guidance or outline framewark for
public water systermn security.

« HSPD # Management of Domestic Incidents, February 25th,
2003

+« HISPD £ Critical Infrastructure ldentification, Prioritization,
and Protection, December 17th, 2003

« HSPD #5 National Preparedness, December 17th, 2003

« HSPD #1 Defense of United States Agriculture and Food,
January 30th, 2004
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GO nces of water per day
ECO r mended

2 DE’ dy//is approximately 65% water

—e| |ghest water intake

== recommendatlon. 372 ounces for
an adult male exercising in hot
weather
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Human Population Growth Since 1 A.D.
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_' "‘—others aboard United
~ Airlines Flight 93, Sept 11t,
2001.

® The terrorists planned to
crash the plane into the U.S.
Capitol
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Jr]F 9¢...what several states
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Fﬁ—- conference said the water
system provided after a
disaster...nope
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s Andrew Kehoe detonated 500 pound of

ite at the Bath Community Consolidated Schools in mid-
ligan, killing 37 children and 7 adults. Fifty others were
fed. This was the worst act of terrorism in the United
es until the Oklahoma City bombing. [80t anniversary]




n April 19T 1995, Timothy
McVeigh parked a rented Ryder
truck with explosives in front of the
Alfred P. Murrah Federal Building
complex and, at 9:02am, a massive
explosion occurred which sheared
the entire north side of the building,
Killing 168 people.
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— Real-Time Monitoring
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