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Why drinking water security?Why drinking water security?



••Malevolency…akin Malevolency…akin 
to malignancy…not to malignancy…not 
a fun subject…but a fun subject…but 
yet, realityyet, reality



SecuritySecurity

••freedom from danger, freedom from danger, 
risk, safety; something risk, safety; something 
that secures or makes that secures or makes 
safe; protection; safe; protection; 
defense. defense. 



PreparednessPreparedness

••State of readinessState of readiness
••Possession of adequate Possession of adequate 
armed forces, industrial armed forces, industrial 
resources and potential, resources and potential, 
especially as a deterrent to especially as a deterrent to 
an enemy attackan enemy attack



TAKE HOMESTAKE HOMES

•• 1. You are a first responder1. You are a first responder
•• 2. The majority of security improvements have 2. The majority of security improvements have 

been completed (VA CIP contract)been completed (VA CIP contract)
•• 4. Tabletop Exercises are useful in preparing you 4. Tabletop Exercises are useful in preparing you 

for terrorist acts/all hazards. (TTT/TTX contract)for terrorist acts/all hazards. (TTT/TTX contract)
•• 5. WARN is useful to be a part of5. WARN is useful to be a part of
•• 6. Chlorine risk/benefit needed (2 contracts)6. Chlorine risk/benefit needed (2 contracts)
•• 7. All hazards includes terrorism (CBRNE/cyber)7. All hazards includes terrorism (CBRNE/cyber)



Hot TopicsHot Topics

•• New federal law: PL New federal law: PL –– 053: 9/11 Commission Act 053: 9/11 Commission Act 
of 2007of 2007
--voluntary preparedness voluntary preparedness stdsstds. & certification. & certification
--national database identifying critical national database identifying critical 
infrastructureinfrastructure

--Nat’alNat’al Commission on Infrastructure billCommission on Infrastructure bill
--Water Security grants bill…Water Security grants bill…akaaka Water Security Act Water Security Act 

of 2007of 2007
--$245 M for water & wastewater security$245 M for water & wastewater security



MDEQ Water Bureau InitiativesMDEQ Water Bureau Initiatives

•• Gas Chlorine reductionGas Chlorine reduction
•• VA CIP follow VA CIP follow –– up up 
•• TTTTTT--TTXTTX
•• 2 2 FTX’sFTX’s funded for FY 08funded for FY 08
•• WARNWARN



Gas Chlorine Conversion ProjectGas Chlorine Conversion Project

•• New MDEQ project to provide utilities with New MDEQ project to provide utilities with 
risk/benefit information for making an informed risk/benefit information for making an informed 
decision on the continued use of gaseous decision on the continued use of gaseous 
chlorinechlorine

•• 117 largest water & wastewater facilities that 117 largest water & wastewater facilities that 
use gaseous chlorineuse gaseous chlorine

•• Provide practical decision making to assess cost Provide practical decision making to assess cost 
of conversion of conversion 

•• Initial MDEQ & contractors meeting held 8/22/07Initial MDEQ & contractors meeting held 8/22/07



Gaseous Chlorine ProjectGaseous Chlorine Project

•• PreinPrein & & NewhoffNewhoff contractor for the contractor for the outstateoutstate
facilities: nonfacilities: non--UASI area: 95 facilities: 73 water UASI area: 95 facilities: 73 water 
and 22 wastewater and 22 wastewater 

•• CDM CDM –– Michigan contractor for the southeast Michigan contractor for the southeast 
michiganmichigan urban area urban area –– UASI: urban area security UASI: urban area security 
initiative: City of Detroit, Wayne, Oakland, initiative: City of Detroit, Wayne, Oakland, 
Macomb, St. Clair, Washtenaw, and Monroe Macomb, St. Clair, Washtenaw, and Monroe 
counties: 22 facilities: 13 water and 9 counties: 22 facilities: 13 water and 9 
wastewater wastewater 





Gaseous Chlorine: New York CityGaseous Chlorine: New York City

•• Police on Alert As Chlorine Police on Alert As Chlorine 
Hits Iraq:  NYPD Begins Hits Iraq:  NYPD Begins 
Tracking Shipments Tracking Shipments 

••NYPD is concerned about NYPD is concerned about 
dangerous materials that are dangerous materials that are 
stored in or transited through the stored in or transited through the 
city. [ May 1, 2007 ] city. [ May 1, 2007 ] 



Bioterrorism Act of 2002: Bioterrorism Act of 2002: 
population > 3,300population > 3,300

••Vulnerability Vulnerability 
Assessments (VA’s)Assessments (VA’s)

••Emergency Response Emergency Response 
Plans (Plans (ERP’sERP’s))



What is a Vulnerability Assessment?What is a Vulnerability Assessment?

•• Vulnerability Assessments evaluate Vulnerability Assessments evaluate 
water systems’ susceptibility to water systems’ susceptibility to 
potential threats and identify potential threats and identify 
corrective actions that can reduce or corrective actions that can reduce or 
mitigate the risk of serious mitigate the risk of serious 
consequences from adversarial consequences from adversarial 
actions.actions.



What is an Emergency Response What is an Emergency Response 
Plan (ERP)Plan (ERP)

•• An Emergency Response Plan is a An Emergency Response Plan is a 
process which describes actions, process which describes actions, 
procedures and equipment which can procedures and equipment which can 
prevent or significantly lessen the prevent or significantly lessen the 
impact of terrorists’ attacks or other impact of terrorists’ attacks or other 
malevolent acts on the water system.malevolent acts on the water system.



VA CIP FollowVA CIP Follow--upup

••Vulnerability Assessment Vulnerability Assessment 
Capital Improvement Plan (VA Capital Improvement Plan (VA 
CIP) followCIP) follow--up up 

••CDM Michigan contractorCDM Michigan contractor



VAVA--CIP Project GoalsCIP Project Goals

••Assess status of capital Assess status of capital 
projects identified in Utility projects identified in Utility 
Vulnerability AssessmentsVulnerability Assessments

••Identify remaining project Identify remaining project 
needsneeds



VAVA--CIP SurveyCIP Survey
•• Completed by utility Completed by utility –– interview, interview, 

fax, mail or phone; fax, mail or phone; 
•• Survey Questions:Survey Questions:

–– VA projects VA projects ID’dID’d/VA projects done/VA projects done
–– Timeline for completion of remaining Timeline for completion of remaining 

projectsprojects
–– Projects identified postProjects identified post--VAVA
–– Projects completed postProjects completed post--VAVA
–– Changes in policies & proceduresChanges in policies & procedures
–– Changes in emergency response plansChanges in emergency response plans



Number of Public Water Number of Public Water 
Systems SurveyedSystems Surveyed
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CIP Project CostsCIP Project Costs

•• >$25M total>$25M total
•• Range Range 

–– Min $100 new  locksMin $100 new  locks
–– Max $5M new backup generatorsMax $5M new backup generators



Typical ProjectsTypical Projects

•• LocksLocks
•• FencesFences
•• CamerasCameras
•• Card key Card key 

accessaccess
•• GeneratorsGenerators



Innovative ProjectsInnovative Projects

•• New water plantNew water plant
•• Grease gun on top of external pipe to Grease gun on top of external pipe to 

keep critters offkeep critters off
•• Others??Others??



Policy & ProceduresPolicy & Procedures

•• Almost all utilities Almost all utilities 
modified policies modified policies 
and proceduresand procedures



Emergency Response PlansEmergency Response Plans
•• Almost all utilities modified Almost all utilities modified ERPsERPs

based on VA assessmentbased on VA assessment



ConclusionsConclusions

•• Utilities have completed the majority Utilities have completed the majority 
(1,336/1670 = 80 %) of the security (1,336/1670 = 80 %) of the security 
related projects related projects ID’dID’d in their VA’sin their VA’s

•• The attention to and implementation of The attention to and implementation of 
security projects in Michigan has been security projects in Michigan has been 
excellentexcellent

•• Security projects remain uncompleted & Security projects remain uncompleted & 
need funding to completeneed funding to complete



Next Steps in VANext Steps in VA--CIP ProjectCIP Project

•• Annual assessment of changes Annual assessment of changes 
–– Contact all utilitiesContact all utilities
–– Brief questionnaire on new activitiesBrief questionnaire on new activities
–– 20072007
–– 20082008



Tabletop ExercisesTabletop Exercises
••Patriot Services, Inc., Patriot Services, Inc., 
Walled Lake, MI.Walled Lake, MI.

••Contract started Contract started 
9/15/069/15/06



TTX’sTTX’s

•• Perform 10 Train the Trainer conferences Perform 10 Train the Trainer conferences 
for to instruct how to conduct tabletop for to instruct how to conduct tabletop 
exercisesexercises

•• Perform 30 tabletops at 20 public water Perform 30 tabletops at 20 public water 
systems, 5 wastewater treatment plants, systems, 5 wastewater treatment plants, 
and 5 non community water systems on a and 5 non community water systems on a 
population priority basispopulation priority basis



TTT/TTX statusTTT/TTX status

•• 9 9 TTT’sTTT’s held with 110 participantsheld with 110 participants
•• 6 6 TTX’sTTX’s held with 99 participantsheld with 99 participants
••Overall evaluation: time well Overall evaluation: time well 

spentspent
•• All TTT materials available on All TTT materials available on 

MDEQ Water Bureau Water & MDEQ Water Bureau Water & 
Wastewater web siteWastewater web site



TTX’sTTX’s: Tabletop Exercises: Tabletop Exercises

••Improves Relationships Improves Relationships 
and puts faces to namesand puts faces to names

••Raises the awareness of Raises the awareness of 
the importance of the the importance of the 
water system and it’s water system and it’s 
vulnerabilityvulnerability



Who Do You Invite to a TTX?Who Do You Invite to a TTX?

•• Identify stakeholders that you may want Identify stakeholders that you may want 
to invite to participate in the exercise. to invite to participate in the exercise. 

•• Stakeholders may include representatives Stakeholders may include representatives 
from public safety (e.g., police and fire), from public safety (e.g., police and fire), 
elected officials (e.g., city council elected officials (e.g., city council 
members, city manager, and mayor), members, city manager, and mayor), 
public health, wastewater, and county public health, wastewater, and county 
emergency management organizations.emergency management organizations.



TTX/TTX/FTX’sFTX’s

••Suggest annual TTXSuggest annual TTX
––‘use it’ or ‘lose it’ concept‘use it’ or ‘lose it’ concept

••FTX’sFTX’s: Field training : Field training 
exercisesexercises
––Equipment & personnel Equipment & personnel 
mobilized and usedmobilized and used



TTX’sTTX’s conceptsconcepts

•• Hopes and FearsHopes and Fears
•• BootstrapsBootstraps
•• Hearts and MindsHearts and Minds
•• RelationshipsRelationships
•• PartnershipsPartnerships
•• uniformsuniforms



TTX concept: PartnershipsTTX concept: Partnerships

•• It’s important to have as It’s important to have as 
many partners at the many partners at the 
table necessary to assist table necessary to assist 
your water system meet your water system meet 
its missions.its missions.



TTX’sTTX’s Lessons LearnedLessons Learned

1. Emergency Response Plan [ERP]: use it 1. Emergency Response Plan [ERP]: use it 
to train staff, police, and fire to train staff, police, and fire deptsdepts and  and  
Emergency Operations Center (EOC)Emergency Operations Center (EOC)

2. 800 megahertz radios allow 2. 800 megahertz radios allow commscomms
3. isolation/containment/investigation3. isolation/containment/investigation
4. MANG 514. MANG 51stst CST in ERPCST in ERP
5. Reverse 911 using GIS public notification5. Reverse 911 using GIS public notification



TTX’sTTX’s: lessons : lessons learned(cont’dlearned(cont’d))

6. public not as familiar w/ ‘do not drink’, 6. public not as familiar w/ ‘do not drink’, 
‘do not use’ notices as they are w/ ‘boil ‘do not use’ notices as they are w/ ‘boil 
water advisories’water advisories’

7. The ‘canary’ is people on the distributed 7. The ‘canary’ is people on the distributed 
water water 

8. If you deal with all six modes of terrorism 8. If you deal with all six modes of terrorism 
[CBRNE & cyber] annually in a TTX, you [CBRNE & cyber] annually in a TTX, you 
will be better prepared.will be better prepared.



TTX: Lessons Learned: 51TTX: Lessons Learned: 51stst Civil Civil 
Support Team (CST)Support Team (CST)

•• Michigan Army National GuardMichigan Army National Guard
•• Augusta, MIAugusta, MI
•• Fort CusterFort Custer

•• ALL ALL ERP’sERP’s should have the 51should have the 51stst

CST listed in event of terrorist CST listed in event of terrorist 
attackattack



TTX: Lessons Learned: Michigan TTX: Lessons Learned: Michigan 
National Guard 51National Guard 51stst WMD Civil WMD Civil 
Support TeamSupport Team
•• Michigan National GuardMichigan National Guard

–– 5151stst Weapons of Mass Destruction (WMD) Civil Weapons of Mass Destruction (WMD) Civil 
Support TeamSupport Team

–– 2750 272750 27thth Street,  Augusta, MI  49012 Street,  Augusta, MI  49012 –– 92059205
–– Lt. Col. Clark D. Lt. Col. Clark D. HingaHinga, Commander, Commander
–– Cell: 269 420 3861 // direct line: 269 731 6531Cell: 269 420 3861 // direct line: 269 731 6531

fax: 269 731 6449     fax: 269 731 6449     
–– Unit: 269 731 6522Unit: 269 731 6522
–– E mail:  E mail:  clark.hinga@mi.ngb.army.milclark.hinga@mi.ngb.army.mil



Search globalsecurity.org for “Weapons of Mass Destruction Civil Support Teams”



WARNWARN

••Water and Water and 
Wastewater Wastewater 
Agency Response Agency Response 
NetworkNetwork



WARNWARN

••Intrastate Intrastate 
Utilities Helping Utilities Helping 
UtilitiesUtilities



WARNWARN

••Web based list of Web based list of 
credentialed personnel, credentialed personnel, ieie, , 
certified operator, licensed certified operator, licensed 
electrician,  and specific electrician,  and specific 
equipment available to equipment available to 
assist other utilitiesassist other utilities







WARNWARN

••Mutual Aide Mutual Aide 
Agreement (MAA)Agreement (MAA)
––Specifies details on Specifies details on 
arrangements for arrangements for 
assistanceassistance



Mutual Aid Agreement (MAA)Mutual Aid Agreement (MAA)



Mutual Aid Agreement (MAA)Mutual Aid Agreement (MAA)



Water Sector Specific PlanWater Sector Specific Plan

•• One of 17 sectors identified by the One of 17 sectors identified by the 
National Response Plan: food, defense, National Response Plan: food, defense, 
energy, health, national icons, banking, energy, health, national icons, banking, 
drinking water/wastewater treatment, drinking water/wastewater treatment, 
chemical, commercial, dams, emergency chemical, commercial, dams, emergency 
services, nuclear reactors, information services, nuclear reactors, information 
technology/telecommunications, technology/telecommunications, 
postal/shipping, transportation, postal/shipping, transportation, 
governmentgovernment



National Response PlanNational Response Plan

••Response to Response to 
What?...exactlyWhat?...exactly















TANSTANS

••Threat Advisory Notification Threat Advisory Notification 
System (TANS)System (TANS)

••747 email addresses 747 email addresses 
maintained by MDEQ for the maintained by MDEQ for the 
distribution of security distribution of security 
information to drinking water information to drinking water 
and wastewater systems.and wastewater systems.



Michigan Dept of State PoliceMichigan Dept of State Police

•• The Michigan Department of State The Michigan Department of State 
Police (MSP), along with local MSP Police (MSP), along with local MSP 
districts/regions, will be working with districts/regions, will be working with 
your county local emergency planning your county local emergency planning 
coordinators (coordinators (LEPC'sLEPC's) in ) in 
implementing NIMS and ICS (Incident implementing NIMS and ICS (Incident 
Command System) programs in your Command System) programs in your 
locales as a part of DHS funding and locales as a part of DHS funding and 
emergency management.emergency management.



FEMA: Federal Emergency FEMA: Federal Emergency 
Management AgencyManagement Agency
•• DHS grant money will be assigned by DHS grant money will be assigned by 

regions = 8 Mich. State Police districtsregions = 8 Mich. State Police districts
•• Utilities need to be NIMS compliant Utilities need to be NIMS compliant 
•• NIMS = National Incident Management NIMS = National Incident Management 

SystemSystem
•• ICS = Incident Command SystemsICS = Incident Command Systems
•• NRP = National Response PlanNRP = National Response Plan



Nat’alNat’al Incident Management Incident Management 
System: FLOPAISystem: FLOPAI

•• FinancingFinancing
•• LogisticsLogistics
•• OperationsOperations
•• PlanningPlanning
•• AdministrationAdministration
•• InvestigationInvestigation



All HazardsAll Hazards

••Natural: Ice storms, power Natural: Ice storms, power 
outages, tornadoes, floodsoutages, tornadoes, floods

••Unnatural: Malevolent acts…6 Unnatural: Malevolent acts…6 
modes of terrorism: CBRNE and modes of terrorism: CBRNE and 
cyber: Chemical, biological, cyber: Chemical, biological, 
radioactive, nuclear, explosive radioactive, nuclear, explosive 
and cyberand cyber



Prepared for all hazardsPrepared for all hazards

•• Natural IncidentsNatural Incidents
•• C HEMICALC HEMICAL
•• B IOLIGICALB IOLIGICAL
•• R ADIOLOGICALR ADIOLOGICAL
•• N UCLEARN UCLEAR
•• E XPLOSIVEE XPLOSIVE
•• CYBERCYBER



ICE STORMICE STORM



TORNADOTORNADO



FLOODINGFLOODING



CHEMICALCHEMICAL



BIOLOGICALBIOLOGICAL



Flu PandemicFlu Pandemic

••Due to the construct Due to the construct 
of the world, an of the world, an 
influenza pandemic is influenza pandemic is 
likely at some point in likely at some point in 
the future.the future.



RADIOLOGICALRADIOLOGICAL



EXPLOSIVEEXPLOSIVE



NUCLEARNUCLEAR



CYBERCYBER











••Water Security Water Security 
Sound BytesSound Bytes



Preparedness/Security = CIP 3Preparedness/Security = CIP 3

••Capital Improvement PlanCapital Improvement Plan
••Continuous Improvement Continuous Improvement 
ProgramProgram

••Critical Infrastructure Critical Infrastructure 
ProtectionProtection



Human Water Needs: some #’sHuman Water Needs: some #’s

•• 64 ounces of water per day 64 ounces of water per day 
recommendedrecommended

••Body is approximately 65% waterBody is approximately 65% water
••Highest water intake Highest water intake 

recommendation: 372 ounces for recommendation: 372 ounces for 
an adult male exercising in hot an adult male exercising in hot 
weatherweather



How Many People ?How Many People ?

•• MORE PEOPLEMORE PEOPLE
•• WHAT KIND OF PEOPLE ?WHAT KIND OF PEOPLE ?



Bruce Thompson, EcoTracs, 937 E. Browning Ave. Salt Lake City, UT 84105 (801) 467-3240



Todd BeamerTodd Beamer



““Let’s Roll!”Let’s Roll!”

•• Nobody knows the courage, Nobody knows the courage, 
importance and impact of importance and impact of 
the sacrifices made by Todd the sacrifices made by Todd 
Beamer, Jeffery Glick, Beamer, Jeffery Glick, 
Thomas Burnett Jr., and Thomas Burnett Jr., and 
others aboard United others aboard United 
Airlines Flight 93, Sept 11Airlines Flight 93, Sept 11thth, , 
2001.2001.

•• The terrorists planned to The terrorists planned to 
crash the plane into the U.S. crash the plane into the U.S. 
Capitol Capitol 

Todd Beamer



SecuritySecurity

••……is active, not is active, not 
passivepassive



Water programWater program

••Our greatest strength Our greatest strength 
is our greatest is our greatest 
weakness…our weakness…our 
successsuccess



Human NatureHuman Nature

••You don’t know You don’t know 
what you have what you have 
until you don’t until you don’t 
have it.have it.



Hurricane Katrina: we can’t Hurricane Katrina: we can’t 
predict…but, we can preparepredict…but, we can prepare



General Motors Global SecurityGeneral Motors Global Security

••““you play like you you play like you 
practice”practice”

••“protect people and “protect people and 
profits”…revenues in profits”…revenues in 
the case of a utilitythe case of a utility



Abstract IssuesAbstract Issues

••The more The more 
abstract the abstract the 
issue, the more issue, the more 
important it is.important it is.



Abstract Issues More ImportantAbstract Issues More Important

••SecuritySecurity
••Hope…what several states Hope…what several states 
presenting at the WARN presenting at the WARN 
conference said the water conference said the water 
system provided after a system provided after a 
disaster…hopedisaster…hope



PlansPlans

••““All plans are All plans are 
good…until the first good…until the first 
shot is fired”    shot is fired”    ––
military maximmilitary maxim



PlansPlans

••““everyone has a everyone has a 
plan…until they’re plan…until they’re 
hit” hit” -- Mike TysonMike Tyson



SemperSemper ParatusParatus

•• US Coast Guard US Coast Guard 
motto…always motto…always 
preparedprepared

•• US Coast Guard US Coast Guard 
Admiral Thad W. Admiral Thad W. 
Allen Allen –– Hurricane Hurricane 
Katrina briefKatrina brief



Three Tough QuestionsThree Tough Questions

••If not you, who ?If not you, who ?
••If not now, when ?If not now, when ?
••Your bootstraps…who Your bootstraps…who 
pulls them up?pulls them up?



6 P’s6 P’s

••Proper prior Proper prior 
planning planning 
prevents poor prevents poor 
performanceperformance



EPILOGUEEPILOGUE



On May 18, 1927, Andrew Kehoe detonated 500 pound of 
dynamite at the Bath Community Consolidated Schools in mid-
Michigan, killing 37 children and 7 adults. Fifty others were 
injured. This was the worst act of terrorism in the United 
States until the Oklahoma City bombing. [80th anniversary]

Bath, Michigan ExplosionBath, Michigan Explosion



On April 19TH, 1995, Timothy 
McVeigh parked a rented Ryder 
truck with explosives in front of the 
Alfred P. Murrah Federal Building 
complex and, at 9:02am, a massive 
explosion occurred which sheared 
the entire north side of the building, 
killing 168 people. 

Oklahoma City BombingOklahoma City Bombing



2005 Water Security Congress: 2005 Water Security Congress: 
Oklahoma CityOklahoma City

•• Concepts at the conferenceConcepts at the conference
–– CanariesCanaries
–– TechnologyTechnology
–– RelationshipsRelationships
–– EvolvingEvolving
–– RealReal--Time MonitoringTime Monitoring

Oklahoma City National Memorial
Site of Murrah Federal Building



August 13 – 8:29 PM
~ 20 hours BEFORE

August 14 – 8:14 PM
~ 4 hours AFTER

BLACKOUT 2003 – August 14 ~ 4:15 PM EDT
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Local actions are the most Local actions are the most 
importantimportant

•• During the power outage of August During the power outage of August 
2003, it wasn’t the state or federal 2003, it wasn’t the state or federal 
government that minimized the government that minimized the 
negative impact of the power negative impact of the power 
outage…outage…
It was the local utility and public It was the local utility and public 
safety officials who kept the services safety officials who kept the services 
to the community going as best they to the community going as best they 
could.could.

Federal,Federal,
TribalTribal

StateState

LocalLocal





Greatest Medical Milestone since Greatest Medical Milestone since 
1840 [167 yrs]…British Medical 1840 [167 yrs]…British Medical 
JournalJournal
•• Improved sewage disposal and clean Improved sewage disposal and clean 

water supply systems, which have water supply systems, which have 
reduced diseases such as cholera, reduced diseases such as cholera, 
was the overwhelming favorite of was the overwhelming favorite of 
11,341 people worldwide who voted 11,341 people worldwide who voted 
in a 2006 survey conducted by the in a 2006 survey conducted by the 
British Medical Journal.British Medical Journal.
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