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Executive Summary  
Drinking water utilities in the State of Michigan were surveyed regarding their 
emergency preparedness and management. The surveys specifically addressed the 

implementation and future needs derived from the utilities õ Vulnerability  

Assessments [VA  (United Statesõ Bioterrorism Act of 2002)]. 

The project was divided into three phases. The first phase included site visits and a 

survey to assess project identification  and implementation following the VAs. Phase 2 

consisted of a survey administered to assess ongoing planning and needs for 

infrastructure  related to security and to assess the util ity  familiar ity  and interest in the 

evolving Michigan WARN (Water and Wastewater Agency Response Networks) 

program. The final phase addressed emergency management, including 
documentation , practices and procedures. 

A total of 293 Michigan community  drinkin g water utilities  of all sizes were contacted 

and requested to participate  in this project. Of the original list, 216 participated in 
Phase 1, 130 in Phase 2 and 102 in Phase 3. 

In Phase 1, utilities  were surveyed to assess their implementation of recommendations 

from their VA .Between 2002-2006, utilities  had completed 66 percent of their VA 

identified  projects. An additional 175 projects had been identified after completion of 

the VA.  Therefore, a total of 1,899 security projects from 216 different utiliti es were 

identified  ð of which 1,244 have been completed. On average, each utility completed 
five projects resulting from the VA and has identified  less than one project post VA. 

Typical projects included locks, fences, cameras, motion detectors, card key access 

and emergency power generators. Project costs were requested, and some utilities 
were able to provide data. Completed project costs ranged from $100 for new locks to 

$5 million for new generators. Ninety -one Michigan water utilities have spent more 

than $12 million on security projects and still  need more than $16 million  for 
additional projects.  In Phase 1, utilities were also asked about their emergency 

policies and procedures. Sixty-seven percent updated these as a result of the VA , 

while emergency response plans were updated by 38 percent.   

In Phase 2, utilities  were surveyed on current year 2007 completed VA projects and 

projected future projects. Specifically, budget expenditures and needs were captured 

along with project types.  Utilities  were spending a wide range of funds on security, 
ranging  from $50 for locks to more than $12 million for a comprehensive security 

project. On average, utilities were spending about $375,000 per year in 2007 for 

security and needed almost $400,000 per utility in the near future. Based on 
participation in the survey by 31 utilities , this equates to approximately $12 million 

per year for these utilities. Utilities  were also surveyed regarding knowledge of and 

anticipated participation in the evolving Michigan WARN p rogram. While 37 utilities  
indicated an interest in participation, 89 did  not primarily because of lack of 

familiarity.  
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The main topics addressed in Phase 3 included documentation, practice and 

procedures related to emergency management. Most utilities pe rform some level of 

routine updating of their emergency response plans (ERPs), although the frequency 
and extent of these updates varied . Common problems with updating ERPs included 

obtaining current contact information and lack of time.  ERPs addressed a wide variety 

of scenarios, including natural disasters, alternative water supply, distribution system 
contamination and power outages. Boil water notice templates were common. 

Utilities were generally unaware of the requirements for a consequence management 

plan and very few utilities had developed one. Tabletop exercises were performed by 
more than half of the utilities but with varying frequency.  Full -scale exercises were 

uncommon. Performance metrics for assessing success of exercises were largely 

nonexistent. However, most utilities had formal relationships with at least Police and 
Fire for emergency response. Utilities also provided some routine frequency of staff 

training on ERPs, but almost half had no National Incident Management System 

(NIMS)  -trained personnel. 

Based on project survey results, a number of recommendations can be made to 

enhance utility emergency management and security project implementation .  

Assistance with identifying funding opportunities and completing applications for 
grants wou ld be a benefit to utilities as funding for security was frequently noted as a 

challenge. Education on the existence of the WARN program should be conducted. 

Routine updating of ERPs, policies and procedures should be promoted.  Combining 
consequence management plans into the ERP to form a single document, 

accompanied by utility education on content, would be a benefit.  It was also noted 

during the survey that there are a wide variety of scenarios that utilities have 
included in their ERPs and that sharing, prioritization and template preparations for 

these scenarios could benefit Michigan utilities. Similarly, this approach for 

relationships with other organizations , such as the medical community, could be 
developed and shared. Assistance with tabletop exercises would help utilities with  

preparedness and could be combined with developing and applying  performance 

metrics to assess success. In general, utilities were receptive to any template or 

instructional opportunity that would reduce their time commitment while providing 

enhancements to their emergency management programs. 
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Section 1: Phase 1 
1.1 Phase 1 Project Objectives  
The MDEQ initially identified 2 88 water utilities in the State of Michigan for site visits 
by CDM Michigan Inc. and Michigan Rural Water  Association (MRWA ). The purpose 

of these site visits was to interview utility staff on the progress of water security 

improvements identified during the utility õs VA and post-VA.  The completion rate of 
the projects was assessed and remaining needs identified. Information was collected 

on the types of projects and approximate costs where available. In addition, the 

utilities provided information on whether they updated policies, procedures and 

emergency response plans as part of their VA and as later activities. The intent of this 

project was to assess the utility accomplishments and to recognize remaining needs 

for security capital improvement projects.  Community water systems including large, 
medium and small supplies were surveyed.   

This project phase occurred during  September 15, 2006 ð September 27, 2007. 

1.2 Process for Data Collection  
All information was treated as confidential , and all utilities were assigned a unique 
identifier.   

Utilities were contacted by phone, fax and/or e -mail.  Three attempts were made, 

using multiple methods, to contact all utilities.  Participation was voluntary. After 
three contacts, utilities were considered to be non-responsive. Information on the 

program and a two -page survey were included when the utilities were contacted  (see 

Appendi ces A and B). Utilities were scheduled for a site visit by either CDM or 
MRWA so that a survey could be completed. Optionally, they were offered the 

opportunity to complete the form independently and return it via fax or e -mail.  

Utilities that selected this option  typically required phone consultation to help 
complete the form. A few utilities requested that the survey be completed exclusively 

via phone interview.   

The data received from the utilities was captured on a hard copy form and then 
entered into an Access database for data analysis. The database captured the unique 

ID, the evaluator, the role of the person interviewed, interview attendees, date of 

contact, type of contact, number of projects identified in the VA, number of projects 
completed, number of projects identified post -VA, number of post -VA identified 

projects completed and any comments. Comments included details on projects and 

cost estimates if available.  

1.3 Utility Response Rate  
The initial list supplied by the MDEQ was re viewed and some additional contacts 

added, resulting in a list of 299 utilities.  Of these, six were a part of another system 

and participated as a single unit. Therefore, the final number of potential participants 
was 293, of which 216 (74 percent) partici pated in the study (Figure 1-1). A number 
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either did not respond or indicated that they would complete the survey but failed to 

deliver it on time  (total number 52 or 18 percent). Twenty -five (9 percent) of utilities 

declined to participate in the survey.  

Figure 1-1:  Rate of Utility Participation in Project Survey 

 
 

The utility size based on population served is presented in Table 1-1. This distribution 

is fairly representative of the utility size distribution in Michigan.  A small number of 
utilities pro vided  insufficient information to be able to determine their population 

size. 

Table 1-1:  Population Served by Participating Utilities 

Population Served 
Number of Utilities 

Responding to the Survey 

Percent of Utilities 

Completing the Survey 

1 ï 5,000 55 25% 

5,001 ï 10,000 53 25% 

10,001 ï 50,000 76 35% 

50,001 ï 100,000 10 5% 

>100,001 6 3% 

Utility not identified  14 6% 

 

1.4 Results 
1.4.1Security Projects 
In Michigan, a total of 1 ,724 projects were identified in the VA s and 175 post-VA 

(Table 1-2 and Figure 1-2). Michigan water utilities identified a total of 1 ,899 security 
projects ranging from the addition of new locks to emergency generators.  
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Table 1-2 Number of Security Projects Completed by Water Utilities from 2002-2007 

 From VA Post VA Total  

Number of Projects Identified 1,724 175 1,899 

Number of Projects Completed 1,138 100 1,244 

Number of Projects for Future 586 75 661 

 
Figure 1-2:  Completion Rate of Security Projects Identified by Vulnerability 

Assessments or post VA from 2002-2007 

 
 

Of these projects, the majority have been completed. Sixty-six percent of the projects 

identified as part of the VAs have been completed, and 57 percent of security projects 

identified at a later date have been accomplished (Figure 1-3). The most common 
reasons for not completing projects included lack of funding, lack of staff time and 

inability to implement the project . In some instances, utilities found that initial plans 

proved impractical or impossible to complete. Therefore, a total of 1 ,244 security 

based projects have been completed to enhance the security of water utilities in 

Michigan. The data collected indicate that Michigan utilities identified on average 

eight projects per utility from their VA and completed on average five  projects per 
utility ( Figure 1-3). The utilities continued to identify projects post -VA , demonstrating  

a continued effort in security enhancements.  On average, slightly less than one 

project per utility was identified and completed post -VA.  
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Figure 1-3:  Average Number of Projects Identified and Completed per Michigan Utility 
Based on the VA Report and Post-VA 

 
 

1.4.2 Project Types 

Typical projects included locks, fences, cameras, motion detectors, card key access 

and emergency power generators (Figure 1-4).   

Figure 1-4: Types of Projects Identified during VA, Post- VA and Future Needs 
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1.4.3 Project Costs 

Project costs ranged from $100 for new locks to $5 million for new generators to 
supply power backup.  In the State of Michigan, water utilities have spent more than 

$12 million on security -based projects, but still estimate they need more than $16 

million to complete additional security enhancements (Figure 1 -5). This is the 
equivalent of spending $135,000 per utility, with a remaining $586,000 per utility 

needed based on the survey participants (Figure 1-6). Ninety -one utilities were able to 

supply approximate costs for the VA projects, eight for post-VA projects and 28 for 
future needs. Because of this response rate, project costs were pursued in more detail 

in the next phase of the project. 

Figure 1-5: Total Amount Spent and Total Needed for Security 
 Projects by Water Utilities in the State of Michigan 
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Figure 1-6: Expended and Needed Cost per Utility for Security Improvements 

 
 

1.4.4 Policies and Procedures 
Sixty-seven percent of utilit ies modified their policies and procedures  as part of their 

VA (Figure 1-7 for percentage and Table 1-3 for number) . Thirty percent  did not  
update their ERPs as a result of the VA recommendations.  

 
Figure 1-7: Percent of Utilities that Made Policy  

and Procedure Changes as a Result of the VA 
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Table 1-3: Number of Utilities that Made Policy and  
Procedure Changes as a Result of the VA 

Number of Utilities with Policy and Procedure Changes 

Yes 136 

No 61 

No Response 7 

 

1.4.5 Emergency Response Plan Updates 

Thirty -eight percent of utilities updated their ERPs. However, this was often a routine 

update and not just driven by the VA  (Figure 1-8 for percentage and Table 1-4 for 

number) . Fifty -eight percent did not update these plans, and 4 percent were unsure if 

this had been done. 

Figure 1-8: Percent of Utilities with Modifications to  
Emergency Response Plans as a Result of the VA 
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Table 1-4: Number of Utilities that made Policy  
and Procedure Changes as a Result of the VA 

Number of Utilities that Modified Emergency Response Plan 

Yes 78 

No 118 

No Response 8 

 

1.5 Conclusions 
Utilities demonstrated both implementation of security -based capital improvement 
projects as well as identification of future needs. Utilities had completed 66 percent of 

their VA -identified projects , which totaled 1,244 individual finished projects.  An 

additional 175 projects had been identified after completion of the VA, with 100 of them 
being completed. Remaining needs identified totaled 661 projects at the time of this 

survey. On average, each utility completed five projects resulting from the VA and 

has identified less than one project post-VA.  Typical projects included locks, fences, 
cameras, motion detectors, card key access and emergency power generators.  Project 

costs were requested, and some utilities were able to provide data. Completed project 

costs ranged from $100 for new locks to $5 million for new generators. Ninety -one 
Michigan water utilities have spent more than $12 million on security projects and 

need more than $16 million for additional projects. In Phase 1, utilities were also 

asked about their emergency policies and procedures. Sixty-seven percent updated 
these as a result of the VA, while 38 percent of ERPs were updated as a result of the 

VA.   
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Section 2:  Phase 2 
2.1 Phase 2 Project Goals 
Phase 2 of this project was developed to understand the continued interest and 
investment in security post -VA , specifically as related to physical infrastructure and 

projects. The intent of this project was to capture the utility involvement in Michigan 

with ongoing security enhancements.  A secondary goal was to assess utility interest 
in the upcoming Michigan WARN program.  

The data collection period for Phase 2 occurred during September 27, 2007 ð June 30, 

2008. 

2.2 Process for Data Collection  
All utilities that participated in the first phase of the project were included in the 

second phase. All information was treated as confidential.  All utilities were assigned a 

unique identifier.  The identifier in Phase 2 was the same as that used in Phase 1. 

Utilities were contacted by e-mail, fax, regular mail and/or phone  ð in that order.   

Two approaches were attempted, using first an e-mail or hard copy contact , followed 

by individual phone calls as needed. Participation was voluntary. After two methods 

of contact were attempted, utilities were considered to be non-responsive.  

Information on the program and a two -page survey were included when the utilities 

were contacted (see Appendices C and D).   

The data received from the utilities was captured on a hard copy form and then 

entered into an Excel database for data analysis. The database captured the unique ID 

and the responses to the survey questions. 

2.3 Utility Response Rate  
The list of participating utilities from Phase one was used as the database for Phase 

two contacts. A total of 216 utilities were on this list.  Of these, 130 utilities  (60 percent) 

participa ted in the Phase 2 survey (Figure 2-1). Two refused participation ; six could 
not be identified from Phase 1, and the remainder were non-responsive. Participating 

utilities covered a wide range of small to large systems and distribution only to 

complex treatment plants so this response rate was deemed acceptable. 
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Figure 2-1:  Rate of Utility Participation in Project Survey 

 
Phase 2 achieved good coverage of utilities, which was comparable to that achieved in 

Phase 1 (Table 2-1). 

Table 2-1:  Population Served by Participating Utilities 

Population Served 
Number of Utilities 

Responding to the Survey 

Percent of Utilities 

Completing the Survey 

1 ï 5,000 33 25% 

5,001 ï 10,000 34 26% 

10,001 ï 50,000 42 32% 

50,001 ï 100,000 8 6% 

>100,001 5 4% 

Utility not identified or refused 8 6% 

 

2.4 Results 
2.4.1 Security Projects 
Michigan utilities were asked about thei r current 2007 projects that related to security.  

They were also asked about future plans (2008 and beyond) regarding security related 
projects. For 2007, 57 utilities (out of 131 respondents) indicated that they had a 

security project in progress or had completed one recently. Therefore, 44 percent of 

the utilities surveyed had current security -based initiatives. The remaining 56 percent 
did not have current projects.  Qualitatively, it was observed that many of these 

utilities commented that they had alre ady completed the projects they felt were 

necessary to address security. Many of these utilities also reported that they were 
distribution only , so they had limited need for security enhancements.   
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73 utilities had future planned security enhancements ; 54 had no projects planned 

(Figure 2-2). Availability of information on the timing and funding of these projects 

varied. A total of 56 percent of utilities were planning for additional security 
enhancements, while 42 percent had no projects identified.  The same qualitative 

comments applied to future plans as observed for 2007 data. 

Figure 2-2:  Number of Michigan Water Utility Security  
Projects Completed in 2007 and Planned in 2008/Future 

 

It is apparent from these data that many utilities are continuing to  provide ongoing 

security projects to enhance their system. One utility commented that òsecurity 

projects are just a routine part of the budget, like chemicals.ó Another utility 

commented that security is a routine part of all projects and is no longer ide ntified as 

a separate component. These and similar comments reflect an integration of security 

into routine utility functions.  

Of the utilities that performed projects in 2007 or had ones planned in the future, the 
survey inquired about the type of project. Project types were developed based 

on the descriptors used in Phase 1 of the project. Fencing of facilities and some 
form of camera/video surveillance were the most common projects during 2007. 

The next most common projects were enhanced alarm capabilities and 
improvements/ replacements of locks on facilities. All other projects had a low 

frequency of occurrence (Figure 2-3). 
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Figure 2-3:  Frequency of Security Project Type Completed by Michigan Water 
Utilities in 2007 

 

Future plans reflected the 2007 projects, with the most common projects being fencing 
and camera/video surveillance (Figure 2 -4). A focus on physical restrictions and 

detection was favored by most utilities.  
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Figure 2-4:  Frequency of Future Security Project Type  
and Future Plans of Michigan Water Utilities  

 
 

The survey asked if utilities had a budget figure for 2007 projects and future projects.  

Thirty -one utilities were able to provide cost estimates for their 2007 projects. These 

costs ranged from $50 for new locks to $11,735,430 for a comprehensive project that 
included new generators, new gates and SCADA improvements (Figure 2-5).  On 

average, utilities were spending almost $375,000 each per year for security projects.  

However, this figure is likely skewed high because of a couple of multi -million dollar 
projects reported. For future plans, a total of 31 utilities provided estimated budget 

costs. Costs ranged from $500 for new locks to just more than $12 million  for a 

comprehensive security project that included cameras, fencing, card readers, lighting 
improvements and other physical security enhancements. From these data, a future 

average projected cost of $390,000 per utility was calculated. Planning data seldom 

existed beyond one or two years in the future, so this figure is an approximate annual 
cost. These costs, both expended and planned, are higher than those reported in Phase 

1 of this project. This difference may be due to a number of factors: Phase 2 focused 

specifically on 2007 and 2008 where costs may be better known than in Phase 1, which 
covered multiple years . The response rate by system size may have varied because 

site visits were made to small utilities by MRWA in Phase 1, or the difference is 

number of utilities providing cost information (91  in Phase 1 vs. 31 in Phase 2). 
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Figure 2-5: Security Project Costs Michigan Water Utilities 

 
 

2.4.2 WARN Program 
The third topic of the survey concerned utilities õ interest in the newly formed 

Michigan WARN program.  An affirmative response indicating planned participation 
was received by 37 utilities (Figure 2-6). The remainder responded that they would 

not participate primarily because of lack of familiarity with the program.   
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Figure 2-6: Plan to Participate in WARN Program 

 

During the course of the survey, this question was modified to determine first if 
utilities knew of the WARN program and then second to determine if they would 

participate.  It became clear that lack of familiarity was the primary reason for the 

negative responses. When the program was explained to utilitie s, affirmative interest 
was received from most. Concerns over time, finances and liability were reported but 

infrequent  (Figure 2-7).  

Interesting ly , a number of utilities reported that they already had a similar program 
on a local level. These programs might be with Police and Fire but were also reported 

with other local utilities.  Most of these local programs were informal with no official 

agreements. Instances of equipment sharing  were reported. In one example, several 
local utilities were all wired the same to share an emergency generator. One group of 

communities reported a program dating back to 1979. In one case, when a recent 

tornado caused damage, neighboring communities provided  assistance. A number of 
interconnections were reported to address water outages.
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Figure 2-7: Frequency of Reasons for Non-Participation in WARN  

2.5 Conclusions  

A total of 216 utilities were contacted to request participation in this project.  Of these, 

61 percent participated in the phase two survey.  

From the data collected, it is apparent that utilities are continuing to provide ongoing 

security projects to enhance their system. One utility commented that òsecurity 

projects are just a routine part of the budget, like chemicals.ó A focus on physical 
restrictions and detection were favored by most utilities.  Fencing and camera/video 

monitoring were the most frequently cited projects.  Projects ranged from simple locks 

to sophisticated distribution system water quality monitoring systems.  Utilities that 

are investing in security improvements are typically spending about $375,000 per year 

and budgeting approximately the same for future projects. Some utilities reported 

integrating  security into routine utility functions.  

 Utilities were also surveyed regarding knowledge of and will ingness to participate in 

the Michigan WARN program. An affirmative response was received by 37 utilities.  

The remainder responded that they would not participate, primarily because of a lack 
of familiarity with the program.  When the program was explained , a high level of 

interest was indicated. Therefore, education and publication regarding the program 

will be essential to its success. A number of utilities reported that they already had a 
similar program on a local level.  These programs might be with Police and Fire but 

were also reported with other local utilities.  Most of these local programs were 

informal with no official agreements.  Instances of sharing of equipment were 
reported. 



Michigan Department of Environmental Quality 
VA-CIP Final Report 2008 

)    3-1 
 

Section 3: Phase 3 
3.1 Phase 3 Project Goal  
The third phase of the VA -CIP project shifted the focus of the project from assessment 
of physical infrastructure  security improvements to emergency program 

management. In this last phase of the project, utilities were surveyed regarding their 

performance and needs for  emergency planning, documentation and practice.  The 
survey sought to document existing conditions as well as identify opportunities for 

enhancement.   

Data for this phase were collected during  August 1, 2008 to December 22, 2008. 

3.2 Data Collection Procedures  
All utilities  participat ing in Phase 2 of this project were asked to participat e in Phase 

3. Since these utilities had  previously cooperated in the research effort, a high level of 

participation was predicted. Five Phase 2 utilities were dropped from the list , as they 
had not supplied any identifiable contact information in their Phase 2 response. 

Therefore, a total of 125 utilities were contacted, and responses were received from 

102. 

Of responses received, utilities were scattered throughout the state and represented 

different sizes of populations served (Table 3-1). Phase 3 achieved good coverage of 

utilities , which  is similar to the representative distribution within the state and 
comparable to the distribution in Phases 1 and 2. 

Table 3-1: Population Served by Participating Utilities 

Population Served 
Number of Utilities 

Responding to the Survey 

Percent of Utilities 

Completing the Survey 

1 ï 5,000 26 25% 

5,001 ï 10,000 28 27% 

10,001 ï 50,000 34 33% 

50,001 ï 100,000 8 8% 

>100,001 3 3% 

Utility not identified 3 3% 

 

All utilities  were allotted three contacts to solicit participation.  The first contact was 

conducted via e-mail if it was available. Eighty -six utilities had e-mail addresses and 
were contacted initially via this method.  Utilities that did not r espond to the e-mail 

contact or who did not have an e-mail address were contacted by telephone. Two 

phone calls were made to all  utilities  either as a follow -up contact to e-mail or as an 
initial contact.  If utilities  did not have an e-mail address and did  not respond to phone 

calls, then a hard copy of the survey was mailed to them. In summary, all utilities 

received up to one hard or e-mail  copy and two phone attempts to solicit response. A 
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letter describing the project, requesting participation and repor ting on the results was 

sent by the MDEQ to utilities (Appendix E) accompanied by a  copy of the survey 

(Appendix F).  

All information was treated as confidential.  All utilities were assigned a unique 

identifier . 

The data received from the utilities was captured on a hard copy form and then 
entered into an Excel spreadsheet for data analysis. An additional Word file was 

developed for comments not adequately captured in the database. 

3.3 Response Rate 
The VA-CIP project Phase 1 database consisted of 293 water utilities  in the State of 
Michigan . Phase 1 of the project consisted of site visits to assess implementation of 

security projects identified in the vulnerability assessments.  A total of 216 (74 percent) 

of the utilities  participated in this phase. 

Phase 2 of the VA -CIP project assessed the ongoing commitment to security-based 

project implementation and future funding needs.  A total of 130 utilities participated 

in this phase. This response rate is 44 percent of the original  database (293 utilities ) 
and 61 percent of the Phase 1 respondents (216 utilities) . Only one utility refused to 

participate  in Phase 2 that had participated in Phase 1. Other non-participants were 

unresponsive or unidentifiable (anonymous response) . 

Phase 3 of the VA-CIP project concerned emergency management documentation, 

practices and procedures. A total of 102 utilities  participated in this phase.  This 

response rate is 35 percent of the original utility set ( 293 utilities ) and 78 percent of the 
Phase 2 participants (130 utilities). Non-participants were either unresponsive or 

unidentifiable (anonymous response).  

Table 3-2: Utility Participation and Retention Rates in All Phases of VA-CIP Project 

 

Number of 

Participating Utilities 

(out of 283) 

Response Rate 

(percent of 283 

utility database) 

Retention Rate 

(percent participation 

from prior phase) 

Phase 1 216 74%  

Phase 2 130 45% 60% 

Phase 3 102 35% 78% 

 

3.4 Results 
3.4.1 Documentation of Security Practices  

Utilities  were surveyed regarding their documentation of emergency action /respo nse 
plans (ERPs). Some utilities  referred to these as contingency plans; this was clarified 

and accepted as a substitute for the responses to these questions. MDEQ has proposed 
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regulations that will replace the outdated contingency plan with ERP terminolog y 

and protocols. 

Utility personnel did not always clearly understand  what constituted an ERP 
scenario. Several people responded concerning their safety training, such as confined-

space entry. Others responded regarding main breaks and repairs. In these cases, the 

question was clarified by the interviewer.  If the answers did not meet the ERP criteria, 
the responses were noted but not collated in the database.  

Fifty -six percent of utilities  updated their emergency plans annually  (Figure 3-1 for 

percentage & Table 3-3 for number) . This update included everything from a simple 
review of contact information to the addition of new emergency scenarios and 

response plans. However, these utilities were reviewing their plans to some degree 

every year. Thirty -eight percent of utilities updated their plans less frequently than 
annually , ranging from every two to every 10 years. Five percent updated plans more 

frequently than annually . One utility commented that such updates needed to be 

continual , as information could c hange at any time. 

Figure 3-1: Frequency that Utilities Update Emergency Response Plans (Percent) 
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Table 3-3: Frequency that Utilities Update Emergency Response Plans (Number) 

 Annual 
More Frequent 

than Annual 
Less Frequent 
than Annual 

No 
Response/Do 
Not Update 

Number of 
Utilities 

57 5 39 1 

 

Eighty -two percent of utilities  did not have a separate consequence management plan 
(CMP) from their emergency response plan, and 3 percent were unsure (Figure 3-2 for 

percentage & Table 3-4 for number) . Most of these utilities  were unaware of what 

constituted a CMP or requirements for it.  Only 15 percent reported they had a CMP. 

Figure 3-2: Percent of Utilities with a Consequence Management Plan 

 
 
 

Table 3-4: Number of Utilities with a Consequence Management Plan 

 Yes No 
Do Not Know/No 

Response 

Number of Utilities 15 84 3 

 


