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Governmental mandated Security

What does security mean to you?

Webster's Dictionary Definition 

• the quality or state of being secure: as  : freedom from danger : 

safety : freedom from fear or anxiety  : freedom from the prospect of

being laid off 

Water and wastewater utilities have a long and distinguished history of protecting public 
health and the environment. Following the events of September 11, 2001 and 
subsequent natural disasters, all levels of government, as well as the private sector, 
are partnering with water utilities to prevent, respond, and recover from natural 
disasters and manmade (terrorist) threats. 
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Current  regulations include:

• 2002 Bioterrorism Act;

• Department of Homeland Security (DHS) 
Presidential Directive HPD-7 on Critical 
Infrastructure;

• 2007 DHS Regulation on Chemical 
Facility Anti-Terrorism Standard 
(CFATS), including the Chemical 
System Assessment Tools (CSAT);

• Cyber Security Act of 2009 (proposed).
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Water Industry security areas

Most Water operations have historically 
focused on physical security- Providing 
physical secure, limited access to plant 
and distribution facilities.

• Monitoring the equipment and procedures that detect and 
respond to security breaches at the plant and distribution 
system facilities. Security equipment may include gates, 
cameras, motion sensing lights, door contacts, ladder and 

window motion detectors, and access hatch detectors.

Cyber Security is focused at protecting the 
control system infrastructure

Design, install and maintain ICS (Industrial Control Systems) 
and SCADA systems that can operate without loss of critical 
function both during and after a cyber attack. Control system 
components include:

• Computers, PLC’s, DCS and Networks supporting critical plant 

operations.
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AWWA Journal 
December 2009

Cyber Security Regulations for the Water Sector
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In the news 2010
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Sources of Security Breaches
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History of Cyber Attacks in W/WW

Recent ActivitiesRecent Activities
By the end of 2009 Repository of Industrial Security Incidents (By the end of 2009 Repository of Industrial Security Incidents (RISI) indicated an increase in the RISI) indicated an increase in the 

incident rate in the water and wastewater cyber attacks by over incident rate in the water and wastewater cyber attacks by over 300%.  300%.  
RISI is a subscriptionRISI is a subscription--based industrybased industry--wide repository for collecting, analyzing and sharing informatiowide repository for collecting, analyzing and sharing information regarding cyber security incidentsn regarding cyber security incidents

that directly affect SCADA, manufacturing and process control sthat directly affect SCADA, manufacturing and process control systems.ystems.
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Key Message from industry consultants

““In a world of near constant scrutiny of high profile operating sIn a world of near constant scrutiny of high profile operating systems and ystems and 

applications and real time security updates, the world of SCADA applications and real time security updates, the world of SCADA and ICS and ICS 

software still operates largely on assumptions made decades ago:software still operates largely on assumptions made decades ago: that that 

SCADA and ICS systems aren't of interest to malicious hackers, aSCADA and ICS systems aren't of interest to malicious hackers, and that nd that 

SCADA systems are isolated from the public Internet and, therefoSCADA systems are isolated from the public Internet and, therefore, safe. re, safe. 

"Security is more often an add"Security is more often an add--on rather than a core component of SCADA on rather than a core component of SCADA 

systems,“systems,“
Jeremy Brown, a vulnerability researcher at security firm TenabJeremy Brown, a vulnerability researcher at security firm Tenablele-- SpeakingSpeaking

at the at the ToorConToorCon Security Conference in San DiegoSecurity Conference in San Diego

““None of the industrial control systems used to monitor and operaNone of the industrial control systems used to monitor and operate the nation's te the nation's 

utilities and factories were designed with security in mind. Morutilities and factories were designed with security in mind. Moreover, their very eover, their very 

nature makes them difficult to secure. Linking them to networks nature makes them difficult to secure. Linking them to networks and the public and the public 

Internet only makes them harder to protect.”Internet only makes them harder to protect.”
Said by Joseph Weiss, executive consultant for KEMA ConsultingSaid by Joseph Weiss, executive consultant for KEMA Consulting



10

Quotes from “Roadmap to Secure Control 
Systems in the Water Sector”- March 2008

Key AWWA document –

-Per Kevin Morley National AWWA Security Program Mgr

Developed by Water Sector Coordinating Council 

Cyber Security Working Group AWWA/HSA

Trends:

“Cyber threats to ICS are changing and growing. Computer attackers are seeking 
new targets and criminal extortion is increasing. ICS security is no longer 
simply about blocking hackers or updating anti-virus software. A new 
underground digital economy now provides a multi-billion dollar incentive for 
potential adversaries to exploit ICS vulnerability.”

“While much security work has focused on physical security—fences, guards, 
intrusion detection, etc.— efforts pertaining to the resiliency of industrial 
control systems (ICS) have become more urgent. Advances in securing ICS 
must go far beyond the pressing security concerns of today by taking a 
comprehensive approach”

Roadmap Call to Action: The most comprehensive security improvements are 

realized with the development and adoption of next-generation ICS architectures, 

which are inherently secure and offer enhanced functionality and performance. These 

systems can provide defense-in-depth with built-in, end-to-end security, integrating 

the I.T and Process Control system.
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Governmental Guidelines-NIST
National Institute of Standards and Technology

Guide to Industrial Control Systems (ICS) 
Security

– Supervisory Control and Data Acquisition 
(SCADA) systems, Distributed Control 
Systems (DCS), and other control 
system configurations such as 
Programmable Logic Controllers (PLC) 
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What is NERC CIP?

Federal Energy Regulatory Commission (FERC) to enforce operating standards in the bulk power 
sector. In 2006, FERC certified the existing North American Electric Reliability Corporation 
(NERC) to oversee power-system accreditation and operation in the United States.

The standards that specifically pertain to the identification and protection of cyber-critical assets are 
commonly called NERC CIP standards.

NERC CIP standards are migrating to many other critical infrastructure.
Homeland Security Presidential Directive 7 (HSPD-7) along with the National Infrastructure Protection Plan 

(NIPP) identified and categorized U.S critical infrastructure into the following 18 CIKR sectors
• Agriculture and Food
• Banking and Finance
• Dams
• Energy
• Government Facilities
• Information Technology
• Nuclear Reactors, Materials, and Waste
• Telecommunications
• Transportation
• Water and Water Treatment
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DHS-Cyber Security Strategy

The future belongs to the efficient

Evaluate existing system
– Follow AWWA Roadmap
– Use Dept Homeland Security CSET (Cyber Security Evaluation Tool)

version 3.0 Self evaluation tool
– http://www.us-cert.gov/control_systems/satool.html

• Identify plant vulnerabilities
• Establish strategies to address vulnerabilities

Existing system-
– Look for ways to improve existing system robustness, resiliency
– How does my system respond to a power outage/equipment failure
– Is existing system backed up?

Security is best and least expensive if designed in… not bolted 
on…

New systems –
– Mandate new CIP projects include cyber security strategy- Defense in 

Design

– Establish partnership with a control system vendor
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W/WW Examples of Cyber Security

Goal- Secure remote Access

– OCWRC-Oakland County Water Resources 

Commission

• Coordinated CSO Basin Command and Control 
Remote Access 

Goal- More resilient control system 

City of Trenton Michigan WWTP

– Process Control System Disaster Recovery

• Small wastewater plant

– Colorado Springs Utilities

• Process Control System Disaster Recovery

– Multiple Water, Wastewater and power plants
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Colorado Springs 

Utilities- Colorado

Providing security in an 
unsecured world 

at Colorado Springs Utilities
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Overview

• Service area - approximately 500 square-miles (gas)

• Electric customers - 194,000

• Gas customers - 169,000

• Water customers - 121,000

• Wastewater customers - 118,000

• Proposed 2005 budget - $948 million

• Employees - 1,978

• Total Asset Value - $2.6 billion ($1.3 billion debt)

Colorado Springs Utilities
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Events leading to the ICS- Control system recovery 
systems installation

• 9/11/01 Terrorist attack USA

– Congressional authorization under the Public Health Security 

and Bioterrorism Preparedness and Response Act of 2002 (the 

Bioterrorism Act)

• conduct a vulnerability assessment

• certify its completion

• submit a copy of the assessment to EPA according to a 
specified schedule

• prepare or revise an emergency response plan

• certify plan to EPA within six months of completing a vulnerability 
assessment
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Events leading to the ICS- Control system 
recovery systems installation

– Springs Utilities Action (Funded by FY2002 supplemental appropriation 
funds)

• conduct a vulnerability assessment ($115,000 grant) certify its 
completion

• submit a copy of the assessment to EPA according to a specified 
schedule (03/2003)

• prepare or revise an emergency response plan

• certify plan to EPA within six months of completing a vulnerability 
assessment (09/2003)
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Identified Vulnerabilities

– Springs Utilities Action (Funded by FY2002 supplemental appropriation 

funds)

• vulnerability assessment review

– Pipes and constructed conveyances

– Physical barriers

– Water collection, pre-treatment, treatment, storage, and 
distribution facilities

– Electronic, computer, or other automated process control 

systems that are utilized by the public water system

– The use, storage, or handling of various chemicals

– The operation and maintenance of that system
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Identified Plant locations to be covered by ICS-
Disaster Recovery/back up

8 ControlLogix, 3 PLC5,
7 SLC500,13 MicroLogix

3 Workstations

JD Phillips 
WWTP

1 ControlLogix, 5 PLC5,
1 SLC500

2 Workstations

Mesa
WTP

3 ControlLogix, 1 PLC5,
2 Workstations

Clear Spring

3 SLC500
2 Workstations

Fountain Valley
WTP
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Domain Controller

Strategies implemented to improve process 
control system robustness

FTAsset Center Server
WAN Ethernet

FTAsset Center Client

Profibus

Devicenet

Ethernet

FTView Server

Plant 1

FTAsset Center Client

Profibus

Devicenet

Ethernet

FTView Server

Plant 2

AddedAdded
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W/WW Security white paper

• Why Security matters

– Security is not just an IT issue any more

• Evolution of risk

• Governing bodies requirements

– What is NERC-CIP

• Compliance Strategies-

– Control solutions enhance system and 

device-level security by having products 

that support  validated, defense-in-depth 

measures and design practices to 

enhance system and device-level 

security.

– Rockwell Security Tools

• Hardware/software/services
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Recommendations
AWWA Journal December 2009


