
 

Point of Sale (POS)-II 

Custom firewall rules IP addresses and ports 

 
POS-II Agents, 

The infrastructure used by the POS-II application is being updated.   

If you have not required custom firewall rules on your network to use the POS-II 
application, there is no action required. 

POS agents that have made custom firewall rules in order to use the POS-II 
application must add three firewall rules before February 26, 2015.  If the new firewall 
rules are not added prior to February 26, 2015, agents will not be able to access the 
POS-II application after this date.   

Three firewall rules can be removed after March 31, 2015.  Do not remove them any 
earlier. 

 

The following IP addresses must be added before February 26, 2015: 

 206.164.164.53    Requires ports 443 and 444 
 206.164.164.54    Requires ports 443 and 444 
 206.164.164.61    Requires port 443 

 
The following IP addresses can be removed after March 31, 2015: 

 66.54.38.60    Ports 443 and 444  
 66.54.38.61    Ports 443 and 444  
 66.54.38.58    Port 443 

 
The following addresses are not changing, and need to remain in place: 

 65.55.21.24    Requires port 123 
 129.33.81.41    Requires ports 80 and 443 
 136.181.145.53   Requires ports 80 and 443 
 liveupdate.symantecliveupdate.com Requires ports 80, 21 and 443 
 liveupdate.symantec.com  Requires ports 80, 21 and 443 
 update.symantec.com   Requires ports 80, 21 and 443 

 


