APPENDIX B

Technical/General System Requirements

MDCH Facility Pharmacy System


BIDDER INSTRUCTIONS FOR COMPLETEING 

APPENDIX B Technical/General Requirements
CONTRACTORS to Complete for RFP-BID Response (shaded area)

· The columns in the shaded area are to be completed by the Contractor. 

Note:   In order for your bid response to qualify for the selection process all mandatory requirements responses must be a yes or yes with modifications.   

The Contractor must respond whether or not their proposed solution complies with each requirement as follows:  

1. Check the box that applies to each requirement in the columns labeled: Yes, Yes with Modifications, or No. 

a. Yes – is defined as the Contractor’s solution complies with all aspects of the requirement and is currently a standard feature.

In the comment box the Contractor must describe how their proposed solution complies with the requirement.  If applicable, screen shots may be provided to show this functionality and include as an Appendix.

b. Yes with Modifications – is defined as the solution does not currently comply with the requirement but the Contractor can modify the solution through configuration, programming or source code changes which, in the Contractor’s opinion, would result in their solution reaching full compliance with a requirement. 

In the comment box the Contractor must describe the modification that will be made and how it will comply with the requirement.  All such modifications are considered to be part of the solution being proposed and included in the bid price. If the modification will not be complete by the “go live” date, the Contractor must specify an anticipated date when the modification would be added to the solution, at no additional cost to the State.  The State reserves the right to reject the Contractor’s proposed date and consider the solution not in compliance.  

c. No – is defined as the Contractor’s proposed solution does not comply with all aspects of the requirement. 
In the comment box the Contractor must describe the impact of not meeting the requirement. 

2. Fill in the column labeled Requirement Response (REQ Response), for each requirement with an A, B, C, D or E as defined below. 

In the comment box the Contractor must provide any additional information related to the solution. 

A. currently  provided as a standard feature

B. not currently provided but is a planned enhancement or will be added at no additional cost and will be supported in future releases 
C. not currently provided but will be added at the additional cost detailed in the cost proposal and will require additional cost to transfer to future releases  

D. not currently provided but will be added at the additional cost detailed in the cost proposal and will be supported in future releases at no additional cost 
E. not supportable

The Contractor response to each requirement should contain adequate information for 

evaluation by the JEC without referencing other responses. 

	ID
	Technical Requirements
	MANDATORY (M) or optional (0)
	Yes
	YES with Modifications
	No
	Req Response

(A,B,C,D,E)
	Comments

	1
	System Architecture
	
	
	
	
	
	

	1-01
	The system employs client/server or web-based architecture with an intelligent workstation client accessing a central database through software on a server.
	M
	
	
	
	
	

	1-02
	The proposed system shall operate efficiently on PC system and also with MS Internet Explorer 5.x, or higher
	M
	
	
	
	
	

	1-03
	The system places no limit on record size.
	O
	
	
	
	
	

	1-04
	The software is expandable and portable, with specific reference to the system capacity requirements presented in this RFP.
	O
	
	
	
	
	

	1-05
	The system is fully self-contained and capable of being operated by State staff with no dependency on Vendor services for its routine operation.
	M
	
	
	
	
	

	1-06
	The system server is compatible with the State’s technical architecture and is sized suitable for the system specified.
	M
	
	
	
	
	

	1-07
	The system is an open system, with no dependency on the use of specific models or models of equipment operating systems.
	M
	
	
	
	
	

	1-08
	The system is portable from one OS/RDBMS to another, i.e., from Unix to Windows 2000, or from one platform/OS to another, e.g., Sun Solaris to IBM AIX, etc.
	O
	
	
	
	
	

	1-09
	The system keeps a log of each transaction which alters the database.  Logs are date and time stamped to allow the system to reconstruct activity for any period.
	M
	
	
	
	
	

	2
	Programming Language
	
	
	
	
	
	

	2-01
	The system offers Application Programming Interfaces (APIs) that enable the State to develop custom interfaces to all modules.  
	M
	
	
	
	
	

	3
	RDBMS / Applications / Database Management
	
	
	
	
	
	

	3-01
	The system is available with State’s standard relational database management system
	M
	
	
	
	
	

	3-02
	Full-text indexing and a full-text database search feature are available to provide easy retrieval of records.
	M
	
	
	
	
	

	4
	Security
	
	
	
	
	
	

	4-01
	All computer information systems and applications operate in a secure manner and comply with State Enterprise IT Security Policy and Procedures as found on the website: http://www.michigan.gov/dit/0,1607,7-139-34305-108216--,00.html 
	M
	
	
	
	
	

	4-02
	The system must ensure that the integrity and confidentiality of data is protected by safeguards to prevent release of information without proper consent.
	M
	
	
	
	
	

	4-03
	System shall ensure a secure sign-on through user ID and password.
	M
	
	
	
	
	

	5
	Security / Access Control
	
	
	
	
	
	

	5-01
	The system provides security at database, workstation, and individual operator levels
	M
	
	
	
	
	

	5-02
	The system provides secure access control based upon unique user login, for types of record (e.g., fund, order) as well as by function performed upon the record (e.g., Display, Add, Edit, Delete.)  
	M
	
	
	
	
	

	5-03
	The system checks each user’s access privileges at login, and automatically disable or enables client functions (in real time) based upon the user’s profile
	M
	
	
	
	
	

	5-04
	The system provides varying levels of access within the application, such as administrators, view only, or scheduling only.
	M
	
	
	
	
	

	5-05
	A means will exist for adding new roles and removing or disabling existing roles.
	M
	
	
	
	
	

	5-06
	Multiple level administrators must be able to access an administrative page to view the Authorized Users of the system. This role might also need to include the ability to edit/add users to the system.
	M
	
	
	
	
	

	5-07
	When users are removed, their accounts should be inactivated to preserve modification history (i.e., an audit trail).
	M
	
	
	
	
	

	6
	Security/Activity Logging
	
	
	
	
	
	

	6-01
	The system logs unauthorized access attempts by date, time, user ID, device and location.
	M
	
	
	
	
	

	6-02
	The system maintains an audit trail of all security maintenance performed by date, time, user ID, device and location, with easy access to information.
	M
	
	
	
	
	

	6-03
	Provides security reports of users and access levels.
	M
	
	
	
	
	

	6-04
	Provides detailed reports of backups completed and backups failed.
	M
	
	
	
	
	

	8
	2.  Application Specifications 
	
	
	
	
	
	

	8-01
	The application uses SOM standard relational database management system.
	M
	
	
	
	
	

	8-02
	The application will operate effectively on State hardware as defined by Vendor with Vendor-supplied upgrade recommendations.
	M
	
	
	
	
	

	8-03
	The application operates in a recognized SOM standard operating environment.
	M
	
	
	
	
	

	8-04
	The application allows the State, from PC workstations, to access and update all necessary information to complete a transaction.
	M
	
	
	
	
	

	8-05
	The application allows for the accurate and timely input and extraction of State data.
	M
	
	
	
	
	

	8-06
	The application allows for processing of all State business identified in this SOW.
	M
	
	
	
	
	

	8-07
	The application provides data reporting capabilities identified in this SOW.
	M
	
	
	
	
	

	8-08
	The application provides a Graphical User Interface (GUI) that is user-friendly and provides data, calculation, reporting, and communication capabilities to State users as identified in this SOW.
	M
	
	
	
	
	

	8-09
	The application is modular in design to accommodate phased implementation and future expansion.
	M
	
	
	
	
	

	8-12
	All modules of the system are integrated and designed to work together using a single input and a common database with no redundant data entry or data storage.
	M
	
	
	
	
	

	8-13
	The system supports paperless processing through the use of electronic documents that are routed for electronic signatures through user-defined approval paths.  
	M
	
	
	
	
	

	8-14
	The system has the ability to accept batch entry from external sources while ensuring the same edits and validations as the online system.
	M
	
	
	
	
	

	8-15
	Response times, at local and remote sites, for the major on-line processes stated above will meet or exceed the existing response times.   
	M
	
	
	
	
	

	8-16
	The application provides the capability of transferring data to and from the host/server to the client for processing on other software packages.
	M
	
	
	
	
	

	8-17
	The system provides the capability to access scanned images that are attached to various elements of the database.
	M
	
	
	
	
	

	9
	Reporting
	
	
	
	
	
	

	9-01
	The software delivers standard reports.
	M
	
	
	
	
	

	9-02
	The system includes ad-hoc query and reporting tools.
	M
	
	
	
	
	

	9-03
	The online query capability enables non-technical end-users to extract information.
	M
	
	
	
	
	

	9-04
	The standard (e.g., regularly scheduled, recurring) reporting environment allows:
	See Below
	
	
	
	
	

	9-04a
	Standard reports to be scheduled, executed, viewed on-line, printed (centrally or remotely) and dispersed (including the use of report distribution management software)
	M
	
	
	
	
	

	9-04b
	Offices and work locations to control which standard reports they do and do not receive.
	O
	
	
	
	
	

	9-04c
	The State to control the information that appears on standard reports so that data security is maintained.
	M
	
	
	
	
	

	9-05
	The system provides methods for retaining and modifying previously built queries
	M
	
	
	
	
	

	9-06
	The system provides security and control mechanisms that prevent the abuse of ad hoc queries (e.g., attempted access to restricted data, attempted execution of a query that would run for several hours, etc.)
	M
	
	
	
	
	

	9-07
	The system provides the use of transaction databases, external files, or a "data warehouse" for ad-hoc reporting.
	O
	
	
	
	
	

	9-08
	The system provides support for XML, CSV, Excel, Access, and other helpful data download formats.
	M
	
	
	
	
	

	9-09
	The system provides build your own comma separated values (.CSV) file” must be able to support large data sets.
	M
	
	
	
	
	

	9-10
	The system must be capable of interfacing with the state's e-mail system (i.e. MS Outlook and Novell GroupWise) in order to validate e-mail addresses (e.g. perhaps “pinging” to ensure an address is valid).
	O
	
	
	
	
	

	9-11
	The system must interface with the State’s email client (i.e. MS Outlook and Novell GroupWise) in such a way as to automatically generate and send email notification for select events.
	O
	
	
	
	
	

	9-12
	The system must be capable of automatically generating and sending an email confirmation to an authorized user and the supervisor for that user’s following any addition, update or deletion of data by that authorized user.
	O
	
	
	
	
	

	10
	Audit Trail
	
	
	
	
	
	

	10-01
	The system enables the user to modify data entry transactions that have already been posted to the database while maintaining an audit trail of the change.
	O
	
	
	
	
	

	10-02
	The system's internal control functionality ensures that the data entry and processing associated with a business event has been completed before updating the database.
	M
	
	
	
	
	

	11
	Edit and Validation Control
	
	
	
	
	
	

	11-01
	The system includes comprehensive field edits to prevent incomplete or incorrect data from entering the system.
	M
	
	
	
	
	

	11-02
	The system ensures data integrity and controls processing without hard-coded logic.
	M
	
	
	
	
	

	12
	Interfaces 
	
	
	
	
	
	

	12-01
	The system has the ability to exchange data with other systems using the following mechanisms: 
	M
	
	
	
	
	

	12-02
	The system must provide real-time data transfer of data identified within this SOW.
	O
	
	
	
	
	

	12-03
	System Interface: INFOSYS / Demographic - The State’s Information System (INFOSYS).  The INFOSYS is a mainframe application developed by MDIT which maintains the demographic information for the patients who reside in the state of Michigan mental health facilities.   To identify the patient within the facility, each patient is assigned a unique case number.  Vendor will be responsible for building an interface to the INFOSYS to retrieve and upload the patient demographic information.   

To make pharmaceutical decisions and report pharmacy transactions, pharmacists must accurately and securely track the demographic information for each patient.  The system must provide the capability to upload patient demographic information from the INFOSYS.  The upload process must provide the capability for both on-demand and scheduled uploads
	M
	
	
	
	
	

	12-04
	System Interface:  INFOSYS / Billing – The State’s Information System (INFOSYS).  The INFOSYS is a mainframe application developed by MDIT which maintains the activity transactions for the patients who reside in the state of Michigan mental health facilities.   To identify the patient within the facility, each patient is assigned a unique case number (Note:  This case number is the same case number identified in 12-03).   Vendor will be responsible for building an interface to feed the patient pharmaceutical activity into the INFOSYS.  

To accurately record and bill, the INFOSYS maintains all activity services provided to the patient, including pharmaceutical services.  The new system must provide on-demand capability to feed the pharmaceutical transactions that occurred for all patients for a specific date range into the INFOSYS
	M
	
	
	
	
	

	12-05
	System Interface - AmerisourceDergen ECHO System - Electronic order entry system for automatic updates to inventory with order receipt.
	M
	
	
	
	
	

	12-06
	System Interface -  Guarenteed Returns Interface File: Interface for reconciliation of Returned Drugs with records of contracted Returned Goods processor; minimally to reconcile inventory when expired/damaged drugs are returned.
	M
	
	
	
	
	

	13
	User Interfaces:
	
	
	
	
	
	

	13-01
	In general, the user interface should reduce redundancy and extra keystrokes (e.g., if physical address and mailing address are the same, the user should not be required to type it in twice. The system should not allow non-numeric characters when entering phone/fax numbers).   
	M
	
	
	
	
	

	13-02
	Users must be able to access the system 24/7/365.
	M
	
	
	
	
	

	13-03
	Users must be able to create user id and password by providing basic information like Last Name, First Name, E-mail address and select the type of user from a drop down menu. 
	M
	
	
	
	
	

	13-04
	System must send an email to the user with the user id and temporary password so that the user can be validated.
	M
	
	
	
	
	

	13-05
	When the user logs in for the first time, system must be able to recognize the type of user and the system should direct the user to the appropriate page based on the role of the user, where user will be asked to change the password and update the profile.
	M
	
	
	
	
	

	13-06
	Every time a user logs in, system should recognize the user’s role and direct the user to the appropriate home page based on the role.
	M
	
	
	
	
	

	13-07
	System must allow the user to access and edit information based on the role. No user should be allowed to Delete any information but can Add or update. Certain Changes made by certain user will have to be approved by the Supervisor/super user.
	M
	
	
	
	
	

	14
	Capacity
	
	
	
	
	
	

	14-01
	Current requirement lists 2,000 identified users.  It is estimated that we will need between 200 and 400 concurrent users capacity.  
	M
	
	
	
	
	

	15
	System Auditing
	
	
	
	
	
	

	15-01
	The system has the ability to maintain a historical record of all changes made to any item within the system (e.g., data element, business rule, process control, software program), the ID of the person or process that made the change, the before images of the affected data records, and the date and time the change was made.
	M
	
	
	
	
	

	15-02
	The system must ensure that all system events for software, hardware, interfaces, operating system, network, etc. are written to a system event log in a manner that facilitates debugging of all system problems.
	M
	
	
	
	
	

	15-03
	The system offers the ability to query, view, filter, and sort the system audit trail.  The system is able to store the queries.
	M
	
	
	
	
	

	15-04
	The system has the ability to identify and track data back to its input source (e.g., imaged document, keyed from form, interface file, etc.).
	O
	
	
	
	
	

	15-05
	The system has the ability to audit all override of edits and audits and identify the login ID, date, and time.
	M
	
	
	
	
	

	16
	Error Handling
	
	
	
	
	
	

	16-01
	The system must ensure that all errors are written to an error log.
	M
	
	
	
	
	

	16-02
	The system must allow for an administrator to view, filter, sort, and search the error log.
	M
	
	
	
	
	

	16-03
	The system must allow for an administrator to archive error log entries based upon user-defined criteria.
	M
	
	
	
	
	

	16-04
	The system must allow for a user to define an alert message to be executed upon the occurrence of an error.
	O
	
	
	
	
	

	17
	Backup and Recovery
	
	
	
	
	
	

	17-01
	The system has the ability to provide point-in-time recovery of data to the last completed transaction.
	M
	
	
	
	
	

	17-02
	The system has the ability to allow for continued use of the system during backup.
	O
	
	
	
	
	

	17-03
	The system has the ability to provide a complete backup and recovery process for all database tables and system files.
	M
	
	
	
	
	

	17-04
	The system has the ability to create on request backups.
	O
	
	
	
	
	

	17-05
	The back up and archival features of the system proposed can be initiated automatically or by manual request.
	O
	
	
	
	
	

	17-06
	The system software and data must be able to be restored to its previous operational status within four (4) hours after initiation of recovery process.
	M
	
	
	
	
	

	18
	Additional 
	
	
	
	
	
	

	18-01
	Interface source code shall be owned by the State.
	M
	
	
	
	
	

	18-02
	For the first year and all subsequent Contract years, the following services are provided for the current version and one previous version of any Software provided with the deliverables, commencing upon installation of the deliverables or delivery of the Software:
	See Below
	
	
	
	
	Responses provided below (18-02a through 18-02d)

	18-02a
	Error Correction.  Upon notice by the State of a problem with the Software (which problem can be verified), reasonable efforts to correct or provide a working solution for the problem.
	M
	
	
	
	
	

	18-02b
	Material Defects.  The State will be notified of any material errors or defects in the deliverables known, or made known to the Contractor from any source during the Contract term that could cause the production of inaccurate, or otherwise materially incorrect, results and shall initiate actions as may be commercially necessary or proper to effect corrections of any such errors or defects. 
	M
	
	
	
	
	

	18-02c
	Updates.  All new releases and bug fixes for any software deliverable developed or published by the contractor and made available to its other customers at no additional charge will be provided to the State at no additional charge. 
	M
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19

