Appendix C
Michigan Department of Treasury

Security Requirements

On award of the contract, the contractor shall comply with State and Federal statutory and regulatory requirements, and rules; National Institute of Standards and Technology (NIST) publications; Control Objectives for Information and Related Technology (COBIT); all other industry specific standards; national security best practices and all requirements herein. 
The Contractor must perform annual testing of all security control requirements to determine they are working as intended.  Annual certification must be provided in writing to the Contract Compliance Inspector or designee in the form of a SAS70 report.  
A. Governing Security Standards and Publications

The State of Michigan information is a valuable asset that must be protected from unauthorized disclosure, modification, use, or destruction.  Prudent steps must be taken to ensure that its integrity, confidentiality, and availability are not compromised. 

The contactor shall collect, process, store, and transfer Department of Treasury personal, confidential or sensitive data in accordance with the contractual agreement, State of Michigan policies and the laws of the State of Michigan and the United States, including but is not limited to the following:

· The Michigan Identity Theft Protection Act, MCL 445.61 et seq;

· The Michigan Social Security Number Privacy Act, MCL 445.82 et seq.
· Family Educational Rights and Privacy Act  
1. State of Michigan Policies
· The contractor must comply with the State of Michigan information technology standards http://www.michigan.gov/dit/0,1607,7-139-34305---,00.html. 
B. Security Risk Assessment  

The contractor will be required to conduct assessments of risks and identify the damage that could result from unauthorized access, use, disclosure, disruption, modification, or destruction of information and information systems that support the operations and assets of the Department of Treasury. Security controls should be implemented based on the potential risks.  The contractor shall ensure that reassessments occur whenever there are significant modifications to the information system and that risk assessment information is updated.
C. System Security Plan

The contractor shall develop and implement a security plan that provides an overview of the security requirements for the information system. If a security plan does not exist, the contractor shall provide a description of the security controls planned for meeting those requirements. The security plan must be reviewed periodically and revised to address system/organizational changes or problems.
D. Network Security

The contractor is responsible for the security of and access to Department of Treasury data, consistent with legislative or administrative restrictions.  Unsecured operating practices, which expose other connected networks to malicious security violations, are not acceptable.  The contractor must coordinate with the Michigan Department of Information Technology to enter the proper pointers into the State of Michigan infrastructure.

E. 
 Data Security

The contractor has the responsibility to protect the confidentiality, integrity, and availability of State of Michigan data that is generated, accessed, modified, transmitted, stored, disposed, or used by the system, irrespective of the medium on which the data resides and regardless of format (such as in electronic, paper or other physical form).

The contractor shall: 

1.
process the personal data in accordance with the personal data protection laws of the State of Michigan and the United States. 

2.
have in place appropriate technical and organizational internal and security controls to protect the personal data against accidental or unlawful destruction or accidental loss, alteration, unauthorized disclosure or access, and which provide a level of security appropriate to the risk represented by the processing and the nature of the data to be protected. Technical and organizational security controls must be implemented that are appropriate to the risks, such as against accidental or unlawful destruction or accidental loss, alteration, unauthorized disclosure or access, presented by the processing.  
3.
provide secure and acceptable methods of transmitting personal, confidential or sensitive information over telecommunication devices such as data encryption (128 bit minimum), Secure Socket Layer (SSL), dedicated leased line or Virtual Private Network (VPN).  

4.
supply the Department of Treasury, Security Division with information associated with security audits performed in the last three years. 

5.
have in place procedures so that any third party it authorizes to have access to the personal data, including processors, will respect and maintain the confidentiality, integrity, and availability of the data. 
6.
process the personal, confidential and sensitive data only for purposes described in the contract. 

7.
identify to the Department of Treasury a contact point within its organization authorized to respond to enquiries concerning processing of the personal, confidential or sensitive data, and will cooperate in good faith with the Department.

8.
not disclose or transfer the personal, confidential or sensitive data to a third party unless it is approved under this contract.

9.
not use data transferred by the Department of Treasury as a result of this contract for marketing purposes.

F. Media Protection
· The contractor shall implement measures to provide physical and environmental protection and accountability for tapes, diskettes, printouts, and other media containing Department of Treasury’s personal, confidential and sensitive information to prevent the loss of confidentiality, integrity, or availability of information including data or software, when stored outside the system. This can include storage of information before it is input to the system and after it is output. 
· The contractor shall ensure that only authorized users have access to information in printed form or on digital media removed from the information system, physically control and securely store information media, both paper and digital, restrict the pickup, receipt, transfer, and delivery of such media to authorized personnel. 
G. Media Destruction and Disposal

The contractor shall sanitize or destroy information system digital media containing personal, confidential or sensitive information before its disposal or release for reuse to prevent unauthorized individuals from gaining access to and using information contained on the media. 
· Personal, confidential or sensitive information must be destroyed by burning, mulching, pulverizing or shredding.  If shredded, strips should not be more than 5/16-inch, microfilm should be shredded to affect a 1/35-inch by 3/8-inch strip, and pulping should reduce material to particles of one inch or smaller. 

· Disk or tape media must be destroyed by overwriting all data tracks a minimum of three times or running a magnetic strip over and under entire area of disk at least three (3) times.  If the CD, DVD or tape cannot be overwritten it must be destroyed in an obvious manner to prevent use in any disk drive unit and discarded. Hand tearing, recycling, or burying information in a landfill are unacceptable methods of disposal.  Electronic data residing on any computer systems must be purged based on retention periods required by the Department of Treasury.  

H. 
Access Control

The contractor must limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems) and to the types of transactions and functions that authorized users are permitted to exercise. Access must be immediately removed when a staff changes job duties or leaves the employment.
Authentication Process

Authentication is the process of verifying the identity of a user. Authentication is performed by having the user enter a user name and password in order to access the system.  

To help protect information from unauthorized access or disclosure, users must be identified and authenticated per the table below prior to accessing confidential or sensitive information, initiating transactions, or activating services.

Publicly available information such as the mother’s maiden name, birth date, and address as the sole authenticator is not a secure means of authentication and should not be used.

Automatic user logons are prohibited. Device-to-device logons must be secured (preferably using client certificates or password via tunneled session). For certain implementations, source restrictions (sign-on can occur only from a specific device) provide a compensating control, in addition to the ID and password.

Authentication information (e.g., a password or PIN) must never be disclosed to another user or shared among users.

The authentication process is limited to three (3) unsuccessful attempts and must be reinstated by the authorized personnel (preferably the System security Administrator). User accounts should be systematically disabled after 90 days of inactivity and must be deleted after 1 year of inactivity
Password Requirements 
The purpose of a password is to authenticate a user accessing the system and restrict use of a userID only to the assigned user. To the extent that the functionality is supported within the technology or product, the controls listed must be implemented.

These following controls or content rules apply at any point where a new password value is to be chosen or assigned. These rules must be enforced automatically as part of a new password content checking process.

	Password Property
	Value

	Minimum Length
	8 characters with a combination of alpha, numeric and special characters

	Composition
	· At least two numeric characters (0 through 9), neither of which may be at the beginning or the end of the password

· A combination of two upper (A through Z) and lower case (a through z) letters

· Special characters (!, @, #, $, %, ^, &, *, (, ), +, =, /, <, >, ?,., :, ;, \) 

· UserID in password is not allowed

	Expiration Requirement (Maximum Password Age):   
	30 days

	Revocation
	Passwords should be revoked after three (3) failed attempts. (Treasury strongly supports password revocation after three failed attempts if system allows) Passwords should be systematically disabled after 90 days of inactivity to reduce the risk of compromise through guessing, password cracking or other attack and penetration methods.

	Temporary passwords
	· Must be randomly chosen or generated

· System must force the user to change the temporary password at initial login

	Change process 
	System must force user to:

· Confirm their current password/PIN, 

· Reenter current password/PIN

· Create a new password/PIN

· Reenter new password/PIN

System must prevent users from being able to consecutively change their password value in a single day (The goal is to prevent recycling through password history records to reuse an earlier-used password value)

	Login process
	Password/PIN must not appear on the screen during the login process (The exception to this is during selection of a machine-generated password).

	Encryption of passwords/PINs
	Passwords must be stored and transmitted with a minimum of 128-bit encryption. Passwords must be masked when entered on any screen

	Compromise of password/PIN
	Must be changed immediately

	Forgotten password/PIN
	Must be reset by authorized person (system Security Administrator)

	Current user password/PIN
	Must not be maintained or displayed in any readable format on the system

	Audit logs
	Maintain a record of when a password was changed, deleted, or revoked.  The audit trail shall capture all unsuccessful login and authorization attempts for a one year period.

	Password history
	Keep a password history and perform a check against the history to verify the password has not been used for a minimum of one year

	Privileged account access (e.g. supervisor or root)
	Security administrator must change the password for that account immediately when user changes responsibilities


I.
System Security Application Control 

Application controls apply to individual computer systems and may include such controls as data origin, input controls, processing controls, output controls, application access controls, application interfaces, audit trail controls, and system documentation.  Application controls consist of mechanisms in place over each separate computer system to ensure authorized data is processed completely, accurately, and reliably.  The contractor is responsible for ensuring application controls are in place and functioning properly within their organization.  Ongoing testing and reporting of controls must be part of the business process in order to have a solid understanding of risks, strengths and weaknesses.  A comprehensive solution is required to ensure that business critical applications are handled efficiently and are prioritized.  Dynamic recovery procedures and fail over facilities shall be incorporated into the scheduling process whenever possible; and where manual processes are needed, extensive tools must be available to minimize delays and ensure critical services are least impacted.

J.
System Auditing
The contractor must (i) create, protect, and retain information system audit log records to the extent needed to enable the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate information system activity, and (ii) ensure that the actions of individual information system users can be uniquely traced to those users so they can be held accountable for their actions.

The contractor shall observe the following guidelines regarding system auditing:

1.
Audit record should contain the following:

•
date and time of the event

•
subject identity

•
type of event

•
how data changed

•
where the event occurred
•
outcome of the event
2.
System alerts if audit log generation fails

3.
System protects audit information from unauthorized access

4.
Audit record should be reviewed by individuals with a “need to know” on a regular basis

5.
Audit logs are retained for sufficient period of time.

K.
Configuration Control and Management


The configuration management policy and procedures must be consistent with applicable federal laws, directives, policies, regulations, standards and guidance.

L. Incident Reporting

The contractor must immediately notify any security incidents and/or breaches to the Contract Compliance Inspector. 

· The contractor must have a documented and implemented Incident Response Policy and Procedure

· Incident handling form for consistent, repeatable process for monitoring and reporting when dealing with incidents.

· Incident response resource identified to assist users in handling and reporting incidents.
· Personnel trained in their incident response roles and responsibilities at least annually.
M. Physical and Environmental Security

The contractor shall have established physical and environmental security controls to protect systems, the related supporting infrastructure and facilities against threats associated with their physical environment. 

1. The contractor shall have established environmental protection for magnetic and other media from fire, temperature, liquids, magnetism, smoke, and dust. 

2.  The contractor shall control all physical access points to facilities containing information systems (except those areas within the facilities officially designated as publicly accessible), review physical security logs periodically, investigate security violations or suspicious physical access activities, and initiate remedial actions. 
3. The contractor shall periodically review the established physical and environmental security controls to ensure that they are working as intended. 
N.
Disaster Recovery and Business Continuity Plan

The contractor shall have developed, periodically update, and regularly test disaster recovery and business continuity plans designed to ensure the availability of Department of Treasury’s data in the event of an adverse impact to the contractors information systems due to a natural or man-made emergency or disaster event. 
O.
Security Awareness Training

The contractor must ensure their staff having access to Treasury information are made aware of the security risks associated with their activities and of applicable laws, policies, and procedures related to security identified in Section A of this document, and ensuring that personnel are trained to carry out their assigned information security related duties.

· Contracted employees must obtain Department of Treasury provided security awareness training. (On-line training to be identified by the Contract Compliance Inspector).  
P. Web Application Security
The contractor shall have established adequate security controls for web application(s) to provide a high level of security to protect confidentiality of data transmitted over the public internet. The controls include, but are not limited to:

1.
authentication

2.
authorization and access control 

3.
web application and server configuration (e.g., patch management, deletion of unnecessary services, separation of the operating system and the web server)

4.
session management (e.g., randomly generated unique session IDs, session encryption, time-out setting for inactive session) 

5.
input validation (e.g., avoid shell commands, system calls, and malicious codes), 

6.
encryption (e.g., protect confidential or sensitive information, encryption keys, passwords, shared secret), 

7.
audit logs (e.g., all authentication and authorization events, logging in, logging out, failed logins). 
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