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Article 1 — Statement of Work (SOW)

1.000 Profect lderitification

1.001  Project Request

This contract will have a base term of five (5) years with five (8), one (1) vear option. Renewal of the contraci{s)
must be at the sole discretion of the State of Michigan and must be basad upon the accaptable performance of
the selecied Contractor as determined by the SOM. New Work and Additienal Services will be added io the
S0OW, subject to the Contract Change Management process,

1.002 Background

The objective of this Conlract is fo provide increased bandwidih, provide network divarsity to State Remote
Sites, transition to current transpon service technologles, reduca recurring costs, and increase agility in
providing nebwork sarvices to the Stale in accordance with this SOW and the Enterprise ISP Design.

1.1 Scope of Work and Dellvarabl

1101 In Scope
This Contract is for the provision of ail daliverables, services, resources and feature(s) that will be utilized to
comprise the SOM Enterprize ISP and any optimization of the Enterprize ISP in accordance with this SOW, the
Enlerprise ISP Design. Subject to Contrac! Change Management, the SOM reserves the right fo salect and
approve any Equipment, for conformity o SOM standards, which will be used al SOM Remote Sites {at the
SOM LAN Demarcation Point} in support of the Enterprise 1SP,
+ The Enlerprise [SP will support bandwidth in increments from 1,544 Mb (Megabits) to 40 Gb {Gigabits)
to the Equipmant at the State Remeote Sites. Tha key siements of the Enterorise ISP capabilily will be
defined by the SOM.

This Contract consists of the following scope:

1. Enterprise Internet Service Providers

Procurement of Services

frvoicing

Entarprise internet Service Provider Services
Service Level Agresmants

Reparts

Continuity of Service/Disaster Recovery
Optional Senvices

@mmpoEe

This contract includes Enterprise Intamet Service Provider (ISP) Services

A more detailed description of the Equipment, telecommunication Services and Deliverables reguired in the
contract are provided in Article 1, Saction 1.104, Waork and Deliverables.

1.102  Qut Of Scopa
The following topics are out of scope:

+ Managsment of State's metropalitan area networks
¢ Management of State’s hosting center network
+  Management of Stale’s local aréa nebworks

1.103 Environment

The finks below provide information on the SOM's Enterprise IT policies, standards and proceduras which
include sacurity policy and proceduras, eMichigan web development, and the State Unified Information
Technodogy Environment (SUITE).

Enterprise IT Policies, Standards and Procedures:

hittp:, .michigan. gow 16807, 7-1 - 00.htm aind hitp: e michigan govidmb/0, 1607, 7-150-
56356-107739--.00, hitml
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All Equipment at the Demarcation Point provided by Contractor will be compaltible with the Design. Tha State's
Contract Adminlstrator and DTMB must approve any tools, in writing, befora use on any infermalion technology
project for New Work,

It is recognized that technology changes rapidiy. Either party may, subject to Contrast Change Management
request, in writing, a change in the standard envirenmen! Equipment or Transport Services, providing
justification for the requested change and all costs associatad with any change. Tha S0M Contract Compliance
Inspector must approve any changes, In writing, before work may proceed based on the changed environment.

The State's security environment includes:

+ DTME Single Login

+  DTME provided SQL securily database

+  Secured Socket Layers

+  SecurD (Stale Security Standard for external network access and high risk Web systems)

Page & of 73
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1.104 Work and Deliverables - Enterprise Internet Service Provider(s)

The Enterprise Inlernet Service Provideris) shall provide the Services required for the State of Michigan, in
accordance wilh the requirements as set forth below and in Attachment 6 —~ WAN Services Requirements
Workshaat.

For a camplete st of Enterprise ISP reguirements please see Attachment 6 - WAN Services Reguirements
Workshest.

|. Services [work) To Be Provided and Deliverables

Acceptance Criteria
High-leve| acceplance criteria for Document Delivarables are Bsted in Section 1.501. Any additional or mare

specific criteria are identified here,

A,

Updated 8/20/2012

Procurement of Services

The Contractor will pravide a complete list of all senvices offerad that may be utiized as part of the
Enterprise Internet Services. The SOM reserves the right to procure services, products and software
nacessary for Enterprise Infernet Sarvicas through other S0OM contracts, The SOM requires any Enterprise
ISP to coordinate services through a single Sarvics Integrator,

= Consulling in regards to the Contractor's Enferprise Internet Services will be available at no additional
charge. The Contractor will provide an an-ling secure portal or electronic method for tracking order
stalus.

+ The Sfate or S| will provide accurate and complete order documentation. The State will provide an LOA
for 8l to placs orders. The State will arrange and provide accurate local contact {LCONY infarmation
and site access. The Slate will provide adequate space and power to install circuit demarcation and
assoclated circuit termination equipment, The State will obtain any approval necessary for ISP Clreuit
inztaltation from property owners.

Invaicing

The Gonfractor will invoice the Slale directly. The Contractor will submit properly itemized inveices to *Bill
To" Address on Purchase Order. Invoices must provide and ilemize, as applicable:
« Contract number.
Purchase Ordar nurmber,
Coniractor name, address, phone number
Description of any commoditiss/hardware, Including quantily ordered.
Date(s) of delivery andior date(s) of instalistion and set-up.
Price for each item, or Service Integrator's list price for each ilem and applicable discounts.
Met invalee price for each itam.
Shipping costs.
Ciher applicable charges.
Tolal invoice price,
Payment terms, incheding any available prompt payment discount,

LI O

Billing for service components or features begins on the day the senvice component or feature is made
available for use by SOM {which shall be sonsidered the Service Activation Date). Billing shall commence
at a Site as of the Senvice Activation Date regardiess of the function of the Site in @ SOM network (2.,
remaote, spoke, hub, or head-end siles) or the provisioning status of other Sites in the SOM network,

Payment of maintanance senvice/support of leas than one (1) month's duration shall be prorated at 1/20th
of the basic monthly maintenance charges for each calendar day.

The Coniractor invaices will be paid via Electronic Funds Transfer (EFT).

Page 9ol 73
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The SOM has the right to withhold payment of a disputed amount on an inveles until the dispute is setilad
or resolved. [f the investigation of the disputed amaunt is found Lo be settled in the SOM's favor, this
disputed amount will appear as an adjustment cradit on the next billing invalce, following dispute resolution.
If the disputed amount is determined to be billed correctly, the disputed amount will carry forward to fhe
next billing invoice, following dispute resolution, &5 & pending balance due,

Billing will commence at a Site as of the Service Activaiion Dale regardless of the function of the Site in a
SOM network (e.g., remate, spoke, hub, or head-end sites) or the provisioning slaius of other Sites in the
SOM network, Billing for service companants or features begins on the day the service component or
feature is made available for use by SOM

Contractor must submit properly temizad involces to:

DTME = Financlal Services
Accounis Payable

P.O. Box 30028

Lansing, Ml 48909

Or
DTMB-Accounts-Payahle Ichigan.goy

The Contractor invoices will be paid via Electronic Funds Transter (EFT). Contractor will accept ACH
transactions from the State or Service Integrator in sither CCD+ or CTX, format. These formats include both
remittance information and addenda records.

For EFT payments, the NACHA standard file will be received by Coniractor's bank. Any errors will be
corrected the next businass day. If the error cannot ba carracted, Contractor will contact the State/Sanvice
Intagrator for verllication of the paymant.

Enterprise Internet Service Provider Services

1. Service Feaiuras

The service faalures below are requirements for tha Contractor's Senvices to the SOM, The
prefarrad method of connection between the Contractor and the SO is Ethernet.

a. The Conlractor will use standards-based routing protocel(s) to announce routes from the SOM
site router.
b The Contractor dedicated ISP connsction service must provide IPv4 and IPvE support.
¢. The Contraclor dedicated ISP connection service must provide near real-time online network
utiization statistics.
d. Dedicaied Internet connections must be available from speeds of 1.5 Mbps and above for
transmit and receive,
The Contractor will provide a Metwork Operations Center that is avallable 24x7x365
The Contractor will provide conact information for its Network Operations Canter (NOG)
The Metwork Operations Center provided by The Contractor will be abis to accept troubla
fickats electranically ar via phone.
The Cantractor will describe the archilesture, features and capabllities of its enterprize Internet
access senvica offering, to include:
i Ability to provide dedicaled Internet access al all access speads.
ii.  Primary and Secondary DNS senvicas,

fii. Border Gateway Protocol (BGP) routing services.

iv.  Tha Service Integrator's capability to raute the SOM's IP addresses, the capability to
provide IP addresses, and the smallest address space the Vendor shall route on its
backbone,

¥,  Web caching service (New Work)

vi.  Centent Distribution Nelwork services (New Work)

vii.  Metwork time protocol (NTP) {New Work) —

Page 10 of 73
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Vil Security services avaitable te mifigate interruptions and mechanisms for deteciing and
eliminating fraudulent andfor unauthorized use of the services provided to the SOM.,
Examples of known, uraulhorized activity include, but are not lmited to, Distributed
Denial of Service (DDoS) and DNS spaafing (New Work).

ix.  Ability to provide Internet? sccess (Mew Waork)

a. Service Managament

All Sarvice work will bs scheduled by the Conlraclor when least disruptive fo the SOM.. The
Contractor will have documented permission from the State for any service order. The Centractor
will submil to the State for approval the procedures that the Contractor will use for the dispatch of a
technician during and oulside of SOM business hours,

If the State belisves thal any installation work or repalr work performed by Contractor does nat
meel the Slate's standards, Contractor will wark with the State to understand what was not
performad adaguately and work lo resolve the issue. If Confractor is in agreement that the werk
was not performed adequately, Contractor will correct the issue al no additional cost to the State.

The State will provide adequate space and power to install circull demarcation and associated
sircuit termination equipment. The State will obiain any approval necessary for ISP gircuil
instailation from propearty owners,

b.  Problem Management

Problem Management includes aclivities related to restoring Services after an outage and reporting
the cause of failure. The Cenlractor will collaborate and coordinate Faull Management Services
with the SOMISI, including remote alarm menltoring, problent report receipt, problem identification
and isolation, remote and on-site resolution, and dispateh management.

Upon receipt of a prablem or alarm noification, the Gontractor will initiste problem resolution efforts
in coordination with the SOM/S|. The Contractor will priorilize the support ticket in accordance with
mutuglly agreed-upon metrics, as provided by the SOM.

The Contractor will coordinate with the SOM/SI to troubleshoot, isolate and resolve problem
conditions related to the Services. Upon datarmining the source of the fault, the Conlfractor will
parfarm the following activitias:

+  Resolve the problem remotely, where possible

+  Change the software feature, reroute past or replace the defective equipment, hardware
component, andfar

+  Dispateh technicians for on-gie repair or replacement

The Cantractor will escalate issues per the mutually agreed-upon escalation procedures and
provide the SOM/S] with status at escalation thresholds throughout trouble resalition efforts.

The Contractar will provide sppropriate technical support {e.g., manufacturer technical suppori) fo
resolve SOM outage conditions and perfermance issues in accordance with performance standards
detziled in the Section D. Service Level Agreements

The State will provide adequate space and power o install circuit demarcalion and associated

eirguit termination equipment, The Stafe will obtain any approval necessary for Internel circul
installation from property owners.

& Monitcring and Management
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The Contractor will prosctively menage, maintain and operate the Contractor nelwaork used by 1he
S0OM on a 24x7x385 basiz and will discover any Incidents that are outside the melrics performance
standards detailed in the Section D. Service Level Agreements,

D, Service Level Agreements (SLA)

The following is the Service Group Dascription and the applicable availsbility % targeted by the State
for Enterprise Internet Service Provider Services.

Service Group | Service Group Description

# : g :

Group 4 A SOM Reimote Site connectad to a commercial Internet Service Provider
(98%) {15P} or any downstream edge/shared services-connected sites.

1. Monthly Enterprise ISP Service Group Availability (SGA). Site availability muzt enable the
State to determine where outages occur and aliow the State to balter provide for greater
stability of the State of Michigan®s Internet Services. This SLA measures unscheduled
oulage(s) or service interruption(s) affecting Infernet zenvicas availabilily at State sitais) by
sernvice Group.

& The Formula used to measure pefformancs must be as follows:
Sanvice Group Downtime {SG0) = the total number of out-of-senvice hours for a
givan Service Group divided by the tatal number of site servica hours, within
senvicse Group multiphed by 100. Agreed-upan, pre-scheduled maintenance
windows are excluded from out-of-service hours. The Servies Integrator must
report the percentage (%) of time the network was down and the percentage (%)
of lima the network was available in total Per Site/Senvice Group. This data may
be audited by the Stale or a designated third-party. The Performance Objective
is for the Enterprise 1SP o provide the following Service Group Availability to the
Slate as a percentage of time by Service Group as stated below:

SGA by Service Group Table

Service Group # Performance Objective
[ Group @ o 99.00%

2. Monthly Enterprise ISP Time to Repair (TTR) metrs, Tha time must be measured from the time a
trouble ticked is aslablished at the Enterprise 1SP"s NOG threugh any means untll the Enterprise
ISP's trouble ticket is changed to resolved status after approval by the SOM site contact.

Service Intagrator must not exceed the objective as stated by Group as stated below.

TTR by Service Group Tahle

Service Group # | Performance Dbjective -
Group 4 8.0 hours

3. Monihly Enterprise 1SP Software MAC (Move/AddfChange) Request metric. Each Software MAC

request must meet a mutually agreed-upon due date betwaan the Enterprise ISP and the SOM.

Page 12 of 73
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8. The Formuia uged to measure MAG requests on a per-site basis mus! ba as follows:
A Murmber of MAGC requests completed on, o prior to, the due date during the
reporting period.
B. Tolal number of MAC requests completed during the reparting period.

Cernpliance = A/B*100 {The result s 2 percentage)
Performance Objective = 100%

The Enterprise ISP must include the number af tichais closed during the reporting pericd, the
average successiul MAC Reguest completion time, the number of tickats whose resolution fime
was greater than the average and the number of lickets whase resoluticn lime was less than the
average. This data may be audited by the SOM or & designated third-party.

4. Mo Enterprise ISP ar C fAddiChange) Request metre, Each Hardware MAC
request must meet & mutually agreed upon due date between the Enterprise |SP and tha SOM.

b, The Formula used to MAG requests on a per-site bagis must be as follows:
C. MNumber of MAC requests cormpleted on or priof lo the dus date during the
reporting pariad,
0. Total number of MAC requests compieted during the reporting period.

Compllance = A/B*100 {The result iz a percentage)
Performance Objective = 100%

Enterprise ISP must inciude fhe number of tigkets closed during the reporting peried, the average
successiul MAC Request complation time, the number of fickets whose resolution time was greater
than the avarage and the number of tickets whose resolution time was less than the average, This
data inay be audited by the SOM or a designated third-party.

E. Reporis

The Enterprise ISP must provide the following SLA reports en a monthly basis per site:
= Enterpriss ISP Service Group Availability (SGA),
«  Enterprise ISP Time to Repair {TTR) matric.
« Enterprise ISP Software MAC (MovelAdd/Change) Request metric.,
+ Enterprise ISP Hardware MAC (MovelfddiChange) Request metric.

The Enterprize ISP must provide near reak-time online netwark statistics for ulilization. Dedicated
Internet connections must be available from speads of 1.6 Mbps and above for fransmit and recsive.
F. Continuity of Service/Disaster Racovery
The Contractor will adhere to the Telecommunications Sarvice Priotity (TSP) program and provide for the
rapid provisioning and restoration of services to SOMs having a national security and emergency
preparedness function. Reference the requirements set forlh in Telecamm unication Service Priority {TSP)
Sarvice Exhibi - Title 47 Part 64, Specifically, Contractor will work with the State to prioniize circuits with
T3P markings.
G. Optional Services

The Conlractor has providad its list of Optional Services o ba considerad in scope, Any Optional Services
that the SOM requires will be considerad Mew Waorke.
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The detailed Servics requirements for the Conlract are listed in this SOW and Attachment § — WAN
Services Requirements Worksheet, . .

Overall Service Requirements

Detailed Requirements

1.200 les and nsibifitles

1.201 Contractor Staff, Roles, and Responsibifities

A,

Updated 8/20/2012

Staff

The Contractor must provide, and update when changed, an organizetional chart indicating lines of
authority for personnel invelved in performance of this Contract and relationships of this staff to other
programs or functions of the fim. This chart must also show lines of authority 1o the next senior level of
management and indicale who within the firm must have primary responsibility and final authority for the
wark,

1. Key Personnel

All Key Persannel may be subject to the Statas' interview and approval process, Any Key Parsonnel
stall substitution must have the prior approval of the State in accordance wilh the Coniract. Tha State
has identified the following as Key Personnel for this SOW:

= Account Manager/Single Point of Gontact {SPOC }

Centractor must provide an Account Manager/SPOC to interact with the designated personnal from
the State to ensure a smooth transition to the new contract. The Account Manager must coordinate all
of the activities of the Contracior personnel assigned to the project and create all reporis required by
tha SOM. The Account Manager responsibilities must include, at a minfmum:

+  The Account Manager must act as the Single Point of Contact (SPOG) for any issua
related to the issued confract.
Escalalion point for contract issues, risks, and ofher concamns.
Litilize Centract Change Managemand
Communicate on order and delivery status and issues,
Route calls or raquests 1o the appropriate resources.
Manage resoiution of order and delivery issuss.
Provide informafion on business processes for using the contract,
Menage all defined Contractor regponsibilities in this Scope of Services,
Manage and report on the project's budgat,
Process all submitted SOW and 51 (via an LOA) requests and deliver detalied servica angd
price proposals,
Deliver all contract required reports on produst and senvice defivery, and SLA compliance.
+  Faciliiate dispute rezolution.
*  Advise the State of perdormance under the terms and conditions of the Conlract.

L

On Site Work Requirements

1. Location of Work
For work that musi be executed on-Site, it must be parfarmed, completed and managed st State-
owned or leased lacilities.

2. Hours of Operation
a. Mormal State warking hours, depending on the site, are 8:00 a.m. io 5:00 p-m. EST, Monday
through Friday, with work performed as necessary aflar thoss hours 1o maet project deadiines.
b The State holidays and the days they are observed are:
Page 14 of 73
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1.202 State Staff, Roles, and Responsibilities

& ¥ & & & & & F B ¥ @
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Mew Year's Day, January 1, or closest weekday,
Martin Luther King, Jr. Day, Third Monday in January.
Presidanis Day, Third Monday in February.

Memeorial Day, Last Monday in May.

Independence Day, July 4, or closas! weskday.
Labor Day, First Monday in Seplamber,
General Election Day, First Tuesday in November, even numbered years

Veterans Day, Movamber 11,

B

Thanksgiving Day and the day after, the fourth Thursday and Friday in November.

Mew Year's Eve, December 31,

Christmas Day December 25 and the day before/after depanding on how the heliday falls

The State project team will consist of Executive Sponsors, project support, and a DTME project manager.

Executive Sponsors -
The Executive Sponsors represent the DTME execulive team by providing the vision for the contracl, securing

dapanmental support for the contract, and providing high level direction to the team.

The Stale's Executive Sponsors will provide the following services:

Act &s & vocal and visible champion within the State.

+  Provide high level direction fo the team,
+  Keap abreast of major contract activities and performance,
+  Make imporiant decisions related to scope and dirsction.
+  Saolicit the State resources necessary for the contract,
Narrie Agency/Division Title Phonele-mail
Greg Faremouth OTMB Metwork and Director (517) 241-1648
Telecormmunications fararmol ichigan.gow
l__ Senvices i

Contract Compliance Inspector
DTME will assign a Confract Compliance Manager who will be responsible for the State's infrastructure and
coordinate with the Service Integrator in determining the system configuration.

The State’s Contract Compliance Manager will provids the following senvices:

Collect information necessary to monitor each Contraclor's performance against SLA reguirements.
Attend pericdic meetings to review each Contractor's defiverables snd metrics.

Facilitate communication between each Confractar and State departments/divisions.

Conduct regular and ongeing reviews of each Confracior's perdomance.

Make key implementation decisions, as identified by each Contractor's Bills of Materials and
Project Plans,

Name

Agency/Division

Title

Phonele-mall

Scoit Hall

DTMB MNetwork and
Telecammunications
Services

Contract Compliance
Manager

(B17) 241-4258
Halls9@michigan.gov

State Project Manager — for the Transition and olher projects, as nesdad
The State’s Project Manager must provide the following services:

Updated 8/20/2012

Coordinate the State resources necessary fof the projact,
Provide scceptance and sign-off of deliverable/milestone and invoices.

Page 15 of 73




DocuSign Envelope 10: 26F COSCT-0FSF-46 F-BETAG500413

+  Collect Information necessary to menitor the Service Integrator's performance against SLA
reguiremeants,

s Allend periodic mestings to review the Contractors’ deliverables and matrics.
o Eacalate sutstanding/high pricrity issuas,
» Utilize Contract Change Management procedures and reselve Transition project-related issues.
+  Conduct regular and engoing reviews of the transition project.
«  Document and archive all important project decisions.
+ Provide stalus updates o compliance manager and executive Sponsors.

Nama Agency/Division ] Title Phonele-mail

TBD DTMB State Project Manager TBD

L - S

DTMBE Contract Administrator
DTMB will assign a Coniract Administrator who will manage post contractual activities which include but are not
lirmited to:

«  Megeliating or clarifying eontractual proviskons.

+  Approving amendments to or extensions of the Contract,

+  Paricipating in scheduled reviews of Contract milestones and delivarables.

* Resolving Confract issues belwesn the State and the Service Integrator, WAN Service Providers
and Enterprisa 1SPs,
Verifying thal all contractual activities are complate prior to contract close out.
« Document and archive all imporant contract decisions.

Name Agency/Division Title Phonel/a-mail
Michael Brean DTHB Purchasing State Buyer 517-241-7720
I . Br michigan.goy |

1.203 Other Roles and Responsibilities
el [y act Mana
1.201 Contract Management

A. Orientation Meoting

Within 10 business days sfter contract signing, each Contractor may be required to attend an orientation
maeting to discuss the conlent and procedures of the Contract. The meeting must be held in Lansing, Michigan,
al a date and time mutually acceptable to the Stale and the Conlracior, The State shall baar no cost for the time
and travel of the Contractor for altendance at the meeting.

B. Performance Review Mestings

The State requires the Service Integrator, WAN Service Providers and Enterprize [SPs to attend monlhily
meetings, &t a minimum, te review performance under the Contract and manthly monitoring repers, The
mestings must be held in Lansing, Michigan, or by teleconference, as mutually agreed by the State and the
Conlractors.
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B
C, Contract Control

1. The Contracior must carry out this project under ihe direction and control of the DTME Network and
Telecommunications Services Division,

2. Wiithin 20 business days of Contract execution, the Contracler mus! submit the project plan to the State
project manager(s) for final appraval. This project plan must ba in agreement with Articla 1, Section
1.104 Work and Deliverables. : :

Tha Slate is responsible for providing a point-of-contact who will assume responsibility for managing
the rallout of the transition/iransformation project. The State is also respensible for cooperating in the
completion of all activities related to this project,

1.302 Reports

Reports (formats to be crealed by the State) must be submitted to the State’s Contract Compliznce Manager for
approval within 45 business days after Ihe execution of the Centract, Once bath parties have agraed to the
format of the reports, it shall become the standard to follow for the duraticn of the Contrast.

¢« Enterprise ISP — Seclion 1.104
1.400 ect Manageam

in the event the State desires Contrastor to provide support for a Senvica raquiring project management and/or
project engineering beyond those called out in the dafinitions of a Soft MACD or a Hard MACD {"Project"}, the
Contractor must assign a Project Manager to oversee major Project implementations. The Projact Manager's
contact information must be provided to the State when any Project is inifiated.

The Contractor's Project Statemant of Work must include:

Project Objeciive

Seope of Work

Design, if requirad by the State
Deliverables

Acceptance Criteria

Fayment by accaptad milestone

Agency Responsibilities and Assumptions
Escalation Plan

Work Brezkdown Structure

& & & & & B & B B

Note: Bafore a Project can commence, the State must spprove the Project Plan, which must include the
Confractor's project SOW, to-ba buill design and a price quote based on deliverablss.

1.401 RESERVED

1402 RESERVED

1.500 Accaplance

1.601 Criteria
The fallowing is standard acceptance criteria fer Document Deliverables. Any other specific criteria are
Identified in Section 1.104 Work and Defiverables.

Dogument D bles Pro
1. Documents are dated and in electronic format.
2. Draft documenis are nol accepied as final Document Deliverables.
3. The Document Deliverables must be reviewed and accepted in accordance with the requiraments of
the Contract and Appendices.
Page 17 of 73
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4. DTME must review Document Deliverablas within a mutuslly agreed upon imeframe.
a. Approvals musl be writken and signed by DTMB Projact Manager,

b. Issues must be documented and submilted to the Contrastor.

c. Afterissues are resolved or waived, the Contractor must resubmit documents for approval within
30 days of recaipt.

1.502 Final Acceptance

Final acceplance Is expressly conditioned upen complation of ALL deliverables/milestones, completion of ALL
tasks in the project plan as approved, compiletion of ALL applicable inspection andfor testing procedures, and
the certification by the State that the Contractor has met the defined requirements.

1. Compensation and P

1.601 Compensation and Payment
1. Firm, fixed price.
«  Gonfractor will submit menthly invoices for Services delivared with sufficient documentation to
explain the billing.

2. Time and Materials (T&M)
«  Contractor will provide a process for scquiring Mew Work on a time and materials basis.
¢ Firm, fixed unit rates for T&M work to be provided with Project proposal.
«  Contractor will submit monthly invoices for time and material services.

3. The paries agrea [hal the Services/Deliverablas to be rendered by Contractor pursuant to the Contract
(and any future amendments of it) must be defined and described in detall in an Attechment or
Purchase Ordars (PO) execited under the Contract. Contractor shall not be obliged or autharized to
commence any work to implament a Statement of Work until authorized via a PO issued against the
Contract. Contractor shall perform in accordance with the Cantract, including the Statements of
Work/Purchase Orders executed under it

4, Payment Terms: Az per tha Contract,

Method of Payment
The Contractors will be paid by the methods ietad in the SOV,

Travel
The State will not pay for any travel expenses, including hotel, mileage, meats, parking, ete. Travel time must
not be reimbursed,

1.602 Reserved
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Article 2. Terms and Conditions
2000 Coniract 8in

2001 Contract Term . .
This Contract is for a pericd of five years beginning December 9, 2011 through December 8, 2016). All
outstanding Purchase Orders must also expire upon the termination for any of the reasons listed in Section
2.180 of the Centract, unless otherwise extended under the Contracl, Absent an early termination for any
reason, Furchase Orders issued but not expired, by the end of the Contract's stated term, shall remain in effect
for the balance of the fiscal year for which they were issued,

2.002 Options To Renew

This Cantract may be renewed in writing by mulual agreement of the pariies not less than 30 days before its
expiration, The Centract may be renewed for up to four additional ons-year pericds.

2,003 Legal Effect

Contractor accepts this Contract by skgning two copies of the Contract and returning them to the Procurement
The Contractor shall not proceed with the performancs of the work te be done under the Contract, including the
purchase of necaszary materials, until both parties have signed the Confract to show acceptance of its terms, and
the Contractor receives a contract releasefpurchase order thet authorizes and defines specific performance
requiremanis,

Except as otherwise agread In wiiting by the parties, the State shall not be liable for cosis incurrad by Contractor
of payment under this Contract, until Contractor is notified in writing that this Contract or Change Order has bean
approved by the Slate Administralive Board (if required), signed by all the parties and a Purchase Order against
the Contract has been ssued.

2,004  Attachments & Exhibits

All Attachments and Exhibils affixed to any and all Statement{s) of Work, or appended lo or referencing this
Contraci, are incorparated in their entiraty and farm part of this Contract.

2.005 Ordering

The State must issue an approved writtan Purchase Order, Blanket Purchase Order, Direct Voucher or
Procuremant Card Order te order any Services/Deliverables under this Cantract, All erders are subject to the
terms and conditions of this Contract, No additional terms and conditions contained an either a Purchase Order
or Blankel Purchase Order apply unlsss they are specifically contained in that Purchase Order or Blanket
Purchase Order's accompanying Statemeant of Work, Exact quantiffies to be purchased are unknown; however,
the Contractor will be raquired to fumnish all such materials and services as may be ordered during the Contract
period. Quantities specified, if any, are estimates based on prior purchases, and the State is not chligated o
purchage in thesa or any othar quantities.

2.006 Order of Pracedence

The Conlract, Including any Statements of Work and Exhibits, 1o the extznt not contrary to the Contract, each of
which s incorporated for all purposes, constitutes the entire agreement batwean the parfies with respect to the
subject matter and supersedes all prior agreements, whether writtan or oral, with respect to the subject matter
and as additional terms and conditions on the purchase order must apply as limited by Section 2,008,
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In the event of any incansistency betwesn the terms of the Contract and a Slatement of Work, the terms of the
Statement of Work shall lake precedeance {as to that Statemant of Work only); provided, howevar, that a
Statement of Work may not madify or amend the terms of the Contract. The Contract may be modified or
amendead only by a formal Conlract amendment.

2007 Headlngs .

Caplions and headings used in the Contracl are for information and organization puposes. Captions and
headings, including inaccurate references, do not, in any way, define or limit the requirements or terms and
conditiens of the Contract,

2,008 Form, Function & Utility

IFthe Contract Is for use of more than cne State agency and if the Daliverable/Service does not the mest the
form, function, and utility required by that State agsncy, that agency may, subject to State purchaging policies,
procure the Deliverable/Sarvica from another source,

2.009 Reformation and Severability

Each provision of the Coniract is severabls from all other provisions of the Gontract and, if one or more of the
provisions of the Contract is declared invalid, the remaining provisions of the Contract remain in full force and
affact,

2010 Consants and Approvals

Except as expressly provided otherwise in the Goniract, if either party requires the consent or approval of the
other party for the taking of any action under tha Centract, the consent ar approval must be in writing and must
not be unreasonably withheld or delayed.

2011 No Waiver of Default

If & party fails lo insist upen strict adherance to any term of the Contract then the perty has not walved the right
lo later insist upon strict adharence to that term, or any other term, of tha Contrac.

2012  Survival

Any provisions of the Conlract that impose continuing obtigalicns on the parties, including without limitation
the: parties' respective warranty, indemnity and confidentiality obligations, survive the expiration or
termination of the Contrac! for any reason. Specific referances to survival in the Contract ara solaly for
identification purposes and not meant to fimit or pravent the survival of any other seclion

2020 Contract Adminisiration

2.021  Issuing Office

This Contract is issued by the Department of Technology, Management and Budget, Procursment for the
Telecommunicatiens Division (collectively, including all other relevant State of Michigan departments and
agencios, the “State”). Procurament is the sole point of contact In the State with ragard to all procuremant and
contractual malters refating to the Contract. The Procurement Centract Administrator for this Contract s

Christine Mitchell, CPPEB Buyer Specialist
Procurament

Depariment of Technelogy, Management and Budgat Mason Eldg, 2nd
Floor

PO Box 30026

Lansing, Ml 48908
30
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Email: mitchellcd@michigan.gov Phone: (517) 336-
0452

2.022 Contract Compliance Inspector

The Director of Procurement direcls fhe person nemed below, or his or her designee, to monitor and coordinate the
activiies for the Centract on & day-to-day basis during its term. Menitering Contract activities does not imply the
authority to change, medify, clarify, amend, or otherwise alter the prices, terms, conditions and specifications of
the Contract. Procurement is the only State office authorized to change, madify, amend, alter or clarify the
prices, specifications, terms and ¢conditions of this Contract. The Contract Compiiance Inspector for this Contract is:

Jim Bowen

Wide Area Metwork Transmission Planning Specialist DTME
Telecommunications Flanning

E08 W, Allegan
Lansing, MI 48933

Email bowenj@michigan.gov Phane: {517) 241-
2078

Faoc 513 373-0303

2.023 Project Manager
Reserved

2.024 Change Requests

The Stale reserves the right to request frem lime 1o time any changes to the requirements and spacifications of the
Contract and the work to be performed by the Canfractor under the Contract. During the course of ordinary business, it
may become nacessary for the State to discontinue cartaln business praciices or create Additional
ServicesfDeliverables. Ata minimum, to the extant applicable, Gontractor shall provide a detalled outline of all work to
be done, including tasks necessary to accomplish the Additional Services/Deliverables, timsframes, lisfing of kay
personnel assigned, estimated hours for sach individual per task, and & complete and detailed cost justification.

If the: State raquests or directs the Contracior to perform any Services/Deliverables that are outside the scope of the
Contractor's respensibilities under the Contract (*New Waork™), the Confractor must notify the State promptly befors
commencing parformance of the requested activilies it bellaves are New Work. I the Contractor fails to notify the Stata
before commencing performance of the requested activities, any such aclivities performed before the Conlractor gives
notice shall be conclusively considered fo be in-scope SenvicesiDeliverables and not Mew Work,

If the State requesis or directs the Confractor to perform any services or provide deliverables that are consistent with and
similar to the Services/Deliverables being provided by the Confractor under the Caontract, but which the Contractor
reasonably and in good faith belisves are not included within the Statements of Work, then before performing such
Services or providing such Deliverables, the Contractor shall notify the State in writing that it considers the Services ar
Deliverables to be an Additional Service/Deliveratle for which the Contractor should receive additional compensation. If
the Conliactor doss not so notify the State, the Coniractor shall have no right to claim thereafter that it is entited to
additionai compansation for performing that Service or providing that Deliverable. If the Confractor does so notify the
State, then such a Service or Deliverable shall be governed by the Change Request procedure in this Section,

In the event prices or service levals are not acoeptable to fhe Stale, the Additional Services or New Work shall be subject
to compelitive bidding based upon the specifications.

{1) Change Request at Stale Request
If the State requires Contracter to perform Mew Waork, Additional Services or make changes to the Services that
would affect the Coniract completion scheduls or the amount of compensation dus Contractor (a “Change?), the
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State shall submit a wrilten request for Contractor to furnish a proposal for carrying out the requested Change{a
“Change Request™.

{2} Contractor Recommandation for Change Requests:
Contractor shall be entifted to propose a Change to the State, on s own Initiative, should Contractor believe the
proposed Change would benefil the Contract,

(3) Upon receipt of a Change Reguest or on its own inifiative, Gentractor shall examine the implications of the
reguested Change on the technical specifications, Contract schedule and price of the Deliverablas and Sarvices and
shall submit to the State withoul undue delay a wiilten propesal for carrying out the Change. Conlractor's propesal
shall include any associated changes in the lechnical specifications, Contract schedule and price and mathod of
pricing of the Services, If the Change is to be parfermed on a time and malertals basis, the Amendmant Labor
Ratas shall apply to the provision of such Services. If Contracter provides a written proposal and should Centractor
e of the opinion that a requasted Change is not to be recommended, it shall eommunicate its opinion to the State
bt shall nevertheless carry oul the Change as specified in the written proposal if the State directs it to do so.

{4) By giving Contractor wrillen notice within a reasonable lime, the State shall be entitled to sccept a Contractor
proposal for Change, to reject if, o o reach another agreement with Contractor. Should tha parties agres on
canrying out a Change, a written Cantract Change Nolice musi be prepared and Issusd under this Coniract,
doseribing the Change and its effects on the Services and any affected components of this Contract {a “Contract
Change dMofice™).

{5) No propesed Change shall be performed until the proposed Change has been specifiad in a duly executed
Conifact Change Mollee issued by the Department of Technology, Management and Budget, Procurement.

(8) If the State requests or directs the Contractor to perform any activities that Conlractor believes constitute a Change,
the Contractor must notify the Stale that it belisves the requested activities are a Change befora baginning to work
on the requeslad activities. If the Contractor fails to notify the Stale before beginning to work on the raquested
aciivilies, then the Contractor waives any right to assert any claim for additional compensation or time for performing
the requested activiiies. If the Contractor commences perfarming work outsida the scape of this Contract and ihen
ceases performing that work, the Contractor must, at the request of the State, retract any out-of-scope work that

would adversely affect the Contract,

2.025 Motices .
Any notice given fo a party under the Contract must be deemed effective, If addressed to the party as addressed below,
upon: (1) detivery, if hand deiivered; (il) receipt of a confirmed transmissien by facsimile if a copy of the notice is sent by
another means specified In this Section; {jii) the third Business Day aiter being s2nt by LS. mail, postage pre-pakd, return
recelpt requested; or (iv) the next Business Day after baing sent by a nationally racognized overnight express courier with
a refiable tracking syslem,

Shate:
State of Michigan Procurement

Attention: Christine Mitchell PO Box
0026

530 Wast Allegan
Lansing, Michigan 48909

Contractor, Terrence J.
Connell

Senior Vice President

Comcast Business Communications, LLC. 1701 JFK
Boulevard
Philadelphia, PA 19103

Either party may change its address where notices are to be sent by giving nolice according to this Section.
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2,026 Binding Commitments

Representalives of Contractor must have the authordly to make binding commitments en Confracior's behalf within the
bounds set forth inthe Contract. Contractor may change the represzntatives from time to time upen giving written nofice,

2.077 Relationship of The Parties

The: relationship batween the State and Contractor is that of client and independent contractor. No agent, employas, or
sarvant of Contractor or any of its Subcontractors shall be deemed lo be an employee, agent or servant of the State for
any reason. Contractor shall be solely and entirely responsible for its acts and the acls of its agents, employees, sarvanis
and Subcontractors during the perfermance of the Conbract.

2.028 Covenant of Good Faith

Each party shall act reasonably and in good faith. Unless stated otherwise in the Contract, the parties shall not
unreazonably delay, condition or withhold the giving of any consent, decision or approval that is either requasted or
reascnably required of them in order for the other pariy to perform its responsibilities under the Contract.

2,029 Assignments

Meither parly may assign the Contract, or assign or delagate any of its duties or cbligations under the Contract, to any
othar party (whether by operation of law or otherwise), without the prior wriltlen consent of tha other party; pravided,
however, that the State may assign the Contract lo any other State agency, department, division or department without
the prior consant of Contractor and Contractor may assign the Contract to an affiliste so long as the affiliate is adeqguately
capitalized and ¢an provide adequale assurances that the affiliate can perform the Contract. The State may withhold
consent from proposed assignments, subcontracts, or novations when the transfer of responsibility would operate to
decrease the State's likelihood of receiving performance on the Contract or the State’s ability to recover damages,

Contractor may not, without the prior written approval of the State, assign its right to receive payments due under the
Centract. If the State parmits an assignment, the Contractor is nat relieved of its responsibility to perform any of its
contractual dufies and the requirement under the Contract thet all payments must be made lo one enfity continues.

If the Coniractor Intends to assign the contract or any of the Contractor's rights or dulies under the Confract, the
Contractor must nofify the State inwriting at least B0 days before the assignment. The Confracior also must provide the
Stete with adequate information about the assignee within a reasonable amount of time befare the assignment for the
Stale to determine whether to approve the assignment.

2030 General Provisions

2.031  Administrative Fee and Reporting

The Contractor must remit an administrative fee of 1__ % on il payments remitted to Contrastar under the
Coniract including transactions with the State (including its departments, divisions, agencies, offices, and commissions),
MIDEAL members, and ciher states {including governmental subdivisions and authorized entities). Confracter must
submit an ilemized purchasing activily report, which includes at a minimum, the name of the purchasing entlty and the
total dollar volume in sajas, .

ftemized purchasing activily reports should be mailed o DTMB-Procurement and the administrative fes payments shall ba
made by check payable to the Stale of Mishigan and mailed to:

The Deparment of Technology, Management and Budget
Financial Services = Cashier Linit

Lawis Cass Building

320 South Walnut 51

PO, Box 30681

Lansing, MI 48908

The administrative fee and purchasing activily report are due within 30 calendar days from the fast day of each quarter,

2.032 MediaReleases

Mews releases (including premetional literature and commencial advertisements) pertaining to the REP and Contract or
project to which i relates shall not be made without prior written State approval, and then only in sccordance with the
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exphicit written instructions from the State. No resulis of the activities associated with the RFP and Contrast are to be
released without prior written approval of the Stale and then anly to persons designated.

2033 ContractDistribution
Procurement retains the sole right of Conlract distibution to all State agencies and local units of government unless other
arrangements are authorized by Procurement.

2034 Permits . .

Confractor must obtain and pay any associated costs for all required governmantal permits, llcenses and approvals for
the delivery, installation and performence of the Services. The Stale shall pay for all costs and expenses incurred in
abtaining and maintaining any necessary easements or faht of way.

2,035 WaebsiteIncorporation

The Stale is not bound by any content on the Contracter's website, even if the Contraclor's documentation specifically
referenced that content and atiempts fo incorporate it into any other communication, unless the State has actual
knowledge of the conient and has expressly agreed to be bound by it in a writing thal has been manually signed by an
authonzed represantative of the State.

2036 Future Bidding Preclusion

Contraclor acknowledges that, to the extent this Contract invelves the creation, research, invesligation or generation of a
future RFP; it may be precluded from bidding on the subsequent RFP. The Slate resarves the right to disqualify any
Bidder if the State determinas that the Bidder has used is position fwhether as an Incumbent Contractor, oras a
Contractor hired to assist with the RFF development, or as a Contractor offering free assistance) to gain a compatitive
advantage on the RFP

2.037 Freedom Of Information
All information in any propesal submiited to the State by Contractor and this Contract is subject to the provisions of the
Michigan Freedaim of Infarmation Act, 1976 Public Act No. 442, as amended, MCL 15.231, ef seq (tha “FOIA".

2,038 Disaster Recovery

Contractor and the Stale recognize that the State provides essentizl services in times of natural or man-made disasters.
Therefors, except as o mandated by Federal disaster response reguiremeante, Cantractor personnel dadicated to
providing Services/Defiverablas under this Conlract shall provide the State with pricrily service for repair and work around
in the event of a natural or man-made disaster.

2048 Financial Provisions

2,041 Fixed Prices For Services/Deliverables

Each Staterant of Work or Purchass Order issued under this Contract shall speciy (or indicate by refarence lo the
appropriate Contract Exhibit) the firm, fixad prices for all Services/Deliverables, and the associated payment milestones
and payment amounis. The Stale may make progress payments lo the Contractor when requesiad as work progresses,
but not more frequently than menthly, in amounts approved by the Contract Administrator, after negotiation. Contraclor
shail show verification of measurable prograss at the time of reguesting progress payments.

2,042 Adjustments For Reductions In Scope Of Services/Deliverables

If the scope of the Services/Deliverables under any Statement of Work issued under this Contract is subsequently
reduced by the State, Ihe parlles shall negotiate an equitable reduction in Gontractor's charges under such Slatement of
Work commensurate with the reduction in scope,

2.043 Services/DeliverablesCovaraed

The State shall not be obligated to pay any ameunts in addifion to the charges specified in this Contract for all
Servicas/Deliverables to be provided by Contractor and iis Subcontractors, if any, under this Confract.

2044  Invoicing And Payment - In General

{(8) Each Statement of Wark issued under this Cantract shall list {or indicate by reference to the appropriate Gontract
Exhibit) the prices for afl Services/Daliverables, equipment and commodities to be provided, and the associated
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payment mitastones and payment amounts.

{t}  Each Conftractor involce shall show details as o charges by Service/Deliverable componant and location at a level
of detail reasanably necessary to salisfy the State's accounting and charge-back requirements. Invoices for Services
performed an a time and materials basls shall show, for each individual, the number of hours of Servicas parformed
during the billing period, the billable skilllabor categery for such person and the applicabls hourly billing rate. Prampl
payiment by the Siate is contingent on the Contractor's invoices showing the amount owed by the State minus any
holdback amount lo be retsined by the Stale in accordance with Section 1.800,

{¢) Correct invoices shall be due and payable by the Slate, in sccordance with the State’s standard payment
procedure a5 specified in 1984 Public Act Mo, 279, MCL 17.51 et seq., within 45 days after receipt, provided the State
determines that the invoice was properly rendeared.

(d) Allinvoices should reflsct aciual work done. The statermant should show payment amount and should reflect actual
work dane by the payment dates, lass any penalty cost charges accrued by those dates. As a general policy,
statements shall be forwarded to the designated representative by the 15th day of the follswing manih.

The Governmeant may make progress payments to the Contractor when reguested as work progresses, but not mana
frequantly than monthiy, in amounts approved by the Contract Adminisirator, afier negotiation. Gentracior must show
verification of measurable progress at the time of requesting prograss payments,

2.045 Pro-Ration
To the extent there are Services thal are to be paid for on a monthly basis, the cost of such Services shall be pro-rated for
any parial manth,

2,046 AntitrustAssignment

The Contractor assigns to the State any claim for overcharges resulting from antitrust viclations to the extent that those
violations concern malerials or services supplied by third parties to the Contractor, toward fulfiliment of this Contract.

2.047 Final Payment

The making of final payment by the State to Contractor does not constitute a wajver by sither parly of any rights or other
ciaime as to the other party’s continuing obligations under the Centract, nor shall it constitule a walver of any claims by
one party against the olher arising from unsetiled claims or fallure by a party to comply with this Contract, including
claims for Services and Deliverables no! reasanably known until after acceptance to be defective or substandard.
Contracter's acceptance of final payment by the State under this Contract shall constitute a waiver of all claims by
Contractor against the Staie for payment under this Contract, other than these claims previously filed In writing on a
fimely basiz and siill unselllad.

2.048 Electronic Payment Requirement

Electronic fransfer of funds is required for payments on State Contracts. Contractors are required io reglster with the
State electronically at hilp:www, cpexpress.state.mius. As stated in Public Act 431 of 1884, all contracts that the State
anters into for the purchase of goods and senvices shall provide that payment shall be mada by electranic fund transfsr
{EFT).

2050 Taxes

2,081 Employment Taxes
Centractor shall collect and pay all applicable federal, state, and local employment taxes, including the taxes.

2052 Sailes And Use Taxes

Contractor shall register and remit sales and use faxes on taxable sales of tangible personal property or services
delivered into the State. Contractors that lack sufficient presence in Michigan 1o be required 1o register and pay tax musl
do so as a velunteer. This requirement extends to: (1) all members of any controlled group as defined in § 1563(a) of the
Internal Revenue Code and applicable regulations of which the company is a member, and (2) all organizations under
cammaon control as defined in § 414(c) of the Internal Revenue Code and applicable regulations of which the compary s
amember that make sales at retail for delivery into the State are registered with the State for the collection and
remittance of sales and use taxes. In applying lreasury regulations defining "two or more rades or businesses under
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common control” the term “organization”™ means sole proprietorship, a partnership (as defined in § 701(a) (2) of the
Internal Revenue Code), a trust, an estale, a corporation, or a limited liabilily company.

2060 Contract Managemerit

2.061 Contractor Personnel Qualifications

All persong agsigned by Contractor to the parformance of Services under this Contract must be employess of Contractor
ar its majority-cwnsd (directly or indiractly, at any lier) subsidiaries (or a State-approved Subcontractor) and must be fully
qualified to perform the wark assignad to tham. Contractor must include a similar prevision in any subcontract entered into
with & Subcantractor. For the purposes of this Contract, independent contractors engaged by Contractor solely In 2 staff
augmentation role must ba treated by the State as if thay were employess of Contraclor for this Centract anly; however,
the State understands that the relationship between Contracter and Subcontractor is an independent contraclor
ralationship.

2062 Contractor Key Personnel

{a) The Contractor must previde the Contract Compliance Inspector with the names of the Ky Personnel,

{b) ey Personnal must be dedicated as defined in the Statemant of Waork to the Project for ite duratian in the
applicabla Statement of Werk with respect to other individuals designated as Key Personnal for that
Statement of Woark.

(c}  The State shall have the right to recommend and approve in writing the Inillal asslgnment, as well as any proposed
reassignment or replacement, of any Key Personnel, Belore assigning an individual to any Key Personnel position,
Contractor shall natify the State of the proposed assignment, shall introduce the individual to the appropriate State
representatives, and shall provide the State with a resume and any other information about the individual
reasonably requested by the Stale, The State reserves the right to interview the individual before granting written
approval. Inthe evantthe State finds a proposed individual unacceptable, the State shall provide a wrilien
explanalion including reasonable detail outlining the reasons for the rejaction.

{d) Contractor must not remove any Key Personne| from their assigned roles on the Contract withaut the prier written
consant of the State. The Contractor's removal of Key Personnal withoul the prior writlen consent of the Stats is an
unauthorized removal {*Unautherized Removal”). Unauthorized Removals does not inchude replacing Key
Perzonnel for reasons beyond the reascnable control of Contracter, including liness, disability, leave of absence,
personal emargency circumstances, and reslgnation or for cause termination of the Key Personnel's emplayment.
Unauthorized Remaovals does not include replacing Key Pargannal bacause of promolions or other job movemenis
allowed by Contractor personnel policies or Collective Bargaining Agreement(s) as long as the Stale recelves prior
written natice bafore shadowing occurs and Contractor pravides 30 days of shadowing unless parties agree o a
different time period. The Contractor with the Stale must review any Key Personne! replacements, and appropriate
transition pianning will be established. Any Unauthorized Remaoval may be considered by the Stale to be a material
breach of the Contract, in respect of which the State may elect to exercise its termination and cancsllation rights.

{8) The Contractor must notify the Coniract Compliance Inspector and the Confract Administrator ai ieast 10 business
days before redeploying non-Key Personnel, who are dedicated to primarily to the Project, to other projects, If the
State does not abject to the redeployment by its scheduled date, the Contractor may then redeploy the non-Key
Parsonnel.

2063 Re-Assignment of Personnel Al The State's Request

The State reservas he right o require the removal from the Praject of Contractor personnel found, In the judgment of the
State, to be unacceptabla. The Slale’s requast must be wrillen with reasonable detail outlining the reasans for the
removal request. Additionally, the State’s request must be based on legitimate, good faith reasons, Replacement
parsonnei for the removed person must be fully quaiified for the position, If the State exercises this right, and the
Contractor cannot immadiately replace the ramoved personnel, the Stale agrees o an equitable adjustment in schedule
or olher terms that may be affected by the State's reguirad remaval, If any incident with remaoved personnel resulls in
delay not reasonably anticipatable under the circumstances and which [s attributable to the Stafe, the applicable SLAS for
the affected Service shall not be counted for a lime as agreed 1o by the parties.

2084 Contractor Personnel Location

All staff assigned by Contracter towork on the Contract shall parform their dulies either primarily at Confractor's offices and
facllities or at State faciliies. Without limiling the generality of the foregeing, Key Personnel shall, ot a minimum, spand at
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least the amount of time or-gite at Stale facilities as indicaled in the applicable Statement of Werk.  Subject lo availability,
salecled Contractor personnel may be assigned office space lo be shared with State personnel,

2.065 Contractoridentification

Confractor employess must be clearly identifiable while on State property by wearing a State-issued badge, as required,
Conftracior employess are reguired to clearly identify themselves and the company thay wark for whenaver making
contact with State parsonnel by telephone or olher means.

2066 Cooperatlon with Third Parties

Contractor agrees to cause its personnel and the personnel of any Subcontractors to cooperate with the State and s
agents and other contractors including the State's Quality Assurance personnal, As reasonably requested by the State
inwriting, the Contractor shall provide to the State's agents and ather contractors reasonable access to Contractor's
Praject parsonnel, systems and facilities to the extent the access relates o aclivities spacifically associated with this
Coniract and shall not interfare or jeopardize the safsly or operation of the systems or facilities. The State acknowledges
ihat Contraeler's time schadule for the Contract is very specific and agrees not te unnecessarlly or unreasonably
intarfere with, delay or olherwise Impeded Conlraclor's performance under this Contract with the requests for access.

2.067 ContractManagement Responsibilitios

Contractor shall be responsible for all acts and omissions of its employees, as well as the acls and omissions of any
other parsonnel furnished by Contractor lo perfarm the Servicss, Conltraclor shall have overall responsibility for
managing and successfully performing and completing the Services/Deliverables, subject to the overall direction and
supervision of the State and with the participation and suppert of the State as specified in this Contract. Confractar's
dutias ghall include menitoring and reporfing the State's performance of its participalion and support responsibilities (as
well as Contractor's own responsibilities) and providing timaly notiee 1o the State in Contractor's reasonable cpinion if
{he State's failure to perform its responsibilities in accordance with the Project Plan is likely to dalay the Gmely
achisvemnent of any Contract tasks.

The Contractor shall provide the Services/Deliverables directly or through its affiliates, subsidiaries, subcontractors or
rasellers. Regardiess of the entity providing the Senvice/Deliverabla, the Contractor shall acl as a single polnt of
contact coondinating these entities to meeal the State’s need for Senvices/Deliverables. Mothing in this Contract,
howewver, shall be consirued to authorize or require any party to viclate any applicable law or regulation in its
performance of this Contract,

2,068 Contractor Return Of State Equipment/Resources

The Contractar shall retum to the Siate any State-fumizhed equipment, facilities and other resourses when no longer
required for the Contract in the same condition as when provided by the Stale, reasonable wear and tear excepted.

2070 Subcontracting by Contractor

2071 Contractor Full Responsibility

Contractor shall have full responsibility for the successful performance and completion of all of the Services and
Deliverables. The State shall consider Contractor fo be the sole point of contact with regard te all contractual matters
under this Contract, including payment of any and all charges for Services and Deliverables.

2,072 State Consent To Delegation

Conlractor shall not delegate any dulies under this Coniract fo & Subcontractor uness the Department of Technology,
Management and Budget, Procurement has given wrilten consent to  such delegation. The State shall have tha right of
prior wrilten approval of all Subconiractors and to require Contractor to replace any Subconiraciors found, in the
reascnable judgment of the State, to be unaccaplable. The State’s request shall be written with reasonable detail
outlining the reasons for the removal request. Additionally, the State's request shall be based on legilimate, good faith
reasons. Replacement Subcontractor(s) for the removed Subcontractor shall be fully qualified for the position. 1f the State
exercises this right, and the Contractor cannet immediately replace the removed Subcontraclor, the State shall agres to
an equitable adjustment in schedule or other terms that may be affected by the State's required removal. If any such
incident with a removed Subcontractor results in daelay not reasonable anficipatable under the cirsumstances and which is
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attribuiable 1o the State, the applicable SLA for the affected Weark shall not be counted for 3 time agreed upon by the
partias,

2073 Subcontractor Bound To Contract

In any subcontracts entered inlo by Contractor for the parformance of the Services, Contractor shall reguire the
Subcontracior, to lhe extent of the Services to be perormed by the Subcontractor, fo be bound o Contracter by the
terms of this Contract and to assume toward Confractor all of the obligations and responsibiliies that Contractor, by this
Conlract, assumes toward the State. The State reserves the right to recaive copies of and review all subcantracts,
although Confracter may dalele or mask any propristary information, incleding pricing, contained in such contracts before
providing them to the Stale. The management of any Subcentractor shall be the responsibility of Confracter, and
Contractor shall remain responsibile for the performance of its Subcontractors to the sams extent as if Contractor had not
subcontracled such performance. Contractor shall make all payments to Subcontractors or suppliers of Contractor,
Except as otherwize agreed in wriling by the State and Contractor, the State shall not be obligatad to direct paymeants for
the Services other than to Contractor. The State’s wrilten approval of any Subcontractor engaged by Contracter to
perform any obligation under this Contract shall not reliave Coniractar of any obligations or performance required under
this Contract, A list of the Subcontractors, if any, approved by the State as of the exacution of this Contract, together with
a copy of the applicable subcontract is attached.

2.074 Flow Down
Except whera specifically approved in writing by the Slate on a case-by-case basis, Contractor shail flow down the
obligations in Sections 2.031, 2.060, 2.100, 2110, 2,120, 2.130, and 2.200 in all of #s agreemants with any
Subcontractors.

2.075 Competitive Salection
The Contraclor shall select subcontractors (including suppliers) on a compatitive basis to the maximum practical
extent consistent with the objectives and requirements of the Coniract,

2080 Sitafe Responsibliities

2081 Equipment
The Siate shall provide only the equipment and resources identified in the Statemeant of Werk and cther Conlrael
Exhibits.

2082 Facilities

The State must designale space as lang as it is available and as provided in the Statement of Work, to house the
Contractor's personnel whom the parties agree will perform the Services/Deliverables at State faciities {collectively, the
“State Faciliies”). The Centractor shall have reasonable access to, and unless agreed otherwise by the parties inwriting
must observe and comply with all rules and regulations relating to each of the State Faciiities {including hours of
cperation) used by the Cantractor in the course of providing the Senvices, Contractor agrees that it shall not, without the
prior written consent of the Slate, use any Slate Facilitlies or sccess any State information systems provided for the
Contractor's use, of lo which the Contractor otherwise gains access In the course of performing the Services, for any
purpose other than providing the Services to the State.

2080 Security

2,091 PBackground Checks

0n a case-by-caze basis, the State may investigate the Contraciors parsonnel before they may have access o Siaie
facilities and systems. The scope of the background check is at the discretion of the State and the resulls shall be used o
determine Conltracior personnel eligibility for working within State faciities and syslems. The investigations shall include
Michigan State Police Background checks (ICHAT) and may include the Mational Crime Information Cantsr (NCIC) Finger
Frints. Propogsed Cantractor personnzl may be required to complete and submit an RI-5 Fingerprint Card for the NCIC
Finger Print Check. Ay request for background checks shall be initated by the State and shall be ressonably ralated to
the type of work raquested,
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All Contractar personnel shall also be expectad to corply with ths State’s securily and acceptable use policies for State
IT equipment and resources. See hllp-Awww, michigan.gowdll. Futhermers, Contractor persannal shall be expected to
agree to the Slale’s security and acceptable use policies before the Contractor personnel shall be accepted as a
rescource to perform work for the State. Itis expected the Contractor shall present these documents 1o the prospestive
employes before the Contractor prasants the individual to the State as a proposed resource. Contractor staff shall be
expectad lo comply with all Physical Securily procedures in place within the facilities whers they are working,

2,092 Security Breach Notification

If the Contractor breaches this Section, the Contractor must (i) promptly cure any deficiencies and (1) comply with any
applicable federal and state laws and regulations pertaining to unauthorized disclosures. Contracior and the State shall
cooperate to mitigate, to the extent praciicable, the effecis of any breach, intrusicn, or unautharized use or disclosure,
Contractor must repert to the State inwriting any use or disclosure of Condidential Information, whether suspeciaed or
actual, other than as provided for by the Contract within 10 days of becoming aware of the Lse or disclosure or the
shorier lime period as is reasonable under the sirsumstances.

2,093 PCIData Security Requirements -

Centraclors with access to credit/debil card cardholder data must adhere to the Payment Card Industry (PCI) Data
Securlly requiremnents. Conltraclor agrass that they are responsible for security of cardholdar data in their possession.
Contraclor agrees that data can ONLY be used for assisling the State in compieting a transaction, supporting a loyalty
program, supporting the State, providing fraud control services, or for other uses specifically required by law.

Contractor agrees lo provide busingss continuity in the event of a major disruption, disaster or failure. The Contractor
shall contact the Departiment of Technology, Management and Budgel, FinancialSsrvices immediataly fo advise them of
any breaches in securily where card data has been compromissd. In the event of a securily Intrusian, the Confractor
agrees the Payment Card Indusiry representative, or a Payment Card Industry approved third party, shall he provided
with full cooperation and access to conduct a thorough securily revisw. The review will validate compliance with the
Paymant Card Industry Data Securily Standard for protecting cardholder data. Coniractor agrees lo properly dispose
sensitive cardhcldar data when na longer nesded. The Cantractar shall continue io treat cardholder data as confidential
upon conrlract termination.

The Conltractor shall provide the Department of Technology, Management and Budget, Financial Services
documentation showing PCl Data Security cerlification has been achieved. The Centractor shall advise the Depariment
of Technology, Management and Budgel, Financial Senvices of all fallures to comply with the PCI Data Security
Requirsments. Fallures Inclizde, but are not limited to system scans and self-assessment questionnaires. The
Conlractor shall provide a ime line for corrective sction.

27080 Con i

2101 Confidentiality

Conlracter and the State sach acknawledge that the other possessas and shall continue to possess confidential
information that has been developed or received by it. As used in this Section, “Cenfidential Information” of Cantracior
must mean all non-public proprietary information of Conlractar (other than Ceonfidential Information of the State as
defined below), which is marked confidential, restricted, propristary, or with a similar designation. *Confidential
infermation” of the State must mean any information which is retainad in confidence by the State (or otherwise required
to be held in confidence by the State under applicable fedaral, state and local laws and regulations) or which, In the case
of langible materials provided to Contractor by the State under s performance under this Contract, [s marked as
confidential, propristary or with a similar designation by the State. “Cenfidential Information” excludes any information
{including this Conlracl) that is publicly available under the Michigan FOLA.

2102 Protection and Destruction of Confidential Information

The State and Contractor shall each use at least the same degree of care to prevent disclosing to third parties the
Confidential Information of the other as it employs to avoid unauthorized disclosure, publication or dissemination of it
own confidential informalion of ike character, but in no event less than reasonshle care. Meither Confractor nor the State
shall (i) make any use of the Cenfidential Information of the other except as contempiated by this Contract, (i} acguire any
right in or assert any lien against the Confidential Informaticn of the other, or {iil) if requasted to do &0, refuse for any
reason to promptly return the other party's Confidential Infarmation to the other party, Eash party shall limil disclosure of
the other party's Confidential Information to employees and Subcontractors who must have aceass to fulfill the purposes
of this Contract. Disclosure to, and use by, a Subcontracior is permissible where (A) use of a Subcontractor is authotized
under this Coniract, (B) the disclosure is necessary or otherwise naturally occurs in connection with work that is within the
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Subcontractor's scope of responsibility, and (C) Centractor obligates the Subcontractor in & written Confract lo mainisin
the State’s Confidential Informalion in confidenca. At the Slate's request, any employee of Contractor and of any
Subcontractor having aceess or continued access to the State's Confidential Infarmation may be requirad to execute an
acknowledgrment that the employes has been advised of Contractor's and the Subcontractors obligations under thiz
Saction and of the employes’s abligation le Coniracior or Subcontractor. as the case miay be, to protect the Confidential

Information from unauthorized use or disclosure.

Promptly upon termination or cancellation of the Conlract for any reasen, Cantractor must cadify to the State that
Contractor has destroyed all State Confidential Infermation.

2103 Exclusions

Motwithstanding the foregaing, the provisions in this Section shall not apply to any particular informalion which the State
or Contractor can demonstrale (i) was, at the time of disclosure ta it, In the public domair; (i) after disclosure ta it is
published or otherwise becomes part of the public domain thraugh no fautt of the receiving party; (i) was in the
possession of the receiving party at the time of disclosure to it without an cbligation of confidentiality; (iv) was recelved
after disclosure to i from a third party who had a lawful right to disclose the information to it without any obligation lo
resirict ils further disclosure; o (v) was indepandently developed by the receiving party withaut reference te Confidential
information of the furnishing party. Furher, the provisions of this Seciicn shall not apply to any particular Confidential
Information to the extent the receiving parly is required by law to disclose the Confidential Infarmation, provided that the
receiving party {i) promptly provides the fumnishing party with natice of the legal request, and (i} assists the fumishing
parly in resisting or limiling the scope of the disclosure as reasonably requested by the furnishing party.

2.104 Nolimplied Rights

Mothing contained in this Section must be construed as obligating a party 1o disclose any particular Confidential
Information to the other parly, or as granfing to or conferring on a parly, expressly or impliedly, any right or license to the
Confidential Information of the other party,

2,106 Respactive Obligations
The pariies' respective obligations under this Seciicn must survive the termination ar axpiration of this Contract for any
reason,

2110 Records and inspections

2111 Inspection of Work Performed

The State's authorized rapresentatives shall at all reasonable limes and with 10 days prior written reguest, have the right
to enter Coniractor's premises, or any other places, where the Sarvices are being performad, and shall have access,
upon reasonable request, to interim drafts of Deliverables or work-in-progress, Upon 10 Days prior wiilten notice and at
all reasonable times, the Stale's representatives shall be allowed to Inspact, monitor, or edherwise evaluate the work
being performed and to the extent that the access will not reasanably interfere or leopardize the safety or operation of the
systems or facilities. Contractor shall provide all reascnable facilities and assistance for the State's represeniatives,

2112 Examination of Records

For seven years after the Contractor prevides any work under this Coniraci (the "Audit Period"), the State may examine
and copy any of Contraclor's books, records, docurments and papers pertinent io establishing Contractors compliance
with the Confract and with applicable laws and rules. The State shall notify the Contractor 20 days befors examining the
Conlracter's books and records. The State doss not have the right to review any information deemed confidential by the
Contractor to the extent access would raquire the confidential information to become publicly available, This provision
also applies to the books, records, accounts, documents and papers, in print or electrenic form, of any parent, affiliated or
subsidiary organization of Conlracter, or any Subconiracter of Gontractor parforming servicas in connection with the
Contract.

2113 Retention of Records

Contractor shall maintain ai least untl the end of the Audit Perod all pertinent financizl and accounting records (including
time sheets and payroll records, and information pertaining 1o the Contract and to the Services, equipment, and
commedilies provided under the Contract) pertaining to the Coniract according to generally accapted accounting
principles and other proceduras specified in this Section. Financial and accounting records shall be made available,
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upon request, to the Siate al any ime during the Audit Peried. If an audit, litigation, or othar action involving Conlractor's
records is iniliated before the end of the Audit Period, the records shall be retained until all issues arising out of the
audit, litigation, or other action are resolved o until the end of the Audit Period, whichaver is later.

2114 Audit Resalution

If necessary, the Conlractor and the State shall meet to review each audit report promplly after issuance. The
Contractor shall respond to sach audit report in writing within 30 days from receipt of the report, unless a shorter
responge time ig spacified in the report, The Contractor and the State shall develop, agree upan and monitor an action
plan to promptly address and resolve any deficlancies, concerns, andior recommendations in the audit report.

2118 Errors

If the audit demonstrates any errors in the documents provided to the State, then the amount in error shall be reflected
as a credit or dabit an the nest invoice and in subsequent invoices untll the amount is paid or refundad in full. Howewver,
a credit ar debit may not be carried far maore than four invoices. If a balance remains after four invoices, then the
remaining amount ghall ba dus gs a payment or refund within 45 days of the last quarerly invoics that the balance
appeared on or termination of the confract, whichever is earlier,

in addition to other available remedies, the difference belwsen the payment received and the comect payment amount is
greater than 10%, than the Contracter shall pay all of the reasonable costs of the audit.

2120 Warranties

2421 Warranties and Representations
The Contractor represents and warrants:

(@) itis capable In all respescts of fulfiling and must fulfill all of its obligations under this Contract.  The perfermance of
all cbligations under this Contract must be provided in a timaly, professional, and workman-like mannar and must
meel the performance and oparational standards raquired under this Contract,

(b}  The Contract Appendices, Attachments and Exhibits idenlify the equipment and software and services necessary
for the Deliverable(s) lo perform and Services to operate in compliance with the Centract's requirements and
oiher standards of parformance.

() Itis the lawful owner or licensee of any Deliverabls licensed or sold to the Stale by Contractor or developed by
Caniractor under this Contract, and Contractor has all of the rights necessary to convey to the Siate the ewnarship rights
or licensed use, as applicable, of any end all Dediverables. None of the Deliverables provided by Contractar to the Siate
urkder nedther this Contract, nor their use by the State shall Infringe the patent, copyright, frade secret, or ather
proprietary rights of any third party.

{d} I, under this Coniract, Contractor procures any equipment, software or other Deliverable for the State (including
equipmeant, software and cthar Deliverables manufactured, re-marketed or otherwise sold by Contrastor under
Centractor's name), then in addition to Contractor's other responsibilities with respect to the items in this Contract,
Contractor must assign or alherwise iransfer to the State or ils designeas, or afford the State the benefits of, any
manufacturars warranty for the Deliverable.

(&) The coniract signatory has the power and authorify, including any necessary corporate authorizations,
nacessary to enter into this Contract, on behalf of Contractor.

(ft  Itis qualified and reglstered to transact business in all locations where required,

(@) Meither the Contractor nor any Affiliates, nor any employes of either, has, must have, or must acquire, any
contractual, financial, business, or olhar interesi, direct orindirect, that would conflict in any manner or degree with
Contractor's performance of its dulies and responsibilities Lo the State under this Contract or otherwise create an
appearanca of impropriely with respect 1o the award or performance of this Agreament, Cantractor must notify the
State about the nature of the conflict or appearance of impropriety within bwo days of leamning about it.

(h)  MNeither Conleactor nor any Affiliates, nor any employes of sither has accepted or must accept anything of value
based on an underslanding that the actions of the Contracter or Affiliates or employes on behalf of the State
would be Influenced. Confractor must not attemipl to influence any State employee by the direct or indirect offer
of anything of value.

(i)  Meither Coniraster nor any Affiliaes, nor any employee of sither has paid or agreed to pay any person, ather than
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bona fide employees and consultants working solely for Gontractor or the Affiliate, any fes, commission,
percentage, brokerage fee, gift, or any olher consideration, contingent upon or resulling from the award or making
of thiz Conlracl.

(i}  The prices proposad by Conlractor were arrived atindependantly, without ons ultation, communication, or
agreement with any other Bidder for the purpose of restricling competition; the prices quoted were not
knowingly disclosed by Contractor to any other Bidder; and no attempt was made by Centracter to induce any
other parson to submit or not submit a proposal for the purpose of resiricting competition.

(K)  Allfinancial statements, reports, and other information furnished by Contractor to the State as part of its respanse to
the RFP or otherwise in connaction with the award of this Contract fairly and accuralely represent the business,
properties, financial condition, and results of operations of Gontractor as of the raspective dates, or for the
respective periods, covered by the financial statements, reports, other infarmation, Since the respective dates or
periods covered by the financial statements, reports, or other information, there have been ne malerial adverse
changes in the business, propertias, financial condition, or resulls of operations of Contractor,

i) All written information furnished to the State by or for the Coniracior in connection with this Contract,
inzluding its bid, is true, accurate, and complele, and contains no untrue statement of material fact or omits
any material fact necessary to make the information net misleading.

(m) [tis not in matensl default or breach of any other contract or agresment that it may have with the State or any of its
depanimenis, commissions, boards, or agencies. Contraclor further represents and warrants that it has not been a
party o any contract with the Slate or any of its depariments that was terminated by the Slate or the dapartment
within the previous five years for the reason that Conlractor falled lo perform or otherwise breached an obligation of
the contract,

{r)  If any of the ceriifications, representations, or disclosures made in the Contractor's criginal bid responsa change
after comtract award, the Contractor iz required to report those changes immediately to the Department of
Technology, Managemeant and Budget, Procurement.

2,122 Warranty of Marchantability

Goods provided by Centractor under this agreemaent shall be merchantable. All goods provided under this Contract shall
be of good quality within the description given by the State, shall be fit for thelr ardinary purpose, shall be adequataly
contained and packaged within the description given by the State, shall conform fo the agreed upon specifications, and
shall conform fo the affirmations of fact made by the Contractor or on the contalner or label.

2123 Warranty of Fitness for a Particular Purpose

When the Contractor has reason to know or knows any paricular purpose for which the goods are required, and the State
is relying on the Contractor's skill or judgment to select or furnish suitable goods, there Is & warranty thal the goods are fit
for such purposea.

2124 Warranty of Title

Cantractor shall, in providing goods to the State, convey goed title in those goods, whose ransfer is right and lawiful. Al
goods provided by Conlractor shall be delivered free from any securily interast, lien, ar sncumbranca of which tha Stata,
af the time of contracting, has no knowledge, Goods provided by Contractor, under this Contract, shall be delivered free
of any rightful cfaim of any third person by of infriingement or the like,

2125 EquipmentWarranty

To the extent Conlractor is responsible under this Contract for maintaining equipmentisystem(s), Contractor represents
and warrants that it shall maintain the equipment/system(s) in good aperating condition and shall undertake ail repairs
and preventive maintenance according to the applicable manufaciurer's recommendalions for the period specified in this
Coniract.

The Confractor reprasents and warrants thet the equipment/systemi(s) are In good operating condition and operates
and performs to the requiraments and other standards of perfarmance contained in this Contract, when installed, at
the time of Final Acceplance by the State, and for a period of (1) ane year commencing upon the first day following
Final Acceptancs,

Within two (2) business days of notification from the Stats, the Contractor must adjust, repair o replace all eguipment that
is defective or not perferming in compliance with the Contract, The Contractor must assume all costs for replacing pants
of units and their installation including ransportation and delivery fees, if any.

The Contractor must provide a toli-free tetephone number to allow the Slate to report equipment failures and problems o
be remedied by the Conlractor.
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The Contractor agraas that all warranty servica it provides undsr this Contrast must be parformed by Original Equipment
Menufacturer (OEM) trained, cerfified and authorized technicians.

The Contracior is the sole point of contact for warranty service. The Conlractor warrants that it shall pazs thraugh to the
State any warranlies oblained or available from the original equipment manufacturer, including any replacement,
upgraded, or additional equipment warrantiss.

2126 Equipment To Be New

If applicable, all equipment provided under this Contract by Contractor shall be new where Contractor has knowledge
regarding whether tha equipment is new or assembled from new or serviceable used parts that are like new in
periormance or has the option of selecling one or the other. Equipment that is assembled from new or serviceable used
parts that are like new in performance is acceptable where Contractor does not have knowledge or the abilily to select
one of other, unless specifically agreed othenviss inwriting by the State,

2127 Prohibited Products

The State will not accept salvage, disliressed, outdated or discontinued merchandise. Shipping of such merchandise fo
any State agency, as a result of an onder placed against the Conlract, shall be considered default by the Cantractor of tha
terms and conditions of the Contract and may rasult in cancellation of the Contract by the State. The brand and product
number offered for all tems shall remain consistent for the term of the Conlract, unless Procurement has approved a
change order pursuant to Section 2.024,

2.128 Conseguences for Breach

I gddition to any remadiss availsblz in law, if the Contractor breaches any of the warranties contained in this seclion, the
breech may ba considered as a default in the performance of a material obligation of this Contract,

Z130 fnsurance

2131 Liability Insurance

The Contractor must pravide proaf of the minimum levels of insurance coverage as indicated below. The insurance must
protect the State fram claims that may arise out of or result from the Coniractor's periormance of sanvices under the
tarms of this Contract, whether tha sanices are performed by the Contracter, or by any subcontractor, or by anyone
dirgstiy or indirectly employed by any of them, or by anyone for whose acts they may be liabla.

The Contractor waives all rights againsi the State of Michigan, lts departments, divisions, agencles, offices, commissions,
officers, employees and agents for recovery of damages to the extent these damages are covered by the insurance
policies the Confractar is reguired to maintain under this Contract.

All insurance coverage provided ralative io this Contrect/Purchage Order is PRIMARY and NON- CONTRIBUTING to
any comparatle liabilly insurance (including self-insurances) carrisd by the State.

The insurance must be wrilten for not less than any minimum coverage specified in this Coniract or required by law,
whichever iz greater.

The insurers selected by Contractor must have an AWM. Best rating of A or beiter, or az otherwise approvad inwriting
by the State, orif the ratings are no longer available, with a comparable rating from a resognlzed Insurance rating
agency, All policies of insurance required in this Contract must be izsued by companies that have baan approved to do
businass in the State.

See www.michigan. govidleqg.

Where specific limils ara shown, they are the minimum acceplable limits. If Cantractor's policy contains higher limits, the
Slale must be entitled to coverage to the sxtent of the higher limits.

The Contractor is required to pay for and provide the type and amount of insurance checked 1
below:

[ Commercial General Liability with the following minimum coverage:
$2,000,000 General Aggregate Limit other than Products/Completed Operafions

$2,000,000 Products/Completed Operations Aggregate Limit
51,000,000 Personal & Adverising Injury Limit
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$1,000,000 Each Occurrence Limit
The Contractor must list the State of Michigan, its depariments, divisions, agencies, offices, commissions, officers,
employees and agenis as ADDITIOMAL INSUREDS on the Commercial Genaral Liability carificate. The Contractor aiso
agrees to provide evidence that insurance policies contain a waiver of subrogation by the insurancs camparny.

0z If a molor vehicle is used to provide services or products under this Contract, the Contracter must
have vehicle lisbility insurance on any auto including owned, hired and non-cwned vehicles used in Contractor's
business for bodily injury and properly damage as required by law.
The Contractor must list the State of Michigan, ils deparimants, divisions, agencies, offices, commissions, officers,
employees and agents as ADDITIONAL INSUREDS on the vehicle liability centificate. The Contracior also agreas o
provide evidence that insurance policies contain & walver of subrogation by the insurance company,

0o s Workers’ compensation coverage must be provided according to applicable laws governing the
employees and amployers work aciivilies in the state of the Contraclor's domicile. ifa salff-insurer provides the
applicable coverage, proof must be provided of approved self-inaured authority by the jurisdiction of domicile. For
emplayeses working outside of the state of qualification, Confracior must provide appropriale cenificates of insurance
proving mandated coverage levels for the jurisdictions whare the employess’ activities coeur,

Ay certificales of insurance received must also provids a list of states where the coverage is applicable.

The Contraclor also agrees to provide evidence that insurance policies contain a waiver of subrogation by the insurance
company. This provision must not be applicable where prohibited or limiled by the laws of the jurisdiction In which the
work is to be perfarmed,

0 4 Employers liability insurance with the following minimum limits:

100,000 each accident

$100.000 each employee by disease

$500,000 agoregale disease
O s Employee Fidality, including Computer Crimes, insurance naming the Staie s a loss payee, praviding
caverage for direct loss to the State and any legal lizbility of the State arising out of or related 1o fraudulent or
dishonast acts committed by the employees of Contractar or its Subcontraciors, acling alone or in collusion with
others, in a minimum amount of one million dollars (31,000,000.00) with a masximum deductible of fifty thousand
dollars ($50,000.00).
O s Urnbrella or Excess Liability Insurance in a minimum amount of ten million deflars
($10,000,000.00), which must apply, at a minimum, fo the insurance requirad in Subsacton 1 (Commercial
Ganeral Liability) above,

o v Professional Lisbility (Errors and Omissions) Insurance with the following minimum coverage: three
miltion dolfars ($3,000,000.00) each ccsurrence and three millon dollars ($3,000,000.00) annusl aggregate.
8. Fire and Personal Property Insurance covering against any loss or damage 1o the ofiice apace used by

Cantractor for any reason under this Contract, and the equipment, sofiware and olher cantents of the office spaca,
including without limitation, those contents used by Confractor to provide the Services 1o Lhe State, up foifs
replacement value, where the office space and its contents are under the care, custody and control of Conlractor.
The palicy must cover all risks of direct physical loss or damage, including without limitation, flaad and earthquake
coverage and coverage for computer hardware and softwars. The State must be endorsed on the policy as a loss
payes as its inlerasts appear.

2132 Subcontractor Insurance Coverage

Exceptwhere the State has approved in writing a Coniractor subcontract with other insurance provisions, Contractor must
require all of its Subcontractors under this Contract lo purchase and maintain the insurance coverage as described in this
Section for the Contractor in connection with the performance of work by Ihese Subconiraciors. Alternatively, Conlractor
may include any Subcontractors under Contractor's insurance on the coverage required in this Section. Subcontractor(s)
must fully comply with the insurance coverage required in this Section, Failure of Subcontractons) fo comply with
insurance requirements does not Bmit Contractor's liability or responsibility.

2133 Certilicates of Insurance and Other Requirements

Contractor must furnish to MDTMB Procurement, cerlificate(s) of insurance verifying insurance coverage or providing
salisfactory evidence of self-insurance as required in this Section (Ihs “Certificates”), The Certificate must be on the
standard "accord” form or equivalent. The Contract Number or the Purchase Order Number must be shown an the
Cartificate of Insurance to Assure Correct Filing. All Cerificate(s) are to be prepared and submiited by the
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Insurance Provider, Al Certiflcatefs) must contain a provision indicating thal coverage afforded iinder the policies
SHALL NOTRE CANCELLED, MATERIALLY CHANGED, OR NOT RENEWED without 30

ovide =
a8 additional Insured under each commercial general liability and commercial automobile Bability policy. In the event the
Stats approves the rapresentation of the State by the insirer's attorney, the altorney may be required lo be designated ag
a Special Assistant Afforney Genargl by the Attorney General of tha State of Michigan,

Ll g’gdgmfbafﬁ I3

2141 Genara”ndsmniﬂnatlun

Tothe extent parmitted by law, the Contractor must indemnify, defend ang hold harmiess the State from Hability, inchuding
all claims and losses, and alf related costs and expengses {inchuding reasonable altoineys' fees and costs of investigation,
litigation, settlement, judgments, interest and penzities), accruing ar resulting to any person, firm or corporation that may
be injured or damaged by the Contractor in the parformance of thig Contract and thal ara atiributabls to the negligence or
tertious acts of the Contractor or ahy of its subcontractors, or by anyone else for whose acts any of them may be liabie.

2,142 cudelndemniﬁca:iuﬂ

To the axtent parmiited by law, the Contractor shall indemnify, defend and hold hamiess the Siate from any claim,
loss, of expenge ariging from Contractor's breach of the No Surreptitious Code Warranty,

I any claims againsl the Stale of Michigan, its departments, divigions, agencies, seclions, commissions, officars,
employeas and agents, by any employes of the Cantraciar or any of its subconiraciors, the indemnification abiigation
under the Caniract must not be limited in any way by the amourt or type of damages, compensation or benafils payable
by o for the Contractor or any of its subcontractors under workar's disabillly compensatian acts, disabillty bensfit acts or
ather employes banefi acts. This indemnification clause Is intendad 1o be comprehensive, Any overtap in Provisions, ar
the fact that grealer specificity is provided as to some categories of risk, is not intended to limit the scopes of
indemnification under any other provisions.

2,144 PatentrCapyrightInfrlngemanllndemnFﬂcalicm

To the extent permittad by faw, the Contractor must indemnify, defend and hold harmiess the State froms and against aff
losses, liabilities, damggas_{inciud]ng taxes), and all relgtod costs and expenses including reasonabia attornays' fees

or procesding threalenad or Brought agains! the State to the extent that the action ar praceeding iz based on a claim
that any pisce of Squipment, soflware, commodily or sanvice supplied by the Contractor or jis subcontractors, or the
eperation of the equipment, softwars, commadily or service, or the use or reproduction of any documentation provided
with the squipment, software, COMmMedity or service infringes any United States patent, capyright, trademark or trade
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equipment, software, commodity or service of equivalent function and performancea so that it becomes nen-infringing, or,
if the option s not feasonably avallable to Contractor, {fil} accept ils return by the State with approprizie credils to the
State agalnst the Conlraciors charges and relmburse the State for any lasses of costs Incurmed 55 o consequence of the
State ceasing ils use and returning it.

Motwithstanding the foregeing, the Contractar has no obligation io indemnify or defend the State for, or ta pay any cosls,
damages or allorneys’ fes ralatad to, any claim basad upon (i) aquipment developed based on wrilten specifications of
the Stats; (i) use of the equipment in a configuration other than implementad ar appraved in writing by the Conlractor,
including, but not limited to, any modification of the equipment by the State; or (iil) the combination. operation, or use of
the equipment with equipment or software nat supplied by the Contractar under this Contract,

2.145  Continuation of Indemnification Ohligations

Tha Confractor's duty fo Indemiify under this Section continues in full foree and affect, notwithslanding the expiration or
early cancellation of the Contract, with respect (o any claims based on facie o conditions that occurred bafore expiration
or cancellation.

2146 indemnification Procedures
The procedures set forh below must apply ioall indemnity obligations under this Contract,

(a) After the State recsivas netics of the action or procesding involving & claim for which it shall saek indemnification,
the State must promptly natify Contractor of the claim in wiiting and take or assisi Contractor in taking, as the case
may be, any reasonable action to avoid the imposition of a defaull judgment against Contractor, No fallure to natify
the Comtractor ralisves tha Contractor of its indemnification chligations except 1o the extent that the Contractor can
prove damages aliributable to the failyrs, Within 10 days following receipt of wrillen notice from the State refating
to-any claim, the Contractor must notify ihe State in writing whether Contractar agreas to assume control of the
defenss and sefflement of that claim (& "MNatica of Election™). After notifying Contractor of & claim and before the
State receiving Contractor's Notice of Election, the State Is entitled to defend against the clalm, at the Contractors
Expense, and the Contracior will be responsible for any reasenabie costs Incurred by the State in defending against
the: claim during that prariod.

(b} If Contractor defivers a Notice of Election relating to any claim: (i} the Stale is entitled 1o participate in the defense
of the claim and to employ counsel al its own expense lo assist in the handling of the claim and to manitar and
adviss the Staie about the status and pragress of the defense; (i) the Conbractor must, at the request of the State,
demongatrate 1o the reasonabla salisfaction of the State, the Contractor's financlal abillity to carry out iis defense and
ingemnity obligations under thig Contract; (i) the Contractor must perodically advise the Stale ahout the siatus
and progress of the defense and must obigin the prior written approval of the State before entering into any
selllzmant of the claim or ceasing to defend against the clalm and {iv} to the extent thal any principies of Michigan
govemmental or public law may be invoived or ehallenged, the State has the right, at its own expense, to control
the defense of that portion of the claim involving the principles of Michigan govermmental or public law, But the
State may retain cantral of the defensa and seltiement of 3 claim by nolifying the Contractor in writing within 10
days after the State's receipt of Contreactor's information requested by the State under clauss (i) of this paragraph if
the State determines that the Contractor has failed to demonstrate to fhe reasonable satisfaction of the State the
Contraclor's financial ability to canry out its defense and indemnity obligations under this Seclion. Any lifigation
activily on behalf of the State, or any of its subdivisiong under this Seciion, must be coordinatad with the
Department of Altorney General. in the avent the insurer's attorney represents the State under this Section, the
insurer's attorney may ba raquired to be designated as a Spacial Assistant Altorney General by the Adlorney
General of the State of Michigan.

(@) If Centractor does not deliver a Motice of Eleciion relating to any clalm of whichiii is notified by the Stale as
provided above, the Stale may defend the claim in the manner as it reay deem appropriate, st the cost and
expense of Contraclor, If i Is determined that the claim was one against which Coniractor was required to
indemnify the State, upon request of the State, Contractor must promptly reimburse fhe State for all the reasonable
costs and expenses.

LI80_Termination/Cancellati

2181 Notice and Right To Cure

If the Contractor braaches the contracl, and the State in its sols discrefion determines that the breach is curable, then the
State shall provide the Contractor with wrilten nalice of the breach and a time period (not less than 30 days) to cure the

Updated 8/20/2012




Decudign Envelope ID: 25FCDACT-0FEF- 46 ST1-9ET495700413

Breach. The notice of breach and epportunity to cure is inapplicabls for succassive ar repeated breaches or if the State
determines In its sole discretion that the breach posas a serious and imminent ihreal to the health o safety of any person
or the imminent loss, damage, of destruction of any real or tangible personal proparty.

2152 Termination for Cause

(8) The State may lerminate this contract, for cauge, by notifying the Contracter inwriting, If the Contractor (i)
breaches sy of its material duties or ebligations under this Contract {including a Chranic Failure to meet any
particular SLA), or (i) fails to cure a breach within the tima penod specifled in the written notice of breach
provided by the State

(B)  Ifthis Contract is terminated for cause, the Contractor must pay all costs Incurred by the State in terminating this
Cantract, including but not limited to, State administrative costs, reascnabla altorneys' fees and court cosls, and
any reasonable additional costs the State may incur to procure the Services/Delivarablss required by this
Conlract from other sources. Re-pracurament costs are not consequantial, indirect or incidental damsdges, and
cannot be excluded by any other terms otherwise included in this Contraat, provided the costs are not in excass of
50% more than the prices for the Service/Deliverables provided under this Conlract,

(c)  Ifthe State chooses to partially terminate this Confraci for ceuss, charges payable under this Contract shall be
aquitably adjusted to reflect those Servicas/Deliverables thet are larminated and the State must pay for ail
Services/Deliverables for which Final Acceptance has been granted provided up to the lermination dale. Services
and related provisions of this Contract that are terminated for cause rmust cease on the effective date of the
termination.

(d) ifthe State terminates this Conlract for cause under this Section, and it is determined, for any reason, that
Contractor was not in breach of contract uncler the provisions of this section, that termination for cause must be
deemed to have been a termination for convenience, effective as of the same date, and the rights and obiigations
of the parties must be fimited o that otherwise provided in this Contract for & termination for conveniance,

2153 Termination for Convenience

The State may lerminate this Contract for ils convenience, In whole or part, if the Stale determines that a termination js
in the State's best interest. Reasons for the termination must be left to the sole discrefion of the State and may inchude,
but not necessarily be limited {6 (3) the Slale no longer needs the Services or producls specified in the Contract, (b)
relocation of office, program changes, changes in laws, rules, or regulations make implemeantation of the Services no
longer practical or feasible, () unacceptable prices for Additional Services or Mew Wiork requested by the State, or {d)
falsification or misrepresentation, by inclusion ar nen-inclusien, of informaticn malerial to a response to any RFF issued
by the State, The State may lerminate this Centract for s convenience, In whole or In parf, by giving Contractor written
nofice at least 30 days before the date of termination. If the State ehooseas lo temminate this Contract in part, the charges
payable under this Contract must be equitably adjusted to reflect those Senvices/Dallvarablas that are terminated,
Services and refated provisions of this Contract that are terminated for convenience must caase on the effective date of
the termination.

2154 Termination for Non-Appropriation

(a) Contrastor acknowledges that, if this Contract extends for several fizcal years, continuation of this Coniract Is
subject to apprapriation or availability of funds for this Contract. If funds to enable the Stale to effect continuad
payment under this Contract ars not approprialed or oiherwise made availabig, the State must terminate this
Confract and all affecled Statements of Work, in whale or in part, al the end of fha last period for which funds have
been appropriated or otharwise made avallable by giving written notice of Lafmination 1o Contractor. The State
mus! give Gontractor al lesst 30 days advance wrillen notice of terminstion for non-approptiation or unavailabifity
tar the time as is available if the State recefves notice of the final decision less than 30 days before the funding
cutoff),

{b) I funding for the Contract is raduced by law, or funds to pay Contractor for the agreed-to level of the Services or
production of Deliverables fo be provided by Contracior are notl appropriated or clhenwize unavailable, the Stale
may, upon 30 days wrilten notice to Conltractor, reduce the level of the Sarvices or change the produclion of
Deliverables in the manner and for the periods of lime as the State may elect. The charges paysble under this
Centract shall be equilably adjusted to reflect any equipment, services or commodities not provided by reason of
{he rechuction.

{c)  Ifthe Slate terminates this Contract, aliminates certain Deliverables, or reduces the level of Sarvices to be provided
by Centractar under this Section, the State must pay Contracter for all Work- in-Pracess performed through the
effactive date of the tarmination or raduction in level, as the case may be and as determined by the State, o lhe
extent funds are available. This Saction shall nof preclude Confraciar from reducing or stapping
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Services/Deliverables or raising against the Staie in a court of competent jurisdiction, any clalm for a shorifall in
payment for Services performed or Deliverables finally accapied befors the effective date of fermination.

21668  Termination for Criminal Conviction

The State may ferminate this Contract immediately and witheut further liability or penally in the event Contractor, an
officer of Contraclor, or an awner of & 25% or greater share of Contractor s convicled of a criminal offanze related o a
State, public or private Conlract or subcontract,

2158 Termination for Approvals Rescinded

The State may terminate this Contract if any final administraiive of judicial declision or adjudication disspproves a
previously approved request for purchase of personal services under Constitution 1963, Article 11, § 5, and Civil Service
Rule 7-1. In that case, the Siate shall pay the Contractor for anly the work completed to that point under the Conlrast,
Termination may be inwhole or in part and may be immediate as of the date of the writlen notice to Contractor or may be
effective as of the date stated in the written notics.

2157 Rights and Obligations Upon Termination

{a)} Ifthe State lerminates this Contract for any reasen, the Confractor must (a) stop all work 8s specified in the nofice
of termination, {b) take any action that may be necessary, or thet the Stale may direct, for preservation and
protection of Delivarables or other property derived or resulting fram this Contract thal may be in Contractor's
passession, (c) return all materials and propenty provided directly or indirecily to Contractor by any entity, agent or
employae of the State, (d) transfer titls in, and deliver to, the Stale, unless otherwise directed, all Dalivarables
intended to be transferred io the State at the termination of the Coniract and which are rasulting from the Contract
(which must be provided to the State on an "As-ls” basis except 1o the extent the amaunts paid by the State in
raspect of the itams included compensation to Contractor for the provision of warraniy services In respect of the
materials), and (e) take any action to mitigate and limit any potential damages, or requests for Confraclor
adjusiment or termination settlement cosls, to the maximum practical extent, including terminating or limiting as
otherwise applicabls thosa subcentracts and outstanding orders for material and supplias resulting from the
terminated Contract,

{b}  If the State lerminates this Conlract befors it explration for its awn convanience, the Staie must pay Contractor for
all chargas dua for Services provided before the date of tlermination and, If applicable, as a separate item of
payment under this Contract, for Work In Procaess, on a percentage of complstion basis at the level of completion
determined by the State. All compieted or partialy completed Daliverables prepared by Contractor under this
Contract, at the option of the State, becomes the State's property, and Centractor Is entitied to recelve equitable
fair compensation for the Deliverables. Regardless of the basis for the termination, the State is not obligated to
pay, or otherwise compensate, Contractor for ary lost expected fulure profits, costs or expenses incurred with
respact o Services not actually performed for the State,

(¢}  Upon a good faith termination, the State may assume, at its oplion, any subconiracts and agreements for services
and deliverables providad under this Contract, and may further pursue completion of the Services/Deliverables
under this Contract by replacement coniract or othenwize as the State may in its sole judgment deem expedient.

2158 Reservation of Rights

Any termination of this Centract or any Statement of Work fssued under i by a parly must be with full reservation of, and
without prejudics to, any rights or remeadies otherwise available to the party with respect to any claims arising before or as
a rasult of the termination,

2180 Termination by Contractor

2181 Tarmination by Contractor

ifthe State braaches the Contract, and the Contractor in its sole discretion determines that the breach is curable, then
the Contractor will provide the State with wrilten natics of the breach and a time pariod {not less than 30 days) to cure
the breach. The MNotice of Breach and opportunity to cure |s inspplicable for successive and repeated breaches.

The Contractor may terminate this Contract if the State (i) materially breaches its chligation to pay the Contractor
undisputed amounts due and owing under this Contract, {ii) breaches its othar obligations under this Contract fo an extent
that makes It impossible or commercially impractical for the Contractor to perform the Services, or (i) does not cure the
braach within the time perlod specified in a written notica of breaeh, Butthe Contractar must discharge its obligations
under Section 2,160 bafara i lerminates the Comlract,
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2170 Tran Responsibiities

2471 Contractor Transition Responsibilities

Ifthe State terminates this contract, for convenience or cause, or if the Conlract is olherwise dissoived, voided,
rescinded, nullified, expires or rendered unenforceable, the Canlractor shall comply with direction provided by the Stete
to assisl in the orderly fransition of equipment, services, software, leases, aic, to the State or 3 third party designated by
the State. If this Contract expiras or terminates, the Coniractor agress fo make all reasonable efferts to effect an orderly
transition of services within & reasonable perlod of time that in no event will excead 80 businsss days. These efforts
must include, but are not Bmited to, these listed in Section 2,150,

2172 Contractor Personnel Trans(tion

The Contractor shall work with the State, or a specified third party, to develop a transilion plan setting forth the specific
lasks and schedule to be accomplished by the parties, to effect an orderly Wransition. The Contractor must allow as many
personnel as praclicable to remain on the job to help the State, or a specified third parly, malntain the continuity and
consistency of the senvices required by this Contract. In addition, during or fallawing the transition periad, in the event
the State requires the Services of the Contractor's subcontractors or vendors, as necessary o meet its needs, Confracior
agraas o reasonably, and with good-faith, work with the State io use the Services of Contracior's subcontractors or
vendors. Contractor will notify all of Contractor's subcontractors of procedures to be followed during transition.

2173 Contractor Information Transition

The Contractor shall provide reasonable detailed specifications for all Services/Deliverables needed by the Siate, or
specified third pary, to properiy provide the Services/Deliverables required under this Contract, The Contractor will
provide the Stats with asset management data generated from the inceplion of this Contract through the date on which
this Contractor is terminated in & comma- delinealed format unless otherwise requested by the State, The Contractor will
dediver to the Slate any remaining owed reporls and documeniation still in Contractor's possession subject to appropriate
payment by the Stale,

2474 Contractor Software Transition

The Contractor shall reasonably assist the Stale in the scquisition of any Contractor software required to parform the
Servicesfuse the Deliverables under this Contract. This must include any dosumentation being used by the Contractor
to perform the Services under this Coniract. If the Stale transfers any software licenses to the Contractor, those licenses
must, upon expiration of the Contract, transfer back to the State al their current revision level. Upon notification by the
State, Contracior may be required to freeze all non-critical changes to Defiverables/Services.

2475 Transition Payments

if the transition results from a termination for any reason, the termination provisions of this Contract must gavern
reimbursamant. If tha transition results from expiration, the Contractor will be reimbursed for all reasonable transition
costs (Le, costs ncumed within the agreed pariod after contract expiration that result from transition operations) at the
rates agraed upon by the State. The Confractor will prepare an accurate accounting from which the State and Contractor
may reconcils all cutstanding accounts.

2176 State Transition Responsibilities

In the event that this Contract is terminated, dissolved, volded, rescinded, nuliified, or otherwise renderad
unenforceable, the State agrees to reconcile all accounts between the State and the Contractor, complete any
pending post-project reviews and perform any others sbligations upon which the State and the Contractar agres.

(a) Reconciling all accounts between the Siate and the Contractor;
() Cempleting any pending post-project reviews.

2,180 Stop Work

2181 StopWork Orders

The State may, at any time, by written Stop Work Order to Coniracior, require thal Confractor stop  sll, or any part, of the
work called for by the Contract for a period of up to 50 calendar days after the Stop Work Order iz defivered o Contractor,
and for any further period to which the parlies may agree. The Stop Work Order must be identified as a Stop Werk Order
and must indicate that it is issued under this Section. Upon receipt of the stop work order, Contraclor must immediately
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comply with its terms and take all reasonable steps to minimize incurring costs allocable to the work coverad by the Stap
Wiork Order during the pariod of work stoppage. Within the periad of he stop work order, the State must elther; (&)
cancel the slop wark order; or (b} terminate the work covered by the Stop Work Order as providad In Section 2,182,

2.182 Cancellation ar Expiration of Stop Work Order

The Contractor shall resume work if the State cancels a Stop Work Order or If il expires. The parties shall agres upon
an squitable adjustment in the delivery schedule, the Contract price, or both, and the Contract shall be madified, in
writing, accordingly, if: (a) the Stop Work Order results in an increase in the time required for, or in Contraclor's costs
propery allocable bo, the pedformance of any part of Ihe Cantract; and (b) Contractor asserts Its right to an equitabls
adjusiment within 30 calendar days after the end of the period of work stoppage; provided that, if the State decides the
facts justify the action, the State may receive and ast upon a Coniractor proposal submilled at any time before final
payment under the Confract, Any adjustment will conform to the requirements of Section 2.024.

2183 Allowance of Contractor Costs

If the Stop Wark Order is not canceled and the work covered by the Stop Werk Order is terminated for rezsons othar
than material breach, the termination shall be deemed to be a termination for conveniencs under Section 2.153, and the
State shall pay reasonable costs resulting from the Stop \Work Order in arriving at the termination setlement, For the
avoidance of doubt, the State shall not be liable to Contractor for loss of profits because of a Slop Work Order izsued
under this Section.

£ 180 Dispute Res

2181  In General

Any claim, counterclaim, or dispute between the State and Contractor arising out of or relating to the Contract or any
Statement of Work must be resalved as follows, For alf Contractor claims seeking an increase in the amounts payahle to
Contractor under the Contract, or the lime far Contractor's performance, Contractor must submit a letier, together with all
data supporting the claims, execuled by Contractor's Contract Adminisirator or the Gontract Administrator's designes
cerifying that (a) the claim is made in goad faith, {b) the amount claimed accurately reflacts the adjustments in the
amounts payable to Contractor or the time for Contractor's pedormance for which Contractor belisves the State is liable
and covers all costs of every type to which Gontraclor is eniitied from the occurrence of the claimed event, and (c) the
claim and the supparting dala are current and complate to Contractor's best knowledge and balief,

2,192 Informal Dispute Resolution

{a) Al disputes between the pariies shall be resolved under the Contract IManagement procedures in this Confraci.
If the parties are unabie to resolve any dispute after compliance with the processes, the parties must meet with the
Director of Procurement, DTMB, or designee, to resolve the dispute without the need for formal legal proceadings, as
follows:
(1} The representatives of Goniractor and the State must meet as often as the parlies reasonably deem
necessary to gather and furnish to sach other all information with respect to the matler at issue which the
parties believe to be appropriate and germane in connection with its rezolution. The represeniatives shall
discuss the problem and negotiate in good faith in an effort lo resalve the dispute without the necessity of any
formal proceeding.
{2) During the course of negalistions, all reasonable requests mads by one pary to another for non-
privileged information reasonably related to the Contract shall be honored In order that each of the parties
may be fully advised of the other's positicn.
(3)  Thespecific format for the discussions shall be left 1o the discretion of the designated State and
Coniracter representatives, but may include the preparation of agreed upon statements of fact or wrilten
statements of position_
{4)  Fuollowing the complation of this pracess within 50 calendar days, the Director of Procurement, DTME, or
designee, shall issue a written opinion regarding the issue(s) in dispute within 30 calendar days. The apinion
regarding the dispute must be considered the State’s final acion and the exhaustion of administrative remedies.
(b This Section shall not be construed to pravent either party from instituting, and a pary is auihorized o instilute,
formal proceedings earlier lo avoid the sxpiration of any applicable imitations pericd, to preserve a superior position with
respect to other creditors, or under Section 2,193,
() The State shall not mediate disputes between the Conltractor and any other entily, except state agencies,
concerning responeibility for perfermance of work under the Conirac.
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2,192  Injunctive Reliaf

The anly circumstance inwhich disputes balween the State and Contractor shall not be subject to the provisions of
Section 2,192 |s where a parly makes a good faith determination Ihal & breach of tha terms of the Contract by the other
party Is that the damages to the parly resulling from the breach shall be so immediate, so large or savers and so
incapable of adequale redress after the fact that a temporary restraining order or other immediate injunciive relief |s the
only adequate remedy.

2184 Continued Performance

Each parly agrees to continue performing its cbligations under the Contract while a dispute is being rescived except fo the
axtant the issue in dispute precludes performance (dispute over paymeant must not be deemed to preclude performanse)
and without limiting either parly's right to terminate the Confract as provided in Section 2,150, as the case may be.

2 al and State Contract Requi

2201 Mondiscrimination

In the performance of the Contract, Contractor agrees not to discriminate against any employee or applicant for
emplayment, with respect to his or her hire, tenure, terms, conditions or privileges of employmant, or any mailer directly
of indirectly related lo employment, because of race, color, religion, nafional origin, ancestry, age, sex, height, weight,
and marital stalus, physical or mantal disability. Conlractor further agrees that every subcantrac entered inic for the
performance of this Contract or any purchase erder resulting from this Contract will contain & provision requiring non-
discrimination in employmant, as specifisd hare, binding upon each Subcontractor. This covenant Is required under the
Eflict Larsen Civil Rights Act, 1978 PA 453, MCL 372101, et seq., and the Persons with Digabilities Civil Rights Act, 1978
PA 220, MCL 37,1101, et seq., and any breach of this provislen may be regarded as a material breach of the Contract.

2.202 Unfair Labor Practices

Undler 1880 PA 278, MCL 423.321, et seq., the State shall not award a Conlract or subcontract to an employer whose
name appeais in the current register of employers failing lo corract an unfair labor practice compiled under section 2 of
the Act. This information is complled by the United States National Labor Relations Board, A Contractor of the State, in
ralation o the Conlract, shall not enter into a contract with a Subsontractor, manufacturer, or suppfier whose pame
appears in this register. Under section 4 of 1980 PA 278, MCL 423,324, the Stale may vold any Contract if, after award of
the Contract, the name of Contractor as an empleyer or the name of the Subcontractor, manufacturer or supplier of
Caontractor appears in the register,

2,203 Workplace Safety and Discriminatory Harassment

In performing Services for the State, the Contractor shall camply with the Department of Civii Services Rule 2-20
regarding Workpiace Safety and Rule 1-8.3 regarding Discriminatory Harassment. In addition, the Contractor shall
comply with Civil Service regulations and any applicable agency rulas provided to the Confracior. For Civil Service

Rules, see hifp:fwww.mi. govimdes/0 1807 7-147-687 7 00, himi.

2.204 Prevailing Wage

Wages rates and fringe benafits to be paid each class of individuals employed by the Contractor, its subcontractors, thair
subcontractors, and all parsons involvad with the perfarmanca of this Contract in privily of contract with the Contractor
shail not be less than the wags rates and fringe benefits eslablished by the Michigan Department of Labor and Econamic
Developrment, Wage and Hour Bureau, schedule of oscupaliona! classificalion and wage rates and fringe benefits for the
local where the work is to be performed. The term Confractor shall include all ganeral contractors, prime contractors,
project managers, trads contractors, and all of thelr contractors or subcontractors and persens In privity of contract with
them.

The Contraciar, its subcontractors, their subconfraciors and all persons invalved with the  performance of this contract In
privity of confract with the Contracior shall keep posted on the work sife, in a conspicucus place, a copy of all wage rates
and fringe benefits as prescrited in the Contract. Contractor shall also post, In a conspicucus place, the address and
telephone number of the Michigan Dapartment of Labor and Economic Development, the sgency respansible for
enforcement of the wages rates and fringe benafits. Contracler shall keep an accurate record showing the name apd
occupation of the actual wage and banefits paid to each individua! employed in connection with this contract. This record
shall be available to the State upon request for reasonable inspection.
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Ifany trade is omittad from the list of wage rates and fringe benefits lo be paid lo each class of individuals by the
Contractor, it is understead that the trades omitted shall alse be pald nol less than the wage rate and fringe benefils
prevailing in the local where the work is to be parformed,

2210 Gove, Law

2.211 Governing Law

The Contract shall in all respects be govarned by, and construed according fa, the substantive laws of the State of
Michigan without ragard to any Michigan choice of law rules that would apply the substantive law of any other
jurizdiction to the extent not inconsistent with, or pre-empled by federal law.

2.212 Compliance with Laws

Contractor shall comply with all applicable siate, federal and local laws and ordinances in providing the
Services/Delivarablas,

2,213  Jurisdiction

Any dispuile arising from the Contract shall be resolved In the State of Michigan. With respect to any claim betwssn the
parties, Confractor consants 1o venue In ingham County, Michigan, and irrevocably waives any objections it may have to
the jurisdiction on the grounds of lack of personal jurlsdiction of the court or the laying of vanue of the cour or on the
basis of forum non conveniens or otherwise. Contractor agrees to appoint agents in the State of Michigan to receive
sanvice of process,

2220 Lim, it

2,221 Limitation of Liability

Meither the Contractor nor the State shall be liabla lo each other, regardiess of the form of action, for consequential,
incidental, indirect, or speclal damages. This limitation of liability does not apply to claims for infringement of United
States patent, copyright, trademark or irade secrels; to claims for parsonal injury or damage te property caused by the
gross negligenca or willful misconduct of the Contracior, to claims coverad by other specific provisions of this Conlract
calling for liguidated damages; or to court costs or stfornay's fees awarded by a court in addition to damages after
litigation basad on this Contract.

The State's [iability for damages to the Contractor is limited to the value of the work performed by the Contractor up to the
point the damages occuirad.

2230 Disclosnre Responsibiiitias

2,231 Disclosure of Litigation

Conlractor shall disclose any malerlal criminal litigation, investigations or proceedings Invelving the Contracter (and each
Subcontractor) or any of its officers or directors or any litigation, investigations or proceedings under the Sarbanss-Oxley
Act. In addition, each Caniraclor (and sach Subcontractor) shall notify the Stale of any malerial civii litigation, arbitration
or proceeding which arises during the term of the Contract and extensions, to which Contractor {or, to the exlant
Contractor is aware, any Subcentractor) is a party, and which involves: (i) disputes that might reasonably be expected o
adversely affect the viability or financial stability of Contractor or sny Subcontractor; or (i) a claim or written allsgation of
fraud against Contracior or, to the extent Contractor is aware, any Subcontracior by a governmental or public entily
arising out of their business dealings with governmental or public entities. The Contractor shall disclose in writing to the
Contract Administrator any litigation, investigation, arbitration or other proceeding (colleciively, "Proceeding”) within 30
days of its oceurrence. Delails of seltlements that are prevented from disclosure by the terms of the settlement may be
annotated. Information provided fo the State from Contractor's publicly filed documents referencing its material ltigation
shall be deemed to satisfy the requiraments of this Section.

If any Proceeding disclosed to tha State under this Section, or of which the State otherwise becomes aware, during the
term of this Conlract would cause a reascnable parly (o be concerned about:

() The abiity of Contractor (or a Subontractor) to confinue to perform this Contract according to its terms and
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conditions, or

(b} Whether Contractor (or a Subcontractor) in performing Services for the State Is engaged in conduct which is similar
in nature to conduct alleged in the Proceeding, which condust would constitute a breach of this Contract or a violation
of Michigan law, requiations or public palicy, then the Coniractor must provide the State all reasonable sssurances
requested by the Slate to demonstrate thal;

(1) Contractor and its Subconiractors will be able to conlinue 1o perform this Contract and any Statements of
Work according to its terms and conditions, and

(2)  Contractor and its Subconiraciors have net and will not-engage in conduct in performing the Services
which is simiflar in nature to the conduct alleged in the Proceeding.

{c) Contractor shall maks the following notifications in writing:

{1 Within 30 days of Contractor bacoming aware that a change in its ownarship or officers has cccurrad, or
is certain to occur, or a change that could result in changes in the valuation of its capitalized assets in
the accounting records, Contractor must notify MDTMB Procurement.

(2}  Contractor shall also notify MOTME Procurement within 30 days whenever changes to asset valuations
;[ ary olher cost changes have accurrad or are certain to occur as a result of a change in ownership o

ficers.

(3)  Contractor shail slso notify MOTMB Purchase Operations within 30 days whenaver changes lo company
afiiliations ocour.

2,232 CGall Center Disclosure

Contractor andfor all subcontractors invoived in the performance of this Contract providing call or contact center services
1o the Slale shall disclose the location of its call or contact center services o inbound callers if culside of Michigan,
Failure to disclose this information iz a material breach of this Coniract.

2,233 Bankruptcy

The State may, without prejudice to any other right or remedy, terminate this Contract, in whaole or in part, and, at ils option,
may lake possession of the "Work in Procass” and finish the Works in Process by whatever appropriate meathod the State
may deem expediant if:

{a) The Contractor files for protection under the bankruptcy laws;

{b) An involuntary petition is filed against the Contractor and not removed within 30 days;

{€)The Centraclor becomss insalvent or if & recsiver is appointed due to the Contracior's insolvency;

{d} The Contractor makes a general assignment for the benedil of creditors; or

(e} The Contractor or its affiliates are unable to provide reasonable assurances that the Contractor or its affilistes
can deliver the services under this Contract,

Coniractor will fix appropriate nofices or labels on the Work in Precess o indicate ownership by the State. To the
extent reasonably possible, materials and Work In Process shall be stored separately from other stock and marked
conspicuousiy with labels indicating ownership by the Stafe.

2.2 filn

2241 Time of Performance

(@) Contractor shall use commercially reasonable efforts to provide the resources necessary lo complete all Services
and Deliverables according to the time schedules contained in the Statements of Work and othar Exhibits
govarning the work, and with professional qualily.

(b} Without limiting the generality of Section 2.241, Coniractor shall nofify the State in a timely manner upon
becoming aware of any creumslances that may reasonably be expected to jeopardize the timely and successful
completion of any Deliverables/Servicas on the scheduled due dates in the lates! State-approved delivery schedule
and must inform the State of the projected sctual delivery dale.

(¢}  Ifthe Confractor believes that a delay in perdormance by the State has caused or will cause the Contraclor to be
unable to parform its obligations according to specified Contract time periods, the Contractor must nofify the State
ina timely manner and must use commoercially reasonable efforts to parform its obligations according tothe
Caniract lime pericds nobwithstanding the State's failure. Contractor will not be in default for a delay In
perormance to the axtant the delay is caused by the State,
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2,242 Service Level Agreement (SLA)
(a) SLAswill be completed with the lellawing operational considerations:

1) SLAs will not be caksulated for individual Incidenis where any event of Excusable Failure has
been defermined; Incident means any interruption in Services.
(2) SLas will not be caloulated for individual Incidents where loss of service Is planned and where the
State has received prior nofification or coordination,
(3} SLAs will not apply if the epplicable Incident could have been prevanted through planning proposed by
Centractor and not implemented at the request of the State, To invoke this consideration, complete
documentation relevant le the denied planning proposal must be presented o substantiate the proposal,
{4} Time period measuremants will be based on the time Incidents are received by the Contractor and
the time that the State recelves nolification of resclution based on 24x7x365 lime period, except that the
fime period measurement will be suspended based on the fallowing:
{I) Time period{s) will not apply where Contractor does not have access o a physicel Siate
Location and where access to the State Lecation is necessary for problem identification and
resalution.
(i} Time pericd(s) will not apply whera Contraclor needs 1o ablain timely and accurate
information or appropriate feedback and is unable to obtain timely and accurate information or
appropriate feadback from the State.

{b) Chronic Failure for any Sarvica(s) will be defined as three unscheduled outage(s) or interruption(s) on any individual
Service for the same reason or cause or if the same reason or cause was reasonably discoverable in the first
instance over a rolling 30 day pericd. Chronle Failure will result in the State’s option to terminate the effected
individual Service(s) and procurs tham from a different Contractor for the chronts locationds) with Contractor to pay
the: difference in charges for up to three addilional manths. The termination of the Service will not affect any tierad
pricing levals.

(c} Root Cause Analysis will be performed on any Business Critical outage(s) or outage(s) on Senicas when
requested by the Contract Administrator, Confractor will provida Its analysis within bva wesks of outage(s) and
pravide & recommendation for resolution.

{d) Al decimals must be rounded to two decimal places with five and greater rounding up and four and less rounding
down unfess ofherwise specified.

2.243 Liguidated Damages

The parties acknowledge that late or improper completion of the Work will cause loss and damage to the State, and that it
waould be impracticable and exiremely difficult fo fix the actual damage sustained by the State as a result. Therefors,
Coniractor and the State agree that if there is late or improper complation of the Wark and the State does not elect to
axercise its rights under Section 2.162, the Stale is entitled to collect liguidated damages in the ameunt of $5,000,00 and
an additional 5100.00 per day for 2ach day Coniractor fails to rermedy the late or Improper completion of the Work,

2,244 Excusable Failure

Neither party will be lisble for any default, damage or dalay In the parformance of its obligations under the Contract to the
extent he default, damage or delay Is caused by government regulations or requirements (executive, legislative, judicial,
military or otherwise), power failure, electrical surges or current flustuations, lightning, earthquake, war, water or alher
forces of nature or acts of God, delays or failures of transportation, equipment shorages, suppliers failures, or acts or
omissions of common carriers, fire; riots, civil disorders; strikes or other labor dispules, embargoes; Injunctions (provided
the injunction wae nol issued a8 a resull of any fault or negligence of the parly seeking to have its dafault or delay
excused), or any ather cause beyond lhe reasonable contiol of & party; provided the non-performing party and its
Subcontractors are without fault in causing the default or delay, and the defaull or delay could not have been prevenied by
reasonable precautions and cannot reasonably be circumvenied by the non-performing party through the use of alternate
sources, workaround plang or other means, including disaster recovery plans,

If a party does not perform its contractual obligations for any of the reasons listed above, the non- performing party will
be excused from any further performance of ils affected obligation(s) for as long as the circumstances prevail. But the
party must use commercially reascnabile efforts to recommence performance whenever and to whatever extant poseible
without delay. A pary must promptly nolify the other pary in writing immediately after the excusable failure ccours, and
alzo when it abates or ends.

IFany of the above-snumerated circumstances substantially prevent, hinder, or delay the Contractor's performance of the
Services/provigion of Deliverables for more than 10 Business Days, and the Slate determines that perfermance is not
[kely to be resumed within a pericd of ime thal 1s salisfactory to the State in its reascnable discrelion, then at the State's
oplion: (a) the State may procure the affected Services/Deliverables from an alternate source, and the State is not be
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Nable for payment for the unperformed Sarvices! Dalivarablas not provided under the Conlract for so long as the delay in
performance continues; (b) the State may terminate any poriion of the Contract so affected and the charges payabie wil
be equitably adjusted o refisct those Senvices/Deliverables lerminated; or (c) (he State may terminate the affected
Statement of Work without liability to Contractor as of a dale specified by the State In a written notice of termination to the
Coniractor, except to the extent that the Slate mus! pay for Services/Deiivarables provided through the date of
farmination.

The Contractor will not have the right to any additional payments from the Stale as a result of any Excusable Failure
cocurrence or to payments lor Services not renderediDeliverables not provided as a resull of the Excusable Failure
condition. Defaults or delays in periormance by Canfractor which are cauzed by acls or omissions of its Subcontractors
will nat refieve Contractor of its obligations under the Contract except to the extant that o Subcontractor is itself subject 1o

2250 raval of Dalfvarably

2.251 Delivery of Deliverables

Prior to delivering any Deliverable to the Slate, Contractor will first perform ail required quality assurance aclivities, and,
in the case of Custom Software Deliverabies, Systam Tasting to wverify that the Delverable is compiele and in
comformancs with its specifications. Befare delivering a Daliverable lo the Stats, Contractor shall certify lo the State that
{1} it has performed such quality assurance activities, (2 it has parformed any applicabla testing, {3) it has corrected all
malerial deficiancies discovered during such quality assurance activities and testing, (4) the Deliverable is in & suilable

stale of readiness for the Stale's review and approval, and (5) the DeliverablefSenvice has all Critical Security
patches/updales applied.

In discharging its abligations under this Section, Contractor shall be at all fimes (except where the parfies sgree atherwise
inwriting) in compliance with Level 3 of the Software Engineering Institule's Capability Maturity Model for Software ("CMh
Level 3% orits equivalent,

2252  Contractor System Testing

Contractor will be responsible far System Testing each Custom Software Deliverable in Contractor's development
emvirenment prior to turning over the Custem Software Deliverable to the State for Usar Acceptance Tesling and approval.
Conlractor's System Tesfing shali includs tha following, at a minimum, plus any atier testing required by CIMM Leval 3 ar
Coniractor's syslem development methodalogy:

Contraclor will be responsibie for performing Unit Testing and incremental Integration Testing of the compensnts of each
Custom Software Delivarable,

Contraclor's System Testing will also include Integration Testing of sach Custom Software Deiivarable to ensurs proper
inter-apération with all prior software Deliverables, interfaces and aihar components that are intended 1o inter-operate
with such Custom Software Deliverabie, and will include Regression Tesling, volurme and strass testing to ensure that the
Cuslom Software Deliverablas are abls to meat the Slate's projected growdh in the number and size of iransactions to be
procassed by the Application and number of users, as such projections are et forth in the applicable Staternant of Wark,

Cantractor's System Testing will also include Business Function Testing and Technical Testing of each Application in g
simulated production environment. Business F uriction Testing will Incluede testing of full work streams that flow through
the Application as the Application will ba incorporated within the State’s computing enviranmeni. The Siate shall

panicipate in and provide support for the Business Funclion Testing to the extent rezsonably requested by Contracior.
Within ten {10) deys before the commsnesmant of Business Function Testing pursuant to this Section, Contractor shall

Within five (5) Business Days following the completion of System Testing pursuant to this Section, Contractor shall
provide lo the State a testing matrix establishing that testing for each condition identified in tha System Testing plans
has been conducted and successfully concluded. To the extent that testing occurs on Slate premises, the State shall be
entitted {0 observe or otharwise participate in tasting under this Section as the Slale may alect
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2,253 Approval of Deliverables, In General

All Dafiverables (Written Deliverables and Custom Seftware Daliverables) require formal written approval by the State,
in accordance with the following procedures, Fermal approval by the State requires that the Deliverable be confirmed
in writing by the Stala to mest ils specifications, which, In the case of Custom Software Deliverables, will inciude the
successful complation of State User Acceplance Testing, lo be led by the Siate with the support and sssislance of
Contractor, The parties acknowledge that the approval pracesz et forth herein will be facilitated by ongoing
consuitation between the parties, visibility of interim and intermediate Deliverables and collabaration on ey decisions.

The Stale’s obligation to comply with any State Review Pariod is condiliened on the limely delivery of Deliverables being
reviewed, |f Contractor fails to pravide a Deliversble lo the State in = timely manner, the State will nevertheless use
commercially reasonable efforts to complate its raview or testing within the applicable State Review Period.

Before commencemeant of s review ar testing of a Deliverable, the Stale may inspect the Deliverabie to confirm that all
samponents of the Deliverable (e.q., software, associaled documentation, and  other materials) have been delivered, If
the State detarmines that the Daliverable is incomplete, the State may refuse delivery of the Deliverable without
performing any further inspection or testing of the Defiverable. Dtherwise, the raview period will be deemed to have
started on the day the Stale recsives the Deliverable and the applicable certification by Confraclor in accordanse with this
Section,

The State will approve In writing & Defiverable upon confirming that 1t conforms ta and, in the case of a Custom Software
Deliverable, parforms in accordance with, its specifications without material deficiency. The State may, but shall not be
required (o, conditionally approve in wiiting a Dediverable that contains material deficiencies if the State elects to permit
Contractor to rectify them post- approval, In any case, Contractor will be responsible far working diligently o corract
within a reasonable lime at Contraclor's expense all deficlencies in the Deliverable that remain outstanding at the time of
State approval,

If, after three (3) spportunities (the original and twe repest efftrts), Confractor is unable to correct 2l deficiencies
preventing State approval of a Deliverable, the Staie mey: (i} demand that Conteactor cure tha failure and give
Contractor additional time o cure the failure at the sole axpense of Contractor; or (i) kesp this Contract in foree and da,
either itsalf or through other parties, whatever Contractor has failed to do, in which event Contractor shall bear any
excess expendilive incurred by the State in so doing beyond the contrae! price for such Deliverable and will pay the
State an additional surm equal fo ten percant (10%) of such excess expenditure to cover the State’s gensral expanses
without the need to furnish proof in substantiation of such general expanges; or (i) tarminate this Contract for defauli,
either in whale or in part by notice to Contracler (and without the nead to affard Coniractor any further opportunity 1o
cure). Notwithstending the foregoing, the Siata shall not use, as a basis for exercising its termination rights under this
Section, deficiencies discovered in a repeatl State Review Period that could reasonably have been discovered during a
prior State Review Period,

The State, al any time and In its own discretion, may hall the UAT or approval process if such process revesls
deficiencies in or probiems with 2 Dslivarable in a sufficient quantity or of a sufficient savarly as to make the continuation
of such process unproductive or unwerkable. In such case, the State may return the epplicable Deliverabls io Conlractor
for correction and re-delivery prior to resuming the review or UAT process and, in thal event, Contractor will correct the
deficiencies i such Deliversble in accordance with the Contract, as the case may be.

Approval in writing of a Deliverable by the Slate shall be provisional: that is, such approval shall not preclude the State
from later identilying deficiancies in, and declining o accept, a subssquent Deliverable based on of which incorporates
or inter-operates with an approved Deliverable, to the extent that iha resuits of subsequent revisw or testing indicate the
axislence of deficiencies in the subseguent Deliverable, or if the Application of which the subzequent Deliverabls is a
componant atherwise fails to be accepted pursuant io Section 2,080,

2,254 Process for Approval of Written Dellverables

The State Review Pericd for Written Deliverablez will be the rumber of days sef forth in the applicable Statement of Wark
following deiivery of the final version of the Wiiltlen Deliverable {failing which the State Review Period, by defauli, shall be
five {5) Business Days for Written Deliverables of one hundred (100) pages or less and ten (10} Business Days for Written
Deliverables of mare than one huncred {100} pages). The duration of the State Review Pericds will be doubled if the
State has not had an opportunily to review an interlm draft of the Writien Deliverable prior o its subrnission to the Siate.
The: State agrees to notify Contractor in wriling by the end of the State Review Period sither stating that the Writlen
Deliverable is approved in the form deliversd by Contractor or describing any deficiencies that shall be corrected prior to
approval of the Written Delivarable {or at the State’s election, subsaguent to approval of the Witten Defivarable). If tha
State delivers to Conlractor a nofice of deficiencies, Coniracior will comect the described defickencles and within fiva

(5) Business Days resubmit the Deliverable in a form that shows si revisions mads to the eriginal version delivered o
the Stale. Contractor's corraction efforts will be made &t no additional charge. Upon recelpt of a carrected Wrilten
Deliverabls from Conlractor, the State will have g reasonable additional period of time, not to exceed the length of ths

Updated 8/20/2012




DacuSlgn Evvelops |0: 26FCDBCT-OFSF-461 T1-8EF495700413

original Stale Review Period, lo review the corracted Written Deliverable to confinm that the identified deficiencies have
baen comected.,

2,256 Process for Approval of Custom Software Dellverables

The State will conduct UAT of each Custom Software Deliverable In accordance with the following procedures o
determine whether it meets the criteria for State approval - e, whether it conforms fo and performs in accordance with
its specifications without material deficiencies.

Within thirty {30) days (or such other number aof days as the parties may agree te inwriting) prier to Contractor's dedivery
of any Custom Software Deliverable to the State for approval, Contractor shail provide lo he State a set of proposed last
plans, including test cases, scripls, data and expected outcomes, for the Stale’s use (which the State may supplament
in itz own discretion) in conducting UAT of the Custom Software Daliverabls, Contracler, upon reques! by the State,
shall provide the Staie with reasenabls assislance and support during the UAT procass.

Forthe Custom Software Deliverables listed in an attachment, the State Review Period for conducting UAT will be as
indicaled In the altachment. For any other Custom Saftware Deliverables not fisted in an attachment, the State Review
Pericd shall be the number of days agreed in writing by the parties (fsiling which it shall be forty-five (45) days by default).
The State Review Perlod for each Custom Software Deliverabia wil begin whan Contractor has deliverad the Custom
Software Deliverable to the State accompanied by the certification required by this Section and the State's inspection of
the Deiiverable has confirmed that ail components of it have been dedlversd,

The State's UAT will consist of execuling test scripts from the propesed lesting submitted by Contractor, but may aiso
include any additional testing deemed appropriate by the State. If the State determines during the UAT that the Custoam
Software Deflverable contains any deficiencies, the Stata will nalify Contracter of the deficiency by making an entry in an
incident raporting system available to both Conlractor and the State. Contractor will rmedify prompdly the Custom
Software Deliverable lo corect the reported deficiencies, conduct appropriate System Tasting {inchuding, where
applicable, Regression Testing) io confirm the proper correction of the deficiencies and re-deliver the corracted version lo
Ihex State for re-tesfing in UAT. Contractor will cogrdinate the re-delivery of corrected versions of Custom Soltware
Deliverables with the State so as not to disrupt the State's UAT process. The State will promptly re-test the corrected
version of the Software Deliverable after receiving it from Cantractor.

Within twa (2) businass days (unless faully gear causing an “emergency” situation) after the end of the State Review
Pariod, the State will give Contractor & written notice indicafing the State's approval of rejection of the Custom Software
Deliverable aceording to the eriteria and process set cut in this Section,

2,288 Final Acceptance

“Final Acceptance” shall be considered o occur when the Custom Software Deliverable lo be deliverad has besn
approved by the State and has been operating In production without any material defisiency for fourtesn (14) consecutive
days. Ifthe State slects to defer putting & Custom Softwere Deliverable Into live production for itz own reasans, not
based on concems sbout outstanding maierial deficiencies in the Deliverable, the State shall neverthelsss grant Final
Accaplanca of the Project.

2. 260 s

2.2681  Ownership of Work Product by State

The State owns all Deliverables, as they are work made for hire by the Contractor for the State. The State owns all
United States and international copyrights, trademarks, patents ar other propriatary rights in the Deliverables,

2.262 Vesting of Rights

With the sole exceplion of any preexisting licensed works identified in the SOW, the Conlractor assigns, and upon
creation of each Deliverable automatically assigns, 1o the State, awnership of all Uniled States and international
copyrights, trademarks, patents, or ather proprietary rights in each and every Deliverable, whether or not registarad by
the Contractor, insofar as any the Deliverable, by operation of law, may not be considered work mace far hire by the
Confractor for the State. From time lo lime upon the State's request, the Conlrastor must confirm the assignment by
execution and delivery of the assignments, confirmations of assignment, or olher wrillen instruments as the State may
recuest. The State may obtain and hold in its own name all copyright, trademark, and patent registrations and olhar
evidence of rights that may be availabie for Deliverabies.
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2,263 Rights in Data

The State is the owner of all data made available by the State to the Contractor of i agents, Subcantrastors or
representatives under the Contract, The Contractor will not use the Stale's daia for any purpose other than providing the
Services, nor will any parl of the Stale’s dala be disclosad, sold, assigned, loased or otherwise disposed of to the general
public or to specific third paries or commercially exploited by or on behalf of the Contractor, No employees of the
Contractar, cther than those on a siriclly need-to-know basis, have access fo lhe State's data. Contracior will not possess
or assert any lien or other right against the State’s data. Without fimiting the generality of this Section, the Contractor
mugt only use personally identifiable information as siriclly necessary to provide the Services and must disclose the
information only o its employess who have a strict need- to-know the information. The Contractor must comply at all
times with all laws and regulations applicable to the persenally identifiable information,

The State is the owner of all State-specific data under the Contract. The State may use the data provided by the
Cantractor for any purposa. The State will not possess or assert any lien or other right against the Contraclor's deta,
Withaut limiting the generality of this Section, the State may use personally identifisble information anly as strictly
nacessary o ulilize the Services and must disclose the information only o its employess who have a slrict nesd ta know
the: information, excepl as provided by law. The State must comply at all times with all laws and regulations applicable
to the personally identifiable infarmation. Othar material developed and provided to the Slate remains the State's sale
and exclusive progerty.

2.264 Ownership of Materials

The State and the Contractor will continue to own their respective proprietary technologies developed befare entering into
the Contract, Any hardware baught through the Contractor by the State, and paid for by the State, will be owned by the
Slate. Any soflware licensed through the Contractor and sold to the State, will be licansad direcily 1o the State.

L270 State Standards

2.271  Existing Technology Standards
The Contractor will adhere to all existing standards as described within the comprehangive listing of the State's existing
technology standards at hitpfwww. michigan.qov/dil

2,272 Acceptable Use Policy

To the extent that Contractor has access to the Stale compuler system, Confractor must comply with the State's

Aceaplable Use Policy. see hifoilwww, michigan.govidiigervice. All Contractor employees must be required, In willlng, to
agres lo the State's Acceptable Use Policy before accessing the State system. The State reserves fhe right to terminate
Ceontractor's aceess to the State system if a violation occurs.

2.273 Bystems Changes

Conlfractor is not responsible for and not authorized to make changes to any State systems without wrillen autherization
from the Project Manager. Any changes Contractor makes to State systems with the Stale’s approval must be done
according to applicable State procedures, including security, access and configuration management proceduras,

2280 Extended Purchasing

2,281 MIDEAL {Michigan Delivery Extended Agreements Locally

Public Act 431 of 1984 permits MDTME to provide purchasing services to any city, villags, county, township, school
district, intermediate schoal district, nan-profit hospital, institution of higher education, community, or junior college, A

current listing of approved program membaers is available at: ichigan.go michiganfirst. Linless othenwvise
stated, the Contractor must ensure that the non-slate agency is an authorized purchasaer before extending the Contract
pricing,

The Gontractor will supply Coniract Services and equipment fo thesa local govarnmental agencies al the established
State of Michigan contract prices and terms to the extent applicable and where available, The Contractor must send its
invoices to, and pay the local unil of govemment, on a direct and individual basis.
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To the extent that authorized local unils of government purchase quantities of Services andfor equipment under this
Confract, the quantities of Services andlor equipment purchased will ba included in determining the appropriate rate
wherevar tiered pricing based on guantily is provided,

State Employee Purchases

The State allows State employess to purchase from this Confract. Unless othenwise stated, it is the responsibility of the
Conlracior to ensure that the State employee is an authorized purchaser before extending the Contract pricing.

The Contractor will supply Contract Services and Deliverables at the established State of Michigan contract prices and
tarms to the exlent applicable and where available. The Coniractor shall send its invoices to and pay the State
empioyea on a direct and individual basis.

To the extent that authorized Stata employees purchase quanlities of Senvices or Daliverables under this Contract, the
quantiies of Services andior Deliveratles purchased will ba included in determining the appropriate rate wherever tisred
pricing based on quantity is provided.

2 frotertal Provision

2.281 Environmental Provision

Energy Efficiency Purchasing Policy: The State seeks wharever possible to purchase energy efficient products, This
ncludes giving preference te LS, Environmental Protection Agency (EPA) cerillad 'Ensrgy Star’ products for any
categary of products for which EPA has established Energy Star certificetion. For other purchazes, tha Stale may
include energy efficiency as one of the pricrity factors to consider whaen chaosing amang comparable producis.

Environmental Purchasing Policy: The State of Michigan is committed o encouraging the use of producis and
services that impact the environment less than competing products. The State is accomplishing this by Including
anvironmenial considerations in purchasing decisions, while remaining fizcally responsible, to promoate practices that
improve worker health, conserve natural resources, and prevent polfution. Environmental components that are to be
considered include: recycled content and recyclablas; energy efficiency; and the presence of undesirsble materials in the
products, sspecially those toxic chemicals which are persistent and bio accumulative. The Confractor should be abls ta
supply products containing recycled and environmentally preferabla matesials thal meet performance requirements and is
encouraged to offer such products throughout the duration of this Contract. Information on any relevant third party
cerlification {such as Green Seal, Energy Star, elc.) should also be providad,

Hazardous Materials! Forthe purposes of this Section, "Hazardous Materials” |s & generic term used to describa
asbestos, ACBMs, PCBs, palroleum products, construction materials including paint thinners, solvents, gascline, oil, and
any other material the manufaciure, use, ireatment, storage, transportation or disposal of which is regulated by the
faderal, state or local laws governing the protection of the public health, nafural resources or the environment. This
inciudes, but is not limited fo, materials the as batlaries and circuit packs, and other materials that are reguiated as (1)
"Hezardous Malerials” under the Hazardous Materials Transportation Act, {2) “chamical hazards® under the Occupational
Safely and Health Administration standards, (3) "chemical subslances or mixtures” under the Toxic Substances Contral
Act, (4] "pesticides” under the Federal Insecticide Fungicide and Rodenticide Act, and {5} “hazardous wastes” as defined
or listed under the Resource Conservation and Recovery Act,

(a) The Coniractor shall use, handle, sfore, dispose of, process, transport and transfer any material considered a
Hazardaus Material sccording to all fedaral, State and local laws. The Slale shall provide a safe and suitable
environment for performance of Contractor's Work. Before the commencament of Wark, the Stale shall advise the
Contracior of the presence at the work site of any Hazardous Material to the extent that the State is awars of the
Hazardous Material. If the Confracior encounters material reasonably befieved to be a Hazardous Material and
which may present a substantial danger, the Contractor shall immediately stop all affected Werk, notify the State in
wriling about the conditions encountered, and take appropriale heafth and safety precautions.

(] Upan receipt of a wrilten notice, the Stats will investigate the conditions. 1f {8) the malerial is a Hazardous
Material that may present a substantial danger, and (b} the Hazardous Material was not brought to (he site by the
Contractor, or does not result in whole or in part from any violation by the Contractor of any laws covering the use,
handling, storage, disposal of, processing, ransport and transfer of Hazardous Materials, the State shall order 2
sugpangion of Work in writing, The State shall proceed to have the Hazardous Material removed or rendered
harmless. Inthe alternative, the State shall lerminate the affected Waork for the Slale's convenience.,

(€}  Onecethe Hazardous Material has been removed or rendered harmisss by the State, the Confractor shall resume
Work as directed in writing by the State. Any determination by the Michigan Dapartment of Community Health or
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the Michigan Deapartment of Environmental Qualily that the Hazardous Material has either been removed or
rendered harmiess is binding upon the State and Contractor for the purposes of resuming the Work, If any incident
with Hazardous Material results in delay not reasonable anticipatable under the circumsiances and which is
altrivutable to the State, the applicable SLAS for the affected Werk will not be counted in a lime as mulually agreed
by the parties,

(d) Ifthe Hazardous Malarial was brought to the site by the Contractor, or results in whole or in part from any viglation
by the Conlractor of any laws covering the use, handling, storage, disposal of, processing, transport and transiar of
Hazardous Material, or from any other acl or omission within the contral of the Contractor, the Contractor shall bear
lis proportionate share of the delay and costs invelvad in cleaning up the site and removing and rendering harmiess
the Hazardous Material according o Applicable Laws to the condilion approved by applicable regulatory

agency(ies),

Labeling: Michigan has a Consumer Products Ruls pertaining to labeling of certain products containing volatile erganic
compounds. For specific details visit hitpfvnww. michigan gov/dea/0, 1607, 7-135-3310_4108-173523-- 00 himi

Refrigeration and Afr Conditioning: The Contractor shail comply with the applicable requirements of Seclions 808 and
608 of the Clean Air Act (42 U.S.C. 787 1g and T671h) as each er both apply to this contract.

Environmental Performance: Waste Reduction Pragram - Contractor shall establish a program to promote cost-
effective waste reduction in all operations and facilities covered by this contract. The Contracior's programs shall comply
with applicable Federal, State, and local requirements, specifically including Section 8002 of the Resource Consarvation
and Recovery Act (42 U.S.C. 8962, el seq.),

A500 Delfverabies

2.301 Software

A list of the tems of software the State is required lo purchase for execuling the Contract is sttached. The list ncludes all
software required io complete the Contract and make the Deliverables operable; if any addilional software is required in
order for the Deliverables to meet the requirements of this Contrael, such software shall be providad to the State by
Centractor at no additional charge (except whers agreed upen and specified in a Statement of Work or Contract Change
Nofice). The attachment also identifies certain items of software o be provided by the State,

2.302 Hardware

A list of the items of hardware the State is required to purchase for executing the Confract is attachad. The list includes
all hardware raquired to complsts the Contract and make the Deliverables operable; if any additional hardware is
required in order for the Deliverables to meel the requirements of this Contract, such hardware shall be provided to the
State by Conlractor at no addiional charge (except where agreed upon and specified In a Contract Change Motice). The
attachment also identiffes certain items of hardware to be provided by the State.

2370 Sortware Warrantiss

2311 Performance Warranty

The Contractor represents and warranis that Deliverables, after Final Acceptance, will perform and aperate in complisnce
with the requirements and other standards of performance contained in this Contract (including =il descriptions,
specifications and drawings made a part of the Contract} for a period of (90) ninely days. In the event of a breach of this
warranly, Coniracter wiil promptly correct the affected Deliverable(s) at no charge to the State.

2312 No Surreptitious Code Warranty

The Coniractor represents and warrants that no copy of licensed Software provided o the Stale containg or will contain
any Sell-Help Code or any Unauthorized Code as defined below. This warranty is referred to in this Confract as the "Mo
Surreptitious Code Warranty,”

As used inthis Contract, “Self-Help Code” means any back door, time bamb, drop dead device, or other software routine
designed to disable a computer program automatically with the passage of time or under the positive control of a person
other than the licensee of the software. Self-Help Code does not include Software rowlines in a computer pragram, if
any, designed to permit an cwner of the computer pragram (o ether person acting by authority of the ewner) to abtain
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accass o a icenses's computer system(s) (e.g. remade access via modem) for purposes of mainlenance or lechnical
support.

As used in this Contract, “Unauthorized Code” means any virus, Trojan horse, spyware, worm or other Software roufines
or compensnts designed to permit unauthorized access to disable, arase, or otherwise harm software, equipment, or
data; or to parform any other such aclions. The term Unauthorized Code does not include Saff-Help Code.

Unaulhorized Code doas nat include Software routings in & computer program, if any, deszigned to permit an owner of the
computer program {or other person acting by authorily of the owner) to oblain access to a Hosnses's computer system(s)

{e.g. remote accass via modem) for purposes of maintenanse or lechnical support,

In addition, Contractor will use up-to-date commercial virus detection software to detect and remove any viruses from any
software prior to delivering it to the State.

2313 CalendarWarranty

The software design, to insure calendar year rellover compatibility, shall include, but g not limited to: data structures
(databases, data files, ete.) that provide 4-digit date century; stored data that contain date century recognition, including,
but nod limited to, data stored in databases and hardware device internal systam dates; caleulations and program logic
(2.g., sort algorithms, cafendsr generation, event recagnition, and all prosessing actions that use or produce date values)
that accommodates same century and multi-century formules and date values; interfaces that supply data to and receive
daia from ather syslems or organizations that prevent non-compdiant dates and data from entering any State system; usar
interfaces (i=., screens, reports, elc.) thal accuralely show 4 digit years; and assurance that leap years shell be comectly
treated within all calculation and calendar logic.

2.314 Third-Party Software Warranty

The Contragtor represents and warrants that it wil disclose the use or incorporation of any third-parly softwars into the
Deliverables. Af the time of Dallvery, the Contractor shall provide In writing the name and use of any Third-party Software,
including Information regarding the Contractor's authorzation o Include and ulilize such software. The nofice shall
inciude a copy of any ownership agreement or license that authorizes the Contractor to use the Third-party Software.

2.315 Physical Media Warranty

Contractor represents and wamants thai each licensed copy of the Software provided by the Confracior is free from
physical defects in the media that tangibly embodies the copy. This warranty doas nol apply to defects discovered more
than {30) thirty days after that date of Final Acceptance of the Software by the State. This waranty does not apply to
defects arising from acls of Excusable Failure. If the Contractor breaches Lhis warranty, then the State shall be entitled to
repiacement of the non-compliant copy by Contractor, at Contractor's expense (including shipping and handling).

2.3 dre Licensd
2,421 Reserved
2322 Reserved
2323 Reserved

2.324 License Retained By Contractor

Conlractor grants to the State a non-exclusive, royally-ree, site-wide, irmevocable, fransferable license to use the
Software and related documantation acsording to the terms and conditions of this Contract. For the purposes of this
license, "sile-wide" includes any State of Michigan office regardless of its physical location.

The State may modify the Software and may combine such with olher programs or materials to form a derivative work,
The State will own and hold ail copyright, trademarks, patent and ather intallectual prapedy rights in any derivative worl,
excluding any rights or interest in Software other than those granted in this Contract.

The State may copy each item of Software lo multiple hard drives or networks unless olhenwise agreed by the
parties,

The State will make and maintain no mere than one archival copy of each item of Software, and each copy will cantain all
legends and notices and will be subject to the same condilions and restrictions as the original. The State may also make
coples of the Software in the course of routine backups of hard drive(s) for the purpose of recovery of hard drive
contenis,
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In the event that the Contractor shall, for any reason, cease o conduct business, or cease to suppant the Software, the
State shall have the right to convert these licenses into perpatual licenses, with rights of guist enjoyment, bul subject to
payment obligations not to exceed the then current rates.

2326 Pre-Existing Materials for Custom Software Deliverables

Meither Coniractos nor any of its Subcontractors shall incorporate any preexisting materials {including Standard Software)
into Custom Software Deliverablas or use any pre-axisiing materials to produse Custom Software Deliverables if such
pre-existing malerials will be neaded by the State In order to use the Custom Software Deliverables unless (i) such pre-
existing materizls and their owners are ideniified fo the State inwriting and (i) such pre-existing matarials are either
readily commercially available products for which Centiactor or its Subcontractor, as the case may be, has obiained a
license (in form and substance approved by the State) in the name of the Stale, or are materials thal Conlractor or ils
Subcontractor, as the case may be, has the right lo llcense 1o the State and has licensed ta the State on terms and
conditions approved by the Stale prior to using such pre-existing materials to parform the Services.

2 Souirce Code Escrow

2.331 Reserved
2,332 Reserved
2.333 Reserved
2.334 Reserved
2.335 Reserved
2.336 Reserved
2,337 Reserved
2.338 Reserved

2,339 Reserved
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24 TH365

Additional Service

24 hours per day, soven days per week, and 365 days per year (including the 386th

day in a leap year).
Any Services/Deliverables within the scope of the Contract, but not specifically
provided under any Staterment of Work, that once added must resalt in the need to
provide the Contractor with additional consideration.

Affiliate

“Affiliate™ of & party means any entity that conirols, is controllad by of is under

comiman cantrol with such party
Audit Periad Sea Section 2.112
Blanket Purchaze An alternate tenrn for Contract as used in the State’s computer system.
{ Order ]

Business Critical

Any funciicn identified in any Stalement of Work as Business Crilical,

Contract Change

Means the writlen procadures fo effect any changes o the Contract, including, bul not’
limited to, adding any Additional Servicas, Mew Work cr pricing as =et forth in Section

Management 2.004 of Aticle 2. -

Chronic Failure Defined _in Section 2.242(hj -
| Days Calendar days unless olharnwize specifiad. .

Deleted — Mot Section is not applicable or included in this contract, This is used as & placsholdar to
Applicable ) maintain consistent numbering.

Daliveraible "Physical goods andlor commodities as required or identified by a Slatement of Work.
DTME _ Michigan Dapartment of Technology, Management & Budget

Enviranmeantally
preferable products

A product ar sarvice that has a lesser or reducad effect on human healih and the
envirgriment when compared with competing products or services that serve the
sama purpass. Such products or services may include, but ara not limited to, those
that contain reayclad content, minimize waste, consenve anergy or water, and reduce
the amount of toxics either disposed of or consumed,

Equipment or CPE
Excuzable Failure

Hazardous material

ieident

Means any third parly edge devices {and the associated soflware requirad fo operate
such edge devices) used by Contractor to provide the Services fo the SOM.

See Section 2,244, o -

Any malerial defined as hazardous under the latest varsion of federal Emergancy
Flanning and Community Right-to-Know Act of 1988 (including revisions adopied
during the term of the Contract).

Any interruplion in Services.

ISP Services

ITB

Companies thal provide Intamet services, including perzonal and business access lo
tha Internat. For a manthly fea, the service pravider usually provides a sofiware
package, username, password and accass phane number. For broadband access you
typically receive the broadband modem hardware or pay a monthly fee for this
equipment that is added to your 13P account billing.

In addition o serving Individuals and small businessas, [SPs also serve large
companies and governments, providing a direct connection from the company's
networks o the Internet. ISPs themselves are connectad to one another through
Network Access Poinls (NAPs). 1ISPs may also be called 14Ps (Infermel Access
_Providars).
A generic term used to describe an Invitation to Bid. The ITE serves as the document
fior transmiiting the RFP o potential Contractors

| Key Personnel
Managed Third Pary

Any Parsonnel designaled in Aricle 1 as Key Personnel.

Means a third party provider under contract 1o the SOM that, subject fo a Letter of
Agency, Confractor will manage as part of the Services.

Any Services/Daliverables ouiside the scope of the Contrac! and not specifically
provided under any Statement of Work, that once added must result in the need to

Mewr Wiork

provide the Contractor with additional consideration.
RFP Request for Proposal designed to solicil proposals for serwces
Services Any funclion performed for the benefit of the State,

Source reduction

Any practice that reduces the amount of any hazardous substance, pollutant, or
contaminant entaring any waste stream or otherwise released inlo the environmeant
prior o recycling, ensrgy recovery, treatment, o disposal.

Slale Location

Any physical location where the State performs weork. Slate Localion may include
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— | stale-owned, leased, of renfed space. - 1
A company Contraclor delegales performance of a porlion of the Servicas i, bui
Subcontractor does not include independent conlractors engaged by Contractor solaly in a staff
augmentation role. o o o o
Senvice Integrator's removal of Key Personnel without the prior written consent of the
State.
A Deliverable that has been pariiaily prepared, bul has not besn presented to the
Stale for Apgroval,

Unauthorized Removal

Woark in Progress
L

WAN PROJECT GLOSSARY AND DEFINITIONS

A real-time indication or a signal thal indicales an s condition or predefined |

_ﬁfirr_n —threshald has been excesded, Usually includes a Friority or Severily Code,
A sound or message that indicates g predafined thrasheld is aboul lo be excesded or
Alert a selected opsration is about to be pedormed, The terms "alert” and “alarm” are
somelimes used synonymousty; however, an alert is more of a warning in advancs,
o wheregas an alarm signals that the event or arrer has occuimed. ]
Amendment Means a wrillen change fo this Conlract, - o ]
American Mational Enfity thal coordinates the development and uss of voluntary consensus standards in
Standards the Unitad States and represents the needs and views of U.5. stakeholders in
Institute (AMSI) | | standardization forums around the globe. - o ]
Avpendices An appendix is allached to supplement the document, usually for refarence.
| Attachmenis __ | A separale document that s attached, as a slandalone form added 1o a document,
Autharized A designaled State of Michigan contact with whom the Service Integrator must
Requestors communicate as defined in the Operations Plan,

Protocol used to make core routing decisions on the Internat il nvolves atable of P |

Barder Gateway networks or "prefixes" which designate network reachability among Aulonomous

Protocol {BGP) Syslems (AS). . o - ]
A packet-forwarding device used in local area networks that floads the LAN with

Bridge messages untll locating the destination address of an unknown device: it than
examines the source addresses in the headers of received messages and stores the

right address in a table for future use, o o |
The organization respansible for publishing standards and guidelines for use in the
design, inslaliation and integration of information transportation systems {ITS). Thase
standards address pathways, speces, fiber- and copper-based distribution systems,
Wireless-based systems and the infrastrecture that supports the transportation of
information and signaling betwesan communications and infermation gatharing

Building Industry
Consuiting Services,
International (BICS1)

devices.
Group Based A natwark router queuing methed (hat aliows fraffic lo share bandwidih equally, after
Weighted Fair being groupad by groups. The groups can be based upon & variety of parameters,
| Queuing | such as priority, interface, or originating program. ___ o
A way of managing traffic in & nelwork by grouping similar types of traffic ifar
Group of Sarvice example, a-mail, streaming video, voice, large document file fransfar) legether and
{Cosg) Ireating each type a5 a Group with its awn level of service priovity. Group of Service
o _| does not guarantes a leval of service in terms of bandwidih and delivery lims.
Competilive Local A telecommunications provider company (United Staies) (somelimes called a “carrier
Exchange Carrler or *Carrier’) compsting with other, already established carriers (generally the
| (CLEC) | Incumbent local exchange carrier (LEC). o o
Contiguous 1P To mitigate dupiica.tlun_ or inconsistencias le| the allocation of IP addrassep, an
Address Mllocation Independent organization takes the allocation of IP addresses. Each ragistry
e __ | allocates addresses for a different area and makes sure it is contiguous,
c Means CONTRACT NO. 07185500011 and any Amendmenis or Attachments 1o this
ontract contract
The waorkload of a given physical processer for real machines or virtual processars for
CPU ulilization virlual machines. CPU utilization that passes acceplable thresholds should Irigger

alers so thal an administrater ean solve the problem before an cutage happenz. CPU
utilization taols automnatically track CPU data and store the data in a central location.
Routars, rouling switches, integraled Access Davicas (IADs), multiplexers, and a
variety of Metropolitan Area Mebeork (MAN) and WAN access devices that provide
antry points inlo the core networks of enterprize or service providers.

S0OM Edge/Premise
|_Edge device
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Cyclic radundancy

Dadicalad Internat

communications link: CRC chacking invalves making a calculation based on data

contants and including the answer to that calculation with the data. The receiving end

makes the same calculation. If the two calculations agree, the data was received
succassfully. If not, the receiver notifies the sender to resend that data.

High-speed connectivily and reliable Internat access that supports business-critical
Internet applications with dedicated internet connections that 2llow a business ta send
and receive lerge amaounts of data, condust video conferences, run web-hased
applications, stream video, ete. Dedicated Intemet cennections are not shared with
others go thers is no cempetition for bandwidth whan it's nesded.

Service (DDoS)

Distribution Layer

DS spoafing

Dropped Packets

Demarcation Point

Differantiated Sernvices

Distributed Denial of

| DNS spoofing is a computer hacking altack, whereby dala Is introduced into & Domsin

A demare (an abbreviation for demarcation point} is the poini where communicalions

faciiifies owned by one organization interface with that of another organization. This is
the interface befween the Equipment and Network Servics Provider Infrastructure,

Referrae to ag DiffServ, Offerings that can be grouped by type, or quality, of service,

For example, a differentiated services netwark could priorilize real-ime traffic for a

| Migherfee. R ]

An allempt to make a machine or netweork rescuree unavaiable o its intended LSErs,

It generally consists of the efferts of one or more people o tempararily or indefinitely

interrupt or suspend services of a host connected o the Internat,

This layer includes LAN-based routers and layer 3 switches, and ensures (hai packels
are properly routed between subnets and VLANS in an enterprize. This layer is alzo
called the Workgroup layer.

Mame System (DNS) name server's cache database, rerouting a request for a walb
page, causing the name server to return an incormact IP address, diverting fraffic to
anather computer (often the aitackers). o
Dropped packets or packe! loss occurs when one or more packels of data traveling
across a computer network fail to reach thelr destination. Packei loss is distinguished
as one of the three main error lypes encounterad in digital communications; the other
two being bit error and spurious packels caused dus to nolse.

Dynamic Routing
Pralocols

Asseciation (EIA)

Encryption

Ethemet
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| how routing is done.

Edge Router Lalancy

Electronic industries

| Enllerprise Internet
Service Provider (ISP) |

Dynamic reuting perfiorms the same function as static routing except il is more robust.
Static routing allows rauting tables in specific routers to be sat Up in & static manner
s0 network routes for packels are sat. Dynamic routing allows routing lables in routers
to change as the possible roules change. Dynamis routing pretocals do not change

When dala packets arrive with large and variable delays between packets, which
causes degraded latency and overall throughput, Edge router lstency is dominated by
two factors. The length of the route that the packets have to take belween sender and
receiver and the interaction between the Transmission Contral Protocol (TCP)
|_reliability and congestion controf protocals. I

The Electronic Industries Alliance (EIA, until 1997 Elecironic Industrias Associalion)
was a standards and trade organization composed as an alllance of trade
assodiations for alectronics manufacturers in the United States. They davelopas
standards {0 ensure the equipment of different manufacturers was compatible and
Interchangeable, o |
Encrypticn is the precess of transfarming information (referred to as plaintext) using
an algorithm (calied a cipher) to make it unreadable to ahyone except those
possassing special knowledge, ususlly referred to as a key. The result of the process

is encrypted information (jn cryptography, refered to as ciphertexd).

The EISP provides cantralized ISP services for State networks.

A physical and data link layer technology for Local Area Networks (LANs). The
Ethernst standards comprise several wirng and signaling variants of the 0S| physical
layer in use with Ethemet. The original 10BASES Ethernet used coaxial cable as a
shared medium. Later the coaxial cables wers replaced by twisted pair and fiber oplic
links in conjunction with hubs or switches, Dala rales ware periadically increased from

the original 10 megsbits per second to 100 gigablts per second, i




Fault Management
Sarvices

Fire wall

' Gateway )

Gigabits
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A component of network management concemed with detecting, isolating and
resolving problems. Properly implemented, fault management semvices can keep a
netwark running at an optimum level, provide a measure of faull tolerance snd
minimize downtime. A set of funclions or applications desligned spacifically for this
purpose is called a fault-management platform. Important functions of fault
management include: definifion of thresholds for potential failure conditions, constant
monitering of system status and usage levels, continuous scanning for threats such as
wiruses and Trojans, alarms that notify administrators and users of impending and
actual malfunctions, automalic correction of potential problem-causing conditions,
automatic resolution of actual malfunclions and detailed logging of system status and
actions taken, )

A combination of hardware and software thal separales paris of a nebwork for security
purpeses and requires an authentication method o gain access from cne par of the
network 1o another.

A hardware or software set-up that iranslales between two dissimilar protocals.,
Equivatent of one billian bits, or 1,000,000,000 (that is, 10 bits. s commonly used
for measuring the amount of data that is transferred in a second between two
telecormmunication poirts, For example, Gigablt Ethermet is a high-spesd form of
Ethernet (a local area network technalogy) that can provide data transfer rates of
aboul 1 gigabit per sacond, Gigsbits per second is usually shoranad to Ghps.

Guidebooks

Dacuments containing the descriptions, pricing and other terms and conditions for a
Service thal were, but no longer are, filed with regulatary authorities.

je)

Inter-Govermmental Agreement - A formal confract for services between two
Jurisdictions under which one government agrees to provide a service to another
governmenl for an agreed price.

Hard MAC

Means a single hardware MAC performad at a SOM Remote Site by a single
Cantractor Emplayes to Equipment except where MNOC resources are uzed, inwhich
case, 8 Hard MAC means a single hardware MAC performed at a SOM Remats Site
by MNOC parsonnal te 1be Equipment.

lncident

An unplanned inlerruption to the Service or a reduction in the Quallly of the. Fajure of |
a Configuration ltem that has not yet impacted Service Is also an Incident, For
exampla, failure of one disk from a mirrer ast.

Incident Management

Includes the following sieps faken to address and Incldent: incident defection and
recording; Incident classification and Initial support; investigations and diagnesis;
resclution and recovery; Incident closure and Incident ownership, monitering, tracking
and communication

Inctimbent Local
Exchange Carrier
(ILEC)

A local telephone company in the Uniled Stales that was in existence at he lime of
the breakup of AT&T into the Regional Beil Operating Companies. The ILEG is the
farmer Bell Systam or Independent Telephons Company raspansible for providing
local telephone exchange services in a specified geagraphic area. GTE was tha
second largest ILEC after the Bells, bul it has since been absorbed into Verizon, an
RBOC. ILECs compete with competitive local exchange carriers (CLEC), When
referring to the lechnical communities, ILEC is often used just to maan a telaphane
provider,

Interconnection

An agreement between parties, usually anms of governmant, which defines, for daia

Security Agresment maving across & connection between the networks of the two parties, how securily is
(15A) addressad and how dala is kept confideniial, unchanged, and available,
Interface A hardware device that handles an interface to a computer nelwark and allows a
. |networkcapable deviceloaccess thetnetwork |
Inter-Lecal Access Provides a reliable point-to-point bandwidth solulion that helps you deliver important,
and Transport lime-sensitive content reliably and securely, Connectivity is usually supported with
Autharity (LATA) 247 network manitoring.
Private Line services ]
Internst Control One of the core protocols of the Internet Protocol suite. It 1s chisfly used by The
Message Protocol opearaling systems of nalwnrke:}i computers to serd error messages - indicating, for
{ICMP) instance, thal a requested service is unavailable or that a host or router could not be

reached,
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Internet Frolocol Flow
Information Expert

A standard of export for Internet Prolocol flow informetion frem roulers, probes, and
other devices.

| (IPFiX)

Internet Servica
Provider (15F)

A firm that offers subscribers access to the internet. This internat service provider
maintalns large runs of cabling and maintaine network services in order o ransfer
and deliver web content (o those paying the subscription fee. Typically, these internet
sarvice providars focus on DSL, Cable modem, wirelsss, and mora recently,
dedicated high-speed interconnects such as fiber oplic service (typically abbraviated
Fioe). An Intermat Sarvice Provider is a complete package of services, which should
be researched and considered befora an Intemet Service Provider is selected. Also
known as [AP,

Irternet? Access

Intarnet2 is an advanced not-for-profit United Stales networking conscrlium led by
memiers from fhe research and education communities, industry, and government.
Intarnet2 operates the Internet2 Metwork, a nexl-generation Internet Protocal and
optical netwark that defivers praduction network services to meet the high-
performance demands of research and education, and provides a secure netwark
tasting and research environmeant.

Inventory Template

Mazans the document that SOM will send to each Managed Third Parly for it to
complete during Transition which will be used by Contracter to assist it in the
management of such third parties. A copy of the Inventory Template will be included
in the Transition Plan.

IPsec

Internet Pretocol Security (IPSec) is a framework of open standards for helping to
ensure private, sacura communications over internet Protocol (IP) netwarks through
the use of cryplographic securily services, IPSec supports network-level data integrity,
data confidentiality, data origin authentication, and replay protection. Bscause [PSec
is integrated at the Internet layer (layer 3), it provides security for almost all protocols
in the TCPAP sulte, and because IPSec is applied transparantly to applications, there
is no need to configure separate security for each application that uses TCPRIP. IPSec
helps provide defanse-in-depth against Network-based attacks from unirusted
compllers, attacks that can result in the denial-of-service of applications, servicas, or
the network, data corruption and dala theft.

IPyt

IPvE

Internat Protocal Version 4 (IPvd) is the fourth revision of the IP and a widely used
protocol in data communication over different kinds of networks. 1Pv4 s a
conhaclionless profocol used in packet-switched layer nelworks, such as Ethamet. It
provides the logical connection betwesn network devices by providing identification for
each device, There are many ways to configure IPv4 with all kinds of devices -
including manual and autormatic configurations - depending on the network type. ]
internet Protocol version & (1PvE) is the latest revision of the Internet Protocol {IF), the
communlcations profocol that provides an identification and location system for
complters on nefworke and routes traffic scross the Intermal. 1PY8 was devaloped by
the Internel Engineering Task Force (IETF} la deal with the leng-anticipated problam
of IPvd address exhaustion.

lssiie

An identified event ihat il nol addressed may afiect schedule, scops, qualily, or
budged,

Lansing Metropalitan
Area Metwork [LIMAN)

A network that interconnects users wilh computer resources in the Lansing erea and
surrounding reglons larger than that covered by even a large local area network (LAN)
but smaller than the area covered by a wide area network (MAN). The term is applisd
to the interconnection of networks in a city into a single larger network (which may
then also offsr efficient connection to a wide area network). It e also used to mean the
intarconnection of several local area networks by bridging themn with backbone linas,
The latter usage is aleo somelimes referred to as 2 campus network.

Latency

The amount of time it takes for the host server to receive and process a request for a
page object. The amount of latency depends largely on how far away the user is from
the server.

Layer 3 davice

A davice in the Network layer of the commonky-refarenced mullilayered
communication mode!, Open Syslems Interconnection (0S1). The Naetwork layer is
concerned wilh knowing the address of the neighboring nodes in the network,
selecting routes and quality of service, and recognizing and forwarding e the

Transpaort layer incoming messages.

Updated 8/20/2012




DeeuSign Erveloge I0: 2BFCDECT-0FEF-4G61(

Local Area Metwark

A-GETAISTO0 2

A computer network imited to the immediate area, usually the =ama building or floor

{LAM) of abuilding. o

Local Exchanga Aregulateny tarm in telecommunications for the local telephone company.

Carrier {LEC)

Lacal Government An Extranst ‘;n'r}_?N u\u:h a separate head-end in Lansing, secured fr_om the intra net by
Network (LGNe) its own gel of firewalls and is used to manage unsecurad conneciions to all uniis of

local government accessing State applications.

Local Public Enfity

Managementl
Information Base
MIE)

A publicly funded unit of government, including counties, cities, lownships, schocls
and olhers, thal partner with the State to establish shared networking solutions.
Aszambles moniloring data inte meaningful packages to simplify its analysis. An MIB
is & database containing abject identifier (01D} information. Depicled as a hierarchical
structire, the MIB is the "ree” and esch object is a *1eaf,” identified by an OID. Levels
within the MIB are assignad by different crganizationz, Tha top-level MIB OlDs belong
to varicus standards arganizations, while lower-level OIDs belong lo various
organizations such as network equipment manufacturers, who assign OIDs that
exdand the MIB with propristary values.

Mbps

Medium alarm

Megabits

A measure of data transfer speed (a megabit is egual o one million bits). Metwork
trangmissions, for example, are genarally measured in Mbps,
One of a group of alarm condilions that are considered the third most severe of all
repartabla alarms. Medium slarms affect a single or small number of subscribars who
_connect fo the reporting node,
A million binary pulses, or 1,000,000 (thal is, 108) pulses {or "bits®). t's commonly
used for messuring the amount of data that is transferred in a second batwaean two
telecommunication points. For example, a LLS. phane company T-carrier aystem line
is said to sustain & data rate of 1.544 megabits per second. Megabits per second is
usually shortened to Mbps,

‘Memorandum of
Understanding (MO}

An agreemeni belween pariies thal replaces a coniract, in this cass between the
State of Michigan and another LPE with which ihe State wishes to integrate networks,

Michigan Qecupational
Safely and Health
Adminisiration
LMIOSHA)
Mova, Add, Change
(MAC)

A atate government agency that regulates workplace safety and health in the U5,
state of Michigan, Michigan QEHA Is an agency within the Michigan Department of
Licensing and Regulatory Affairs (LARMA) and operates under a formal slate-plan
agreament with the Qecupational Safety and Health Administration (OEHA).

A service that provides moves, adds and changes of network hardware and software:
MACs include Hard MACs and Sofl MACs.

Multicast sarvices

Provide the ability o broadeast one or more media sireams 1o mulliple users
simuitaneously within a geographical ragion.

Multiprotocol Label
Switching {MPLS)

Multiprotocol Label Switching is a network mechanism for directing and carrying data
batwaan network nodes. MPLS simplifies creation of virtual links between nodes.
MPLS encapsulates packets of different network protocels, MPLE asslans labals lo
data packets to help control packet forwarding without having to examine packet
contents. This lets end-to-end circuits cross any fransport medium, using any protocal,
and lets natworks carry different types of data. MPLS operates between layer 2 (data
link fayer) and layer 3 (natwork fayer) of tha 0S| modal,

Mear Real Time
Manilering

MetFlow

Metwork Address
Translation (NAT)

Metwork Assessment

Mear real time monitoring enables a company to record network traffic, check server
availability, and monitor a network’s parformance, custamize alarms which can send
out notifications of preblems or a specified threshold is being crossed.

A network profosol developed by Cigco Systems to run on Cisco 10S-enabled
aquipment for collecting IF traffic inforration. it is proprietary bul supporied by
platforms other than 108, such as Juniper routers, Linux or FreeBSD, and OpenBSD. |
Mebwork Address Translation is the process where a network device, usually a
firewall, assigns a public address to a computer (or group of compulsrs) inside a
private network, The main use of MAT must limit the number of public IP addresses an
_organizaticn or company must use, for bath econamy and security purposes.
Typically, a thorough network assessment involves a combination of people
performing SOM interviews, data coilection, data analysis, report generation and

recammendations.
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Metwork Backbone

The network backbone is a part of computer network infrastructure thal interconnects
various plecas of network, providing a path for the exchange of information between
differant LAMS or subnelworks, A backbone can tie together diverse netwaorks in the
same building, in different buildings in a campus envirgnment, or over wide areas,
Mormally, the backbone's capacity is greater than the networks connected lo |t

Provider Infrastructure

Metwork Throughput

Metwork interface A device thal serves as the demarcation point between the Carner's local loop and the
device (MID) S0OM's premizes wiring.
Metwork Management | Network Management Sysiem is a combination of hardware and software used fo
System (NMS) | moniter and administer a network, -
A physical network node is an sctive elactronic device sttached to a network that can
Metwork Node send, receive, or forvard informalion over a communlcations channel, such as a
router, switch, workstation, orserver,
The netwark securily zones are defined to minimize network complaxity, to ensune
Network Security affa:llnre and efﬁcnent delivery of n_elwnr}( ser'_;rlces, to r_:lr{:-molie |lnterop-erah|||1y and 1o
Zanes provide a Wns:_slent level of security for services provided within and across Zones.
Zones boundaries are weli-defined and respect essigned accountabilities for netwark
_ | security. : . _ .
Means the Core, MOCs, MIDs, MitS's, Metwork Backbone and other Sarvica
Metwork Service Intagrator, WAN Service Provider, andlor Enterprise Internet Service Provider

comman infrastructure used fo provide the Services and any enhancemnents made o
the sama. S0M shall have no right, Utle or interest in the Nelwork Service Provider

_Linfrastructure,

Metwork Throughput refars to the volume of data that can flow through a nebwark.
Metwork Throughput is constrained by factors such as the network protocels used, the
capabilities of routers and switches, and the type of cabling, such as Ethemet and
fiber optic, usad to create a natwork. Metwork Throughput in wireless networks is
constrained further by the capabilities of network adapters on client systams.

Metwiark transport
mathods

Metwork transport melhods are technologies that networks may choosa (o use to
permil data streams to simullaneously cerry different kinds of data in one stream, to
raise efficiency. Different iransport methods work on different layers of the OS] model,

Medwarking
Operations Center
(NOC)

Matwork operations center = An NOC typicaily ovarsesas a network’s aperation,
senvice quality, and correct data delivery.

Core

Mew core is the central part of & telecommunication network thal provides various
sarvicas to S0OMs who are connected by the access network, Core/backbone network
provides paths for the exchange of information between different sub-networks, Far
entarprise private networks sarving one organization, the term backbone is more

usad, while for service providers, the lerm core nelwork is more used,

Morma! State
Business Hours

Nermal State working hours, depending on the Stale Remote Site, are 8:00 am. o
5:00 pm. Daylight Saving Time, Monday through Friday.

Object Idantifiers

Object identifiers uniqusly identify managed okjects in an MIB hisrarchy.

Physical LAN interface

(01D . —
Occupational Safety Pubslic »_Eu:-t a_lrowing OS_HA to issue_ workplace health and safety reg ulstions. These
o s e e oo Ut b et
Adminisiration (DSHA) safety procedures,
An occurrence within the Contractor Mebwork, the Contractaor-managed Equipment,
andfar the Confractor provided access that results in the inability of the Siate o
Qutage transmit or receive 1P packeals for more than one minute,

A device thel serves as a commen interface for various other devices within a lecal
area network (LAN), or as an intarface to allow networked computers to connect o an

clitside network.
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Foint of Presence
{POP)

An access point from one place to the rest of the Internet, A POP necessarily has a
unique Internet Protecol (IF) address. The Internel sarvise provider (ISP) or online
service provider has a point-oi-presence on the Internet and probably more than one.
The number of FOPs that an ISP or OSP has is somelimes used a5 a measure of ils
size or growth rate. A POP may actually reside in rented space owned by the
telecommunications earrfer (such as Sprint) to which the ISP is connactad. A FOP
usually includes routers, digitafanalog call aggregators, servers, and frequently frame
relays or ATM switches,

| Port The physical location where information goas into or oul of a computer, or both, |
A VWeb site that is or is Intendad fo be the firsl place people see when using the Web,
Paortal Typlcally, & “porial siie” has a catalog of web sites, a search engine, or both. Many
| porials let users enter and change content. ] )
A cause of one or more Incldents. The cause is not usually known at the time
Froblem a Problem Recoerd is created, and the Problam Management Precess is respansibie

fior further investigation,

| Problem Management
Procass

Means the process desaribad in Section D.1.b of this SOW,

Froblam Record

A record of the details and history of a Problem storad in the Canfractors tools.

Purchasad Equipmeant

Any aquipment or ather tanglble products SOM purchases under this Agresment,
inciuding amy replacements of Purchased Equipment provided to SOM. Purchasead
Equipment also includes any infernal code required to operate such Equipment.
Purchased Equipment does not include Software but does include any physical media
provided to SOM on which Software is stored.

Qualiy

CQuality of Sarvice
{QoS)

The ability of the Service to provide the intended vaiue

Quuakity of Service is the idea that transmission rates, error rates, and other
characterislics can be measured, improved, and, to some extent, guaranteed in
advance. GeS is of parllcular concern for the continuous transmission of high-
bandwidth video and multimedia informatian.

Remaste Network
Ponitoring (RMA)

Provides standard information thal a network administrator can use o monitar,
analyze, and troubleshect a group of disiribuled local area natwarks {LANS) and
interconnesting lines from a central site, RMON specifically defines the information
that any netwark maonitaring systam must ba able to provide. I's specified as part of
the Management Information Base (MIB).

Roct Cause Analysis
(RCA)

A method of problem solving hat tries to identify the roof causes of faults or problems
that cause operating events.

RGA praclice Iries 1o solve problems by aftempling lo identify and correct the roat
causes of events, as opposed to simply addrassing their symptoms, By focusing
correction on root causes, problem recurrence can be prevented. RCFA (Root Cause
Fallure Analysis) recognizes that complets prevention of recurrence by one corrective
aclion is nol abways possible.

Router

A special-purpose computer (or soflware package) that handles the conneclion
betwesn two or more packet-swilched nelworks: Routers spend all their time looking
at the source and destination addresses of the packets pazsing through therm and

Secure Shell (S5H}

deciding which route to send them on.

A cryplographic natwork protocol for secura data communication, remote shell
services or command execulion and cther secure network servicas betwesn two
natworked computers that connests, via a secure channel over an insecure network, 2
server and a cliznt (running SSH server and $SH dlient programs, respactively).

Services

Shall have the meaning given ta 1l In Section 1.104 WORK DELIVERAELES —

_ | SERVICE INTEGRATOR. _
Service Activation The date the Ssrvice Component or Fealure s mads availabls for use by the SOM.
Date

Service Group
Availabliity (SGA)

Used to measure service perfarmance.

Service Group Down
Time (SG)

The tolal number of cut-of-sarvice hours for & given Senvice Group divided by the total
number of site service hours, within sarvice Group x 100,
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Service Integrator

The Service Inteorator is a single vendor rezponsible for the smodlh_p?mislnnlng and
aparation of a multi-sourced provider environment, The Service Integraior facilitates,
coordinates, and operates a multi-sourced natwark on bahalf of the State. The Stale
provides governance of the aperation and management of the network and the
Service Integrator provides best-in-class praciices, loals, and designfaperation
consultation,

Sarvica Lavel

Conlract between a network service provider and & SOM that specifies, usually in
measurable terms, what services the network service provider must fumish, Many
Internet service providers (I5P)s provide their SOMs with an SLA. More recently, 15

Agresments (SLA) depariments in major enterprises have adopled the idea of wriling a service [evel
agreamant so that services for their SOMs (users in other departmeants within tha
anterprise) can be measured, justiied, and perhaps compared with thoss of

i oulsourcing network providers.

Service Level Servies level objective — one ape-.‘_:-ific- area to be rrllegsured as an indicalor of

Objective (SLO} performance to agreemeant commitmenls, lnﬂ'an thns_ is ane of many ina service lavel

i o ‘agresment. SLOs do nat have any financial penallies if they are not achieved.
The profocol developed to manage nodes (servers, workstations, roulers, switches
and hubs ete.) SMMP Vergion 3 (SNMPv3) adds securily and remote configuration

Simple Network capabilities o the previous versions. The SNMPv3 architecturs infroduces the User-

\ianagement Profocal based Security Modal (USM) for message sacurity _am:l the View-based Accass

(SNMP v3) Contral Model (VAGM) for access control. The architecture supports the concurrent
use of different securily, accaess conlrel, and message processing madels. More
specifically: authentication and privacy authorization and access control administrative

. framework and naming of entilias.

Simple Metwork Simple Metwork Management Protocol is a UDP-based network protocol. | is used

Managament Protocol | mostly in network management systems to monitor network-attached davices for

{SMIMP) conditions that warrant administrative atiention.

Soft MAC Means a single software MAC performad remotely by Contractor to Equipment.

SOM ] Stabe of Michigan )

- Means these Slate owned or ocoupied physical locstions at which Contractor provides

State Remole Sites | \yaN Services in accordance with the SOW. -

Sub-Interface Logical iiterface fhal uses the "parent” physical interdface for actually moving the dala.
Metwrork bridge that processes and routes data at the data link layer (layer 2} of the

Switch 05| model. Switches that additionally process data at the netwark layer (layer 3 and
above) are often referred to as Layer 3 switches or mullilayer switches. A switch iz 8

- bridge with multiple ports. B

Elm;“m Uplink Bandwidth used between switches within a Local Area Network (LAN),

tilization

Synchronous Optical
Metworking (SONET)

A standard multiplexing protocel based on the ITU-T standard that enables transfer of
digital data streams over optical fiber using lasers or Eght-emitling diodes, SONET lets
lha naiwork ransport many circuits of differant origin togsther in one frame protocol.
SONET operates on the physical OS5I fayer. It is a transpor protocal, not a
talecommunications protocol.

Syslog

A protocol for logging, moniloring, and securily messages from network devices [ as
part of network management that allows the software generating the messages and
the systern sforing them le remain independent.

Talecommunications
Industry Association
(TiA)

Accredited by the American National Standards Institute (ANSI) to develop voluntary,
consensus-based industry slandards for a wide variety of Information and
Communication Technologies (ICT) products, and currently represents nearly 400
COMpanias.

The Latency
Compliancy Rate
(LCR)

Toial number of edge router sarvice hours (B, 760 per year) where, on a per-zite basis,
average latency excesded thrashold, divided by the total number of edge router
sarvica hours,

Third Party Service

A sarvice provided direclly to SOM by & third perly under a separate agreement
between SO and the third parly.

Time to Repair (TTR)

Measurable lime a trouble tickel i established at the Sarvice Integrator's MNetwork
Operations Center (NOC) through any means until the Service Integrator's trouble
ticket is changed to resolved status after site validation.

Transport Device

Tranzpert devices, usually bridge, gateway, are componanis used in Transport Layer
of a network.

Updated 8/20/2012




Docuign Envelope I 26FCDSCT-0FGF-45¢

-BEFADST00413

Transport Mechanism

A network device that operates al the Transport Layer of TGPAP and can be thought |
of as a vehicke with the responsibility to make sure that its tranzmitled contents reach
their desfinalion safely and soundly.

Transpor Services

Means separately conlracled for lelecammunications interconnection services.

Underwriters
Laboratories (UL)

Uninterruptible Powear
Supply (UPS)

A safely consulting and cadification company. UL provides safety-related cerfification,
validation, testing, inspection, auditing, advising and training services o a wide range
of clients, including manufacturers, retailers, policymakers, regulators, service
companies, and consumears.

An uninterruptible powear supply, also uninterruptible power source, UPS or
batteryfivwheal backup ks an eleclical apparatus that provides emergency powerto a
load when the input power source, typically maing power, fils. & LIPS differs from an
auxdliary or emergency power system or standby generator in that it must provide
near-instantanecus protection from input power interruplions, by supplying energy

Lirban Cooperation

A State of Michigan fegislative act that provides for inter-local public agency
agreements, o provide standards for those agreemeants and for the filing and status of
those agreemants; to permit the allacation of certain taxes or money received

from tax increment financing plans as revenues; Lo permil lax sharing; to provide for

Alarm condition that may affect most or all subscribers cunnééiﬁg to the reporting
node,

Act of 1967
the imposition of certaln surcharges; o provide for additional approval for those
agreements; and to prescribe penalties and provide remadies.

Lirgent alarm

Usar Datagram
Protocol (UDF)

One of the cora mambers of the Internet Protocol suite, the set of network profocols
used for the Internel. With UDP, computer applications can sand messages (o other
hosts on an Infermat Protocal (IP) network without requiring prior communications (o
sel up special transmisgion channels ar data paths,

Virtual interface

Virtual Local Area

Virtual interfaces resemble lunnels for granting end restricting access into a network.
Thay saparate the data sent ovar shared oplical and IP networks inte different
destinations and controf access fo those destinations, Examples includea virtual private

networks (WPNs) and viteal LANs [VLANS).

A network of computers thal behave as if they are connected 1o the same wire though
physically located on different LAN sagrmants, VLANS ara configured through software

Metwark (VPM)

Hetwork WLAN} rather than hardware, which make them very flexible. .
Virtual Private A network in which some of the parts of the network, oflen & remole user, are
connected using the public Internet, but the data sent across the Internet is encrypted,

so rmaking the entire network “virtually™ private,

Virtual Routing and

A tachnology that allows multiple instances of a mulimj'l'abla lo co-exist within the
sama router at tha same time. Because the routing instances are independent, the

Forwarding (VRF) same or overlapping |P addresses can be used without conflicling with each other.
A messure of the variabilily over time of the packet lalency seross a network.

VAN Jitter Packed jilter is expressed as an average of the deviation from the netwark maar
latency. Anagther term s packet delay variation,

WAN Design Meang Exhibil F — Contractor Technical Solutions Document to this SOW

WAN packet loss

Packel loss ocours whan one ar more packels of data traveling scross a computer
network fail to reach their destination. Packet loss is distinguished as one of the three
main error ypes encoyunterad in digital communications, the olher two being bit error
and spurious packets caused due 1o noiss.

Wavelength Division
Multiplaxing (WDM)

Wavelength-division mulliplexing iz a lechnolegy (hat mulliplexes (combines saveral
into ene, for efficiency} multiple optical carrier signals on a single optical fiber by uging
diffarent colors of laser light to carry different slgnals. This allews multiplication in
capacily and enabfes bidirectional communications over one fiber strand.

Web cache |s a machanism for the temporary storage (caching) of web documents,
such as HTML pages and images, to reduce bandwidth usage, server load, and

Web caching perceived lag, A web cache stores copies of documents passing thraugh it

subsequent requests may be satisfied from the cache If certain conditions are met.
Wide Area Network Means the SOM wide area network that interconnects an area larger than a single
WAN)Y building or campus (e.g., between State Remaote Siles).
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Work Product

Updated 8/20/2012

Means data compilations, reporls and ather media, materials, or other chjecls ar
works of authorship created or produced by the Contractor s & result of and in
firtherance of performing the Servicas faguired by the contract that the (i) State hag
charged Contractor monies to develop, excluding standard license fees ar standard
support fees for the Service or (i) created in accordance with specifications not
provided by Contractor. Wark Pradust shall exclude any intellectual property,
including software, tooks, methods, and utilities processes, specifications, designs,
schemalics, operating instructions, and documentation that Contractor déveloped
price to the Effzctive Date of this Agreament or independently developed outside the
_scope of this Agreement without the use of Confidential Informaticn of the State, -
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Attachinent F: In the event terms ond conditions on the following pages are in conilict with the State of Michigan (SOM) Contract
terms and conditions included in Article 2 above, the SOM Conteact shall supcrsede. References made to the term “Sales Order™ can
he considered interchangeable with “SOM Purchase Order (POY" whether specifically labeled a5 such below or not, References ()
“Agreement” wherever relative to terms andior conditions included in the SOM Coniract, shall be govermed by the language within the
B0 Contract. Footers claiming “Confidential and Proprictary Information” within this Contraet andlor attachments are invalid, as
stated in the Request for Proposal (RFP) documenting provisions of the Wichigan Freedom of Tnformation Act {FOILA),

COMCAST ENTERPRISE SERVICKS
GENERAL TERMS AND CONDITIONS

VERSION: 1.2
DEFINITIONS
Affiliates Any entity that controls, is controlled by ar is wnder eommon eontrol with Comeast.

Agreement, Enterprise Services Master Services Agreement or MSA: Consists of the State of Michigan Contraet
#OTIB5500030 the then current Product-Specific Attachment for each ordered Service ("PSA™), any written amendmenis
execiled by both Parties including any supplemental terms and conditions ("Amendment(s)"), and ench Sales Order
actepted by Comeast under the Apreement,

Amendment(s): Any written amendment to fhe Agreentent, executed by hoth Parties, including any supplemental ferms
and conditions,

Comenst: The operating company affiliate or subsidiary of Comeast Cable Communications Managerent, LLC that
provides the Services under the Enterprise Services Master Service Agreement. References te Comeast in the Limitation of
Liability, Disclaimer of Warranties and Indemnification Articles shall also inclede its directors, officers, cmployees,
agents, Affiliates, suppliers, liconsors, successors, and nzsigns, as the cuse may be.

Comcast Wehsile ar Website: The Cameast website where the PSAs and other Comeast security and privacy policies
applicable 0 the  Agreement  will  be posted.  The coment URL  far  the  Website s
hitp:bysi omeast comfantarprise-terms-of-sendes. Comenst may update the Website decuments andiar URL
from time to time.

Comeast Equipment: Any and all facilities, equipment or devices provided by Comcast of is auihorized contractors at
the Service Location(s) that are used 1o deliver any of the Services including, but not limited toy, afl terminels, wires,
modems, fines, circuits, pors, rowters, gateways, switches, channel service units, data service umits, cabinets, and racks.
Motwithstanding fe above, inside telephone wiring within the Service Location, whether or nod inatailed by Comcnst, shail
i be considered Comeast Equipment,

Confidential Information: All information regarding either Party's business which has Been marked or iz otherwise
communicated as being “proprietary™ or “confidential.” or which reasoably should be known by the receiving party to be
proprictary or confidential information. Without limiting the generality of the foregoing, Confidential Information shail
include, even if not marked, ail Licensed Software, promotional materials, rafe imformation, discount information,  as
well as the Parties’ communications regarding such itersz.

Customer: The company, corporation, or ather entity named on the Enterprise Services Master Service Apreement Cover
Page and a Sales Order andéor Poreliaze Order,

Customer-Provided Equipment (CE): Any and all facilifies, equipment or devices supplied by Customer for use in
connection with the Services,

Demareation Point: The point of interconnection between the Metwork and Customer's provided equipment located at a
Service Location. In some cases the Demarcation Point shall be the User to Network Interface {UNI) port on Comeast
Equipment al a Service Lacation,

General Terms and Conditions: The Terms and Conditions included in the Siate of Michigan Contract,
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Licensed Software: Computer software or code provided by Comeast or required to uge the Services, including without
limitation, associated docomentation, and all updates thereta,

Network: Consists of the Comenst Equipmens, facilities, fibor optic cable associzied with clecttonics and olher equipment
used o provide the Services,

Party: A reference to Comeast or the Customer; and in the plural, s reference to hoth companies.

Produet Specifie Attachment(s) (PSA): The additional terms and conditions applicable 1o Services ordered by Customer
under the Agreement.

Sales Ordert A request for Comcast to provide the Services to a Service Location{s) submitted by Customer 1o Comecast
(r) om @ then-current Comenst form designated for that purpose or (b) if available, through a Comeast electronic order
processing system designated for that purpase.

Service(s): A service provided by Comeast pursuant to a Sales Order. All Services provided under the Agreement are for
commercial nse enly, Services available under this Agreement are identified on the Website,

Service Commencement Date: The date(s) on which Comeast first makes Serviee available for use by Customer. A
single Sales Order containing mltiple Service Locations or Services may have multiple Service Commencement Daras,

Service Location(s): The Customer location{s) where Comcast provides the Serviees, to the exient the Customer owns,
leases, or otherwise controls such location(s).

Service Term: The duration of time (conunencing on the Service Commencement Date) for which Services e ordered,
a3 specificd in a Sales Crder,

Tarlff: A federal or state Comeast taciff and the sueeesser documents of peneral applicability that replace such wariff in the
event of detariffing.

Termination Charges: Charges that may be imposed by Comenst if, prior o the end of the applicable Service Term (1)
Comeast ferminates Services for cause or (b) Customer terminates Services without ciuse, Termination Charges are a5 set
forth in cach PSA, and are in addition to any other rights and remedies inder the Agreement,

il Terms, See SOM Contract Section 2,024,

ARTICLE 2. DELIVERY OF SERVICE

L1 Ovders. Customer shall submit to Comcast 8 properly completed Sales Order fo initiate Service 10 a Service
Location(s). A Sales Order shall becorme binding on fhe Parties when (i) it is specifically accepted by Comeast either
electronically or in writing, (il) Comeast begins providing the Service described in the Sales Order or (iii) Comeast begins
Cuslom Instaltation (as defined n Artiele 2.7) for delivery of the Services described Tn the Sales Order, whichever is
earlier. When a Sales Onder becomes effective it shall be deemed part of, and shall be subject to, the Agrecment,

2.2 Ageess. In order to deliver certain Services 1o Customer, Comeast may require access, right-of-way, conduit,
andfor common room space (*Aceess™), both within endior owtside ench Service Location, Customer shall provide an
adequate environmentally controlled space and such eleciricily as may be required for instablation, operation, and
maintenance of the Comcast Equipment used o provide the Services within the Service Location(s). Customer shall be
respongible for gecuring, and maintaining on an initial and ongoing basis during {he applicable Service Term andior
Renewal Term, such Access within each Serviee Location unless Comeast has secured such access prior 1o this
Agreement. In the event Ut Cuslomer, fails o secure or maintain such Access within a particular Service Location,
Comeast may cancel or terminate Service at such particular Servics Location, without further liability, upon written notice
io Customer. In such event, if Comeast has incureed any costs ar expense in installing or preparing 1o insiall the Service
that it etherwise would not have Incurred, a charge cqual to those costs and expenses shall apply to Customer's final
invoice for that particular Service Location, If Comeast is unable to secure or maintain Access outside 5 particular Service
Location, which Access is needed to provide Services to such Service Location, Customer or Comeast may cancel or
terminate Service ol such particolar Service Location, without furlher liability beyond the termination date, upon i
minintum thiry (30) days’ prior written notice to the other party. In such event, if Comeast has inewrred any costs ar
47
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expenss in installing or preparing to insmall the Service that it otherwise would not have incurred, Comeast shall be
respomsibie for such costs or expenses. Any other failure on the part of Customer lo he ready 1o receive Service, or any
refusal on the part of Customer to receive Service, shall not relieve Customer of ifs obligation 1o pay charges for any
Service that iz olherwise available for use,

23 Haznrdous Matevials, IT the presence of ashestos or other hazardous materials exists or is detected at a Service
Location or within the building where the Service Location is located, Comesst may immediately stogr providing Services
until such a time as such materials are removed. Altematively Customer mey notify Comeast fo install the applicabie
portion of the Service in areas of any such Service Location not containing such hazardous material, Any additional
expense incurred by Comeast as a result of encountering hazardous materials, including bat not limited to, any additional
equigment shall be borne by Customer, Cistomer shall use reasonable efforts to maintain s property and Service
Locatians in a manner thai preserves the integrity of e Services.

14 Comeast Equipment, During normal business bours and within facility security parameters, Comenst may
remave or clange Comeast Equipment in its sele discretion in connection with providing the Services. Customer shall not
move, rearrange, disconnect, remove, allempt to repair, or otherwise tamper with any Comeast Equipment or permit ofhers
ta do so, and shall not use the Comeast Equipment for any purpose sther than that sutharized by the Agreenent. Comcast
shall maintain Comeast Equipment in good operating condition during the term of this Agreement, provided, however, that
suich maintenance shall be at Comcast's expense only to the extent that it iz velated to andfor reaulting from the erdinary
and proper use of the Comeast Equipment.  Customer is responsible for damage to, or loss of, Comcast Equipment cansed
by ils acts or caissions, and its noncompliance with this Artlele, or by fire, theft or ather casualty at ihe Scrvice
Location(z), wnless coused by the gross negligence or willful miseonduct of Comeast,

wiiership, Impajriment and Removal of Network, The Metwork is and shall remain the property of Comcast
regardless of whether installed within or upon the Service Location{s) and whether metalled overhead, above, or
undergronnd and shall not be considered o fixture or an addition to the land or the Service Location{s) located thereon.
Custommer agrees that it shall take no action that dirccily or indirectly impairs Comeast’s title to the Network, or any
partion thereof, or exposes Comcast o avy claim, lien, encumbrance, or legal process, except as otherwise agreed in
writing by the Parties. Mothing in this Agresment shall preclude Comeast from using the Metwork for services provided to
other Comcast customers. For a period of twelve {12} months follewing Comeast's discontinuance of Service to the
Service Location{s), Comeast refaing the right to remove the Metwork including, but nat limited 1o, thai partion of the
Metwourk that is located in the Service Location. To the extent Comenast remaoves such portion of the Melwork it shall be
respansible for returning the Service Location{s) to its prier condition, reasonalie wear and tear excepted,

2.6 Custonmer-Provided Eguipment (“CE"). Comeast shall have no obligation to install, operate, or maintzin CE,

Custommier shall have sole responsibility for providing maintenance, repair, eperation and replacement of all CE, inside
tetephone wiring and ether Customer equipment and facililies on the Customer's side of the Demarcation Point. Neither
Comeast nor its employees, Affiliates, agents or contractors will be Hable for any damage, loss, or destruetion to CE,
unless caused by the gross negligence or willful misconduet of Comcast, CE shail at all times be compatible  with the
Metwork 4 determined by Comcast in its sole diseretion. In addition 10 any other service charges thal may be imposed
from time 1o time, Customer shall be responsible for the payment of serviee charges for visits by Comeast's employees or
Agenls o a Serviee Location when the service dificulty or trouble report results from the use of CE or faoilites provided
by any party olber than Comenst.

2.7 Engineering Review. Fach Sales Order submitied by Customer may be subject Lo an englneering review, The
engineering review will determing whether and to what cxtent the Network must he extended, built or upgraded (“Custom
Installation™) in ocrder to provide the ordered Services at the requested Service Loeation(s).  Comeast will provide
Custormer written nofification in the event Service instailation ot any Service Location will require @i additional non-
recurving Installation fee (“Custom Instalbstion Fee™). Custom Installation Fees may zlso be referred to a5 Construction
Charges on a Sates Order or Inveice. Custerner will have five (3} days from receipt of such natice to rejeet the Custom
Installation Fee and tevrminate, without further liability, the Sales Order with respect to the affected Service Location(s).
For certain Services, the Engineering Review will he conducted prior to Sales Order submission. In such case, Customer
will buve accepted the designaied Custom Tnstallation Fee upon swbmission of the applicable Sales Crder,

2.8 Service Acceplance. Except as nvay otherwise be identified in the applicable PS4, the Service Commencement
Date shall be the date Comeast completes installation and connection of ihe necessary facilities and equipment o provide
e Service at a Service Location.

2.9 Administrative Website, Comeast may furnish Customer with ane or more user identifications and/or passwords
for wse on the Administrative Website. Customer shail be responsible for the confidentiality and wse of such user
identifications andior passwords and shall immediately nodify Comeast if there has been an unauthorized relense, use or
other compramise of any user identification or password, Irasﬁu;d.di:inn, Customer agrees that its authorized vsers shall keep
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confidential and not digiribute any information or other materials made available by the Administrative Website,
Customer shall be solely responsible for all use of the Adminisirative Wehsite, and Comeast shail be entitled to rely on all
Customer uges of and submizsions 1o the Administrative Website as anthorized by Customer. Comcast shall not be liable
for any loss, cost, expense or other liability arising out of any Custemer vse of the Administrative Website or any
information on the Administeative Website. Comcast may change or disconfinue the Administrative Website, or
Customer's right to use the Administrative Website, at any time. Additional terms and policies may apply to Customer's
use of the Adminisiative Website, These tenms and policies will be posted on the site,

ARTICLE NI PAYMENT

i1 Charges. Excepl as otherwise provided in the applicable FSA, Customer shall pay Comenst one hundred percent
{100%) of the Custom Installation Fee . Customer further agrees to pay all charges associated with the Services, as set
forth or referenced in the applicable PSA, Sales Order(s) or invoice from Comeast, These charges may include, but sre not
limited to standard and custom non-recurring Installation charges, monthly recuming service charges, wsage clmages
including withouwt Hmitation charges for the use of Comeast Equipment, per-cafl charges, pay-per-view charges, charges
for serviee calls, maintenance and repair charges, and applicable federal, state, and bocal foos, surcharges and recoupments
(howeser designated).  Some Services such ns measured and per-call charges, pay-per-view movies or events, and
interactive television (as explained in the applicable PSA} may be involced after the Service has been provided to
Customer, Except as otherwise indicated herein or in the applicable PSA(s) monthly recurring charges for Ethernet, Video
ad Inteynet Services that are identified on a Sales Ovder ehall not fnerease during fhe Service Term. Exeept as otherwise
indicated herein or in the Sales Orden(s), Yoice Service pricing, charges and fees can be found in ihe applicable P5A,

32 Third-Party Charges. Customer may incur charges from ihird party service providers that are separate and apart
from, or based on the amounts charged by Comeast. Theze may include, without lmitation, charges resulting from wiveless
services including roaming charges, accessing on-line services, calls 10 parties who charge for their telephone based
services, purchesing or subscribing to other offevings vin the Intemet or interactive options on certain Video services, or
otherwise. Customer ngrees that alf such charges, including all applicable taxes, are Customer's sole respansibility, In
addition, Customer is solely responsible for protecting the security of credit card mformation provided to others in
comiection with such transactions.

33 Payment of Bills. Except as otherwise indicated herein or in a PSA, Comeast will invoics Customer in advance
on a monthly basis for 2ll monthly recurring charges and fees arising under the Agreement. All other charges will be billed
monthly in arrears, including without limitation cettain vsage based charges and third party pass through fees. Payment is
due upon presentation of an invoice. Payment will be considered timaly made to Comenst if seceived within thiry (10)
duys after the invoice date. Any charges not paid to Comeast within such period will be considered past due. If a Service
Commencement Date is not the first day of a billing period, Costomer*s first monthly invoice shall inolude any pro-rated
charges for the Services, from the date of instalktion to the start of (e next billing period. In certain cases, Comeast may
agiee 1o provide billing services on behalf of thicd parties, as the agent of the third pary, Any such third-party charges
shall be payable pursuant to any contract or ollier arrangement belween the thind party and Customer andlor Comeast,
Comcast shall not be responsible for any dispute regarding these charges between Customer and such third party.
Customer must addresz all such disputes directly with the thied party.

3.4 artial Payment, Partial payment of any bill will be applied to the Customer’s outstanding charges in amounts
and proportions solely determined by Comeast, Mo acceptance of partial payment{s) by Comcast shall constitute a waiver
of any rights tocollect the full balance owed under the Agreement.

3.5 Credi voval and Th . Initinl and ompoing delivery of Services may be subject o credit approval,
Customer shall provide Comerst with credit information requested by Comeast. Customer awthorizes Comeast to make
inguiries and to receive information aboul Customer's credit history from others and to emter this information in
Customer's records, Customer represents and warrants that all eredit information that it provides to Comeast will be true
amd correct,  Comcast, in its sole discretion, may deny the Services based upon an unzatisfactory credit history.
Additionally, subject 1o applicable repulations, Comeast may require Customer to make 2 deposit (in an amount not to
exceed an estimated two months charge for the Services) as a condition to Comeast’s provision of the Services, or as o
condilion to Comeast’s continuation of the Services, The deposit will nat, unfess explicithy required by faw, bear interest
and shall be held by Comcast us security for payment of Cistomer's charges. Comcast may apply the deposit to any
delingquent Costomer charges upon written notics to Customer. If Comeast nses any or all of the deposit to pay an accounl
delinquency, Customer will replenizh the deposit by that amount within five (5) days of its receipt of written netice from
Comeast. I the provision of Service o Customer is t2rminated, or if Comeast determines in its sole dizcretion that such
depogit is no longer necessary, then the amount of the deposit (plus any required deposit interest) will be credited to
Customer's account or will be refinded to Customer, as deterjifined by Comeasi.
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3.6 Taxes and Fees, Tax Exempt Cortificate Provided,

37 Dther Government-Relnted Costy and Fees, Comesst reserves the right to inveice Customer for any fees or
payment obligations in comection with the Services imposed by governmenial or quasi-governmental bodies in connection
wilh the sale, instaliation, use, or provigion of the Services, including, without limitation, applicable franchise fees, right of
way fees and Universal Service Fund charges (if any), regardless of whether Comeast or its Affiliates pay the fees directly
or are required by an order, rule, or regulation of a 1axing jurisdiction lo collect them from Customer, Government-relusted
fees and surcharges may be changed with er without notice, In the event that any newly adopted law, roie, regulation or
Judgment increases Comeast's costs of providing Services, Costomer ghall pay Comeast’s additional eosts of providing
Services under the new law, rule, regulastion or judgment.

3.8  Disputed Invoice, If Customer disputes any postion of an invoice by the due date, Customer must pay the
undisputed porticn of the volce and submit a weitten cloim, incleding all documentation substantiating  Customer’s
claim, fo Comeast for the disputed amaount of the invoice by the invoice due date. The Parties shall negotinte in pood faith
o resolve any billing dispute. Comerst will refund/eredit all valid disputes resobved in Customer’s favor as of the date the
disputed charges first appeared on the Customer’s invoice.

9 Pasi-Due Amounts. Any payment not made when due will be subject to 2 late charge of 0.75% per month or the
highest rate allowed by b on the unpaid invoice, whichever is lower, IT Customer's aceaunt is delinguent, Comeast may
refer the account to o collection agency or attorncy that may pursue collection of the past due amount andfor sy Comeast
Equipment which Customer fails to retuin in accordance with the Agreement.

a0 Rejected Payments. Except to the extent otherwise prohibited by law, Customer will be assessed a service
charge up to the full amount permitted under appiicable law for any check or other instrument used to pay for the Services
that has been rejected by the bank or other financial instition.

311 Fraudulent Use of Sevvices, Customer is responsible for all charges attributable to Customer with respect to the
Service(sh, even if mewrred as the result of fravdulent or unanthorized vse of the Service, Comcas! may, bt is not
obligated to, detect or report unauthorized o fraudulent use of Serviess to Customer, Comeast reserves the right i
restrict, suspend or discontinue providing any Service in the event of frandulent use of Customer's Servies.

ARTICLE 4, TERM; REVENUE COMMITMENT

4.1 Agreement Term. Upon execution of the Agreement, Customer shall be allowed to submit Sales Orders to
Comeast during the term referenced on the SO0 Contract, After the expiration of the initiel Tenm, Comeast may contime
to aciept Purchase Orders from Customer under the Agreement, or require the Parties lo execute a new agreement. This
Agresment shall continue in effect until the expiration or terminafion date of the last Purchase Order entered under the
Agresment, wnless terminated varlier in accordance with the Agreement.

4.2 Sales Ovder Tevm. The applicable Service Term  shall be sef forll in the Purchise Order.  Unless otherwiss
stated in the tenms and conditions, if & Sales Order does not specify a term of service, the Service Term shall be one (1)
vesr froam the Service Commencement Diate,

4.3 Sales Ovder Renewal, Lpon (he expiration of (e Service Term, and unless otherwise agreed to by the Parties in
the Purchase Order, each Purchass Crder shall automefically renew for successive periods of one (1) year each (“Renewal
Term({z)"}, wnless otherwize stated in these terms and eondilions or prior notice of non-renewal is delivered by either Party
tor thee ather ot least thirty (307 days before the expiration of the Service Term or the then current Renewal Term. Effective
at any time after the end of the Service Tesm and from lie 1o Gine therzafter, Comeast may, modify the charges for
Ellernet, intemet andfor Yideo Services subject to thinty {30} days prior written notice to Customer, Customer will have
thivty {30 days from receipt of sueh notice to cancel the applicable Service withont further liability. Should Customer fail
to cancel within this timeframe, Customer will be deemed to have seeepted the modified Service pricing,

ARTICLE 5 TERMINATION WITHQ
. See State of Michigan (SOM) Contract Termination clauses.

M

5.1
51

See State of Michigan (S0M) Contract Termination clauses.
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53 Effect of ExpiratioyTermination of a Sales Qrer,

Upon the cxpiration or termination of a Purchase Order for any reason:

A Comeast shall disconnect the applicable Service;

B, Comeast may delete all applicable data, files, ¢lectronic messages, or other information stored on Comcast’s
SEFVETS OT Systems;

. If Customer has terminated the Purchase Order prior to the expiation of the Service Term for convenience, or if

Comeast has terminated the Purchase Order prior to the expirstion of the Service Term as a result of material breach by
Customer, Comeast may sssess and eolleet from Customer applicable Charpes {if any);

n, Customer shall, permit Comeast to retrieve from the applicable Service Location any and all Comeast Equipment.
If Custemer fails 1o permit such retrieval or if the retrieved Comenst Equipment has been damnaged andfor destroved other
than by Conmcast or its agents, normal wear and tear cocepted, Comeast may invoice Costomer for the manufacturer’s list
price of the relevant Comenst Equigment, o In the event of miner damage o the retrieved Comerst Equipment, the cost of
repair, which aurounts shall be immediately due and payable; and

[ Customer’s right to use applicable Licensed Software shall sutomatically terminate, and Customer shall be
obligated to reourn all Licensed Software to Comenst.

54 Resumption of Service. Ifa Service has been discontinued by Comeast for couse and Custemer requests that the
Service be restored, Comeast shall have the sole and absolute discretion to restore such Service. Al Comcast's option,
deposits, advanced payments, nonrécurring charges, andior an extended Service Term may apply to resioration of Service.

55 Begulatory and Legal Changes. The Parties acknowledge that the respective rights and obligations of cach Pany
s set forth in this Agreement upon its excoution are based on applicable law and regulations as they exist on the date of
execution of this Agresment. The Parlies agree that in the event of any subsequent decision by a legisiative, repulatory or
Judicial body, including any regulatory or juedicial order, mile, regulation, decision in any arbitration or other dispuie
resolufion o other legal or regulatory action that materially affects the provisions or ability o provide Services on
economic terms of the Agreement, Comeist ey, by providing weitien notice 1o the Customer, require that the affected
provisions of the Agreement be renegotiated in pood faith. If Customer refuses 1o enter such renegotintions, or the Pariies
ean't reach reselution on new Agreement terms, Cameast may, in ils sole diseretion, terminate this Agreement, in whole or
in part, upon sixty (60 days wilten notice o Customer.

ARTI TATION OF LIABILITY: DISCLAIMER OF WARRANTIES
Gl See S3OM Contract for Liability language.

. NEITHER PARTY SHALL BE LIABLE TO THE OTHER FOR ANY INCIDEMTAL, INDIRECT,
SPECIAL, COVER, PUNITIVE OR CONSEQUENTIAL DAMAGES, WHETHER OR NOT FORESEEABLE,
OF ANY KIND INCLUDING BUT NOT LIMITED TO ANY LOSS REVENUE, LOSS OF USE, LOSS OF
BUSINESS, OR LOSS OF PROFIT WHETHER SUCH ALLEGED LIARILITY ARISES IN CONTRACT OR
TORT HOWEVER, THAT NOTHING HEREIN IS INTENDED TO LIMIT CUSTOMER'S LIABILITY FOR
AMOUNTS OWED FOR THE SERVICES, FOR ANY EQUIPMENT OR SOFTWARE PROVIDED BY
COMCAST OR FOR TERMINATION CHARGES,

[ %3 Digclaimier of Warranties,

A, Services shall be provided pursuant to the terms and conditions in the applicable PSA and Service Level
Agreoment, and are in fien of all other Contract and Purchiase Order warranties, expross, implied or statutory, including,
but not limited to, the implied warranties of merchantability, fitness for a particular parpose, tille, and non-bfringenent.
TG THE MAXIMUM EXTENT ALLOWED BY LAW, COMCAST EXPRESSLY DISCLAIMS ALL SUCH
EXPRESS, IMPLIED AND STATUTORY WARRANTIES,

it Without limiting the generality of the foregoing, and except ag otherwise identified in Conteast, Purchase Order or

Serviee Level Agreement, Comeast dots not warrant that the Services, Comeast Equipment, or Licensed Software will be
uninterrupted, error-free, or free of latency or delay, or that the Services, Comenst Eguipment, or Licensed Software will
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el customer’s requicements, or that the Services, Comeast Equipment, or Licensed Software will prevent enauthorized
aceess by third parties.

C. In no event shall Comeast, be liable for any loss, damage or claim arising out of or related to: (i) stored,
transmitted, or recorded data, files, or software; (i) any act or omission of Customer, its wsers or third parties; (i)
interoperability, interaction or interconnection of the Services with applications, equipment, services or networks provided
by Customer or third partios; or (iv) loss or destraction of any Customer hardveare, soffware, files or dala resulting from
any virus or ofiver harmful feature or from any attempt to remove it. Customer is pdvised 0 back up all data, files and
software prior to the installation of Service and at regalar intervals thereafter,

6.3 Disruption of Service. Notwithstanding the performance standards identified in a PSA, the Services are not fail-
safie and are not designed or intended for use in situations requiring fail-safe performance ar in which an eror or
interruption in the Services conld fead to severe injury (o business, persons, propery or environment (“High Risk
Activities'). These High Risk Activities may include, without limitation, vital business or personal sommunications, or
activities where absolutely accurate data or information is required,

G4 Customer’s sale wnd exclusive remedics ars expressly set forth in the Agreement. Cerlain of the above exclusions may
not apply if the state in which a Service is provided does not allow the exclusion or limitation of implied warramies or does
not allow the limilation or exclusion of incidental or consequential damages. In those states, the liakility of Comcast s
limited to the maximum extent permitted by baw,

ARTICLE 7. INDEMMNIFICATION

7.1 Comeast’s Indemnifieation Obligations. Comceast shall indemnify defend, and hold hammicss Customer and itz
purent company, affiliates, employess, divectors, officers, and agents from and against all cliims, demands, actions, causes of
actions, domages, liabilities, losses, and expenses (including reasonable mttomeys’ fees) (“Claims™) incurred 82 a result of:
nfringement of 1LS, patent or copyright relating 1o the Comsast Equipment or Comeast Licensed Software hereunder; dumage
io tangible perscnal property or real property, and personal injuries (including death) avising out of the gross negligence or
willfil misconduct of Comenst while working on the Customer Service Location.

7.2 Cu i I | . See 808 Contract Indemnification clause,

1.3 Indemunificntion Procedures. See SOM Contract Indemnification Pracedures,
) FTWARE & SERVICES

a1 License. If and to the cxtent that Customer requires the use of Licenscd Software in order to use the Service
supplied under any Sales Order, Costomer shall have 8 nonexclusive, transferble, and limited license 10 use such
Licensed Software in olject code only and solely to the exteni necessury o use the applicable Service during the
corresponding Service Term.  All Licensed Software provided 1o Costomer, and each revised version thereaf, is licensed
(nat sold) o Costomer by Comeast only for use in conjunction with the Service. Customer may not elaim tithe 1, or an
ownership interest in, any Licensed Software {or any derivations or improvements thereto], and Customer shall execute
any documentation reasonably required by Comeast, including, without Hmitation, end-user license agreements for the
Licensed Software. Comeast and its suppliers shail retain ownership of the Licensed Software, and no rights are pranted to
Customer other than a license 1o use the Licensed Software under the terma expressly set forth in this Agreement,

g2 Restrictions. Custoconer agrees that it shall not: (i) copy the Licensed Software (or any upgrades fhereto or related
written materials) except for emergency back-up purposes or as permitted by the express written consent of Comeast; (1)
reverse enpinesr, decompile, or disassemble the Licensed Software; (iii) sell, lease, license, or sublicense the Licensed
Sofiware; or {iv) create, wrile, o develop any derivalive software or any other sofiware program based on the Licensed
Sofbware,

B3 Updates. Customer acknowledges that the use of Scrvice may periodically require updates and/or changes o
certain Livensed Software resident in the Comecast Equipment or CE. Il Comeast has agreed to provide updates and
changes, such updates and changes may be performed remotely or on-site by Comesst, ot Comeast's sole opiion.
Customer hereby consents Lo, and shall provide free access for, such updates deemed reasonably necessary by Comcast, If
Customer fails to agree to such wpdates, Comcast will be excosed from the applicable Service Level Azreement and other
performance credits, and any and all lability and indemnification obligations regarding the applicable Service,

8.4 Export Law and Regulation. Customer scknowledges that any products, software, and technical information
{including, but not limited to, services and training) provided pursuant to the Agreement may be subject to U8, export
laws and repuiations. Cuostomer agrees that it will not vsa distribute, transfer, or fransmit the products, software, oF
techaical information (even if incorporated into other products) except in compliance with (LS. sxport regulstions, 11
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requested by Comeast, Customer also agrees to sign wiitten assurances and other export-related documents as may be
required for Comeast fo comply with ULS, export regulations.

85 Ownership of Teleplione Numbers and Addresses. Customer acknowledges that tse of certain Services does

not give it any ewnership or other rights in any telephone number or Intermet/on-line addresses provided, inchading but not
limited 1o Internet Protocal (1P} addresses, e-mail addresses and web addresses.

8.6 Intellectyal Property Rights in the Services. Title and infellectual property rights to the Services are owned by

Comeast, ils agents, suppliess or affiliates or their licensors or otherwise by the cwners of such material, The copying,
redistribution, bundling or publication of the Services, in whole or in part, withoul express prior wrillen consent From
Comeast or ather owner of such material, i3 prohibited,

FIDEMTIAL INFORMATION AND PRIVACY

.1 Disclosure and Use, All Confidential Information disclosed by either Party shall be kept by the receiving party
in strict confidence and shall not be disclosed 1o any thivd party without the disclosing parly’s express written consent,
Motwithsianding the foregoing, such informatfon may be disclosed (i) to the receiving party's employees, affilintes, and
agents who lave a seed to know for the purpose of performing this Agreement, using the Services, rendering the Services,
and marketing related products and services (provided that in all cases the receiving party shall take appropriate measures
prior 1o disclosure fo its employees, affiliates, and agents to assure against unauthorized wse or disclosurc), or (i) as
otherwise authorized by this Agreement, Each Party agrees to trest all Confidential Information of the other in the same
manner 42 it wreals itz own proprietary Information, but in no case wsing a degree of care less tam a reasonable degree of
Lare,

9.2 Exceptions. MNotwithstanding the foregeing, each Partys confidentiality obligations hersunder shall not apply to
information that: {i) is already known to the receiving party withoul 2 pre-existing restriction as to disclosure; (i) is or
becomes publicly available without fault of the receiving party; (i} is rightfully obtained by the receiving party from o
ihird party without restriction as to disclosure, or is approved for release by written anthorization of the disclosing party;
(iv) iz developed independently by fhe receiving party without use of the disclosing party's Confidential Information; or
(v} is required o be disclosed by law or regulation; or (vi) is subject to disclosure through the Michigan Fresdom of
Information Act,

9.3 Publicity.  The Agreement provides no right to use any Party’s or itz affilistes’ tademarks, service marks, or
Irade names, or to otherwise refor to the other Paty In any merketing, promotional, or advertising materials or activities.
Meither Party shail issue any publication or press refease relating to, or otherwise disclase the existence of, the terms and
conditions of any contractual velationship between Comeast and Cusbamer, cxcept a5 permitted by the M1 FOIA Taw and
MIDEAL Programs provisions.

9.4 Passwords. Comeast may furnish Customer with nser identifications and passwards for nse in conjunction with
cerlain Services, ineluding, without Hmitation, for access to certain non-public Comenst website materials, Customer
understands amnd agrees that such information shall be subject o Comenrst's access policies and procedures located on
Coamcust’s Web Site,

9.5 Remedigs. Motwithstanding any oller Anticle of thiz Agreement, the non-breaching Party shall be eniitled o seek
equitable relief to protect its interests pursuant to this Aricle 9, including, but not limited to, injunctive relief,

2.6 Munitoring of Services, Except ns otherwise expressly set forth in a PSA, Comcast assumes no obligation to
pre-scroen or monitor Customer's use of the Service, including without limitation postings sndfor transmizsion. However,
Customer ackrowledges and agrees that Comeast and its agents shall have the rght fo pre-screen and monitor such use
from time to time and to use and disclose such results 1o the extent necessary 1o operate the Service properly, to ensure
compliance with applicable use policies, 1o proteet the rghts andior property of Coneast, or in emergencies when plysical
safely is at jssue, and that Comcast may disclose the same 1o the extent necessary to satisfy any law, regulation, ar
governmental request. Comeast shall have no liability or responsibility for eontent received or distributed by Customer or
its vsers through the Service, end Customer shaill indemnify, defend, and hold Comeast and its divectors, officers,
employees, agents, subsidiaries, affiliates, successors, and assigns harmless from any and all claims, damages, and
cxpenses whatsoever (including reasonable atiomeys’ fees) arising from such content attributable to Customer or its users,
For the aveidance of doubt, the moniloring of deta described in this Section 9.6 refers o agpregate data and types of traffic
(protocel, upstream/downstream utilization, ete.). Comeast does nol have access to the content of encrypted data
tranzmitted across Comeast networks,

w7 nfidentinlity Obligations. The obligations of confidentiality and Hmilation of use deseribed in
this Articte ¥ shall survive the expiration and termivation of the Agreement for a pericd of twao (2) vears {or sitch longsr
period as may be required by o). 23
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ARTICLE 1. USE OF SERVICE; USE AND PRIVACY POLICIES

181 Prohibited Uses and Comeast Use Policies. Customer is prohibited from using, or permitting the wse of, any
Service (i} for any purpose in violation of any law, rule, regulation, or policy of any government autheriiy: (i) in violation
of any Use Policy (as defined below); (1) for any use as to which Customer has ot obtained all reguired povernment
approvals, authorizations, licenses, consents, and permits; or (iv) to interfere unressonably with the uze of Comeast servics
by others or the opegation of the Network. Customer is responsilile for assuring thal any and all of its users comply with
the provisions of the Agreement. Comeast reserves the right to act inunediately and without notice to terminate or suspend
the Services andfor to remove om the Services any information transmitted by or to Customer or users, if Comeast
determines that such use &5 prohibited as identified herein, or information does noi conform with the requirements set or
Comeast reasonably believes that such use or information may violate any laws, regulations, or written and electronic
instructions for use. Purthermare, to the extent applicable, Services shall be subject to Comeast’s acceplabie use policies
{“Use Policies™) that may lEmit use. The Use Policies and other security policies concerning the Services are pasted on the
Website, and are ivcorporated into this Agreement by reference. Comeast may update the Use Policies from tlme to lme,
and such updates shall be deemed effective immedistely wpon posting, with or without actual notice to Customer,
Comeast's action ar inaction in enforcing acceptable use shall not constitule review or approval of Customer’s or any ether
users' use or infermation.

10.2 Frivacy Policy. In addition to the provisions of Article 9, Comeast’s commercial privecy policy applies o
Comeast’s handling of Customer confidential infinnation, Comeast's privacy policy is available on the Website,

103 rivaey Mote Hegarding Information Provided to Third Parties. Comeast is not responsible for any
information provided by Customer fo thind parties. Such information is not subject to the privacy provisions of this
Agreement. Customer aesumes all privacy and other risks associated with providing personally identifiable information to
third parties via the Services.

Lin4 Prohibition on Resale, Customer may not scll, rescll, sublease, assign, license, sublicense, share, provide, or
otherwise utilize in conjunction with a third party (including, without limitstion, in any joint venture or as part of any
outsourging activity) the Services or any component thereof,

105 Viglation, Any breacl of this Adicle 10 shall be deemed a material breach of this Agreement, In the event of
such material breach, Comeast shall have ihe right to restriet, suspend, or terminate immediately any or all Sales Orders,
withaut liability on the part of Comeast, and then to notify Customer of the action that Comeast has taken and the reason
for such action, in addition to any and all other rights and remedies under this Agreement,

1.1 Foree Majewre, Meither Party (and in the case of Comcast, Comcast affiliates and subsidiaries) shall be Hable o
the other Party for any delay, failure in performance, loss, or damage 10 the extent cansed by force majeure conditions such
as acts of God, five, explosion, power blackout, cable cut, acts of regulatory or governmental agencies, unavailability of
right-of-way or malerials, or other causes beyond the Party®s reasonable contral, except that Customer’s obligation to pay
for Services provided under the Agreement shall not be excused. Changes in cconomie, business or competitive condition
shall not be considered force majeure events.

1.2 Assipnment or Transfer. Meither Party shall assign any right, obligation or duty, in whole or in pan, nor of any
other interest hereunder, without the prior written consent of Comcast, which shall ned be unreasonably withheld. All
abligations and duties of either Party under this Agreement shall be binding on all successors in interest and assigns of
such Party. Mothing herein Is intended to limit Comeast's use of third-party consultants and contracions o perfonm
Services under a Sales Order.

113 Motiees. Any notice sent pursuant to the Agreement shall be deemed given and effective when sent by facsimile
(confirmed by first-class mail), or when delivered by overnight express or ather express delivery service, in each case as
Firllows: (i) with respect to Customer, to the address set forth on any Sales Order; or (i) with respect o eitber party in
accordance with SOM Contract MNotices, Section 2,025,

11.4 Entive Understanding, The Contract, constitutes the eitire understanding of the Parlies refated to the subject
matter hereof, The Conteact supersedes all prior agreements, proposals, representations, statements, or understandings,
whether wiitlen or oral, conceming the Services or the Parties’ righls or obligations relating to Services. Any prior
represenlations, premises, inducements, or statements of intent regarding the Services that arc not cmbodied in ihe
Coniract are of no effect. Mo subsequent agreement among tgdParties conceming Service shall be effective or binding unless
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it is made in wiiting by suthorized representafives of the Parties. Terms or conditions contained in any Sales Order, ar
restrictive endorsements or ather statements on any form of payment, shall be void amd of no force at effcl,

LS Tarifls. Matwithstanding anything 1o the confrary in the Agrecment, Comrcas may elect or be required o file
with regulatory agencies tarifis for cortain Services. In such event, the terms set forth in the Couitract supersede the terms
and comditions of the Tariffs. Wit limiting the generality of the foregoing, in the event of my inconsistency with
respeet o rales, the vates and other terms st farth in the applicable Sales Order shall be trcated as individual case hazed
Errangements o the meaximum extent permiied by law, and Comeast shall ke such steps s wre required by law to make
the rates and ather terms enforcenble, 17 Camenst valuntarily or involntarily sancels or withdraws a Tariff under which a
Service is provided to Customer, the Service will thereafter be provided pursuiit to the Contract and the teyms and
conditions contained therein. Tn the event that Comeast is required by a governmental authority 1o madify a Tarift under
which Service iz provided to Customer in a manner that is material and adverse do either Party, the affested Party may
terminale the applicable Sales Ordar pont & fainimum thisty (307 days' prior written notice fe the ofher Party, without
finther lisbility

1.6 Construction. Tn the event that iy portion of the Agreement is held 1o e ivalicl or unenforoeable, the Parfies
shall repluce the ivalid or unenforceshle portion with ancther provision that, as nearly as possible, reflects the original
intention of the Parties, and the rerainder of the Agreement shall remain in full force and effect.

ILT  Survival. The rights and chligations of cither Pary hat by their nature would continge beyond the termination or
expiration of & Sales Order shall survive termination or expiration of the Sales Order.

118 Choice of Law. The domestie law of the state in which the Servige iz provided shall povemn the cotstruction,
interpretation, and performance of this Agreement, except 1o the extont superseded by federal L.

119 No Third Party Deneficiaries. This Agreement docs mof expressly or implicitly provide any third party

{including users) with any remedy, claim, lighility, reimbursement, cause of action, or ather right or privilege,

1LID Partles Authority to Contract. The persons whase signamres appear on the SOM Contract are duly authorized

to enter into the Agreement on behalfof the Parties nume therein,

.11 No Waiyer; Bte. No failure by either Party 1o enforce any right(s) hereunder shall consiitute a waiver of such
right{s). This Agreement may be executed in counterpart copies,

1112 Independent Coniractors, The Parties 1o thiz Agreeisent are independent contraciors, Neither Party is an agent,
representative, of pariner of the olher Party. MNeither Party shall have any right, power, or suthority to enter into any
agreement for, or on behalf of, or incur any obligation or liability of, or to atherwise hind, the other Parly. This Agreement
shall not be interpreted or construed to ereale an association, agency, joint venture, or partnership between the Parties or to
impose any liability attributable to such 2 relationship upon either Party,

113 Apticle Hepdings, The article headings wsed herein are for reference anly and shail not Bmit or control any lerm
ot pravision of this Agreement or the interpretation or construction thereof,

11.14  Compliance with 1. ws. Each of the Parties aprees 1o comply with all applicable local, state mnd federal laws and
regulations and ordinances in the performance of ils respective obligations under this Agreement,
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Attachment 8
WAN Pricing Tables

Instructions for Bidder to complete the Pricing Table template:

Bidder must complete the Summary of the Service Costs and all associated tables identified.
Identify all information related, directly or indirectly, to the Bidder's proposed charges for
services and deliverables including, but not limited to, costs, fees, prices, rates, bonuses,
discounts, rebates, or the identification of free services, labor or materials.

Identify any assumptions Bidder has made developing its Price Proposal in the Pricing
Additional Information section provided at the end of the pricing table.

All sections in the pricing tables refer back to the categories listed in Article 1 - Section 1.104
Work and Deliverables.
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Table 1: Summary of Contract Costs

Bidder please transfer category totals Table 2 and 3.

Attachment 8
WAN Pricing Tables

No. Project Cost(s) Cost ($) Comments

A. Procurement of Services Reserved

B. Contract Plan and Administration Reserved

c. Professional Services $

D. Service Integrator $

E. Internet Service Providers $404,850 Pricing for 60 months based on upgrading existing 1Gbps EDI to
2Gbps EDI. See pricing chart in Comcast response for additional
bandwidths. The monthly rate for this s $6747.50 (2Gbps) compared
to the current 1Gbps rate of $7087.50 (1Gbps).

F. Service Level Agreements $

G. Change Management $

H. Reports $

L Business Continuity $

J. Optional Services B

K. WAN Service Provider(s) $19,776,881.40 Pricing is for 60 months for 498 locations. See pricing chart in
Comecast response for individual site pricing and terms and
conditions.

Pricing Proposal Supplemental Work Labor Rates $
Total Contract Costs | $20,181,731.40
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Attachment 8
WAN Pricing Tables

Table 2: WAN Service Costs

No. Category Resources Required Total # of Total cost Per Comments
hours Site (3) (Bidder must explain how they arrived at the
costs identified)
(Bidder to (Bidder must
identify # of transfer category
hours per totals to Table 1)
resource)
A Procurement of Services
Pre-Sales Consulting Reserved
Design Services Reserved
Total | Reserved
B. Contract Plan and Administration
Transaction Plan Reserved
Operations Plan Reserved
Escalation Plan Procedures Reserved
$
c Professional Services
) 5
Support Service Desk
CPE Management and NOC %
Services
Problem and Incident 5
Management
Service Desk - Request and 5
Change Management
Management and Monitoring ]
5

Network Assessments
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Attachment 8

WAN Pricing Tables

No. Category Resources Required Total # of Total cost Per Comments
hours Site ($) (Bidder must explain how they arrived at the
costs identified)
(Bidder to (Bidder must
identify # of | transfer category
hours per totals to Table 1)
resource)
$
D. Service Integrator Services
Bidder is to provide a full list of all WAN
and WAN related services they offer.
Bidder is to add rows as necessary
Example: Installation Charges
(construction, outsidefinside cable plant)
Total | §
E. Internet Service Providers
Installation Charges (construction, 00 Comeast is an existimg ISP at 7150 Hamis
outsidefinside cable plant)
. . . y $404,850 Pricing for 60 months based on upgrading existmg 1Gbps
Sg’rﬂfcfs's {o provide a ful list of all ISP EDI t0 2Gbps EDL See pricing chart in Comeast
response for additional bandwidths
s
Examples?
Total | $404,850
F. Service Level Agreements
Reserved
Total | Reserved
Total | Reserved
G Change Management
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Attachment 8
WAN Pricing Tables

No. Category Resources Required Total # of Total cost Per Comments
hours Site ($) (Bidder must explain how they arrived at the
costs identified)
(Bidder to (Bidder must
identify # of transfer category
hours per totals to Table 1)
resource)
Reserved
Total Reserved
H Reports
Special Reporting Per Request s
for reports not included in normal scope
Bidder is to add rows as necessary
Total | §
L Business Continuity
Reserved
Total Reserved
7 Optional Services
Examples listed: $
Additional Project Management cutside
of normal scope
! $
Work outside of normal scope mentioned
in contract
Hardware Lease $
Bidder is to add rows as necessarv
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Attachment 8
WAN Pricing Tables

No. Category Resources Required Total # of Total cost Per Comments
hours Site ($) (Bidder must explain how they arrived at the
costs identified)
(Bidder to (Bidder must
identify # of | transfer category
hours per totals to Table 1)
resource)
Total $
K WAN Services to be Provided
Managed Services £0.00
Installation Charges (construction, 0.00
outsidefinside cable plant)
Bidders to provide a complete list of all §19,776,581.40 Pricing is for 60 months for 498 locations. See pricing
services being offered chart m Comcast response for individual site pnicing and
terms and conditions.
Bidder is to add rows as necessarvy
$19,776,881.40
Total ’
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WAN Pricing Tables

Table 3: Pricing Proposal Supplemental Work Labor Rates

Staffing Category

Firm Fixed Hourly
Rate

Comments

WAN Project Ma

nager $0.00

Project Management of Comcast installation 1s included.

List any other positions:

Total | 0.00

Notes:

1. Hourly rates quoted are firm, fixed rates for the duration of the contract. Travel and other expenses will not be reimbursed. The
State will utilize the fully loaded hourly rates detailed above for each staff that will be used as fixed rates for responses to separate

statements of work.

2. Actual funding for enhancements will occur on a yearly basis, and there is no guarantee as to the level of funding, if any, available

to the p

roject.

3. Unless otherwise agreed by the parties, each Statement of Work will include:

FT T hfooo TR

Updated 8/20/2012

Background

Service or Project Objective
Scope of Work

Deliverables

Acceptance Criteria

Project Control and Reports
Specific Department Standards
Payment Schedule

Travel and Expenses

Project Contacts

Agency Responsibilities and Assumptions




Attachment 8
WAN Pricing Tables

I. Location of Where the Work I1s to be Performed
m. Expected Bidder Work Hours and Conditions

4. The parties agree that the Services/Deliverables to be rendered by Bidder using the PSA Pricing Proposal Labor Rates on this

Contract will be defined and described in detail in separate Statements of Work_ Bidder shall not be obliged or authorized to
commence any work to implement a Statement of Work until authorized via a purchase order issued against this Contract.

Pricing Additional Information

Bidders are to provide any additional details below needed to fully understand the proposed pricing contained in the cost tables. Bidders
must describe any assumptions or any relevant information needed in understanding the pricing approach being proposed.

Bidders are to provide any additional details in this response box. Bidders must describe any assumptions
and define State and Contractor roles as it pertains to this Contract.

Bidder's Response:

Pricing provided is based upon desktop survey results since site surveys were not permitted during bid
process. Final pricing may vary based upon physical site survey.

Pricing assumes that of the total final sites selected by the State of Michigan, no more than 50% of the total
sites are considered type two.

Comeast Note: Pricing as proposed above requires purchase of all sites and does not include any local, state or federal
taxes, fees or other charges. Individual sites may be purchased separately but will require a new pricing proposal. Tax
exemption certificates must be on file prior to the initial billing period for exemptions to be considered.

Taxes, Surcharges, and Other Similar Charges (Miscellaneous)

Description: Taxes, surcharges, and other similar charges refer generally to additional fees that are a necessary
component of the cost of a product or service.

Eligibility: Federal taxes, state taxes, and other similar, reasonable charges incurred in obtaining eligible
Telecommunications Services, Intemet Access, and Internal Connections are eligible. Such eligible charges include
reasonable administrative recovery by a service provider for participation in the Universal Service Support mechanism.
Administrative cost added by parties other than the service provider, are not eligible.
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