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Article 1 — Statement of Work [SOW)

1.000 Frafeet fdentification

1.001 PROJECT REQUEST

The State of Michigan (SOM, State), through the Deparlment of Tachnology, Management & Budget (DTMB) has
lzsued a contract with a qualified firm to provide Michigan with a Digital Incident Response (DIR) solution to enable
the State of Michigan to search their nefwark end paint devices for signs of compromise and malware activity
incidents.

The Slale seaks lo have the project begin within fourtean (14) days after the execution of the contract, The
negotiated contract will have a term of one five (5) year contract, with yearly support renewal for two (2), one-year
extensions. Conlract oplion year extensions will be at the sole discretion of the SOM and will be based upon funding
and acceptable performance of the product as determined by the SOM.

1.002 BACKGROUND

The Slate has undertaken a number of security initialives in the past few years. These initiatives have served the
purpose o increase the securlty posture within the Stale's IT infrastruciure. In light of increasing risks and recent
incidents in all zectors across the United States, the State of Michigan (SOM) Cyber Security Operations Center
(500 seeks to strenagthen s current securily posture by purchasing an additional security system that will search for
and identify advanced level threalz or signs of compromise on its nelwork endpoints.

1. 100 Secope of Work and Deliverables

1101 IN SCOPE

The Stale of Michigan's Security Operations Center (SOC) requires an advanced threat detection system to search
and datect known high risk system configurations, and abnormal device activity or connections on all network
desktops and servers.  The DIR solution will provide security techniclans with the ability to search network endpaints
for any type of advanced threal knewn by oulside knowledge sources with canned search definitions files and alse
allow customizable search definition file creation for detailed and specific searches as required. This Contract will
require the following services and system functionalily o enhance the State of Michigan's network endpoint security
posture as follows:

The Contractor of the salution will work with the State to assist with the Installation of the new Digital Incident
Responss (DIR) system and identify all required hardware, software and configuration requirements to operale the
DIR system lo s fullest capability on the State of Michigan's network, The hardware platform will be owned and
oparatad by the State of Michigan. The Contractor's hardware appliance, and the costs for such hardware are
identified in the contract’s cost tablea.

The Contractor's DIR system will use industry standard IT Softwars, Security Information and Event Managament
{SIEM) tools, comply with indusiry best practices of securely delecling possible security incidenis and provide industry
standard response slrategy oplions for the State of Michigan SOC persenal to implement. The software will have or is
baing evaluated for a Trusted Product Evalustion (TPE) rating or Mational Infarmatien Assurance Partnership (NIAF)
Commen Criteria Evaluation and Validation Scheme (CCEVS) rating from the Mational Securily Agency (NSA) and be
listed as a Certified Product wilth an Evaluation Assurance Level of two (2) or greatar.

The DIR solution will provide the State with a clear pictura of polential advanced cyber securily allack attempts and
threats across all desklop and server operaling system files, events, aclivity, hash values and will extract activity
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details from the device as evidence, The systerm will enable technicians to collect forensic arifacts of potential threats
and isclate the devics until mitigation can be complated. The software will have the ability 1o categorize findings on
devices, report high risk configurations, and detect unusual device behavior and alert staff of activities that have taken
place or are currently active on the device. '

Through a secure Interface, the State will be able to configure search files and alert seflings, review finding aciivities
on all desktops:; analyze device aclivily resulls, create oulput files of event findings and recommended mitigations,
and craate reports as needed to raport sacurily melrics.

The DIR system licensing will include access o securily intelligence resource information and recommendad

mitigation guidanse referencing axternal knowledge resources as needed 1o resolve delected securily incidents by the
DIR =yatem.

Figure 1- State Devices to Be Monitored

Device Category Units
PCs 55000
Servers | 4000 |

A more detailed description of the selulion for this project is provided in Arficlz 1, Section 1.104, Work and
Daliverables.

1.102 QUT OF SCOPE

« The actual managing of the network devices is out of scope
« Aremote hosied service

1103 ENVIRONMENT

The links below provide information on the Stale's Enterprise information technalegy (IT) policies, standards and
procedures which includes security policy and procedures, eMichigan web development, and the State Unified
Infarmation Technology Environment {SUITE).

Caonlractors are advised that the State has methods, policies, standards and procedures that have been developed
over the years. Contractors are expacted to provide proposals that conform to State IT policles and standards. All
services and products provided as a resull of this COMTRACT must comply with all applicable State IT policies and
standards. Contractor is required to review all applicable links provided below and state compliance in their response.

Enterprize IT Policies, Standards and Procedures:
Jimichigan govidimb0. 4568, 7-150-56355 56579 557 54---,00,Atml

All software and hardware items provided by the Contractor must run on and be compatible with the MDTME
Standard Infermation Technology Environmeant, Additionally, the State must be able to maintain software and other
items producad as the result of the Contract. Therefore, non-standard davaloprment tools may not be used unless
approved by MOTME. The Coniractor must request, in writing, approval to use non-standard software development
fools, providing justificaticn for the requested change and all costs associatad with any change, Tha MDTME Project
Manager must approve any tools, in writing, before use on any Informalien fechnology project.

It is recognized that technelogy changes rapidly. The Contractor may request, in writing, a change in the standard
environment, praviding justification for the reguested change and all costs associated with any change. The State’s
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Preject Manager must approve any changes, in wriling, and MDTME, before work may procesd based on the
changed environment,

Enterprize IT Security Policy and Procedures:

It Afwoana. michigan. gaowid 131 772 Tpcl
http: i, michigan.gowdocuments/dmbM 310.02 183775 7. pdf
hito:fiwanw. michigan.govdocuments/dmby 1325 193160 7.pdl
hlipdifwaw. michigan.govidocumenis/dmib/1 335 193161 7.pdf
hitto:ifwww. michigan.qovidocuments/dmb/1 340 1931 ol

The State's security environment includes:

« MDTME Single Login.

+  MDTME provided SQL securily database.

+«  Secured Sackest Layers.

+  SecurslD (State Security Standard for external network access and high risk Web systems)

MOTME requires that its single - lagin securily envirenment be used for all new client-server software development.
Whare software is being converted from an existing package, of & client-server application |s being purchased, the
security mechanism must be approved in writing by the State's Project Manager and MOTME Office of Enterprise

Sacurity.

Any addilional Agency specific security requirements above and beyond the enterprise requirements and standard
terms and conditions stated in Arficke 2 must be provided as pan of the Agency Specific Technical Environment.

Look and Feel Standard

Al software items provided by the Contractor must be ADA complaint ar under-gaing transilion lowards baing ADA
complaint and adhere to the Look and Feel Standards www michigan gowsomlookandfzelstandards.

The State Unifled Information Technology Environment {SUITE):
Includes standards for project management, systems engineering, and associaled forms and templates — must be

followed: _hitp: i michinan.gowsuite

1.104 DIR WORK AND DELIVERABLES

The Contractor will plan thal the systerm will be Inslalled, customized and fully deployed and operational within ane
hundred twenty (120) days after the contract execution date. The hardware must be installed and operalional within
forty-five (45) days of the contract execution date.

A. Business Reguirements

The Contracter must provide a 24x7x365 search based DIR solution that will analyze network deskiop and semver
zystem files, memory, applications, configurations and activity evenig for known compromise activifies and provide
response strategies for miligation of the activity. The system will be able to search for systemn threats and
identification of potential security risks for the initial number of devices listed in Figure 1. The system will reside on
the State of Michigan's network and only be accessible by the State of Michigan's Security Operation Center's (SQC)
slaff, Should the state of Michigan have a servica-related issue with the DIR system, state staff must be able lo
contast the Contractor's customer sarvice support staff on a 24x7%385 basis and werlk with the Contractor to regclve
the issue via phone or a site visit if the issue cannot be resolved in the course of one or two (1-2) business days for
major waork stoppage oritical issues or two (2-4) days for syslem component non-critical issues. Site visits will be
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mutually agreed to with SOM and the Dasignaled Support Engineer (DSE) and scheduled when nacessary to rasohve
ls=ues as part of a Platinum Priority Plus support service.

The DIR system will scan andfor search as many different types of operating syslems as possible on the Stale’s
network and dstact high, medium, and low threat incldent lems that reside on or are active on a device. The IR
systern will assess the polential risk, priorilize the events using an industry standardized event classification system,
and generate natification alerts that will sugpest counlenmeasures of defense strategies to the State of Michigan
Securily Operations Center (SOC) technicians for remediation. The DIR systermn will capture incident arlifacts lo agsist
the State in investigation of the activily and provide court admisgibla evidence if required.

The DIR system will support rapid friage of network desktop devices to prevent or stop an attack. The DIR system will
allow cuslomization of search definition files as desired by SOM and receive updated definition files from an axlarnal
source to stay current on the [atest known attack mechanisms and remediafions.

The DIR ey=tem administration interface will pravide the State with access (o the S0M device threat or compromise
infarmation and associated fools that are designed for the state to search for security threats and recommeand
response actions. The DIR inferface and system will ba available 24x7x385 and will provide the state with security
intalligence awareness information and sacurity response and mitigation infermation,

The DIR system Interfase will allow security technicians to add and ramove desklops or servers, or aulo detec! them,
provide canned vulnerability search definilion files and allow technician’s fo configure vulnerability search filas,
generate device aclivily repors or file expors, and generate analysis raports for all device threats detected. The DIR
interface will support pre-defined reports to be usad by the S0C to deliver monthly, weekly, and daily security metric
reparls of genaral device heaith reports.

The DIR systerm must be flexible enough to allow the State to add and remove both internal and external network
devices from =earches and also detect and flag internal and external systems that appear on the SOM network that
are new and unknown by the DIR. The DIR system will have redundancy built in and an expectad Up-Time
Parcentage of 99.90% or belter, that include redundant hard drives and power suppliss, and a SKU can be used as a
hot standby in the cese of a major fallure, .10% will be allowed for planned upgrades, patches and maintenance.

The Contractor will make available all advanced DIR system white papers and DIR user documentation so the: State
af Michigan has access to all updated system information as it s updated by the manufaciurer for the duration of the
contract. If the wehsite has Bmited access the Contractor will allow at least three State of Michigan Cyber Securily
accounts access. The website will alzo include training materials required for the system with any new updates, paich
release information for the system and documentation of changes that are included in updales or patches to the
gsysiem,

B. Implementation

The Contractor will 2ssist the State of Michigan with the instaliation of the DIR system and create a final Installation
Plan lo be reviewed and approved by the State. The Prefiminary Installation Plan with the process sleps, roles and
responsibilities, and estimated time lines will be updated and transition to the final Installation Plan. The installation
plan will sutline all steps in the installation process of setting up the DIR system al the SOM, to include hardware
specifications, Operaling System verslons, additional software and varsions required, open ports and protosols for
communications or any external communication inks requirsd.
The desired formal for the DIR Installation Plan is in a Microsoft Project format with attached detailed infermation
documenis as needed for each step. Once approved by the Stale of Michigan the installation process will be
implemented with the Cantractor 1o install and configure the DIR system and devices for scanning. Once the sysiam
is sel up and operational, a seventy-five (75) day deployment perlod will be undertaken to add devices, customize
device search files, and create custom reports and oulput files, .
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The Coniractor must provide a stallation Plan; it may be embedded in the overall DIR Contract Project
Management Plan but will have definitive Installation Start and Installation Completion tasks to clearly define all steps
of the Installation Plan. ' :

The Plan will inciude testing steps and identify how issues and system ariors will be tracked, reported and resoived
during testing.

The system must be sal up and running within foty-five (45) calendar days after the purchase order has besn
deliverad to the Contractor. During the installation pariod, search definition file customization, and reporing
reguiraments will be defined and configurad.

Tha Slale wauld ke assistance wilh DIR system configuration changes to customize the system to work to its fullest
extent in all State of Michigan environments and be able to export reports of findings. The system will be fully
“sustarmized”, configurad and somplataly deployved by one hundred twenly {120} days sfter execution of the Contract,

C. DIR System Support Services

Contractor will need to provide solution support services for the Slate of Michigan's Digital Incident Response {DIR)
security systam twanty (24) hours a day, seven (7) days a week, and three hundred sixty five (365) days a year. This
includes any DIR software system issues as requested by the approved State of Michigan secwity personal any time
during the contract year(s).

The Conlractor will also provide DIR software upgrade suppert and be available for on-site support if required during
fhe upgrade process as mutually agreed upon. This will includs system pateh installation suppert as well. On-sita
support requiremeants will be evaluated given the complaxity of the changes to the system and risk to the siaie’s
24x7%365 monitoring operations. Major upgrades making changss to key system components will gualify as a high
risk upgrade and Contractor on-site assislance will be requested and planned for in advance as mutually agresd
uporn. The Conlractor will always have a roll-back plan to restore the DIR system within twelve hours if an upgrade or
patch degrades or damages the DIR systems level of pedformance,

The Coniractor will supply general system service support an a 24x7x365 basis, via phone, email and an online
support portal, as further datailed in the Contractor's Support Terms. Tha Contractor will use commercially
reasanable efforts to respond to requests, by severity, as follows:

Severity Descriptions and Response Timelines

Initial Response

Severity Impact Time

Product rendered unresponsive, requires constant restariing,
of results in irretrisvable cormuplion or loss of data

One | Major application not functioning 30 minutes
Device not scanning, or device blocking traffic
Requires immacdiata fix or workaround

Sub-compenent of a major application not functicning as
documented

Two | sarvices degraded 2 Hours
Major performance degradaiion
Three Minor application not functioning as documentad 4 Business Hours

0
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General usage question
Four | General informstion requests 8 Business Hours
Feature requests

The Contractor guarantess & next business day delivery for hardwara RMA’s. This will ba a service leval agraament
monitored by the SOM for performance of the contract.
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Digital Incident Response Solution Raguiremants

The systemn must be scalable in terms of the amount of devicas that can be monitored for suspicious
configurations, files and activily.

The DIR systern or agents mus! have limited impact or effect on the state’s production devices or network while
communicating.

The system must ba able to ssarch both internal and extarnal devices.

The DR solution will analyze network desktop and server operaling system files, memaory, applications,
configurations and activity events for known compromise aclivities.

The system must search and detect all desktops added to the State of Michigan's network.

The system will secure all data elements gathered or artifacts of compromise.

Usar authentication will be used for interface connections.

The system will not use shared “senvice” accounts with imbedded plain text passwords anywhere in the
application,

The system will search netwark deskiops and servers looking for dafined files, configuraticns, evidence of
malware, Invalld hash values, and other threat tems.

The system detection file(s) or definition file(s) must be customizabla.

The systerm must provide global advanced riskithreat detection analysis

The system must provids global remediation informatian,

The system must be infegrated with external intelligence scurces 1o updsie threat detection flles and response
information ragularly.

The system must have configuration eplions to reduce the amount of false findings.

The system must have a configuration/prosess to allow priaritized cliant notification based on the potential impact.
The DIR systerm wiil have predefined mechanisms to adjust to heavy bandwidth utilization or conneclivity issues
and conlinue to report findings and correlate the resuits thereafer,

The systemn must evaluste and classify threals and pricritize threats.

|deally the system will download timely security advisories for evolving vulnerabilities and threats. Advisories
would detail countermeasures as released as well,

The systerm must implement glebal threst intelligence in its sclution,

The system must include triage processing reports.

The system must provide the State SOC with pricritize findings so the state's security response efforts are
focused on the highest risks.

The system musl inslude countermeasure for handling the threat or attack.

The system will have the ability to generate threat trend analysis reporls.

The reporting Inferface must support exporting data in POF, CSV and other formats.

The system must provide a customizable system interface for momtﬁrmg amd raporing.

The reporting interface must coma with standard reports, ———-

The reporting interface must support an autheniication method befors a user can access reparts.

The reporting system must limit access to rapors in a granular fashion.

The system inlerface musi allow the state to report on threat finding metrics.

The reporting process must support creating reports acress all devices monitored.

The system will search for potential compromise evidence and detect signs of malware activity, as applicable
bazed on the predefined definition files.

The system must identify host based securily incidants or suspect communications.
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33, The sysiem must identify open connections to possible backdoors and identify pors belng used.

34, The system must identify and collect ariifacts of internal systems allacking other internal systems.

35. The system must identify connections teffrem known bad URLs or IP's.

36, The system must constantly update search fites for new thraals,

47 The system must identify anomalous traffic tofrorm an IP address within a registered nelwk

38, The system will have redundancy built in and expecied Up-Time Percentage of 98.80% or better. .10% will be
allowed for planned upgrades, paiches and maintenance.

35, The system will provide the state with daily, weskly and monthly metrics reports.

40, Tha system will provide a daily threat summary repor.

41, The systerm will provide the State with mechanisms to assist with further incident invesfigation and artifact
collaction.

42, The system will provide a secure user interface that has multiple levels of security access rights to the syslem,

43, The system will assist the state to identify sacurity threats, recommend respense actions and collact and
document detalled incldent artifacts for all internal and external desktop security incidents or attacks.

44, The DIR system will support Rapid Triage of remole deskicps to prevent or stop an altack.

E. DIR System Training

The State of Michigan will require training classes for the DIR system for five (5) State employees. The class will need
to caver DIR system features and configuration of them, general system administration and maintenance
requirements, edding and remeving additional devices to the DIR system, adding and removing user accesses ta the
syslem, creating or customizing definition search files, crealing reports in the system, creating metrs reports, system
health checks, baskup and recovery processes, notification configurations and common best practices using the
system.

7. 200 Roias and Responsibiliiies
1.201 CONTRACTOR STAFF, ROLES, AND RESFONSIBILITIES

A. Contractor Staff

The Contractor will provide resumeas in the attached Parsonnel Resume templates for staff, including subContraciors,
who will be assigned to the Contract, indicating the dutiesiresponsibilities and qualifications of such personnel, and
stating the amount of time each will be assignad to the project. The competence of the parsonnel the Contractor
proposes for this project will be measured by the candidate's education and experience with paticular reference to
axperiencs on similar projects as described in this Staternent of Work,

The Contractor will Idaniify a Single Point of Contact (SPOC) or Account Manager (non-Key Perscnnel). The
duiies of the SPOC will include, but not be Bmited lo:

Supporting the management of the Contract,

Fachitating dispute resolution, and

Advising the State of performance under the terms and condilions of the Conlracl
Maintenance renewsl assistance

Coniractor must provide a list of all subContractars, including firm name, address, contact person, and a complete
description of the work to be coniracled. Include descriptive information concerning subContractor's arganization and
abilities.
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The Contractor must submit a letter of commitment for Kay Personnet {Project Manager) signed by the identified
razource, stating their commitmeant to work for the Contractor/subContractor on this project. If the identified personnel
are currently assigned to a Stale project the Contracior must provide a lelter signed by the Slals Praject Manager
raleasing the individual from the project upon execution of the contract. -

The Centractor will provide, and update whan changed, an organizational chart indicating lines of authority for
parsonnel involved in performance of this Contract and relationships of this stalf lo olher programs or functions of the
firm. This charl must also show lines of autharily to the next senior level of management and indicate who within the
firm will hawve prime respansibility and final authority for the waork,

Al Key Personnel may be subject to the Siale's interview and approval process. Any Key stall substitlulion must have
the prior approval of the State. The State has identified the following as key parsonnel! for this project:

Project Manager (Key Parsonnel)

The Contractor will provide a Project Manager to intaract with the designated personnal from the State to insure &
smooth installation and transition to the new system. The project manager will coordinate all of the activities of the
Condraclor personnel azsigned to the project and create all reports required by State. The Contractor's project
manager responsibilitiez include, at 8 minimum:

Mznage all defined Contractor regponsibliities in this Scope of Sarvices.
Manage Contractor's subConiraciors, if any

Develop the project plan and schedule, and update as needed

Sarve ag tha point parson for all project issuas

Coordinate and oversee the day-to-day project activities of the project team
Assess and repont project feedback and status

Escalate project issues, project risks, and other concerns

Review all project deliverables and provide feedback

Proactivaly propossfsuggest aptions and alternatives for consideration
Utilize change control procedures

Prepare project dacuments and materials

Manage and raport on the project’s budget

LR I I T

The Gontractor will provide a Technlcal Lead (Mon-key Parsonnel) to install and setup the Digifal Incident Response
system and agsist with initial configurations required in the one hundred twenty {120} days of the conlrast, The
Technical Lead will work on sile with the SOM Cyber Sacurily personne! to define requirements to coordinats IT
activilies required to install the DIR system and make it cperational in the SOM's environment. The Technics! Lead
will partake in knowledge sharing and guidance on search file configuration sellings to ulilized all DIR system
functionality and assist with report cusiomization,

The Contractor will provide sufficient gualified staffing to satisfy the defiverables of this Statement of Work.

On Site Work Requirements
Location of Work
The contract work will be performed, managed, and complated at the fallowing locations:
a. 515 Westshire Drive, Lansing, Michigan 48813
b, MDOS Building, 7064 Crowner Drive, Dimondale
¢ Austin Bldg, dth floor, 430 Allegan Sireel, Lansing

=m

2. Hours of Operation:
A, Marmal State working hours are B:00 a.m. to 5:00 p.m. EST, Monday through Friday, with work perfermad as
necessary after those hours (o meet project deadlines. No overtime will be authorized or paid.
13
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b. The Siate is not obligated to provide State management of assignad work oulside of normal State working
hours, The State reserves the right to modify the work hours in the best inlerest of the project.
¢ Contractar will observe the seme standard holidays as Stale employess. The State does not compensate for

holiday pay.

3. Travel:
a. Mo travel or expenses will be reimbursed, This includes travel costs related Lo training provided to the State
by Contractor,
b, Travel time will not be reimbursed,

4, Additional Becurity and Background Check Requirements:
Caontracior must present certificalions evidencing satisfactory Michigan State Police Background checks ICHAT
and drug tests for all staff identified for assignment 1o this project.

In addition, proposed Contractor personnel will be required to complete and submit &n RI-8 Fingerprint Card for
the Mational Crime Information Center (NCIC) Finger Prints, if required by project.

Conftractor will pay for all costs associaled with ensuring their staff meels all requirements.

1.202 STATE STAFF, ROLES, AND RESPONSIBILITIES
Agency will specify State personnel dedicsted to project, and identify their associated roles and responsibilities.

The State will provids the fellowing resourses for the Contractor's use on this projecl;

«  Work space

o«  Dask

«  Access to copiers and fax maching
+«  Phone

o Computer

The State project team will consist of Executive Subject Maller Experts (SME's), project suppor, and a MDTMB and I
Agency project manager. |

Executive Subject Matter Experts

The Execulive Subject Matter Experts representing the business units involved will provide the vision for the business
deslgn and how the application will provide for that vision. They will be available on an as needed basis. The
Executive SME's will be empowerad to:

« Raoszolve profect izsues in a timaly manner

Review project plan, status, and issues

Reseclve deviations from project plan

Provide acceptances sign-off

Ulilize change control procadures

Ensure timely availability of State resources

Make key implementation decisions, as identifisd by the Contractor's project manager, within 48-hours of their
axpectad decision date. -

& & ® 8 = ®

Name  Agency/Division Title Phoneale-mall |
Richard Reasner DTME Bichigan Cyber Diracior 517-241-4080
Security _ N reasnerr@michigan.gov |

Staie Project Manager- (MDTME and Agency) |
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MOTME will provide a Project Manager who will be responsibla for the State's infrastructure and coordinate with the
Contractor in determining the system configuration,

The State’s Project Manager will provids the following senvces:

Provide State facilities, as neadad

Coordinale the State resources necessary for the project

Facilitate coordination between various external Contraciors

Facilifate communicalion betwean different State deparimeanms/divisions
Provide acceptance and sign-off of deliverable/milestone

Review and sign-off of timesheels and invoices

Resolve project issues

Ezcalate cutstanding/high priority issuas

Utllize change confrol procadures

Conduct reguiar and ongoing review of the project to confirm that it meets original chjectives and requirements
Document and archive all important project decisions

Arrange, schedule and facilitate State staff attendance at all project mestings.

Name " [ Ageneyl/Division ) Title

Wicki McPherson MOTME Risk Compliance Seclion Project Manager

MDTME will provide a Contract Administrator whose dulies will include, but not be limited to, supperiing the
management of the Contract.

Name | Agency/Division Title

Richard Reasner . | DTMB Michigan Cyber Security Director

1.203 OTHER ROLES AMD RESPONSIBILITIES
Additional staff will be involved in the project and be determined by Ceniractor and the State Projact Manager as
needed during the project,

1.300 Profeet Plar

1.301 PROJECT FLAN MANAGEMENT

Preliminary Project Plan
The Contractor provided an overall Contract Project Plan, including necessary time frames and deliverables for the
various stages of the project and Lhe responsibilities and obligations of both the Contrastor and the Stale.

The Contract Project Plan will include a MS Preject plan or equivalent (check the SUITE/PMIM standard):

a. A description of the deliverables fo be provided under this contract.

b. Target dates and criticat paths for the deliverables.

¢. Identification of reles and responsibilities (time expectations for SOM staff), including the organization
respansibhe, Contractor is to provide a roles and responsibility matrix.

. The labar, hardware, materials and supplies required to be provided by the State in meeling the target dates
astablishead in the Preliminary Project Plan, -

a, Internal milestones

f.  Task durations

Nete: The Final Contract Project Plan will be required as stated in Aricle 1, Secfion 1,301 {C} Praject Control,
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Orientation Meeting

Upon fourteen (14} calendar days from execution of the Contract, the Contractor will ba raguirad to attend an
orientation meeting lo discuss the content and procedures of the Confract. The meeting will be held in Lansing,
Michigan, at a date and time mutually acceptable to the State and the Contractor. The State will bear no cost for the
time and travel of the Conlractor for aftendance at the meeting.

Parformance Review Meetings

The State will require the Coniracter to attend weskly mestings, al @ minimum, to review the Contractor's parformance
under the Cantract. The meaetings will be hald in Lansing, Michigan, or by teleconference, as mulually agreed by the
State and the Contractor. The State will bear no cost for the time and fravel of the Contractor for aftendance at the
meeting.

Project Control
1. The Confractor will carry oul this project under the direction and conirol of MDTME Michigan Cyber Sacurity.

2. Within fourtesn (14) working days of the execution of the Cantract, the Conlractor will submit to the Stats praject
manager(s) for final approvel of the project plan. This project plan must be in agreement with Aricle 1, Section 1,104
Wark and Deliverables, and must includs the following:

«  The Contractor's project organizational structure.

« The Contractor's staffing table with names and title of personnel assigned 1o the project, Mecessary substitutions
dus o change of employment status and other unforeseen circumstances may onfy be made with prier approval
of Ihe Slate.

« The project work breakdown structure (WBS) showing sub-projects, activities and tasks, and resources required
and aiflocated to each.

s The time-phased plan in the form of a graphic display, showing each event, task, and decision point in the WBS.

3. The Contraclor will manage the project in accardance with the Slale Unified Infermalion Technology Environment
(SUITE) mathadalogy, which incliedes standards for project management, systems engineering, and associated forms
and templates which is avallable at  hitp:/hwww. michigan. gowsuite.

a) Contracior will use an automated fool for planning, monitoring, and tracking the Confract's progress and the level
of effort of any Contraclor personnal spent perfarming Services under the Contract. The tool will have the
capabllity to produce:

+  Staffing lables with names of personnel assigned to Cantract tasks,

+  Project plans showing tasks, sublasks, deliverables, and the resources required and allocated to each
(including detailed plans for all Services to be performed within the next fifteen (15} calendar days, updated
semi-manthiy).

s Updates must include actual time spent on each lask and a revised  estimate to complate.

s Graphs showing crifical events, dependencies and decision points during the course of the Conlract,

B) Any tooi(s) used by Contractor for such purposas must produce information of a type and ina manner and fomat
fhat will support reporting in compliance with the State standards. -

1.302 REPORTS

Reporting formats must be submitled to the State’s Project Manager for approval within thirty (30) business days after the
execution of the contract resuiting from this CONTRACT. Once both parlies have agreed to the farmat of the report, it will
become the standard to fallow for the duration of the contract. During installation and configuration of the DIR system
these reports will be reviewed at the weekly status mestings. there after thay will be reviewed monthly or as oflen as the
Praject Manager raquests them during the maintenance peried.

o Weekly Project status
¢ Lipdated project plan
+ Project lssue Log
+  Project Risk Log
« Change Controd
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1.400  Projact Management

1.401 ISSUE MANAGEMENT
An issue Is an identified event that if not addressed may affect schedule, scope, quality, or budget.

The Conlraclor will maintain an issue log for issues relating to the provision of services under this Gonfract, The issue
management bog must be communicated to the Stale’s Project Manager on an agreed upon schedule, with email
nefifications and updates. The issue log must be updated and must conlain the following minimum elements:

Descriplicn of issue

Issue identification date

Responsibiity for resolving iscue.

Prigrity for issue resclution (to be mutually agreed upon by the State and the Contractor)
Resources assigned responsibility for resolution

Resolution date

Resolution description

issues will be escalsted for resolution fram leval 1 through level 3 for SOM and Contractor, as defined below:

Level 1 — Business leads
Lewvel 2 — Project Managers
Level 3 — Executive Subject Matter Experts (SME"s)

1402 RISK MANAGEMENT
A risk is an unknown circumstance or event that, if it occurs, may have a positive or negative impact on the project

The Centracior is responsible for establishing a risk management plan and process, including the identification and
recording of risk items, prioriization of risks, definition of mitigation strategies, monitoring of risk ltems, and periodic risk
assessment reviews with the Slate.

A risk management plan format will be submilled to the State for approval within twenty (20) business days after the
effective date of the contract. The risk management plan will be developed during the initizl planning phase of the praject,
and be in accordance with the State’s PRM methodology. Once both parties have agreed to the format of the plan, it will
becams the slandard o follew for the duration of the contract, The plan must be updated bi-weskly, or as agreed upon.

The Contractor will provide the lool to track risks. The Contractor will work with the State and aliow input into the
prioritization of risks.

The Conlracior is responsible for identification of risks for each phase of the project. Mitigating andfor eliminating
assigned rigks will be the responsibility of the Contractor. The State will assume the same responsibility for risks assigned

te tham.

1.403 CHANGE MANAGEMENT

Change management is defined as the process lo communicale, assess, menitor, and control all changes to system
resources and processes. The Slate also employs change managemant in its adminisiration of the Centract,

If & proposed contract change Is approved by the Agency, the Contract Administrator will submit a request for change to
the Depariment of Technolegy, Management and Budget, Procurement Buyer, who will make recommendations to the
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Director of DTMB-Procurement regarding ullimate approvaldisapprovat of change request. If the DTMB Procurement
Director agrees with the proposed modification, and all required spprovals are ablained (including State Adminisirative
Board), the DTMB-Procurament Buyer will issue an addendum to the Contract, via a Conirac! Change Motice,
Contractors who provide products or services prior to the igsuance of a Contract Change Notice by the DTME-
Procurement, rigk non ant for the out-of-scopedpri roducts andior sarvices.

The Contractor must employ change management procedures lo handle such things as “out-of-scope” requests or
changing business needs of the State while the migration is underway.

The Contractor will employ the change control methodalogies to justify changes in the processing environment, and to
ensura those changes will not adversely affect performance or availability.

1.500 A N

1.501 CRITERIA

Deliverables that are dosumants must:

s Be allowed no less than five {5) business days for review by the Stale of Michigan.

e Bein eleciranic fanmat, compatible with Slate of Michigan softwars in accordance with Article

1.302,

Provide a heading indicating documeant name on sach paga

Provide page number snd "of pages” on each page.

Provide an “as of” dale.

Indicate final and not drafl slatus

If required by SUITE, will leverage the SUITE template or leverage a template that serves fhe same purpese and

contains similar information but only with prior approval of the DTME

Project Managear.

s Reflest correction of feedback provided by the State, regarding but not limitad to, level of detail
and clarifications.

«  Reflect correclion of issues identified by State personnel during the review of said documeants
unless waived in writing by the DTME Project Manager.

- = B ® B

The approval procass is defined in more detail in the terms and conditions and also discussed in Section 1.104.

1.502 FINAL ACCEPTANCE

The following requirements for final acceptance apply:

« That ail deliverablss defined in Aricle 1 in accordance with the acceptance criteria defined in section 1.501 have been
completed and approved In writing by the DTME Project Manager,

«  The installed DIR system passed testing and parierms all the funclions defined in E. Digital Incident Response
Solution Requirements.,

« Complelion of Lessons Learned document with DTMB Project Manager

« Project Closa Out

1.6082 o ifon and Paymen

1.601 COMPENSATION AND PAYMENT

This will be a firm, fixed price Contract based on the following deliverables
A, Payment - #1 - 60% of total first year contract amount after signature antd approval of the State Project

Managar
a.  Deliverable 1.104 A — Business Requirernents
b. Deliverable 1.104 B - System Design
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&, Dellverable 1,104 C — Implamentation — Instaliation Plan
d Deliverabla 1.104 C — Implementation — Initial Installation and successful operation for 14 calendar
days.

B. Payment #2 ~ 40% of 6tal amount for the first year contract with signed approval of the Stats Project
Manager after the system configurations ere completed and stable within the 120 day deliverable time frame
referanced in 1.104,

Method of Payment

The first year's payment will be mads as indicated above. Additional years will be paid annually al the beginning of the
confractioption year.

The Centractor will be required 16 submit an Administrative Fee (see Section 2,031} on all payments remitled under the
Contract.

Extended purchasing program volume requirements are not included, unless stated otherwisa.

Travel
The State will nat pay for any travel expenses, including hotel, milsage, meals, parking, etc. Travel time will not be
reimbursed.

Qut-of-Pocket Expenses

Contraclor oul-of-pocket expenses are not separatsly relmbursable by the State unless, on a case-hy-case basis for
unusual expenses, if the State has agresd In advance and in writing to reimburse Contractor for such an expenss at the
State's current ravel reimbursement rates.

In the event travel is required, all travel reimbursemsnt will be paid according 1o the State of Michigan's Standardized
Travel Rales and Regulations. This information may be found at: http./fwwew. michigan.gavidmb/0, 1807,7-150-
9141 13132---,00.himnl

All air, car and hotel reservations must be made through the State Contract with Passageways Travel at (517) 333-5880
or (B00) 915-8729. All original receipts must be included with your travel voucher and invoices, which must include the
purchase order number. Failure to follow this policy will result In reduced reimbursement.

Contractor will send police to the State’s MDTME Contract Administralor with the reduced prices within fiftesn (15}
Business Days of the reduction taking effect. If the Contractor lowers its LIST prices, then the SOM will recelve future
price benefit for new product purcheses and support ranswals.

Statements of Work and lssuance of Purchase Orders
Unless otherwise agreed by the parties, each Statement of Work will includs:

Background

Project Objective

Scope of Wark

Deliverables _
Acceptance Criteria

Praject Control and Reports

Specific Department Standards

Payment Scheduls

Travel and Expenses

Prejact Contacts

0D IO L e

=k
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11. Agency Responsibilties and Assumptions
12. Location of Whera the Work is to be performed
13, Expected Contracior Work Hours and Conditions

The parties agree that the Services/Daliverables to ba rendered by Conlractor pursuant to this Confract (and any fulure
amendments of it) will be defined and described in detail in Statements of Werk or Purchase Orders (PO) executed under
thie Contract. Contractor will not be obilged or authorized to commance any work to implement a Statement of Werk until
authorized via a PO issued sgainet this Centract. Contractor will perform in accordance with this Contract, including the
Statements of WorkiPurchase Orders executed under it.

Invaicing
Contractor will submit properly itemized invoices o

DTME — Financial Services

Accounts Payable

PO, Box 30028

Lansing, Mi 46809

or

CTMB-Accounts-Pavablef@michigan qowv

Invaices must provide and itemize, as applicable:

Contract number;

Purchase Order numbsr

Contracter hame, address, phone number, and Federel Tax ldentification Mumber,
Dascripiion of any commeditiesthardware, including quantity ordarad;

Date{s) of defivery andfor date(s) of installation and set up;

Price for each item, or Contractor's list price for each llem and applicable discounts;
Maintenance chargas;

Mat invoice price for each item;

Shipping cosls;

Other applicable charges;

Total invoice price; and

Payment terms, including any available prampt payment discount.

& & & & & & & & & & # &

Incarrect or incomplete invoices will be returned to Confractor for correction and reissue.
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Article 2, Terms and Conditions

o e e e — —

C 2000 Contract Structure grnd Torm

2.001 CONTRACT TERM

This Centract is for a period of five {5} years beginning in January 43, 2015 through January 12, 2020, All oulstanding
Purchase Ordars must also expire upon the termination for any of the reasons listed in Saction 2,150 of the Contract,
unless olherwise extended under the Conirac!, Absant an early lermination for any reasen, Purchase Orders issued but
not expired, by the end of the Contract's stated term, will remaln In effect for the balance of the fiscal year for which they
were issued.

2.002 OPTIONS TO RENEW

This Contract may be repewed in wriling by mutual agreement of the parties nol less than 30 days befora its expiration.
The Coniract may be renawed for up to two (2) additional one (1) year periods,

2.003 LEGAL EFFECT

Contractor accepts this Contract by signing two copies of the Contract and returning them to the DTMB-Procurameant.

Tha Contractor will not proceed with the perfermanse of the work to be done under the Contract, including the purchase of
necessary materizls, until beth parties have signed the Contract to show acceptance of its terms, and the Conbractor
raceivas & conliact releasefpurchase order that authorizes and defines specific performanca requirements.

Except as otherwise agreed in writing by the parties, the State will not be lisble for costs incurrad by Conlracior ar
paymeni under this Contract, until Contractor i notified in writing that this Contract or Change QOrder has hesn approved
by the State Administrative Board (if required), signed by all the parties and a Purchase Order against {he Contract has
been issued,

2,004 ATTACHMEMNTS & EXHIBITS
All Attachments and Exhibits afficed to any and ail Statement(s) of Work, or appended te of refarencing this Contract, ane
incerparated in their entirety and form part of this Contract.

2,006 ORDERING

Tha State must issue an approved written Purchase Crder, Dlanket Purchase Order, or Direct Voucher Order to order any
Senvices/Defiverables under this Contract. All orders are subject to the tarms and conditions of this Gontract. Mo
adelitional terms and conditions contained on either a Purchase Order or Blanket Purchase Order apply unless they are
specifically contained in that Purchase Crder or Blanket Purchase Order's accompanying Statement of Work, Exact
guantities to be purchased are UNknawr, however, the Conlractor will ba reguired Lo furnish all such materials and
sarvicas as may be ordared during the Contract period. Quantities specified, if any, ars estimates based on pricr
purchazes, and the State is not obligated to purchase in these or any ather quantities.

2.006 ORDER OF PRECEDENCE

The Contract, including any Statements of Work and Exhibits, to the extent not cantrary to the Contract, each of which is
incorporated for all purposes, constilutes the entire agreement between the parties with respect to the subject matter and
supersedes all prior agresments, whether written or aral, with respect to the subject matter and as additional tarms and
conditions an the purchase order must apply as imited by Section 2.005.

In the event of any inconsistency between the terms of the Contract and a Statement of Waork, the terms of the Statemant
of Work will take precedence (s to that Statement of Work only), provided, however, that a Stalement of Work may not
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modify or amend the terms of the Contract. The Gontract may be medified or amended only by a formal Confract
amendmeant.

2,007 HEADINGS

Captions and headings used in the Contract are for information and organization purpeses. Caplions and headings,
including inaccurate raferencas, do nol, in any way, define or limit the requiremants or terms and conditions of the
Contract,

2008 FORM, FUNCTION & UTILITY
If the Contract is for use of more than one State agency and if the DeliverablefService does not the meet the form,

function, and uiility required by that State agency, that agency may, subject to State purchasing palicies, procure tha
Deliverable/Service from anothar sowrca.

2.008 REFORMATION AND SEVERABILITY

Each provision of the Contract is severable from all ather provisians of the Contract and, if one or more of the provizions
of the Contract is declared invalid, the remaining provisions of the Caonfract remain in full force and effect.

2078 Consenfs and Approvals
Except a5 axprassly provided otherwise in the Contract, If eifher parly requires the cansent or appreval of the other party
for the taking of any action under the Coniract, the consent or approval must be in writing and must not be unreasonatily

withheld or delayed.

2011 NO WAIVER OF DEFAULT
If a pariy faile to insizt upon strict adherance to any term of the Contract then the party has not waived the right to latar
insist upon strict adherence o that lerm, or any ather term, of the Contract,

2012 SURVIVAL

Any provisions of the Contract that impose continuing obligations on the parties, including without limitation the parties’
respactive warranty, indemnity and confidentiality obligations, survive the axpiration or termination of the Contract for any
reason. Specific references to survival in the Contract are solely for identification purposes and not meant to limit ar
prevent the survival of any other section

2020 Contract Administration

2021 ISSUING OFFICE

Thie Contract is iszued by the Department of Technology, Management and Budget, and Procurament (colisctively,
inclheding all ather ralevan! State of Michigan departiments and agencies, the "State”). DTMB-Procurement is the sole
point of contact in the State with regard to all procurement and contractual matters ralating to the Contract. The DTMB-
Procursment Contract Administrator for this Contract is:

Michae! Breen
Buyer
Frocurament
Department of Technology, Management and Budgat
Masecn Bldg, 2nd Floar
PO Box 30026
Lansing, MI 48908
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Emaill; BreenM@michigan.gov
Fhone: 1.517-241-7720

2.022 CONTRACT COMPLIANCE INSPECTOR

The Director of DTME-Precuremeant directs the person named below, or his or her designee, to moniter and coordinate
the aclivilies for the Contract on a day-to-day basis during its term. Monitoring Contract activities does not imply the
authority to change, maodify, clarify, amend, or otherwise alter the prices, terms, conditions and specifications of
the Contract. DTMB-Procurement is the anly State office authorized to change, modify, amend, alter or clarify the
prices, specifications, terms and conditions of this Contract. The Contract Compliance Inspector for this Contract is:

Richard Reasner, Director of Michigan Cyber Security
Department of Technology, Management and Budget
515 Wastshire Drive, Lansing, Mi 48813
Reasnerm@michigan.gov

Phone; {517) 241-4090

Feax: (517) 241-2013

2023 PROJECT MANAGER
The fallowing individual will oversas the project:

Richard Reasnar, MCS Direclor

Department of Technology, Management and Budget
515 Westshira Drive, Lansing, Mi 48813
Reasnern@michigan.gov

Phone: {517) 2414000

Fax: (517) 241-2013

2,024 CHANGE REQUESTS

The State reservas the right to request fram time to time any changas to the requirements and specilications of the
Contract and the work to be performed by the Contractor under the Contract. During the course of ordinary business, it
may become nacessary for the State fo discontinue certain business practices or cresle Additional Services/Deliverables,
Al a minimum, to the extent applicable, Contractor will provide a detailed outline of all work to be done, including lasks
necessary to accomplish the Additional Services/Deliverables, timeframeas, sting of key personnal assigned, estimated
hours for each Individual per task, and & complete and detailed cost justification_

If the State requests or directs the Conlractor to perform any Sernvices/Deliverables that are outside the scope of the
Contractor's responsibilities under the Contract ("Naw Work™), the Contractor must notify the State promptly before
commencing performance of the requested aclivities it belisves are New Work. If the Conlractar falls to notify the Slate
before commencing performanca of the ragquested activities, any such activities performed before the Contractor gives
notice will be conclusively considersd to be in-scope Services/Deliverables and not Mew Work.

If the Slate requests or directs the Contractor to perform any services or provide deliverables that are consistent with and
similar to the Services/Deliverables being provided by the Contractor under the Contract, buf which the Contractor
reasonably and in good faith believes are not includad within the Statements of Work, then befare pedorming such
Services or praviding such Deliverables, the Contractor will notify the State in writing that it considers the Sarvices or
Deliverables to be an Additicnal Service/Delverable for which the Contractar should receive additional compensation. If
the Confracior does not so notify the State, the Contractor will have no right to claim thereafter that it iz entitled to
additional compensation for perferming that Service or providing that Deliverable. If the Contrastor does so notify the
State, then such a Service or Deliverable will be governed by the Change Reques! procedure In this Section.

In the event prices or service levels are not acceptable o the State, the Additional Services ar New Work will be subject to
competitive bidding basad upon the spacifications.
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(1) Change Request at State Requesl
If the State requires Contractor lo perform Mew Work, Additional Services or inake changes to the Services fhat
would affect the Contract completion schedule or the ameunt of compensation dus Conlraclor (3 *Change™), the ~
State will submil a written reguest for Contracior 1o furnish & proposal for carrying out the requested Change (2
“Change Request’).

{2) Contractor Recommandation for Change Requests:

Contractor will be enlitled to propose a Change to the State, on its own Iniliative, should Contractor believe the
proposed Change would banefit the Contract.

{3) Upon receipt of & Change Request of on its own initiative, Contractor will examine the implications of the requasted
Change on the technical specifications, Gonlract schedule and price of the Deliverables and Services and wil
submit to the State without undue delay a written proposal for camrying out the Change. Contractor's proposal will
include any asseciated changes in the tachnical specifications, Contract schadule and price and method of pricing of
the Services. if the Change is to be performed on a time and materials basis, the Amendment Labor Rates will
apply to the provizion of such Services. If Contractor provides a written proposal and should Contractor be of the
opinion that a requested Changs is not to be recommendad, & will communicate its opinkon to the State but wil
nevertheless carry out the Change as specified in the written proposal if the State direcls it to do so.

{4) By giving Contractor writien notics within a reasonable time, the Stale will be enfitlad to accept a Contractor
proposal for Change, to reject i, or to reach another agrasment with Contracter. Should the parties agree on
carfylng out a Change, a written Contract Change Motice must be prepared and issued under this Contract,
describing the Change and its effects on the Services and any affecled components of thiz Gontract (a *Coniract
Change Motice")

(5] Mo proposed Change will be perfermed until the proposed Change has been specified in a duly executed Conlract
Change Notice issued by the Department of Technology, Management and Budget, Procurament.

{8) If the State requests or dirscts the Coniractor bo perform any activities that Contractor believes constitute a Change,
the Contractor must notify the State that it believes the requested activities are a Changs before beginning to work
on the requested activitizs. If the Contractor fails 1o notify the Stale before heginning to work on the requested
activities, then the Contractor waives any right to assert any claim for additional compensation of fima for performing
the requested activities. If the Contractor commences perfoming work outside the scope of this Contract and then
ceases performing that work, the Contractor must, at the request of the State, retract any oul-of-scope work that
would adversely affsct the Contract,

2025 NOTICES

Any nolice given to & party under the Conlract must be deemed effective, if addressed to the parly as addressed below,
uport: (i) delivery, if and deliverad: (i) recaipt of a confirmed transmission by facsimile if a copy of the notice is sent by
anather means specified In this Saction; {il} the third Business Day after being sent by .5, mail, postage pre-paid, return
receipt requested; o (iv) the next Business Day after being sent by a nalionally recognized overnight express courisr with
a refiable tracking syatam.

State:
Dellvery or Courier United States Postal Service
State of Mishigan State of Michigan
DTMB-Procurement DTMB-Procurement
Altention: Aftention:
1* Floor, Constitution Hall PO Box 30026
525 West Allegan Lansing, M| 4880%-7526
Lansing, Michigan 48933-1502
Confractorn
FireEya, Ihc.
ATTH: Ganeral Counsel — Contracts
1440 MeCarthy Blvd.
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Milpitas, CA 95035
Either parly may change its address where notices are to be sent by giving notice according to this Section.

2.026 BINDING COMMITMENTS

Represenlatives of Confractor must have the authority fo make binding commitments o Contractor's behalf within the
hounds sef forth In the Contract. Conlractor may change the representatives from time fo time upon giving wrilten nofice.

2,027 RELATIONSHIP OF THE PARTIES

The relationship betwaen the State and Contraclor is that of clisnt and independent Confractor. Mo agent, employes, or
sarvant of Contraclor or any of its SubContractors will be desmed to be an employee, agent or servart of the State for any
reason, Contractor will be solely and entirely responsible for its acts and the acts of it agents, employees, servants and
SubContraclors during the performancea of the Contract.

2,028 COVENANT OF GOOD FAITH

Each party will act reasonably and in good faith. Unless atated olherwise in the Contract, the partiss will not unreasonabiy
delay, condition or withhold the giving of any consent, decision or approval that is either requested or reasonably required
of them in order for the other party to perfonm its responsibiliies under the Contract,

2.029 ASSIGNMENTS

Meither party may assign the Contrac!, or assign or delegate any of its duties ar abiigations under the Cenlract, to any
other parly {whether by oparation of law or otherwise), without the prior wrilten consent of the other party; provided,
hewever, that the Stale may assign the Contract to any other State agency, department, division or departmant without
the prior consent of Contractor and Contractor may assign the Contract to an affifiate so long as the affiliats s adequately
capitalized and can provide adequale assurances that the affilate can perform the Conlract. The State may withhold
consent from proposed asskgnments, subconirscts, or novalions when the transfer of responsibility would oparate to
decrease Ihe Stale's kellhood of recelving performanca on the Centract or the State's ability 1o recover damages.

Contractor may not, without the prior written approval of the State, assign s right to recaive payments dus under the
Contract., 1f the State permits an assignment, the Contractor s not relieved of its responsibility to perform any of its
contractual dutiss and the requirement under the Coniract that all payments must be made to one entity continues.

If the Contractor intends 1o assign the contract or any of the Contractor's rights or duties under the Contract, the
Contractor must notify the State in writing at leasi 80 days before the assignment, The Contracter also must provide the
State with adeguate informalion about the assignes within a reascnable amaount of time before the assignment for the
Slate to determine whether to approve the assignment,

2030 neral Provi;

2.031 ADMINISTRATIVE FEE AND REPORTING

The Confractor must remit an administrative fee of 1% on all payments remilted lo Contractor under the Gontract including
transactions with the Stale (including its depariments, divisions, agencies, offices, and commissions), MIDEAL members,
and other states (including governmental subdivisions and aulhorized entities). Contractor must submil an itemized
purchasing activity report, which includes al & minimum, the nams of the purchasing entity and the fotal doliar volume in

sales.
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itemized purchasing activity reports should be mailed {0 DTMB-Pracurement and the administrative fee payments wilk ba
made by check payable to the State of Michigan and malled to;

The Depariment of Technology, Management and Budget
Financial Services — Cashier Unit

Lewis Cass Building

220 Soulh Walnut St

P.0O. Box 30681

Lansing, Ml 48909

The administrative fes and purchasing activity report are due within 30 calendar days from the last day of each quarter.

2,032 MEDIA RELEASES

News releases (including pramotional [ferature and commercial adverisements) pertaining Lo the Contract or project to
which it relates will not be mads witheut prior written State approval, and then only in sccordance with the explicit wriltan
inatructions from the Stats. Mo results of the activities associated with the RFEP and Contract are (o be released without
prior written approvel of the State and then only 1o persons designated.

2.033 CONTRACT DISTRIBUTION
DTME-Procurement retains the sols right of Contract distribution to all Siate agencies and local unils of government
uriless ather arrangements are authorized by DTMB-Procurement,

2.034 PERMITS

Contractor must obtain and pay any associated costs for all required governmental parmits, licenses and approvals for the
delivery, installation and performance of the Services. The State will pay for &ll costs and expenses incurred in obtaining
and mainlaining any necessary easemants or right of way.

2035 WEEBSITE INCORPORATION

Tha State is nol bound by any content on the Conlractor's websile, even if the Coniractor's decumentaiion spacifically
refarenced that corfent and altempts to Incorporate it infe any othar communicaticn, unless the State has aciual
knowledge of the cantent and has expressly agreed to be bound by itina wriling that has been manually signed by an
authorized representative of the Slate,

2036 FUTURE BIDDING PRECLUSION

Conlractor acknowledges that, to the exdent this Contract invalves the creation, rasearch, investigation or generation of a
future REF; it may be preciuded from bidding on the subseguent RFP. The Stats reserves the right to disqualify any
Bidder if the State determinges thal the Bidder has used its position (whether as an incumbsnt Contractor, oras a
Contractor hirad to assist with the RFP development, or as a Vendor offering fres assislance) to gain a competitive
advantage on the RFP.

2,037 FREEDOM OF INFORMATION

Al infermation in any proposal submitted o the State by Contractor and this Contract is subject to the provisions of the
Michigan Freedom of Information Act, T976 Public Act Mo, 442, as amended, MCL 15,231, et seq (the "FOIA"),

2,038 DISASTER RECOVERY

Contracter and the State recognize that the State provides essentlal servicss in Uimes of natural or man-mads dizasters.
Therefore, except as so mandated by Federal disaster response requirements, Conlractor parsonnel dedicated to I
providing Services/Deliverables under this Contract will provide the State with priorily service for repair and work around

in the event of a natural er man-made disastar,
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2.040 Fingnicial Provisfons

2.041 FIXED PRICES FOR SERVICES/DELIVERABLES

Each Statement of Work or Purchase Order lssued under this Contract will specify (or indicate by reference to the
appropriate Contract Exhibit) the firm, fixed prices for all Services/Delivarables, and the associaled payment milestones
and payment amounts, The State may make progress payments to the Coniractor when requested as work progresses,
but nol mere frequantly than monthly, in amounts approved by the Contract Administrator, after negotiation, Centractor
will show verification of measurable progress at the time of requesting progress payments.

2.042 ADJUSTMENTS FOR REDUCTIONS IN SCOPE OF SERVIC ES/IDELIVERABLES

if the scope of tha Senvices/Deliverablas under any Statement of Work fssued under ihls Contract is subsaquently
reduced by the State, the parties will negotiate an squitable reduction in Contraclor's charges under such Statement of
Work comrransurate with the reduction in scope.

2.043 SERVICES/DELIVERABLES COVERED

The State will not be obligated to pay any amounts in additien to the charges spacified in this Contract for &l
Servicas/Daliverables to be provided by Contractor and its SubConlraclors, if any, under this Contracl,,

2.044 INVOICING AND PAYMENT — 1N GENERAL

(a} Each Statement of Work issued under this Gonlract will fist {or indicate by reference to the appropriate Contract
Exhibil) the prices for all Servicas/Deliverables, equipment and commodities 1o be provided, and the associated
paymenl milastones and payment amounts.

{6y Each Contractor invoice will show details as to charges by Service/Deliverable component and location at a level of
detail reasonably necessary to satisfy the Stale's accounting and charge-brack requidraments. Invoices for Services
performed on a time and materials basis will show, for each individual, the number of hours of Services performed
during the billing period, the billable skillfiabor category for such person and the applicatle hourly biling rate,
Prampd payment by the Siate is conlingent on the Contractor's invoices showing the amount owed by the State
minus any holdback amount fo be retained by the Stale in accordance wilh Section 1,600,

{c) Correc! invoices will be due and payable by the State, in accordance with the State's standard payment procedure as
specified in 1864 Public Act Mo, 279, MCL 17.51 et seq., within 45 days afler receipt, provided the State determines
thal the Invoice was properly rendered,

{d 1) All involces will reflect actual work done. Specific details of invoices and payments will be agreed upon between the
Centract Administrator and the Contractor after the proposed Coniract Agreamant has baen signed and accepled by
hoth the Cantractor and the Director of Procurement, Department of Technology, Meanagement and Budgst. This
activity will ocour only upen the specific written direction frem DTMB-Procurement.

The specific payment schedule for any Contracl(s) entered info, as the State and the Contractor(s) will mutually
agree upon. The schedule will show paymeant amount and will reflect actual work done by the payment dales, less
any penally cost charges accrued by those dates. As a general policy statements will be forwarded to the
designated representative by the 15th day of the following month.

The Government may make progress payments to the Coniractor whan requested as work progresses, but not more
frequently than manthly, in amaounts approved by the Conlract Administrator, aftar negotiation. Contracior must
show verification of measurable prograss at the time of requasting progress payrments,

2,046 PRO-RATION
Ta the extant there are Services thal are to be paid for an a monthly basis, the cost of such Services will be pro-rated for
any partial month.
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2,046 AMTITRUST ASSIGNMENT
The Contractor assigns lo the State any claim for avercharges resulling from anfitrust viclations to the extent that those
violations concern materals or senvices supplied by third parties to the Contractor, toward fulfiliment of this Gontract.

2.047 FINAL PAYMENT

The making of final payment by the State 1o Gontractor does not constilute a waiver by either parly of any rights or other
claims as to the other party's conlinuing obligations under the Contract, ner will it constilute a waiver of any claims by one
party against the olher arising from unseltled claims or failure by a party to comply with this Conlract, including claims for
Services and Deliverables not reasonably known until afler acceptance o be defective or substandard. Conlractor's
acceptance of final payment by the State under this Contract will constitule a waiver of all claims by Contractor against the
State for payment under this Conltract, other than those claims previgusly filed in wriling on a timely basis and still
unsettled.

2.048 ELECTRONIC PAYMENT REQUIREMENT

Elecironic transfar of funds is required for payments on State Coniracis. Contraclors are required ta register with the
State slectronically at http:iwww, cpexpress statemiug, As stated in Public Act 431 of 1984, all contracts that the State
enters into for the purchase of goods and services will provide that payment will be made by electronis fund transfer
{EFT).

2050 Taxes

2,051 EMPLOYMEMNT TAXES
Contracter will collect and pay all applicable federal, state, and local employment laxes, including the taxes.

2,052 SALES AND USE TAXES

Contractor will register and remit sales and use taxes on taxable sales of tangible perscnal property or services delivered
into the State. Contractors that lack sufficient presence in Michigan to be required to register and pay tax musl do seasa
volunteer. This requirement axtends to: (1) all members of any controfied group as defined in § 1563(a) of the Intemal
Revenue Code and applicabla regulations of which the company is a member, and (2) all arganizations under common
contral as defined in § 414(c) of the Internal Revenue Code and applicable regulations of which the company is a member
that make sales at retail for delivery Into the State are registered with the State for the collection and remittance of sales
and use taxes. In applying treasury regulations defining “two or more trades or businesses under comman control” the
term "organization” means sole proprietorship, a parinership (as defined in § 701(a) (2) of the Internal Revenus Code), a
trust, an estate, a corporation, or a [mited liabilty company.

2080 Con Ma et

2.061 CONTRACTOR PERSONNEL QUALIFICATIONS

All persons assigned by Contractor to the performance of Services under this Contract must be employses of Contractor
or its majerity-cwned (directly or indirectly, at any tier) subsidiaries (or a Slale-approved SubCenlractor) and must be fully
qualified to parform the work assigned to them. Ceontracter must include a similer provision in any subcontract entered
into with a SubContractor. For the purpases of this Contract, independent Conlractors engaged by Conlractor sclely in a
staff augmentation role must be treated by the State as if they were employees of Conlbractor for this Contract only,
howaver, the State understands that the relationship between Contractor and SubContractor is an indapendent Contractor
refationship.
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2062 CONTRACTOR KEY PERSONMEL

{8) The Contractor must provide the Contract Compliance Inspector with the names of the Key Personnel.

(b) Key Personnel must be dedicated as defined in the Statement of Werk fo the Project for its duration in the applicable
Statement of Work with reapact o olher individuals designated as Key Personnel for thal Statement of Wark.

(c) The State will have the right to recommend and approve In writing fhe initial assignment, as well as any preposed
reassignment or replacement, of any Key Personnel, Before assigning an individuzl to any Key Personnel position,
Contractor will notify the State of the proposed assignment, will introduce the individual to the appropriate State
reprasentatives, and will provide Ihe State with a resume and any cther Information about the individual reascnably
requested by the State, The Slate reserves the right to interview the individual befare granting wrilten approval. In
{ha event the State finds a proposed individual unacceptable, the State will provide & wrillen explanation including
reasonable detall cutlining the reasons for the rejection.

{d) Centractor musi nat remove any Key Personnel fram their assigned roles on the Contract without the prior written
consant of the State. The Contractor's ramoval of Key Personinel without the prior written consent of the State is an
unautherized removal {"Unauthorized Removal'). Unauthorized Remaovals does not include replacing ey
Personnel far reasons beyond the reasonable contrel of Contrastor, including iliness, disability, leave of absence,
personal emergency circumstances, rasignation or for cause termination of the Key Parsonnel's employment.
Unautherized Removals daes not include replacing Key Personnel bacause of promotions or other job movements
allwwed by Contractor personnel policias or Collective Bargaining Agreemeani(s) as long as the State receives prior
written nollce before shadewing occurs and Contractor provides 30 days of shadowing unless partias agree to a
differant time period. The Contractor with the State must review any Key Personnel replacements, and appropriate
transition planning will be establishad. Ay Unauthorized Removal may be considerad by the State 1o be a materlal
breach of the Contract, in respect of which the State may elect o exercise ils terminstion and cancellation rights.

{a} The Contractor must notify the Contract Compliance Inspector and the Contract Administrator at least 10 business
days before redeploying non-Key Personnel, who are dedicated to primarily to the Project, to ofther projects. If the
State doss not objact to the redeployment by its scheduled date, the Confractor may then redeploy the non-Key

Personnel.

2,063 RE-ASSIGNMENT OF PERSONNEL AT THE STATE'S REQUEST

The State reserves the right to require the removal from the Prajact of Contractar pergonnel found, in the judgment of the
State, to be unacceptable. The State's request must be written with reasonable detail auflining the reasons far the
removal reguest. Additionally, the State's request must be based on legitimate, goad faith reasons. Replacement
personnel for the removed person must be fully qualified for the position. If the: Stale exercises this right, and the
Cantracior cannot Immediately replace the removed personnel, the State agrees o an equilable adjusiment in schedule
or other terme that may be affected by the Stale's required remaoval. If any incident with removed personnal results in
delay not reasonably anticipatable under the circumstances and which iz atiributable to the State, the applicable SLAs for
the affected Sarvice will not be counted for a time as agreed to by the parties.

2,064 CONTRACTOR PERSONMEL LOCATION

Al staff assigned by Contractor to work on the Contract will periorm thedr dulies either primarily at Contractor's offices and
facilities or at State facilities. Without limiting the generality of the faregeing, Key Personnel will, al a minimum, spend at
jaast the amount of ime on-site at State facilities 25 indicated in the applicable Statement of Work. Subjest o availability,
selected Contractor persennel may be assigned office space to be shared with State personnel.

2.065 CONTRACTOR IDENTIFICATION

Contractor employeas must be clearly identifiable while on State praperly by wearing a Slale-izzued badge, as required.
Coniractor employess are fequired to clearly identify themselves and the company they work for whenever making
contact with State personnel by telephone or other means.

2.066 COOPERATION WITH THIRD PARTIES

Contractor agrees fo cause ils personnel and the personnel of any SubContractors te cooperate with the State and ils
agents and other Contractors including the State's Quality Assurance personnal As reasonably requested by the State in
writing, the Gontractor will provide to the State's agenis and ather Contractors reasonable access to Conlractor's Project
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personnel, systems and facllilies to the extent the access relates to activities specifically associated with this Centract and
will nat interfare o jeopardize the safety or operation of the systems or facilties. The Slale acknowledges that
Contractar's time schedule for the Contrast is very specific and agrees not ko unnecessarily or unreasonably interfera with,
“detay or otherwise impeded Contractor's performance under this Contract wilh the requests for access. '

2067 CONTRACT MANAGEMENT RESPONSIBILITIES

Cantractor will be responsible for all acts and omissions of its employess, &s well as the acts and omissions of any other
personnel furnished by Contrastor lo perfom the Services. Contractor will hava overall responsibility for managing and
successfully performing and completing the Services/Deliverables, subject to the overall direction and supervision of the
State and with the participaticn and support of the State as specified In this Contract. Contractor's duties will Include
menitering and reporting the State’s performance of its participation and suppor responsibilities (as well as Conlractor's
own responsibilities) and providing timely nofice to the State in Contractor's reascnable opinion if the State's failure to
perform il responsibilities in accordances with the Project Plan is likely to dalay the timely achievement of any Caonlrac
lasks.

The Contracter will provide the Services/Deliverables directly or through its affiliates, subsldiaries, subContractors or
ressllers. Regardiess of the entity providing the Service/Deliverable, the Contractor will 2ct as a single point of contact
eoordinating these entities fo maet the Siate's need for Services/Deliverables. Mething in this Contract, howaver, will be
construed to authorize or require any party to viclale any applicable law or regulation in its performance of this Contract.

2,068 CONTRACTOR RETURN OF STATE EQUIPMENT/RESOURCES

The Contractar will return to the State any State-furnished equipment, facilities and other resources when no longer
required for the Contracl in the same condition as when provided by the State, reasonable wear and ear excepled,

2070 Subconfracting by Confraclor

2,071 CONTRACTOR FULL RESPONSIBILITY

Contragior will have full responaibility for the succassful performance and complelion of all of the Services and
Deliverables. The State will consider Gontractor to be the sole peint of contact with regard to all contractual matters under
this Contract, including payrment of any and all charges for Services ard Deliverables.

2,072 STATE CONSENT TO DELEGATION

Cantractorwill not delegata any dulies under this Contract te a SubContractor unless the Department of Technology,
Management and Budget, Procurement has given writlen consent to such delegation. The State will have the right of
prier wrilten approval of all SubConfractors and to require Centractor to replace any SubCeontractors found, in the
reasanable judgment of the Slate, to be unacceplable. The Stale’s request will be written with reasonable detail outlining
the reasens for the removal request. Additienally, the State’s request will be based on lagitimate, good faith reasons.
Replacement SubConfractor(s) for the removed SubContractor will be fully qualified for the position. If the State exercises
this right, and fhe Conlracier cannot immediately replace the removed SubGontractor, the State will agree to gn eguitabls
adjustment in schedule or ather terms that may be affecied by the State’s required removal. If any such incident with &
removiad SubContractor resulle in delsy not reasonable anticipatable under the cireumstances and which is attributable to
the State, the applicable SLA for the affected Work will not be counted for a fime agreed upon by the parties.

2.073 SUBCONTRACTOR BOUND TO CONTRACT

In any subcontracis entered Into by Centractar for the performance of the Services, Contractor will require the
SubCaontractor, to the extant of the Services to be performed by the SubCaniractar, to be bound to Contraclor by lhe
iarms of this Contract and to assume toward Contractor 2l of the cbligations and responsibilities that Conlractor, by this
Contract, assumes loward the State, The State reserves the right to recaiva copies of and review all subcontracts,
although Centractor may delete or mask any proprietary informatien, including pricing, contained in such contracts before
prowiding them to the State. The management of any SubContracior will be the responsibility of Contractar, and
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Contractor will remain responsible for the performance of its SubContractors to the same extent as if Contractor had not
subcontracted such performance. Contracior will make all payments to SubContractors or suppliers of Contracior,

Except as otharwise agreed in wriling by the State and Cantractor, the Stale will nol be obligated to direct payments far
the Services other than to Contractor, The State's written approval of any SubContractor engaged by Contraclor to
perform any obligation under this Cantract will not relieve Contractor of any obligations or performance required under this
Contract. A list of the SubContractors, if any, approved by the State as of the execution of this Confract, together with a
copy of the applicable subcontract is altachad.

2,074 FLOW DOWN

Excepl where specifically appraved inwriting by the State on a case-by-cass basis, Contractar will flow down the
obfigations in Sections 2.031, 2.060, 2.100, 2.110, 2.120, 2.130, and 2.200 in ail of its agreaments with any

SubContractors.

2075 COMPETITIVE SELECTION

The Contractor will select subContractors (including suppliers) on a compatitive basis fo the maximum practical extent
consistent with the objactives and requirements of the Confract.

2080 State Responsiblilities

2,081 EQUIPMENT
Tha State will pravide only the equipment and rescurces identified in the Statement of Work and other Contract Exhibits,

2.082 FACILITIES

The Slate must designale space &3 long as itis avallable and a5 provided in the Statemeant of Work, to house the
Coniractor's perconnel whom the pardies agrea will perorm the Services/Deliverables ai Stale facifities (collectively, the
“State Faciities"). The Contractor will have reasonable access to, and unless agread otherwise by the parties in writing
must observe and comply with all rules and regulations relating to each of the State Facilities (including hours of
aperation) used by the Contracter in the courss of providing the Services. Conlractor agraes that it will net, without the
prior written consent of the Stlate, use any Stale Facilities or access any State information systems provided for the
Confractor's uge, or to which the Contractor atherwiss gaing sccess in the course of parfarming the Sarvices, Tor any
purposa other than providing the Services to the State.

2000 Sech

2091 BACKGROUND CHECKS

On a case-by-case hasis, ihe State may investigate the Contractor's personned before they may have access to State
facilities and syslems. The scope of the background check is al the discretion of the State and the results will be used to
determing Contractor personnel eligibility for working within State facilties and systems, The investipations will include
Michigan Slate Police Backaround checks (ICHAT) and may include the National Crime Information Center (NCIC) Finger
Prints. Proposed Contractor parsonnel may be required to complete and submit an RI-8 Fingserprint Card for the MCIC
Finger Print Check. Any request for background checks will ba initiated by the Slate and will be reasonably related to the
type of work requested.

2100 Confidaentiality
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2101 CONFIDENTIALITY

Contracior and the Stale each acknowledge that the ather possesses and will continue to possess confidential information
that has been developed or received by i As used in this Seclion, "Confidential Information” of Confractor must mean all
non-public proprietary information of Contractor (other than Confidentisl Infermation of the State as defined balow), which
iz marked confidential, restricted, proprietary, or with a similar designation. "Confidential Infformation” of the State must
mean any information which is retained in confidence by the State (or otherwise required to be held in confidence by the
State under applicable federal, state and local laws and regulations) or which, in the caze of tangible materials provided to
Contractor by the State under its performance under this Contract, is marked as confidential, proprietary or with a similar
dasignation by the State. “Confidential Information” excludes any information (including this Contract) that is publicly
available under the Michigan FOIA

2102 PROTECTION AND DESTRUCTION OF CONFIDENTIAL INFORMATION

The State and Contractor will each use at least the same degree of care to prevent disclosing to third parties the
Confidential Information of the other 28 it employs to avald unauthonized disclosura, publication or dissemination of it
own confidential information of like character, but in no event less than reasonable care. Meither Contractor nor the State
will {i) make any use of the Confideniial Information of the other except as conternplated by this Conlract, (7} acquire any
right in ar assert any lian against the Confidential Information of the other, or (i) if requested to do so, refuse for any
reasen to prompily return the other party's Confidential Information to the other party. Each party will limit disclosure of
the other pary's Confidential Information to employees and SubContractors who must heve access to fulfill the purposes
of this Contract. Disclosure to, and use by, 8 SubContractor is parmigsible where (A} use of a SubContractor is
autharized under this Contract, (B) the disclosure is necessary or oiherwise naturally occurs in connection with work that
Is within the SubContractor's scope of responsibility, and {C) Contractor obligates the SubContractor in a written Contract
to maintain the State’s Confidential Informalion in confidence. At the State's request, any employaa of Contractor and of
any SubCoentractor having access or continued access to the Slale's Confidential Information may be required to execute
an acknowledgment that the employes has been advised of Contraclor's and the SubContractor's ebligations under this
Section and of the employes's obligation to Contractor or SubCaontractor, as the case may be, o protect the Confidential
Information from unaulberized use or disclosure.

Promptly upon termination of cancelation of the Contract for any reason, Contractor must certify to the State that
Contractor has destroyed all Siate Confidential Information.

2,103 RESERVED

2104 EXCLUSIONS

Motwithstanding the feragoing, the provisions in this Section will not apply to any particular information which the State or
Confractor can demoenstrate (i) was, at the time of disclosure to it, in the public domaln; (i) after disclosure to it, is
publizhed or otherwize becomes part of the public domain through no fault of the receiving party; (i) was in the
posseasion of the receiving party at the time of disclosure to it without an obligation of confidentiality; {iv) was recaived
after disclosure o it from a third pary who had a lawful right to disclose the information to it without any obligation fo
resirict its further disclosure; or {(v) was independantly developead by the recaiving party without reference to Confidantial
Infarmation of the furnishing party. Further, the provisions of this Section will not apply to any particular Confidential
Information to the extent the receiving party is required by iaw to disclose the Confidential Information, provided that the
recetving party (i) promplly pravides the furnishing party with notice of the legal request, and (i) assisis the fumishing
parly in resisting or limiling the scope of the disclosure as reasonably requested by the furnishing party.

2105 NO IMPLIED RIGHTS

Mothing contained in this Section must be construed as obligating a party lo disclose any parficular Confidential
Information 1o the other party, or as granting to or conferring on a party, expressly or impliedly, any right or license to the
Confidantial Information of the othar party. - B
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2,106 SECURITY EREACH NOTIFICATION

If the Contraciar breaches this Section, the Contractor must (i) promptly cure any deficiencies and (i) comply with any
applicable federal and siate lews and regulations pertaining te unautherized disclosures. Contractor and the Stale will
cooperate fo mitigals, ko the extent practicable, the effects of any breach, intrusion, or unauthorized use or disclosure,
Cantractor must report to the Stale in wriling any use or dischesure of Confidential Information, whelher suspacted or
actual, other than as provided for by the Contract within 72 hours of becoming aware of the usa or disclosure or the

shorter time period as is reasonable under the circumstances.

2,107 RESPECTIVE OBLIGATIONS
The partias’ respactive obligations under this Section must sunvive the termination or expiration of this Contract for any
reason.

2110 Ree it Inspections

2111 RESERVED

2112 RETENTION OF RECORDS
{a) The Contractor must retain all financial and accounting records retated to this Conlract for a period of 7 years after the
Ceaniracter performs any work under this Contract (Audit Period),

(b} If an audit, liligation, or other action involving the Contraclor's records is initiated befone the end of the Audit Pariod,
the Contractor must ratain the records until all issues arsing out of the audit, [tigetien, or other action are resolved or until
the end of the Audit Period, whichever is latar.

2113 EXAMINATION OF RECORDS

{a) The State, upen 10 days' notice to the Contraclor, may examine and copy any of the Contractor's records {hat relate
to this Centract any time during the Audit Period. The Stale does nol have the right to review any informalion deemed
confidential by the Contractor if access would require the information to becoms publicly available. This requirement also
applies to the recerds of any parent, affiliate, or subsidiary organization of the Contractor, or any SubCenlractor that
parforms services it conneclion with this Contract

{b) In addition to the fights conferred upan the State in paragraph {a) of this section and In accordance with MGL 18.1470,
DTMEB or its designes may audit the Contracter to verify compliancs with the Contract. The financial and accounting
records associated with tha Contract will be made available to DTMB or its designes and the auditor general, upon
request, during tha term of the Contract and any extension of the Contract and for 3 years after the later of the expiration
date or final payment under the Confract.

2114 AUDIT RESOLUTION

If necessary, the Contractor and the State will meet to review any audit report promplly after its issuance., The Contractor
miust respond to each report in writing within 20 days after recelving the report, unless the report spacifies a shorter
response time, The Conlracter and the State must develop, agree upon, and monitor an action plan to promplly address
and resolve any deficiencias, concerns, or recommendations in the report.

2115 ERRORS

{a) If an audit reveals any financial errars In the records provided to the Slate, the amount in error must ba reflacted as a
credit or debit on the next invoice and subsequent invoices unlil the amount is paid or refunded in full. However, a cradit
or debit may not be carried forward for more than four inveices of beyend the termination of the Contracl. Il a balance
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remains after four invaices, the remaining amaunt will be dus as a payment or refund within 45 days of the last invoice on
which the balance appeared or upen termination of the Contract, whichever is earlier.

{b) In addition to other available remedias, if the difference between the State’s actual payment and the correct involce
amount, as delermined by an audit, is greater than 10%, the Contractor must pay all reasonable audit costs.

2120  Warranties

2,121 WARRANTIES AND REPRESENTATIONS

The Contractor reprasents and warranis:

{a) lis capable in all respects of fulfiling and must fulfill all of its obligations under this Conlract. The Contractor
warranis [t will provide the Services in a professional and workmanlike manner consistent with good industry
standards and practices. As Ihe State's scle remedy and Contractor's entire liability for any breach of the foregoing
warranty, Gontractor will re-perform, in a conforming manner, any nonconforming Services that are reported o
Contractor by the State in wiiting within sixty (80) days after the date of compietion of such Services.

{b) The Coniract Appendices, Atiachments and Exhibits identify the equipment and software and servicas necessary for
the Deliverable(s) to perform and Services to oparate In eompliance with the Conlract's requirements and other
standards of parformance.

{c) Itis the lawful ewner or icensee of any Deliverable licensed or sold to the Stale by Contractor or developed by
Contractor under this Contract, and Contractor has all of the rights necessary to convey to the State Ihe ownership
rights or licensed use, as applicable, of any and all Deliverables. Mene of the Deliverables provided by Contracter to
the State under neither this Contract, nor their use by the Slate will knowingly infringe the patent, copyright, trade
secret, or other propristary rights of any third party. Contractor's liability and ihe State's sole remady with respact to
amy such infingament are as stated In Section 2,140, Indemnification.

{d) If, under this Cantract, Gonbiactar procures any egquipment, software or other Defiverable for the State {inchuding
equipment, software and other Deliverables manufactured, re-marketed or olherwise sold by Contractor under
Contraclor's name), then in addition to Coniractor's other responsibilifies with respect to the items in this Coniract,
Contractor must assign or othanwise transfer to the State or its designees, or afford the State the banelils of, any
manufaclurer's warranty for the Deliverable.

(@} The contract signatory has the power and authority, including any necessary corporate authorizations, mecessany to
enter Into this Contract, on behalfl of Contractor.

{f)  Itis qualified and regislered lo transact business in all locations where required.

g} Meither the Contractor nor any Affillates, nor any employes of either, has, must have, or must acguire, any
contractual, financial, business, or other interest, direct or indirect, that would conflict in any manner o dagrea with
Contractor's performance of its duties and responsibilifies to the State under this Contract o otherwise create an
appearance of impropiiaty with respect to the award or performance of this Agreemant. Contractor must notify the
State about the nature of the conflist or appearance of impropriaty within two days of learning aboul it

{(h} Meither Confractor nor any Affiliates, nor any employee of either has accepted or must accept anything of valus
baszed on an understanding that the aclions of the Contractor or Affiliates or employee on behalf of the State would
be Influanced. Contracior must not atternpt fo influenca any Slate employee by the direct or indirect offer of
anything of value.

{3 Meither Coniractor nor any Affillates, nor any employee of either has paid or agreed to pay any person, other than
bena fide employees and consultants working solely for Contractor or the Affiliate, any fee, commission, percentage,
brokerage fee, gift, or any other consideration, contingent upon or resuiting from the award or making of this
Caonfract.

{} The prices proposed by Contractor were arrived at independenily, without consultation, communicaticn, or
agrasment with any other Bidder for the purpese of restricting competition; the prices quoted were not knowingly
disclosed by Contractor to any other Bidder, and no attempt was made by Coniractor to induce any other parson to
submit or not submit a proposal for the purpose of restricling competition.

{i} Al financial statements, reports, and ather information furnished by Conlractor to the State as part of ils response to
the award of this Contract falrly and accurately represent the business, properties, financial condition, and results of
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operations of Contractor as of tha respective dates, or for the respeclive periods, coverad by the financial
slatements, repors, other information. Since the respective dates or periods covered by the financial statements,
reparts, or other infermation, there have been no malerial adverse changes in the business, properties, financial
condition, or resulls of aperations of Contracior, : ’

I Allvritten information furnished to the State by or for the Contractor in connection with this Contract, including ils bid,
ia true, accurate, and complete, and contalng no untrue statement of material fact or omits any material fact
necessary io make the infarmation not misleading.

{m} It is not in material defauli or breach of any other contract or agreement that it may have with the State or any of its
depariments, commissions, boards, or agencies. Contractor further represents and warrants that it has nof been a
pary to any contract with the State or any of Ils departmants that was terminated by the Stale or the depariment
within the previous five years for the reason that Coniractor failed to perform or otherwise breached an obligation of
the contract,

{n} I any of the certifications, representations, or disciosures made in the Conlractor's original bid response change after
contract award, the Contractor is required to report those changes immediately to the Department of Technology,
hanagament and Budget, Procurament

2.122 RESERVED
2123 RESERVED

2124 WARRANTY OF TITLE

Cantractar will, in providing goods fo the Stale, convey good tile In those goods, whose transfer is right and lawful. Al
goads provided by Contractor will be deliverad free from any security interest, lien, or encumbrance of which the State, at
the time of contracting, has no knowledge.

2125 PRODUCT WARRANTIES AND SUPPORT

Hardware Warranty. Confractor warrants to the State that during the one {1} year period following installation of the
Praducts, the Hardware will perform substantially in accordance with the epplicable FireEve Produgt Documentation.

Media Warranty. If Contracior provides the State tangible media for Ihe Software, Contractor warranis that the media
upon which the Software is recorded will not be defective under normal use for a peried of Rinsty (90) days from delivary.
Cantractor will replace any defective media returned to it within the warranty peried al no charge to the Siate.

Software Warranly. Confracter warrants 1o the State that during the ona (1) year period following installation of the
Products, the Software will perform substantially in accordance with the applicable FirsEys Product Documentation.

When ordered and in accordance with the Contractor's Support Terms, Contractor is responsible under this Contract for
maintaining equipment/system(s) in good operating condition in matesial accordance with the FireEye Product
Dacumentation for the period specified in this Contract. Upon determination thal hardware ie defeclive, Conlractor
commits to shipping a replacemeant product, of equal or belter condition, within one (1) business day, FOB Destination.

The Contractor must provide a toll-free telephone number 1o allow the State te report equipment failures and problams to
be remedied by the Contractor,

The Contractor agrees that all warranly service it provides under this Conlract must be performed by Original Equipmant
Manufasturer {OEM] trained, certified and suthorized technicians. The Contractor is the scle paint of contact for warranty
service,

2126 EQUIPMENT TO BE NEW
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If applicable, all equipment provided under this Conltract by Contractor will be new where Contractor has knowledge
regarding whether the equipment Is new or assembled from new or serviceable used parts that are ke new i
performance or has the oplion of selecting one or the othar. Equipment thal is assembled from new or senicaable used
parts that are fike new in performance is acceptable where Contracler does not have knowledge of the ability to selacl
one or other, unless speciiically agreed otherwise in wiiting by the State. For the purposes of clarity, Contractor wil
deliver naw acuipment for the initial installation; equipment delivered as replacement for a failure will be of equal or bettar
condition as the equipment being replaced.

2127 PROHIBITED PRODUCTS

The State will not accept salvage, distressed, outdated or discontinued merchandise. Shipping of such merchandise 1o
any State agsncy, &s a rasult of an order placed against the Contract, will be considered default by the Contractor of the
tarms and conditions of the Contract and may result in cancellation of the Contract by the State. The brand and product
nurber offered for all tems will remain consistent for the term of the Cantract, unless DTMB-Procurement has approved &
change order pursuant to Sectlon 2.024.

2128 CONSEQUENCES FOR BREACH

In addition to any ramedies available in law, If the Contractor breaches any of the warranties contained in this seclion, the
breach may be considered as a defaull in the performance of a material obligation of this Contract.

2130 Insurance

2131 LIABILITY INSURANCE

For the purpose of this Section, "State” includes its departments, divisions, agencies, offices, commissions,
afficers, amployees, and agents.

{a) The Contractor must provide proof thal it has obtained the minimum levels of insurance eoverage indicated or
required by law, whichevar Is greater. The insurance must prolect the State from claims that may arize out of, or result
from, or are alleged lo arise out of, or result from, the Contractor's or & SubConlractor's parformance, inchuding any
person directly or indirectly employed by the Contractor or a SubContractor, or any person for whose acls the Contracior
or a SubContractor may be liable.

{b) The Contractor walvas all rights against the State for the recovery of damages that are covered by the
insurance policies the Contractor is required to malntain under this Section. The Contractors failure to obtain and
maintsin the reguired insurance will not limit this waiver.

{ch All insurance coverage provided relative to this Contract is primary and non-contributing to any comparable
lishility insurance {including self-insurance) carried by the State.

{d) The State, in Its sole discrefion, may approve the use of a fully-funded self-insurance program in place of any
specified insurance identifizd in this Section.

{m) Unless the State approves otherwise, any insurer must have an AWM. Best rating of "A” or belter and a
financial size of VIl or better, or if thoss ratings are not available, a comparable rating from an insuranca rating agancy
approved by the Slate. All policies of insurance must be issued by companies that have been approved to do business In
the State.

{f) Where specific coverage limits are listed in this Saction, they represent the minimurm acceptable lmits. If the
Contractor's policy coniains higher limits, the State is entitled fo coverage to the extent of the higher limits.

{g) The Contrackor must maintaln all required insurance coverage fhroughout the term of this Contract and any
extensions. However, in the case of claims-made Commercial General Liability policies, the Contractor must secure tail
coverage for at least three (3) years following the termination of this Contract.

{h) The Contractor must provide, within five (5) business days, written nolice to the Directar of DTME-
Procurement if any policy required under this section is cancelled. The notice must inclede the applicable Contract or
Purchase Order number,

(i) The minimun imits of coverage specified are not intendad, and may not be construed, to fimit any liability or
indermnity of tha Contractor to any indemnified parly or other persons.

(i} The Contractor is responsible for the payment of all deductibles.

(k} If the Contractor fails to pay any premium for a required insurance palicy, of if any insurer cancels or
significantly reduces any regquired insurance without the State's approval, the Stale may, after giving the Contractor at
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least 30 days’ notics, pay the premium or procura similar insurance coverage from another company or companies. The
State may deduct any part of the cost from any payment due the Contractor, of reqguire the Coniractor to pay that cost
upon demand,

{ly In the evsnt the State approves fhe representation of the State by the insurer's attorney, the attorney may be
required to be designated as a Special Assistant Attorney General by the Michigan Atlorney Genaral.

{m) The Contractor is required lo pay for and provide the lype and amount of insurance checked B below:

) (i} Commercial General Liability
Minimat Limits:
$2,000,000 General Aggregate Limit other than Products/Completed Operations
$2,000,000 Products/Completed Opearations Aggregate Limit
$1,000,000 Personal & Advertiging injury Limit, and
$1.000,000 Each Goourrence Limit.

Dedyctable maximum:
F50,000 Each Oceurrence

Additional Reqguirameants:
The Contractor must list lhe State of Michigan, its departments, divisions, agencies, offices, commissions,
officars, employees, and agenis as additional Insureds on the Commercial General Liabllity certificate. The
Contracior also agrees lo pravide evidence that the insurance policy contains a waiver of subrogation by the

insurance company.,

The Products/Completed Operalions sublimit requirement may be satisfled by evidence of the manufacturer’s Commercial
General Liability Insurance, The manufacturer must list the State of Michigan, its departments, divisicns, agencias,
offices, cammissions, officers, employees, and agents as additional insureds an the Commercial General Liabiity
certificate and must provide evidence that the policy containg a waiver of subragation by the insurance company.

a {ll} Umbralla or Excess Liability
Minimal Limits:
$10,000,000.00 General Aggregate

Additional Requirameants:
Umbrella or Excess Liability limils must at least apply to the insurance required in (i}, General Commercial

Liability. The Contractor must list the State of Michigan, its depariments, divisions, agencies, offices,
commissions, officers, employaes, and agents as addilional insureds on the cerificate. The Contractor also
agress to provide evidence ihat insurance policles contain a waiver of subragation by the insurance company.

%] (iii) Motor Vehicle

Minimeal Limits:
If a motor vehicle is used in relation to the Contractor's performance, the Contractor must have vehicle llablity
insurance on the maotor vehicle for bodily injury and property damage as required by law,

] (iv) Hired and Mon-Owned Motor Vehicle Coverage

Minimel Limits:
51,000,000 Per Incident

Additional Reguirements: -
The Contractor must list the State of Michigan, Iis depariments, divisions, agencles, offices, commissions,
officers, employees, and agents as additional insureds on the vehicle liability certificate. The Contractor aiso
agreas to provids evidence that insurance policies contaln a waiver of subrogation by the insurance company.
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i (¥) Workers' Compensation
Minimal Limiis:
The Contracter musl provide Workers' Compensation coverage according to applicable laws governing work
" activities In the state of the Conlractor's domicile. If the applicable coverage is provided by a self-insurer, the
Contractor must provide proof of an approved self-insured authority by the jurisdiction of domicile,

For employees working outside of the state of the Conlractor's domicile, the Contractor must provide cerfificates
of insurance proving mandated coveragea levels for the jurisdicions where the employees' activitiss occur.

Additional Requirements:
The Contractor must provide the applicable cenificates of insurance and a list of states where the coverage is

applicable. Conlracter must provide proof that the Workers' Compensalion insuranee policies contain a waiver of
subrogation by the insurance company, except where such a provision is prohibited or limited by the laws of the
jurisdiction in which the work is to be performed.

= {vi) Employers Liahility
Minimal Limits;

$100,000 Each Incident

$100,000 Each Employee by Diseass

$500,000 Aggregate Disease

Additional Requirements;
The Contractor must list the State of Michigan, its departments, divisions, agencies, offices, commissions, officars,

employees, and agenis as additional insureds on the cartificate.

o {vil} Employee Fidelity {Crime)
Minimal Limits:
41,000,000 Employee Theft Per Loss

Deductible Maximum:
50,000 Per Loss

Additional Requirements.
Insurance must cover Fargery and Alleration, Theft of Meney and Securities, Robbery and Safe Burglary, Computar

Fraud, Funds Transfer Fraud, Money Order and Counterfeit Currency.

The Contractor must st the State of Michigan, its departments, divisions, agencles, offices, commissions, officers,
employees, and agenis as Loss Payees on the cerificate.

[} (viii) Professlonal Liability (Errars and Omissions)
Minimal Lirmits:

%3,000,000 Esch Ogcurrenca

$3,000,000 Annual Agaregate

Deductible Maximtam.
360,000 Per Loss

O (ix) Cyber Liability
Minimal Limits;

%1,000,000 Each Occurrance
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$1,000,000 Annual Aggregate

Additional Requiraments: o
Insurance will cover (&) unauthorized acquigition, access, use, physical taking, identity theft, mysterious disappearance,

relzase, distribution or disclosures of parsonal and corporate Information; (b} transmitting or recelving malicious code via
tha insured's computer system; (¢) denial of service attacks or the inability to access wabsites or computer systems.

The Contractor must list the State of Michigan, ite departments, divisions, agencies, offices, commissions, officars,
emplovees, and agents as addilional Insureds on the cerlificale,

m] {x) Property Insurance

Property Insurance covering any loss or damagea to the State-owned office space used by Contractor for any reagon
under this Contract, and the State-owned equipment, software and other contents of the office space, incleding without
limnitation, those contents used by Contractor (o provide the Services fo the State, up to its replacement value, whera the
office space and its contents are under the care, custody and control of Contractor. The State must be endorsed on the
policy as a loss payee as ils inlerests appear,

2132 SUBCONTRACTOR INSURANCE COVERAGE

Except where the State has approved a subcontract with other insurance provisions, the Contrastor must require any
SubContracior to purchase and maintain the insurance coverage reguired in Seclion 2.13.1, Liability Insurance.
Alternatively, the Contractor may include a SubGontractor under the Confractor's insurance an the coverage required in
that Section. The failure of a SubContractor to comply with insurance requirements does not limit the Contractors liabiity
or respensibility,

2133 CERTIFICATES OF INSURAMNCE

Befors the Contract is signed, and not less than 20 days before the insurance expiration date every year theraafter, the
Contractor must provide evidence that the Staie of Michigan, its depariments, divisions, agencies, oifices, commissions,
officers, employees, and agents are listed as additicnal ingureds as reguired. The Contractor must provide DTMEB-
Procurament with all applicable certificates of insurance verifying insurance coverage or providing, if appraved,
satisfactory evidence of self-insurance as required in Section 2.13.1, Liabilty Insurance. Each cerificate must be on the
standard "Accord” form or equivalent and MUST IDENTIFY THE APPLICABLE CONTRACT OR PURCHASE ORDER
MUMBER.

2140 indemnification

2141 GEMERAL INDEMNIFICATION

To the extent permitted by lew, the Contracior must indemnify, defend and hold harmless the State from fability, including
all claims and losses, and all related costs and expenses (including reasonable attorneys’ fees and costs of investigation,
fitigation, settiement, judgments, interest and penalties), accruing or resulting to any person, firm or corporation that
Incurred bodily injury or tangible property damage by the Contractor in the performance of this Contract and that are
attributable to the gross nagligenca or torlious acls of tha Contraclor or any of its subContractars, or by anyone alse for
whose acts any of them may be liable.

2142 GCODE INDEMNIFICATION
To the axtant parmitled by law, the Contractor will indemnily, dafend and hold harmiess the State from any claim, loss, or
expense arising from Contractor's breach of the Mo Sureptitious Code Warranty.
2143 EMPLOYEE INDEMNIFICATION -
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In any clalms against the State of Michigan, Its depariments, divisions, agencles, seclions, commissicns, officers,
employees and agents, by any employee of the Contractor or any of its subConlractors, the indemnification obligation
under the Conbract must not be limited in any way by the amount or type of damages, compensation or bensfits payable
by or for the Contractor or any of ils subContractors under worker's disability compensation-acts, disability beneiit acts or
ather employes benafit acts. This indemnificalion clause iz Intended fo be comprehensive. Any overap in provisions, or
the fact that greater specificity Is provided as lo some calegories of risk, Is not intended to limit the scope of
indemnification undar any other provisions.

2.144 PATENTICOPYRIGHT INFRINGEMENT INDEMMNIFICATION

To the exient permitted by law, the Contractor must indemnify, defend and hold harmiess the State from and against all
insses, liabiiilies, demages (including taxes), and all related costs and expenses (including reasonable attorneys’ fees and
costs of investigation, litigation, setlement, judgments, intersst and penalties) incurrad in connection with any action or
proceading threatened or brought against the State to the extent that the action or proceeding is based on a clalim that
any piece of equipment, softlware, commodity or service supplied by the Contractor or its subContractors, or the aperation
of the equipment, software, commadity or service, or the use or reproduction of any documentation provided with the
equipment, software, commadity or service infringes any United Stales patent, copyright, trademark or trade secral of any
person or enlily, which is enforceable under the laws of the United States

In addition, sheuld the equipment, software, commadily, or service, or its oparation, become or in fhe State's or
Contracior's opinion be lkely to become the subject of a claim of infringement, the Contractar must at the Gonlractor's
sole expanse (i) procure for the State the right ta continue using the eguipment. software, commodily or senvice or, i the
opticn is not reasonably available to the Contractor, (i) replace or madify to the State's satisfaction the same with
equiprent, software, commodity or service of equivalent function and parformance so that [l becomes nen-infringing, or, if
the option is not reasonably available to Contractor, (i} accept its retumn by the State with appropriate credils to the State
against the Conltracior's charges and reimburse the Stale for any losses or costs incurred as a consequence of the State
ceasing its use and returning It

Matwithetanding the foregoing, the Coniracter has no obligation o indemnify or defend the State for, or to pay any costs,
damages or allorneys' fees related to, any claim based upan () eguipment devaloped basad on written specifications of
Ihe State; (i) use of the equipment in a configuration other than implementad or approved in writing by the Contractor,
including, but nat limited to, any modification of the equipment by the State; or (i) the combination, operation, or use of
the aquipment with equipment or software not supplied by the Contractor under this Contract.

2.145 CONTINUATION OF INDEMNIFICATION OBLIGATIONS

The Contractor's duty to indemnify under this Section continues in full force and effect, notwilhstanding the expiration or
early cancellation of the Contract, with respect lo any claims based on facls or conditions that occurred before expiration
ar cancellation.

2446 INDEMNIFICATION PROCEDURES

The procedures set forth below must apply o all indemnity cbligations under this Contract.

{a] After the State receives notice of the action or proceading invelving a claim for which it will seek indemnification, the
Slate must promptly notify Contraclor of the claim in writing and teke or assist Contractor in taking, as the case may
be, any reasonable action to avoid the imposition of a default judgment sgainst Gontractor, Mo failure to notify the
Ceantractor relleves the Contractor of its indemnification cbligations except to the extent that the Caontractor can
prove damages attributable to the failure, Within 10 days following recaipt of written nolice from the State refating to
any elaim, the Contractor must notify the Stale in writing whether Conlractor agrees to assume contral of the
defense and settlement of that claim {a "Matice of Election™. After notifying Contractor of & claim and before the
State recaiving Contracior's Notice of Elaction, the State is entitled to defend against the claim, at the Contractor's
expense, and the Coniractor will ba responsible for any reasonable costs incurred by the State in defending against
the: claim during that pericd.

(b} If Gontractor delivers a Motice of Elestion refating to any claim: (i) the State is entitled to participate in the defense of
the claim and to employ counsel at its own expenss o assist in the handling of the claim and to monitor and advise
the State about the status and progress of the defense; (i) the Contractor must, at the request of the State,
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demonsirate to the reasonable salisfaction of the State, the Contractor's financial abilily to carry out its defense and
indemnity obligations under this Contract; (1Ii) the Contractor must perledically advise the State sbout the status and
pregress of the defense and must oblain the prior written approval of the State belore entering into any settiement of
the claim or ceasing to defend against the chaim; and (iv) to the exiant that any principles of Michigan govermmental
ar public law may be involved or chalienged, the State has tha right, at its own expense, o control the defense of
thet portion of the claim invelving the principles of Michigan governmental or public law. But the Slate may retain
rontral of the defense and settlament of a claim by notifying the Contractor in writing within 10 days after the State's
receipt of Gontracter's information requasted by the State undar clause (ii) of this paragraph if the Stale delermines
that the Contraclor has failed to demonstrate to the reasonable safisfaction of the State the Contractor’s financial
abifity to carry out its defanse and indemnity obligations under this Seclion. Any litigation activity on behelf of the
State, or any of its subdivisions under this Section, must ke coordinated with the Depariment of Altorney General,
In the event the insurer's attormney represents the State under this Section, the insurer's attorney may be required to
be designated as a Spacial Assistant Attorney General by the Attorney General of the State of Michigan.

{¢) If Contractor dees not daliver a Notice of Election relaling to any claim of which il is nofified by the State as provided
above, the State may defend the clalm in the manner as it may deem appropriate, at the cost and expense of
Contractor, I it is delermined that the claim was one against which Cantraclor was requirad to indemnify the State,
upon request of the State, Contractor must promptly reimburse the State for all the reasonable costs and expenses.

2150 Termination/Cancellation

21681 MNOTICE AMD RIGHT TO CURE

If the Contrastar breaches the contract, and the State in its sole discretion determines that the breach is curable, then the
State will provide the Contractor with written notice of the breach and a time peried {not less than 30 days) fo cure ine
Breach. The notice of breach and opportunity to cure is inapplicable for successive or repeated breaches or if the State
determines In its sole dizcration that the breach poses a serious and imminent threat o the health or safely of any person
or the imminemnt loss, damage, or destruction of any real or tangible personal property.

2,152 TERMINATION FOR CAUSE

{a) The Stale may terminate this ceniract, for cause, by natifying the Caniractor in writing, If the Contractor (i) breaches
any of its matarial duties or obligations under this Gontract (including a Ghronic Failure to mesl any particular SLA),
or (I fails to cure & breach within the time period specified in the written notice of breach provided by the State

() If this Contract is terminated for cause, the Contractor must pay all cosls insurred by the Stals in terminaling this
Coniract, including but not imited to, State administrative costs, reasonable altorneys’ fees and court costs, and any
reasonable sdditianal cosis the State may Incur to procure the Services/Deliverables required by this Contract from
other sources. Re-procurament costs are not consequential, indirect or incidental damages, and cannot be
exciuded by any ofher terms othenwise included in this Contract, provided the costs are not in exeess of 50% more
than the prices for the Service/Deliverables provided under this Contract.

{c) Ifthe Staie chooses to partially terminate this Contract for cause, charges payable under this Ceniract will be
equitably adjusted to reflect those Services/Deliverables thal are terminated and the State must pay for all
Services/Deliverables for which Final Acceptance has been granted provided up o the termination date, Sarvices
and rélated provisions of this Centract that are terminated for cause must cease on the effeclive date of the
termination.

{d} Ifthe Siate terminates this Contract for cause undar this Section, and It ks determined, for any reason, that Contractor
was not in breach of contract under the provisions of this ssction, that termination for cause must be deemed to
have been a termination far convenlence, effective as of the same date, and the rights and cbligations of the parties
must be limited to that otherwise provided in this Contract for a termination for convenience,

2153 TERMINATION FOR CONVENIENCE - -
The State may terminate this Contract for its corvenlance, in whole or part, If the State determines that a termination is in
the State's best [nlerest. Raasons for the termination must be left to the sole discretion of the State and may include, but
not necessarily be limited to (a) the State no longer needs the Services of products specified in the Contract, {b)
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relocafion of office, program changes, changes in laws, rules, or regulations make implamentation of the Services no
longer practical or feasible, () unacceptable prices for Additional Services or Mew Work requested by the State, or (d)
falsification or misrepresentation, by inclusion or non-inclusion, of infarmation malerial to a response to any RFF issued
by the State, The State may terminate this Contract for its convenience, in whole or in part, by giving Contractor written
nolice at least 30 days before the date of termination. I the State chooses o terminate this Contract in part, the charges
payable under this Contract must be equitably adjusted to reflect those Services/Deliverables that are terminated.
Services and related provisions of this Contract that are terminated for convenlence must cease on the effective date of
the termination.

2154 TERMINATION FOR MON-APPROPRIATION

{a) Contractor acknowledges that, if this Contract extends for several fiscal years, continuation of this Contract is subject
to appropriation or availability of funds for this Condract, I funds to enable the State to effect conlinued payment
under this Contract are nol appropriated or othenwise made avaiable, the State must lerminate this Contract and all
affected Statements of Work, in whols or in par, at the end of the last period for which funds have been
appropriated or otherwise made available by giving wrilten notice of tasmination to Contractor. The Stale must give
Contrastor at least 30 days advance written notice of terminalion for non-appropriation or unavallabitity (or the time
as is availabla if the Stale recelves notice of the final decision less than 30 days before the funding cutoff).

{b) I funding for lhe Contract is reducad by law, or funds to pay Contractor for the agreed-lo level of the Sanvices or
production of Delivarsblas lo be provided by Coniractor are not spproprialed or otherwise unavailable, the State
may, upon 30 days written nofice to Contractor, reduce Ihe level of the Services or change the production of
Daliverables in the manner and far the periods of time as the Stale may elecl. The charges payable under this
Contract will be equitably adusted to reflest any equipment, services or commadities nat provided by reason of the
reduction.

{6} ifthe State lerminales this Contract, eliminates ceraln Deliverables, or reducas the kevel of Services 1o be provided
by Contractor under this Section, the State must pay Contractor for all Work-in-Process performed through the
effactive date of the termination or reduction in level, as the case may be and as determined by the State, to the
ewlant funds are available. This Seclion will net preclude Contractor from reducing or stopping
Servicas/Deliverables or raising against the State in a court of competent jurisdiction, any claim for a shortfallin
payment for Services performed or Deliverables finally accepted before the effective date of termination.

21556 TERMINATION FOR CRIMINAL CONVICTION

The State may terminate this Contract immediately and without further liability or penally in the evenl Contractor, an
afficer of Confracter, or an awner of a 25% or greater share of Contractor is convicled of a criminal offense related to a
State, public or private Contract or subconkract.

2,156 TERMINATION FOR APPROVALS RESCINDED

The State may terminate this Contract if any final administrative or judicial decision or adjudication disapproves a
previously approved request for purchase of personal sarvices under Constitution 1963, Article 11, § 5, and Civil Sarvice
Rule 7-1. In that caze, the State will pay the Contractor for only the work completed to that point under the Contract,
Terminalion may be in whale or in part and may be immeadiate as of the date of the written notice to Contractor of may be
affactive as of lhe date stated in the written notice.

2467 RIGHTS AND OBLIGATIONS UPON TERMINATION

(&) If the State terminates this Contract for any reason, the Conlractor must () stop all work as specified in the notice of
termination, (b) take any action thal may be necessary, or that the Stale may direct, for preservation and protection
of Delivershles or other property derived or resulting from this Contract that may be in Contractor's possession, (c)
return all materials and property provided directly or indiractly to Contractor by any enlily, agent or empioyse of the
State, (d} transfer titke In, and deliver to, the State, unless olherwise direcled, all Deliverables intended to be
transferred lo the State at the termination of the Centract and which are resulting from the Contract {which must be
provided to the State on an “As-1s’ basis except to the extent the amounts paid by the State in respact of the ltams
included compensation to Contractor for he provision of warranty services in respect of the materialz), and (g} take
any action to miigate and imit any patential damages, or requests for Conlractor adjusiment or termination
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setllement costs, to the maximum practical extent, including larminating or limiling as ofherwise applicable those
subcontracts and outstanding orders for material and supplies resulting from the terminated Contract. -

{b) If the State terminates this Conlract before its expiration for ils own convenience, the State must pay Contractor for

© all charges dus for Services provided before the date of termination and, if applicable, as a separate itlam of

paymant under this Contract, for Work In Process, on a perceniage of complation basis at the leval of completion
determined by the Stata. All completed or partially completed Deliverables prepered by Contractor under this
Conlract, at the option of the Stale, becomes the State's property, and Contracior iz entitled to raceive equitable fair
compensation for the Deliverables. Regardless of the basis for the {ermination, the State is not obligated to pay, or
atherwise compensate, Contractor for any lost expected fulure profits, costs or expanses incurred with respect to
Services nol actually parformed for the State.

{c) Upon a good faith termination, the State may assume, &t its option, any subcontracts and agreements for sernvices
and deliverables provided under this Contract, ahd may further pursue completion of the Services/Deliverables
under this Contracl by replacement conlract or ctherwise as the State may in its sole judgment deem expediant.

2168 RESERVATION OF RIGHTS

Any termination of this Contract or any Statement of Work issued under it by a parly must ba with full reservation of, and
without prejudice to, any rights or remedies otherwise available to the party with respect to any claims arising before or as
a result of the termination.

2180 Termination by Conl r

2161 TERMINATION BY CONTRACTOR

If the State breaches the Contract, and the Gontractor in its sole discretion determines that the breach is curable, then the
Contractor will provide the State with written notice of the breach and a time period {not less than 30 days) to cure the
breach. The Notice of Breach and opporiunily 1o cure is inapplicable for successive and repeatad breachas.

The Conlracter may terminate this Contract if the State (i) materially breaches is abligation to pay the Contractor
undisputed amounts due and owing under this Contract, (i} breaches its other obligations under this Gonfract to an extent
that makes it Impossible or commercially impractical for the Contractar to perform the Services, or (iii) does nol cure the
breach within the fime period spasified in a written notice of breach. But the Conlractor must discharge its abligations
under Section 2.160 befors it terminates the Contract

2470 Transition Responsibilities

2471 CONTRACTOR TRANSITION RESPONSIBILITIES

If the Stale tenminales this contrac!, for convenience or cause, or if the Conlract is otherwise dissolved, voided, rescinded,
nullifisd, expires or rendered unenforcesble, the Contractor will comply with direclion provided by the Slate to assist in the
ordarly transition of equipment, services, softwars, leases, ele. to the Slate or a third pary designated by the State. If this
Contract explres or terminates, the Contractor agrees to make all reasonable afforts to effect an orderly ransition of
servicas within a reasonable period of lime that in no event will thitty (30) days. These efforts must include, but are nol
limited o, those listed in Sectlon 2.150.

2472 CONTRACTOR PERSONMEL TRANSITION

The Contractar will work with the State, or a specified third party, to develop a fransition plan setling forth the spacific
tazks and schedule to be accomplished by the parties, to effect an orderly transition. The Contractor must llow as many
personnel as practicable to remain on the job to help the State, ora spacified third party, maintain the continuity and
consistency of the services requirad by this Contract, In additicn, during or fellowing the transition period, in the event the
State requires the Services of the Cantractor's subGontractors o vendors, as necessary to meel its neads, Contraclor
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agraes to reasonably, and with good-faith, work with the State lo use the Services of Contractor's subContractors or
wenders. Contractor will notify all of Contractor's subContractors of procedures to be followed during transition.

2173 CONTRACTOR INFORMATION TRANSITION

The Canlraciar will provide reasonsble detailed specifications for all Services/Daliverables naadad by the Stale, or
specified third pary, lo properly provide the SenvicesiDeliverables required under this Contract. The Contractor wil
provide the State with asset management data generated from the inception of this Contract through the date onwhich
this Contractor is terminatad in a comma-delineatad format unless otherwise requested by the State. The Contractor will
deliver 1o the Slate any remaining owed reports and decumentation still in Contraclor's possession subject fo appropriate
payment by the State

2174 CONTRACTOR SOFTWARE TRANSITION

The Cantractor will reasonably assist the State in the acquisition of any Comractor software required to perform the
Services/use the Delivarables under this Contract, This must include any documentation being used by the Contractor lo
perform the Services under this Conlract. If the State transfers any software licenses to the Contracior, those licenses
mist, upon expiration of the Contract, transfer back to the State at their current revision level, Upon nofification by the
State, Conlractar may be required to freeze all non-critical changes to Deliverables/Services.

2176 TRANSITION PAYMENTS

Except for transition activities follawing & termination for the Confractor's breach, the Conltractor will be reimbursed for all
reasonable transition costs {l.e. costs incurred within the agreed period after confract expiration that result from transition
cperations) at the rates agreed upon by the State, The Coniractor will prepare an accurate accounting fram wiich tha
State and Contracior may reconcile all outstanding accounts.

2176 STATE TRANSITION RESPONSIBILITIES

in the event that this Contract is termineted, dissolved, voided, rescinded, nulliied, or otherwise rendered unenforceabls,
the State agrees to reconcile all accounts between the State and the Contractor, complete any pending post-project
reviews and perform any others obligations upon which the State and the Contractor agree.

{a) Reconciing all aceounts belwean the State and the Contrastor,

by Completing any pending post-project reviews,

2180 Stop Work

2181 STOP WORK ORDERS

The State may, at any fime, by written Stop Work Order to Cantractor, require that Centracter stop all, or any part, of the
wark called for by the Contract for a period of up to 90 calendar days after the Stop Work Order is delivered lo Canlractor,
and far any further period to which the parties may agrae. The Stop Work Order must be identified as a Stop Work Order
and must indicate that 1t is issued under this Section. Upon receipt of the slop work crder, Gontractor must immediately
comply with its terms and take all reascnable steps to minimize Incurring cosls allocable fo the work covered by the Stop
wWark Order during the period of work stoppage. Within the period of the stop work order, the State must either, (a)
cancel the stop work arder; o {b) terminate the work coverad by the Stop Work Order as provided in Section 2.182.

2,182 CANCELLATION OR EXPIRATION OF STOF WORK ORDER
The Contractar will resume work if the Stale cancels a Stop Work Order or if it expires. The partiss will agree upon an
equilable adjustment in the delivery schadule, the Contract price, or both, and the Contract will be madifled, in writing,
accordingly, if: (2) the Stap Work Order results In an Increase in the time required for, or in Conltractor's costs praperly
aliocatis 1o, the performance of any part of the Contract; snd (b) Conlraclor asseris its right fo an equitable adjustment
within 20 calendar days after the end of the period of work stoppage; provided that, if the State decides the facts justify
the action, the State may receive and act upon a Contractor proposal submilted al any time bafore final payment under
the Contract. Any adjustment will conform to the requirements of Section 2024,
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2183 ALLOWAMCE OF CONTRACTOR COSTS

If the Stop Work Order is not canceled and the work covered by the Slop Work Order is terminated for reasons othér than
material breach, the termination will be deemed to ba a termination for convenience under Section 2,153, and the State
will pay ressonable costs resulting from the Stop Work Order in arriving at the termination settlement. For fhe avoldance
of doubt, the State will not be liable to Contractor for loss of profits because of a Stop Wark Order issued under this
Seclion,

2180 Dispute Resolution

2491 IN GENERAL

Any claim, counterclaim, or dispule balween the State and Contractor arlging out of or relating to the Contract o any
Staterment of Wark must be resolved as follows. For afl Conlractor claims seeking an increase In the amounts payable to
Conlractor under the Contract, or the lime far Contractor's performance, Contractor must submit a letter, togather with all
dafa supporting the claims, exscuted by Contracter's Contract Administrator or the Centract Administrator's designee
certifying that (a} the claim is made In good faith, (b} the amount daimed accurately reflects the adjustments in the
amounts payable o Contraster er the time for Confractor's perfarmance for which Contrastor belleves the State is liable
and covers all costs of avery type to which Contractor is entifled from the occurrence of the claimed event, and (e} the
claim and the supporting data are current and complete to Contractor's beat knowledge and belief,

2192 INFORMAL DISPUTE RESOLUTION

{a) All disputes between the parties will be resclved under the Contract Management procedures in this Conlract if
the parties are unable lo resolve any dispute after compliance with the processes, the parties must meet with the Director
of Procurement, DTMEB, or designee, to resolve the dispute without the need for formal legal procesdings, as follows:

1) The representatives of Conlracior and the State must meel as often as the parfies reazonably deem necsssary fo
gather and furnish to each other all informalion with respect to the matlier at issuz which he parties believe lo be
appropriate and germane in connection with its resolution. The representatives will discuss the problam and negotiate in
geod faith in an effort to resolve the dispute without the necessity of any formal proceeding.

{2} During the eotrse of negotiations, all reasonable requests made by one parly lo another for non-privileged
information reascnably related to the Contract will be honored in order thal each of the parties may be fully advised of the
other's position,

(3 The specific format for the discussions will be left to the dissrelion of the designated State and Contractor
reprasantatives, but may include the preparation of agreed upon statements of fact or wrillen statements of position.

(4} Following the completion of this process within 80 calendar days, the Director of Procurement, DTMB, or
designee, will lssue & written opinicn ragarding the issue(s) in dispute within 30 calendar days. The opinion regarding the
dispuie must be considered the State's final action and the axhaustion of administrative remedies,

[] This Section will not be construed to pravent either party from ingtituting, and a pary s authorized to instilute,
formal proceedings earller to avoid the expiralion of any applicable limitations peried, to preserve a superior pasition with
respact to other creditors, or under Section 2,193,

(1] The State will nol mediate disputes between the Conlractor and any ofher entity, excepl slate agsnciss,
concerning responsibility for performance of work under the Confract.

2183 INJUNCTIVE RELIEF

A claim between the State and the Contractor is not subject lo the provisions of Section 2.192, Informal Dispute
Resolution, where a party makes a good faith determination that a breach of the Contract by the ofhar party will result In
damages so immediate, so large or severe, and so incapable of adequate redress that a lermporary resiraining order or
other injunctive relief is the only adequate remedy,

2194 CONTINUED PERFORMANCE
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Each party agrees to continug perarming its ebligations under the Contract while a dispute is being rescived except to the
extant the issus in dispute precludes performance (dispute over payment must not be deemed to preclude performance)
and withoul limiting either parly's right to terminate the Contract as provided in Section 2.150, as the case may be.

2200 __ Federal and Sfate Contract Requiremienits

2201 NONDISCRIMINATION

in the performance of the Gontract, Genlractor agrees not fo discriminate against any employes or applicant for
employment, with respect to his or her hire, tenure, terms, conditions or privileges of employment, or any matter directly or
indirectly related to employment, because of race, color, religion, national origin, ancestry, age, sex, height, weight, and
marital status, physical or mental disability. Contractor furlher agrees thal every subcontract enlerad inte for the
performance of this Centract or any purshase order resulting from {his Contract will conlain a provision requiring non-
discrimination in employment, s specified here, binding upen each SubContractor. This covanant is required indar the
Elliat Larsen Civil Rights Act, 1976 PA 453, MCL 37.2101, et seq., and the Persans with Disabilities Givil Rights Act, 1976
PA 220, MCL 371101, &t s2q., and any breach of this provision may be regarded as a material breach of the Gontract.

2,202 UNFAIR LABOR PRACTICES

Undar 1980 PA 278, MCL 423.321, et seq., the Stale will not award a Contract or subcentract to an employer whose
name appears in the current register of employers failing to correct an unfair labor practice compiled under section 2 of
fhe Act. This information is compiled by the United States Mational Labor Relations Board. A Contractor of the State, in
relation to the Contract, will nat enter into a contract with a SubContractor, manufacturer, or supplier whose name appaars
I this register. Under seclion 4 of 1980 PA 278, MCL 423.324, the State may vold any Contract if, after award of the
Contract, the name of Contractor as an employer o the name of the SubContractor, manufacturer of supplier of
GConlractor appears in the register.

2.203 WORKPLACE SAFETY AND DISCRIMINATORY HARASSMENT

In parferming Services for the State, the Confractor will comply with the Department of Civil Services Rule 2-20 ragarding
Workplace Safety and Rule 1-8.3 regarding Discriminatory Harassment. In addition, the Gontractor will comply with Givil
Service regulations and any spplicable agency rules provided 1o the Contractor. For Civil Service Rules, ses
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2.204 PREVAILING WAGE

\Wages rates and fringe benefits to be paid each class of individuals employed by the Conlractor, its subCantractors, thelr
subContractors, and all persans involved with the performance of this Contract in privity of comract with the Gontractor will
not be less than the wage rates and fringe benefits established by the Michigan Department of Licensing and Regulatory
Affairs, Wage and Hour Division, schedule of occupational clazsification and wage rates and fringe benefits for the local
where the work Is to be performed.  The lerm Contractor will include all general Conlraslors, prime Contractors, project
managers, irade Contractors, and all of their Contractors or subContractors and parsons in privity of contract with them.

The Centractor, its subContractors, their subConiractors and all persons involved with the perfermance of this contract in
privity of contract with the Gontractor will keep posted on the waork site, in a conapicuous place, a copy of all wage rates
ari fringe benelils as prescribed in the Centract. Contractor will also post, in & conspicuous place, the address and
telephane number of the Michigan Department of Licensing and Regulatory Affairs, the agency responsible for
snforcement of the wage ratas and fringe benefits. Contractor will keep an accurate record showing the name and
ocoupation of the actual wage and benefits paid to sach individual emplayed in connection with this contract. This record
will be available to the State upon request for reasonable inspection.
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If any trads is omitled fram the list of wage rates and finge benefits lo be paid to each class of individuals by the
Contractor, it is understood thal the trades omitled will also be paid nel less than the wage rate and fringe benefits
prevailing in the lossl whera the work is to be perfermed.

2210 Gove Law

2,211 GOVERNING LAW

The Contract will in all respests be governed by, and construed according to, the substantive laws of the State of Michigan
wilhout regard to any Michigan cheice of law rules that would apply the substantive law of any othar jurisdiction to the
extent not Inconsistent with, or pre-empted by federal law.

2212 COMPLIANCE WITH LAWS
Contractor will comply with all applicable state, federal and local laws and ordinances in providing the
Saenvices/Deliverables.

2213 JURISDICTION

Any dispute arlsing from the Contract will be resolved in the State of Michigan. With respect to any claim betweean fhe
parties, Contractor consents lo venue in Ingham Gounly, Michigan, and irrevocably waives any objections it may have lo
the jurisdiction en the grounds of lack of personal jurisdiction of the court ar the laying of venue of the court or on the basis
of forum non conveniens or olherwise. Contractor agrees Lo appoint agenis in the State of Michigan to receive service of
process.

2220 Limitati oL fa it

2,221 LIMITATION OF LIABILITY

Excepl for (he willful breach of confidentiality, neither the Contractor nor the State is liable to sach other, regardless of the
form of action, for censeguential, incidental, indirect, or special damages. This limitaticn of liability does not apply 1o
claims for Infringement of United States patent, copyright, trademark or trade secrets; to claims for bodily personal injury
or tangible property damage caused by the gross negligence or willful misconduct of the Centractor; to claims coverad by
other specific provisions of this Gontract calling for liquidated damages; or to court costs or altorneys' feas awardsd by a
court in addition to damegas after litigation based on this Contract,

The Contractor's liability for damages to the State is limited to two times the value of the Contract or $500,000 whichever
is higher. The foregeing Tmitation of liabllity does not apply to claims for infingement of United States patent, copyright,
trademarks or trade secrets: to claims for personal injury or damage to propery caused by the gross negligence or wiliful
miseonduct of the Contractor; to claims covered by other specific provisions of this Contract calling for liguidated
damages; or to court costs or altorneys’ fees awarded by a court in addition to damages after litigation based on this
Contrach

The State's lisbility for damages to the Contractor is lmited to the value of the Contract.

2230 Disclosure Responsibllities

2.231 DISCLOSURE OF LITIGATION

Contractor will disclese any material criminal litigation, investigations or procesdings Invelving the Contractor (and each
SubContractor) of any of its officers or directors or any litigation, investigations or procesdings under the Sarbanes-Ouley
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Act. In addilion, each Contractor (and each SubContractor) will notify the State of any material civil litigation, arbitration o
proceading which arises during the term of the Conlracl and extensions, to which Contractor (or, 1o theextent Contractor
is swars, any SubContrastor) is a party, and which involves: (i) disputes thal might reasonably be expected to adversely
affect the viability or financial stability of Contractor or any SubGontractor; or (i) a claim or written allegation of fraud
agairst Contrastor or, fo fhe extent Contracter is aware, any SubContraclor by a governmental or public entity arising out
of their business deafings with governmenlal or pubdic entities. The Confractor will discloss inwriting ta the Contract
Adminisirator any lifigation, investigation, arbitration or ather pracseding (collectivaly, “Proceading) within 30 days of ils
pocurrance. Details of seftlements that are prevented from disclosure by the terms of the sefilsment may be annotated.
[nformation provided 1o the State from Contractor's publicly filed documents referencing its material liligation will be
deemead to salisfy the requirements of this Section.

If any Proceeding disclosed to the State under this Saclion, or of which the State otherwise becomes aware, during the
tarm of this Contract would cause a reasonable parly to be concerned abaut:
{a) the ability of Contractor (or & SubContractor) to cominue lo perform this Contract according to its terms and
conditions, or
{h)  whether Contracter {or a SubContractor) in parforming Services for the State is engaged in condust which is similar
in nature o condust alleged in the Proceeding, which condust would canstitule a breach of this Contract ora
violation of Michigan law, regulations ar public policy, then the Contractor musi provide the Stete all reasonable
assurances requested by the Slale la demanstrate that:
{1) Contracter and its SubContractors will be able to continue to perform this Contract and any Statements of Work
gccording to its terms and conditions, and
(2) Contractor and its SubContractors have not and will not engage in conduct in performing the Services which is
similar in nature ko the eanduct alleged in the Proceesding,
{e) Contractor will make the following notifications in writing:
(1) Within 20 days of Contractor becoming aware that & change in its ownarship or officers has occurred, or is certain
{o occur, or a change that could result in changes in the valuation of its capitalized assets in the accounting
records, Contractor must nalify DTMB-Procuremeant.
{#) Contractor will also notify DTME Procurement within 30 days whenaver changes to assst valuations or any other
cost changes have occurred or are cerlain to occur a3 a result of a change in ownership or officers,
(3) Contractor will also notify DTMB-Procurement within 30 days whenever changes to company affilialions oceur,

2.232 CALL CENTER DISCLOSURE

Contractor andfor all subCantractors involved in the performance of this Contract providing call or contact center services
io the State will disclose the location of its call or contact center services to inbound callers. Failure to disclose this
information is a material breach of this Confract.

2,233 BANKRUPTCY

The State may, without prejudice fo any other righl or remedy, terminate this Confract, in whole or in part, and, at ils
option, may take possession of the “Wark in Process” and finish the Works in Process by whatever appropiiate method
the Stale may deen expadiant if:

fa) the Contractor fites for protection under the bankrupicy laws;

(b} an involuntary petition is filed against the Contractor and not remeoved within 30 days;

(¢ the Contractor becomes inscivant ar if & recelvar Is appointed due to the Contractor's insolvency;

(d) the Contractar makes a general assignment for the benefit of creditors, or

{e) the Contractor orits affiiates are unable to provide reasonable assurances that the Contractor or its affifiates can

deliver the sarvices under this Contract.

Conltractor will fix sppropriate notices or labels on the Work in Process to indicate ownership by the State. To the extent
reasanabtly possible, materials and Work in Process will be stored separately from other stock and marked conspicucusly
with labels indicating ownership by the State,
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2240  Performance

2241 TIME OF PERFORMANCE

{a) Contractor will use commercially reasanable efforls to provide the rescurces necessary to complete all Services and
Deliveratles according lo the time schedules contained in the Statements of Werk and other Exhibits goveming the
work, and with professional quality

{b) Wilhout limiting the generalily of Section 2,241, Contractor will natify the Stata in a limaly manner upon besoming
aware of any circumstarces thal may reasonably be expected to jeopardize the timely and successiul completion of
any Defiverables/Sarvicas an the scheduled due dates in the latest Slate-approved delivary schedule and must
inform the State of the projected actual delivery date.

{c) I the Contracter belleves that a delay in performance by the State has caused or will cause the Confracter to be
unable to perform its obligations according to specified Contract time periods, the Contractor must notify the State in
a timely manner and must use commercially reasonabie sfforts to perform ils obligations according to the Contract
time periods notwithstanding the State's failure, Contractor will not be in default for a delay in perfermance o the
exient the delay is caused by the Siate.

2.242 SERVICE LEVEL AGREEMENT (5LA}
Article 1, Section 1.104 C and Contractor's Support Terma identify the standards and timetines for responding o requests
for sarvica, up te and including replacement of defective hardware,

2,243 RESERVED

2.244 EXCUSABLE FAILURE

Meither party will bs liable for any defaull, damage or delay in the performance of its obligations undar the Contract to the
extant the defaull, damage or delay is caused by government regulations or requiremenis {executive, legislative, judicial,
military or otherwise), power failure, alectrical surges or current fluctuations, fightning, earthquake, war, water or other
forces of nature or acts of God, detays or failures of transporation, equipment shortages, suppliers” failures, of aols o
omissicns of common carriers, fire; riots, clvil diserders; sirikes or other labor disputes, embargoes; injunctions (provided
the injunction was not lswed as a result of any fault or negligence of the parly seeking to have its default or delay
excusad); or any other cause beyond the reasanable control of a party; provided the non-performing party and ils
SubContractors are without faull in causing the default or delay, and the default or delay could not have been prevented
by reasonable precautions and cannot reasonably be circumvented by the non-performing party through the use of
alternate sources, workaround plans or other means, including disaster recovery plans.

If = parly does not perform its contractual obligations for any of the reasons listed above, the nan-parforming party will be
excused from any further performance of its affected obligation(s) for as long as the circumstances prevail. Bul the parly
must use commercially reasonable efforts to racommence performance whenaver and to whalever extent possible without
delay. A party must promptly notify the other party in writing immediately afler the excusable fallure occurs, and also
when it abates or ends.

If any of the above-enumerated circumstances substantially prevent, hinder, or dslay the Confractor's performance of the
Services/provision of Deliverables for more than 10 Business Days, and the State determines that performance is not
likely to be resumed within a period of tims that Is satisfactory to the State in its reasonable discretion, then al the Stale’s
option: (&) the State may procura the affected Services/Deliverables from an alternate source, and the Siate is not be
llable for payment for the unperformed Services/ Deliverables not provided under the Contract for 5o long as the delay in
perdarmance continues; (b) the State may terminate any portion of the Contracl so affected and the charges payable will
be equitably adjusiad to reflect those Services/Deliverables terminaled; or {c) the Stale may terminate the affected
Statement of Work without liability to Contracior as of a date specified by the State in & written notice of tarmination to the
Contractor, excepl to the exiant that the State must pay for Services/Deliverables provided through the date of
termination.
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The Contractar will nel have the right to any sddilfonal paymenis from the State as a resull of any Excusable Failure
sccurrence or lo payments for Senvices not renderediDeliverables nol provided as a result of the Excusable Failure
condition, Defaulls or delays in performance by Contractar which are caused by scls or omissions of its SubGonlractors
will net refieve Contractor of its obligations under the Contract excepl to the exient that a SubContractor is itself subjact 1o
an Excusable Failure eondition described above and Conlractor cannot reasonably circumuent the effect of the
SubCaniractor's default or delay in performance through the use of alternala sources, workaround plans or other means,

2,28 roval of Defiverables

Seclions 2.251, 2.252 and 2.253 shall apply solely io “Custarm Saoftware Deliverables” that may be developed under an
individual, mutually-agread upon Statement of Work betwean State of Michigan and the Contractor. The DIR COTS
System to be delivered under the base contract award is #sell a Commercia |Off-The-Shelf system and does not involve
“Custom Software Deliverables”. Approval of Wrillen Deliverables shall be geverned by Section 2.254 bedow.

2.261 DELIVERY OF DELIVERABLES

A list of the Deliverables to be prepared and deliverad by Contractor including, for each Deliverable, the scheduled
delivery date and a designation of whether tha Deliverable is & document {"Wiritten Deliverabls”} or a Cuslom Software
Daliverable is attached, if applicable. All Deliverables will be completed and delivered for Stale review and wiilen
approval and, where applicable, Installed in accordance with the State-approved delivery schedule and any other
applicable terms and sonditions of this Contract.

Prior to delivering any Deliverable to the State, Contracter will first perform all required quality assurance activities, and, in
the case of Custom Software Dellverables, System Testing to verify that the Deliverabla is complete and in conformance
with its specifications. Before delivering a Deliverablz fo the State, Contractor will certify to the State that (1) it has
parfarmead such quality assurance aclivities, (2) It has performed any applicable testing, (3} it has corracted all material
deficiencies discovered durlng such guality assurance activilies and testing, {4} the Deliverable is in a suitable state of
readiness for the State’s review and approval, and {5) the Deliverable/Service has all Critical Securily patches/updates

applied.

In discharging its obligations under this Section, Contractor will be at all times (except whare tha parties agree otherwise
in writing} In compliance with Level 3 of the Software Engineering Institute's Capability Maturity Modef for Software ("CMI
Level 37) or its equivalent.

2,262 CONTRACTOR SYSTEM TESTING

Contractor will be responsible for System Testing each Custom Seoftware Deliverable in Contractor's development
anvironment prior o turning over the Custom Software Deliverable to the State for User Acceplance Testing and approval.
Contracter's Systerm Testing will includs the following, at a minimum, plus any other testing requirgd by CMM Level 3 or
Contractor's system development methodolegy:

Contractor will be responsible for performing Unit Testing and incremental Integrafion Testing of the components of each
Custom Software Deliverable,

Caontractor's System Testing will also include Integration Testing of each Custom Software Defiverable to ensurs proper
inter-cperation with all prior seftware Deliverablas, interfaces and other components that are intended to intar-operate with
sich Custom Software Deliverable, and will include Regression Testing, volume and stress testing 1o ensurs that the
Custom Software Deliverables are able ta mast the State’s projacted growth in the number and size of transactions to be
processed by the Application and number of users, as such projections are set forth in the applicabla Statement of Werk,

Gontractor's System Testing will also include Business Function Tesling and Technical Testing of each Applicationin a
simulated production enviranmeant. Business Funetion Testing will include testing of full work streams thet flow through
the Application as the Application will be incorporated within the State’s computing savirenment. The State will participate
in and provide support for the Business Function Testing to the axtent reasonably requested by Contracter. Within ten
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{10} days before the commencamant of Business Funciion Tesling pursuant to this Seclion, Contractor will provide the
State for State review and written approval Conlraciors test plan fer Busingss Funclion Testing.

Within five (5) Business Days following the completion of System Testing pursuant to this Saection, Contracior will provide
to the State a testing matrix establishing that testing for each condition identified in the System Testing plans has been
eonductad and successfully concluded. To the exlant that testing oceurs on State premises, the State will be entitled (o
chserve or otherwise participate in testing under this Section as the State may ebect.

2,251 APPROVAL OF DELIVERABLES, IN GENERAL

All Deliverables (Wrilten Deliverables snd Gustom Software Deliverables) require formal written approval by the Stats, in
accordance with the following procedures. Formal spproval by the State requires that the Defiverabls be confirmed in
writing by the State to meet its specifications, which, in the case of Custom Seftware Deliverables, will include the
successful completion of State User Acceptance Tesfing, to be led by the State with the support and assistance of
Confractor. The parties acknowiedge that the approval process set forth herain will be facilitated by ongeing consultation
hatweaen the parties, visibility of interim and intermediate Daliverables and collaboration on key decisions.

The Stale's obligation to comply with any State Review Peried is conditionad on the timely delivery of Deliverables being
reviewed. If Contractor fails to provide a Delivarable to the State in a limely manner, the State will nevarthaless use
commercially reasonable efforts to complete its review or testing within the applicable State Review Period.

Before commancemant of its raview o teting of a Deliverabla, the State may inspest the Deliverable to confirm that al
components of the Deliverable (e.g., software, asscciated documentation, and other materials) have baen delivered. If
the Slate determines thst the Deliverable is incomplete, the State may refuse delivery of the Deliverable without
perfarming any further inspection or testing of the Deliverable. Oiherwvise, the review period will ba deemed to have
started on the day the State recaives the Deliverable and the applicable cerification by Contracter in accordance with this

Seclion.

The State will approve in wiiling a Deliverable upon confirming that it conforms to and, in the case of & Custom Software
Deliverable, performs in accordance with, Its specifications without material deficiency. The State may, but will not be
required to, conditionally approve in writing 2 Deliverable that contains material deficiencies if the State elects to permit
Contracter to rectify them post-approval. In any case, Contractor will be responsible for working diligantly to corract within
a reasonable time at Contractor's expenss all deficiencies in the Deliverable that remain oulstanding at the lime af State
approval

The State, at any time and in its own diserelion, may halt the UAT or appraval process if such process reveals
deficiencles in or problems with a Deliverable in a sufficient quantity or of a sufficient severity as to make the continuation
of such process unproductive or unworkable, In such case, the State may return the applicable Deliverable to Contractor
for correction and re-delivery prior to resuming the review or UAT process and, in that event, Contractar will correct the
deficiencies in such Deliverable in accordance with the Contract, as the case may be.

Approval in writing of a Deliverable by the State will be provisional; thal is, such approval will not preclude the State from
later identifying deficiencies in, and declining to accept, a subsequent Deliverable based on or which incorporates or inter-
operates with an approved Deliverabie, ko the extent thal the results of subssquent review or testing indicate the existence
of deficiencias in the subseguent Deliverable, or if the Application of which the subsequent Deliverable is a componant
otherwise fails to be accepted pursuant to Section 2,080,

2.264 PROCESS FOR APPROVAL OF WRITTEN DELIVERABLES
The State Review Period for Written Daliverables will be the number of days set forth in the applicable Statement of Work
fallowing delivery of the fina version of the Written Deliverable (failing which the Stale Review Period, by defaull, will be
five (5) Business Days for Written Defiverables of one hundred (100} pages of less and ten (10) Business Days for Written
Deliverables of mare than ane hundred (100 pages). The deralion of the State Review Periods will be doubled if the
State has not had an opporiunity to review an interim draft of the Wiitten Deliverable prior to its submission fo the State.
The State agrees to notify Contracter in writing by the end of the Stale Review Periad either slating that the Wiitlen
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Deliverabie is approved in the form delivered by Coniractor or describing any deficiencies that will be corrected prior to
approval of the Wrillen Deliverable (or at the Slate’s election, subsequent lo approval of the Wiitten Daliverable). If the
State delivers 1o Contractor & notice of deficiencies, Contractor will correct the described deficiencies and within five (5)
Business Days resubmit the Deliverablz in a form thal shows all revisicns made to the original version deliversd to the
State. Contractor's correciion afforts will be made at no additional charge. Upon receipt of a comrected Writlen
Delivarable from Contracter, the State will have a reasonable additional period of ime, not to excesad the length of the
original State Review Period, to revisw the comectsd Written Deliverable to confirm that the identified deficiencias have

been corected.
2.266 RESERVED

2256 RESERVED
2280 rrgrs i)

2.261 RESERVED
2.262 RESERVED

2.263 RIGHTS IN DATA

The State is the cwner of all data made svailable by the State to the Contractor or iis agents, SubContraciors or
representatives under the Contract. The Contractor will not use the State’s data for any purpose other than praviding the
Semvices, nor will any part of the State’s data be disclosed, sold, assigned, leased or athenwise disposed of to the general
public or te specific third parties or commercially exploited by or on behalf of the Conlraclor, Mo smployess of tha
Contracter. athar than those on a strictly need-to-know basis, have access to the State's data. Contraclor will not possess
ar assert any fien or other right against the State's data. Withaut limiting the ganerality of g Section, the Contractor
must anly use personally identifiable information as strictly necessary to provide the Sarvices and must disclose the
information only to its employees who have a sirict need-to-know the information. The Conlractor must comply at 2l
times with all laws and regulations applicable to the persenally identifiable information.

The State Is the owner of all Stale-specific data under the Conlract. The State may use Ihe data provided by the
Conlractor for any purpose, The State will not pessess or assert any lien or other right sgainst the Ceniracior's data
Without limiting the generality of this Sectien, the State may use personally identifiable information only as sirictly
necessary to utilize the Services and must disclose the infarmation only lo its employees whe have a efrict need to know
the infermation, except as provided by law, The State must comply at all times with all laws and regulations applicable to
the parsonally identifiabls infarmation. Other material devaloped and provided to the State remaing the State’s sole and

axclusive propary.

2.284 OWMNERSHIP OF MATERIALS

The Stals and the Contractor will continue to own thair mspeu-:ﬁue proprietary technologies developed bafore entering into
the Contract. Any hardware bought through the Contractor by the State, and paid for by fhe State, will be cwned by the
Slate. Any software licensed through the Contractor and sold to fhe State, will be licensed directly to the State.

2270 e Standards

2,271 EXISTING TECHNOLOGY STANDARDS
The Contractar must adhere 1o all existing standards as described within the comprehensive listing of the State's existing
technology standards at hitp.d chigan cowdmbil, 4558, 7-150-66356-108233--,00. html, = _ - -
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2,272 ACCEPTABLE USE POLICY

To he extent that Contractor has access to the State computer system, Contractor must comply with fhe Slate's
Acceplable Use Policy, see hitp:fimichigan.govicybersecurity0, 1607, 7-217-34385 34476-—-,00.himl. All Contractor
employess must ba required, in writing, to agree to the State’s Acceptable Lise Policy before accessing the State systam.
The State reserves the right to terminate Centractor's access to the Stale system if a viclation oocurs,

2,273 SYSTEMS CHANGES

Contractar is not responzible for and not autherized to make changes to any Stale systems without written autharization
from the Project Manager. Any changes Confracter makes to Stale systems with the State's approval must be done
sccording to applicable State procedures, including security, access and configuration management procedures.

2,274 ELECTRONIC RECEIPT PROCESSING STANDARD

All elactronic commerse applications that allow for elecironic receipt of creditfdebit card and elecironic thack (ACH)
transactions must be processed via the Centralized Electronic Payment Authorization System {CEPAS).

2 Extondod Purch rowgram

2,281 EXTENDED PURCHASING PROGRAM

The Coptract will be extended to MIDEAL mambers. MIDEAL members include local units of government, school districts,
universities, community colleges, and nonprofit hospitals. A current list of MIDEAL members is available at

vy richigan govimideal. Upon mutusl wrillen agreement betwieen the Stata of Michigan and the Contractor, this
Contract may be extended to (a) State of Michigan employaes, of (b) other states {insluding governmental subdivisions
and authorized entities).

If exctended, the Contractor must supply sl goods and services at the eslablished Agreement prices and terms. The State
reserves the right to negotiate additional discounts based on any increased velume generated by such extensions,

The Gontractor must submit Invoices lo, and receive payment from, extended purchasing program members on a direct
and individual basis,

2280 fronmantal Provisio

2,261 ENVIRONMENTAL PROVISION

Energy Efficiency Purchasing Policy: The State seeks wherever possible to purchase energy efficient products, This
includss giving preference to U_S. Environmental Prolection Agency (EPA) certified 'Energy Star’ products for any
category of products for which EPA has established Energy Star certification. For other purchases, the Stale may include
energy effisiency as one of the pricrity factors to consider when choosing among comparable products.

Environmental Purchasing Policy: The State of Michigan is commilted to encouraging the use of products and services
that impact the environment less than competing products. The State is accomplishing this by including environmental
coneiderations in purchasing decicions, while remaining fiscally responsible, to promete praclices that improve worker
health, canserve natural resources, and prevent pollution. Environmental components that are to be considered include
recycled content and recyclables; energy efficiency; and the presence of undesirable materials in the products, especially
{hose toxic chemicals which are persistent and bisaccumulative. The Conlracter should be able to supply praducts
contalning recyclad and environmentally preferable materials that meel performance requirements and Is encouraged to
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offer such praducts throughout the durstion of this Contract. Information on any relevant third party certificalion (such as
Green Seal, Energy Star, etc.) should also be provided.

Hazardaus Materials: For the purposes of this Section, “Hazardous Materials® is a generic term used to desoribe
ashesios, ACEMs, PCEs, petrolzum products, sonstruction materials including paint thinners, solvents, ga saline, oil, and
any other material the manufacture, use, treaiment, storage, fransportation or disposal of which is regulated by the
federal, state or locsl laws governing the protection of the public health, nalural resources of the environment. This
includes, bul Is not imited to, materials the as batteries and cirouit packs, and other materials thal are regulaied as (1)
“Hazardous Materials” under the Hazardous Materlals Transportation Act, (2) “chemical hazards™ under the Cacupational
Safety and Heallh Administration standards, (3} "chemical substances or mixtures® under e Toxic Substances Contral
Act, {4} "pesticides” under the Federal Insecticide Fungicide and Rodenticide Act, and (5) “hazardous wastes” as defined
or listed under the Resource Conservalion and Recovery Act.

{a) The Contractor will use, handle, store, dispose of, process, transport and transfar any materizl considered a
Hazardous Material according to all federal, State and local laws. The State will provide a safe and suitable
anvirenment for performance of Contracter's Work, Before the commencement of Woark, the State will advise the
Contractor of lhe presence at the work site of any Hazardaus Material to the extent that the State is aware of the
Hazardous Material, If the Contractor encounters material reasonably believed to ba a Hazardous Material and
which may prezent a substantial danger, the Contractor will immediately stop all affected Work, notify the State in
writing about the conditions encountered, and take appropriate health and safety precautions.

(b) Upon receipt of a wrilten notice, the State will investigate the conditions. I {z) the material s a Hazardous Material
that may present a substantial danger, and (b) the Hazardous Material was not brought 1o the sile by the Contractar,
ar does net resull in whole ar in part from any violation by the Contractor of any laws covering the use, handling,
storage, disposal of, processing, ranspart and Iransfer of Hazardous Materials, the State will order a suspension of
Work In writing, The State will preceed to have the Hazardous Material remaoved or rendered harmless. Inthe
allernative, the State will terminate the affectad Work for the State's corventence.

{c) Onee the Hazardous Material has baen remaoved or rendered haimiess by the State, the Contractor will resurna Wark
as directed in writing by the State, Any determinalion by the Michigan Deparment of Community Health or the
Michigan Deparimant of Environmental Quality that the Hazardous Material has either been removed or rendered
harmbess is binding upon the State and Contractor for the purpeses of resuming the Work. If any incident with
Hazardous Material results in delay not reasonable anlicipatable under the circumstancss and which is altributable
to the State, the applicable SLAs for the affected Work will nol be counted in a time as mutually agreed by the
parties.

(d) If the Hazardous Material was brought to the site by the Contractor, or results in whate or in part from any violation by
tha Contractor of any laws covering the use, handling, storage, disposal of, processing, transport and transfer of
Hazardous Material, or from any olher act or omissicn within fhe contral of the Conlractor, the Contractor will baar its
propartionale share of the delay and costs invalved in cleaning up the site and removing and rendering harmless the
Hazzardous Material according to Applicable Laws to the condilion approved by applicable regulatory agency(ies).

Labeling: Michigan has a Consumer Products Rule periaining to labeling of certain products containing volatile crganic
compounds. For specific detalls visit http:tfwew michi Wdea/. 1607 .7 A108-173523--,00,

Refrigeration and Air Conditioning: The Contractor will comply with the applicable requirements of Sections 608 and
800 of the Clean Alr Act {42 U.S.C. 7671y and 767 1h) as esch or bolh apply to this coniract.

Environmental Performance: Waste Reduetion Program - Contractor will establish a program to promote cost-effeciive
waste reduction in all operations and facilities covered by this contract. The Contractor's programs will comply with
applicable Federal, State, and local requirements, specifically inciuding Section 6002 of the Resourcs Conservation and
Recovery Act (42 UL.5.C. 6962, et seq.).

2300  RESERVED

2301  RESERVED
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2,302 RESERVED

2310 Software Warranties

2311 PERFORMANCE WARRAMNTY

The Contraclor represents and warrants lhat Deliverables, after Final Acceptance, will parform and operate in complianca
with the requirements and other standards of perfarmance contained in this Contract (including all descriptions,
spacifications and drawings made a part of the Contract) for a period of (90) ninaty days, Inthe event of a breach of this
warranty, Contractor will pramptly correct the affected Deliverable(s) at no charge to the State.

2,312 NO SURREPTITIOUS CODE WARRANTY

The Contractor represents and warrants thal no copy of licensed Software provided to the State knowingly contains o will
contain any Self-Help Code or any Unauthorized Code as defined below. This warranty s refesred to in this Conlract as
the: “Me Surreptitious Code Warranty.”

As used in this Contract, “Seif-Help Code” means any back door, time bomb, drop dead device, or other software routine
designed to dissble a computer program aulomalically with the passage of time or under ke positive control of a person
other than the licenses of the software. Self-Hslp Code does not mean fealures ta prevent use incensistant with the
licenze. Self-Help Code does not include Software routines in a camputer program, if any, designed to permit an owner of
the computer program (or ather parson acting by authorily of the owner) to abtain access to a licenses’s computer
system(s) {8.g. remole access via modem) for purposes of maintenanca or tachnical support.

Ag used in this Conlract, *Unauthorized Geda” maans any virus, Trojan harse, spywars, worm of other Software routines
or components designed fo permil unauthorized sccess to disable, erase, or otherwise harm software, equipment, or data;
or to parform any olher such actions. The term Unauthorized Code does not include Self-Halp Cade. Unauthorized Cade
does not include Software routines In a computer program, if any, designed to permit an owner of the computer program
{or olher parson acting by authority of the owner) to obtain access 1o a licensea's computer system(s} (e.g. remote adcess
via modern) for purposes of maintenance or technical supporl.

In addition, Centractor will use up-to-date commercial virus detection software to delect and remave any viruses from any
software prier to delivering It 1o the State.

2.313 CALENDAR WARRANTY

The Contractor represents and warrants that all software for which the Contractor either sells or licenses to the Slate of
Michigan and used by the State prior to, during or after the calendar year 2000, includes or will includs, at no added cost
io the State, design and performance so the State will not experience software abnormalily andfor the generation of
incadrect resulls from the software, due o date orlented processing, in the operation of the business of the State of
Michigan.

The software design, lo insure calendar year rollover compatibility, will inchude, but is not limited to: data structures
(databases, dala files, efc.) thal provide 4-digit date century; stored data that contain date century recognition, including,
but nat limited to, dala stored in databases and hardware device internal system dales; calculations and program logic
{e.g., sort algorithms, calendar generation, event recegnition, and all processing aclions that use or produce date values)
{hat accommodates same century and multi-century farmulas and date values; interfaces that supply dala to and recelve
data from other systems or organizations that prevent non-compllant dates and data from entering any State system; user
interfaces {i.e., screens, reports, ete.) that accurately show 4 digit years; and assurance that the year 2000 will be
correctly treated as a leap year within all calculation and calendar legic.

2314 THIRD-PARTY SOFTWARE WARRANTY

55
Revigion 1-6-201%

Updated 8/20/2012




Contract Mo, 07 1B550004 1 - T T

The Contractor represents and warrants that it will disclose the use or Incerporation of any third-party scftwars into the
Deliverables. Al the time of Delivery, the Conlractor will provide in writing the name and use of any Third-party Software,
including information regarding the Confrector's authorzation to inchude and wlilize such software. The notice will includs
a copy of any ownarship agreement or ieense thal authorizes the Confractor to use the Third-party Software.

23168 PHYSICAL MEDIA WARRANTY

Contractor represents and warrants that each licensed copy of the Software provided by the Contractor is free from
physical defecls in the media thal langibly embaodies the copy. This warranty does not apply to defacts discovered more
than (307 thiry days after that date of Final Acceptance of the Software by the State. This wananty does nol apply io
defects arlsing from acts of Excugable Failure. If the Contracter breaches this warranty, then the Stale will ba entilled to
replacement of the non-compliant copy by Contractor, at Caniractor's expense (including shipping and handling).
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Attachment 1 — Cost Tables — Best and Final Offer

FireEye Best and Final Offer Price Table

Table Al — First Year DIR Software, Hardware, Labor Cost

Device Category

Qty

Unit
Price

Specifications

Extend Price

Comments

Saftware

Suppor]
for S9K]
nodes.

Mandiant for
Intelligent Response
v3.x Software
HX Endpoint Agent

$6541,808

Device Licanse (if
Eeparals fram
oftwaralapplication)

Wppliance (if reguirad)

8xX MIR]
|Appliancs
4

Appliances

Primary Appliance,
Mandiant for

Intelligent
Response, Revision
F Hardware, (1 for
first 10,000 nodes).
\With Mandiant
Branding.

Additional
Appliance,
randiant for
Intelligent
Response, Revision
F Hardware. With
nandiant Branding,
HW-4000 HX
HW-40000 HX DMZ

$59,520

Insialtation Cost

5 Days; includes 1
nandiant Customer
success Product

specialist

§33,780
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performing
knowledge transfer
and assistance to
accelerate customer
proficiency with the
MIR platform. Price
includes travel and
expenses within the
continental United
States,

H¥ Endpoint- ADY
Humpstart

Cuslomization Cost

Basic Reporting
Custormnlzation
Subject to Post
Wward Scoping
Discussion

556,430

On-gaing System
Suppor

nnual
Maintenance and
Support for the
Following {Platinum
Priority Plus® Level)
-=59K endpoints->
WMandiant for
intellipent Response
[MIR) software, 7x
MIR Controllers, 59K
Endpoints HX
software, 2x HX
1000 Contrallers,

1x 40000 HY DiMZ
icontrollers

5158,850.72

SME Cn-gite

[Oher — Please List

= Training

- Shipping

= MIR Threat
Feed

Rewision |-G-20L5
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Advanced MIR
training class -
Onsite, 2 days
Enterprise Incident

Response With MIR

330,000
$2.400
$0




ICOMUS + Canada.
Four days, on-site
class, Custoimer
provides location in
the continental U5,
Excludes AK, HI, PR.
MANDIANT provides
aptops. Class size: 4

ntelligence Threat
eed for Mandiant
Matform Products

Table B1 - First Contract Year DIR Deliverable Payment

%
Line Daliverable Total Cost Payment Total
First Year Totai Cost A1 $883,668.72
2 Paymant 1 upon complation and sign-off by State Project |- 80% of | 5530,135.23
Manager Line 1

a. Deliverable 1,104 A — Business Requirements
b. Deliverable 1.104 B - Systern Design
c. Deliverable 1.104 C — Implementation — Instaliation

Plan
d, Deliverable 1.104 C — Implementation — Initisl
Installation
3 Payment 2 upon completion and sign-off by State Project 40% of 5353,423.49

Manager
a. Deliverable 1.104 C - Implementation — Cusiomization
and continued systam support service

Line 1

| $883,558,72
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Table B2 — DIR Maintenance Cost Year, 2, 3, 4, 5, option year 1 and 2 System License
& Support Service Cost

- Year Deliverable Total Cost
1 Contract year 1 Total Cost $883 558.72
2 Contract year 2 License Cost

Contract year 2 Support Cost $159,850.72
Contract Year 2 Total Cost $169,660.72
3 Contract year 3 License Cost
Contract year 3 Support Cost $159,650.72
Contract Year 3 Total Cost $159,650.72
4 Contract year 4 License Cost
Contract year 4 Support Cost £159,680.72
Contract Year 4 Total Cost §158,660.72
5 Contract year 5 License Cost
Contract year 5 Support Cost $159,850.72
Contract Year 5 Total Cost $159,650.72
] Option year 1 License Cost
Option year 1 Support Cost $159,650.72
Option year 1 Total Cost $159,650.72
7 Option year 2 Licensa Cost
Option year 2 Support Cost $169,850.72
Option year 2 Total Cost $1569,660.72
Total Cost £1,841,463.04
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Attachment 2 = HX and MIR EULA and Support Terms
[
<O FireEye
EMD USER LICENSE AGREEMENT AND SUPPORT TERMS FOR FIREEYE HX SERIES PRODUCTS
AND MANDIANT FOR INTELLIGENT RESPONSE® (MITt@) UNDER STATE OF MICHIGAN
COMTRACT NO. 071B5500041

This Encl User Licsnse Agreement (“Terms") govern HX and MIR provided by Firebye, Inc. [“FireEye") to tha
Custamer ["Customer” o “you") pursuant 1o State of Michigan Contract Mo, 07185500041 {the "Confroct”) 1o
which these Tenms are atiached. In the event of o conflict belween these Terms and fhe Conlfract, the
Canlract shall prevail and govern. The Contract and purchose arder [fhe “Owder”), together with these Terms
and any mutualy agreed-upon addendo, exhibils, amendments or Siotements ol Work [defined below) thal
reference these Terms form the "Agreement” under which FireEye will provide the Praduct. Customer and
Fire By may be referenced in the Agresment individually as o "Parly" and calactively s the "Porfies.”

DEFINITIONS. In the Agreement, copitaiized ferms have the meaning given to them below. Addclilicnal
capllalized terms may be defined ihroughout the Agreement, including on the Order.

1.1 “All Hosts Report” means o repor! generated by the Praduct thal spacities the number of Modes on
which the Agent Sottwars s Installed.
1.2 *Canversion License” means o fcense lo increass the number of Nodes on which fhe Agent may he

installed to the number spacified in the Conversion License.
1.3 “Hardware” means any compuling device provided by FAreEye as part of tha Product.

1.4 “Indicators of Compromise” o "Indicalons™ maans o sef of dato provided by FireEye for use with the
Produch.  Indicalors are specifications of anomalies, configurations, or other condilions that the Product is
capable of identifying within an information fechnology Infrastructure.

1.5 “Nodes" means compuling devices that Cusformer owns or conlrols, on which the Agent is or will be
instalbad.
1.4 “praduel” means the combinalion of software and hardware components that moke up FireBye for

securty Operalions, including without limitalion o soffware based "Agent” for dala collection, a hardwore
appliance, and soflware that provides command, conlrol, storage, and andlysis capabiifies for the Product.

1.7 ngoffware” means any software or firmware provided by FirgEye o Customer as part of The Procuct,
including without Emitation all updates, patches and revisions thereto.

1.8 "Support Services” mecns the Product support services described in Section 3.
1.7 *Tralning” maans fraining services provided by FireEye related to the Product, as descibed in Section 3,

2 LICENSES AND RESTRICTIONS.

21 Product Ucense, Subject 1o the righis and restrictions sel forlh in the Agreement, FireEye granfs Custormer
o fmited, non-exclusive right, with respect to sach Praduct identified on the Order: (i) 1o inclall the Agent
compenent of the Pradue on the numbzer of Nodes stated on the Order and (i) to use the Product fisted in the
Crder, a5 described in the Agreement and any applicable documentation for fhe Procuct.
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2.2 conversion license, With espect lo sach Produch, if you wish to increase the number of Modes on
which the Ageni con be instdlled, then notify FreEye of that proposad increass, and you may obtain from
FireEye a Converdon License al Firebye's hen-curent rales. agents may be installed only on fhe nurmber of
Hodes specified on the Order af any given firme. Frefye moy request All Hosts Reporls from you, and el wil
provide those Al Hosts Repards and cerfify thal each Al Hosts Report is lrue and acourate as of fhe date i s
provided 1o firefye. Each Al Hasts Report will be generated no more than iwenty-four hours from the ime of
fireEya's request. If an All Hosts Report indicates that the number ol Agenis installed on Modes pxcesds the
authorzed number of Agenls auihorized to be installed, then Frefye will nalify you, and he Parfies will discuss
fhe Al Hosts Report in good faith, I, after such cliscussians, FireEye determines that you hove enceaded fhe
outhorized number of Agent instaliations, then fireEys will nofify you, and FirsEye will lisue an Ihwoice for a
conversion License at FireEye's then-current rales, such invoice 1o be paid according o these Terms. i you do
not pay Fretye's invoice for the Conversion License as sel forth in these Terms, then without prejudice o any
ather fights or remedies available lo FireEye, FireEye may lerminate the Agreemen! under Section 4.1{b].
Conversion Licenses become effective immediately and will be refreactive fo the dole the number of
aulhorized Modes was exceeded, withoul further action on the parl of either Party.

23 Indicater License. Firafye granis fo Cuslomer a lrvited, non-exclusive righl, during the Support Term, 1o
use the Indicators provided by FreCye solely in conneclion with the Product. You mey not use Indiceators with
any third-parly product ar service. Indicalors are provided for downleod via Firetys Customer Support Farums.
firaEye delivers Release and Beto Indicators fo the Customer Suppor! Forums once per month,  lssues with
jesling, volidaficn, and aggregafion may create ocoaslonal delays with the delivery of updates, and Firebyes
will nelify you of any such delays fhrough the FireFye Cuslomer Support ForUms. you will provide adeguate
sacurty confrols lo preven! unautharized disseminalion of Indicators. You are exprassly prohibited from
digtributing indicatars 1o third porfies urlass required by low. |F you credte your own jrclicatars of compromise,
you will own all right, lile and infersst in and to those Indicotars, and you may use ihose indicators in
ennnection with fhe Product at your own risk.

2.4 Varsions, The licanses in Seciions 2.1-2.2 apply only ter the version of the Product thal Frefye delivers 1o
you under the Order.

2.5 Proprietary Rights & Restrictions, FireEye and its licensors felain all right, tille and intersst in and o the
Product, the Indicatars, and ol eapies thereof, and no jifle to the Product or Indicatars or any intellectual
property ar olher rights therein are iransferred by viriue of the Agreemant other than as specified harein. The
Fraduct are pretected by polenis, copyrghts, and frade secrets belonging fo FireCye and ifs lieensors, ond fhe
ndicatorns are frade seciets of Firefye and subject to copyright. You will not use the Product or Indicators for
any puiposa ofher than for your own infernal busingss pUrposes. You may moke coples of the Product
documentatien for your infernal wse only, and all sueh coples are the properly of FireEye. Yo will ensure thot ol
propriefary fights nafices on asacioled documentation are reproduced and appiled fo any coples. You wil
nol fo cause or permit the reverse engineering. discassernbly, o reverse compilation of the Product, or atherwise
attempt to derve source code from the Product, You may not creale derivalive works haosed wpon afl or par
of Produe! or Indicators, You may nel transfer, lend, leqse, assign, or sublicense the Produc or Indicatars, and
may nol make any pard of the Product or Incicators avallable o any third parly through fimesharing or
ciheraise. You will not resell or redisiibute the Product or Indicators and will not use the Product o Indicalors fo

provide services to any fhird party.

2.6 Addiflonal Soflware. Some features of he Product operate best when used in connection with FreEye's
pedline™ software, which is available for free downiood af woww mondiont.comfresomces! downlod/redline,
The Redine software s subject fo an End User license Agreement available when you cownlood that software,
Your use of the Redline sollware constitutes your agreement 1o the pedine End User License Agreement. You
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are not reqguired to downlood or use the Bedine softwors, but FreEye rremmmnnds usmg the Redline software
In connection wilh the Product o oplimize perdormance.

3.0 SUPPORT SERVICES, TRAINING

3.1 support Services. FireEye will provide Supporl Services os set forfh below during the Supporl Tem,
Support Services do nat guarantes uninferrupted or eror-free operation of Product.
« Talephone Support 24:27x365 telephonic support via onecall nolification, with o response within the
Suppar! Responie Tima Delow
+  Fomnail Support: 2457x345 with o response within the Support Response Time below
Supporl Porfal Access: 24 x 7 credendficled access fo FreEye's online supporl portal subject to
schaduled downlime and outages with on oggregale 99% uplime
lssue Trocking & Escakalion
Help & User Documenialion Acocess
Technical slerl Molices: As ssued on o when and il available basis
Securily Alert Molices: As lssued on a when and it availoble basis
Software Patches: Software patches as lssued an o when and it avallable basis
Support Response Time: Within four {4) hours
Repair/Replacement: Shipped within ona (1) business day*®

*You wil be ssued o Relum Material Authorizalion [EMA) number for redurn of the unil(s) and/or componeant{s]
fo FireEye wilhin five [5) calendar days of receipt of the replocement unit or component. Failure fo do so wil
result FreEye invoicing for the full relall price of the replacement unil or component, You are responsible for
inslallcilion and configurction of any and all replacement units and component{s}.

3.2. Soffware Patches. FireFye will provide paiches to the Sollware af no addilional charge, provided you
are In good standing with the ferms of the Agreament, If and when FreEye mokes such palches available
generally lo its customers, os FireFye deems necessary lo malntain the version of the Product icensed lo you
hereunder.

3.3, End of life. FiraFye reserves the righl fo declare any version of Product "End of Ufe” ("E0L"). and will
provide nolificalion o you when FireEye makes an EOL declaralion, FireEye will continue to pravide Suppart
sarvices for Products declared EOL for the cument Support Term or twelve {12} months affer the date of EOL
declaralion {the "EOL Support Term"), whichever s longer, provided Customer is in good slanding with the
terms of the Agresment. FireEye will have no obligation lo suppor any Product declared EOL after the end The
FOL Suppart Tarm, although the License Term with respact o any such Product will confinue undil terminated as
set forth in Sachion 4.1,

34, Tralning. If Training is lisled on Ihe Order, FireEye will provide Ircining specified on the Qrder at mulually
agreed-upon dates and fimes. Training will cover the foplcs specified in course documenltalion provided by
FireEye.

3.5 Suppor Service Exclusions
{a) if anyone olher than FveBye personnel [or third parlies vnder FireEye's direclion) repair, modily o allempt 1o
parform any maointenance service on any item of Froduct, and as a resull, addifional support senvicas are

required to reslore the Product to operaling condilion, Then FreEye will provide that additional support of its
fhen-curent howly rales,
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(&) The following are not included in Supporl Serdces, This list i not comprehensive, and other services nol
specified below may ako be excluded. Excluded services may be provided of Firefye's then-curent hourly
reates,

«  Electical work exlemal 1o Product.,

« Repdir of domages, defects ar malfunciions (due to any cause exlemnal io Product) advenely aifeciing
the Product's operakdity or sericeakiity, including, bul nol imited fo, fire, flood, waler, wind, lighining
and transportation, or due lo accidend, cbuse, neglect, misuse, fompering, or any oct of God.

+  Repdlr of non-conforming or damaged Product cawsed by fallure fo provide o sullable installation
ehvironment Thoiuding without limitation the failure to provide adequale alechical power, hecoling,
ventilafion, and air condilioning, and faling 1o use the Product in accordance with applicable Product
documentafion,

«  Repdr of non-conforming or domaged Product coused by the use of the Product Tfor purposes olher
than normal and infended wse, om using occessares or supplies not approved by FireBye, or from
modification or replocerment {ofher than by FireEye} of any components on any boards supplied with
the Product,

« nstaling soffware or accessories onlo or inko the Product, painting or refinishing the Hardware, o
removing approved accessores, attachments or ofher devices excepd as sef farlh herein.

«  Consulfing sarvices that are otherwise provided by FireFye, including those pertaining the interprelalion
of dota collectsd by Ihe Produc for purposes of incident respanse, digital investigation, or andalysis.

4.0 LICENSE TERM AND TERMINATION

4.1 License Term and Termination. [a) Term. The term of the license granfed in Seclien 2.1 will begin on the
Orcer Effeclive Dale and confinue until terminated as set farth in Section 4.1{b) elow (Ihe "Licanse Term"). (b)
Termination of Agreement. FireEye may lerminale the Agreement and the license(s) granted in Secfions 2.1-2.3
ugron written notice i you vickate any provision of the Agreement, including without limitation confidentiality or
payment terms, and ol 1o cure The violation within thithy [30) days alfter the date FiretEye notifies you of the
violaficn, The ferminafion of the Agreement and/for 1he license(s) shall be In addifion lo and not in liew of any
ecullabde remedies available to FreBye. You may terminate the Agreement andfor the license(s] gronied
hergin at any fime upon willen nolice lo FreBye, Termination of the Agreement and/or the license (s} gronbed
harain will not relieve you of any occrued paymen!t obligations.

4.2, Support Services Term and Terminafion. [a} Term. Support Services shall ber provided for ane (1) year, or
longer if staled on the Order, from the Order Effective Dole [the “Inifial Support Term”). Suppord Services wil
automatically renew at the end of the Initial Support Term for addilional perods of one (1] year each {each o
"Renewal Suppor Tem," and together with the Inifial Support Term, the “Support Term”] unless lerminaled by
either Parly by wiitten nolice to the other ne less Than sixty (60) calendar days pricr to fhe end of the then-
curren! Term, You may re-establish Suppart Services after termination of the Suppont Term by nolifying FreEye
that you wish to re-esiablish Suppeorl Services and paying the amaount thot would have been due for Support
Sarvices from the dafe of the most recently lapsed Suppart Term through the daote of your nofification. [b)
Terminclion of Support Serdces. FreBye reserves the right to terminate or suspend Support Services, upon
written nofice. if you ar your employess violale any provision of the Agreement, including without limitafion
confidenticlity or poyment terms, and faoll to core the breach within thifly (20] days ofler the date fireEye
noifies you of the violation. If Suppor Services are terminated or are not renewed under this Seclion 4.2, the
remainder of the Agreement, and the §oensss granted hemaunder, will continue until terminated pursuant o
Section 4.1,

43. Consequences of Termination. Within five [5) doys after fermination of the Agreement, you will retuin The
Pracuct, the Product documentation and the Indicators to FireEye, and FireEye will have the right fo immediate
possession of the Product and Indicalors. -
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4.4, Survival, Sactions 1, 2.4 ond 4.3 will surive terminotion or expirotion of the Agreement. Subject 1o
Customer's limaly payment of applicable feas, and subject to the lems of this Agreament, Customer shall
hawve a parpatual, non-exciutive, nentransferable, fght and license to [unless olheraise set forlh in o Slalemant
‘of Work) use, dispioy and reproduce the Reports for ifs infernal business purposes. )
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Glossary

| Means calendar days unless otherwise specified.
Means 24 hours a day, seven days a week, and 365 days a year (including the 366th
day in a leap year).

Additional Service

Means any Services/Deliverablas within the scope of the Conlract, bul nod specifically
providad under any Statement of Wak, that ence added will result in the nead to
provide the Contractor with additional consideration.

Audit Paried

See Saction 2.110

Business Day

Whather capitalized or not, shall mean any day other than a Saturday, Sunday or
Elate-recognized legal holiday {23 identifiad in the Collective Bargaining Agraement
for State amplovees) from B:00am EST through 5:00pm EST unless otherwise stated.

Blanket Purchase
Orcer

An alternate term for Contract as used in the States computer system.

Business Grifical

Any function identified in any Statement of Work 83 Business Critical,

| Chronic Fallurs

Defined in any appiicable Service Level Agreements.

Environmentally
preferahie products

| Deliverable Physical goeds andlor commodities as reguired or identified by a Statement of Work
| DIR | Digital Incident Response
| DTMB Michigan Depariment of Technology, Management and Budget

A product or service thal has a lesser or reduced effect on human health and the
ervirenment when compared with compeling products or services that serve the
same purpese. Such products or senvices may include, but are not limited to, thoze
that contain recycled content, minimize waste, conserve energy or water, and reduce
the amount of toxics aither disposad of or consumead.

Hazardous material

' Excusable Failure -

| See Saction 2,244,

Any malerial defined as hazardous under the latest version of federal Emeargancy
Planning and Community Right-to-Know Act of 1988 (including revisions adopied
during the lerm of the Contract},

Ozone-depleting
substance

Past-Consumer Waste

Incident Any inlerruptien n Services,
B A generic term used to describe an Inf.rila!iun to Bid. The ITB serves as the document
j for tranemitting the RFP to polential bidders
Key Personnel _| Any Parsaonnel designatad in Aricla 1 as Key Personnal.
Any Services/Deliverables oulside the scope of the Conlracl and not spacifically
Mew Work provided under any Statement of Work, that once added will result in the need to

provide the Contractor with additional congideration,

Any substance the Environmental Protection Agency designates in 40 CFR part 82
as: (1) Class I, including, but not limited to, chlorofluorocarbons, halong, carbon
tetrachlonide, and methyl chloroform; or (2) Class I, including, but not limited o, hydro

_| chiorofiuorocarbons

Any product generated by a business or consumer which has served ils intended end
usg, and which has been separated or diverted from solid waste for the purpose of
racycling into a usable commoadity or product, and which does not include post-
indusirial wasie.

Fost-Industrial Wasta

Indhestrial by-products that would otherwise go to disposal and wastes gEi'l_érated after
completion of a manufacturing process, bul do net include internally generated scrap
commonby returned to industnial or manufacturing processes.

are collected, sorted, processed, and converted into raw materials and used in the

The series of activities by which materials that are no longer useful to the 'gé'ﬁ'éﬁt;:;l_' T

Recych 5 f . .
el praduction of new products. This definition exciudes the use of these materials as a
. fuel substitule or for energy production, —
Rause | Using a product or component of municipal solid waste in its original form more than
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once.
RFP Request far Propesal designed lo solicil proposals for services
Services Any function performad for the benefit of the State.
30C Security Operations Center

Source reduction

Any practice that reduces the amount of any hazardous substance, poliutant, o
contaminant entering any waste stream or otherwiss released into the environment
prior to recycling, energy recovery, freatment, or disposal,

Any physical location where the State performs wark. State Location may include

State Location siate-owned, leased, or rented space,
A company Contractor delegates performance of a portion of the Searvices to, but
SubContractor does net include independent Contractors engaged by Contractor solely in 2 staff

augmeantation role.

Linauthorized Remaval

Conlractor's removal of Key Personnel withoul the prior wiithen consent of the Stata,

Waste prevention

Source reduction and reuse, bul not recycling.

Waste reduction and
Pollution prewention

The practice of minimizing the generation of waste at the sourea and, when wastes
cannoi be prevented, utllizing environmentally sound on-site or off-site reuse and
recycling. The term includes equipment or technology maodificslions, process or
procedure modifications, product refermulation or redesign, and raw material
substitutions. Waste trestment, central, management, and disposal are nat
considered pollution prevention, per the definitions under Part 143, Waste
Niinimization, of the Natural Resourcss and Environmental Pretection Act (MREPA),
1984 PA 451, as amended,

Work in Progress

A Deliverable that has been partially prepared, but has not been presented to the
Stale for Approval.

Wark Produst

Refers o any data compilations, reports, and other media, materials, or olher objects
arworks of authorship created or produced by the Contractor as a resull of an in
furtherance of perfarming the services required by this Coniract.
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