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Message Format

The Michigan Department of Community Health is able to receive electronic laboratory observation messages in Health Level 7 (HL7) versions 2.3.1 and 2.3.z. The HL7 message type ORU^R01 is supported.

The most significant difference between 2.3.1 and 2.3.z formats is the addition of the ZLR segment to add more information about the patient (age, occupation, Medicaid number, and next of kin information), provider, ordering facility, outbreak name, and lab address.
The structure of an HL7 2.3.z message is:


MSH - required

Observation – required, may repeat


Patient Information



  PID - required 


  PD1 - optional


  NTE – optional, may repeat



Patient Visit - optional



  PV1 - required



  PV2 - optional


Order – required, may repeat


  ORC - optional


  OBR - required


  ZLR - optional


  NTE – optional, may repeat



Results – required, may repeat




  OBX - required




  NTE – optional, may repeat

The uppercase three-letter items (MSH, PID, etc.) denote HL7 segments that appear as text headers in the message. The mixed case text items (Observation, Order, etc.) are repeating constructs, and are not explicitly present in the message. They imply grouping, repetition and optional/required status for segments.
The structure of an HL7 2.3.1 message is:


MSH – message header


Observation – required, may repeat


Patient Information – required (by MDCH)


  PID – patient information



  NK1 – next of kin information 



Order



  ORC – order control



  OBR - order



  
Results




  OBX - observation




  NTE - notes

Other formats can be accepted; however, closer to these formats the submitted messages are, the less work is required.
A sample HL7 2.3.1 message (using local coding) follows:
MSH|^~\&|RD|MAYO CLINIC DEPT. OF LAB MED AND PATHOLOGY^24D0404292^CLIA|MIDOH|MI|200803200316||ORU^R01|20080320031629921238|P|2.3.1
PID|1||||D9419991^FIRSTNAME^MIDDLE||19280205|F||U^^HL7 005^^^L|STREET1^STREET2^CITY^^ZIPCODE^COUNTRY^^^COUNTY
NK1|1|NEXT OF KIN|||^^^^^^
ORC|||||||||||||||||||||NORTHERN MICHIGAN HOSPITAL|416 CONNABLE AVENUE^^PETOSKEY^MI^49770-2297|^^^^^231^4874219|416 CONNABLE AVENUE^^PETOSKEY^MI^49770-2297
OBR|1||D9499161|^^^82048^HSV AND VZV-PCR, DERMAL^L|||200803171356||||||DETECTION OF HSV AND VZV BY LIGHTCYCLER POLYMERASE CHAIN REACTION (PCR) (PCR IS UTILIZED PURSUANT TO A LICENSE AGREEMENT WITH ROCHE MOLECULAR SYSTEM, INC.) THIS TEST DISTINGUISHES HSV-1 FROM HSV-2 GENOTYPES.|200803181058|^^SKIN SWAB|55005^SMITS Q^^^^|^^^^^^|||||200803191028|||F
OBX|1|ST|82048^HSV AND VZV-PCR, DERMAL^MAYO||SEE COMMENT FOR RESULTS||||||F|||20080319102800|24D0404292^MAYO CLINIC DEPT. OF LAB MED AND PATHOLOGY^CLIA
NTE|1||HERPES SIMPLEX TYPE I DNA DETECTED
NTE|2||VARICELLA-ZOSTER VIRUS DNA DETECTED
A sample HL7 2.3.z message (with LOINC and SNOMED coding) follows:

MSH|^~\&||Hurley Medical Center^23D0373445^CLIA|MDSS|MDCH|20080331153017||ORU^R01|20080910000018|T|2.3z||||
PID||^^^^^HURLEY MEDICAL CENTER&23D0373445&CLIA|0508785^^^1^^Hurley Medical Center&23D0373445&CLIA||LASTNAME^FIRSTNAME^E||19750604|M|^^|B|9999 STREET ST^^FLINT^MI^48505^||801-555-6681|||||7061247|123456789||||||||||||||||H||
ORC|RE|20392||||||||||1216^CRULLER^APPLE^M.D.||||^|
OBR|||M161|630-4^BACTERIA IDENTIFIED^LN^URCULT^URINE CULTURE^L|||20080331080000|||^||||20080331112100|URNE&URINE|1216^CRULLER^APPLE^M.D.|770-8403|||M161||||MC^MB|P||^^^^^R|^~^~^|||||||
ZLR|GENESYS HURLEY CANCER INSTITUT^302 KENSINGTON AVE^FLINT^MI^48503|HURLEY MEDICAL CENTER|Hurley Medical Center^1 Hurley Plaza^Flint^MI^48503|801-555-6682||LASTNAME^SONFIRSTNAME^SONMIDDLE|SON||
OBX|1|CE|630-4^BACTERIA IDENTIFIED^LN^CULT^RESULT^L|1|^^^MOD^MODERATE^L||||||F|||200803311522|A1^ACCN 1 |64^ADAMS^JUAN||
OBX|1|CE|630-4^BACTERIA IDENTIFIED^LN^CULT^RESULT^L|2|L-1712B^SALMONELLA SPECIES^SNM^SALGRA^SALMONELLA GROUP A^L|||||||||200803311522|A1^ACCN 1 |64^ADAMS^JUAN||
HL7 Syntax
Multiple HL7 messages may be batched and sent between FSH/BSH header segments, or single messages with only an MSH header. Segments should be terminated with carriage returns.
Test and Results Coding

Standard LOINC and SNOMED codes for tests and results respectively is preferred; however MDCH is capable of translating local laboratory tests and results in the standard HL7 message segments.
Result types include coded entries (CE types), numeric entries (SN types), and text entries (ST, TX). Whenever possible, if a positive result is indicated, a coded entry should be present in the results to enable quick determination of a positive result test. OBX CE results are most easily understood by MDCH, most easily translated from local standards, and are highly encouraged.
The message test code is required by HL7 to be in the OBX-3.1 field, with description (optional) in OBX-3.2, and the coding system id (the name system the code is from) in OBX-3.3 (required). Coding types should be one of:

LN – LOINC


SN – SNOMED


L – Local coding

If local codes are used for tests and results, the code L should appear in OBX-3.3 as in:

OBX|1|CE|9876^GrandLab Test for XYZ^L|
MDCH can rewrite local codes to standard LOINC and SNOMED. A list of tests codes, descriptions and LOINC/SNOMED equivalents is required. The list format should be CSV or other human/machine readable format.
Submitter Information
Electronic lab submitters are required to have a CLIA (Clinical Laboratory Improvement Amendments) assigned number. The number populates the header field MSH-4.2 as in

MSH|^\&||GrandLab-Grand Rapids^45D0470399^CLIA|
The CLIA number identifies the submitting lab and is used to look up transformations and route messages through the submission process.
PHINMS Message Transport

Transfer of messages to MDCH is via the Centers for Disease Control’s Public Health Information Network Messaging System (PHINMS). PHINMS provides strong encryption and authentication of transfers.
PHINMS senders and receivers are identified by both Internet domain names/IP addresses (e.g., Michigan.gov/129.33.81.41) and by Object Identifiers or OIDs (e.g 2.16.840.1.114222.4.3.2.2.3.161.1 identifies MDCH). OIDs identify PHINMS endpoints, which can be different from Internet hosts. If you are already submitting to PHINMS receivers, you may already have a OID. If MDCH is your only receiver, then MDCH can issue an OID to you, prefixed with MDCH’s OID 2.16.840.1.114222.4.3.2.2.3.161.1.
PHINMS Requirements

The PHINMS transmitter can run on a number of operating systems, including Windows 2003 and XP (and probably Vista), Linux, and Solaris Sparc/x86. The current version is of PHINMS is 2.8.
PHINMS requires:

· 250 M Bytes of disk space,

· 250-512 Mbytes of RAM space (less is adequate if the number of messages per day is small) 

· a database server

· Windows/Linux/Solaris

The database server can be an existing installation of:


Microsoft SQL server


Oracle 9i, 10g


Microsoft Access (Windows)

MySQL 4.1, 5.0


HSQLDB (Linux/Solaris, Windows).
If no database server is available under Linux or Solaris, then the HSQLDB database is automatically loaded (available from the PHINMS distribution). This is a simple, lightweight database that does not require administration outside PHINMS. Under Windows, the Access DB may be used in place of a SQL Server or. Access should be installed before PHINMS.
PHINMS installs its own Java runtime and Java Application server to run the PHINMS messaging application. This app server may run behind an HTTP proxy server such as IIS 5.0, 6.0, or Netscape Proxy Server, or Apache. It may be run standalone as a Java web server, as well.
PHINMS installation is fairly easy. It requires local administrator rights under Windows, but no special privileges under Solaris or Linux. It may be wise under Windows to use only folders named without spaces or other punctuation, both for installation and for configuration folders.
For more details of PHINMS installation, see:

http://www.cdc.gov/phin/software-solutions/phinms/installation_guidelines.html

When you have installed PHINMS, it will ask if you wish to reboot the server. This is the Tomcat instance, and is usually fairly quick. Rebooting the server is common when reconfiguring PHINMS. It interrupts message flow, but no messages will be lost.
Ping

You should try to “Ping” (send a test request to) the CDC to verify that PHINMS is correctly installed and network connectivity is operational. Use the Ping icon on the left hand side of the console and select “CDC Ping Server”. Ping will enqueue a message for the CDC on the Transport (Outgoing) message queue and in a minute or so the message should be acknowledged. You must continuously poll the outgoing queue to see updates to message status.

The CDC Ping Server will reply without much configuration on the lab side, and so is a useful check of network connectivity. Other destinations require higher level security, and additional configuration.  To reach MDCH, you will need to create a route in your PHINMS sender.
Creating the MDCH PHINMS Route

Once PHINMS is installed and network connectivity established, you may construct a route to MDCH. Open the “Snd Cfg” menu item, and select “Route Map Item”. Click “add” to add the MDCH destination. Enter a name for the MDCH route, then enter 2.16.840.1.114222.4.3.2.2.3.161.1 (MDCH’s ELR Party OID) into the “To Party ID” Field. In “Path:”, enter receiver/receivefile. For “Host:”, enter ELRTEST.WEBHOP.ORG, and for “Port:”, enter “5089”. Select HTTPS under protocol, and click “OK” to save. You will be asked to restart the server. Do this by clicking on the restart icon on the left hand console menu.
At this point, you should be able to “ping” the MDCH PHINMS server. This is useful, as setting up further configuration needs acknowledgements from MDCH PHINMS to test.
To notify the MDCH PHINMS instance that you will send messages other than Pings to it, you must export a CPA (collaboration protocol agreement) XML document that describes message transfer with MDCH. This document describes the endpoints of an exchange and options. Go to the Tools|CPA|Export CPA menu option, then select the MDCH destination that you just configured. Click “Export Selected Routes” and then choose a folder to place the CPA document (note: in PHINMS 2.7, the receiving folder should not contain spaces in the name - check). Select Open, and the CPA document will be placed into the folder. Don’t try to change the name in version 2.7; only a directory is required. The CPA file name will be <senderOID><receiverOID>.xml, where receiverOID  is MDCH’s OID, 2.16.840.1.114222.4.3.2.2.3.161.1, and the senderOID is the OID you either already have or have been provided by MDCH. Email this document to carlsonbr@michigan.gov, and then MDCH can begin receiving messages from your server.
Setting up Message Send Polling 

If you do not already have a process for sending PHINMS messages, a directory polling solution may be appropriate. Open the “Snd Cfg” icon, and select the tab “Sender Info”. Check the “Folder Based Polling” option. The “Folder Map” tab will be enabled. Select the “Folder Map” tab, then select the add button below. Here you configure the folder for messages sent to MDCH. Give the folder message entry a name, and select the route you have previously created. 
Message Types and PHINMS service/action pairs:

Communicable/infectious disease reports should be sent to the PHINMS service / action pair  “comm_service”,and “comm_insert”. 
Lead testing reports should be sent to the PHINMS service / action pair  “lead_service”,and “lead_insert”. 

Heavy metals test reports should be sent to the PHINMS service / action pair  “heavy_service”,and “heavy_insert”. 

HIV test reports should be sent to the PHINMS service / action pair  “hiv_service”,and “hiv_insert”. 

Enter “MDCH” as the Message Recipient. 
Under Payload Information, choose folders to scan for outgoing MDCH messages (Outgoing Folder), to place processed messages (Processed Folder), and to place acknowledgements (Acknowledge Folder). These folders should be existing folders – PHINMS will not create these folders. Enter OK to complete the Folder configuration, and Save on the Sender Configuration menu to complete the sender configuration. You will be asked to restart again. Do so by clicking the restart icon on the left hand console menu.
When messages are placed in the outgoing folder menu, they will be moved to the processed messages folder, with error information in the acknowledge folder. The acknowledgement folder and the logs (found in <PHINInstallDirectory>2.7.0/tomcat-5.0.19/phinms/logs/receiver with version 2.7.0 or see XXX for other versions) are useful for debugging.
When messages can be received at this level, MDCH can exchange PKI (Public Key Infrastructure) with your PHINMS instance to begin message content testing.
Setting Up Encryption and Authentication Keys

If you already have a verifiable public key or authentication from the CDC, you should exchange that with MDCH. MDCH may be able to provide a public key for you to use if you do not have a public key. For the test process, you will be provided with a key.
Testing

Once secure communication has been established between MDCH and your PHINMS sender, MDCH would like to receive test messages from you lab. These may be live messages, or historical samples, but should be actual lab samples covering a range of data outputs. Some number of requests to resend sample messages may be made by MDCH for retesting, so a live feed is most convenient.
MDCH will check messages for content and coding. When you and MDCH have completed testing, you will need to add a route to MDCH’s production ELR system. This will be found at:

Host: ???.michigan.gov

Port: 5089 (?)
Once the route is created, you will need to export another CPA document, mail it to MDCH, and when you receive a reply from MDCH, production transmission can begin.

