State of Michigan
Data Exchange Gateway

SSL/FTP client setup
WSsFTP version 7.61/8.03



WSFTP SETUP FOR THE DEG

This is the WSFTP PRO client setup to use with the State of Michigan Data
Exchange Gateway DEG . This is configured to use SSL. If you don’t use SSL and
your user ID requires it, you won’t be able to log in the system. Please use the IP
address 136.181.135.38 and port 11250. Data Ports will be negotiated using Ports
11200 or 11201 or 11202.

WSFTP Pro Version

You will need at least 7.61 version (7.6 and a patch), which provides a stat command
that’'s needed to keep the firewall control port opened during long file transfers using
SSL.

The parameters UPLOADSTATPERIOD=1200 and DOWNLOADSTATPERIOD=1200
in the Site Profile sends out a stat command every 1200 seconds or 20 mins.

This setup document also provides pictures for the 8.03 version.



MAIN WSFTP SCREEN

Version 7.61

%3 WS5_FTP Pro ===l
File Edit Yiew Sites Options Tools Help
|2 2. 8% % | &=
J Addrezz Iftp:.ULISEF!@‘I B7.240. 254 35:11260AU5ER j Ll
Local system Bemote spstem
T =l .- SLSER] = -
:ame | Size | Type | I odified - ChaDir :ame | Size | Type | I odifie ChgDir
[Caacans, File Folder BA14/2001 71— mkDir 4780.021016.1434. 9602 4KE  Binary fil= 1064 MkDir
[C1CigoLD File Faldar 10/10/2002 8 4780.021017.1455 9803 4KE  Binary fil= 10M7¢ |
[Z] Documents and Settings File Folder 5/3/2002 2.3 | 4780.021018.1436.9604 4KE  Binary fil= oM/ |
[ ercharyr File Folder 34272002 24 vi 4780.021021.1445 3805 4KE  Binary fil= 105214 i
CIGLWIN File Falder 124132001 1. o RICH.021105.1241. 8385 1KE  Binany fil= 11./5/2 =
[ZJ Hexbandit File Folder 10M6/2002 7: Ermmiic Ermmia
[1IGLOOFTR File Folder 3482002 405
[CIMFOCM32 File Falder 12413/2000 1. Rename Eename
[C1Jesa0 File Folder BA4S2002 8.2 = | 4= —
I main File Folder 8/19/2002 11 Delete - [elete
CIMIPCDEG File Folder 9/19/200211: Refresh Aefresh
LMy File Falder B/25/2002 %2 Elres | ElEs
a My Muszic File Falder 9/5,/2002 6:42 p p
. Dirlrfa Dirlnfa
CIMavell File Folder E/14,/2001 71
[ oracle File Folder BA14/2001 ¥:
[C1Palm File Falder 841,/20021:41
[ PhdmwanTi File Folder 70200212
[Z1 Pbdsfpla File Folder 0200212
(| Program Files File Folder 1043072002 7.
F'Q RECYCLED Recycle Bin 1/8/2000 &5
[_1RECYCLER File Faldar 147,/2002 520
a Spstemn Wolume Information File Folder 172002 1.1<
Ca temp File Folder 1141/2002 7>
4] | 3 4] | i
|315 ohject(s] |3.016.444KE @ |5 object(z) [1BKE
TYPE & -]
200 TYPE: command successful
PORT B7.217,161,19.9.37
200 PORT: command successful
LIST
150 Opening data connection. J
transferred 400 bytes in < 0.007 seconds, 3125.000 kbps [ 390.625 KEpsz]. ransfer succeeded, LI
J Dizconnect Cancel I Help Dptions... About E it I




Version 8.03

%2 WS_FTP Pro

File Edit WYiew Sites Options Tools

Help

=3l x|

BB EA AN = =

| Address [ERETIATERR ~ .

J UszerlD IftpstSa Pazzward I’“‘"’“‘" Port I'I125IJ [T &nonymous

e =] & =]
M ame | Size | Tupe | b=| Choi N | Size | Tupe Chalir
%é;ﬁ.uﬁﬁqﬁl..é File Folder 1| wkoi WKDI
WINNT File Faldes [ I— I—

Clwp File: Folder é : = :
CATsM File Folder | Ve o) iz
Cltmp File Folder 1 Erecute | | Erecute
[ TLContent File Folder ¢ |Fename Rename
CATIM File Folder . e
4 termp File: Falder 1 Frefiash Y
[ System Yolume Infarm... File Falder § o | IEITES Eligs
4| | b Dirlrfi 4| | ﬂ Dirlrafa
|62 obiectis] [2.050,915 KR | 0 cbiectis] 0,00 Bytes

WAMSOCE. DLL: WinSock 2.0

w'S_FTF Pra, Wersion 8.03, 20031216
J Connect... [Cance| Help Options... About E xit I




Options Menu > Program Options

Version 7.61

Firewall I Transfers I Advanced
General | Corwert I E stensions I Logging

E-Mail address: ILlser@E mailaddrezs. com

Text viewer: Inutepad.e:-:e Ernwse...l

— Intermet Connection
' Connect to Local frea Metwork [LaM]

" Connect wsing a dial-up connection

Select a dial-up conmection I.-’-'-.S 2200 j

[T Always use selected dial-up connection

¥ | Dizconnect when application exits

[T | Dizconnect onlyif application establizhed connection

Bezet window Iu:u:atiu:unsl Save curment folders as connection folders

k. I Cancel | Apply Help




Firewall | Tranzfers I Advanced
General Convvert I E xtenszions I Logging
Local Bemote
I I Syl | Femawe I

MOTE: Thiz worksz in
cohjunction with the
"Convert Extenzions"
ophion in zite Preferences

T

Cancel Ammly

Help

Firewall I
General I Corvvert Extenzions

Tranzfers | Advanced

A5CI Filenames and E stenzions

Add | Bemowe |

In &uto-tode, all files are
tranzfermed az binary unless the
filename or extenzion iz lizted
here. Ay file with a filename or
extenzion lizted here will be
tranzfered az ASCH. Thiz
applies to tranzfers, Wiew,
Execute and Edit.

Logging

o]

Cancel Spply

Help




Firgwall I Tranzfers Advanced
General I Coryert E stenzionz Logaing

¥ Enable Session Logging

Log file path: IE:HDDcuments and Settingz\petersondsApplication

¥ Enable Transfer Log

Lag file path: IE:'\DDcuments and SettingzhpetersondhApplication

— Log *indow Colors

_ Momal | [Nomal
MI Infarmation
- " arning
_ Waring | [Critical

= Transfer Meszage
_ Tiansfer |
Background

] 4 I Cancel Spply Help

General | Convert Estenzions I Logging
Firewall I Tranzfers I Advanced

— Configured Firewallz

Edit...
Delete

Firezcript Editor....

[ m |
__ Do |
EESHETN

X

] 4 Cancel Apply Help




General I Corvert | E stenzions I

Logaing

Firewall Tranzfers | Advanced

Murnber of retnes for falled transfers:

@ =

M arirurn number af concurrent fransfers:
0 .

Murmber of parts uzed on mulbipart tranzfers
H p

[ Autematically resume transfers when application starts
¥ Dion't transfer older/zame files when transfering folders

v Prompt for ovenarite for zame/newer files

¥ Display the Tranzfer Manager when transfers start

0k, I Cancel Apply

Help

General I Convert Estenzions | Logging
Firewal I Transfers Advanced
[ Root -

= [ Comman
O Alow deletion of non-emply folders
O Alow files and folders to be rmoved
Enable button balloon help
Save window locations on exit
Shiow files & folders
() Large icons
O Smallicons
O List
(®) Detail:
= [ Sort remote directony
= L3 Falder location
(*) Ontop
) Mix with files
ﬁ &t hiatharm

] 4 I Cancel Spply |




X

General I Convert Estenzions | Logging |
Firewal I Transfers Advanced

C-) At bottorn ;I

Perfarm sort on directory
O Reverse order
=[] Sort by
(*) Mame
) Size
Q) Type
) Date
[ Sounds
Ize windows aszociated icons
Show full zize of remote folders in Directon Properties
= [ Classic
Remember folders
Show connection dialog box on startup I
[ Sort local directaony

= 7 Maokle click actinns: x
1| | »

] 4 I Cancel Spply | Help |

General I Convert Extenzions | Logging |
Firewall I Transfers Advanced

= [ Classic ;I
Remember folders
Show connection dialog box on startup
= [ Sort local directony
= (L1 Falder location
* Ontop
() Mix with files
() At bottomn
Perform zort on directory
O Reverse order
= 23 Sort by
(*) Mame
Q) Siz=
Q) Type

Q) Date
= 7 Maokle click actinns: x
1| [ »

] 4 I Cancel Apply | Help |




General I Convert E stenzionz | Logging
Firewsall I Transfers Advanced

() Size ;I
O Tupe
() Date
= [ Double click actions
(®) Tranzfer files
) Wiew file
() Execute
() Mothing
= |21 E=plorer
Browze folders uzing a separated window for each fol
= 23 Double click actions
) Transfer files
) Wiew file
(¥) Execute
() Mothing

1| | E

x|
I

OF. I Cancel Apply | Help




Options Menu > Program Options

Version 8.03

Program Options x|

- General

- [nternet Connection
[=- Dizplay

- Toolbar

- Cormmand B ar
[=- Transfers

- Extenzions

- B5CI Filenames
[=- 551

- Client Certificates
- Trusted Authorities
- 55H

- Logging

- Firewsall

- Buctive Edit

- Browszer Intearation

E-Mail addrezs:
Test viewer: Inntepad.e:-:e = |
Auta reconnect: IElpen Lazt Local and Remote Folders j

Sound configuration: IWave "I

[ Allow deletion of non-empty folders

[ Allow files and folders to be moved

o |

Cancel Help




Program Options

- General

& [nternet Connection
[=- Dizplay

- Toolbar

- Cormmand B ar
[=- Transfers

- Extenzions

- B5CI Filenames
[=- 551

- Client Certificates
- Trusted Authorities
- 55H

- Logging

- Firewsall

- Buctive Edit

- Browszer Intearation

|nternet Connection

¥ Connect to Local frea Metwork [LaM]

" Connect uzsing a dial-up connection

Select a dialup connection IENEIE ano

d

[T Always use selected|dial-up connection

¥ | Dizconnect when applization exits

™| Dizeonnect only it application established connection

o |

Cancel |

Help

Program Options

- [aeneral
- |nternet Connection

- Cormmand B ar
[=- Transfers

- Extenzions

- B5CI Filenames
[=- 551

- Client Certificates
- Trusted Authorities
- 55H

- Logging

- Firewsall

- Buctive Edit

- Browszer Intearation

Dizplay

¥ Save window locations on application exit

¥ Display Windows associated icons

¥ Show full size of remote folders in Directary Properties

v Diownload images from remote server to create thumbnails
¥ Sunchionize remote thumbnail databases

Local falder location: IEIr'l top "I
Femate folder location: II:In top vI

— Clazzic ophtions

¥ Save folder history when connection is closed

Double click action: ITransfer "’I

— Explarer options

¥ Browse folders using a separate window for each falder

Dauble click action: IE:-:ecute "I

o |

Cancel |

Help




Program Options

- General

- [nternet Connection
[=- Dizplay

- Cormmand B ar
[=- Transfers

- Extenzions

- B5CI Filenames
[=- 551

- Client Certificates
- Trusted Authorities
- 55H

- Logging

- Firewsall

- Buctive Edit

- Browszer Intearation

Buttan options: I Flat j
Text options: I Mo teut labels j
lzon optians: ISmaII icons j

(] I Cancel |

Help

Program Options

- General

- [nternet Connection
[=- Dizplay

- Toolbar

B Command Bar
[=- Transfers

- Extenzions

- B5CI Filenames
[=- 551

- Client Certificates
- Trusted Authorities
- 55H

- Logging

- Firewsall

- Buctive Edit

- Browszer Intearation

Caommatd Bar
Commands I Local | Fiemu:utel
ChaDir
kAkDir
bl ask
Wigw
E dit O U
Append O O
Execute
Fenare
Delete
Refresh
bl e O O
Dirlrifa

* Jze the arrow buttonz to specify the order far the buttons.,

1
3

k. I Cancel

Help




Program Options

- General

- [nternet Connection
[=- Dizplay

- Toolbar

- Cormmand B ar

ranzfers
- Extenzions

- B5CI Filenames
[=- 551

- Client Certificates
- Trusted Authorities
- 55H

- Logging

- Firewsall

- Buctive Edit

- Browszer Intearation

Murnber of retries for failed transfers:
1] -

M axirmurn number of cancurrent transfers:
1] -

Murnber of parts uzed an multipart transfers:
IIZI Eﬁ

File owenarite prompt
™ Don't prompt for ovenwrite [always ovenarite]

" Prampt for ovenarite if file eists
" Prompt for ovenwite for zame or new files only

[ Automatically resume ransfers when application starts
[~ Don't transfer older/zame files when transfering folders

Iw Dizplay the Transfer Manager when transfers start

Cancel |

o |

Help

Program Options

- General

- [nternet Connection
[=- Dizplay

- Toolbar

- Cormmand B ar
[=- Transfers

B E wtenzions
- B5CI Filenames
[=- 551

- Client Certificates
- Trusted Authorities
- 55H

- Logging

- Firewsall

- Buctive Edit

- Browszer Intearation

Estenzions

L

oc:al emote

()

Add Bemave

MOTE: This warks in conjunctian
with the "Convert extenzions'
zelection in the Seszion tab
lozated in the zite's option page.

o |

Cancel

Help




Program Options x|

- [aeneral ASCI Filenames
- |nternet Connection
= Dizplay ASCI Filename:
- Toolbar fidd Bemove

- Command Bar
[=I- Transfers

) [n Auto-kode, all files are

- Extensions transferred az binamy unless the
& 4501 Filenames fileriame or extension iz lighed
= 55L here. Any file with a filename or
extenzion listed here will be

- Client Certificates

tranzfered as ASCH. Thiz

- Trusted Autharities applies to transfers, Yiew,
- 55H Execute and Edit.
- Logging
- Firewsall
- Buctive Edit

- Browszer Intearation

k. I Cancel | Help |

Program Options x|

- General
- [nternet Connection
[=- Dizplay
- Toolbar I
- Cormmand B ar
= Transfers A Limit local port range

- Extensions . = . =
. A5CI Filenames Mirirnurn: I'IEIE# 3, S ERT IEI:IEIEI 3,

- Client Certificates
- Trusted Authorities
- 55H

- Logging

- Firewsall

- Buctive Edit

- Browszer Intearation

-~ Force PORT IP address

k. I Cancel Help




Program Options

- General

- [nternet Connection
[=- Dizplay

- Toolbar

- Cormmand B ar
[=- Transfers

- Extenzions

- B5CI Filenames

- 55H

- Logging

- Firewsall

- Buctive Edit

- Browszer Intearation

Clignt Certifizates

client
W'S_FTP Pro Default Certificate

Create...

Impart....

a4

Lelete

o |

Cancel |

Help |

Program Options

- General

- [nternet Connection
[=- Dizplay

- Toolbar

- Cormmand B ar
[=- Transfers

- Extenzions

- B5CI Filenames
[=- 551

- Client Certificates
- Trusted Authorities
- 55H

- Logging

- Firewsall

- Buctive Edit

- Browszer Intearation

Truzted Autharities

lzzued To | lzzued By | Expirez
State of Michigan, ... State of Michigan, D, Jul 14 2002 04
1] | H
Hemowve I Ewpart | Irpirt |
k. | Cancel | Help |




Program Options x|

- General
- |nternet Connection
= Digplay Ciphers MAL
+ Toolbar w|3DES [V|MD5
+ Command Bar W|ELOWFISH V]SHAT
B Transfers 1 | WIRIPEMD1ED 1 |

- Extenzions FISHAT-OE
- ASCIl Filenames ¥ MDE_EE 3]
[=- 551

- Client Certificates
- Trusted Authorities

* Jze the arrow buttonz o get the priority for the selected Cipher /AL,

gging ¥ Use zlib compression

- Firewsall
- Buctive Edit
- Browszer Intearation

k. I Cancel | Help |

Program Options x|
~ Gererd

- |nternet Connection

=1 Display ¥ Enable Session Logging

- Toolbar : . : —

. Command Bar Log file path: IE."\DDI:umentS and Settings\petersond Application
= Transfers

- Extenzions ¥ Enable Transfer Log

- ASLI Filenames Log file path: IE:'\DDcuments and Settingz\petersond' b pplication
=+ 55L

- Client Certificates

- Trugted Authorities i
- 55H — Log Windaw Colars

MHormal | Mormal
- Firewal Irfarmation | m::;?:tmn
- fuctive Edi Arning
. Warning | Critic:al
- Browszer Intearation = Transfer
LCritizal |
Tranzfer |
Backaground |

™ Display timestamps in the log [ Enable debug logging

k. I Cancel Help




Program Options

- General

- [nternet Connection
[=- Dizplay

- Toolbar

- Cormmand B ar
[=- Transfers

- Extenzions

- B5CI Filenames
[=- 551

- Client Certificates
- Trusted Authorities
- 55H

- Logging

B Firewsall

- Buctive Edit

- Browszer Intearation

X

Firgwall

— Configured Firewallz

Edit...

[elete

Eirezcript Editar...

I

o |

Cancel | Help

Program Options

- General

- [nternet Connection
[=- Dizplay

- Toolbar

- Cormmand B ar

[=- Transfers

- Extenzions

- B5CI Filenames
[=- 551

- Client Certificates
- Trusted Authorities
- 55H

- Logging

- Firewsall
B & chive Edit

- Browszer Intearation

Active Edit
Estenzions |.-'1'-.pp|i|:ati|:|n Add...
<defaultz Swindows Default Aszociation:
Edit... |
Eemowve |
1] |

o |

Cancel | Help




Program Options il

- General

- Intermet Connection
=~ Dizplay

- Toolbar

- Command Bar
= Transfers

- Extenzsions

- ASCI Filenames
=- 551

- Chent Certificates
- Trusted Authonties
- CEH

- Logging

- Firewsall

- Buctive Edit

- Browser Integration

Browser Integration

[ Enable integration for FTP URLs in Metszape Mavigakor 4.4

¥ Enable integration for FTP URLz in Internet E xplarer

v Prompt befare uzing wS_FTP Pro to process FTP URLs

™ Freserve file times

[ Close progress dislog when download completes

Iz this firewall when connecting and downloading:

I <o firewally j

(] I Cancel Help




EXAMPLE OF SITE SETUP

Version 7.61

% WS5_FTP Pro: Conneck to Remote Hoskt ﬂ

o o [ asitoncs e 1o P Assidance Cene
1 Sites Connect |
- Antivins

I:l Archives and Mirmars Create Site. . |
I:l Games

|:| Hardware Create Folder |
I:l | pawitch —

Ell:l hySites

= 5 migate Delete |
B MIGATEDEWL =

= migateint11250 Close |
I:l Online Services
-] Predefined Sites Help |

I:l Software
-3 US Govemment

ftp: / Aftpst] 2204, 23.248.18:11250 (S5L)

Site Options - migateinktl 1250 ﬂ

Hast Infa I Startup | Session | Advanced |

Host name: |1 E7.240 254 36

UzerlD: ITE&t [T Anonymous
Pazsward: I’“"“"“‘ ¥ Save pazsword
Account; I [T Save account

Comment: I

k. I Cancel Apply Help




Site Options - migatinternetZ2100

Host Info  Startup | Sessil:unl .ﬁ.dvancedl

Local folder:

Bemote site folder:

Iritialize command: [uze '’ to zeparate multiple commarnds]

: . Startup tranzfer made
Local file mask: I
& AsCll
Remote file mazk: I ™ Binamy
Time offset in hours: ID " Auto detect

] I Cancel | Apply Help

Site Options - migatinternetl 1250

Hoszt Infu:ul Startup  Sezsion |.ﬁ.dvanced|

¥ Prompt for destination file names
™ Force lowercase remote names
[T Convert extenzsions

[ Receive unigue

[~ Send unigue

W Update folders after transfer

v Disable directory caching

v erify deletions

™ Preseve filetime on remote

b axirnum number of tranzsfer connections: Il:l 3:

k. I Cancel | Apply | Help




x

Huost Info I Startup I Session Advanced |

Server ype: v

Hoszt type: I.-'i‘-.utnmatic detect j

Frewsl: [ NONE .

[T Passive Mode ¥ Secure [S5L)

Connection retries [0 - 40 attemptz]; IEI—

M etwork, timeout [5-3600 zeconds]: IEE—

Femate part [usually 21]: W

E.eep alive [0-3600 zecondz]: ID—
ITI Cancel Spply Help |

Version 8.03

% WS _FTP Pro: Connect to Remoke Host

X

YWwelcome to'wWS_FTP Pro. Click the "4zsistance Center BasieliemE Eenterl

buttar for information an how to get starked.

- Antidvins

-] Archives and Mimars
-] Games

-] Hardware

- Ipswitch

EII:I kySites

----- E deqgtest

..... = riigate

----- E. MIGATEDEYL

----- E rigatedevlint 1250
----- E rigatedevlint21

----- E rnigateint21
----- E rigatemessg:
..... E Mewhigate11250

R -

;I Connect I
Create Site.. |
Create Folder |

Edi... |
Delete |
Cloze |
| Help |

ftp-authssl /ftpstSaE 67.240.254.36:11250




Site Dptions - migateintl 1250

-~ Host Info
- Startup

- Session
= Advanced

Haszt Infa

Hiost name: |1 B7. 240 254,36

Uzer D ILlserID [T Anonymols

Pazsword: I’““““‘“ v Save password

Azcount; I [T Save account

Comment; I

(] 4 I Cancel Help

Site Options - migateint11250 5[

Seszzion
Bl- Advanced

Startup

Local folder:

Bemate site falder:

Initialize command: [use ' to zeparate multiple commands)

Local file mask: I— Startup tranzfer mode

& asCl
Remate file mask: " Binary

Time offzet in hours; ID ™ Auto detect

] I Cancel Help




Site Options - migateint11250 5[

rompt for destination file names

v B
C

onvert extenszions

orce lowercase remaote names
ECEive LUNigqUe
nd unique

F
Be
Se
v |Ipdate folders after transfer
Dizable directomny caching
Ve

rify deletions

S B o e B

Prezerve filetime on upload [MDTH support required]
[ Prezerve filetime on downloads
[ Dizable the FEAT command

bl amirmuimm tranzfer connections: IIJ E:

] I Cancel | Help

Site Options - migateint11250 El

Haszt Infa Advanced

- Session Server type: [FTP/S5L [&UTH 55L)

=]
L. G5L Hozt type: I.-i'-.utcumatic detect j
Firewal.  [NONE =l

[ Use Passive mode for data connections

Connection retries [0 - 40 attemptz]; IEI
Connection retry delay [5 - 300 zeconds]: ISEI
Metwork, meout [5-3600 seconds]; IEE

Remaote part [uzually 21]; I'I 1280

K.eep alive [10-3600 zecondz]: IEI

(] 4 I Cancel | Help |




Site Options - migateint11250 5[

- Host Info

i Startup

i Segzion [f wour server requires a client certificate for authentication
purpozes, pleaze zelect the certificate for thiz zerver below.

=8 .-’-'-..dvanced

Client certificate: {MONE |
¥ Usze only 128bit S5L for secure connections
[ Usze unencrypted command channel after 551 authentication

™ Use unencivpted data channel

k. I Cancel Help




CERTIFICATE SCREEN

Mon-Trusted Certificate

i

— Certifizate [nformation

The certificate supplied by the zerver was not izzued
by a Trugted Autharity.

Alttribute

| W alue

lzzued To
|zzued By
Active From
Ewxpirez On

1

State of Michigan, D.1.T.
State of Michigan, D.1.T.
Jul 14 2002 04:00:00 GMT
Jul 12006 04:00:00 GRT

" Allow this conrection only

" Do not allow this connection

Help

[——




ENTRY IN SITE PROFILE ---
IPSWITCH\WWS_FTP\SITES\ORIGINAL.INI FILE

On Windows 95/98/ME:

c:\windows\application data\ipswitch\ws_ftp\sites

On Windows NT:

c:\winnt\profiles\username\application data\ipswitch\ws_ftp\sites

On Windows 2000 and Windows XP:

c:\documents and settings\username\application data\lpswitch\Ws_ftp\Sites

TO ADD UPLOADSTATPERIOD AND DOWNLOADSTATPERIOD
AND TURNOFF AUTORECONNECT = (0) and RETRIES = (0)

Version 7.61

[migateint11250]
HOST=136.181.135.38
UID=ftpst2a
PWD=V312EAB88A4D8DSE09DB153D8A70DEOB06564663A3739
TIMEOFFSET=0

RETRIES=0
RETRYDELAY=0
KEEPALIVE=0
PREASKPASS=0
NOCACHEAUTH=0
NOCACHEDIRS=1
UPLOADSTATPERIOD=1200
DOWNLOADSTATPERIOD=1200
AUTORECONNECT=0
PRESERVETIME=0
TRANSFERCONN=0
PASVMODE=0

SECURE=1

AMODE=0

CONVEXT=0

DOUPDATE=1

FORCLOW=0

PROMPT=1

STOU=0

RECU=0

MODE=65

RETAIN=0

VRFYDEL=1

PORT=11250
Idir0=C:\Program Files\WS_FTP Pro
dir0O=\FTPST1A
dirl=\FTPST2A
Idirl=C:\Program Files
[dir2=C:\

Idir3=C:\Data

dir2=\FTPST2A



NOTE:
IF YOU HAVE AUTOCONNECT ON AND IT RETRIES, WSFTP WILL AUTOMATICALLY
CHANGE TO PASSIVE MODE.

Version 8.03

[migateint11250]
HOST="136.181.135.38"
UlD="userid"

RETRIES=0
NOCACHEDIRS=1
UPLOADSTATPERIOD=30
DOWNLOADSTATPERIOD=30
AUTORECONNECT=0
PASVMODE=0

AMODE=0

PROMPT=1

MODE=65

RETAIN=0

Idir0O=c:\Data
CONNTYPE=5
Usel128bitSSLOnly=1
Idir5=C:\Program Files
1033ConvertDirListFrom=0
1033ConvertASClIDownloadFrom=0
1033ConvertASCliUploadTo=0
ClearCommandChannel=0
ClearDataChannel=0
firename="NONE"
PORT=11250
PWD=_TIIS9gYseuU=
TIMEOFFSET=0
aborseq=0
CommandTimeout=60
AborTimeout=10
RETRYDELAY=30
KEEPALIVE=0
PREASKPASS=0
NOCACHEAUTH=0
PRESERVETIMEUP=0
PRESERVETIMEDOWN=0
nofeat=0
TRANSFERCONN=0
CONVEXT=0
DOUPDATE=1
FORCLOW=0

STOU=0

RECU=0

VRFYDEL=1
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EXAMPLE OF GOOD TRANSFER LOG
Version 7.61

[-1,7/16/2002 8:23:09 AM,5]Starting request

[0,7/16/2002 8:23:09 AM,1]Connecting to 136.181.135.38:11250

[0,7/16/2002 8:23:09 AM,1]Connected to 136.181.135.38:11250 in 0.120, Waiting for Server Response
[0,7/16/2002 8:23:10 AM,1]220 XFTP SERVER CM0960TO0 (V5.485 30APR02) ready.
[0,7/16/2002 8:23:10 AM,1]Host type (1): Automatic detect

[0,7/16/2002 8:23:10 AM,1JAUTH SSL

[0,7/16/2002 8:23:10 AM,1]234 AUTH command accepted.

[0,7/16/2002 8:23:16 AM,1JUSER User

[0,7/16/2002 8:23:16 AM,1]331 Password required.

[0,7/16/2002 8:23:16 AM,1]PASS (hidden)

[0,7/16/2002 8:23:17 AM,1]230 Logon accepted.

[0,7/16/2002 8:23:17 AM,1]SYST

[0,7/16/2002 8:23:17 AM,1]215 Messageway.

[0,7/16/2002 8:23:17 AM,1]SYST

[0,7/16/2002 8:23:17 AM,1]215 Messageway.

[0,7/16/2002 8:23:17 AM,1]PWD

[0,7/16/2002 8:23:17 AM,1]257 "\USER " is current default.

[2,7/16/2002 8:23:17 AM,1]TYPE A

[2,7/16/2002 8:23:18 AM,1]200 TYPE: command successful.

[2,7/16/2002 8:23:18 AM,1]PORT 216,93,1,194,6,69

[2,7/16/2002 8:23:18 AM,1]200 PORT: command successful.

[2,7/16/2002 8:23:18 AM,1]STOR DCHXFER

[2,7/16/2002 8:23:18 AM,1]150 Opening data connection.

[2,7/16/2002 8:23:18 AM,1]STAT

[2,7/16/2002 8:23:18 AM,1]213XFTP SERVER CM0960t0 (V5.485 210CT02)
[2,7/16/2002 8:23:18 AM,1]STAT

[2,7/16/2002 8:23:18 AM,1]213XFTP SERVER CM0960t0 (V5.485 210CT02)
[2,7/16/2002 8:25:25 AM,2]transferred 438012 bytes in 125.581 seconds, 27.249 Kbps ( 3.406 KBps).
[2,7/16/2002 8:25:30 AM,1]226 Closing data connection.

[-1,7/16/2002 8:25:30 AM,5]Transfer request completed with status: Finished
[2,7/16/2002 8:25:30 AM,1]QUIT

[2,7/16/2002 8:25:31 AM,1]221 Goodbye.

EXAMPLE OF GOOD TRANSFER LOG
Version 8.03

WINSOCK.DLL: WinSock 2.0

WS_FTP Pro, Version 8.03, 2003.12.16

Connecting to 136.181.135.38:11250

Connected to 136.181.135.38:11250 in 0.210308 seconds, Waiting for Server Response
Initializing SSL Session ...

220-DEG FTP

220-WARNING: UNAUTHORIZED USE PROHIBITED.

220-ALL USERS ARE LEGALLY ACCOUNTABLE FOR THEIR ACTIONS.

220 BY USING THIS SYSTEM, YOU CONSENT TO HAVING YOUR ACTIONS LOGGED.
AUTH SSL

234 AUTH command accepted.

SSL Session Started.

Host type (1): Automatic detect

USER ftpstba

331 Password required.

PASS (hidden)

230 Logon accepted.



SYST

215 Messageway.

PBSZ 0

200 PBSZ: command successful.

PROT P

200 PROT: command successful.

Sending "FEAT" command to determine what features this server supports.
FEAT

211-Extensions supported

AUTH SSL

PBSZ

PROT C;P;

CCC

211 end

Finished interpreting "FEAT" response.

Sending the FEAT command is optional. You can disable it in the site options of the profile.
PWD

257 "\FTPST5A " is current default.

CWD NFTPST5A

250 Requested action completed.

PWD

257 "\FTPST5A " is current default.

TYPE A

200 TYPE: command successful.

PORT 209,153,155,224,9,89

200 PORT: command successful.

LIST

150 Opening data connection.

transferred 83 bytes in < 0.001 seconds, 648.438 Kbps ( 81.055 Kbps), transfer succeeded.
226 Closing data connection.

Starting request

Sending "REST" command to determine if the server supports restarts.
REST 1024

502 REST: Command not implemented.

This server does not appear to support restarts.

-- Resuming of interrupted transfers disabled.

-- Multipart downloads disabled.

Finshed checking for "REST" command support.

TYPE |

200 TYPE: command successful.

PORT 209,153,155,224,9,94

200 PORT: command successful.

STOR PKCNTLPG

150 Opening data connection.

226 Closing data connection.

transferred 198354 bytes in 61.070 seconds, 25.375 Kbps ( 3.172 Kbps), transfer succeeded.
Transfer request completed with status: Finished

TYPE A

200 TYPE: command successful.

PORT 209,153,155,224,9,95

200 PORT: command successful.

LIST

150 Opening data connection.

transferred 167 bytes in < 0.001 seconds, 1304.688 Kbps ( 163.086 Kbps), transfer succeeded.
226 Closing data connection.

Starting request

TYPE |

200 TYPE: command successful.

PORT 209,153,155,224,9,96

200 PORT: command successful.

RETR PKCNTLPG.040602.1347.8875

150 Opening data connection.

226 Closing data connection.

transferred 198354 bytes in 33.489 seconds, 46.273 Kbps ( 5.784 Kbps), transfer succeeded.
Transfer request completed with status: Finished

QUIT



221 Goodbye.
Connection closed. Ready for next connection.

Connecting Issues:

1. If you can’t logon, make sure you have the right port number11250 and SSL
selected — FTP/SSL (AUTH SSL) — version 8.03

2. If you are getting a logon OK , but don’t get a directory back from your mailbox,
you are having a problem with the return data port. First try turning on PASSIVE
MODE, if that doesn’t work you may have a problem with your firewall.

3. If you get an error and you try automatically again. You might want to edit you
site profile and make AUTOCONNECT = 0 and RETRIES = 0. See above in
document.

Version 7.61
x|

Hu:ustlnfu:-l Startupl Session Advanced |

Server ype -
Host type: I.-’-'-.utu::matiu: detect j
Frewal: | NONE =
[T Passive Mode ¥ Secure [S5L)
Connection retries (0 - 40 attemptz]; IEI—
M etwork: timeout [5-3600 zeconds]: IEE—
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E.eep alive [0-3600 zecondz]: ID—
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Version 8.03

Site Dptions - migateintl 1250

- Host Info
- Startup

- Session
= Advanced

Advanced

Server bype: IFTPHSSL [AUTH S50

=
Host tupe: I.-'i'-.utnmatic detect j
[~

Firewsall |NEINE

¥ Uze Passive mode for data connections

Connection retries [0 - 40 attemptz]; IEI—
Connection retry delay [5 - 300 zeconds]: ISEI—
Metwork, meout [5-3600 seconds]; IEE—
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(] 4 I Cancel |

Help




