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Section 1 - INTRODUCTION

Michigan’s data-submission portal is the File Transfer Service (FTS); however, it has
previously been referred to as the Data Exchange Gateway, or DEG. Some documents
may still reference the Data Exchange Gateway (DEG); be aware that a reference to the
DEG portal is a reference to the FTS. Refer to Section 4 for further information.

This Electronic Submission Manual (ESM) describes how to submit data electronically to the
Michigan Department of Health and Human Services (MDHHS). Section 4, File Transfer Service
(FTS), explains how to communicate with MDHHS through an Internet connection, SSLFTP
connection, or using the ACA CORE required SOAP+WSDL or HTTP/S MIME transport modes.

Instructions are also included on how to submit transaction files directly into the CHAMPS web
portal using Electronic Batch Web Upload through CHAMPS.

Regardless of the method used to exchange Medicaid transactions or queries, you must first
test your electronic transactions with MDHHS to insure adherence with national and Michigan
standards, and to reduce errors in your production file submissions to MDHHS.

This version replaces all previous MDHHS Electronic Submission Manuals.

1.1 Medicaid Billing Agents

Any entity that submits claims electronically to Michigan Medicaid is considered a billing
agent for Michigan Medicaid. Billing agents can be software companies, providers, clearing
houses, etc.

This manual will help all Medicaid billing agents in the submission of electronic files. If you do
not have a billing agent ID, please refer to the Resources in the following section of this manual.

There are several advantages to submitting claims and other data electronically:

R/
L X4

Electronic data reduces the need to re-type information;

Electronic data eliminates the amount of errors;

Electronic claims can be processed and paid much more quickly;
Electronic claims can be posted more easily; and

Electronic claims can be used for additional services, such as claim status
information.

e

AS

e

%

e

AS

e

AS

This manual provides the necessary instructions for the actual transmission and receipt of
electronic information. Only billing agents will be able to send and retrieve information with
MDHHS.

Any entity submitting a 270 eligibility or a 276 claim status request must first be associated in
CHAMPS with the Billing Agent or Trading Partner that originated the claim.
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Section 2 - RESOURCES
MDHHS informational resources for electronic billing can be found at the MDHHS website:

http://www.michigan.gov/mdhhs >> Doing Business with MDHHS >> Health Care Providers >>
Trading Partners >> Electronic Submissions Transactions

Please make sure to review the documentation available at the website before contacting

MDHHS directly. This ESM and other resources are available at the MDHHS website, including:
s CHAMPS Testing Instructions for 837 Fee for Service (FFS) Claims, 837 Encounters,

NCPDP files, and 270, 276, and 278 Requests

Electronic Updates

Michigan Companion Guides

835 Electronic Remittance Advice Instructions

Links to additional Information about electronic Health Care transactions

X/ X/ X/ X/
L X X X IR X4

Michigan’s EDI Services, B2B Testing, Provider Support and Encounter teams are available to
assist you:

EDI Services - Michigan Medicaid’s EDI Services Unit will handle all
guestions related to electronic Fee For Service (FFS) claims
file exchange and FTS issues.

Website: www.michigan.gov/tradingpartners

EDI Services Email: AutomatedBilling@michigan.gov

Business to Business (B2B) Testing - The B2B Test Team will handle test processing of
electronic transactions. Trading Partners (including new
Providers, Billing Agents, Clearinghouses, and Health
Plans) are required to initially test prior to sending
electronic transactions. Michigan provides two test
systems for this purpose: Ramp Manager (format and
syntax testing) and /ICD-10 B2B (claim adjudication testing).
Please access the MDHHS website for testing information,
and contact ED/ Services or the B2B Test Team to obtain
test system access credentials and further instructions.

Website for Testing Information: www.michigan.gov/tradingpartners >> HIPAA ICD-10 >>
Testing

B2B Testing Email: MDHHS-B2B-Testing@michigan.gov

Provider Support Unit - The Provider Support Unit will handle all billing
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Website:

Provider Support Line:

Provider Support Email:

questions.

www.michigan.gov/MDHHS >> Doing Business with
MDHHS >> Health Care Providers >> Providers >> CHAMPS

1-800-292-2550

ProviderSupport@michigan.gov

Encounter Team -

Encounter Support Email:

The Encounter Team will handle all electronic questions
related to Encounter file submission and FTS issues for
Trading Partners. The Encounter team also handles issues
related to NCPDP submissions.

MDHHSEncounterData@michigan.gov

Section 3 - SOFTWARE AND PROGRAMMING

Michigan Medicaid does not provide software to billing agents for electronic claims creation.
All billing agents must have a way to create or produce electronic files to submit to Michigan

Medicaid.
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Section 4 - FILE TRANSFER SERVICE (FTS) [former name: DEG]

Michigan’s data-submission portal is the File Transfer Service (FTS); however, it has
previously been referred to as the Data Exchange Gateway, or DEG. Some documents
may still reference the Data Exchange Gateway (DEG); be aware that a reference to the
DEG portal is a reference to the FTS.

MDHHS has established an Internet connection to the FTS, which is a Secure Sockets Layer
connection. This connection is independent of the platform used to transmit data.

Billing agents will use the FTS to submit and retrieve files electronically with MDHHS. Every
billing agent receives an FTS “mailbox”, which is where their files are stored and maintained.
You can access this mailbox to send and retrieve files through the Internet connection.

4.1 FTS - Internet Connection

The https connection to the FTS, using your internet browser, provides secure connection and
file transfer over the Internet.

4.1.1 Java and Non-Java Mode

Web-based access to the FTS can be run using Java mode or Non-Java mode. Use of Java mode
will provide additional features compared to running in Non-Java mode.

The Chrome internet browser does not support Java, so FTS will run in Non-Java mode when
accessed using Chrome. Internet Explorer and Firefox internet browsers will allow the user to
run using Java. Consult your organization’s IT support team with questions about the browser
available at your work location.

4.1.2 PC Setup
1. You must have an Internet Browser installed on your PC. FTS has been tested on
Windows 7 with the following browsers:
e Internet Explorer 8, 10 and 11
e Firefox 38
e Chrome43

Note: Using an untested Internet Browser may cause some screens to appear different
than the screens you see in this documentation, which are based on Chrome (for Non-
Java mode) and Internet Explorer (for Java mode).

2. Make sure you have a reliable Internet Service Provider (ISP) for your PC’s Internet
connection.

3. Forthe most reliable and fastest transfers, use a high-speed internet connection from
your PC. This is a LAN, T1, DSL, or Cable connection to the internet.

ESM ACA CORE 2016-0131 V3 0 DRAFT Page 7 of 52



Electronic Submission Manual

4.1.3 Logging onto the MDHHS Internet Connection

1. Logonto https://dxgweb.state.mi.us

) D MICHIGAN.GOV
mn"; File Transfer Service o
e ————— ‘MT:tharl's
- . 1 " Official
Wabsite
State of Michigan FTS Web Client
Logon to State of Michigan FTS Web Client
Flease enter your credentials below
Usemame: | |
Password:
WARNING! ~
THIS SYSTEM CONTAINS U.S.GOVERNMENT INFORMATION. V]
By agce_ssa’rgg a_nd u&'{?g this m_momer_sysrem you are consenting to system
[:: Logon ::]
Powered by MessageWay
g
== G

IREWITER Ml.gov‘

2. All Billing Agents must contact MDHHS to obtain unique credentials for accessing the FTS.
To logon, enter your MDHHS-assigned billing agent FTS Username in the Username box,
such as DCH???? using all caps (where “??2?” is your unigue Username assigned by
MDHHS).

3. Inthe Password box, enter your password. Then, click on the “Logon” button.

4. If you need to have your FTS password reset, please send a password reset request to:
AutomatedBilling@michigan.gov
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4.1.4 Downloading Files from FTS

Billing agents are able to download response files from their FTS “mailbox”. These files include
TA1, 999 Acknowledgement files, 835 files, etc. Your available messages (files) to download are
displayed on the Available tab when you log on.

. = MICHIGAN.GOV
ﬁ:ﬂ\ﬂB File Transfer Service
Sriciat "
Website

State of Michigan FTS Web Client (_Home ) (" Help ) (_ Switch Mailbox ) (_ Change Password ) (_ Logout )

AETIET G Downloaded Canceled Uploaded ¢+ Upload Message

Download As Zip Download As Binary Download As Text
[ Message ID ClassID Filename Sender IBTime OBTime Size
[[] 20160118093038rcasfc 5475T 0OUT4863bb8.msg DCHMMIS 2016-01-18 298 A
[] 20160118093014rc255m 5476T 0UT48006e7.msg DCHMMIS 2016-01-18 292
[] 20160118093014rc1t35 5476T OUT27793e4.msg DCHMMIS 2016-01-18 157
[1 2016011809301 4rc00mk 5475T 0OUTO744dea.msg DCHMMIS 2016-01-18 157
[[] 2016011515005044r539 5476T 0UT3600d9d.msg DCHMMIS 2016-01-15 331
[[] 2016011518001944msaf 5476T 0UT357b631.msg DCHMMIS 2016-01-15 157
[1 201601151530243nhitt 5475T 0UT13704a4.msg DCHMMIS 2016-01-15 298
[[] 201601151500152vk7pe 5475T 0UT388570b.msg DCHMMIS 2016-01-15 294
O 201601151500152vijup 5475T OUT385%a48.msg DCHMMIS 2016-01-15 157
[[1 20160115100123vfknsh 5476T 0UT3223268.msg DCHMMIS 2016-01-15 292
[J 201601151001 15vffbrs 5475T 0UT319f1lee.msg DCHMMIS 2016-01-15 298
[[] 20160115100106vfahuk 5475T 0OUT31688a8.msg DCHMMIS 2016-01-15 157 d

Check the box next to the “Message ID” you would like to download. Then select one of the
following: Download As Zip, Download As Binary or Download As Text, in the dark green band.
Once a file downloads, it will no longer appear on the Available tab; you will need to click on
the Downloaded tab to re-download previously downloaded files.
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4.1.4.1 .MSG Extension

Downloaded FTS messages, or files, will have an “.msg” extension. In Windows, the .msg
extension is associated with Microsoft Office Outlook; however, these downloaded files are not
readable by Outlook.

As a result, the following instructions must be followed to: 1) read this download file; and, 2)
not interfere with opening of Outlook files that already exist on your PC:
1. Right-click on downloaded file and select: Open with
2. Select: Choose default program...
3. Uncheck the box to the left of: Always use the selected program to open this kind of file
4. Click the Browse... button:

Cpen with | 2 |
| Choose the program you want to use to open this file:
| |
File: OQUT098ecth.msq

Recommended Programs

== \icrosoft Office Cutiook Edﬂiﬁfad-l"l_ : a free (GMU) source code

| ¥ F———— Coarnar=tio
>} | Microsoft Corporation Don HO don.h@free. fr

Other Programs ¥

—

0 .'5||'.|‘-.';S use the selected program to open this kind of file l

If the program you want is not in the list or on your computer, you can look for the appropriate program on the
Web,

oK ][ Cancel ]
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5. Select the program Name you wish to use that reads text files (Notepad, Word, etc.)
6. Click the Open button:

r
Cpen with | 2 |
D Cpen with..,
@uvl . v Computer » O5Disk (C:) » Program Files (x86) » MNotepad++ » - | 4,| | Search Notepad++ 2 |
Organize » Mew folder =~ 0l @
-~
Bl Desktop * Mame Date modified Type
& Google Drive . o .
| _ . localization 9/7/2011 7:27 PM File fol
4 Downloads . .
. plugins 11/9/2015 3:25PM  Filefol
o .. themes 10/21/2014 9:34 AM  File fol
7 Libraries _ . .
.. updater 7/29/2015 8:53 AM File fol
@ Documents .
. = . user.manual 9/7/2011 7:27 PM File fol
m Git E= P fp—
s |[&f notepad++.exe 10/28/2015 815 PM  Applic
usic =
. s tol 11/9/20153:25PM  Applic
[ Pictures
B Videos
Ll Computer
&, oSDisk (C3)
—a Recovery (D) < |(w i | >
File name: notepad++.exe - [Programs (*.exe ™ pif; " com; . bi vl
l [ Open Iv] [ Cancel ]
- |

4.1.5 Uploading Files to the FTS
1. To start the Uploading process, click on Upload Message:

MICHIGAN.GOV

. aan
m'":’ File Transfer Service g o
‘Wa::;?tn
State of Michigan FTS Web Client (_Home ) (Help ) (_Switch Mailbox ) (_Change Password ) (_Logout )

Available Downloaded Canceled Uploaded 7 Upload Message

Download As Zip Download As Binary Download As Text
[ Message ID Class ID Filename Sender IBTime OBTime Size
[ 20160118093038re85fc 5475T 0UT4863bb8.msg DCHMMIS 2016-01-18 258 A
[[] 20160118093014rc255m 5476T OUT48006e7.msg DCHMMIS 2016-01-18 252
[] 20160118093014rc1t38 5476T QUTZ27793ed.msg DCHMMIS 2016-01-18 157
[ 2016011809301 4rc00mk 5475T 0UT0744dea.msg DCHMMIS 2016-01-18 157
[[] 2016011518005044r5a9 5476T QUT3600d9d.msg DCHMMIS 2016-01-15 331
'_| N1 ENT 1S4 80N OAAmERF CATET MAITISThAERT mcn MrHBMRATS INTE_N1_1E 157
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2. The following screen will appear; complete the screen entries (see Reference Notes,
below) and use the Choose File or Browse... button to select a file from your PC.

Non-Java Mode:

MICHIGAN.GOV

W‘HB File Transfer Service

Michi 3
— Otficial
2 Website
State of Michigan FTS Web Client (_Home ) (_Help )(_Switch Mailbox ) (_Change Password )(_Logout )

Mailba:

Available Downloaded Canceled Uploaded < Upload Message
Upload Message

4 -
Recipient: |DCHEDI |
Class ID: |54?5T |
\ Transfer Mode: () Binary @ Text
FlI&" [ Choose File ]w Upload File
(upload )
Java Mode:
D MICHIGAN.GOV
m1D File Transfer Service e
T OFf:icigr" *
2 Wabsite
. . . Form— N or— - - ™ ™ Y
State of Michigan FTS Web Client (_Home )( Help ){ Switch Mailbox ){ Change Password )( Logout )

Mailbos:

Available Downloaded Canceled Uploaded © Upload Message
Upload Message

Recipient: |DCHEDI |

Class 1D: |54?5 |

Jransfer Mode: () Binary (@) Text
71" | C:Files FolderMy Upload File | ((Browse... )

|: Upload .::I
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Reference Notes:
e Recipient will be “DCHEDI” or "DCHBULL" for most files that you are uploading to
MDHHS.

e Class ID is the MDHHS File Name of the file that you are submitting. Please see
Section 11. CLASS ID/FILENAME (formerly, ‘ Appl ID Filename’) for a listing of Class
ID/File Names (ex.: 5475 is the Class ID/File Name for 837 FFS files). Please note that
all test files must use “T” as the fifth digit of the Class ID/File Name (ex.: 5475T).

e Transfer Mode needs to be changed to “Text” if Recipient is "DCHEDI".

e Fileis the file that you are submitting to MDHHS through the FTS. You will need to
click on the Choose File or Browse... button to select the file to be uploaded from
your PC.

2. When you have selected your file, click the Upload button to submit the file.

3. Once the upload has completed, the following display and message will appear:

Non-Java Mode:

MICHIGAN.GOV

. an
m'"; File Transfer Service _ NS v‘&"#"l’r""
WC::S?‘.
State of Michigan FTS Web Client (_Home )( Help )(_Switch Mailbox ) ( Change Password ) (_Logout )

Available Downloaded Canceled Uploaded ¢ Upload Message

Upload Message

Message 2016011813243 3 37k successiully uploaded -
from to DCHEDI

Recipient: ||

Class ID:

Transfer Mode: & Binary Text

File ["Choose File | No file chosen

L Upload J
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Java Mode:

MICHIGAN.GOV

Michigan's
' [

Wabsite

E!-P'ﬂlB File Transfer Service

. . . F T Warrarmn. W - o AYd aYa Y
State of Michigan FTS Web Client gtiomey (gicing (gSuichiNaillixg (gEhanne Basswon y) glogouly

Mailbox

EAETET ) Downloaded Canceled Uploaded <r Upload Message

Upload Message

Recipient: DCHEDI
Cl 1D:
2 | sa75T
Transfer Mode: () Binary @ Text
File: s
(_Browse... )
(" Upload )
(" Hide Detail )
h ( closean )
File Mame File Path To Class ID Direction ‘ ‘ Status
My Upload File C:\Files Foldef DCHEDI | 5475T Upload — Completed [ Close |

NOTE: This is not your 999 acknowledgement file. If you are submitting a file to MDHHS and
would like to verify your return acknowledgement file, you will have to go to the Available tab
to verify that your 999 acknowledgement file has been returned for each file that you sent. The
Class ID/Filename of your 999 is the same Class ID of the file you sent. (Example: An 837 claims
file submitted as 5475 would receive a 999 acknowledgment file also called 5475.)
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Section 5 - SSLFTP/SFTP (WS_FTP) SETUP FOR THE FTS

5.1 Overview

This section provides information on how to set up your SSLFTP/ SFTP client software to use
with the State of Michigan File Transfer Service (FTS). It is not a user manual on how to setup
SSLFTP clients; we cannot cover all possible software that can be used as a client. This section
gives the basic information needed for a user who is knowledgeable in the use of their
SSLFTP/SFTP client software to set up their client.

The following example shows how to set up the WS_FTP PRO 2007 SSLFTP/SFTP client to use
with the FTS. It is an example of how the setup information may be entered in a client software
package. It is not a WS-FTP user guide or even a WS-FTP setup guide. The example setup is
configured to use SSL.

Use IP address 136.181.135.38
SSLFTP is port 11250 and data port 11200-11240
Note: You may need to open ports 11200-11240 in your firewall. SFTP is port 2222.

5.2 WS_FTP Pro Version 2007
You will need a WS_FTP version that supports SSLFTP/SFTP.

5.2.1 Main WS_FTP Screen (WS_FTP Professional Version 2007)

@ Ipswitch WS_FTP Professional =S
i Fle Edt View Tools Help
E S & a. | @ . I ™ !
* Connect... [ ooorro o Connection Wizard New Local View | Options... Views Soeprer nce | Local Search New Backup Job
Address = UserlD Password GO !
My Computer 1k x 4k
§ @acs, v o ® ! Blank Connection Pane
B L© Folders
H el £l i - pred You can fill this pane with a local or remote connection by clicking one of the links
i ChangeFolder MewFolder - Ei oo (- Refresh Fooe Dol ! below:
Name Size Type Modified At N
[CACADIA File ... 3/10/200911:3 = Open a Remete connection
1) Data File .. /3072009 333 .
|50 Documents and ... File .. 322009 5:42 = Open a Local connection
122 Drer File 1/27/2009 5:09
12 Glwin File .. 310/20091:39 .
|3 Maciomed File .. 3872009749 .
120 MaIN File 3410/200911:3
2 Mavell File .. 3M10/20091:38 .
I oracle File .. 310/200911:2..
IEDFDI File ... 8/13/2007 11:2...
|3 Program Files File 32772009 747
I[C)RECYCLER File .. 310/2009 4:36 .
1) strawberny File .. JF2F/2009 TET L
|2 System Yolume | File 3/10/2009 3:58
D temp File .. 331/2009 736
ICDWINDOWS File ...  3/23/2003 7:50...
[F]auTOEXEC BAT 0 Batc. 8/9/2007 11:54 A
_} boot.ini 211 IMIFile 3/73/20098:20... RHSA
CONFIG.5Y'S 0 Spst. 892007 11:54 . A
} InkeT ool ini 135 [IMIFile 3/31/2009 7:35 A b

28 object(s) - 2.02 GE

i Information Window 3 x

Transfer Manager Transfer History  Connection Log
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5.2.2 Options Menu > Program Options (Program Options Version 2007)

Program Options

General General

Internet Connection

=) Dizplay E-bail address: | Srnichigan. goy |
Linked Folders

= Transfers Text viewer: |n|:|tepad.e:-ce | q_ﬂ |
Estenzionz
ASCH Filenames Auta reconnect; | Open *with Connection Dialog L |

File Integrity . . _
= 551 Sound configuration; | Wave w

Client Certificates

Trusted Autharities [ Allows deletion of non-empty Folders
= 55H [ Allow files and folders to be moved
Client F.eps
Trusted Haosts [ 5ave password in Quick Connection B ar
= OpenPGP [] Clear Quick Connect histar licati i -
Cl W on application exit Clear Mow
Feys =
Compression Show tranzfer information in zplazh screen
Lpgging Desktop Search Technology:
Firewall
E-Mail Natifications | Local Deskiap Search vl
Active Edit

Browser |ntegration

E ok | [ cancel | [ Hep |

|

Program Options

Gerersl

Internet Connection
[=I- Dizplay Murnber of retries for failed transfers:
Linked Folders

Delay between retries [seconds):

[=RIE NN
LEAIE AL RS

Extensions

M awimum number of concurent transfers:
ASCI Filenamesz Murnber of parts uzed on rmultipart transfers:
File Integrity File overnwrite prompt
=-55L

() Don't prompt for ovenwrite [always avenarite)

Clisnt Certificates (%) Prampt far overwrite if file exists

Trusted Autharities () Prompt for ovenwrite for same or newer files anly

=-55H
Client Keys [ &utomatically resume transfers when application starts
q Tg‘étsd Hosts [ Dian't transter older’same files when tanstering folders
= pEEEyS Digplay the Transfer M anager when transfers start
Compression [ &llows brovesing while transferring
Lagging Request Status Colors

Firewwall
Successful Successful

E-Mail Motifications

- Failed, %d Subltem(z] faled
Active Edi

Browzer |ntegration

[ > I (] l [ Cancel ] [ Help

| #
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Program Options

General
Internet Connection
= Digplay
Linked Folders
= Transfers
Extensions
ASCI Filenames
File Integrity

Client Certificates
Truzsted Authornties
[=}- 55H
Client Feps
Trusted Hosts
=) QpenPGF
Feyz
Compression
Logging
Firenwall
E-bdail Motifications
Active Edit
Browszer Inteqgration

| Y

>

Usge default ciphers

[4ES256
[J4ES123
[ Triple-DES
[]IDEA
[JDES

OE. ] [ Cancel ] [

Help

Program Options

General
|nternet Connection
[=)- Dizplay
Linked Folders
[=)- Transfers
Estenzions
ASCH Filenarmes
File [ntegrity
=-55L
Client Certificates
Trugted Authonities
= 55H
Client K.eys
Trugted Hosts
[=- OpenPGP
Keps
Compreszsion
Logaing
Firesmall
E -t ail Motifications
Active Edit
Browger Inteqgration

|

>

Trusted Authorities

lzzued To

State of Michigan, ...
State of Michigan, ...

|zzued By

WerSign Trust Metwor. .
WerlSign Trust Mebwor. .

Ex=pires

< |
Delete Export
(] 8 ] [ Cancel ] ’ Help
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5.2.3 Example of Site Setup for SSLFTP WS_FTP Professional Version 2007

Site Options - DEG_New_Prod_sslftp

Host Info
Startup
= Transfer

EI .&_dvanc:ed

o Extensions

Site Mame: | DEG_Mew_Prod_sslftp |

Host name: | 136.181.135.30 |

UzerlD: |test |
Pazsword: | {11} | Save pazsword
Account; | | [ Save account
Comment: |
[ (1] ] [ Cancel ] [ Help ]

-~ Host Info
: artup
= Transfer
. Ertensions
= Advanced

Site Options - DEG_New_Prod_sslftp

Bemote site folder:

Local folder:

Initiglize command: [uze ' to zeparate multiple cormmands]

[T Disable the FEAT command Starbup tranzfer mode
Remote file mazk: I:l () ASCI

Local file masgk: I:l ) Binary

|Defaun Color v| (&) Auto detect

CH

[] &ttempt ta auto-discover Lime offset

Fead sfrite directon |-f |

Tab color;
Time Offzet

Default offzet in hours:

Cancel ] [ Help ]

ESM ACA CORE 2016-0131 V3 O DRAFT

Page 18 of 52



Electronic Submission Manual

Site Options - DEG_New_Prod_sslftp

Huost Info
Startup
(=R Transfer
E stensions
=) Advanced
S50
S5H
OpenFPGRP

Prompt for destination file names

[ Carvert extensions

[ Faoree lowercasze remote names

[ Beceive unique

[] 5end unigue

Update folders after transfer

[ Preserve filetime on upload (MO TR suppart required]
[] Preserve filetime on downloads

[1 5kip unmodified files

[[] Check Transfer Integrity

b azirnunn transfer connections:

(0] 4 ] [ Cancel ] [ Help ]

Host Info
Startup
= Trangfer

= Advanced
S50
S5H
OpenPGP

Site Options - DEG_New_Prod_ssiftp

Extensions

Remote add..

Local Conversion
Edit. .

Bemove

|3

MOTE: Thiz works in
conjunction with the
"Convert extenzions"
option in the Transfer
page located in the Site
Options.

Ok, ] [ Cancel ] [ Help
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Site Options - DEG_New_Prod_sslftp

Ho Il

Startup
= Transfer Server type: | FTP/SSL (AUTH 55L) v
E stenszions -
Hiozt type: |.-'l'qut|:|mat|c: Detect w |
Firewwall; | MHOME ~ |
OpenPGP Uze Pazzive mode for data connections

[] Eoree passive connections to use host address
[] Dizable directary caching
"Werify delstions

Connection retries [0 - 40 attempts]: III
Connection retry delay (5 - 300 seconds);
Metwork, bmeout [5-3600 secondz]:

Remate port [usually 21]: 11250

Keep alive [10-3600 seconds]: D

QK. ] [ Cancel ] [ Help ]

Site Options - DEG_New_Prod_sslftp

Host Info 551
Startup
= Transfer If wour zerver requires a client certificate for authentication
E wtensions purposes, please select the certificate for this server below,

= Aded Client certificate: |NEINE v|

S5H
OpenPGEP

U=e at least 128bit S5L for zecure connections

[ Usze unencwpted command channel after S5L authentication
[ Usze unencvpted data channel

[JUse ILS+1 only

[]lgnore Command F ailures

QK ] [ Cancel ] [ Help
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5.2.4 Example of Site Setup for SFTP (WS_FTP Professional Version 7)

Site Options - DEG_MNew_Prod_SFTP

- Huost Info

- Startup

=) Transfer

. Estensions
= Advanced

Site Mame; | DEG_Mew_Prod_SFTP |
Host name: | 136.181.135.38 |
UserlD: | tesf |
Password: | 1IN | [ Save password
sccount: | | [ 5ave account
Comment: |
| ok || cancel | [ Hep |

Site Options - DEG_New_Prod_SFTP

EI Tramsfer
o Extensions
=- .-'l'a._d\-'anced

Bemate site folder:

Local folder:

Initialize command: [use ' to separate multiple commands)

Startup tranzfer mode
I ASCH

E—
T

|Defaurt Color v| (® buto detect

P |

[] attempt ta auto-dizcover time offset

Read wiite directory |-'" |

[ Dizable the FEAT cammand
FRemate file mazk:

Local file mask:

Tab colar:
Time Offzet

Default affset in hours:

[ ok

J |

Cancel ] [ Help ]
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Site Options - DEG_New_Prod_5SFTP

Hoszt Info
Startup
[=E Transfer
Esterzions
=) Advanced
S5L
S5H
OpenPGP

Prompt for destination file names

[] Convert extensions

[[] Forze lowercase remate names

[] Beceive unigue

[ 5end unigue

Update folders after transfer

[] Preserve filetime on upload [MDTH support required)
[] Preserve filetime on downloads

[] 5kip unmodified files

[] Check Transfer Integrity

I agirnunn tranzsfer connections:

k. ] [ Cancel ] l Help ]

Site Options - DEG_New_Prod_SFTP

Host Info
Startup
[=I- Trangfer
Extensz
= Advanced
SSL
SSH
OpenPGP

Edensions

Remote Add...

Local Conversion

MOTE: This warks in
cohjunction with the
"Corvert extenzions'
ophian in the Transter
page located in the Site
Options.

] ] [ Cancel ] [ Help
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Site Options - DEG_MNew_Prod_SFTP

Host Info
Startup
= Trangfer
Estenzions

Advanced
SSL
S5H
OpenPGP

Server tppe: | SFTPASSH w |
Hogt wpe:
Firewal  [NONE v |

Iz Pazzive mode for data connections

Force pazsive connections to uge host address
[] Dizable directory caching
Werify deletions

Connection retries [0 - 40 attempts]:
Connection retry delay (5 - 300 seconds):
Hetwark, timeout [5-3600 seconds]:
Remaote part [usually 217
Keep alive [10-3600 zecondsz):

o
o

ak.

] [ Cancel ] [ Help ]

Site Options - DEG_Mew_Prod_SFTP

Hoat o

Startup
= Tranzfer
Estenzsions
= Advanced

Pleaze zelect the authentication methodsz to to be tried with thiz
zite. Y'ou can change the order that they are tried with the
arrows, Set the key pair if pou select public key authentication.

S5L

Passward
Public Key

OpenPGP

K.eyboard Interactive

i
3

S5H keypair:

HOME

(0] ] [ Cancel ] [ Help
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5.2.5 Certificate Screen (Version 2007)

Program Options

General Trusted Authorities

Internet Connection
= Display lzzued Ta lzzued By E xpires

Linked Folders State of Michigan, ... “enSign Trust Metwar. .

[=)- Transfers L -
Estersions State of Michigan, ... “enSign Trust Metwar. .

ASCI Filenames
File Inteqrity
= 550
Client Certificates
Trugted Authorities
[=-55H
Client F.eys
Truzted Hosts
= OpenPGFP
Keps
Compression
Lagain ! L
qging

i
E-Mail Notifiations Lot = e
Active Edit
Browsger Integration

£ [ [ (] ] [ Cancel ] [ Help ]

| L

5.2.6 Example of Good Transfer Log

5.2.6.1 SSLFTP Transfer Log Example

Connecting to 136.181.135.38:11250

Connected to 136.181.135.38:11250 in 0.000000 seconds, Waiting for Server Response
Initializing SSL Session ...

220 DEG FTPS. WARNING: UNAUTHORIZED USE PROHIBITED. ALL USERS ARE LEGALLY ACCOUNTABLE FOR
THEIR ACTIONS. BY USING THIS SYSTEM, YOU CONSENT TO HAVING YOUR ACTIONS LOGGED.
AUTH TLS

234 AUTH: securing command channel

SSL session NOT set for reuse

SSL Session Started.

Host type (1): Automatic Detect

USER test

331 Password Required

PASS (hidden)

230 Logon Accepted

SYST

215 UNIX Type:L8

Host type (2): Unix (Standard)

PBSZ 0

200 PBSZ: set for streaming mode

PROT P

200 PROT: data channel in PROTECTED mode

Sending "FEAT" command to determine what features this server supports.

FEAT

211-Extensions supported

211- AUTH TLS|SSL

211-CCC

211-PBSZ 0

211 PROT P|C
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Finished interpreting "FEAT" response.

Sending the FEAT command is optional. You can disable it in the site options of the profile.
PWD

257 "lftpst2a"

TYPE A200 Transfer Mode: ASCII

PASV

227 Entering PASV Mode (136.181.135.38,43,193)

connecting data channel to 136.181.135.38:43,193(11201)

data channel connected to 136.181.135.38:43,193(11201)

LIST

150 Connecting Data Port...

transferred 1040 bytes in 0.078 seconds, 106.496 kbps ( 13.312 kBps), transfer succeeded.
226 Listing Complete

Starting request

Sending "REST" command to determine if the server supports restarts.
REST 1024

502 REST: Command Not Implemented

This server does not appear to support restarts.

-- Resuming of interrupted transfers disabled.

-- Multipart downloads disabled.

Finished checking for "REST" command support.

TYPE |

200 Transfer Mode: BINARY

PASV

227 Entering PASV Mode (136.181.135.38,43,194)

connecting data channel to 136.181.135.38:43,194(11202)

data channel connected to 136.181.135.38:43,194(11202)

STOR test45

150 Connecting Data Port...

226 Stored Message: [200903311002330013rs] Size: [1131781] bytes
transferred 1131781 bytes in 0.813 seconds, 11143.690 kbps ( 1392.961 kBps), transfer succeeded.
Transfer request completed with status: Finished

TYPE A

200 Transfer Mode: ASCII

PASV

227 Entering PASV Mode (136.181.135.38,43,195)

connecting data channel to 136.181.135.38:43,195(11203)

data channel connected to 136.181.135.38:43,195(11203)

LIST

150 Connecting Data Port...

transferred 1117 bytes in 0.078 seconds, 114.381 kbps ( 14.298 kBps), transfer succeeded.

226 Listing Complete

5.2.6.2 SFTP Transfer Log Example

Connecting to 136.181.135.38:2222

Connected to 136.181.135.38:2222 in 0.000000 seconds, Waiting for Server Response
Server Welcome: SSH-2.0-OpenSSH_4.3

Client Version: SSH-2.0-WS_FTP-2007.1-2007.11.12

DSS Signature Verified

Session Keys Created

Ciphers Created

New Client->Server ciphers in place.

New Client->Server ciphers in place.

Completed SSH Key Exchange. New Keys in place.

Trying authentication method: "password"

User Authenticated OK!

Completed SSH User Authentication.

Started subsystem "sftp" on channel 0760a2ce

SFTP Protocol Version 3 OK

sftp protocol initialized

Getting Dirlistingtransferred 2187 bytes in 0.016 seconds, 1119.737 kbps ( 139.967 kBps), transfer succeeded.
Starting request

Opening remote file "/ftpst2a/test45" for writing

Uploading local file "c:\Data\test45"

transferred 1131781 bytes in 1.391 seconds, 6510.878 kbps ( 813.860 kBps), transfer succeeded.
Transfer request completed with status: Finished
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Getting Dirlisting
transferred 2337 bytes in < 0.001 seconds, 18696.000 kbps ( 2337.000 kBps), transfer succeeded.

5.3 Connecting Issues

1. If you can’t logon with SSLFTP, make sure you have the right port number 11250 and
advanced — server type select — FTP/SSL (AUTH SSL); or with SFTP, make sure you have the
right port number 2222 and advanced — server type select — SFTP/SSH.

2. If you are getting a logon OK, but don’t get a directory back from your mailbox, you are
having a problem with the return data port 11200. First try turning on PASSIVE MODE; if
that doesn’t work, you may have a problem with your firewall.

3. If you get an error and you try automatically again, you might want to edit your site profile
and make AUTOCONNECT = 0 and RETRIES = 0 (refer to the specification screens and
examples above).

5.4 Change File Directories

The following screens provide an example for changing the directory; your software may differ
from these images.

Note: Your source file name must be restricted to one of the four- or five-character Class-ID
Filenames from the chart in Section 10 of this document (Ex.: “5475” or “5475T”). Test files
must always use a “T” as the fifth character of the filename.

1. Use your file transfer manager application (ex.: the lpswitch WS_FTP tool) to access your
destination directory:

File Edit Xiew Tools Help
= e e & =] @ @ @

Connect... Disconnect Connection Wizard MNew Local View | Options... Views 7| PGP Mode =
Address  ftp-authssk//136.181.13538/DCH » UserlD DCHTSTL Password

My Computer = DCHTST1
[de:\Data - W DD - CA/DCHTST1 - @ @@ E -

LS 1 & [ kB €& g ! =l bl
Mame Mame | Size | Type Fodified

5475 __lcanceled Folder B/2/201510:40 4
__| downlgaded Folder E/2/201510:45 4

<
5

< | | 4|
For Help, press F1 262 Bytes For Help, press F1

Information Window

Source 2 | Status | O peration | Transfemed | Rate [KEAS) | Size | Tirne Left |

Transfer Manager Tranzfer Histamy Connection Log
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Enter the desired target Directory name (/DCHEDI) by selecting the indicated (target)
directory icon, entering “/DCHEDI” in the pop-up “Change Directory” dialogue box, and
clicking the “OK” button:

File Edit View Tools Help
@ I @ [=) @ = . @
Connect... Discoennect Connection Wizard Mew Local View | Options... Views PGP Mode B
Address  ftp-authssk//136.181.135.38/DCt - UserlD DCHTSTL Password T Go =
My Computer Akx DCHTST1 Ak

A Data - @ o @ - | [Z/DCHTSTI @ DO E-g
o —— -
€l - & =k = & = ke =
Mame 4 | Size | Twpe | Modified
5475 Chang ey 52 Folder B/2/2015 10:27 &
Folder B/2/2015 10:27 &
[Ij Enter directory to change to: aK I
Cancel
[/DCHEDI &I
Help |
< T | 2 < | T | 2
For Help, press F1 262 Bytes For Help, press F1 3 KB 9
Information Window a =
Source o | Status | Operation | Transfened | Rate (KB/S] | Size | Time Left |

Transfer Manager | Transfer History | Connection Log

When the new target directory is displayed, transfer your file from the “My Computer” to
the “/DCHEDI” directory, by using one of the following:
a. Select the file in your My Computer directory and drag/drop it into the /DCHEDI
directory; or,
b. Highlight the file in your My Computer directory, and click the right-pointing arrow.

Eile Edit View Tools Help
L= - B & L=1) @ LI @
Connect...  Disconnect Connection Wizard Mew Local View | Options... Views PGP Mode |2
Address  ftp-authssl//136.181.13538/DCt ~ UsedD  DCHTSTL Password Go |of
My Computer a4 x | DCHTST1 4 b x
EdcData >~ W D@ -] L /DCHEDI - @ W@ E-g
e + 2 (= k) — ol | [ b [
= — — —
Mame 1 Size Mame Size | Type | Modified
5475 TKE 5475.150602.1038. 44shkp4E TKB 44SHKP B/2/2015 10:38 &
o Wi | » < T | »
For Help, press F1 262 Bytes For Help, press F1 262 Bytes =]
Information Window nox
Source o | Status | Dperation | Transferred | Rate [KE/S] | Size | Tirne Left |
Transfer Manager | Transfer History | Conmection Log
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4. Once the file is moved to /DCHEDI, look in your FTS mailbox for the corresponding response
file (“5475”, in this example); the Modified date and time will be included in the name of
the response file. Response files are typically sent within two hours of your submission; if
no response file is received, please contact: AutomatedBilling@michigan.gov .

Section 6 - ACA CORE TRANSPORT MODES

6.1 Connectivity Overview

As part of the ACA CORE requirements, CHAMPS supports batch and real-time transmission
modes and the following envelope standards for the 270/271 and 276/277 transaction sets:

1. HTTP MIME Multipart (Envelope Standard A)
2. SOAP+WSDL (normative) (Envelope Standard B)

Please refer to the Phase Il CORE 270: Connectivity Rule document at the link below for detailed
information and specifications for HTTP MIME Multipart and SOAP+WSDL based interactions:

http://www.cagh.org/pdf/CLEAN5010/270-v5010.pdf

The following diagram depicts the relationship of the transport modes to the submitted
transaction.

Network Y\

Communications (Transport Protocol)

=Public Internet (TCP/IP) - CORE Phase | Rule

Message Envelope +
Message Metadata

/

Message Payload (Content)

=HTTP/S — CORE Phase | Rule
(includes security of payload during transmission)

/

=Message Envelope + Message Metadata —
CORE Phase Il Rule
(independent of payload — Required by Phase |)

|

= HIPAA X12 Transactions (e.g. 270, 999)

4
|
/
l

ESM ACA CORE 2016-0131 V3 0 DRAFT Page 28 of 52


mailto:AutomatedBilling@michigan.gov
http://www.caqh.org/pdf/CLEAN5010/270-v5010.pdf

Electronic Submission Manual

6.2 System Availability
The MDHHS CHAMPS system is available 24 hours per day, 7 days per week, with the exception
of a regular monthly maintenance window, which starts at 6pm on the second Saturday of each
month and ends at 6am on Sunday. For information on unscheduled outages, see the Biller “B”
Aware page at:
www.michigan.gov/tradingpartners >>Communications and Training >> Medicaid Alerts >>
Biller "B" Aware

6.2.1 Real-time Inquiry Response
A response to a real-time inquiry will be provided within 20 seconds during hours of availability.

6.2.2 Batch Inquiry Response

The v5010 271 response to a v5010 270 batch inquiry submitted by 9:00 pm Eastern time of a
business day will be returned by 7:00 am Eastern time the following business day. Similarly, a
v5010 277 response to a v5010 276 batch inquiry submitted by 9:00 pm Eastern time of a
business day will be returned by 7:00 am Eastern time the following business day.

6.3 Process Flows

6.3.1 Real-time Request and Response Handling

HTTP/S supports a request-response message pattern, meaning that the sender submits a
message and then waits for a response from the message receiver. The process for real-time
request and response works as follows:

1. The user application submits a real-time SOAP or MIME request.
a. Submit SOAP to:
Real Time Production: https://corerealtime.state.mi.us/ecams/soap?wsdl
Real Time Testing: https://corerealtimeqa.state.mi.us/ecams/soap?wsdl
b. Submit MIME to:
Real Time Production: https://corerealtime.state.mi.us/ecams/multipart
Real Time Testing: https://corerealtimeqa.state.mi.us/ecams/multipart

2. The CHAMPS system authenticates the username and password. If unable to
authenticate, an HTTP 403 Forbidden response is returned.

3. If the username and password are successfully authenticated, an HTTP 200 OK status
response is returned to the user within 20 seconds along with the 271 or 277 response.

4. The CHAMPS system validates Senderld and other elements of the CORE envelope
metadata. If validation fails, the following errors are returned:
a. For SOAP: HTTP 500 SOAP fault with Code=Sender & Reason=Authentication Failure
b. For MIME: HTTP 200 with ErrorCode=Sender & ErrorMessage=Authentication Failure
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The diagram below depicts the real-time request and response flow.

Real-time Process Flow

CORE Compliant
Application

( Trading Partner's W <

Send Request to

p
https://corerealtime.state.mi.us/ecams/soap?wsd| (SOAP)
https://corerealtime.state.mi.us/ecams/multipart (MIME)

Authentication HTTP 403

Valid SenderID, SOAP: HTTP 500
Envelope MIME: HTTP 200

CHAMPS
Processing

\ 4

HTTP 200
& 271 or
\ 277
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6.3.2 Batch Request and Response Handling

6.3.2.1 Initial Batch Submission

1. The user application submits a batch SOAP or MIME request.
a. Submit SOAP to:
Batch Production: https://corebatch.state.mi.us/ecams/soap?wsdl
Batch Testing: https://corebatchga.state.mi.us/ecams/soap?wsdl|
b. Submit MIME to:
Batch Production: https://corebatch.state.mi.us/ecams/multipart
Batch Testing: https://corebatchqga.state.mi.us/ecams/multipart
2. The CHAMPS system authenticates the username and password. If unable to
authenticate, an HTTP 403 Forbidden response is returned.
3. The CHAMPS system validates Senderld and other elements of the CORE envelope
metadata. If validation fails, the following errors are returned:
a. For SOAP: HTTP 500 SOAP fault with Code=Sender & Reason=Authentication Failure
b. For MIME: HTTP 200 with ErrorCode=Sender & ErrorMessage=Authentication Failure
4. If the username and password are successfully authenticated and the envelope
metadata validated, an HTTP 202 OK status response is returned to the user indicating
CHAMPS has accepted the batch submission for processing.
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6.3.2.2 Batch Process Flow

Trading Partner's
CORE Compliant <
Application N

|
=

Send Request to

P i
https://corebatch.state.mi.us/ecams/soap?wsdl (SOAP)
https://corebatch.state.mi.us/ecams/multipart (MIME)

Authentication HTTP 403

SOAP: HTTP 500
MIME: HTTP 200

alid SenderlID,
Envelope

HTTP 202 @]}.

CHAMPS
Processing

6.3.2.3 Batch Pickup

1. The user application submits a time-delayed batch pickup request.
a. Submit SOAP to:
Batch Production: https://corebatch.state.mi.us/ecams/soap?wsd|
Batch Testing: https://corebatchga.state.mi.us/ecams/soap?wsdl
b. Submit MIME to:
Batch Production: https://corebatch.state.mi.us/ecams/multipart
Batch Testing: https://corebatchqa.state.mi.us/ecams/multipart

2. The CHAMPS system authenticates the username and password. If unable to
authenticate, an HTTP 403 Forbidden response is returned.

3. The CHAMPS system validates Senderld and other elements of the CORE envelope
metadata. If validation fails, the following errors are returned:
a. For SOAP: HTTP 500 SOAP fault with Code=Sender & Reason=Authentication Failure
b. For MIME: HTTP 200 with ErrorCode=Sender & ErrorMessage=Authentication Failure
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4. If the username and password are successfully authenticated and the envelope
metadata validated, an HTTP 202 response is sent and a match for PayloadID will be
performed for an acknowledgement or response transaction, as appropriate for Payload
Type. If no match occurs, an HTTP 400 status response is returned.

5. If a PayloadID match occurs, one of the following will be generated back to the user with
an HTTP 200 status:

a. A 999 Reject response will be available within one hour if there is a problem with the
segments occurring between the ISA and IEA.

b. A 999 Acceptance response will be available within one hour if no problems are
found.

c. When the 270 or 276 transaction is submitted by 9pm on a business day, the 271 or
277 response transactions will be available by 7am the next business day.
Note: Multiple interchanges may be returned within the same Payload.

The diagram on the next page depicts the Batch Pickup Process Flow.
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6.3.2.4 Batch Pickup Process Flow

‘ Trading Partner's
»  CORE Compliant
‘ Application

A A

Send Request to

https://corebatch.state.mi.us/ecams/soap?wsd| (SOAP)
https://corebatch.state.mi.us/ecams/multipart (MIME)

HTTP 403

Authentication

SOAP: HTTP 500
MIME: HTTP 200

Valid SenderlD,
Envelope

HTTP 202

999 Batch Acknowledgement
or 271 or 277 not available

Payload ID exists

Yes

|

HTTP 200 and
999 or 271 or 277
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6.4 Transmission Administrative Procedures

Response Times: A response to a real-time inquiry will be provided within 20 seconds during
hours of availability. A response to a batch inquiry submitted by 9:00 p.m. on a business day will
be provided by 7:00 a.m. the following business day.

6.5 Retransmission Procedures

If a real-time response message is not received within the 60-second response period, the
submitter’s system should send a duplicate transaction no sooner than 90 seconds after the
original attempt was sent.

If no real-time response is received after the second attempt, the submitter’s system should
submit no more than 5 duplicate transactions within the next 15 minutes. If the additional
attempt results in the same timeout termination, the submitter’s system should notify the
submitter to contact MDHHS directly to determine if system availability problems exist or if
there are known internet traffic constraints causing the delay. Please verify your file contents
before any further resubmission.

6.6 Communication Protocols

6.6.1 HTTP MIME Multipart

MDHHS supports standard HTTP MIME messages. The MIME format used must be that of
multipart/form-data. Responses to transactions sent in this manner will also be returned as
multipart/form-data.

6.6.2 SOAP + WSDL

MDHHS also supports transactions formatted according to the Simple Object Access Protocol
(SOAP) conforming to standards set for the Web Services Description Language (WSDL) for XML
envelope formatting, submission, and retrieval.

» SOAP + WSDL XML Schema
The XML schema definition set forth by CORE is located at:
http://www.cagh.org/SOAP/WSDL/CORERule2.2.0.xsd

ESM ACA CORE 2016-0131 V3 0 DRAFT Page 35 of 52


http://www.caqh.org/SOAP/WSDL/CORERule2.2.0.xsd

Electronic Submission Manual

6.6.3 Header Requirements

The envelope metadata requirements are described briefly in the table below.

Field Accepted Values

Comment

PayloadType X12 270 Request_005010X279A1
X12_005010_Request_Batch_Results 271

X12_276_Request_005010X212
X12_005010_Request_Batch_Results 277

X12_835_Request_005010X221
X12_TA1_Response_00501X231A1
X12_999 Response_005010X231A1

Real-time & batch submissions
Batch results retrieval for 270/271

Real-time & batch submissions
Batch results retrieval for 276/277

Batch retrieval for 835 (RA)
TA1 response (real-time)

999 response (real-time)

ProcessingMode | RealTimeBatch

Batch used for either submission or
pickup

PayloadID PayloadID will conform to ISO UUID

org/in-notes/rfc4122.txt), with
hexadecimal notation.

standards (described at ftp://ftp.rfceditor.

Generated using a combination of
local timestamp (in milliseconds) as
well as the hardware (MAC)
address33, to ensure uniqueness.

Payload Length Length of the X12 document

Required only if ProcessingMode is
Batch; otherwise do not send.

TimeStamp YYYY-MM-DDTHH:MM:SSZ See: http://www.w3.0org/TR/
xmlschemall-2/#dateTime

User Name MDHHS Assigned For SOAP+WSDL and MIME Multipart
use only.

Password MDHHS Assigned For SOAP+WSDL and MIME Multipart
use only.

SenderID MDHHS Assigned This is assigned based on how you are
enrolled in CHAMPS. It will be your NPI
number, Provider ID, or FTS Username
ID

ReceiverlD D00111 This is the Michigan Medicaid receiver

ID.

CORERuleVersion | 2.2.0

CheckSum Checksum of the X12 document

Algorithm is SHA-1; encoding is Hex;
required only if ProcessingMode is
Batch. Checksum must be computed
only on the payload and not on the
metadata. Do not send for Real-time.

Payload

Contains the X12 request.
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6.6.4 Error Reporting

The HTTP and envelope processing status and error codes are described briefly here. For
comprehensive instructions on using the SOAP+WSDL and MIME Multipart transport protocols,
please use the web references provided earlier in this section in addition to the information
provided here.

6.6.4.1 HTTP Status and Error Codes

The HTTP status and error codes included in the following table represent only a few of the
commonly used status and error codes in the standard. An exhaustive list of HTTP Status Codes
and descriptions are included in the HTTP specification at:
http://tools.ietf.org/html/rfc2616#section-6.1.1

HTTP E
Status/. rror Codes Status Code Description
(Normative, Not
. (Intended Use)

Comprehensive)
200 OK Success
202 Accepted Batch file submission has been accepted (but not necessarily processed)
400 Bad Request Incorrectly formatted HTTP headers
403 Forbidden Access denied
500 Internal Server The web-server encountered a processing error, or there was a SOAP
Error fault (in case of SOAP envelope method)
5xx Server errors Standard set of server side errors (e.g. 503 Service Unavailable)

6.6.4.2 Envelope Processing Status and Error Codes

When SOAP is used, some of the CORE-compliant Envelope Processing errors map to SOAP
Faults; refer to: https://www.w3.org/TR/soap12-partl/

To handle CORE-compliant envelope processing status and error codes, two fields called
ErrorCode and ErrorMessage are included in the CORE-compliant Envelope. ErrorMessage is a
free form text field that describes the error (for the purpose of troubleshooting and logging).
When an error occurs, PayloadType is set to CoreEnvelopeError.
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The following table shows commonly used error codes and descriptions.

CORE-compliant Envelope
Processing Status/Error Codes
(Normative, Comprehensive)

Status Code Description
(Intended Use)

Success

Envelope was processed successfully.

<FieldName>lllegal

Illegal value provided for <FieldName>.

<FieldName>Required

The field <FieldName> is required but was not provided.

<FieldName>NotUnderstood

The field <FieldName> is not understood at the receiver. In the case
of SOAP, this error is returned as a NotUnderstood SOAP fault.

VersionMismatch

The version of the envelope sent is not acceptable to the receiver. If
the SOAP version is not valid at the receiver, a SOAP fault is returned
with this fault code.

UnAuthorized

The username/password or Client certificate could not be verified.

ChecksumMismatched

The checksum value computed on the recipient did not match the
value that was sent in the envelope.

Sender The envelope sent by the sender did not conform to the expected
format. In the case of SOAP, this error should be sent as a SOAP fault
with “Sender” fault code.

Receiver The message could not be processed for reasons attributable to the

Receiver (e.g., upstream process is not reachable). In the case of
SOAP, this error should be sent as a SOAP fault with “Receiver” fault
code.

Section 7 - PASSWORDS

7.1 SOAP+WSDL and MIME Multipart Passwords

A username and password is required to authenticate the submitted transaction request when
using the SOAP+WSDL or MIME Multipart modes. Passwords must be changed every 120 days.

®,

+* The Initial request for a SOAP or MIME password must be sent to Automated Billing at:
automatedbilling@michigan.gov with a subject line of “CORE Password Request”.

«» Automated Billing will reply with a temporary password, see 7.1.1 on how to setup a
personal password.

+» Trading Partners can only reset their password using CHAMPS password maintenance

screens. Please note, anyone with a Domain Administrator CHAMPS profile in your

organization has the authority to request password resets for your organization.

7.1.1 Password Maintenance

To change your personal (or temporary) SOAP or MIME password:

1. Loginto CHAMPS; from the tabs toolbar at the top, select the My Inbox tab;
Select EDI Password Maintenance;
Enter your old password, new password, and confirm new password;
Choose security questions and answers;
Enter the displayed security code in box;
Click the Submit button in the upper-left portion of the screen.

ok wWwNnN
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The Change Password screen is shown below:

& https://sso.state.mi.us/dch-

SIControlServiet

@émps < My Inbox v Admin~

| Note Pad

> Provider Portal

#  Change Password

Password Policy

Must be 8-32 characters long

Must include at least one letter and one number

Must have special characters or punctuation (for example: 1$# %)
Must not match the UserlD or the previous three passwords

User Login ID: m

Old Password:

New Password:

Confirm Password:

Do you wish to change your Security question and Answer?( 'Yes @®No

2Reload
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7.1.2 Password Replacement

To replace a lost SOAP or MIME password, your designated CHAMPS Domain
Administrator must request a temporary password as follows:

1. Login to CHAMPS using their Domain Administrator profile;

2. From the tabs toolbar at the top, select the My Inbox tab;

3. Select EDI Forgot Password (shown below);

4. Enter your email address for temporary-password delivery, and click the Go

button.

A temporary password will be emailed to the email address you entered on the screen.

The Forgot Password screen is shown below:

Eioreoi Gt P
B https;//sso.state.mi.us/dch-waps11/ecams/CNSIControlServiet

=
@nmps ¢ Mylnboxv  Adminv

» Provider Portal

Forgot Password

Please enter your email address below. A temporary password will be emailed to this address.

User Login ID: m

Email Address:

0co

7.2 SSLFTP/SFTP Passwords

In order to change the SSLFTP/SFTP password, use the Change Password function within FTS;
please refer to section 7.3.
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7.3 FTS Passwords

7.3.1 Change Password function

MICHIGAN.GOV

E!?,‘IB File Transfer Service

Michigan's
icial
Waebsite
State of Michigan FTS Web Client (_Home ) (_Help ) (_Switch Mailbox | ( Change Password }_ Logout )
ETIE ] Downloaded Canceled Uploaded < Upload Message
Download As Zip Download As Binary Download As Text Cancel
L Message D Class ID Filename Sender IBTime OBTime Size
) 20180125113008)3kavu 5476T OUT15536e3.msag DCHMMIS 2016-01-25 7517 -

Ll 2n1AN1 2511 ANNRIFdhd S475T NI ITAS?232A0 man MCHMMTS 2N1A/-N1-285 157

7.3.1.1 Password Restrictions:

Passwords have a minimum length of 8 characters. With at least 1 uppercase character, 1
lowercase character, 1 number and 1 special character.

Section 8 - ELECTRONIC BATCH WEB UPLOAD THROUGH CHAMPS

1. Logon as a Billing Agent or NPI. If using Billing Agent or NPI the enrollment must have
Electronic Batch in their Mode of Claim Submission.

2. You will need either CHAMPS full access or Billing Agent Access
3. From the tabs toolbar at the top click on My Inbox;
4. Select Upload File from the My Inbox drop-down list;

5. Click the Upload button.
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=

] Welcome to MMIS y
e b
& https://sso.state.mi.us/dch-wapsll/ecams/CNSIControlServiet
= e
@Hnmps < My Inbox v Provider v Claims ~ Member ~ PA~
; &

> Provider Portal » Batch Attachment Response

@

Please click on the Upload button to upload your file.

Please use below naming conventions for web upload files.

837 Fee For Service:

1) NP1.5475.CCYYMMDDhhmm

2) CHAMPS PROVIDERID.5475.CCYYMMDDhhmm
837 ENC:

1) NP1.5476.CCYYMMDDhhmm

2) CHAMPS PROVIDERID.5476.CCYYMMDDhhmm
270:

1) NP1.5414. CCYYMMDDhhmm

2) CHAMPS PROVIDERID.5414.CCYYMMDDhhmm
276:

1) NP1.4952. CCYYMMDDhhmm

2) CHAMPS PROVIDERID.4952. CCYYMMDDhhmm
278:

1) NP1.5386.CCYYMMDDhhmm

2) CHAMPS PROVIDERID.5386.CCYYMMDDhhmm
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6. Click the Choose File button to select the file on your PC that you wish to submit, then click
the OK button:

p
[ Welcome to MMIS - Google Chrome =B %
@ https://sso.state.mi.us/dch-wapsll/ecams/CNSIControlServiet Q
= Print @ Help
#  Attachment “

Please mention the file to be uploaded:

[Filename: . Choose File | o e chosen ] d

® Cancel

Page ID: digFileAttac hment(Common)

Please note:

1. The file name must include the Class ID from the list below.
» 5475 (837) — Health Care Claim
» 5414 (270) — Eligibility Inquiry
» 4952 (276) — Claim Status Inquiry
» 5386 (278) — Prior Authorization Inquiry
2. A new file-naming convention was implemented for all Electronic Web upload files. The
following examples are based on how you log into CHAMPS by NPI or Provider ID.
» NPI.5475.CCYYMMDDhhmm
(example: 1234567890.5475.201210261208.dat)
» Provider|D.5475.CCYYMMDDhhmm
(example: 1234567.5475.201210261209.dat)
All web batch files must have an extension of .dat.
A file size of 50MB file or smaller is acceptable.
5. You can send in as many files as you want per day.

P w
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Retrieving Files

1. Within 1 hour you should logon to CHAMPS;

2. Select My Inbox;

3. Select Retrieve Response/Acknowledgement:

4. Use the Retrieve Acknowledgement Response File screen to download your 999.

ﬁ;come to MMIS - : Chrol

& https://sso.state.mi.us/dch-wapsll/ecams/CNSIControlServiet
_
@nmps < My Inbox v Admin~ Provider v Claims ¥ Reference v Member v 1

» Mylnbox » Retrieve Acknowledgement Response File

HIPAA Response/Acknowledgement

Upload/Sent Date v | | 12/16/2015 And | Filter By
® Go
Provider ID File Name Transaction Type Interchange Control Number Upload/Sent D
AY AY AY AY AV

5. You may choose a filter in the leftmost drop-down box, such as the Upload/Sent Date that
you submitted the file. The percent sign (%) may be used as a wildcard when entering a
partial search filter value, other than a date.

6. Review your acknowledgement response file to make sure your file was accepted. The
acknowledgement will contain the same Class ID/File Name as the file you uploaded.
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Section 9 - B2B TESTING

Business to Business (B2B) testing is the process of submitting test files to MDHHS for
validation, prior to a new business partner receiving approval from MDHHS to submit electronic
transactions. This section describes B2B testing for HIPAA v5010 transactions.

MDHHS has two stages of testing process for Trading Partners. Only HIPAA 5010 compliant files
will be accepted.

9.1 Billing Agent IDs for New Trading Partners
New Trading Partners (who do not already have a billing agent ID with MDHHS) will need to
apply for a Billing Agent ID. For more information, please refer to: “HOW TO ENROLL AS A
BILLING AGENT” at:

www.michigan.gov/tradingpartners >> Electronic Submissions Transactions >> How to Enroll

9.2 5010 Test Instructions by Transaction

For specifics on testing and the v5010 certification criteria, please review the HIPAA ICD-10 -
B2B Testing Instructions posted at www.michigan.gov/tradingpartners. The summary below
will give you an overview of the testing process.

9.3 Stage 1 - Ramp Manager Testing

Integrity testing is required for all new electronic submitters and must be completed before a
Trading Partner can start Stage 2 testing, using the EDIFECS Ramp Manager automated testing
website. Ramp Manager is an easy-to-use environment to test v5010 transactions for syntax
errors, and is available at no cost to MDHHS’ Trading Partners. More information on integrity
testing is available at www.michigan.gov/tradingpartners. You must request enrollment in this
test system by sending an email to: automatedbilling@michigan.gov

9.4 Stage 2 - CHAMPS B2B Testing

For Stage 2 testing, you must successfully complete Stage 1 testing. Refer to “Billing Agent IDs
for New Trading Partners” above for instructions on how to become a Billing Agent in CHAMPS
and “5010 Test Instructions by Transaction” above for instructions on creating test files. Please
refer to the following Sections regarding file submission and file naming conventions:

Section 4 - FILE TRANSFER SERVICE (FTS) [former name: DEG]
Section 5 - SSLFTP/SFTP (WS_FTP) SETUP FOR THE FTS

Section 6 - ACA CORE TRANSPORT MODES

Section 8 - ELECTRONIC BATCH WEB UPLOAD THROUGH CHAMPS
Section 11 - CLASS ID/FILENAME

Once a test file is submitted to the FTS, you must send an email, including a contact name,
telephone number, and email in your organization, to the B2B Test Team, at: MDHHS-B2B-
Testing@michigan.gov ; and to the Automated Billing team at: automatedbilling@michigan.gov
to inform MDHHS that a test file has been submitted.
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To ensure proper retrieval of your files, use a subject line in your email such as: “5475T Test File
DCH??22?” or “5476T Test File DCH??2??” where 22?? is your MDHHS-assigned FTS Username ID.

Your files will be retrieved and processed through the ICD-10 B2B Test System. We will not
send you a TA1 or 999 Acknowledgment for these files until they have been uploaded to the
test environment. Once that is done, you can retrieve your TA1 or 999 in your FTS mailbox.

If you have a question, send an email to the B2B Test Team, at: MDHHS-B2B-
Testing@michigan.gov ; and the Automated Billing team at: automatedbilling@michigan.gov .

Section 10 - 999 ACKNOWLEDGEMENT FILE

The 999 acknowledgement file is a document that billing agents can use to verify that the files
they submitted were received by MDHHS. MDHHS requests that all billing agents save all
acknowledgement files until claims appear on a Remittance Advice (RA). This will show proof of
receipt that the files were submitted to MDHHS.

Below is an example of an Accepted 999; certain data is removed per HIPAA regulations.

ISA*00* *00* *77*D00111 *77*222?
*120425*1551*2*00501*000000001*0* P*:~
GS*FA*D00111*2222*20120425*1551*1*X*005010X231~

ST*999*0001*005010X231~
AK1*HC*95*005010X223A2~
AK2*837*000000220*005010X223A2~
IK5*A~
AK2*837*000000221*005010X223A2~
IK5*A~
AK2*837*000000222*005010X223A2~
IK5*A~
AK2*837*000000223*005010X223A2~
IK5*A~
AK2*837*000000224*005010X223A2~
IK5*A~

AK9*A*5*5*5~

SE*14*0001~

GE*1*1~
IEA*1*000000001~
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Below is an example of an Accepted 999 with non-fatal errors that was accepted for further
processing. Each error is identified in the IK3 and IK4 segments. Please refer to the HIPAA
Implementation Guide and the Michigan Companion Guide.

ISA*00* *00* *77*D00111 *27* 2?7?77
*120426*1701*7*00501*000000001*0*P*:~
GS*FA*D00111*?222*20120426*1701*1*X*005010X231~
ST*999*0001*005010X231~
AK1*HC*126*005010X222A1~
AK2*837*000020606*005010X222A1~

IK5*A~

AK2*837*000020637*005010X222A1~
IK3*HI*3952*2300*8~

CTX*CLMO01:0014887951~
IK4*1:2*1271*112*E8889~

IKS*E*|5~

AK2*837*000020650*005010X222A1~

IK5*A~

AK9*E*3*3*3~

SE*13*0001~

GE*1*1~

IEA*1*000000001~
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Below is an example of a Partially Accepted 999 with fatal and non-fatal errors for further
processing. Each error is identified in the IK3 and IK4 segments. Keep in mind you can have the
same fatal or non-fatal error multiple times throughout the file. Please refer to the HIPAA
Implementation Guide and Michigan Companion Guide.

ISA*00* *00* *77*D00111 *77* 22?2
*120426*1540*2*00501*000000001*0*P*:~
GS*FA*D00111*22??*20120426*1540*1*X*005010X231~
ST*999*0001*005010X231~
AK1*HC*126*005010X222A1~
AK2*837*000020575*005010X222A1~

IK5*A~

AK2*837*000020576*005010X222A1~

IK5*A~

AK2*837*000020577*005010X222A1~
IK3*SVD*3619*2430*8~
CTX*CLMO1:TPRF1106003808401~
IK4*3:5*1339*|13*KX™

CTX*SITUATIONAL TRIGGER*SVD*3619**3:4*3:1339~
IKS*R*5*|5~
AK2*837*000020578*005010X222A1~
IK3*HI*3952*2300*8~

CTX*CLM01:0014887951~
IK4*1:2*1271*112*E8889~
IK3*REF*4494*2400*8~

CTX*CLM01:0014831301~
IK4*2*127*112*23D01025908~
IK3*REF*4522*2400*8~

CTX*CLM01:0014831301~
IK4*2*127*112*23D01025908~
IK3*REF*4546*2400*8~

CTX*CLM01:0005893440~
IK4*2*127*112*23D01025908~
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IK3*REF*4570*2400*8~
CTX*CLMO01:0005893440~
IK4*2*127*112*23D01025908~
IK3*REF*4617*2400*8~
CTX*CLM01:0013800419~
IK4*2*127*112*23D01025908~
IK3*REF*4645*2400*8~
CTX*CLMO01:0013822403~
IK4*2*127*112*23D01025908~
IK3*REF*4673*2400*8~
CTX*CLMO01:0014902207~
IK4*2*127*112*23D01025908~
IK3*REF*4697*2400*8~
CTX*CLMO01:0014894637~
IK4*2*127*112*23D01025908~
IKS*R*5*I5~
AK2*837*000020579*005010X222A1~
IK3*AMT*116*2320*8~
CTX*CLMO01:BA-108989T37863™
IK4*2*782*112*-6.07~
IK3*SVD*128*2430*8~
CTX*CLMO01:BA-108989T37863~
IK4*2*782*112*-6.07~
IKS*R*5*|5~
AK2*837*000020580*005010X222A1~
IK5*A~
AK2*837*000020581*005010X222A1~
IK3*NM1*43*2310*8~
CTX*CLMO01:CLM49978~
IK4*4*1036*19~
IK3*NM1*74*2310*8~
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CTX*CLMO01:CLM50836~

IK4*4*1036*19~

IK5*E*I5~

AK2*837*000020582*005010X222A1~
IK3*SV1*17823*2400*8~

CTX*CLMO01:4759~

IK4*2*782*112*5~

CTX*SITUATIONAL TRIGGER*SV1*17823**1:2%*3:234~
IKS5*E*I5~

AK2*837*000020583*005010X222A1~

IK5*A~

AK2*837*000020584*005010X222A1~
IK3*SV1*60*2400*8~
CTX*CLM01:M1182931T722430~
IK4*2*782*112*.1~

CTX*SITUATIONAL TRIGGER*SV1*60**1:2*3:234~
IK5*E*|5~

AK2*837*000020585*005010X222A1~

IK5*A~

AK9*P*11*11*8~ notice the count changed to reflect 3 transactions that have failed.
SE*921*0001~

GE*1*1~

IEA*1*000000001~

From the example above, the IK3 segment verifies the segment Position of segment within
Transaction Set (120) and Segment Has Data Element Errors Qualifier (8).

The IK4 segment gives you the Data Element Position within the Segment (2), the X12 Data
Dictionary Reference ID (782), Segment has Data Element Errors (112), and a Copy of Data
Element in Error (92.511)
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Section 11 - CLASS ID/FILENAME (formerly, ‘Appl ID Filename’)

You will need to use the ‘Class ID Filename’ for files that are submitted through the FTS to
MDHHS, and to recognize files that MDHHS returns to your billing agent “mailbox”.

If you wish to submit a file that is not listed, please contact AutomatedBilling@michigan.gov for
more information.

Class ID HIPAA. . .
Filename* Trans;;ctlon Transaction Information
5414 270 Medical Eligibility Inquiry
5415 271 Medical Eligibility Response
4952 276 Health Care Claim Status Inquiry
4953 277 Health Care Claim Status Response
5386 278 Prior Authorization Request (Inbound to MDHHS)
5383 278 Prior Authorization Response (Outbound from MDHHS)
4985 820 Payroll Deducted and Other Premium Payment
4976 834 Card Cutoff Audit File
5012 834 First of Month (FOM) Enrollment File
5013 834 MHP, PACE, & ABW-MC Weekly Update - Newborn Enrollment File
5014 834 Card Cutoff File — PIHP and HMP-PHIP
5015 834 Healthy Kids Dental — EOM/FOM Audit File
5093 834 HSW Audit File (Habilitation Support Waiver)
5416 834 MIChild Medical & MIChild Dental Audit File
5417 834 MIChild Medical & MIChild Dental — Daily Update File
5419 834 MIChild-CA EOM/FOM Audit File
5421 834 MIChild-CMH EOM/FOM Audit File
5485 834 NEMT- Weekly Update - Enrollment
5610 834 DHIP Update File (DHS Incentive Payment)
5611 834 AUT Update File
5629 834 PIHP & HMP-PHIP Update File
5705 834 Full File Audit File - Integrated Long-Term Care Audit Enrollment File
sent to ICOs
5721 834 Update Transaction File - Ml Health Link Daily Enroliment
5790 834 Daily File — Benefit Enrollment and Maintenance
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4987 835 Health Care Claim Payment and Remittance Advice
4987T 835 TEST* Health Care Claim Payment and Remittance Advice
5475 837 FFS Health Care Claims

5475T 837 TEST* FFS Health Care Claims

5476 837 Encounters Transactions (v5010)

5476T 837 TEST* Encounters Transactions (v5010)

5477 NCPDP Transactions

54777 TEST* NCPDP Transactions

5776 837 Medicare ICO Inbound Encounter File

5777 837 Medicaid ICO Inbound Encounter File

5786 Outbound ICO Medicaid File - response file for 5777

5848 837 Medicaid Inbound ICO NCPDP PA4.2 - Medicaid file

5849 Outbound Medicaid ICO NCPDP - response file for 5848
5850 Medicare ICO NCPDP Inbound Encounter file

5851 Outbound Medicare ICO NCPDP - response file for 5850 file
5852 MHP Inbound NCPDP file

5853 Outbound MHP NCPDP - response file for 5852

11.1 *Notes Regarding TEST Files

1. You must place a “T” in the fifth position of the Class ID Filename to identify a test file.

2. A “T” must also be placed in the ISA15 data element within the header record of a 270, 276,
278, or 837 test file.

3. The transactions in a test file will not post to the production CHAMPS system; test files sent
through the FTS will only be routed to the ICD-10 B2B Test system.

4. Avalid Sender ID must appear in the ISA06 and GS02 data elements, in order for the test
system to be able to identify you as the file submitter and to return the response file to
your FTS mailbox. If you do not receive a response file within two hours, please verify the
test file you sent contained your correct Sender ID, and then contact the ICD-10 B2B Test
team at: MDHHS-B2B-Testing@michigan.gov.
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