CoSign Mobile App

The CoSign mobile application digitally signs and validates documents using Apple or Android devices (see attached list).
NOTE: Restrictions

e PDF document support only
e PDF documents must be no larger than 30MB
e Non-password protected files only (password protected documents are not supported)

Installing and Setting up the Mobile App
Download from one of the following Stores (iOS or Google Play):

App Store (iOS)

https://itunes.apple.com/us/app/cosign-secure-digital-signing/id932750932?Is=1&mt=8

Google Play (Android)

(COMING SOON)

Initial End-User Setup

During initial login, choose the environment to use for signature operation. The default selection is Trial User. This needs
to be changed to CoSign Central.
1. Press the cogwheel next to “Trial User”
[ BT dsann]
cosign :

Login

Password

‘ Trial User
LOGIN




2. Select “CoSign Central User”
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3. Specify the primary CoSign DNS - mdotmobiledsig.state.mi.us
4. Specify the alternate CoSign DNS - mdotmobiledsigsec.state.mi.us

The app will attempt to connect to the primary appliance.

Using Mobile App

Main Options
1. In mobile app, press the drawers icon at the top of the screen.
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2. Android — Press user name.
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Sign Document
1. Open PDF file.
Note: the PDF can be attached to an email, loaded locally from your device (Android only), loaded from cloud
file storage (i.e. Box, DropBox, etc) or accessed via another application.
2. Select:
e Android — Share -> CoSign Mobile App
e |0OS - Openin -> CoSign Mobile App
3. Signature Fields:
e Existing empty fields in the document — To sign, TAP once
e (Creating and signing new signature fields in the document:
0 Long-tap the desired area in document (or use toolbar’s “plus” icon)
0 Change shape, size, and location (indicated by red handles).
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4. The app will collect the necessary information and access the account in the appliance.

{ Signature Appearance

[# Include date and time
[# Include signer name

[] Include my title .

[+ Include reason |

| approve this document !

5. Click Apply Signature
6. Signature process:
e PDF document is uploaded into appliance.
e Document is signed within the appliance.
e Signed document is sent back to the mobile app and displayed.
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7. Upon finalizing the signature operation:
e Signed PDF can be forwarded via email
e Signed document can be stored in cloud storage. Note: For Android users, the signed document can be
stored on the local device.

Validating signatures
1. Open signed PDF
2. Pressthe signature

Screen for Valid Signature:

Verify Signature

The signature is valid

Signing time:
Sep 17 201511:22 AM

Signed by:
Eli Fall

Email:
all@arx.com

The certificate status is valid

Issued by:
CoSign Cloud

Expiration date:
Oct 52075 10:20 AM

NOTE: The default PDF reader in Apple (iOs) devices will not display digital signatures that are placed in the
document, but this does not affect the ability to place signatures. PDF Reader applications are available that
may allow your device to display them, if desired.




Managing Graphic Signature(s)
1. Access the main menu.
2. Press My Signatures. Signature screen will appear.
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3. Press Settings. General Settings Screen appears.

= General Settings

Date Format

MMM d yyyy (Sep 20 2012)

Time Format

h:mm tt (8:30 PM)

Prompt to Sign?

Request password before signing NO

Signing Reasons
Add a new reason

| approve this document

| am the author of this document

| have reviewed this document




Device OS Version

Nexus 5 4.4.2/5.0.1

Phone 5 7.1.1/7.1.2/8.
1

iPhone 55 1.1.1/7.1.2/8.

Nexus 7 444

iPad Air 7.1.2/8.1.2

Nexus 10 444

Samsung Tab 2 41.2

Samsung Note 3 442

Samsung Galaxy S3 43

Samsung Galaxy S4 442

Samsung Galaxy S5 4472

Samsung SM-T325 442

iPad Mini 7.1

Samsung Galaxy S4 mini 422

LG G3 4472

IPAD Air Cell 8.1

(SC(?:_,T]')Y XPERIA Z2 Tablet 442

iPhone 6 8.1.2

iPhone 6 Plus 8.1.2




