State-of Michigan

Single Sign On

°Getting Started with SSOe

How To...

Task Overview:
e Register for SSO
e lLogln
e Change Your Password

e Subscribe to Applications
e Answer Challenge Questions

Instructions

1. Register for SSO: Click to open your web browser

Internet Explorer version 6.x or * }
higher is recommended. Recent & EI"_"
versions of Mozilla Firefox should Mozila Firefox

also work.

C @ - Ié, ht'tps:,-"‘f'sso‘state.ml.us,f'[%
3. Click the Register button on the State of Register |
Michigan Portal Page. You must register
for an SSO User ID before you can subscribe to
individual applications.

2. Enter the address below
to go to the SSO sign-in
page.
https://sso.state.mi.us/

4. Complete the requested information.  First Name:*  [Pete
First Name Last Name and E-mail

Address are required (indicated by an asterisk (*).
State of Michigan (SOM) employees must use their
"@michigan.gov" e-mail address.

5. Click Continue. Conn'nuet|

6. SOM EMPLOYEES SkIP TO STEP 10. Non-
SOM employees must create a unique
user ID consisting of last name, first
initial of first name and a 4-digit number.

doej 1234'[}5

Note: If you prefer, just leave the
number blank and click the Yes radio
button to let the system provide a
random number for you.

ok

7. Copy the computer-generated security N
number (in the blue-bordered box at the N
bottom) into the empty white box above it.

8. If you need to make any changes, you can Back
use the Back button to go to a previous

step.
Or use the Clear button to clear your Clear !
entries on this page.

9. Click Continue. Y |

10. The confirmation screen is displayed. (See 5ubmit[!
top of next column.) Verify the accuracy of

your information and then click Submit.

USER REGISTRATION CONFIRMATION

Please review the following information.Click Submit

First Name : Pete

Initial

Last Name : Chez

Email Address : chezp@michigan.gov

Your User Id will be : chezp

Back | Submit |
11. SSO tells Ste : . '
you that State of Michigan Single Sign On_ -
| —

your reqUGSt Your request to be registered to the Michigan Web Site is being processed.
|s be|ng ; You will receive an Email within 24 hours with your usercode and password.

processed. Close

Click the

Close button at the bottom of the notification screen.
12. Click Yes when asked to verify that you

wish to close the window.
13. In a short while, you should receive an e-mail
containing your User ID and temporary Password.

Click
]T]M . . here to
notification goto S50
Login Page

The following new ITAM Service [TAM4Profile] account has been created for you:

Owner Name: Pete Chez
Account ID: chezp
Password: WylKb

Time of service provision: Sep 16, 2008 11:21:05 EDT

© 1999-2003 IBM. All RIGHTS RESERVED.
ITIVOLI IDENTITY MANAGER

€ 1999-2003 IBM. ALL RIGHTS RESERVED.

1. Log-In: The password sent in your original approval e-
mail can only be used once. Find your User ID and
temporary Password in the e- ma|I

Owner Name:
Account ID:
Password:

Time of service provision:™

2. Click on the Login link in the upper right Sk
corner of the e-mail. g—Lﬁtr; 550

The SSO Login page opens.

3. Click in the User ID box and type
your user ID.

User ID Ichesz

See Next Page =



https://sso.state.mi.us/

O Getting Started with SSO, continued ©

Click in the Password box and type
the temporary password given in the
e-mail.

Click Login. | Logifd

Password I'"%"l

Change Your Password: When you log in the first
time, the Change Password page will automatically
open.

Click in the Input Old Password box and type your
temporary password just as you did in Step 4 above.

Type your new password into the next two boxes
(Input and

Conﬁrm) and Input old password D |esese
then click )
Input new password ‘|esssnesese

Change Frrr—
Password. Confirm new password : (sesessssss

| Change Password %J

Note: Be sure to follow the password rules at the
bottom of the page (to avoid a "policy violation" error):
= Minimum password length is 5

= Passwords are case sensitive

= Maximum number of repeated characters is 2

= Password cannot be same as userid or user name

= New password cannot be same as old password

Answer Challenge Questions: When you have

finished changing your password for the first time, the
Change Challenge / Response Answers screen opens
automatically.

Note: These answers are stored for comparison with
later responses in order to verify your identity if you
need to reset your password. All questions must be
answered and confirmed. Enter responses you will
remember.

Click in each Answer box and type your true and/or
memorable response What was the name of your first school?
to the question.

Answer [seeseses

Click or tab to the right and type the same answer in
the Confirm Answer box.

Confirm Answer: |.....lll|||..‘

When all boxes have been completed, click
the OK button at the bottom of the screen.

If any Answers are empty or do not match the Confirm
box, you will see an error message at the top of the
screen.

Change Challenge/Response Answers

Change your answers and click OK. You must provide an answer to each challenge

One or more of the answers did not match the confirmed answer, or the answer was not
provided. You must provide an answer and confirmation of the answer for each challenge.

7. To correct, repeat steps 3 — 5 until a message lets you

know the answers have been updated.

Change Challenge/Response Answers
Your challenge/response answers have been updated

Click OK to go to the Account Maintenance screen;

@ then click Done. %

Subscribe to Applications: After logging in, click the
Subscribe to Applications link on the opening screen

(Application Portal). %ﬁm
The Subscription screen opens.

Click the leftmost dropdown list ~ SUBSCRIPTION
to select your agency.

Please Select from the list

| Dept of Community health [y

Select the desired application from the right hand
dropdown list.

Please Select from the list

IDept of Transportation j ISE\EclApp j

Back MDOT Faciliies E-Advertisement
ISAM - interim Standard Authentication Manager
Click Next. Mexd

The subscription screen opens for that application.

Complete at least all the Work Phone*

required fields, marked with  [517.555-1219
an asterisk (*) {Include area cuu%eg: 517-123-3456)

Click Continue. Continue |

User Info

A confirmation screen Username : chezp
appears so you can CheCk Email Address : chezp@michigan.gov
. . Full Name : Pete Chez
your information. Phone Number  : 517-555-1212

Confirm | Back

If anything needs to be changed, click Back.  Back !
If everything appears correct, Conﬁrm[!
click Confirm.

A notification screen lets you know that Close
your subscription request was successfully
submitted. Click Close.

Then click Yes to verify that you want to
close the window.

An e-mail will notify you that the request was approved
and the application link will be added to your
Application Portal page.

Subject: Your request for access to MDOT DPE

#=%= This IS AN AUTO-GEMERATED EMAIL, PLEASE DO NOT REPLY DIRECTLY TC

Your request for access to the MDIOT DPE QA application has been approved.
The application link will be available the next time you log into your S50 account.
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