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Chapter 1: Overview

Over the last four decades, the biggest challenge of IT departments in many organizations was
moving to a paperless work environment. Seemingly, there was tremendous success in this
regard. Today, most transactions in the business world are performed electronically:

Documents are written using word processing programs.
Messages are sent via email.

.
.
+ Inventories and purchases are tracked using Enterprise Resource Planning (ERP) systems.
.

Medical information is stored in Electronic Medical Record (EMR) systems.

Although these transactions are performed in a paperless environment, organizations have still
not managed to find an easy way to get rid of the paper used for data authentication (signing
the authenticity of the data). Today, although organizations have invested large amounts of
funds and other resources in creating paperless environments, their workers are still printing
every transaction, signing it, and saving the printed copy. These organizations require a digital
method for data authentication.

By moving to a viable electronic data authentication system, organizations can reduce their

printing, archiving, shipping, and handling costs. In addition, better and more competitive
customer service can often be provided.

Requirements for Data Authentication Systems

A viable data authentication system must meet the following specifications:

+ Security — The system must ensure that no one other than the data creator can tamper with
or change the data in any way.

+ Third-party validation — The system must enable any third party to validate the
authenticity of the data. If a dispute arises between the parties (the data creator and
recipient), any third party must be able to validate the data authenticity in order to settle
the dispute.

+ System independence — Data authentication must be independent of the system that
created the data. Users must be able to validate the authenticity of the data using a known
standard that is independent of any specific system.

+ Validation over time — Users must be able to validate data authenticity at any point in
time. Authenticity cannot expire at any point.

Currently, the only data authentication method known to support all of these requirements is
the Public Key Infrastructure (PKI) method of authenticating data, simply called “digital
signatures”.
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Introduction to CoSign

CosSign is a PKI-based, off-the-shelf digital-signature solution that can be integrated with a
wide range of applications. In this way, CoSign enables organizations to embed digital
signatures in various documents, forms, and transactions. CoSign is a turnkey, hardware-based
solution that is easily and quickly deployed in the network and provides cost-effective digital-
signature capabilities for the organization.

CosSign includes all the components needed for PKI-based digital-signature deployment. You
do not need to install any other device or integrate any other component for the system to
work.

Environments Supported by CoSign

CosSign integrates with leading user management systems, including Microsoft Active
Directory and a variety of LDAP (Lightweight Directory Access Protocol) based directories,
such as IBM Tivoli. This integration ensures no overhead in managing the digital-signature
system and signature credentials (i.e., the private keys that are needed in a PKI environment),
solving one of the main problems of legacy digital-signature systems. System managers,
network managers, and end-users can continue to use the IT infrastructure in the same manner
as before CoSign was installed.

CosSign stores the signature credentials in a secure server, ensuring that the signer has
exclusive access to his or her signature credentials, while still maintaining a centrally managed
solution. This is necessary in order to fulfill the security requirement of the data authentication
system.

Another option is to use the CoSign Cloud service. An organization can register its users to
the service and thus enable them to digitally sign content without having to deploy the CoSign
appliance on the organizational premises.
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Applications that Work with CoSign

An increasing number of applications can work with CoSign as their digital-signature layer
without needing any further integration, including:

Microsoft Office 2007/2010/2013 (Word and Excel)
Microsoft InfoPath 2007/2010/2013

Adobe Acrobat

Microsoft SharePoint 2007/2010/2013
XML

TIFF files

Word Perfect

Microsoft Outlook and Outlook Express
Adobe Server forms (for signing web forms)
AutoCAD

Lotus Notes

Microsoft BizTalk

FileNet eForms

Verity Liquid Office

ERP systems (e.g., SAP)

OpenText

Oracle

Crystal Reports

Web applications

® & & O 6 O O 6 O O O O O O O > o > 0o o

Any application that has a print option can use CoSign to generate a PDF file and sign it.

For information on using CoSign with other applications, contact ARX technical support.

CoSign Components

CoSign includes the following components:

¢ CoSign appliance — The CoSign appliance hardware and software, connected to the
organization’s network.

¢ Client — The CoSign Client software, installed on the users’ computers.

¢ Administrator — The CoSign Administrative software that includes the CoSign Microsoft
Management Console (MMC) snap-in, installed on the administrative computer.
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CoSign Connector for SharePoint — This connector enables adding digital signature
functionality to documents managed by Microsoft SharePoint, or using digital signatures
within any workflow procedure that is based on Microsoft SharePoint.

CoSign Web App — This application is deployed in the Microsoft Web Server of the
organization and enables users to sign documents without installing any client component.
CoSign Web App can use either the local CoSign appliance or the CoSign Cloud
environment for performing digital signature operations.

Applications can interact with the CoSign Web App and add a digital signature to
documents using a web based interface.

CoSign Cloud — A CoSign Cloud-based application that provides digital signature
services to users who register for the services. The CoSign Cloud supports single users as
well as groups of users.

Software Development Kit - SAPI — This component enables developers to integrate
digital signatures into their system. The developer can use SAPI (Signature API) to
integrate with CoSign.

CoSign Guides

CoSign documentation includes the following guides:

*

CoSign Administrator Guide — Provides all the information necessary for an administrator
to install and manage the CoSign appliance in the various environments in which CoSign
can operate.

CoSign User Guide — Provides all the information necessary for an end user to use
CoSign. Includes information about special add-ins for various applications such as
Microsoft Office.

CoSign Connector for SharePoint User Guide — Provides all the information necessary for
implementing and using the CoSign Connector for SharePoint.

CoSign Web App User Guide — Provides all the information necessary for deploying
CoSign Web App in the organization’s environment.

CoSign Programmer Guide (SAPI) — Provides all the information necessary for a
developer to interact with CoSign. Four application interfaces (API) are available:

¢ Aninterface for C/C++ applications.

¢ Aninterface for COM based applications.

¢ Aninterface based on Web Services to be used by Application Servers.
.

An interface to CoSign Web App, enabling application servers to use CoSign Web
App for web based signature operations.
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Intended Audience

This guide is intended for users wishing to implement the CoSign Web App. It is assumed that
readers have prior knowledge of CoSign.

Organization of this Guide

This guide is organized as follows:

¢

¢

Chapter 1: Overview — Provides an overview and introduction to CoSign.

Chapter 2: Introduction to CoSign Web App — Provides an introduction to CoSign Web
App.

Chapter 3: Installing and Deploying the CoSign Web App — Describes how to install and
deploy CoSign Web App.

Chapter 4: Using CoSign Web App for Signing and Validating Documents — Describes
how to use CoSign Web App.

Chapter 5: Adding Graphical Signatures and Modifying User Settings — Describes how
each end-user can add graphical signatures and modify various user settings such his/her
signature appearance.

Chapter 6: Signing Documents from Cloud-based File Storage Services — Describes the
end user experience for the following Cloud-based file storage services: Dropbox,
SkyDrive, Google Drive, and Box.

Chapter 7: Configuring the CoSign Web App — Describes how to customize the CoSign
Web App.
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About CoSign Web App

Using CoSign Web App, users can digitally sign and validate documents without having to
install any client software. Instead, the signature operation uses the CoSign appliance or
appliances that were configured as part of the CoSign Client installation within the CoSign
Web App platform. You can optionally configure CoSign Web App to use the CoSign
appliances deployed in the Cloud.

CoSign Web App can be used from a wide variety of devices including iPads, iPhones,
Samsung Galaxy smart phones, etc. CoSign Web App serves many users in parallel.

CoSign Web App supports the following document types:

¢ PDF files.

Note that the PDF file must be no larger than 30 MB.
In addition, password protected PDF files are not supported yet.

¢ Microsoft Word (.docx and .doc) and Microsoft Excel (.xlsx and .xIs) documents.

+ MS documents that contain no signature fields are converted to PDF format when they
are loaded to the CoSign Web App.

¢ You can globally configure whether MS documents that contain at least one signature
fields are converted to PDF when loaded, or remain in their original format.

Note that the maximum supported file size is 30 MB, or 200 pages. Even files that are
close to the maximum limit may not load properly.

Advantages of CoSign Web App

No database — The CoSign Web App does not include nor does it depend on a database
deployed in the web server. This means that it can be easily deployed and upgraded to a new
version.

High availability — It is very easy to create a high availability farm containing several web
servers, each hosting a CoSign Web App, for signing documents through a web interface.

No memory footprints — The CoSign Web App manages all files and other elements such as
graphical images in memory, and does not leave any footprints of files or other sensitive data
in the local hard disk of the CoSign Web App’s platform.

Integration with other applications — CoSign Web App can be integrated with applications
such as a document management application. In these types of scenarios, the application uses a
special plug-in that performs a Sign with CoSign operation. When an end user wishes to view
a file and sign it, the end-user is redirected to the CoSign Web. After signing is complete, the
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document management application retrieves the signed file from the CoSign Web App.
The exact interface between the application and the CoSign Web App is described in the
CoSign Web App API section of the CoSign Programmer Guide.




Chapter 3: Installing and Deploying the CoSign Web
App

This chapter describes how to:

¢ Install CoSign Web App.
¢ Deploy CoSign Web App.

CoSign Web App Installation

CoSign Web App can be installed as a web component using the following Web Server
product:

¢ Microsoft IIS version 7 and above on a computer running Windows 2008 R2 and above.

Both administrative operations and user operations are based on web-based applications, thus
the end user does not have to install any software on the end PC. However, a CoSign Client
must be installed on the server on which the CoSign Web App component is installed. The
recommended order of installation is:

1. Installing and Configuring the CoSign Client.

2. Installing the CoSign Web App Component.

Installing and Configuring the CoSign Client

CoSign Web App accesses CoSign through the CoSign client installation. Therefore, before
installing the CoSignh Web App component, you must:

1. Install a CoSign Client version 7.1 or above on the server that will host the CoSign Web
App component.

@ The CoSign Web App can only work with a CoSign Appliance version 6.2 or
above.

In addition, it is mandatory to have .NET Framework 4 installed on the hosting
platform.

2. Configure the CoSign client for optimal usage by the CoSign Web App. Refer to
Configuring the CoSign Client for CoSign Web App.
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Configuring the CoSign Client for CoSign Web App
To configure the CoSign Client to work with CoSign Web App:

1. Access the CoSign control panel by selecting Start > Programs > ARX CoSign >
CoSign Control Panel. The CoSign Control panel appears.

2. Select Client Configuration. The CoSign configuration utility’s main window appears.
3. Click + to the left of the Client node.

4. Click the Appliances node.

CoSign configuration utility - Local Computer Configuration * - |EI|£|

File CA Help
=8 Client .
...¢= Appliances ™ Mot Configured
Login dialog " Ise Defaults
Timeauts ' Set &ppliance Parameters
L7 Miscellaneous % Cliant optimizati
-8} Signature AP S
[3...@ OmniSign [~ Enable automatic sl prosy detection [use SSL prosy server i provided]
[3...@. Admin S5L prowy's address | Select ... |
Port : |
Frompt far logon method : I.i‘-.utu:u j
Frompt for zign method : I,.f.\ut.;. j
Directory type : Igut,:, j
Appliance list : Freferred | Appliance name |
O 10.0.01
Edt.. | [ add. Bemave
HEASLR senpvice: I
|dentity prosider: I

COS I 8n 515 endpoint: I Haohe j

Figure 1 CoSign Configuration Utility — Client Configuration — Appliances Parameters
5. Inthe Appliances screen:
a. Add the CoSign appliance IP or DNS name to the Appliance list.

b. If the list contains more than one appliance to provide high availability, you must
specify the first one as the Preferred appliance.

10
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If you would like to use the CoSign appliances that are deployed in the Cloud, enter
the following addresses:

¢ cosignred.arx.com
+ cosignblue.arx.com
In addition, mark “cosignred.arx.com” as the Preferred appliance.

Check the Client Optimization checkbox.

If CoSign is deployed in an Active Directory environment, in the Prompt for logon
method drop-down select either of the following:

¢ User Pwd Server Side (AD/LDAP)
¢ SSPI Used Pwd Client Side (AD)

If CoSign is deployed in an LDAP environment, in the Prompt for logon method
drop-down select User Pwd Server Side (AD/LDAP).

6. Select File > Apply (save to registry) to apply the changes.

7. Click the Login dialog node.

CoSign configuration utility - Local Computer Configuration * - |EI|5|

File CA Help
=-¢5  Chent
= 8 |e: . " Mat Configured

- ae Appliances

Login dialog " lse Defaults
- Timeouts (¢ Set Login dialog parameters
L@ Migcellaneous . .
o=

[]--{8} Signature AP [ .&utlamatlc promptl for zign .
[]_,@ DmniSign [ Werify user name in prompt for sign
[]---@ Adrmin [~ Force upper case user name

COSISH

[+ Cloze dialog when inactive far |20 Sec.

[~ Permit known applications anly

£~ Permit login dialog pop-up except for designated applications
" Deny login dialog pop-up except for designated applications

[ezsignated applizations ;

Add Hemaowve

Figure 2 CoSign Configuration Utility — Client Configuration — Login Dialog Parameters
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8. Inthe Login dialog screen:
a. Uncheck the Permit known applications only checkbox.
b. Select Disable login dialog.

9. Select File > Apply (save to registry) to apply the changes.

10. Click the Timeouts node.

=10 x|

Mot Configured
Login dialog " Use Defaults

: T!meuuls & Sat timeout parameters
e 27 Mizcellaneous

i-{8} Signature AP Configuration reload interval : Iq 3:

]ﬂ OmniSign L

:Il} Admin Communication timeout : |3|:| 3:
Connection Hmeaut ; |5 3:
Credential lifetime : IBEdDD 3:

Connect failure block time : 300

COSISH

Figure 3 CoSign Configuration Utility — Client Configuration — Timeout Parameters
11. In the Timeouts screen:
+ Set the Configuration reload interval to 0.

+ Itis recommended to reduce the Connect failure block time to 30.
12. Select File > Apply (save to registry) to apply the changes.

13. Select File > Exit to exit the CoSign configuration utility.

Note: Following any update to the CoSign Client configuration it is recommended to
perform a reset by running an iisreset command so the new parameters will take effect.

12
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Installing the CoSign Web App Component

To install the CoSign Web App component:

1.
2.

Deploy the CoSign Web App package to a directory in the Web Server.

Launch the Internet Information Services (11S) Manager program that manages the
Microsoft Web Server.

Right click Sites in the Connections pane and select Add Web Site.

!E'Internet Information Services (IIS) Manager
@..‘4 [ & » WEBDEV » Sites #

File  view Help

YR G sies

-5 Start Page
E---Hﬂ WEB-DEV (ARX\szer)

i[5} Application Pools Mame = |1
B L

16 |@ AddWebSite... | ;

551 ser

Filter:

Refresh

by &

Add Web Site From Gallery

Switch to Content View

Figure 4 Internet Information Services (11S) Manager

The Add Web Site window appears.

13
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Add web Site 2|
Site name: Application pool:

ICnSign'n.“.n'eb IASP.NEI’ v4.0 Select... |
— Content Directory
Physical path:

IC:'n,ineu:ub'n,CnSign\"u'ebApp |

Pass-through authentication

Connect as... | Test Settings...

—Binding
Type: IP address: Part:
Ihttp j I.-'-\II Unassigned j ISD

Host name:

Isign.xxx . com|

Example: www.contoso.com or marketing. contoso.com

¥ start Web site immediately

oK I Cancel

Figure 5 Add Web Site Window

4. Perform the following:

a.

In the Site name field, enter a name for this web site. The recommended name is
CoSignWeb.

In the Application pool field:

¢ If you are using a Windows 2012 system, select ASP .NET v4.5.
¢ Otherwise, select ASP .NET v4.0.

If you are unable to select the application pool ASP.NET v4.0, configure
ASP .NET v4.0 as part of the Microsoft 1IS deployment (refer to Microsoft
documentation for instructions).

In the Physical path field, select the location in the server's hard disk where the
CoSign Web App will be deployed. For example: c:\inetpub\CoSignWeb.

In the Host name field, define a host name (such as sign.xxx.com), or leave the field
empty.

In the Type field that is in the Binding section, select HTTP or HTTPS.

For testing purposes you can use the HTTP protocol, but on a production system
HTTPS should be used in order to secure the communication between the user's

browser and the web server, which handles the uploaded documents and the user's
credentials.

In the Port field, specify a port number. For testing purposes you can use port 80.

14
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g. Ifyou selected HTTPS as the Binding type, the screen refreshes and an SSL
Certificate field appears. In the SSL Certificate field select an already uploaded SSL
certificate and a server key that will be used to identify this web site. For more
information on how to enroll for an SSL key and certificate and upload them to the
Microsoft I1S web server, please refer to Microsoft documentation.

Add Web site e |
Site name: Application pool:

ICUSignWEb IASP.NEI’ v4.0 Select... |

—Content Directory

Physical path:
IC: \inetpub\CoSign\ebApp |
Pass-through authentication

Connect as... | Test Settings...

—Binding
Type: IP address: Port:
Ihttps j IAII Unassigned j |443

Host name:

S5L certificate:

my-self-signed View. ..

¥ Start Web site immediately

Figure 6 Add Web Site Window — Specifying an SSL Certificate for the HTTPS Protocol

5. Click OK. The Web site is deployed.

15
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a. Select the new site under Sites in the Connections pane.

‘-!E’]nternet Information Services (IIS) Manager

@ G# [@ » WEBDEV » Sites » CoSignweb »

File  View Help

e-i-|7 e

-5 Start Page

E|---“§I WEB-DEV (ARX\ezer)
_;* Application Pools

B-[8] Sites

e

| App_Browsel
-] bin

] Content
-] Scripts

; 1] Views
[#-53] Server Farms

0 CoSignWeb Home

Filter: - Go - %Show All | Groupby: Area ~ 5
-l
s
= ! \“p‘ | & =
ASP Authentication Compression Default Directory Error Pages
Document Browsing
> @ 2 € § 6
) =1 "1d — =
% 4= 199 =
Failed Request  Handler HTTP Redirect HTTP ISAPI Filters Logging
Tracing Rules Mappings Respa...
- [ p
= oM o & § | =
MIME Types Modules Output Request 351 Settings | URL Rewrite
Caching Filtering |

Figure 7 Sites Node in Internet Information Services (11S) Manager

b. Click SSL Settings in the right pane (Figure 7). The SSL Settings window appears.

c. Check the Require SSL checkbox.

Note: Whether you choose to use HTTPS or HTTP communication, make sure there is
connectivity between users and the CoSign Web App as well as communication

between the CoSign Web App and the CoSign appliance. If there are any networking
related issues such as a firewall, users will not be able to communicate with CoSign
Web App, and CoSign Web App will not be able to interface with the CoSign

appliance.

16
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Redirecting HTTP to HTTPS

If you specified HTTPS connection to the CoSign Web App, you can redirect all HTTP
connections as follows:

1. Select the new site under Sites in the Connections pane (Figure 7).

2. Click Error Pages in the right pane. The Edit Custom Error Page window appears.

Add Custom Error Page d |

Status code:
403
Example: 404 or 404.2

—Response Action
" Insert content from static file into the error response

File path:

Trr ¥ retarm He rrmr Bl= i B A ==
I ¥ 00 FEIrM TNE erro 1= e diEntlanguage

" Execute a URL on this site

LRL (relative to site root):

Example: /ErrorPages/404.aspx

¥ Respond with a 302 redirect

Absolute URL:
Ihtu:us:ffsign.arx.cu:uml

Example: http:/fwww. contoso.com /404, aspx

K I Cancel

Figure 8 Edit Custom Error Page
3. Enter 403 in the Status code field.

4. Select Respond with a 302 redirect, and enter the URL of the HTTPS web site.

Configuring the Mail Server

As part of the CoSign Web App’s flow of operation, the CoSign Web App can send signed
documents through emails to recipients. To enable this option, you must configure the SMTP
server settings, as described in Defining SMTP Settings.

You can optionally configure the Windows Server platform to include an SMTP server by
turning on the SMTP Server feature (refer to Microsoft documentation). If you do so, make
sure to setup the SMTP server so it will restart following every startup of the server machine.

17
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Uninstalling the CoSign Web App

To uninstall the CoSign Web App:

1. Open the Internet Information Services (11S) Manager program that manages the
Microsoft Web Server.

2. In the connection pane, right-click the web site under Sites and click Remove.
3. Go to the location where the CoSign Web App files are located and delete that directory.
4. Uninstall the CoSign Client.

Note that because the CoSign Web App leaves no footprints of files or other elements such as
graphical images, you do not need to delete any temporary files as part of the uninstall
procedure.
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Chapter 4. Using CoSign Web App for Signing and
Validating Documents

Using CoSign Web App, you can digitally sign and validate documents without having to
install any client software. The workflow is as follows:

Log into CoSign Web App.

Select a document.

View the document contents.

Sign empty signature fields and/or create signatures.

Validate existing signatures, if desired.

o o A~ w o

Save or send the signed copy.

Logging in to the CoSignh Web App

In order to view documents, sign them and validate them, you must first login to the CoSign
Web App. Login is performed based on your CoSign user ID and password.

To login to CoSign Web App:
1. Access CoSign Web App by entering its URL, such as : https://cosignweb.org.com.

The CoSign Web App login page appears:
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COSISn Education Center

The Secure Way to Sign on the Go

Anytime, Anywhere!

vt _

Connectwith us [ 1 F3

Figure 9 Login Page
2. Inthe User name / email field:

+ Enter your User name if CoSign Web App is using a local CoSign appliance or
appliances.

+ Enter your email address if CoSign Web App is using CoSign appliances deployed in
the Cloud.

3. Enter your password in the Password field.
4. Click Sign in.
The Select Document window appears (Figure 10).

Note that if you do not perform any action in CoSign Web App for a few minutes, you will be
automatically logged off.
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Selecting a Document

The window that appears immediately after logging in is the Select Document window.

cosign

Education Center  John Miller 4

Welcome John Miller!
Select the document you want to sign
From your device From the cloud

2 & box &
Dropbox Google Drive Box Or

OneDrive

Your default signature: JO h n M l l 'er‘

Want to add a graphical signature? Just visit My Signature page,
located in the upper right side drop-down menu.

www.arx.com | Provide Your Feedback | Support Connect with Us mnﬂ

Figure 10 Select Document Window
You can select a document in either of two ways:

¢ From your PC or device — Click Browse to select a local document. This option is not
available when using an iPad or iPhone.

¢ From the Cloud —Click to access one of the Cloud-based file storage services and select
your file. This method is especially useful for mobile devices (tablets and smartphones)
that do not have a local Browse functionality. For details, refer to Selecting a File from a
Cloud-Based File storage Service.

21



4 CoSign Web App User Guide

Selecting a File from a Cloud-Based File storage Service

1. Inthe Select Document window (Figure 10), select one of the following:

¢ Dropbox
¢ Google Drive
¢ Box
¢ Microsoft SkyDrive
You are redirected to the Login window of the selected service.
2. Log into the service.

3. Optionally select the Remember me option if you want the browser to remember your
credentials.

4. The first time you access the Cloud-based file storage service from CoSign, right after
logging in to Dropbox you may be asked to confirm that you grant CoSign access to the

Service.
@ y
@ API Request Autharization - Dropbox - Morzilla Firefox l. =REE X
.
W ; & https//www.dropbox.com/1/oauth/authorize?oauth_token=Mt5cQnjkO7RRzQDD&0auth_callback=https://sign.cosigntrial.com/CloudStarage/LoggedToCloudStorage/DropBox
:: John Miller
&

cosign

CoSign would like access to the files and folders in your
Dropbox.

L T ———

Figure 11 Confirm CoSign Access to Dropbox
5. Allow access.

CoSign will save your login information so that you can automatically log into the service
without having to enter credentials each time

Also, depending on the Cloud-based file storage service, you will be notified by email that
the CoSign application would like to connect with your Dropbox account.
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Refer to Chapter 6 for a description of the end user experience when signing using a
Cloud-based file storage service.

Refer to Integrating with Cloud-Based File Storage Services for instructions on how to
register an organizational account for the various Cloud-based file storage providers.
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Viewing and Signing Documents

After uploading a document to CoSign Web App, you can view all its pages, locate existing
signature fields (both signed and empty ones) and sign empty signature fields, as well as
create & sign new signature fields.

Starting from CoSign Web App version 7.1, you can also upload Word and Excel
2007/2010/2013 documents, and produce Office 2007/2010/2013 signatures.

However, you cannot add new signatures to these documents, but only sign empty existing
signature fields or view the details of signed field.

The file you loaded appears in the CoSigh Web App window.

¢ If the document does not contain any empty signature fields, by default it will appear with
a signature-creation frame hovering in the middle of the window. When you browse
through the pages, that frame will appear on every page. The frame enables you to create a
signature field on any page, position and resize it, and then sign inside it.

Release Notes - CoSign Version 6.2

General Information

Release Date 1: March 1, 2013 - CoSign Connector for SharePoint version 6.2 and CoSign Client version
6.2

Release Date 2: June 13, 2013 - CoSign Server version 6.2, CoSign Web App version 6.2 and CoSign
Signature Web Agent version 6.2

The release of version 6.2 includes the following components: | Signature-creation

e CoSign Connector for SharePoint version 6.2 frame

¢ CoSign Client version 6.2

* CoSign Appliance version 6.2

* Infroducing CoSign Web App version 6.2 _
<2 -poopp EESEEIES
— =
| |
| | |

Zoom Select-page carousel Toggle hide/show
buttons Signature creation
frame

Figure 12 Example of a Loaded Document Without Empty Signature Fields
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+ If the document has pre-existing empty signature fields, by default it will appear without a
signature-creation frame. You will be able to sign the empty fields but will not able to
move or resize them.

Release Notes v6. 2pdf The document contains 2 unsigned fields.

To sign the document simply click on one of the predefined signatures controls!

# Empty signature

field

Release Notes - CoSign Version 6.2

General Information

Release Date 1: March 1, 2013 - CoSign Connector for SharePoint version 6.2 and CoSign Client version
6.2

Release Date 2: June 13, 2013 - CoSign Server version 6.2, CoSign Web App version 6.2 and CoSign
Signature Web Agent version 6.2

The release of version 6.2 includes the following components:
» CaoSign Connector for SharePoint version 6.2
* CobSign Client version 6.2
* (CoSign Appliance version 6.2

¢ Introducing CoSign Web App version 6.2

s peepl EEENER
| |

Page with Toggle hide/show
empty signature field Signature-creation
frame

Figure 13 Example of a Loaded Document With Empty Signature Fields

@ Note: Within CoSign Web App you cannot create an empty signature field. If you do
not sign inside a signature-creation frame, no field is created.

However, documents loaded into CoSign Web App can contain empty signature fields,
and you can sign those fields within CoSign Web App.
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Viewing Pages

Use the select-page carousel to browse through the document i ' E E '

The five page icons correspond to page numbers. Click the left arrow for the previous five
pages, or the right arrow for the next five pages. Blue arrows above and below a page icon
indicate the currently-displayed page.

If a PDF document has pre-existing empty signature fields, the select-page carousel indicates a
page containing empty signature fields using a sign icon instead of the page number.

I ! i E

Use the zoom icons to zoom in and out. . % %

Note that for an Office 2007/2010/2013 document there is no indication which pages are
signed. Instead, general information about the document signatures is provided.

Signing a PDF Document

You can either sign a pre-existing empty signature field, or create a new field and sign it.

1. If you wish to sign a pre-existing field, skip to step 2. If you are creating a new signature
field, perform the following:

a. Locate the hovering signature-creation frame (see Figure 12). If the signature-creation
frame is not displayed, click BEEEERCEEIUERIEN.

b. Optionally, move the frame to the desired location on the page, as follows:

¢ InaPC, click inside the frame and drag.
+ Inamobile device, touch inside the frame and drag.
c. Optionally, resize the frame, as follows:
¢ InaPC, click a side or a corner and drag.
¢ In amobile device, touch a side or a corner and drag.
2. Click/tap

in the signature frame. The Signature Appearance window appears.
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Signature Appearance

My Signature Default Signature

Gedeoe Wtattes| John Miller

Sign without a graphical signature

Add reason and change signature appearance

Apply

Figure 14 Signature Appearance Window

3. Select a graphical signature from the carousel. Alternatively, click the radio button to Sign

without a graphical signature.

Note that a user’s graphical images and default settings are kept in the user's account in
the CoSign appliance.

4. Optionally, add a reason and title to the signature, and define your signature appearance.

To do so, click/tap Add reason and change signature appearance. The window
refreshes to display the following:
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Signature Appearance

My Signatured Default Signature

Godeoe Wattee| John Miller

Sign without a graph ignature

J Show date and time Apr 14 2013 3:21 PM
J Show my name Johin Miller
Shows my title

Show reason to signature

Apply

Figure 15 Adding Reason and Defining Appearance

5. Inyou created a new field, edit the appearance as desired by selecting whether to show the
date and time, the signer’s title, etc.

If you are signing a pre-existing field, you can only enter the reason and title if those are
required.

6. Click/tap IEEZH

The document will display a digital signature, similar to the following:

v

John Miller

John MI”CI" Jun 22 2014 5:25 PM
cosign

Figure 16 Sample Signature

7. You can optionally click the signature to view its details. Refer to Viewing Signature
Details.
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Signing Office 2007/2010/2013 Documents

Using CoSign Web App, you can sign existing signature fields in Office documents. Note that
you cannot create new signature fields.

By default, if an Office document contains at least one signature or signature field, it is not
converted to PDF when you upload it into CoSign Web App and you can sign it in CoSign
Web App.

CoSign Web App supports the signing of signature fields that were created by the Microsoft
Signature Line provider or ARX Signature Line Provider. However, it is recommended to
create signature fields using the Microsoft Signature Line provider to avoid rendering
problems. If a signature field was created using the ARX Signature Line Provider, the text
“Software is required” appears in the location of the empty signature field.

To define whether an Office document containing signature fields is converted to PDF when it
is uploaded to CoSign Web App, refer to OfficeBackwardCompatibility.

@ Note: As described in the CoSign client guide, a user may sign a Word/Excel document
only if the certificate chain is trusted. That is, the CoSign ROOT certificate must be
trusted in the Web App platform. You can use the Install CoSign CA Certificate option of
the CoSign Configuration utility to instruct Web App to trust the CoSign ROOT
certificate.

To sign an Office document:

1. Optionally view the signature information appearing in the top right corner. In the
example shown below, the information is that the document contains three unsigned
signature fields.
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C05|8n Select Document Education Center John Miller «

CoSign Release Notes v6.2.docx The document contains 3 unsigned fields

To sign the document click on "Sign Document’ button

CoSign Digital Signatures
Release Notes

2. Click/tap Sign Document.

If the document has more than one empty field, a list of the signature field identifiers
(taken from the Suggested Signer attribute of the signature fields) is displayed. Select a
signature field and click/tap Close.

Select a Signature Field

Employee >
Finance Dept. >

CEO >

The Signature Appearance window appears.

30



Using CoSign Web App for Signing and Validating Documents

Signature Appearance

Default Signature

John Miller

Add reason and change signature appearance

Apply

3. Click/tap Add Reason and change signature appearance if you wish to add more
information to the signature, such as a reason.

4. Click/tap Apply. The document is signed.

The information in the upper right corner is updated.
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Viewing Signature Details

You can view the signature details of each signature.

¢ InaPDF document, click any signature, whether pre-existing or created by you, to view
its details.

A Details window similar to the following is displayed.

Detalls

This Signature is OK

Signing time: Apr 14 2013 2:55 PM
Signed by: John Miller
Email: jmiller@arx.com

This Certificate Status is: Valid
Issued by: calll

Expiration Date: 4/14/2014 12:55:47 PM

Close

Figure 17 Signature Details for a PDF Document

¢ For an Office 2007/2010/2013 document, a signature summary report appears in the top
right corner of the screen.

Click valid to view information about each signed field.

cosign

Select Document Education Center John Miller ¢

COSigﬂ Release Notes v6.2 docx ‘ [ The document contains 2 valid signatures and 1 unsigned field )
10 sign the document click on “Sign Document’ button

Figure 18 Signature Summary Report for an MS Office Document

A Signature Details window similar to the following is displayed.

32



Using CoSign Web App for Signing and Validating Documents 4

Signature Details

{=] John Miller

The signature is valid

Signing time: 23/06/14 08:17:22
Signed by: John Miller
Reason:

The certificate status is valid

Issued by: calll

Expiration Date: 6/22/2015 3:17:35 PM

Close

Figure 19 Signature Details for an MS Office Document

Validating Signatures

You can view the validity status of each signed signature field.

¢

In a PDF document;

Each signature displays in its top left corner an indication of the validity of the signature
(see Figure 16). A green checkmark indicates the signature is valid, and a red X indicates
it is invalid.

In addition, clicking/tapping a signature field displays the Signature Details window
(Figure 17), which lists the status of the signature and provides information about the user
certificate.

In an Office 2007/2010/2013 document:

A signature summary report appears in the top right corner of the screen.

Click valid in the summary report to view information about each signed field, including
its validity status (see Figure 19).
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Post-Sighing Actions

When you finish viewing and signing the entire document, click/tap Done. The following
window appears.

What would you like to do next?

g Save in Dropbox

&a Download copy

Send via email

X Close document

Figure 20 What Would You Like to Do Next Window

You can select any of the following options:

¢ Savein <file storage service> — Save a signed copy of the file back in the Cloud-based

file storage service. The copy is a new file, and must be given a new name (you cannot
overwrite the original file). This option appears only if you retrieved the file from a
Cloud-based file storage service. The name of the option indicates the specific file storage
service from which you retrieved the file.

Download copy — Download a signed copy to your computer’s Downloads folder. The
copy is a new file but its name is the name of the original file.
This option may not appear when using a mobile device (for example, on iPads).

Send via email — Send the file as an attachment using your default mail application.
When you select this option, an email message frame appears within the window. You can
enter multiple recipients, separated by semicolons, in the To field. Enter any text in the
Subject field and main body of the email. Clicking/tapping Send will send the message
with the signed document added as an attachment.

Starting from CoSign Web App version 7.1, an auto-complete mechanism can be used to
assist in filling in previously-used email addresses.
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What would you like to do next?

&a Download copy

Send via email

To:

Subject:You have received a digitally signed document.

Please see the attached document, which | signed with a CoSign
digitalsignature.

Regards,
John Miller

4

X Close document

Figure 21 Sending the Signed File Via Email

¢ Close document — Closes the document and returns to the CoSign Web App home page.

This is equivalent to canceling the sign operation.
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Signing in a Point of Sale Mode of Operation

You can set your account to work in a Point of Sale (POS) mode of operation. In this mode of
operation, each empty signature field can be signed electronically (intended for external
customers), or digitally (intended for the agent, a CoSign user). POS mode supports only PDF
files.

Once the document is digitally signed, it is not possible to add new electronic signatures
(customer signatures). Therefore make sure the document is first signed electronically
wherever needed before signing it digitally.

For instructions on how to set your account to work in a Point of Sale mode of operation, refer
to EnablePOSMode.

To sign in POS mode:

1. If you wish to sign a pre-existing field, skip to step 2. If you are creating a new signature
field, perform the following:

+ Locate the hovering signature-creation frame (see Figure 12). If the signature-creation
frame is not displayed, W[ls/d ~ddanother signature |

2. Click/tap

in the signature frame. The POS Signing window appears.

Please Sign

11 Clear Signature

|
Agent \ Customer

Add reason and change sighature appearance

Figure 22 POS Signing Window
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The page displays two tabs: Customer tab and Agent tab. Customers should use the
Customer tab, which creates an electronic signature, and the CoSign user should use the
Agent tab, which creates a digital signature.

By default the Customer tab is selected.
3. To create a Customer signature:

a. Instruct the customer to electronically sign in the signature area (typically using the
agent’s tablet or iPad).

b. Click/tap the Customer tab if you wish to add additional information to the electronic
signature.

Please Sign

13 Clear Signature

|
Agent \ Customer

J Show date and time Jun 10 2014 2:36 PM

Show my title

Show signature reason

Apply

Figure 23 POS Customer Signature Additional Fields

c. Optionally add a reason and title to the signature, and define the signature appearance.

d. Click/tap [IEZH

4. To create an Agent signature:

a. Click the Agent tab. A Signature Appearance window appears.
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Signature Appearance

My Signature1 Default Signature

Sl Ml | John Miller

Sign without a graphical signature

(S
Agent \ Customer

Add reason and change signature appearance

Apply

Figure 24 POS Agent Signature Appearance Window

b. Select a graphical signature from the carousel. Alternatively, click the radio button to
Sign without a graphical signature.

Note that a user’s graphical images and default settings are kept in the user's account
in the CoSign appliance.

c. Optionally, add a reason and title to the signature, and define your signature
appearance. To do so, click/tap Add reason and change signature appearance. The
window refreshes to display the following:
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Signature Appearance

My Signatured Default Signature

J Show date and time Apr 14 2013 3:21 PM
J Show my name Johin Miller
Shows my title

Show reason to signature

Apply

Figure 25 POS Agent - Adding Reason and Defining Appearance

d. Inyou created a new field, edit the appearance as desired by selecting whether to
show the date and time, the signer’s title, etc.

If you are signing a pre-existing field, you can only enter the reason and title if those
are required.

e. Click/tap IEEZH

The document will display a digital signature, similar to the following:

v

John Miller
John Miller Jun 22 2014 5:25 PM
cosign

Figure 26 Sample Signature

5. You can optionally click the signature to view its details. Refer to Viewing Signature
Details.
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Chapter 5: Adding Graphical Signatures and Modifying
User Settings

Using CoSign Web App, you can add graphical signatures and modify various user settings
such as your signature appearance.

Adding Graphical Signatures

You can add personal graphical signatures using any of the following methods:

¢ Sketching

¢ Typing

¢ Uploading a graphic file

The graphical signatures you add are kept in your user account inside the CoSign appliance.
To add graphical signatures:

1. Open the drop-down list adjacent to your user name, in the top right corner of the CoSign
Web App window (Figure 27).

Home Education Center John Miller
My Signatures

Settings

i g S Log Off

Figure 27 User Settings Drop-Down List
2. Select My Signatures.
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cosi8n

Home Education Center John Miller «

My Signatures

Select Sketch, Type or Upload to add your personal graphical signature.

s

My Signature1 Default Signature My Signature2

Son Miller— ohn Miller Tollan Miller

Figure 28 My Signatures — Adding New Graphical Signatures

3. Add a signature using any of the following methods:

¢ Sketch — Use the mouse in a desktop computer, or sketch with your finger upon a
mobile device. You can then save or cancel the sketch.

¢ Type — Select a font from among nine fonts and type in the desired text. You can then
save or cancel the signature.

¢ Upload — Upload a jpeg or bmp file.
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Modifying User Settings

You can modify and update your user settings that affect the CoSign Web App session. All
these parameters are kept in your user account inside the CoSign appliance.

To modify user settings:

1. Open the drop-down menu adjacent to your user name, in the top right corner of the
CoSign Web App window (Figure 27).

2. Select Settings.

cosign

Select Document Education Center John Miller « |

Settings

Use the options below to configure your signature settings

My Details

JMiller@arx.com

John Miller

Change Password

Default Signature Appearance

Use the checkboxes to select how you'd like your signature to appear by default. You can change these
settings at any time.

J Show graphical signature

J Show date and time
Figure 29 My Signatures
3. Optionally, set any of the following:

¢ Title — Enter a default title.

¢ Change Password — Change your password, if relevant (for example, if CoSign is
installed in a Directory Independent environment).
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¢ Default Signature Appearance — Specify the appearance of signature fields you will
be creating. Set the appearance by selecting or deselecting the following:

¢ Show graphical signature
¢ Show date and time

¢ Show my name

¢ Show my title

¢ Show signature reason

¢ Reasons for Signing — You can maintain a list of reasons that are displayed
whenever a reason needs to be added to a digital signature. You can add reasons to the
list and remove reasons from the list, edit existing reason and select a reason to be the
default reason.

¢ Advanced Settings — Define the following advanced settings, applying to all signature
fields you will be creating:

¢ Signature type — Defines whether the signature type will be Digital, Electronic, or
Invisible Digital.

+ Date format — Defines the date format of the signatures.
¢ Time format — Defines the time format of the signatures.

¢ Display format — Defines whether only a date is displayed as part of the digital
signature, or both date and time are displayed.

¢ Operational Mode — Define whether CoSign Web App works in standard operation mode
or in Point of Sale mode:

¢ Standard — The regular mode of operation described in this guide.

¢ Point of Sale — A mode of operation where external users supply an electronic
signature while being overseen by an organizational representative, such as a Sales
representative, who digitally signs the overall transaction. For more information, refer
Signing in a Point of Sale Mode of Operation.
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Chapter 6: Signing Documents from Cloud-based File
Storage Services

As mentioned above, the document that needs to be signed can be extracted from a Cloud-
based file storage service, signed using the CoSign Web App, and then loaded back to the
Cloud-based file storage system or sent via email.

This chapter describes the end user experience for the following Cloud-based file storage
services: Dropbox, SkyDrive, Google Drive, and Box.

In Box and Google Drive, you can sign with CoSign from within Box or Google Drive. That
is, after you select a certain document, you are redirected to CoSign Web App to digitally sign
the document, and after the document is signed, a signed copy is saved to either Box or
Google Drive.

Note that your organization needs to perform some integration tasks to register the CoSign
Web App as an application in the relevant Cloud-based file storage service. These integration
tasks are described in Integrating with Cloud-Based File Storage Services.
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Signing Documents from Dropbox

When you first attempt in CoSign Web App to signh documents that are stored in Dropbox, you

are asked to confirm that you grant CoSign access to your data:

-
@ API Request Autharization - Dropbox - Mozilla Firefox
B ————

3

cosi8n

CoSign would like access to the files and folders in your
Dropbox.

Figure 30 Confirm CoSign Access to Dropbox

@ ; & https//www.dropbox.com/1/oauth/authorize?oauth_token=Mt5cQnjkO7RRzQDD&woauth_callback=https://sign.cosigntrial.com/CloudSterage/LoggedToCloudStorage/DropBox

o= ][] |

John Miller =

After you click Allow, you will receive an email notifying you that the CoSign application will

interface your Dropbox account.

You can now proceed to view, sign and save the file in CoSign Web App.
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Signing Documents from SkyDrive

When you first attempt in CoSign Web App to sign documents that are stored in SkyDrive,
you are asked to confirm that you grant CoSign access to your data:

s Let this app access your info? - Go LE:L |

| tdicrosoft Corporation [US]| httpsiffaccountlive.com/Consent/Updatetru=https:/floginlive com/foauth2 1 _authorize s 3flob3 d 1033062 client_id»2d0000000

Microsoft account

Let this app access your info?

sign.arx.com

cosign

CoSign Digital Signatures needs your permission to:

Access and edit your SkyDrive photos and documents
‘ﬁ CoSign Digital Signatures will be able to access, change, and
add or delete your photos and docurnents on SkyDrive,

Access your info anytime
CoSign Digital Signatures will be able to see and update yvour
info. ewen when wou're nat using this app.

Yiew photos and documents on SkyDrive
CoSign Digital Signatures will be able to see your files and
those shared with you on SkyDrive.

You can change these application permissions at any time in your
account settings.

httpsiffaccountlive.comfconsent/hanage

Figure 31 Confirm CoSign Access to SkyDrive

After you click Yes you can proceed to view, sign and save the file in CoSign Web App.
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Signing Documents from Google Drive

When you first attempt in CoSign Web App to sigh documents that are stored in Google
Drive, you are asked to confirm that you grant CoSign access to your data:

Regquest for Permission - Google Chrom

B httpsi/faccounts.google.com/o/oauth auth7scope =https:/ A, googleapis. com/auth/drive + http s/ A, go ogleapis, comfauth/userinfo,email &response_t

Google

CoSign Web and Mobile is requesting permission to; COSI n
F Yiew and manage the files and documents in your Google Drive 8

b Miew your email address

CoSign Wehb and
¥ Know who you are on Google Mobhile

Learn more
s Perfarm these operations when I'm nat using the application

Allow access Ho thanks

Figure 32 Confirm CoSign Access to Google Drive

After you click Allow Access you can proceed to view, sign and save the file in CoSign Web
App.
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Invoking the Signature Operation from Within Google Drive

Every end-user can configure Google Drive so that he/she can invoke a digital signature
operation upon a selected document from within Google Drive.

In order to have CoSign appear in your Google Drive menus, you need to connect the CoSign
Digital Signatures application to Google Drive, as described in this section.

Note: As a prerequisite, a CoSign administrator must first configure the Google Drive
CoSign application, as described in Enabling Users to Sign from Within Google Drive.

To add CoSign to Google Drive Menus:
1. Click afile, select Open with and select Connect more apps.
2. Search for the CoSign Digital Signatures application.

The search results window appears:

Connect apps to Drive

Select a category ™ cosign X

CoSign Digital Signatures

from sign.arx.com L
= Productivity

The Secure Way to Sign on the Go - easily add digital signatures to
your PDF, Word and Excel documents.

Figure 33 Connecting the CoSign Application in Google Drive

3. Click + Connect. The following window appears:

CoSign Digital Signatures was connected to Google Drive.

v Make CoSign Digital Signatures the default app for files it can open

Figure 34 CoSign Connected to Google Drive
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6

4. Select whether to make CoSign Digital Signatures application the default application for

files it can open.
5. Click OK.

6. Restart your browser.

The CoSign Digital Signatures application now appears in the Open with menu of every PDF,

Word or Excel file you select in Google Drive, as shown in Figure 35:

More -

Dpen
Then, go for a spin
P reni enny
Open with ’ B CoSign Digital Signatures
&% Share... v B Google Docs
Add star & Google Drive “iewer
Details

Manage apps

Don't show in Activity list Connect more apps

I rove to..

rme

Figure 35 Opening CoSign from Within Google Drive

Selecting CoSign Digital Signature redirects you to CoSign Web App with the selected file

appearing in the window. After finishing the signature ceremony, the updated signed

document is written back to the Google Drive storage. You can select whether the updated

signed file overwrites the original file or is saved as a new file.

49



6 CoSign Web App User Guide

Signing Documents from Box

When you first attempt in CoSign Web App to sign documents that are stored in Box, right
after logging in to Box you are asked to confirm that you grant CoSign access to your data:

o v S i

© @ hitps://app.box.com/api/oauth?/authorizelresponse_type= codeficlient_id=dd7htspSw2Tgs2d3beS0kdc

c:osigg 3

With access to your Box account, CoSign
Digital Signatures can:

« Read and write all files and folders

Grant access to Box

Deny access o Box

©2014 Box

Figure 36 Confirm CoSign Access to Box

After you authorize access you can proceed to view, sign and save the file in CoSign Web
App.
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Invoking the Signature Operation from Within Box

Every end-user can configure Box so that he/she can invoke a digital signature operation upon
a selected document from within Box.

In order to have CoSign appear in your Box menus, you need to add the CoSign Digital
Signatures application to your apps, as described in this section.

Note: As a prerequisite, a CoSign administrator must first configure the Box CoSign
application, as described in Enabling Users to Sign from Within Box.

To add CoSign to Box Menus:

1. Go to your Apps section.

<« (5 Nttps./ A, BOX.COM/services
( [ Seareh ) sk ‘ B 2 wih- oN- 9 - Ny
box ™

i i My Applicati
Applications ﬂ y Applications

(13 added)

& = L ] . s

Search Applications 4 Uparade

Browse Apps

Box for Google Apps Offcil o Anps
Simple yet comprehensive, Box for Google Apps brings ‘
— la A

o the best of hoth worlds: robust content sharing and Platform
rollabaratinn from Boy olls Gonnle's oowerfl

Figure 37 Box Apps Section

2. Search for the CoSign Digital Signatures application.

The search results window appears:

Return to Apps tab -
5 Search results for "CoSign"

[1rakel| Looking for g file? Search"CoSign” in Files
g EUg|

CoSign Digital Signatures

- The Secure Way to Sign on the Go —easily add
COSISH digital signatures to POF, Waord and Excel
documents.

Figure 38 Searching for the CoSign App in Box

3. Click the CoSign icon. The following window appears.
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Search Applications Q

Applications »

CoSign Digital Signatures

Description

. CoSign, the mostwidely-used standard digital signature solution with millions of signers at businesses,
CDS|8I"| governiments and cloud senices warldwide, offers the most secure web-hased digital signature salution
available today.

Wifith CoSignyou can easily accelerate vour warkflows by adding digital signatures toyaur POF, YWord and
Excel docurments at any time, from any location, using any computer ar mohile device. Because our digital
signatures are based on standards, long-term trust, integrity and security are ensured with proof of signer

% Add identity, user intent and document integrity. The signatures can be easily validated by anyane at any time
without requiring proprietary verification software.

Categories: Main features;

iPhione, iPad,

Android Phone, = Add one or mare digital signatures to your PDF, Word and Excel documents

Andraid Taklet, = Upload your documents fram Box or from your computerdevice

BlackBerry, webQZ, . Detarmine the location and size of your signature hox and your signature's appearance (graphical signature,
Other mobile, narne, title, date & time, reasan for signing, etc)

wgtgol:\;\;idh;?f' « Add as many personal graphical signatures as vou want by sketching fingersimouse), typing (Using a variety

Figure 39 Adding the CoSign App to Box
4. Click + Add.

The CoSign Digital Signatures application now appears in the right-click menu and More
Actions menu of every file you select in Box, as show in Figure 40.

shere =] M O Account

& Freview
¥ Download
4 Upload Mew Version
& LockFile UPGRADE
B2 Share
& Add Tags
File Praperties
Move or Copy

Delete

B More Actions ™ Send with Grail

" Send to Chatter

. Digitally Sian with CoSian

Figure 40 Opening CoSign from Within Box

Selecting Digitally Sign with CoSign redirects you to CoSign Web App with the selected file
appearing in the window. After finishing the signature ceremony, the updated signed
document is written back to the Box storage. You can select whether the updated signed file
overrides the original file or is saved as a new file.
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Chapter 7. Configuring the CoSign Web App

This chapter describes the CoSign Web App customizations that a CoSign admin can perform.
These include:

¢ Modifying various CoSign Web App parameters. All CoSign Web App related
configuration is performed in the web.config file, located in the home directory of the
CoSign Web App application.

¢ Configuring CoSign Web App in passive ADFS mode. This is a prerequisite for service
providers who wish to offer digital signature services to organizations that deploy Active
Directory with ADFS.

¢ Registering the CoSign Web App as an application in the various Cloud-based file storage
services. This is a prerequisite if you wish to use CoSign Web App to sign files stored in a
Cloud-based file storage system.

Modifying CoSign Web App Parameters

You can modify various CoSign Web App parameters by editing the web.config file, located
in the home directory of the CoSign Web App application.

Important: Because the web.config file contains all the CoSign Web App definitions,
it is recommended to back up the file before making any changes to it.

Modifying Image Setting Parameters

The default Image Settings configuration is as follows:
<ImageSettings>
<!-- add here Image settings-->
<add key="ReducePercent" value="100"/>
<add key="Reducelterations" value="1"/>

</ImageSettings>

The ReducePercent and ReduceIteration parameters provide the instructions for shrinking
an uploaded graphical signature image if its size is larger than 30K. ReducePercent specifies
by how much to shrink the image at each iteration. ReduceIteration specifies the maximum
number of iterations.
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Defining SMTP Settings

The SMTP Settings section is by default empty.
<SMTPSettings>
<!-- add here SMTP settings-->

</SMTPSettings >

You can enter the following parameters into the section. If the parameters already appear in
your web.config file, you can changes their values as needed.

¢ To set the SMTP host IP/Name:
<add key="SMTPHost" value="THE_VALUE" />

¢ To set the SMTP Port:
<add key="SMTPPort" value="THE_VALUE" />

¢ To set the sender address:
<add key="SMTPMailFrom" value="THE_VALUE" />

¢ To set the mail message body:
<add key="SMTPMessageBody" value="THE_VALUE" />

¢ To set the mail Subject:
<add key="SMTPMailSubject" value="THE_VALUE" />

Defining Extended Authentication Settings

The Extended Authentication Settings section is empty by default.
< ExtAuthSettings>
<!-- add here extended authentication settings-->

</ ExtAuthSettings>

If CoSign is configured to use extended authentication, configure extended authentication
parameters in the ExtAuthSettings section.
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¢ To force Prompt for sign:
<add key="PromptForSign" value="Never/Always" />

¢ Never — The user will not be requested to provide a password for every digital
signature operation. This is the default behavior.

¢ Always — The user will be required to enter his/her password for every signature
operation (as illustrated in Figure 41).

Sighature Appearance

My Signaturet Default Signature

Sohn Q)iller| John Miller

Enter your password:

John Miller ) )

Add regson and change signature appearance

Apply

Figure 41 Example of Password Requested Upon Every Signature Operation

¢ To force extended password usage:
<add key="ExtPwdRequired" value="Yes/No" />

¢ No — No extended authentication mechanism is used. This is the default value.

¢ Yes — An extended authentication mechanism is used, such an OTP (One Time
Password) device. Figure 42 provides an example of this scenario.
In this case, you must make sure that the CoSign appliance is configured to use
extended authentication.

55



7 CoSign Web App User Guide

Signature Appearance

My Signaturel Default Signature

Enter your password:

Johin Miller ) 8 8

Add reason and change signature appearance

Apply

Figure 42 Extended Authentication Required
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Defining API Integration Settings

By default, the API Settings section is empty. This section enables applications to redirect
users to the CoSign Web App for the purpose of signing documents during their session with
the application.

< APISettings>
<!-- add here API integration settings-->

</ APISettings>

The following configuration parameters can be defined (for more information, refer to section
VI of the CoSign Programmer Guide).

¢ To enable API request handling:
<add key="EnableAPIRequests" value="true/false" />

¢ false means that no application can interact with the CoSign Web App. This is the
default setting.

¢ true means that an application can redirect their users to communicate with the
CoSign Web App for the purpose of signing documents.

¢ To enable Google Drive integration (default=true)

<add key="EnableGoogleDriveIntegration" value="true/false" />

For more information, refer to Enabling Users to Sign from Within Google Drive.

¢ To enable Box integration (default=true)

<add key="EnableBoxIntegration" value="true/false" />

For more information, refer to Enabling Users to Sign from Within Box.

¢ To define an API request session timeout (default=30 min.)
<add key="APIRequestTimeOut" value="30" />

If the application does not collect back the signed document after this timeout, the
document will be erased from the memory of the CoSign Web App.

Defining General Settings

The following general settings can be set in the General Settings section.

¢ The following parameters specify whether a link exists for the Forgot My Password
functionality, as well as its name and URL.:

¢ To activate a "Forgot my password" link:

<add key="ForgetPwdVisible" value="true/false" />

¢ To set the "Forget my password" link text:
<add key="ForgetPwdText" value="THE_VALUE" />
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¢ To set the "Forget my password" link URL:
<add key="ForgetPwdUrl" value="THE_VALUE" />

¢ The following parameters specify whether a link exists for the Sign Up functionality, as
well as its name and URL:

¢ To activate a "Sign up" link:
<add key="SignUpVisible" value="true/false" />

¢ To set the "Sign up" link text:
<add key="SignUpText" value="THE_VALUE" />

¢ Tosetthe " Signup " link URL:
<add key="SignUpUrl" value="THE_VALUE" />

¢ The following additional parameters can be setup:

¢ Toenable or disable the change password functionality:
<add key="EnableChangePwd" value="true/false" />

Note: In Directory Independent installations, the change password option is enabled by
default.

¢ To set the default domain name (default value = "")
<add key="DefaultDomain" value="arx" />
This parameter is relevant in cases where CoSign is installed in an Active Directory

environment. If the default domain name is specified using DefaultDomain, the user
will not be required to supply the CoSign Domain Name.

¢ To enable working with AD (default value = "false")
<add key="ADMode" value="true/false" />

This parameter is relevant in cases where CoSign is installed in an Active Directory
environment. If the CoSign Client is configured to use CoSign in an Active Directory
environment, the CoSign Web App will work even without setting ADMode to true.
However, if the ADMode parameter is set to true, the GUI of the CoSign Web App
will be slightly changed, for example, the user settings will not include the change
password option.

¢ The following additional parameters are relevant for CoSign Web App V7.1 and above:

¢ Toenable or disable the Point of Sale (POS) functionality globally for all users:
<add key="EnablePOSMode" value="true/false" />
The default value is false, meaning POS mode is not globally enabled. To enable

POS mode for an individual user, refer to Operational Mode in the Modifying User
Settings section.

When the value is true, all users have the capability to execute a POS signature
process.
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¢ Toenable or disable the new Office capability, in which Office 2007/2010/2013
documents are not converted to PDF if they contain one or more signature fields:

<add key="OfficeBackwardCompatibility" value="true/false" />

The default value is false which instructs the system not to convert Word and Excel
2007/2010/2013 documents to PDF if they contain one or more signature fields.

Configuring CoSign Web App in Passive ADFS mode

CoSign Web App can be deployed by a service provider to offer individuals and organizations
digital signature services. Any end user who wishes to use the service must be added to the
service either manually or automatically through CoSign APIs. The end user is authenticated
to the service using a User ID and password mechanism.

Starting from CoSign v7.1, the service provider can offer digital signature services to
organizations that deploy Active Directory with ADFS. By configuring a trust between the
service provider and the organization that wishes to use the services, any user that belongs to
the organization can communicate automatically using the ADFS ticketing mechanisms (based
on the SAML standard).

Using the ADFS ticketing mechanism, the end user first uses the local Active Directory
services to authenticate and receive an ADFS ticket. The ADFS ticket is then used as a
mechanism to connect to CoSign Web App, with the initial communication creating a new
account for the user (including a digital signature key and a certificate). The end user can then
continue using the account to sign documents.

This section describes how a digital signature service provider should configure CoSign Web
App to enable users of an organization that deployed ADFS to use the CoSign Signature
service. This configuration is required for every organization that wishes to use the service. It
consists of two tasks:

¢ Configuring Web.Config for ADFS

¢ Running the Federation Utility

For more information about the ADFS functionality provided by the CoSign appliance, refer
to the ADFS sections in the CoSign Administrator Guide.
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Configuring Web.Config for ADFS

1. Rename web.config.adfs to be web.config, thus overwriting the original
web.config file.

2. Inthe web.config file, add a line in the ADFSSettings section for every organization
you wish to trust, as follows:

<ADFSSettings>
<add key="orgl-ID" value="https://adfs.orgl.com/adfs/1ls/" />
<add key="org2-ID" value="https://adfs.org2.com/adfs/1ls/" />

</ADFSSettings>

Where:
¢ key is the identification of an organization.

¢ wvalue is the local Identity Provider URI for the ADFS service of this originating
organization.

¢ The URL for users wishing to connect to the Web App Service must be of the
following type:
https://<web app DNS>/org/<identification of the originating organization>.
For example:
https://webapp.service.com/org/Company-Z.

Running the Federation Utility

The administrator deploying CoSign Web App must run the Fedutil utility for every new
organization wishing to use the digital signature service through ADFS.

1. Enable the Fedutil mechanism as follows:

+ If the PC hosting CoSign Web App is running Windows 2008, install the package
from http://www.microsoft.com/en-us/download/details.aspx?id=17331.

+ If the PC hosting the CoSign Web App is running Windows 2012, you need only
select the Windows Identity Foundation option in the Control Panel’s Turn
Windows features on or off section.

2. Inthe Microsoft IIS server on which CoSign Web App is installed, go to ¢: \ Program
Files (x86)\Windows Identity Foundation SDK\v4.0 and execute fedutil.exe.
The Federation Utility Wizard welcome page appears.

60



Configuring the CoSign Web App

Welcome to the Federation Utility wizard

=
L
This wizard helps you to establish a trust relationship between a claims-aware application and a Security L*g
Token Service (STS). !

Application configuration location

|

(Example: c:inetpub™wwwroot \application 1'web .corfig)

Application URI

(Example: https:/fwww contoso com/application1/)

Figure 43 Federation Utility — Welcome Page

3. Inthe Welcome page do the following:

a. In Application configuration location, specify the path to the web.config file for

your CoSign Web App website. For example:
C:\inetpub\CoSignWebApp\web.config.

b. In Application URI, specify the URI for your website. For example:
https://webapp.service.com/.

c. Click Next. The Security Token Service page appears.

1| Administrator: Fede =] J
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Secunty Token Service Eay
Select a Securty Token Service (STS) option. l;g

) No 5TS
Enables claims programming model for the selected application. This option does not require a Security Token
Service.

@ Use an existing STS

The selected application’s configuration will be modffied to trust and accept the claims issued by an existing
STS. Specify the WS-Federation metadata document location for the existing STS.

5T5 WS5-Federation metadata document location

| l Erowse... l l Test location...

(Example: https://fabrikam .com/Federation Metadata, 2007-06/ Federation Metadata xml)

Figure 44 Federation Utility — Security Token Service Page
4. In the Security Token Service page:
a. Select Use an existing STS.

b. Specify the FederationMetadata.xml file that was provided to you by the originating
organization that deployed the local ADFS deployment.

c. Click Next. The Security Token Encryption page appears.
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1 Administrator: Fede

Security token encryption =Y
™

Security tokens issued by an STS can be encrypted. Select a security token encryption option for your |},g

application. I

@ Mo encryption

Security toleens issued by the STS will not be encrypted.

() Enable encryption

Security toleens issued by the STS will be encrypted by the selected cerificate.
Note: Make sure that the private key of this encryption certfficate is accessible by the Windows identity under
which the application uns (example: Networl Service).

<Back || MNei> || Cancdl

5.

Figure 45 Federation Utility — Security Token Encryption Page
In the Security Token Encryption Page:
a. Select No encryption.

b. Click Next. The Offered Claims page appears.
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Following are the claims offered by the Securty Token Service. lm

Claim Name

E-Mail Address http://schemas xmlsoap.org ws/2005/05/identity.cla...

Given Name

Name

UPN

Comman Name

AD FS 1x E-Mail Address
Group

ADFS 1x UPN

Role

By default, only name and role claims will be requested by the application. Update your application’s configuration

file to add/update your claims requirement.

CoSign Web App User Guide

Claim Type

http://schemas xmlsoap.org/ws/ 2005/ 05/ dentity.cla...
http://schemas xmlsoap org/ws/2005/058/identity/cla...
http://zchemas xmlsoap org/ws./ 2005/ 05/ idertity/cla...
http://schemas xmlsoap org/claims,CommonMName
http://schemas xmlsoap org/claims/EmailAddress
http://=chemas xmlsoap .org./claims./Group
http://schemas xmlsoap org/claims/UPMN
http://schemas microsoft.com/ws./ 2008/06/dertity....

Figure 46 Federation Utility — Offered Claims Page

6. The Offered Claims page displays information related to Claims that are defined in the
local ADFS of the originating organization. Review the claims and click Next.

The Summary page appears.
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Summary

TP
Revwiew the summary information below. Accept the settings by clicking ‘Finish’, or click "Back’ to modify | *g
your selection. L

Application Information:

Application configuration location: 'C:hinetpub wwwroot\CExpress ' Web corfig’

Application URI: https //morand-pe.anc.com.”

Application type: "ASP MET web application’

Application encryption option: ‘Mo encryption’

Issuer name registry changes: A ConfigurationBasedlssuerNameRegistry with one trusted issuer will be added to
your application’s configuration.

Security Token Service selection:
5TS option: "Use an exdsting STS
5T5 WS-Federation metadata document location: 'hit;

NE /Fadarztinn Mot ad=t= wml®

Trust management

Schedule a task to perform daily W S-Federation metadata updates

If selected, Fedltil will create a task in the Task Scheduler to silenthy queny the STS's WS-Federation
metadata document every day at 12:00 AM. This task will update the application’s configuration if there
are changes detected in the metadata document, such as signing certificate changes.

Figure 47 Federation Utility — Summary Page

In the Summary page click Finish.

The Web App web.config file is updated, and information is created under the
FederationMetaData directory.

Backup both the web . config file and the FederationMetaData directory.

Integrating with Cloud-Based File Storage Services

The setup described in this section must be performed to enable users of your organization to
access documents stored in Cloud-based storage services such as Google Drive or Dropbox.
The following setup tasks must be performed:

¢

¢

The CloudStorageSettings section of the web.config file must be updated to include
information regarding the Cloud-based storage services. For information, refer to Defining
Cloud Storage Settings.

A dedicated application must be defined for the selected Cloud-based storage service. This
application will enable the CoSign Web App to access the user account in the Cloud-
based storage services.

In the case of Google Drive or Box, you can configure these applications to enable
invoking Cosign from Google Drive or Box menus.

For information, refer to Creating an Application for Enabling Access to User Accounts in
the Cloud.
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Defining Cloud Storage Settings

The Cloud Storage Settings section is by default empty.
< CloudStorageSettings >
<!-- add here Cloud Storage settings-->

</CloudStorageSettings>

The following configuration parameter must be set if you wish to integrate with any
Cloud-based storage systems:

¢ Enable using Dropbox as a Cloud-Based File Storage
<add key="EnableDropbox" value="true/false" />
The default is enabled.

¢ Enable using Box as a Cloud-Based File Storage

<add key="EnableBox" value=" true/false " />
The default is enabled.

¢ Enable using Sky Drive as a Cloud-Based File Storage
<add key="EnableSkyDrive" value=" true/false " />
The default is enabled.
¢ Enable using Google as a Cloud-Based File Storage

<add key="EnableGoogle" value=" true/false " />

The default is enabled.

Note that if a single cloud-based file storage is enabled, then only the icon for this cloud
storage will appear immediately after the user logs on. If no cloud-based file storage is
enabled, no indication of a cloud based file storage system appears.

¢ Set the Cloud storage callback URL (redirect URL):

<add key="CloudStorageCallbackURL" value="THE_VALUE" />

When the user is redirected to the Cloud-based storage service for a login operation, the

Cloud-based storage system is redirected back to CloudStorageCallbackURL to continue
the user session in the CoSign Web App.

¢ Specify the following value in the case of Box:
https://sign.xxx.com/cloudstorage/loggedtocloudstorage/box

where sign.xxx.com is the location where the CoSign Web App is deployed.

¢ Specify the following value in the case of Google:

https://sign.xxx.com/cloudstorage/loggedtocloudstorage/GoogleDrive

where sign.xxx.com is the location where the CoSign Web App is deployed.
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Creating an Application for Enabling Access to User Accounts in the Cloud

This section describes, for each type of Cloud-based storage service, how to create an

application enabling the CoSign Web App to access the user account in the Cloud-based

storage service.

Creating a CoSign Application in Dropbox

1. Connect to the Dropbox development portal at https://www.dropbox.com/developers and

login with a user account.

2. Select Apps Console.

3. Click Create app to create a new application.

What type of app do you want to create?

=1 & Drop-ins app

Dropbox APl app

What type of data does your app need to store on Dropbox?

® Files and datastores
Datastores only
Can your app be limited to its own folder?
Yes
® No
What type of files does your app need access to?
Specific file types
® Allfiletypes

Provide an app name, and you're on your way.

Create app

Figure 48 Creating a Dropbox API Application

4. Select the Dropbox API app option.

5. Select the following options:

a.

What types of data does your app need to store on DropBox? — Select Files and
Datastores.

”Can your app be limited to its own folder? — Select No.

What type of files does your app need access to? — Select All File Types.
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d. Provide an app name, and you’re on your way — The recommended app name is

<your organization name > - CoSign.

6. Click Create app. The following form appears:

Org2 - CoSign

Settings Details App metrics
Status Development
Development users oJ/100
Permission type Full Dropbox

pp key aco2sugox303)3

pp secret yor7jczfnb2d6s7

Redirect URIs

https:// (http allowed for localhost)

Allow implicit grant

Apply for production

Unlink all users

Add

Figure 49 Dropbox API Application Forms

7. In the Application forms, supply additional information such as a description and icons.

After applying for production — there is no limit on the number of users who

can use the CoSign application.

8. Record the App key and App secret values for entering in the web.config file.

9. Click Update.

10. Enter the App key and App secret values in the DropBoxSettings section of the
web.config file. The DropBoxSettings section is by default empty.

<DropBoxSettings>
<!-- add here DropBox settings-->
</DropBoxSettings>

a. Enter the DropBox App key value:

<add key="AppKey" value="THE_VALUE" />

b. Enter the DropBox App Secret value:

<add key="AppSecret" value="THE_VALUE" />
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11. Click Apply for production.
It takes about a day for Dropbox to approve your CoSign app.

Creating a CoSign Application in SkyDrive

1. Connect to the SkyDrive development portal at https://skydrive.live.com/ and login in
with a user account.

2. Click the Developers link at the bottom of the page:

pft  Terms  Privacy Reportabuse  English (United States)

3. Click My apps.

Live Connect Developer Center

Horme | My apps | Docs  Interactive 50K Downloads  Support Showcase

hy applications

Connect your application to Windows Live

Prowide the narme of wour application that users will see,
Application narme®
lirmit.

Language®

Clicking I accept means that you agree ta the Live Connect terms of use, Read the privacy staternent,

Use anly letters, digits, and und

English |Z| Selectyour application’s prima

Figure 50 Creating a SkyDrive Application

4. Create a new application. The recommended name is CoSign - <your organization
name>.
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Live Connect Developer Center
Home  byapps  Docs  Interactive DK Downloads  Support Showcase

My applications > CofSign - g > APT Settings
CoSign - Org

Settings Your application was created successfully, but it must be configured before you can use it
Basic Information If your app is a mobile or desktop client application, click "Yes" below.

If your app is a web application, enter its Redirect domain.
AP Settings ¥ PR i

- Client ID:
Localization
00000000480Fa02E This is a unique identifier foryour application,
Client secret:
THhXHEHGewh P dim Baandar WL hcpjchfb For security purposes, don't share your client secret with
anyone,

Create a new client secret

Redirect domain:
Live Connect enforces this dormain in your OAuth 2.0
redirect URI that exchanges tokens, data, and messages
with wour application, You only need to enter the
dornain, for exarnple hitp:/fsnan.contoso.corn,

Fobile client app:

) Yes @ Mo Mobile client applications use a different O4uth 2.0
authentication flow, Only select *Ves™ if your app is a
mobile app, Learn kore

3 £

Figure 51 Entering Information in the SkyDrive Application
5. Record the Client ID and Client Secret values for entering in the web.config file.

6. Inthe Redirect domain field, enter only the domain part of the
CloudStorageCallbackURL parameter in the web.config file (refer to
CloudStorageCallbackURL.).

For example:

¢ In the case of Box
https://arsign.arx.com/CloudStorage/LoggedToCloudStorage/box

¢ In the case of Google:
https://arsign.arx.com/CloudStorage/LoggedToCloudStorage/GoogleDrive

7. Set Mobile Client App to no.
8. Supply additional information such as Terms of Service URL and Application Logo.
9. Click Save.

10. Enter the Client ID and Client Secret values in the SkyDriveSettings section of the
web.config file. The SkyDriveSettings section is by default empty.

< SkyDriveSettings>
<!-- add here SkyDrive settings-->

</ SkyDriveSettings>
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¢ Enter the SkyDrive Client ID value:
<add key="ClientID" value="THE_VALUE" />

¢ Enter the SkyDrive Client Secret value:
<add key="ClientSecret" value="THE_VALUE" />

Creating a CoSign Application in Google Drive

For information on how to integrate with Google Drive, refer to the following Google
documentation: https://developers.google.com/drive/quickstart-cs and
https://developers.google.com/drive/enable-sdk. For assistance, contact ARX support.

Enabling Users to Sign from Within Google Drive

You can configure Google Drive to enable users to access CoSign Web App from the Google

Drive menu of a document that is stored inside the Google Drive web application. To do so:

1. Make sure the parameter EnableGoogleDriveIntegration inthe API Settings
section of web.config is set to true.

2. Configure the Google Drive CoSign application to enable users to invoke CoSign from
within Google Drive. For assistance, contact ARX support.
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Creating a CoSign Application in Box

1. Connect to the Box development portal at http://developers.box.com/ and login in with a
user account.

2. Goto My Box App section.

Create a Box Application

Applications

My Applications
Create a Box Application

Box Content

Getting Started
SDKs

Tutorials

Create a Box Application e

Box View
I
l Getting Started
Tutorials
@  Box Content AP Reference
Access the content management features
available in the Box Web App and extend them Community & Support

for use in your own application. Learn More
Developer Blog

Box View Premium Semvices & Pricing
Convert PDF and Office documents to HTML for
easy display in web and mobile applications
Learn More

Create Application

By clicking 'Create Application’, you agree to the terms of service for:

Contact Support

Box Content | Box View

Figure 52 Managing a Box Application

3. Provide the application name. The recommended name is <your organization name> -
CoSign.

4. Click Create Application.

The following acknowledgment appears.
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Successl

Your application has been succesfully created! Take a look at
the getting started guide or the APl documentation for guidance.

Configure your application

Figure 53 Acknowledgment of Box Application Creation

5. Continue to configure your Box application:

client_id:

client_secret:

redirect_uri:

Scopes:

Developer token:

OAuth2 Parameters

Developer Blog

Premium Semvices & Pricing

Contact Support
v 1e248xh8gh3tTmo95z8dsTItrsvbt0 client_id as specified in the OAuth2 spec

5910joL8jqaHMetORI 9y eetxDIAD22:V FIient_secret as specified in the OAuth2 spec
(leave blank to reset)

redirect_uri as specified in the OAuth2 spec

Read and write all files and folders Enter the set of scopes you request users to
Manage an enterprise authorize for your app

You do not currently have a developer token. Developer tokens allow you to use the Box

APl to access your personal Box account
I Create a developer token ‘

S

Figure 54 Setting Box OAuth2 Parameters

Configure the OAuth2 parameters as follows:

a. Record the Client ID and Client Secret values for entering in the web.config file.

b. Select both Scopes items: Read and Write all files and folders and Manage an
Enterprise.

c. Enter aredirect_uri that points to the CoSign Web App URL, such as
https://sign.arx.com/.

Click Save Application.
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8. Enter the Client Id and Client Secret value in the BoxSettings section of the web.config
file. The BoxSettings section is by default empty:

< BoxSettings>
<!-- add here Box settings-->

</ BoxSettings>

+ Enter the ClientID value:
<add key="ClientID" value="THE_VALUE" />

¢ Enter the ClientSecret value:
<add key="ClientSecret" value="THE_VALUE" />
Enabling Users to Sign from Within Box

You can configure Box to enable users to access CoSign Web App from the Box menu of a
document that is stored inside the Box web application. To do so:

1. Make sure the parameter EnableBoxIntegration in the API Settings section of
web.config is set to true.

2. Configure the Box CoSign application to enable users to invoke CoSign from within Box,
as follows:

a. Inthe Edit a Box Application form (Figure 53), click Create a New Web App
Integration.

Web App Integrations

Mo web app integrations created

[ Create a New Web App Integration ]

Figure 55 Creating a New Web App Integration

The following General Information form appears.
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General Information ©

Name Sign with CoSign

Description

Supported Extensions doc, docx, pdf, xls, xlsx

Permissions requirement © Download permissions are required
@ Full permissions are required

Scoped to © The fileffolder from which this integration is
invoked
@ The parent folder of the file/folder from which
this integration is invoked

Display on shared pages @ MNo
Yes (cannot display on shared pages if full
permissions are required)

Locking to protect file against @ Mone

ovenariting ™ Single: the current user will be allowed to
overwrite the file only using your integration
Category Web B
Filetype Category: Documents B
Integration Status @ Development (visible and executable only by the developers)

@ Online (visible and executable by all users of the integration)
» Maintenance (visible by all users of the integration, but executable only by the

Figure 56 Creating a Box File Action

b. Edit the following parameters as follows. You may want to change other information
as well (refer to the Box developer guides).

¢ Supported Extensions — doc, docx, pdf, xIs, xIsx

*

Scoped To: select The parent folder of the file/folder from which this
integration is invoked.

Category — Web (recommended)
Filetype Category — Documents (recommended)

Integration Status — Online

* & o o

New window settings — Check the Popup window will open in a tab checkbox
(recommended)

¢ Client Callback URL — A mandatory field. Enter the following:
https://sign.arx.com/CloudStorage/BoxFileAction/Box, where sign.arx.com is
the organizational CoSign Web App deployment location.
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Method Parameter Name Parameter value

Get RedirectUrl #redirect_to_box_url#
Get FilelD #file_id#

Get AuthCode #auth_code#

d. Specify the following Prompt Message text: The Secure Way to Sign on the Go —
easily add digital signatures to PDF, Word and Excel documents

e. Click Save

Web App Integration.

f. When you finish configuring the application, publish your application to Box by
selecting Submit for approval (Figure 55).

Information for listing

Link to Box App Gallery
listing

Publication status in Box

in the Box App Gallery

https://app. box.com/senices/cosign-box

@ Mot submitted for approval

App Gallery

(:- Submit for approval )

100 character description

Detailed description

Gallery

Box App

Figure 57 Submitting a Box App for Approval
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