STATE OF MICHIGAN
ENTERPRISE PROCUREMENT

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 2

to
Contract Number 07183200030
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231-796-2822
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%124 Elm Street
3 Big Rapids, MI 49307
= .
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-]
(@)
s

sclark@orainc.com
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CONTRACT SUMMARY
CTE HOSTING, MAINTENANCE & SUPPORT

November 16, 2012 November 15, 2015 November 15, 2016

O P-Card O Direct Voucher (DV) O Other O Yes

N/A

DESCRIPTION OF CHANGE NOTICE

$178,984.00 $57,528.00 $236,512.00

DESCRIPTION
Effective 8/16/2016, the state exercises the second option year at the rate of $ 57,528.00 per original cost tables.
All other terms, conditions, specifications and pricing remain the same. Per contractor and agency agreement, and DTMB
Procurement approval.




Form No. DTMB-3521 (Rev. 7/2015)
AUTHORITY: Act 431 of 1984
COMPLETION: Required

PENALTY: Contract change will not be executed unless form is filed

STATE OF MICHIGAN

DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET
PROCUREMENT
P.O. BOX 30026, LANSING, MI 48909

OR

525 W. ALLEGAN, LANSING, MI 48933

CHANGE NOTICE NO. 1

to

CONTRACT NO. 071B3200030

between

THE STATE OF MICHIGAN

and
NAME & ADDRESS OF CONTRACTOR PRIMARY CONTACT EMAIL
Occupational Research and Assessment, Inc. Dr. Steven Clark, PhD sclark@orainc.com
CONTRACTOR'’S TAX ID NO.
124 EIlm Street PHONE (LAST FOUR DIGITS ONLY)
Big Rapids, Ml 49307 (231) 796-2822 1703
STATE CONTACTS AGENCY NAME PHONE EMAIL

PROGRAM MANAGER / CCI

CONTRACT ADMINISTRATOR DTMB Jarrod Barron (517) 284-7045 Barronjl@michigan.gov
CONTRACT SUMMARY
DESCRIPTION: CTE Hosting, Maintenance and Support
INITIAL EXPIRATION INITIAL AVAILABLE EXPIRATION DATE BEFORE
blhnstb EAAEOIAS [euls DATE OPTIONS CHANGE(S) NOTED BELOW
November 16, 2012 November 15, 2015 5, one year November 15, 2015
PAYMENT TERMS DELIVERY TIMEFRAME
N/A N/A

ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING

U P-card L1 Direct Voucher (DV) L1 Other Ll Yes No
MINIMUM DELIVERY REQUIREMENTS
N/A

DESCRIPTION OF CHANGE NOTICE
EXERCISE OPTION? | LENGTH OF OPTION | EXERCISE EXTENSION? dEaJele el REVISED EXP. DATE
EXTENSION
1 year O November 15, 2016
CURRENT VALUE VALUE OF CHANGE NOTICE | ESTIMATED AGGREGATE CONTRACT VALUE
$169,395.00 $9,589.00 $178,984.00

DESCRIPTION: Effective 8/26/2015, the State exercises the first option year at the rate of $57,528.00 per the original
cost tables, utilizing $47,939.00 of existing contract funds and adding 9,589.00, for continuing maintenance and
support. Remaining contract balance after amendment: $6,400.00 per original Cost Tables 1a, 1b and 3). All other
pricing, terms, and conditions remain the same. Per contractor and agency agreement and the approval of DTMB

Procurement.




Form No. DTMB-3522 (Rev. 4/2012)
AUTHORITY: Act 431 of 1984
COMPLETION: Required

PENALTY: Contract will not be executed unless form is filed

STATE OF MICHIGAN
DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET
PROCUREMENT
P.O. BOX 30026, LANSING, MI 48909
OR
530 W. ALLEGAN, LANSING, MI 48933

CONTRACT NO. 071B3200030

NOTICE
OF

between
THE STATE OF MICHIGAN

and

NAME & ADDRESS OF CONTRACTOR:

PRIMARY CONTACT

EMAIL

Occupational Research and Assessment, Inc.

124 Elm Street
Big Rapids, Ml 49307

Dr.

Steven Clark, PhD

sclark@orainc.com

TELEPHONE

CONTRACTOR #, MAIL CODE

(231) 796-2822

STATE CONTACTS AGENCY NAME PHONE EMAIL
CONTRACT COMPLIANCE
INSPECTOR:
BUYER: DTMB Reid Sisson 517-241-1638 sissonr@michigan.gov
CONTRACT SUMMARY:

DESCRIPTION: Descriptive Contract Title (Not always the same language as provided in MAIN)

CTE Hosting, Maintenance and Support

INITIAL TERM EFFECTIVE DATE INITIAL EXPIRATION DATE | AVAILABLE OPTIONS

3 years November 16, 2012 | November 15, 2015 5, one year

PAYMENT TERMS | F.O.B SHIPPED SHIPPED FROM

N/A N/A N/A N/A

ALTERNATE PAYMENT OPTIONS: AVAILABLE TO MIDEAL PARTICIPANTS
] P-card [] Direct Voucher (DV)  [] Other [] YES [X NO

MINIMUM DELIVERY REQUIREMENTS:

N/A

MISCELLANEOUS INFORMATION:

N/A

ESTIMATED CONTRACT VALUE AT TIME OF EXECUTION: | $169,395.00

THIS IS NOT AN ORDER: This Contract Agreement is awarded on the basis of our inquiry bearing the
solicitation #REQ 084R2200157. Orders for delivery will be issued directly by the Department of
Technology, Management & Budget through the issuance of a Purchase Order Form.




Form No. DTMB-3522 (Rev. 4/2012)
AUTHORITY: Act 431 of 1984
COMPLETION: Required

PENALTY: Contract will not be executed unless form is filed

STATE OF MICHIGAN
DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET
PROCUREMENT
P.O. BOX 30026, LANSING, MI 48909
OR
530 W. ALLEGAN, LANSING, MI 48933

CONTRACT NO. 071B3200030

between

THE STATE OF MICHIGAN
and

NAME & ADDRESS OF CONTRACTOR:

PRIMARY CONTACT

EMAIL

124 Elm Street
Big Rapids, Ml 49307

Occupational Research and Assessment, Inc.

Dr.

Steven Clark, PhD

sclark@orainc.com

TELEPHONE

CONTRACTOR #, MAIL CODE

(231) 796-2822

STATE CONTACTS AGENCY NAME PHONE EMAIL
CONTRACT COMPLIANCE
INSPECTOR:
BUYER: DTMB Reid Sisson 517-241-1638 sissonr@michigan.gov
CONTRACT SUMMARY:

DESCRIPTION: Descriptive Contract Title (Not always the same language as provided in MAIN)

CTE Hosting, Maintenance and Support

INITIAL TERM EFFECTIVE DATE INITIAL EXPIRATION DATE | AVAILABLE OPTIONS

3 years November 16, 2012 | November 15, 2015 5, one year

PAYMENT TERMS | F.O.B SHIPPED SHIPPED FROM

N/A N/A N/A N/A

ALTERNATE PAYMENT OPTIONS: AVAILABLE TO MIDEAL PARTICIPANTS
] P-card [ ] Direct Voucher (DV)  [] Other ] YES [X NO

MINIMUM DELIVERY REQUIREMENTS:

N/A

MISCELLANEOUS INFORMATION:

N/A

ESTIMATED CONTRACT VALUE AT TIME OF EXECUTION: | $169,395.00

THIS IS NOT AN ORDER: This Contract Agreement is awarded on the basis of our inquiry bearing the
solicitation #REQ 084R2200157. Orders for delivery will be issued directly by the Department of
Technology, Management & Budget through the issuance of a Purchase Order Form.




Form No. DTMB-3522 (Rev. 4/2012)

Notice of Contract #:071B3200030

FOR THE CONTRACTOR: FOR THE STATE:
Occupational Research and Assessment, Inc.
Firm Name Signature
Greg Faremouth, IT Division Director
Authorized Agent Signature Name/Title
DTMB Procurement
Authorized Agent (Print or Type) Enter Name of Agency

Date Date



CONTRACT #071B3200030 ‘

Table of Contents

DTIMB ProCUIEMENt ... ... ot e ettt e e e e e e e et ettt e eeaeeeeesstaaaaeaaeeeeessaannnaeaaeeeeseeesssnnnns 4
Article 1 — Statement Of WOIK (SOWV) ...ttt e e eeeeaaeesasssessssssssssssssssssssssbeeeeeseesseeeseeeeeees 11
1.000 Project Identification ... 11

LB I {0 1= A =T [ 1= 11

IR0 L0 2 = 2= Tex (o 01U o o PP PPPPRRPRR 11
1.100 Scope of Work and DeliVerables .............ooo oo 11

R O 1 TR T o o T 11

L 02 @ 10 | o ] S T ) o = S 12

I 02 3 =1 1Y/ o] T =T oL 12

1.103 Part A - Enterprise IT Policies, Standards, and ProCedures: ..........uuuuiiiiiiiiieeiecceceeeeeeeeee e 12
1.103 Part C - DTMB IT eMichigan Web Development Standard TOOIS: .........cccoeeiiiiiiiiiiiciiieiicceccceceee e, 13
1.103 Part D - The State Unified Information Technology Environment (SUITE): .........ccccevvviiiiiieeiniiiinnnnns 13
1.103 Part E — EA SolUtioN ASSESSMENT .......ooiiiiiiiiiiiiiiieee e e e e e e e e e e e e e s nnnnneeeeaeens 13
(RO Yo T QY oo =Y 1= = o[ 15
1.104 Part A: Services TO Be ProVIAEA.........uuuuueii s s s s e e e s e s e s e e e e e e e s e e e snnennennnnnnnes 15
1.200 Roles and ReSpONSIDIlItIES ..........oooeiiiiiiiiii ettt e e 17
1.201 Contractor Staff, Roles, and Responsibilities ..., 17
1.202 State Staff, Roles, and Responsibilities ..................c 19
1.203 RESERVED - Other Roles And ResponSibilities............uuuuiiiiiiiiiiiiiiiiiii e 20
RS 1010 I {0 [T A =1 o 20
1.301 Project Plan ManagemMeEnt..........couiiuiiii st s e e e et s e e e e e e e e e e s e e e e e e e e eetaa e e e aeeennnns 20
RS 101220 =T o o 1 £ 21
1.400  ProjeCt ManagemENt............uuuuiiiiiieiiiiiee ettt e e ettt e e e e e e e et e e e e e e e e e e bb e r e e e e e e e e aan 22
1.401 [SSUE MaNAGEMENT ...ttt e et et e e e e e e et e e e e e e e e nnnneees 22
1,402  RISK MANAGEMENT ...t e et e e e e e e e e e e e e e e e e e aeeas 23
1.403  Change ManaAgEIMENT........uuuuuueiiii e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e esaeaeeaeaaaaeaaaaaaaens 23
LT[ o7 =Y o] =1 o Lo > P 23
1.501 L 1 (=5 = PR 23
IS0 2 w1 g T LI oo =Y o] =Y g o R 24
1.600 Compensation and PaYMENt ...t e e e e e e e e e 24
1.601 Compensation ANd PaymeEnt ...t a s 24
1.602 RESERVED - HOIADACK ...t e e e e e e e e e e e e e e s e eeaeens 25
2.000 Contract Structure and Term ... 26
2.001 (O] 1= T A =4 o PSR 26
2.002  OPLONS t0 RENEW......coiiiiiiiiiiiieeeiee ettt eeeeeeee e e eeeeeeeeseeeseaesssstasssss s s aeesaessasssasssasssssssnnssnnssnnssnnnnnnns 26
B0 O T - To b= I =Y o: O 26
2.004  Attachments, Exhibits and APPendiCES........ouuieiii i e a e 26
P00 L T @ (o =4 o o [ 26
P00 T O (o =T o] o (=T ot=T 1= o o7 Y 26
P2 0[O A == To [T T 1 OO SPPPPPPPPPPRR 26
2.008 (o Ty o T W] o (o T T 11 2 27
2.009 Reformation and SeVerability ............ooouiiiiiiiiii 27




o
CONTRACT #071B3200030 ‘

2.010
2.011
2.012

2.020
2.021
2.022
2.023
2.024
2.025
2.026
2.027
2.028
2.029

2.030
2.031
2.032
2.033
2.034
2.035
2.036
2.037

2.040
2.041
2.042
2.043
2.044
2.045
2.046
2.047
2.048

2.050
2.051
2.052

2.060
2.061
2.062
2.063
2.064
2.065
2.066
2.067
2.068

2.070

(070 g 1T CT L FSRR= T o I Y o] o] (oY= TR 27
No Waiver of Default..........cooo i 27
SUINVIVAL ettt et e ettt e e e e e e e e ettt e e e eaaeeeeeeeeabta e eaaans 27

Contract AdmINIStration ........coooiiii i 27
ISSUING OFfICE ...t e e e e ettt e e e e e e et e e e e e e e e e aeeas 27
Contract Compliance INSPECLOr........ccoooiiiiiii 27
RESERVED ....coiiiiiiiie ettt e ettt et e e e e e et e e e e e e e e e e nnsteeeeeeaeeeaannnneaaeeeeannnnnnees 28
Change REQUESTES ..o 28
N OGS e 29
Binding COMMITMENTS ......eiiiiiii e e e e e e 29
Relationship of the Parties ..o, 29
Covenant of Good Faith ... 29
ASSIGNIMENES ...ttt e oot e e e oo e e e e e et e e e e e e e e e e e e e as 29

GENETAI PrOVISIONS .....eeeiiiieeeiiiiiiiee e ettt e e e e e ettt e e e e e e e s et e eeaaeeeaannnseeeeeeeennnssnaeeeeaaeeeaanns 30
Media REICASES .....ccoooeieeee e 30
Contract DiStriDULION..........eiiiiiie e e e e e e e e s et r e e e e e e e e e 30
P IS . 30
LATL=Y o153 (= L et ] o =1 i o o [P 30
Future Bidding PreCIUSION .........ueiiiiiiie et e eeaeeas 30
Freedom of INfOrMation ........ ... e e e e e e e e e e e enenennnnnnnnnes 30
DISASTEI RECOVEIY ... ..ottt ettt e e e e e et e e e e e e e e e e re e e e e e e e nnnnee s 30

T T= T oL = L o 01V ] o] o - 31
Fixed Prices for Services/DeliVerables.............oooi it 31
Adjustments for Reductions in Scope of Services/Deliverables............cccuviiiiiiiiiiiiiiiinnnnns 31
Services/Deliverables COVEIEA ............u e e e e e e s e e e e e e nneneees 31
Invoicing and Payment — IN GENETaAl ............uuuuiuuiieiiii e 31
PrO-TAtION ... et e et aaerear———— 31
ANLIIUSE ASSIGNMENT ...ttt e e e e e e e ettt et e e e e e e e e aeeas 31
FINAI PaYMENt ...t e e e e e e as 31
Electronic Payment ReqUIrEMENT.........oooi i 32

L1225 S 32
] 0] (o) g LT LA 1= = T RS 32
SAIES ANA USE TAXES ...uueeeieiiiiieeeeiiet ettt e e e e e ettt e e e e e e e sttt et e e e e e e s s e e e e e e e aeeeaaaannnnseeeeeennnnneees 32

Contract Management ..o 32
Contractor Personnel Qualifications............cooooiiiiiiii 32
Contractor KEY PerSONNEL .........ooiiiiiiiiiiiiiie e 32
Re-assignment of Personnel at the State’s Request ... 33
Contractor Personnel LOCation............ooo oo 33
Contractor [AdentifiCatioN ............oooi i 33
Cooperation with Third Parties.............cccc 33
Contract Management Responsibilities............ccccooooieei i 33
Contractor Return of State EqQuipment/ReSOUrCes............cccoooieiiiiii 34

Subcontracting bY CONraClOr ..........uiiiiiiee e e 34




o
CONTRACT #071B3200030 ‘

2.071
2.072
2.073
2.074
2.075
2.080
2.081
2.082
2.090
2.091
2.092
2.093
2.100
2.101
2.102
2.103
2.104
2.105
2.110
2111
2.112
2.113
2.114
2.115
2.120
2.121
2.122
2.123
2.124
2.125
2.126
2127
2.128
2.130
2.131
2.132
2.133
2.140
2.141
2.142
2.143
2.144
2.145

Contractor full Responsibility...........coooiiiiiii i 34
State Consent to delegation ... 34
Subcontractor bound to Contract ... 34
101 I o o 34
Competitive SEIeCtioN ... 35
State Responsibilities ... 35
Lo [T o] 0 1= | S 35
= o 1= 35
SCUNEY oo 35
BacKkground CRECKS ... e e e 35
Security Breach NOtIfICAtION .........oueeeiiiie e 35
PCI DATA Security REQUINEMENTS ......coiiiiiiiiiiiieii e e e e 35
(O70] 01T [=T 0 (=1 114 PP PP 36
Confidentiality...........oooo i 36
Protection and Destruction of Confidential Information................ooocoiiiiiiiiii i, 36
EXCIUSIONS ... 37
N o 30 Fa o] ] T=To I T | ) - 3O 37
ReSPective ODIIGAtioNS .......cooiiiiiiiii e 37
= Toto] o [S3=T gL I T 1= o= ox 1 o] o - T 37
Inspection of WOrK PerfOrmMEd........ ... e a e e e e e e 37
Examination Of RECOIAS ......coooiiiiei e 37
Retention Of RECOIAS .......ooiiiiiiii e e e e e e e e e e ae e e e e e nnnneees 37
T [ =TT ) o o 38
L o] = 38
LT L= T =T L= S 38
Warranties and RepresSentationS..........ooovvieiiiii e 38
Warranty of Merchantability - RESERVED ............ouuiiiiiii e 39
Warranty of Fitness for a Particular Purpose - RESERVED ... 39
Warranty of Title - RESERVED ...t 39
Equipment Warranty - RESERVED ..o, 39
Equipmentto be New - RESERVED ... 39
Prohibited Products - RESERVED ........cccoiiiiiiieiieiee ettt e e e e e e e e e e neneees 39
Consequences for Breach............. 39
LTS 10T =T Lo = PP 39
Liability INSUFGNCE ... ..ot e e e e e e e e e e e e e neees 39
Subcontractor INSUraNCe COVEIAgE .........ooiiiiiiiiiiiiii ettt 41
Certificates of Insurance and Other Requirements ... 41
[T [T ¢ o a1y o7=1 (o o T 42
General INdemMNIfICALION .......coiii i e e 42
(@70 Yo (-3 1ol =T 4 o1 a1 {o= 4[] o [ SRR 42
Employee INdemnifiCation ............uuuueeeei e ——————- 42
Patent/Copyright Infringement Indemnification ..............c..coo 42
Continuation of Indemnification ObligatioNS..............ccooiiiiiii e 43

7




o
CONTRACT #071B3200030 ‘

2.146
2.150
2.151
2.152
2.153
2.154
2.155
2.156
2.157
2.158
2.160
2.161
2170
2.171
2172
2173
2.174
2.175
2.176
2.180
2.181
2.182
2.183
2.190
2.191
2.192
2.193
2.194
2.200
2.201
2.202
2.203
2.204
2.210
2.211
2.212
2.213
2.220
2.221
2.230
2.231
2.232
2.233

INdeMNIfICatioN PrOCEAUIES..........eeiiiiei et e e e e e eeeeee s 43
Termination/CanCellatioN .............oouiiii e ee e 44
Notice and RIGNt 10 CUIE ... e 44
Termination fOr CAUSE......ciii ettt e e e e e e e e eet it e e e e e s eeesbaaa e eeeeesernnes 44
Termination for CONVENIEBNCE ...........iii e e et e e e e e e e e e e e e 44
Termination for NON-ApPPropriation ............ooiiiiiiiiiiiiiiiiiieeeeeeeeeee ettt e e ee e e eesaeeraaeeeeeees 44
Termination for Criminal CONVICION ..........eiiiiii e e e e e ae e e e anes 45
Termination for Approvals ReSCINAEd ............oooiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeee et 45
Rights and Obligations upon Termination ... 45
Reservation Of RIGNES .........ooi e 46
Termination DY CONTFACION .........ooi it 46
Termination DY CONTFACION . .........oiiiiiiii e e e e e e e 46
Transition ReSPONSIDIlITIES .........ooiiiiiieee et e e e e e e e e eeeeees 46
Contractor Transition Responsibilities.............ccccooii 46
Contractor Personnel TranSition ...........oooiooiiiiiiiiiiie e e e e e s e e e e ennneeeees 46
Contractor Information TranSItioN...........oooei e 46
Contractor Software TranSItioN ............ooiiii oo e e e 46
Transition PaymMENts ... 47
State Transition Responsibilities ..., 47
SEOP WV OTK e 47
SOP WOIK OFAEIS ... 47
Cancellation or Expiration of Stop Work Order ... 47
Allowance Of CONraCtor COSES......uuiiiiiiiiiiiiiiie e e e e e e e e e e e e e s raeeeeeaeeas 47
[T o] 8L L= =] 111 o] o PP 47
1T =T =T = | TSP 47
Informal DiSpute RESOIULION ........uuiiiiiiiiiiiii i n s nnnnnnnes 48
INJUNCEIVE REIIET ... et e e et e e e e e eeaeeas 48
ContiNUEd PeIrfOIMANCE ...t e ettt e e e e e e e e e e e e e 48
Federal and State Contract ReqUIremMents ..........oooiiiiiiiiiiiiiiiiiieieeeeee e 48
NONAISCHMINALION.... ..o e e et e e e e e e e e et e e e e e e eeesaan e aaaeas 48
10T =T gl =T o Yo gl = o 1= TSR 49
Workplace Safety and Discriminatory Harassment..............cccccoioiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeee 49
Prevailing Wage — RESERVED/NA ... 49
GOVEINING LAW. ..o 49
(€ To )Y =Ty o oL T = PRSPPI 49
ComplianCe WIth LAWS ......ccooiiiiee e 49
[0y E<To [ o3 1o o [P RR 49
Limitation of Li@bility .........ooieeiiieeee e 49
Limitation of Liability ... 49
Disclosure ReSpONSIDIlItIES .........uuuiiiiieiceeic e e e e e e e et e e e e eeaane 49
Disclosure of Litigation .......ccccoooiiii oo 49
(07 1| I @71 o1 (=T gl =T 01U = SRR 50
[ F T 0] (U] o) (o3 PP PREPPP PP 50




o
CONTRACT #071B3200030 ‘

2.240
2.241
2.242
2.243
2.244

2.250
2.251
2.252
2.253
2.254
2.255
2.256

2.260
2.261
2.262
2.263
2.264

2.270
2.272
2.273

2.280
2.281
2.282

2.290

2.300
2.301
2.302

2.310
2.311
2.312
2.313
2.314
2.315

2.320
2.321
2.322
2.323
2.324
2.325

2.330
2.331
2.332
2.333

T 0] o =g T R SUOPPRSRPR 51
LI L= el =T 0] 4 4 F= T Tt 51
Service Level Agreement (SLA) ... e e 51
Liquidated DamAgES ........ceeiiiiiiiiiiiiiie et e e e e 51
oW I=T=1 o [N =1 0 = 52

APProval Of DEIVEIADIES ...........ooiiiiiiiiiiiiieeee ettt eee e eeeeeeeeeeesaessaaesssserssasssesssrrssbeseeeeseeeeeeeeeees 53
Delivery of DeliVErabIes ........ccoooiiiiiiiiii i 53
Contractor System Testing.........coooiiiii i 53
Approval of Deliverables, IN GENEIaAl .............uuuuuiiiiiii e nnnannes 54
Process for Approval of Written Deliverables.............cccoooiiiii, 55
Process for Approval of Software Deliverables...........cccccooeeiiii 55
T F= 1INt =T o) =1 o o7 = TN 55

L0 17T 1= 5= o [ o R 56
Ownership of Work Product by State ... 56
VESHING OFf RIGNES ..uuuiiiiiiiii e e e e e e e e e e e e e e s e e snnsanasnnnannnnnnes 56
L0 ) €301 1 D= | = PR 56
Ownership of Materials ... 56

State StaNAardsS ... 56
ACCEPLADIE USE POLICY ...t e e et e e e e e e e e as 56
SYSIEMS CNANGES ...t e et e e e e e e e e e e re e e e e 57

EXtended PUIMCRASING. ...ttt e e e e e 57
MIDEAL (Michigan Delivery Extended Agreements Locally - RESERVED...................cceol. 57
RESERVED - State Employee PUIrChases.........cccooooiiiiiiiiii i, 57

Environmental Provision - RESERVED/NA ..o iiiieieieeeieeeeeeieeeteeeieeeeeeeeeeeeeeeneeeneeeeneeeneennees 57

DT YT = ][ P 57
RS T0 11 PP 57
RESERVED = HArAWar€...... oottt ettt ettt e e e e e e e a e e e e e e e e e n e e e e e aeaaaeeas 57

SOftWAre Warranties ... 57
Performance WAITANTY ..ot e e e e e e e e e e 57
NO Surreptitious Code WaITANTY .........coooiiiiiiiiii e 57
Calendar Warranty ... 58
Third-party SOftware Warranty ..........oooveiiiiiiiiiiieieeeeeeeeeeeeeeeeee ettt e e ee e e eeeeesaaeeesassaesaaessaasbeeeeeeeeees 58
Physical Media WarTANTY ........ccoooiiiiiiiics et e et e e e e e e e e e e e e e e e e eeeeeeennnanns 58

SOftWAre LICENSING ..o 58
RESERVED - Cross-License, Deliverables Only, License to Contractor.............cccccoviiiiiiiieeennn. 58
RESERVED - Cross-License, Deliverables and Derivative Work, License to Contractor............. 58
RESERVED - License Back to the State .............ueiiiiiiiiiii e 58
RESERVED - License Retained by CONtracCtor..............uuviiiiiiiiiiiiieieeeeeeeeie e 58
Pre-existing Materials for Software Deliverables ..............ccco 58

SOUICE COAE ESCIOW .....eeiiiiiiieiiie ettt e e e e e e e ettt e e e e e e e e s s nsseaneeeeeaannnnneeeeeeens 59
3= 1 01 (o] o PP 59
Delivery of Source Code int0 ESCrOW.........ccoooiiiiiiiiii i 59
Delivery of New Source Code iNt0 ESCIOW ..........cooiiiiiiiiiiiiiiiiiccc e 59

9




o
CONTRACT #071B3200030 ‘

PR I 7 Y= T4 ) o= 1T o P SORRRRR 59
P X T T =X~ Tod {0 )V VN =T 59
P XL T S (=T 1= LTI =T o | 59
2.337 Release EVENt ProCeAUIES ........ooooiiiiiiiiiiiieeieeeeieee ettt e e eeaeeeeeeeees 59
P T T N o= o - 60
P X1 T B =T 4 Y= 1AY=L o o 60
GO SAIY ... e 61
Appendix A — Business/Technical REQUIFEMENTS ...........oooiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeee e e e 63
Appendix B — Forms for Specified Deliverables for Section 1.104 A.2: EA Solution Assessment and DIT0-170
SECUIEY ASSESSIMENT ...ttt e oottt e e e e oo e s b bttt e et e e e e e e e s a b bt et e e e e e e e eabbee e e e e e e e e e e annnnneeeeeaeas 66
O 1 3o T [ Lo { o o 79
1.1 Resource Roles and Responsibilities............. ... 79
2.0 Current Status ... 79
3.0 SEM Initiation and Planning Stage...........cccoooiiiiiiiiiiiiiicc e 79
3.1 oY T =SSR 79
3.2 Laws, Regulations, DTMB and/or Agency Security Policies, Standards and Procedures ...... 80
3.3 Data classifiCation ... e 80
3.4 System and Information Security Level (Low, Moderate, High)..................ccccccii, 81
4.0 SEM IT Business/Security Requirements Stage ..............ooouiiiiiiiiiiiiii e 81
5.0 & 6.0 SEM Functional and System Design Stage..............cc.eeiiiiiiiiiiiiiii e 82
5.1/6.1 Describe the function of the system/application and the information processed for each
server utilized in thisS ProJect. ... e e e e e e e aaaaa 82
5.2/6.2 Other Systems or Applications serviced by this hardware ........................cccccciiiiniinnn, 82
5.3/6.3 Hardware this system/application will be utilizing ..................ccccooiiii 83
5.4/6.4 Security Control Groups Implemented in the Project .................ccooovriiiiiiiiiiiiiiiiei 83
5.5/6.5 Infrastructure/Network Diagram .................ooooiiiiiiiiiiiiiiiiiiiiiiiiieiiree e 87
5.6/6.6 Data FIOW DIagram ............c.uuiiiiiiiiiiiiiiiii ettt e e e e e e st e e e e e e e e s b e e eeaeeas 88
7.0 SEM CONSIrUCTION STAQE .......oooiiiiiiiiiiiiiii et e e e e e e e e e e eeea e s 89
8.0  SEM TeSting SHage. ... ...t e e e e e e s 89
9.0 SEMImplementation STAge............ooooiiiiiiiiiii e 89
9.1 Security Analysis (To be completed by MCS Security LiaiSon) ...........ccccooeiiiiii 89
9.2 Sponsors and StakeNOIAErS ................ooooiiiiiiiiiiiiiiieieieeeeeeee e e e e e ae b rarraaaraaaraarrraaraane 90
9.3 N o o1 XY -1 = 90
Appendix A - System and Information Security Level MatriX...............cc..coovviiiiiiiiiiiiiiiiiieeeens 91
Appendix B - System Security Control ReqUIrements ..................ooooiiiiiiiiiiiiiiiiiiiiiiiiiiiiiireeeeveeeeeeeeeeeeeeennenanne. 93
P2V o] o 1T o Te [} QO Xed o )V 1 1 K- PP PPPPPPPPPP 104
Appendix D - Laws, Regulations, DTMB and/or Agency Security Policies, Standards & Procedures...105
Appendix E - Security Analysis (To be completed by MCS Security LiaiSON)............ccuvieeiimiiiiiiiieeeeeeennnns 107
Appendix D - Personnel ReESUME TeMPIALE ......coo oo e e e e e e e eeees 118
Appendix E — Preliminary ProjeCt PIan .............o oottt e e ettt s s e e e e e e e ee e e e e e e e eeees 129
Appendix F — Federal and State Assurances and Certifications ................cccccccc 130
APPENAIX G = COSE TADIES....cciiiiiiiii ittt ettt e e eeeeeeeeeeesaeeaseassaasssasssessansssnnssnnsnnnnnns 136

10




o
CONTRACT #071B3200030 ‘

Article 1 — Statement of Work (SOW)

1.000 Project Identification

1.001 Project Request

The State of Michigan (State), through the Department of Technology, Management and Budget (DTMB) in
partnership with the Michigan Department of Education (MDE), Office of Career and Technical Education
(OCTE) has issued this Contract to host, maintain, support and provide future enhancements for the already
existing the “Michigan CTE Navigator” (NAVIGATOR) web-based software application.

This RFP contemplates a very aggressive project to assume hosting of the NAVIGATOR system and data in
production by January 2, 2013.

NAVIGATOR allows Michigan Career and Technical Education (CTE) professionals to access and use
Michigan CTE program standards for local curriculum development and to show alignment to state and
national standards.

1.002 Background

NAVIGATOR for Michigan's Career and Technical Education community (State/Regional/Local Administrators,
and Instructors) provides real-time access to Michigan's state-approved CTE program standards, which is
necessary for educational decision-making, management and ultimately student achievement. This
comprehensive, statewide web-based system is user-friendly and instructor-driven and can be used for
managing the technical standards, career cluster content, segments, resource content, and academic
alignment results for all of Michigan's CTE program areas. NAVIGATOR was developed by a vendor as part of
a grant from OCTE in 2006 in response to federal requirements, as a system for validating statewide
curriculum standards delivery. The system (design, code, scripts and all associated technical documents) and
the domain name are the property of the State and currently being hosted, maintained and supported by the
vendor. The current grant will expire on December 31, 2012

NAVIGATOR was developed using Ruby on Rails (RoR), PHP, Django, Python, HTML, JavaScript, Adobe
Photoshop CS3, Adobe Flash CS4, Adobe Connect and MySQL. It is currently hosted on a single virtual
dedicated (Cloud) server that runs Ubuntu (Linux), Apache 2.x, MySQL 5.x, postfix (for emails). There are
approximately 2500 users with 120 visits per day and 30,000 page views per year. The current MySQL
database size of Navigator is 104 MB and the disk space being used is 1.3 GB. Based on the current trends,
the database is expected to grow by 20 to 50 MB per year.

1.100 Scope of Work and Deliverables

General

The State has made significant investment in a number of enterprise, shared solutions or services (see Article
1, Section 1.103, Environment). All information, data, software source code, and documentation are the sole
property of the State and shall not be sold or made available to any person or entity without the written
authorization of the State.

1.101 In Scope
The Contractor will be responsible for :
e Application Hosting and Data Storage
o Database backup and disaster recovery;
o System Documentation
¢ Maintenance and support (technical and help desk) —
0 (1) Break-fix Maintenance and update of the software source code;
0 (2) application of necessary software and security patches as and when needed;
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e Future enhancements — Contractor will be responsible for making changes to the existing functionality
or adding new functionality based on the changing business needs.

A detailed description of the services and deliverables that the Contractor will provide is described in Article 1,
Section 1.104, Work and Deliverables supported by Appendix A.
The State reserves the right to add additional services to the Contract according to its best interests.

1.102 Out of Scope
The bidder proposal shall not include:

e Purchase, maintain, and/or support technology not directly assigned to the Solution

1.103 Environment

The hosting environment should meet or exceed the requirements identified in section 1.103 Part A and Part B;
Appendix A of this RFP. State data center standards in quality and performance (see below). The links below
provide information on the State’s Enterprise information technology (IT) policies, standards and procedures
which includes security policy and procedures, IT strategic plan, eMichigan web development and the State
Unified Information Technology Environment (SUITE).

Contractors are advised that the State has methods, policies, standards and procedures that have been
developed over the years. Contractors who desire to perform work for the State are advised the State requires
this work to conform to established and published methods, policies, standards, and procedures. Contractors
are expected to provide proposals that conform to State IT policies and standards. All services and products
provided as a result of this RFP must comply with all applicable State IT policies and standards. Contractor is
required to review all applicable links provided below and state compliance in their response. These policies
and procedures are available as follow:

1.103 Part A - Enterprise IT Policies, Standards, and Procedures:

1. The State maintains and secures the IT Enterprise by applying change in measured and controlled
processes which are documented and published.

2. In the event an exception to the standards is desired, this request must be submitted with justification in
writing to the assigned contract manager or DTMB Project Manager. The State must approve these
requests and agree to the changes in writing before work has begun.

The Michigan Administrative Guide to State Government:
http://www.michigan.gov/dmb/0,1607,7-150-9131_9347---,00.html

e State Policy 1335.00: Information Technology Access Control

e State Policy 1340.00: Information Technology Information Security

o State Policy 1345.00: Information Technology Network and Infrastructure

The State’s security environment leverages:
o Data base security

e Secured Socket Layers
o Database encryption to protect selected data elements

All State and contractual employees are required to have an application level login and password to access
system functions. Any contract employee that accesses the system functions must adhere to all State security
policies. For example each contract employee must use his/her individual account with password-no shared
accounts or passwords, authorizations with least privileges based on need-to-know basis. Any additional
State/OCTE specific security requirements are stated in Appendix A — Business/Technical Requirements.
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In the event the Contractor or an individual representing the Contractor is granted access to State IT
resources, this individual acknowledges and agrees to the State’s acceptable use policy;
http://www.michigan.gov/documents/dmb/1460.00 184733 7.pdf

1.103 Part C - DTMB IT eMichigan Web Development Standard Tools:

The State web presence is show cased at www.michigan.gov and the State desires to leverage this synergy to
provide a common look and feel to those who visit State web sites. As part of the enhancements of the
NAVIGATOR, the selected Contractor will be responsible for updating the current NAVIGATOR site to comply
with the eMichigan look and feel standards

View eMichigan Web Development Standards
e http://www.michigan.gov/documents/som/Look and Feel Standards 302051 7.pdf

1.103 Part D - The State Unified Information Technology Environment (SUITE):
SUITE is a methodology which includes standards, forms and templates for project management and systems
engineering; see http://www.michigan.gov/suite.

¢ The Contractor shall conform to SUITE and adopt said processes and templates in performance of the
project.

e The Contractor shall be familiar with SUITE in order to assist the DTMB Project Manager in completing
required documentation and satisfying other SUITE requirements.

1.103 Part E — EA Solution Assessment
The Contractor will work with the State to finalize the EA Solution Assessment following award.

1.103 Part F - NAVIGATOR’s current technical environment

HARDWARE

Operating system Ubuntu Linux or comparable Linux distribution
Processor Quad-Core AMD Opteron(tm) Processor 2374 HE, 4 cores
Real memory 4 GB

Virtual memory 8 GB

Disk Space 150 GB

Network Up Speed 100 Mbps

SOFTWARE

Apache 2 2.2.12

MySQL 5.1.37

Ruby 1.8.7

RubyGems 1.3.5

ImageMagick 6.5.1-0

Sendmail 8.14.3 (postfix can also be used instead of sendmail)
GEMS

fastercsv 1.5.0

passenger 229

rails 2.0.2

roo 1.2.3

spreadsheet 0.6.5.2

will_paginate 2.3.12
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HOW MCCTE NAVIGATOR WORKS

What is in NAVIGATOR?

Programs — Provides CTE programs within the state of Michigan with the capability of listing their
programs by Cluster and Classification of Instructional Programs (CIP). Available for each CIP is a list
of the minimum standards (Foundation, Pathway, Ml Technical and Ml Career and Employability
Standards). In this section the teacher has the capability of adding resources that they would use to
deliver the standards (images, documents, presentations and lesson plans). Gap analysis documents
are available in Excel and on line. Included is a CIP self-review, in which the electronic program files for
state approved program may be provided for monitoring purposes.

Reports — There are three sets of reports available to be printed or exported into Excel. The reports are
by Curriculum, Segment and Academic Alignment. Each report can be done by state, PSN or program.
Schools — List of schools with addresses and phone numbers that deliver state approved CTE
programs in Michigan

MI Merit and Common Core — Alignment of CTE Curriculum to Content expectations for Mathematics
(Math 7, Math 8, Algebra 1, Algebra 2, Geometry, Statistics and Probability and Pre-calculus), Science
(Earth Science, Biology, Chemistry & Physics), and Language Arts as identified by the Michigan
Department of Education. We anticipate addition of the Science Common Core standards during the
2012-13 year.

Levels of users: In NAVIGATOR there are several levels of users. They are; Career Education Planning District

(CEPD) Administrator, Operating Building Administrator, CTE District Consultants/CTE Directors/Supervisors,
and CTE Teachers. Each level has different user capability. Refer to the User Roles & Responsibilities
document available on http://navigator.mccte-fsu.org/.

User Roles and Responsibilities

CEPD Administrators

Activated by: OCTE gives the updated CEPD Administrator list to MCCTE Navigator administration
team so they can send emails out to start the updating process.

Definition: Each CEPD has one person identified as the CEPD Administrator.

Rights: Authorized to activate operating building administrators and/or teachers and CTE district
consultants, CTE directors/supervisors, view all Program Serial Number (PSN) related content for their
buildings, generate reports at state and PSN levels, and view all teacher level support material within
their authorized PSN.

Special options: If the CEPD administrator is also the Operating Building Administrator they can identify
this when they update their profile data. Then they will have the rights of the Operating Building
Administrator.

Operating Building Administrator

Activated by: CEPD Administrator

Definition: In Navigator each building can only have ONE building administrator or principal. The person
who is assigned to the building where the CTE program is operating.

Rights: Authorized to activate CTE teachers, CTE District Consultants/CTE Directors/Supervisors and
any additional building administrators that have CTE responsibilities. They can also view all PSN
related content, will receive communication from MCCTE-FSU and MDE related to teacher participation
and other notifications, generate reports at state and PSN levels, and view all teacher level support
material within their authorized PSN.

CTE Teachers

Activated by: Operating Building Administrator

Definition: Teachers that are teaching in a state-approved CTE program as identified by a PSN.
Rights : Perform PSN academic alignment, generate reports at state and PSN levels, input lesson
plans, documents, images, and presentations at their PSN level, organize standards into custom
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courses using the “Courses” feature in the “Programs” link, customize segment content as applied to
their PSN and complete their gap analysis.

CTE District Consultants/CTE Directors/Supervisors (including academic support personnel)
e Activated by: Operating Building Administrator
¢ Rights: They assist teachers in academic alignment; can view all PSNs within the assigned district and
their standards; personnel in this level are not authorized to activate teachers; will not receive
communications regarding teacher participation or+ other notifications.

Activation process:

This process begins with the CEPD Administrators in August or September of each year and automatically
cascades to the Operating Building Administrators and then to CTE Teachers and other end users of
NAVIGATOR. Teachers may experience a few days of inactive status while their CEPD Administrator works
with their Operating Building Administrator to update the data for this year.

1.103 Part G — Federal and State Assurances and Certifications

The Michigan Department of Education receives funding through United State federal grants that may be
applied to fund the NAVIGATOR System. In addition to the State’s terms and conditions detailed in Article 2,
this places specific legal requirements on both the State and any vendors who receive compensation for
providing services to the System.

Please see Appendix F — Federal and State Assurances and Certifications for the list of applicable assurances
and certifications.

1.104 Work And Deliverables
The awarded bidder shall in fulfillment of work, provide staff, equipment, and otherwise do all things necessary
to complete all deliverables and associated tasks in order to meet the terms and conditions of the Contract.

1.104 Part A: Services To Be Provided

The NAVIGATOR system is currently operational. The Contractor will be responsible for setting up all
necessary server hardware and software; database required for hosting the system; and installing the currently
working application on the contractor’s server(s); Transition to hosting, maintenance and support services
under this Contract will be effective January 2, 2013.

Part A Section 1: Data Storage Reconfiguration

Contractor will do all things necessary to reconfigure the NAVIGATOR System so that Data shall not to reside
outside of the Continental United States, inclusive of configuration, policy development, testing, documentation
and implementation. Contractor will complete this reconfiguration by December 14, 2012.

Part A Section 2: Solution Documentation
Contractor will collaborate with State IT Staff, and State IT Staff will assist Contractor, to complete the following
documents:

1. A completed EA Solution Assessment. Please see Appendix B for the Solution Assessment template. It will
be the State’s responsibility to gain final approvals of the EA Solution Assessment through its internal
review processes. As part of deliverables for future enhancements, the Contract may be required to
provide updated information for these forms. Any remediation to the NAVIGATOR system resulting from
review will be addressed through formal change management.

2. A DIT-0170 Security Assessment: Contractor will fill out and provide the Security Assessment to the State.
Please see Appendix B for the template. It will be the State’s responsibility to gain final approvals of the
Security Assessment through its internal review processes. As part of deliverables for future
enhancements, the Contract may be required to provide updated information for these forms. Any
remediation to the NAVIGATOR system resulting from review will be addressed through formal change
management.

Contractor’s collaboration in completing the above documents is not expected to exceed 40 billable hours.
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1.104 Part A Section 3: Hosting Solution

The State requires for the contractor that was awarded this contract through this RFP to have the NAVIGATOR
system be fully operational with all the existing data and functionality available to the users by no later than
January 2, 2013.

The NAVIGATOR system will be hosted in a commercially managed data center with 98% uptime where users
of the system can access the system 24X7X365 over the internet. The NAVIGATOR System will have to be:

. Hosted in a secured and stable data center that has
o] Redundant power supply
o] Bandwidth that can handle System traffic. The current system has 2,500 users, average 120

daily visits, with 30,000 yearly page-views. The system needs to be able to handle traffic spikes
and incremental growth over time.
o] Managed Backup

The proposed solution may consist of either physical and/or virtual servers.

The State’s prefers the solution be is hosted on a dedicated server. Shared servers may be considered if the
NAVIGATOR system is co-hosted only with other applications that have equivalent or more stringent security
requirements.

The Solution must be hosted on hardware covered under manufacturer warranty.

To prevent security breaches, Contractor must update all necessary patches in a timely manner to all the
software’s used to successfully run the Navigator system that will include but not limited to the Operating
system, Database etc.

Hardware refreshes shall not impact System performance or user access.
. System must be available 24x7x365, except for mutually agreed scheduled maintenance

1.104 Part A Section 4: Maintenance, Technical and Help Desk Support

In the day to day operation of the system it is anticipated the system will require maintenance and it is also
anticipated that questions will surface from the users of the system. Contractor shall provide software break-fix
maintenance for the NAVIGATOR Application to ensure the software continues to run error-free. Additionally,
Contractor shall provide technical and help desk support for NAVIGATOR System users during the normal
business hours (8 a.m. to 5 p.m. EST), for the following:

e all NAVIGATOR system related issues
o allissues related to network connectivity
e problems and complaints about accessing the functionality of the system

The Contractor’s help desk will field both technical and functional system questions related to the Navigator
system and general project , and will respond within 24 hours of receipt via phone or email. The Contractor
shall provide Technical Support and Help Desk staff knowledgeable of the NAVIGATOR system who are
located in the United States. It will be Contractor’s responsibility to train their staff.

The Contractor shall provide a toll-free help desk telephone number for reporting all system related issues,
for which the Contractor shall bear the cost. There shall be no limit to the number of calls that can be placed
to the help desk. The help desk shall be staffed adequately to handle all questions and complaints. Call hold-
times will not exceed three minutes. Answering machine service shall be available when help desk is not able
to respond after three minutes of hold-time. All calls will be returned within 15 minutes. The Contractor shall
staff the Help Desk with experienced personnel that can answer “how to” questions about the application.
Merely answering the phone and assigning a case number to a problem does not meet this requirement.
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1.104 Part A Section 5 - Future enhancements

The State anticipates requests for new functionality and/or changes to the existing system throughout the
contract period. There is no guarantee as to the level of funding for enhancements, if any, available to the
project. Enhancement requests must go through a rigorous review process established by the State before
being submitted to the Contractor for impact assessment and estimates. Pricing is provided in Appendix D.

The State will provide the details of the changes that need to be made to the system and it is Contractors
responsibility to analyze and provide a proposal (Change request) with an estimate and a level of effort
required to make such changes. The proposal must include details of the actual tasks that will be completed,
estimated number of hours for each task, number of technical resources that will be used to develop, test and
implement the changes and their hourly rate and the total cost for implementing those changes. All proposals
will have to be approved by the State before the work can begin. Any changes to the agreed upon functionality
will have to go through a Change Management process. All requested changes will be developed and tested
before deploying into the production environment. Contractor to provide these services using a fixed cost.

The Contractor shall provide updates of the NAVIGATOR manuals as a deliverable when an approved
enhancement is made. All manuals shall be approved by the State.

1.104 Part B.1: System Requirements
As part of Contractor’s implementation, hosting, and maintenance of the NAVIGATOR system Contractor shall
meet the requirements detailed in Appendix A: Business and Technical Requirements

1.104 Part B. 2: System Security

Contractor shall be responsible for the secure hosting and operation of the NAVIGATOR system. Contractor
shall be responsible for all breaches of security of sensitive data, including Personal Information and Personal
Identifiable Information that resides on the NAVIGATOR system, per the terms of the State’s security policies
and of the Michigan Identity Theft Protection Act (Act 452 of 2004, as amended).

1.200 Roles and Responsibilities
1.201 Contractor Staff, Roles, and Responsibilities
A. Contractor Staff

The Contractor will provide sufficient staffing to provide the requested services and meet all requirements
under this Contract. The Contractor shall be responsible for the continuous training of its staff. The Contractor
shall train its staff and update their manuals in a timely manner so the staff remains competent and
knowledgeable in order to provide a high quality service to the State and its customers.

The Contractor will identify a Single Point of Contact (SPOC). The duties of the SPOC shall include, but not be
limited to:

e supporting the management of the Contract,
o facilitating dispute resolution, and
e advising the State of performance under the terms and conditions of the Contract.

The State reserves the right to require a change in the current SPOC if the assigned SPOC is not, in the
opinion of the State, adequately serving the needs of the State.

Key Personnel: All Key Personnel may be subject to the State’s interview and approval process. Any key staff
substitution must have the prior approval of the State. The State has identified the following as key personnel
for this project. Bidders may propose one person for no more than two key positions.

o Project Manager: Dr. Steven Clark, PhD

o Lead Developer: Kavan Story
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The Contractor will provide a Project Manager to interact with the designated personnel from the State to
insure a smooth transition to the new system. The project manager will coordinate all of the activities of the
Contractor personnel assigned to the project and create all reports required by State. The Contractor's project
manager responsibilities include, at a minimum:

e Manage all defined Contractor responsibilities in this Scope of Services.
¢ Manage Contractor’s subcontractors, if any

o Develop the project plan and schedule, and update as needed

e Serve as the point person for all project issues

¢ Coordinate and oversee the day-to-day project activities of the project team
e Assess and report project feedback and status

o Escalate project issues, project risks, and other concerns

e Review all project deliverables and provide feedback

e Proactively propose/suggest options and alternatives for consideration
o Utilize change control procedures

e Prepare project documents and materials

¢ Manage and report on the project’s budget

Project Manager Requirements

1. 7+ years of recent IT project management experience managing large scale application development
and implementation projects.

2. 3+ years of experience working on projects involving interfacing with the State of Michigan or that of a
similar state-level system.

3. Experience in structured development process using a formal Project Management Methodology and
formal Development Methodology.

4. Certification as a Project Management Professional (PMP) is a plus

The Contractor's Lead Developer responsibilities include, at a minimum:
¢ Analyzing, coding, testing, trouble shooting and implementing the changes requested.
¢ Day-to-day maintenance and management of the application code and database
e Performance tuning
o Documentation
Lead Developer Requirements
1. 5+ years of experience working on projects involving interfacing with a hosting environment
2. 5+ years of experience in analyzing, developing, testing, trouble shooting and maintaining a web based
application.
3. 2+ years of experience in Ruby on Rails (RoR), JavaScript and MySQL, Linux, Apache 2.x, MySQL 5.x,
postfix (for emails).

The Contractor shall complete and include the Staffing Plan Matrix (see Appendix E). This indicates by role,
how many persons would be involved in each phase. This will also identify if persons are dedicated to the
project and, if not, approximate percentage by phase.

The Contractor will provide sufficient qualified staffing to satisfy the deliverables of this Statement of Work.

B. On Site Work Requirements
1. Location of Work

At a minimum the Contractor must be onsite during project kickoff, requirements gathering for future
enhancements, and training. On-site work may include but are not limited to the following locations:

» Lansing Michigan
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2. Hours of Operation:

a. Normal State working hours are 8:00 a.m. to 5:00 p.m. EST, Monday through Friday, with work
performed as necessary after those hours to meet project deadlines. No overtime will be
authorized or paid.

b. The State is not obligated to provide State management of assigned work outside of normal State
working hours. The State reserves the right to modify the work hours in the best interest of the
project.

c. Contractor shall observe the same standard holidays as State employees. The State does not
compensate for holiday pay.

3. Travel:

a. No travel or expenses will be reimbursed. This includes travel costs related to training provided to
the State by Contractor.

d. Travel time will not be reimbursed.

4. Security and Background Check Requirements:
See 2.091 for Security and Background Check Requirements.

1.202 State Staff, Roles, and Responsibilities
The State will provide the following resources only on as needed basis for the Contractor’s use on this project:
e Conference room for business requirements gathering meetings and monthly/quarterly project status
update meetings

e Access to copier
The State project team will consist of Subject Matter Experts (SME’s), and Agency project manager:

Subject Matter Experts

The Executive Subject Matter Experts representing the business units involved will provide the vision and
functionality needed for future. They shall be available on an as needed basis. The Executive SME’s will be
empowered to:

o Resolve project issues in a timely manner

e Review project plan, status, and issues

¢ Resolve deviations from project plan

e Provide acceptance sign-off

o Utilize change control procedures

e Ensure timely availability of State resources

o Make key implementation decisions, as identified by the Contractor’s project manager, within 48-hours
of their expected decision date.

State Project Manager- (Agency)

The State will provide a Project Manager who will be responsible for coordinating with the Contractor in
determining the project needs. The State’s Project Manager will provide the following services:

o Provide State facilities, as needed

o Coordinate the State resources necessary for the project

o Facilitate coordination between various external contractors

¢ Facilitate communication between different State departments/divisions

¢ Provide acceptance and sign-off of deliverable/milestone

¢ Review and sign-off on invoices after the Agency Project Manager approves
e Resolve project issues
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e Escalate outstanding/high priority issues
e Utilize change control procedures

e Conduct regular and ongoing review of the project to confirm that it meets original objectives and
requirements

o Document and archive all important project decisions
¢ Arrange, schedule and facilitate State staff attendance at all project meetings.

Name Agency/Division Title
Glenna Zollinger-Russell OCTE Agency Project Manager
Maria Thomas DTMB IT Project Manager

DTMB will provide a Contract Administrator whose duties shall include, but not be limited to, supporting the
management of the Contract.

1.203 RESERVED - Other Roles And Responsibilities

1.300 Project Plan
1.301 Project Plan Management

Project Planning

Contractor will provide a Project Work Breakdown Structure for all services to the State other than for hosting
(see Section 1.104 Part A Section 1) and maintenance(see Section 1.104 Part A Section 3), including
necessary time frames and deliverables for the various stages of the project and the responsibilities and
obligations of both the Contractor and the State.

1. Project Work Breakdown Structures will include the following:
= MS Project schedule
» |nternal milestones
= Task durations
= Deliverable target dates and critical paths
» Project approach / Statement of Work
= Scope statement with a description of the deliverables to be provided under this contract
= Assumptions and exclusions
= Critical success factors
= |nitial resource plan with anticipated resources by organization, role, and responsibility
= [|nitial risk plan
= [Initial communication plan

» Anticipated hardware, materials, and supplies to be provided by the State in meeting the target
dates established in the Preliminary Project Plan

See Section 1.500 for acceptance criteria.

Orientation Meeting

If requested by the State, within 7 calendar days from execution of the Contract, the Contractor will be required
to attend an orientation meeting to discuss the content and procedures of the Contract. The meeting will be
held in Lansing, Michigan, at a date and time mutually acceptable to the State and the Contractor. The State
shall bear no cost for the time and travel of the Contractor for attendance at the meeting.
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Performance Review Meetings

The Contractor shall attend monthly or quarterly meetings (see 1.302 Steering Committee) to review the
Contractor’s performance under the Contract. The monthly or quarterly meetings will be held in Lansing,
Michigan, or by teleconference, as mutually agreed by the State and the Contractor. The State shall bear no
cost for the time and travel of the Contractor for attendance at the meeting.

Project Control
1. The Contractor will carry out this project under the direction and control of DTMB.

2. Within 7 business days of the execution of the Contract, the Contractor will submit the project plan to
the State project manager(s) for final approval. This project plan must be in agreement with Article 1,
Section 1.104 Work and Deliverables, and must include the following:

a. The Contractor’s project organizational structure.

b. The Contractor’s staffing table with names and title of personnel assigned to the project. This must
be in agreement with staffing of accepted proposal. Necessary substitutions due to change of
employment status and other unforeseen circumstances may only be made with prior approval of
the State.

c. The project work breakdown structure (WBS) showing sub-projects, activities and tasks, and
resources required and allocated to each.

3. The Contractor will manage the project in accordance with the State Unified Information Technology
Environment (SUITE) methodology, which includes standards for project management, systems
engineering, and associated forms and templates which is available at “http://www.michigan.gov/suite”.

a. Contractor will use an automated tool for planning, monitoring, and tracking the Contract’s progress
and the level of effort of any Contractor personnel spent performing Services under the Contract.
The tool shall have the capability to produce:

» Staffing tables with names of personnel assigned to Contract tasks.

» Project plans showing tasks, subtasks, deliverables, and the resources required and allocated
to each (including detailed plans for all Services to be performed within the next 30 calendar
days, updated weekly or biweekly as directed by the State PM).

= Updates must include actual time spent on each task and a revised estimate to complete.

= Graphs showing critical events, dependencies and decision points during the course of the
Contract.

b. Any tool(s) used by Contractor for such purposes must produce information of a type and in a
manner and format that will support reporting in compliance with the State standards.

1.302 Reports

Project Reporting:

As part of the initial migration and for future enhancements, a bi-weekly Project status report is required from
the Contractor to the State Project Manager on the topics of status, schedule, risks, issues, impediments,
deliverables, change control, and accomplishments, beginning upon execution of the Contract for the duration
of the contract unless otherwise agreed to.

Reporting topics will include but not limited to the following items.
e Project Status
e Planned % Complete
e Actual % complete
e Current SUITE stage
o Planned SUITE stage
e Planned Start Date
e Planned Finish Date
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e Planned Hours

o Actual Start

e Actual Finish

e Actual Hours

e On Target for Completion (Y/N)
e New Forecast Completion Date
o # of Defects |dentified

o # of Defects Resolved

¢ Pending Change Requests under the subheadings Corrective Actions and Enhancements
e Help desk issues

e Team Changes

Hosting and Maintenance Reporting:

Upon successful implementation and go-live of the NAVIGATOR System, Contractor will provide the following:

1.

Inventory Report: The Contractor will provide a semi-annual inventory report for all hardware and
software supplied by the Contractor, used to support and host the NAVIGATOR system.

Disaster Recovery Plan Test Report: The Contractor will provide an annual report detailing the
execution of the System’s disaster recovery plan and testing of the Disaster Recovery Environment,
including all issues encountered, interruptions to service, and identified remediations.

Help Desk Call Log: The Contractor shall maintain a log of all calls made to the helpdesk, which shall
be updated a minimum of daily. The Contractor will fully document the complaints and problems
reported. The log shall record the actions that were taken to resolve the issue and the date such issue
was resolved. The log shall be available online to the State staff to track the status of the issues.

System Usage and Maintenance Report: The Contractor will provide a monthly report detailing Network
and bandwidth issues if any.

Maintenance Report: The Contractor will provide a monthly report detailing scheduled maintenance for
the upcoming month, and also all maintenance events, both scheduled and unscheduled, for the
previous month. Contractor shall also calculate and report their adherence to Service Level
Agreements.

1.400 Project Management

1.401

Issue Management

An issue is an identified event that if not addressed, may affect schedule, scope, quality, or budget.

The Contractor shall maintain an issue log in an agreed upon format, to document and track issues relating to
the provision of services under this Contract. The Contractor shall communicate the status of issues to the
State’s Project Manager weekly, as required or agreed and the status must contain the following minimum
elements:

Description of issue

Status

Date reported

Resolution deadline

Date resolved

Project impact (viz. schedule, resources)
Priority

Assigned To

Related risk

Notes
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The State will escalate issues for resolution as follows:
Level 1 — Business leads / Subject matter experts
Level 2 — Project Managers / Project Leadership Team
Level 3 — Executive Team

1.402 Risk Management
A risk is an unknown circumstance or event that, if it occurs, may have a positive or negative impact on the
project. If the unknown becomes known or the event occurs, a risk may escalate to become an issue.

The Contractor is responsible for establishing a risk management plan including the identification and
recording of risk items, prioritization of risks, definition of mitigation strategies, monitoring of risk items, and
periodic risk assessment reviews with the State.

The Contractor will submit an initial risk management plan to the State for approval within seven (7) business
days from execution of the contract. The risk management plan will be in accordance with the State’s PMM
methodology. The Contractor shall communicate the status of risks to the State’s Project Manager weekly, as
required or agreed and the status must contain the following minimum elements:

e Risk

o Status

¢ Date documented
e Controlled

¢ Impact

o Description

e Trigger Event

e Mitigation
e Likely Project Phase
e Owner

The Contractor is responsible for identification of risks throughout the life cycle of the project. Mitigating and/or
eliminating risks will be the responsibility of the assigned party.

1.403 Change Management

Change management is defined as the process to communicate, assess, monitor, and control changes to
system resources and processes. The State employs change management at the Project level and in its
administration of the Contracts.

The Contractor must employ change management procedures to handle requests which impact schedule or
resources and such things as “out-of-scope” requests or enhancements. Change requests must be submitted
to the Project Manager and shall be approved by the State in writing before they are implemented. DTMB
Procurement will issue an addendum to the Contract, via a Contract Change Notice if the Change request is
approved.

1.500 Acceptance
1.501 Criteria

The Contractor will provide notice to the DTMB Project Manager when a deliverable is complete. The DTMB
Project Manager in conjunction with the Agency Project Manager will evaluate the deliverable in order to
determine if it satisfies the requirements of the RFP with an adequate level of quality. The Contractor will be
provided written notice of approval or rejection within ten (10) business days of the receipt of notice.
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In the event the work and/or deliverable is not accepted by the DTMB Project Manager, the State will respond
to the Contractor with written notice describing the deficiencies using a corrective action plan listing tasks with
associated completion dates. The Contractor has five (5) business days to respond to the notice indicating
agreement to the terms unless an alternate Solution is agreed by both parties. Upon completion, State will
have ten (10) business days to accept and approve the revised deliverable(s).

1.502 Final Acceptance

“Final Acceptance” shall be considered to occur when the Solution to be delivered has been approved by the
State and has been operating in production without any material deficiency for fourteen (14) consecutive days.
If the State elects to defer putting the Solution into live production for its own reasons, not based on concerns
about outstanding material deficiencies in the Deliverable, the State shall nevertheless grant Final Acceptance
of the Project.

1.600 Compensation and Payment
1.601 Compensation And Payment

A. Method of Payment

Hosting (Section 1.104 A.3) and maintenance (Section 1.104 A.4) services will be paid on firm, fixed
monthly basis. Rates shall not increase over the term of the Contract. Payment for hosting and
maintenance shall not commence prior to January 2, 2013.

Data Storage Reconfiguration (Section 1.104 A.1) and Solution Documentation (Section 1.104 A.2) will be
paid on a T&M hourly rate.

Project services for future enhancements (Section 1.104A.5) will be paid on a firm, fixed-price deliverable-
basis. Payment for future enhancements will be determined within the individual project’'s Statements of
Work, based on the number of estimated hours and the Contractor’s not-to-exceed hourly rates detailed in
Appendix G Table 3: Block of Hours for Future Enhancements.

Please see the Costs Table(s) in Appendix G (attached)

B. Travel
The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc. Travel time will
not be reimbursed.

C. Out-of-Pocket Expenses
Contractor out-of-pocket expenses are not separately reimbursable by the State.

D. Statements of Work and Issuance of Purchase Orders for Future Projects
Unless otherwise agreed by the parties, each Statement of Work will include:

1. Background
Project Objective
Scope of Work
Deliverables
Acceptance Criteria
Project Control and Reports
Specific Department Standards
Payment Schedule
Travel and Expenses
. Project Contacts
. Agency Responsibilities and Assumptions
. Location of Where the Work is to be performed

. Expected Contractor Work Hours and Conditions
24
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The parties agree that the Services/Deliverables to be rendered by Contractor pursuant to this Contract (and
any future amendments of it) will be defined and described in detail in Statements of Work or Purchase
Orders (PO) executed under this Contract. Contractor shall not be obliged or authorized to commence any
work to implement a Statement of Work until authorized via a PO issued against this Contract. Contractor
shall perform in accordance with this Contract, including the Statements of Work/Purchase Orders executed
under it.

E. Invoicing
Contractor will submit properly itemized invoices to

DTMB - Financial Services

Accounts Payable

P.O. Box 30026

Lansing, MI 48909

or
DTMB-Accounts-Payable@michigan.gov

Invoices must provide and itemize, as applicable:

e Contract number;

e Purchase Order number

e Contractor name, address, phone number, and Federal Tax Identification Number;
o Description of any commodities/hardware, including quantity ordered;

o Date(s) of delivery and/or date(s) of installation and set up;

e Price for each item, or Contractor’s list price for each item and applicable discounts;
e Number of each item provided with extension subtotal amounts

¢ Netinvoice price for each item;

e Shipping costs;

e Other applicable charges;

e Total invoice price; and

o Payment terms, including any available prompt payment discount.

Incorrect or incomplete invoices will be returned to Contractor for correction and reissue.

1.602 RESERVED - Holdback
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ARTICLE TWO

2.000 Contract Structure and Term

2.001 Contract Term

This Contract is for a period of three (3) years beginning November 15, 2012 through November 1, 2015. All
outstanding Purchase Orders must also expire upon the termination for any of the reasons listed in Section
2.150 of the Contract, unless otherwise extended under the Contract. Absent an early termination for any
reason, Purchase Orders issued but not expired, by the end of the Contract’s stated term, shall remain in effect
for the balance of the fiscal year for which they were issued.

2.002 Options to Renew
This Contract may be renewed in writing by mutual agreement of the parties not less than 30 days before its
expiration. The Contract may be renewed for up to five (5) additional one (1)-year periods.

2.03 Legal Effect

Contractor accepts this Contract by signing two copies of the Contract and returning them to DTMB
Procurement. The Contractor shall not proceed with the performance of the work to be done under the
Contract, including the purchase of necessary materials, until both parties have signed the Contract to show
acceptance of its terms, and the Contractor receives a contract release/purchase order that authorizes and
defines specific performance requirements.

Except as otherwise agreed in writing by the parties, the State shall not be liable for costs incurred by
Contractor or payment under this Contract, until Contractor is notified in writing that this Contract or Change
Order has been approved by the State Administrative Board (if required), signed by all the parties, and a
Purchase Order against the Contract has been issued.

2.004 Attachments, Exhibits and Appendices
All Attachments, Exhibits and Appendices affixed to any and all Statement(s) of Work, or appended to or
referencing this Contract, are incorporated in their entirety and form part of this Contract.

2.005 Ordering

The State must issue an approved written Purchase Order, Blanket Purchase Order, Direct Voucher or
Procurement Card Order to order any Services/Deliverables under this Contract. All orders are subject to the
terms and conditions of this Contract. No additional terms and conditions contained on either a Purchase
Order or Blanket Purchase Order apply unless they are specifically contained in that Purchase Order or
Blanket Purchase Order's accompanying Statement of Work. Exact quantities to be purchased are unknown;
however, the Contractor will be required to furnish all such materials and services as may be ordered during
the Contract period. Quantities specified, if any, are estimates based on prior purchases, and the State is not
obligated to purchase in these or any other quantities.

2.006 Order of Precedence

The Contract, including any Statements of Work, Attachments, Exhibits and Appendices, to the extent not
contrary to the Contract, each of which is incorporated for all purposes, constitutes the entire agreement
between the parties with respect to the subject matter and supersedes all prior agreements, whether written or
oral, with respect to the subject matter and as additional terms and conditions on the purchase order must
apply as limited by Section 2.005.

In the event of any inconsistency between the terms of the Contract and a Statement of Work, the terms of the
Statement of Work shall take precedence (as to that Statement of Work only); provided, however, that a
Statement of Work may not modify or amend the terms of the Contract. The Contract may be modified or
amended only by a formal Contract amendment.

2.007 Headings
Captions and headings used in the Contract are for information and organization purposes. Captions and
headings, including inaccurate references, do not, in any way, define or limit the requirements or terms and

conditions of the Contract.
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2.008 Form, Function & Utility

If the Contract is for use of more than one State agency and if the Deliverable/Service does not the meet the
form, function, and utility required by that State agency, that agency may, subject to State purchasing policies,
procure the Deliverable/Service from another source.

2.009 Reformation and Severability

Each provision of the Contract is severable from all other provisions of the Contract and, if one or more of the
provisions of the Contract is declared invalid, the remaining provisions of the Contract remain in full force and
effect.

2.010 Consents and Approvals

Except as expressly provided otherwise in the Contract, if either party requires the consent or approval of the
other party for the taking of any action under the Contract, the consent or approval must be in writing and must
not be unreasonably withheld or delayed.

2.011 No Waiver of Default
If a party fails to insist upon strict adherence to any term of the Contract then the party has not waived the right
to later insist upon strict adherence to that term, or any other term, of the Contract.

2.012 Survival

Any provisions of the Contract that impose continuing obligations on the parties, including without limitation the
parties’ respective warranty, indemnity and confidentiality obligations, survive the expiration or termination of
the Contract for any reason. Specific references to survival in the Contract are solely for identification
purposes and not meant to limit or prevent the survival of any other section

2.020 Contract Administration

2.021 Issuing Office

This Contract is issued by the Department of Technology, Management and Budget, Procurement and
Department of Natural Resources (collectively, including all other relevant State of Michigan departments and
agencies, the “State”). DTMB Procurement is the sole point of contact in the State with regard to all
procurement and contractual matters relating to the Contract. The DTMB Procurement Contract Administrator
for this Contract is:

Reid Sisson, Procurement

Department of Technology, Management and Budget
Mason Bldg, 2nd Floor

PO Box 30026

Lansing, MI 48909

Email: SissonR@michigan.gov

Phone: 517-241-1638

2.022 Contract Compliance Inspector

The Director of DTMB Procurement directs the person named below, or his or her designee, to monitor and
coordinate the activities for the Contract on a day-to-day basis during its term. Monitoring Contract activities
does not imply the authority to change, modify, clarify, amend, or otherwise alter the prices, terms,
conditions and specifications of the Contract. DTMB Procurement is the only State office authorized to
change, modify, amend, alter or clarify the prices, specifications, terms and conditions of this
Contract. The Contract Compliance Inspector for this Contract is:

Maria Thomas, Application Manager,
DTMB Agency Services - MDE
Hannah Building

608 West Allegan St

Lansing, MI 48909

27




o
CONTRACT #071B3200030 ‘

2.023 RESERVED

2.024 Change Requests

The State reserves the right to request from time to time any changes to the requirements and specifications of
the Contract and the work to be performed by the Contractor under the Contract. During the course of ordinary
business, it may become necessary for the State to discontinue certain business practices or create Additional
Services/Deliverables. At a minimum, to the extent applicable, Contractor shall provide a detailed outline of all
work to be done, including tasks necessary to accomplish the Additional Services/Deliverables, timeframes,
listing of key personnel assigned, estimated hours for each individual per task, and a complete and detailed
cost justification.

If the State requests or directs the Contractor to perform any Services/Deliverables that are outside the scope
of the Contractor’s responsibilities under the Contract (“New Work”), the Contractor must notify the State
promptly before commencing performance of the requested activities it believes are New Work. If the
Contractor fails to notify the State before commencing performance of the requested activities, any such
activities performed before the Contractor gives notice shall be conclusively considered to be in-scope
Services/Deliverables and not New Work.

If the State requests or directs the Contractor to perform any services or provide deliverables that are
consistent with and similar to the Services/Deliverables being provided by the Contractor under the Contract,
but which the Contractor reasonably and in good faith believes are not included within the Statements of Work,
then before performing such Services or providing such Deliverables, the Contractor shall notify the State in
writing that it considers the Services or Deliverables to be an Additional Service/Deliverable for which the
Contractor should receive additional compensation. If the Contractor does not so notify the State, the
Contractor shall have no right to claim thereafter that it is entitled to additional compensation for performing
that Service or providing that Deliverable. If the Contractor does so notify the State, then such a Service or
Deliverable shall be governed by the Change Request procedure in this Section.

In the event prices or service levels are not acceptable to the State, the Additional Services or New Work shall
be subject to competitive bidding based upon the specifications.

(1) Change Request at State Request

If the State requires Contractor to perform New Work, Additional Services or make changes to the Services
that would affect the Contract completion schedule or the amount of compensation due Contractor (a
“Change”), the State shall submit a written request for Contractor to furnish a proposal for carrying out the
requested Change (a “Change Request”).

(2) Contractor Recommendation for Change Requests:
Contractor shall be entitled to propose a Change to the State, on its own initiative, should Contractor believe
the proposed Change would benefit the Contract.

(3) Upon receipt of a Change Request or on its own initiative, Contractor shall examine the implications of
the requested Change on the technical specifications, Contract schedule and price of the Deliverables and
Services and shall submit to the State without undue delay a written proposal for carrying out the Change.
Contractor’s proposal shall include any associated changes in the technical specifications, Contract schedule
and price and method of pricing of the Services. If the Change is to be performed on a time and materials
basis, the Amendment Labor Rates shall apply to the provision of such Services. If Contractor provides a
written proposal and should Contractor be of the opinion that a requested Change is not to be recommended, it
shall communicate its opinion to the State but shall nevertheless carry out the Change as specified in the
written proposal if the State directs it to do so.

(4) By giving Contractor written notice within a reasonable time, the State shall be entitled to accept a
Contractor proposal for Change, to reject it, or to reach another agreement with Contractor. Should the parties
agree on carrying out a Change, a written Contract Change Notice must be prepared and issued under this
Contract, describing the Change and its effects on the Services and any affected components of this Contract
(a “Contract Change Notice”).
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(5) No proposed Change shall be performed until the proposed Change has been specified in a duly
executed Contract Change Notice issued by the Department of Technology, Management and Budget,
Procurement.

(6) If the State requests or directs the Contractor to perform any activities that Contractor believes
constitute a Change, the Contractor must notify the State that it believes the requested activities are a Change
before beginning to work on the requested activities. If the Contractor fails to notify the State before beginning
to work on the requested activities, then the Contractor waives any right to assert any claim for additional
compensation or time for performing the requested activities. If the Contractor commences performing work
outside the scope of this Contract and then ceases performing that work, the Contractor must, at the request of
the State, retract any out-of-scope work that would adversely affect the Contract.

2.025 Notices

Any notice given to a party under the Contract must be deemed effective, if addressed to the party as
addressed below, upon: (i) delivery, if hand delivered; (ii) receipt of a confirmed transmission by facsimile if a
copy of the notice is sent by another means specified in this Section; (iii) the third Business Day after being
sent by U.S. mail, postage pre-paid, return receipt requested; or (iv) the next Business Day after being sent by
a nationally recognized overnight express courier with a reliable tracking system.

State:
State of Michigan
DTMB Procurement
PO Box 30026
530 West Allegan
Lansing, Michigan 48909

Contractor: See Contract Cover Page

Either party may change its address where notices are to be sent by giving notice according to this Section.

2.026 Binding Commitments

Representatives of Contractor must have the authority to make binding commitments on Contractor’s behalf
within the bounds set forth in the Contract. Contractor may change the representatives from time to time upon
giving written notice.

2.027 Relationship of the Parties

The relationship between the State and Contractor is that of client and independent contractor. No agent,
employee, or servant of Contractor or any of its Subcontractors shall be deemed to be an employee, agent or
servant of the State for any reason. Contractor shall be solely and entirely responsible for its acts and the acts
of its agents, employees, servants and Subcontractors during the performance of the Contract.

2.028 Covenant of Good Faith

Each party shall act reasonably and in good faith. Unless stated otherwise in the Contract, the parties shall not
unreasonably delay, condition or withhold the giving of any consent, decision or approval that is either
requested or reasonably required of them in order for the other party to perform its responsibilities under the
Contract.

2.029 Assignments

Neither party may assign the Contract, or assign or delegate any of its duties or obligations under the Contract,
to any other party (whether by operation of law or otherwise), without the prior written consent of the other
party; provided, however, that the State may assign the Contract to any other State agency, department,
division or department without the prior consent of Contractor and Contractor may assign the Contract to an
affiliate so long as the affiliate is adequately capitalized and can provide adequate assurances that the affiliate
can perform the Contract. The State may withhold consent from proposed assignments, subcontracts, or
novations when the transfer of responsibility would operate to decrease the State’s likelihood of receiving
performance on the Contract or the State’s ability to recover damages.
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Contractor may not, without the prior written approval of the State, assign its right to receive payments due
under the Contract. If the State permits an assignment, the Contractor is not relieved of its responsibility to
perform any of its contractual duties and the requirement under the Contract that all payments must be made
to one entity continues.

If the Contractor intends to assign the contract or any of the Contractor's rights or duties under the Contract,
the Contractor must notify the State in writing at least 90 days before the assignment. The Contractor also
must provide the State with adequate information about the assignee within a reasonable amount of time
before the assignment for the State to determine whether to approve the assignment.

2.030 General Provisions

2.031 Media Releases

News releases (including promotional literature and commercial advertisements) pertaining to the RFP and
Contract or project to which it relates shall not be made without prior written State approval, and then only in
accordance with the explicit written instructions from the State. No results of the activities associated with the
RFP and Contract are to be released without prior written approval of the State and then only to persons
designated.

2.032 Contract Distribution
DTMB Procurement retains the sole right of Contract distribution to all State agencies and local units of
government unless other arrangements are authorized by DTMB Procurement.

2.033 Permits
Contractor must obtain and pay any associated costs for all required governmental permits, licenses and
approvals for the delivery, installation and performance of the Services.

2.034 Website Incorporation

The State is not bound by any content on the Contractor’s website, even if the Contractor's documentation
specifically referenced that content and attempts to incorporate it into any other communication, unless the
State has actual knowledge of the content and has expressly agreed to be bound by it in a writing that has
been manually signed by an authorized representative of the State.

2.035 Future Bidding Preclusion

Contractor acknowledges that, to the extent this Contract involves the creation, research, investigation or
generation of a future RFP; it may be precluded from bidding on the subsequent RFP. The State reserves the
right to disqualify any Bidder if the State determines that the Bidder has used its position (whether as an
incumbent Contractor, or as a Contractor hired to assist with the RFP development, or as a Vendor offering
free assistance) to gain a competitive advantage on the RFP.

2.036 Freedom of Information

All information in any proposal submitted to the State by Contractor and this Contract is subject to the
provisions of the Michigan Freedom of Information Act, 1976 Public Act No. 442, as amended, MCL 15.231, et
seq (the “FOIA”).

2.037 Disaster Recovery

Contractor and the State recognize that the State provides essential services in times of natural or man-made
disasters. Therefore, except as so mandated by Federal disaster response requirements, Contractor
personnel dedicated to providing Services/Deliverables under this Contract shall provide the State with priority
service for repair and work around in the event of a natural or man-made disaster.
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2.040 Financial Provisions

2.041 Fixed Prices for Services/Deliverables

Each Statement of Work or Purchase Order issued under this Contract shall specify (or indicate by reference
to the appropriate Contract Attachment, Exhibit, or Appendix) the firm, fixed prices for all
Services/Deliverables, and the associated payment milestones and payment amounts.

2.042 Adjustments for Reductions in Scope of Services/Deliverables

If the scope of the Services/Deliverables under any Statement of Work issued under this Contract is
subsequently reduced by the State, the parties shall negotiate an equitable reduction in Contractor’'s charges
under such Statement of Work commensurate with the reduction in scope.

2.043 Services/Deliverables Covered
The State shall not be obligated to pay any amounts in addition to the charges specified in this Contract for all
Services/Deliverables to be provided by Contractor and its Subcontractors, if any, under this Contract,

2.044 Invoicing and Payment — In General

(a) Each Statement of Work issued under this Contract shall list (or indicate by reference to the appropriate
Contract Attachment, Exhibit, or Appendix) the prices for all Services/Deliverables, equipment and
commodities to be provided, and the associated payment milestones and payment amounts.

(b) Each Contractor invoice shall show details as to charges by Service/Deliverable component and
location at a level of detail reasonably necessary to satisfy the State’s accounting and charge-back
requirements. Invoices for Services performed on a time and materials basis shall show, for each individual,
the number of hours of Services performed during the billing period, the billable skill/labor category for such
person and the applicable hourly billing rate. Prompt payment by the State is contingent on the Contractor’s
invoices showing the amount owed by the State minus any holdback amount to be retained by the State in
accordance with Section 1.600.

(c) Correct invoices shall be due and payable by the State, in accordance with the State’s standard
payment procedure as specified in 1984 Public Act No. 279, MCL 17.51 et seq., within 45 days after receipt,
provided the State determines that the invoice was properly rendered.

(d) All invoices should reflect actual work done. Specific details of invoices and payments shall be agreed
upon between the Contract Administrator and the Contractor after the proposed Contract Agreement has been
signed and accepted by both the Contractor and the Director of Procurement, Department of Management &
Budget. This activity shall occur only upon the specific written direction from DTMB Procurement.

The specific payment schedule for any Contract(s) entered into, as the State and the Contractor(s) shall
mutually agree upon. The schedule should show payment amount and should reflect actual work done by the
payment dates, less any penalty cost charges accrued by those dates. As a general policy statements shall be
forwarded to the designated representative by the 15th day of the following month.

2.045 Pro-ration
To the extent there are Services that are to be paid for on a monthly basis, the cost of such Services shall be
pro-rated for any partial month.

2.046 Antitrust Assignment

The Contractor assigns to the State any claim for overcharges resulting from antitrust violations to the extent
that those violations concern materials or services supplied by third parties to the Contractor, toward fulfillment
of this Contract.

2.047 Final Payment

The making of final payment by the State to Contractor does not constitute a waiver by either party of any
rights or other claims as to the other party’s continuing obligations under the Contract, nor shall it constitute a
waiver of any claims by one party against the other arising from unsettled claims or failure by a party to comply
with this Contract, including claims for Services and Deliverables not reasonably known until after acceptance
to be defective or substandard. Contractor’s acceptance of final payment by the State under this Contract shall
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constitute a waiver of all claims by Contractor against the State for payment under this Contract, other than
those claims previously filed in writing on a timely basis and still unsettled.

2.048 Electronic Payment Requirement

Electronic transfer of funds is required for payments on State Contracts. Contractors are required to register
with the State electronically at http://www.cpexpress.state.mi.us. As stated in Public Act 431 of 1984, all
contracts that the State enters into for the purchase of goods and services shall provide that payment shall be
made by electronic fund transfer (EFT).

2.050 Taxes

2.051 Employment Taxes
Contractor shall collect and pay all applicable federal, state, and local employment taxes, including the taxes.

2.052 Sales and Use Taxes

Contractor shall register and remit sales and use taxes on taxable sales of tangible personal property or
services delivered into the State. Contractors that lack sufficient presence in Michigan to be required to
register and pay tax must do so as a volunteer. This requirement extends to: (1) all members of any controlled
group as defined in § 1563(a) of the Internal Revenue Code and applicable regulations of which the company
is a member, and (2) all organizations under common control as defined in § 414(c) of the Internal Revenue
Code and applicable regulations of which the company is a member that make sales at retail for delivery into
the State are registered with the State for the collection and remittance of sales and use taxes. In applying
treasury regulations defining “two or more trades or businesses under common control” the term “organization”
means sole proprietorship, a partnership (as defined in § 701(a) (2) of the Internal Revenue Code), a trust, an
estate, a corporation, or a limited liability company.

2.060 Contract Management

2.061 Contractor Personnel Qualifications

All persons assigned by Contractor to the performance of Services under this Contract must be employees of
Contractor or its majority-owned (directly or indirectly, at any tier) subsidiaries (or a State-approved
Subcontractor) and must be fully qualified to perform the work assigned to them. Contractor must include a
similar provision in any subcontract entered into with a Subcontractor. For the purposes of this Contract,
independent contractors engaged by Contractor solely in a staff augmentation role must be treated by the
State as if they were employees of Contractor for this Contract only; however, the State understands that the
relationship between Contractor and Subcontractor is an independent contractor relationship.

2.062 Contractor Key Personnel

(a) The Contractor must provide the Contract Compliance Inspector with the names of the Key Personnel.
(b) Key Personnel must be dedicated as defined in the Statement of Work to the Project for its duration in
the applicable Statement of Work with respect to other individuals designated as Key Personnel for that
Statement of Work.

(c) The State shall have the right to recommend and approve in writing the initial assignment, as well as
any proposed reassignment or replacement, of any Key Personnel. Before assigning an individual to any Key
Personnel position, Contractor shall notify the State of the proposed assignment, shall introduce the individual
to the appropriate State representatives, and shall provide the State with a resume and any other information
about the individual reasonably requested by the State. The State reserves the right to interview the individual
before granting written approval. In the event the State finds a proposed individual unacceptable, the State
shall provide a written explanation including reasonable detail outlining the reasons for the rejection.

(d) Contractor must not remove any Key Personnel from their assigned roles on the Contract without the
prior written consent of the State. The Contractor’s removal of Key Personnel without the prior written consent
of the State is an unauthorized removal (“Unauthorized Removal”). Unauthorized Removals does not include
replacing Key Personnel for reasons beyond the reasonable control of Contractor, including illness, disability,
leave of absence, personal emergency circumstances, resignation or for cause termination of the Key
Personnel’s employment. Unauthorized Removals does not include replacing Key Personnel because of
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promotions or other job movements allowed by Contractor personnel policies or Collective Bargaining
Agreement(s) as long as the State receives prior written notice before shadowing occurs and Contractor
provides 30 days of shadowing unless parties agree to a different time period. The Contractor with the State
must review any Key Personnel replacements, and appropriate transition planning will be established. Any
Unauthorized Removal may be considered by the State to be a material breach of the Contract, in respect of
which the State may elect to exercise its termination and cancellation rights.

(e) The Contractor must notify the Contract Compliance Inspector and the Contract Administrator at least
10 business days before redeploying non-Key Personnel, who are dedicated to primarily to the Project, to other
projects. If the State does not object to the redeployment by its scheduled date, the Contractor may then
redeploy the non-Key Personnel.

2.063 Re-assignment of Personnel at the State’s Request

The State reserves the right to require the removal from the Project of Contractor personnel found, in the
judgment of the State, to be unacceptable. The State’s request must be written with reasonable detail outlining
the reasons for the removal request. Additionally, the State’s request must be based on legitimate, good faith
reasons. Replacement personnel for the removed person must be fully qualified for the position. If the State
exercises this right, and the Contractor cannot immediately replace the removed personnel, the State agrees to
an equitable adjustment in schedule or other terms that may be affected by the State’s required removal. If
any incident with removed personnel results in delay not reasonably anticipatable under the circumstances and
which is attributable to the State, the applicable SLAs for the affected Service shall not be counted for a time
as agreed to by the parties.

2.064 Contractor Personnel Location

All staff assigned by Contractor to work on the Contract shall perform their duties either primarily at
Contractor’s offices and facilities or at State facilities. Without limiting the generality of the foregoing, Key
Personnel shall, at a minimum, spend at least the amount of time on-site at State facilities as indicated in the
applicable Statement of Work. Subject to availability, selected Contractor personnel may be assigned office
space to be shared with State personnel.

2.065 Contractor Identification

Contractor employees must be clearly identifiable while on State property by wearing a State-issued badge, as
required. Contractor employees are required to clearly identify themselves and the company they work for
whenever making contact with State personnel by telephone or other means.

2.066 Cooperation with Third Parties

Contractor agrees to cause its personnel and the personnel of any Subcontractors to cooperate with the State
and its agents and other contractors including the State’s Quality Assurance personnel. As reasonably
requested by the State in writing, the Contractor shall provide to the State’s agents and other contractors
reasonable access to Contractor’'s Project personnel, systems and facilities to the extent the access relates to
activities specifically associated with this Contract and shall not interfere or jeopardize the safety or operation
of the systems or facilities. The State acknowledges that Contractor’s time schedule for the Contract is very
specific and agrees not to unnecessarily or unreasonably interfere with, delay or otherwise impeded
Contractor’s performance under this Contract with the requests for access.

2.067 Contract Management Responsibilities

Contractor shall be responsible for all acts and omissions of its employees, as well as the acts and omissions
of any other personnel furnished by Contractor to perform the Services. Contractor shall have overall
responsibility for managing and successfully performing and completing the Services/Deliverables, subject to
the overall direction and supervision of the State and with the participation and support of the State as
specified in this Contract. Contractor’s duties shall include monitoring and reporting the State’s performance of
its participation and support responsibilities (as well as Contractor’s own responsibilities) and providing timely
notice to the State in Contractor’s reasonable opinion if the State’s failure to perform its responsibilities in
accordance with the Project Plan is likely to delay the timely achievement of any Contract tasks.
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The Contractor shall provide the Services/Deliverables directly or through its affiliates, subsidiaries,
subcontractors or resellers. Regardless of the entity providing the Service/Deliverable, the Contractor shall act
as a single point of contact coordinating these entities to meet the State’s need for Services/Deliverables.
Nothing in this Contract, however, shall be construed to authorize or require any party to violate any applicable
law or regulation in its performance of this Contract.

2.068 Contractor Return of State Equipment/Resources

The Contractor shall return to the State any State-furnished equipment, facilities and other resources when no
longer required for the Contract in the same condition as when provided by the State, reasonable wear and
tear excepted.

2.070 Subcontracting by Contractor
2.071 Contractor full Responsibility

Contractor shall have full responsibility for the successful performance and completion of all of the Services
and Deliverables. The State shall consider Contractor to be the sole point of contact with regard to all
contractual matters under this Contract, including payment of any and all charges for Services and
Deliverables.

2.072 State Consent to delegation

Contractor shall not delegate any duties under this Contract to a Subcontractor unless the Department of
Technology, Management and Budget, Procurement has given written consent to such delegation. The State
shall have the right of prior written approval of all Subcontractors and to require Contractor to replace any
Subcontractors found, in the reasonable judgment of the State, to be unacceptable. The State’s request shall
be written with reasonable detail outlining the reasons for the removal request. Additionally, the State’s
request shall be based on legitimate, good faith reasons. Replacement Subcontractor(s) for the removed
Subcontractor shall be fully qualified for the position. If the State exercises this right, and the Contractor
cannot immediately replace the removed Subcontractor, the State shall agree to an equitable adjustment in
schedule or other terms that may be affected by the State’s required removal. If any such incident with a
removed Subcontractor results in delay not reasonable anticipatable under the circumstances and which is
attributable to the State, the applicable SLA for the affected Work shall not be counted for a time agreed upon
by the parties.

2.073 Subcontractor bound to Contract

In any subcontracts entered into by Contractor for the performance of the Services, Contractor shall require the
Subcontractor, to the extent of the Services to be performed by the Subcontractor, to be bound to Contractor
by the terms of this Contract and to assume toward Contractor all of the obligations and responsibilities that
Contractor, by this Contract, assumes toward the State. The State reserves the right to receive copies of and
review all subcontracts, although Contractor may delete or mask any proprietary information, including pricing,
contained in such contracts before providing them to the State. The management of any Subcontractor shall
be the responsibility of Contractor, and Contractor shall remain responsible for the performance of its
Subcontractors to the same extent as if Contractor had not subcontracted such performance. Contractor shall
make all payments to Subcontractors or suppliers of Contractor. Except as otherwise agreed in writing by the
State and Contractor, the State shall not be obligated to direct payments for the Services other than to
Contractor. The State’s written approval of any Subcontractor engaged by Contractor to perform any
obligation under this Contract shall not relieve Contractor of any obligations or performance required under this
Contract. A list of the Subcontractors, if any, approved by the State as of the execution of this Contract,
together with a copy of the applicable subcontract is attached.

2.074 Flow Down

Except where specifically approved in writing by the State on a case-by-case basis, Contractor shall flow down
the obligations in Sections 2.031, 2.060, 2.100, 2.110, 2.120, 2.130, and 2.200 in all of its agreements with
any Subcontractors.
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2.075 Competitive Selection
The Contractor shall select subcontractors (including suppliers) on a competitive basis to the maximum
practical extent consistent with the objectives and requirements of the Contract.

2.080 State Responsibilities

2.081 Equipment
The State shall provide only the equipment and resources identified in the Statement of Work and other
Contract Attachment, Exhibit, or Appendix.

2.082 Facilities

The State must designate space as long as it is available and as provided in the Statement of Work, to house
the Contractor’s personnel whom the parties agree will perform the Services/Deliverables at State facilities
(collectively, the “State Facilities”). The Contractor shall have reasonable access to, and unless agreed
otherwise by the parties in writing must observe and comply with all rules and regulations relating to each of
the State Facilities (including hours of operation) used by the Contractor in the course of providing the
Services. Contractor agrees that it shall not, without the prior written consent of the State, use any State
Facilities or access any State information systems provided for the Contractor’s use, or to which the Contractor
otherwise gains access in the course of performing the Services, for any purpose other than providing the
Services to the State.

2.090 Security

2.091 Background Checks

On a case-by-case basis, the State may investigate the Contractor's personnel before they may have access
to State facilities and systems. The scope of the background check is at the discretion of the State and the
results shall be used to determine Contractor personnel eligibility for working within State facilities and
systems. The investigations shall include Michigan State Police Background checks (ICHAT) and may include
the National Crime Information Center (NCIC) Finger Prints. Proposed Contractor personnel may be required
to complete and submit an RI-8 Fingerprint Card for the NCIC Finger Print Check. Any request for background
checks shall be initiated by the State and shall be reasonably related to the type of work requested. Contractor
will pay for all costs associated with ensuring their staff meets these requirements.

All Contractor personnel shall also be expected to comply with the State’s security and acceptable use policies
for State IT equipment and resources. See http://www.michigan.gov/dtmb . Furthermore, Contractor personnel
shall be expected to agree to the State’s security and acceptable use policies before the Contractor personnel
shall be accepted as a resource to perform work for the State. It is expected the Contractor shall present these
documents to the prospective employee before the Contractor presents the individual to the State as a
proposed resource. Contractor staff shall be expected to comply with all Physical Security procedures in place
within the facilities where they are working.

2.092 Security Breach Notification

If the Contractor breaches this Section, the Contractor must (i) promptly cure any deficiencies and (ii) comply
with any applicable federal and state laws and regulations pertaining to unauthorized disclosures. Contractor
and the State shall cooperate to mitigate, to the extent practicable, the effects of any breach, intrusion, or
unauthorized use or disclosure. Contractor must report to the State in writing any use or disclosure of
Confidential Information, whether suspected or actual, other than as provided for by the Contract within 10
days of becoming aware of the use or disclosure or the shorter time period as is reasonable under the
circumstances.

2.093 PCI DATA Security Requirements

Contractors with access to credit/debit card cardholder data must adhere to the Payment Card Industry (PClI)
Data Security requirements. Contractor agrees that they are responsible for security of cardholder data in their
possession. Contractor agrees that data can ONLY be used for assisting the State in completing a transaction,
supporting a loyalty program, supporting the State, providing fraud control services, or for other uses
specifically required by law.
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Contractor agrees to provide business continuity in the event of a major disruption, disaster or failure.

The Contractor shall contact the Department of Technology, Management and Budget, Financial Services
immediately to advise them of any breaches in security where card data has been compromised. In the event
of a security intrusion, the Contractor agrees the Payment Card Industry representative, or a Payment Card
Industry approved third party, shall be provided with full cooperation and access to conduct a thorough security
review. The review will validate compliance with the Payment Card Industry Data Security Standard for
protecting cardholder data.

Contractor agrees to properly dispose sensitive cardholder data when no longer needed. The Contractor shall
continue to treat cardholder data as confidential upon contract termination.

The Contractor shall provide the Department of Technology, Management and Budget, Financial Services
documentation showing PCI Data Security certification has been achieved. The Contractor shall advise the
Department of Technology, Management and Budget, Financial Services of all failures to comply with the PCI
Data Security Requirements. Failures include, but are not limited to system scans and self-assessment
questionnaires. The Contractor shall provide a time line for corrective action not to exceed 6 months from the
time of notification of breach.

In the event the State incurs charges as a result of a breach by the Contractor, the Contractor will reimburse
the State.

2.100 Confidentiality

2.101 Confidentiality

Contractor and the State each acknowledge that the other possesses and shall continue to possess
confidential information that has been developed or received by it. As used in this Section, “Confidential
Information” of Contractor must mean all non-public proprietary information of Contractor (other than
Confidential Information of the State as defined below), which is marked confidential, restricted, proprietary, or
with a similar designation. “Confidential Information” of the State must mean any information which is retained
in confidence by the State (or otherwise required to be held in confidence by the State under applicable
federal, state and local laws and regulations) or which, in the case of tangible materials provided to Contractor
by the State under its performance under this Contract, is marked as confidential, proprietary or with a similar
designation by the State. “Confidential Information” excludes any information (including this Contract) that is
publicly available under the Michigan FOIA.

2.102 Protection and Destruction of Confidential Information

The State and Contractor shall each use at least the same degree of care to prevent disclosing to third parties
the Confidential Information of the other as it employs to avoid unauthorized disclosure, publication or
dissemination of its own confidential information of like character, but in no event less than reasonable care.
Neither Contractor nor the State shall (i) make any use of the Confidential Information of the other except as
contemplated by this Contract, (ii) acquire any right in or assert any lien against the Confidential Information of
the other, or (iii) if requested to do so, refuse for any reason to promptly return the other party's Confidential
Information to the other party. Each party shall limit disclosure of the other party’s Confidential Information to
employees and Subcontractors who must have access to fulfill the purposes of this Contract. Disclosure to,
and use by, a Subcontractor is permissible where (A) use of a Subcontractor is authorized under this Contract,
(B) the disclosure is necessary or otherwise naturally occurs in connection with work that is within the
Subcontractor's scope of responsibility, and (C) Contractor obligates the Subcontractor in a written Contract to
maintain the State’s Confidential Information in confidence. At the State's request, any employee of Contractor
and of any Subcontractor having access or continued access to the State’s Confidential Information may be
required to execute an acknowledgment that the employee has been advised of Contractor’'s and the
Subcontractor’s obligations under this Section and of the employee’s obligation to Contractor or Subcontractor,
as the case may be, to protect the Confidential Information from unauthorized use or disclosure.
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Promptly upon termination or cancellation of the Contract for any reason, Contractor must certify to the State
that Contractor has destroyed all State Confidential Information.

2.103 Exclusions

Notwithstanding the foregoing, the provisions in this Section shall not apply to any particular information which
the State or Contractor can demonstrate (i) was, at the time of disclosure to it, in the public domain; (ii) after
disclosure to it, is published or otherwise becomes part of the public domain through no fault of the receiving
party; (iii) was in the possession of the receiving party at the time of disclosure to it without an obligation of
confidentiality; (iv) was received after disclosure to it from a third party who had a lawful right to disclose the
information to it without any obligation to restrict its further disclosure; or (v) was independently developed by
the receiving party without reference to Confidential Information of the furnishing party. Further, the provisions
of this Section shall not apply to any particular Confidential Information to the extent the receiving party is
required by law to disclose the Confidential Information, provided that the receiving party (i) promptly provides
the furnishing party with notice of the legal request, and (ii) assists the furnishing party in resisting or limiting
the scope of the disclosure as reasonably requested by the furnishing party.

2.104 No Implied Rights

Nothing contained in this Section must be construed as obligating a party to disclose any particular
Confidential Information to the other party, or as granting to or conferring on a party, expressly or impliedly, any
right or license to the Confidential Information of the other party.

2.105 Respective Obligations
The parties’ respective obligations under this Section must survive the termination or expiration of this Contract
for any reason.

2.110 Records and Inspections

2.111 Inspection of Work Performed

The State’s authorized representatives shall at all reasonable times and with 10 days prior written request,
have the right to enter Contractor’s premises, or any other places, where the Services are being performed,
and shall have access, upon reasonable request, to interim drafts of Deliverables or work-in-progress. Upon
10 Days prior written notice and at all reasonable times, the State’s representatives shall be allowed to inspect,
monitor, or otherwise evaluate the work being performed and to the extent that the access will not reasonably
interfere or jeopardize the safety or operation of the systems or facilities. Contractor shall provide all
reasonable facilities and assistance for the State’s representatives.

2.112 Examination of Records

For seven years after the Contractor provides any work under this Contract (the "Audit Period"), the State may
examine and copy any of Contractor’s books, records, documents and papers pertinent to establishing
Contractor’s compliance with the Contract and with applicable laws and rules. The State shall notify the
Contractor 20 days before examining the Contractor's books and records. The State does not have the right to
review any information deemed confidential by the Contractor to the extent access would require the
confidential information to become publicly available. This provision also applies to the books, records,
accounts, documents and papers, in print or electronic form, of any parent, affiliated or subsidiary organization
of Contractor, or any Subcontractor of Contractor performing services in connection with the Contract.

2.113 Retention of Records

Contractor shall maintain at least until the end of the Audit Period all pertinent financial and accounting records
(including time sheets and payroll records, and information pertaining to the Contract and to the Services,
equipment, and commodities provided under the Contract) pertaining to the Contract according to generally
accepted accounting principles and other procedures specified in this Section. Financial and accounting
records shall be made available, upon request, to the State at any time during the Audit Period. If an audit,
litigation, or other action involving Contractor’s records is initiated before the end of the Audit Period, the
records shall be retained until all issues arising out of the audit, litigation, or other action are resolved or until
the end of the Audit Period, whichever is later.
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2.114 Audit Resolution

If necessary, the Contractor and the State shall meet to review each audit report promptly after issuance. The
Contractor shall respond to each audit report in writing within 30 days from receipt of the report, unless a
shorter response time is specified in the report. The Contractor and the State shall develop, agree upon and
monitor an action plan to promptly address and resolve any deficiencies, concerns, and/or recommendations in
the audit report.

2.115 Errors

If the audit demonstrates any errors in the documents provided to the State, then the amount in error shall be
reflected as a credit or debit on the next invoice and in subsequent invoices until the amount is paid or
refunded in full. However, a credit or debit may not be carried for more than four invoices. If a balance
remains after four invoices, then the remaining amount shall be due as a payment or refund within 45 days of
the last quarterly invoice that the balance appeared on or termination of the contract, whichever is earlier.

In addition to other available remedies, the difference between the payment received and the correct payment
amount is greater than 10%, then the Contractor shall pay all of the reasonable costs of the audit.

2.120 Warranties

2.121 Warranties and Representations

The Contractor represents and warrants:

(a) It is capable in all respects of fulfilling and must fulfill all of its obligations under this Contract. The
performance of all obligations under this Contract must be provided in a timely, professional, and workman-like
manner and must meet the performance and operational standards required under this Contract.

(b) The Contract Appendices, Attachments and Exhibits identify the equipment and software and services
necessary for the Deliverable(s) to perform and Services to operate in compliance with the Contract’s
requirements and other standards of performance.

(c) It is the lawful owner or licensee of any Deliverable licensed or sold to the State by Contractor or
developed by Contractor under this Contract, and Contractor has all of the rights necessary to convey to the
State the ownership rights or licensed use, as applicable, of any and all Deliverables. None of the Deliverables
provided by Contractor to the State under neither this Contract, nor their use by the State shall infringe the
patent, copyright, trade secret, or other proprietary rights of any third party.

(d) If, under this Contract, Contractor procures any equipment, software or other Deliverable for the State
(including equipment, software and other Deliverables manufactured, re-marketed or otherwise sold by
Contractor under Contractor’s name), then in addition to Contractor’s other responsibilities with respect to the
items in this Contract, Contractor must assign or otherwise transfer to the State or its designees, or afford the
State the benefits of, any manufacturer's warranty for the Deliverable.

(e) The contract signatory has the power and authority, including any necessary corporate authorizations,
necessary to enter into this Contract, on behalf of Contractor.

) It is qualified and registered to transact business in all locations where required.

(9) Neither the Contractor nor any Affiliates, nor any employee of either, has, must have, or must acquire,
any contractual, financial, business, or other interest, direct or indirect, that would conflict in any manner or
degree with Contractor’s performance of its duties and responsibilities to the State under this Contract or
otherwise create an appearance of impropriety with respect to the award or performance of this Agreement.
Contractor must notify the State about the nature of the conflict or appearance of impropriety within two days of
learning about it.

(h) Neither Contractor nor any Affiliates, nor any employee of either has accepted or must accept anything
of value based on an understanding that the actions of the Contractor or Affiliates or employee on behalf of the
State would be influenced. Contractor must not attempt to influence any State employee by the direct or
indirect offer of anything of value.
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(i Neither Contractor nor any Affiliates, nor any employee of either has paid or agreed to pay any person,
other than bona fide employees and consultants working solely for Contractor or the Affiliate, any fee,
commission, percentage, brokerage fee, gift, or any other consideration, contingent upon or resulting from the
award or making of this Contract.

)] The prices proposed by Contractor were arrived at independently, without consultation, communication,
or agreement with any other Bidder for the purpose of restricting competition; the prices quoted were not
knowingly disclosed by Contractor to any other Bidder; and no attempt was made by Contractor to induce any
other person to submit or not submit a proposal for the purpose of restricting competition.

(k) All financial statements, reports, and other information furnished by Contractor to the State as part of its
response to the RFP or otherwise in connection with the award of this Contract fairly and accurately represent
the business, properties, financial condition, and results of operations of Contractor as of the respective dates,
or for the respective periods, covered by the financial statements, reports, other information. Since the
respective dates or periods covered by the financial statements, reports, or other information, there have been
no material adverse changes in the business, properties, financial condition, or results of operations of
Contractor.

(1 All written information furnished to the State by or for the Contractor in connection with this Contract,
including its bid, is true, accurate, and complete, and contains no untrue statement of material fact or omits any
material fact necessary to make the information not misleading.

(m) It is not in material default or breach of any other contract or agreement that it may have with the State
or any of its departments, commissions, boards, or agencies. Contractor further represents and warrants that
it has not been a party to any contract with the State or any of its departments that was terminated by the State
or the department within the previous five years for the reason that Contractor failed to perform or otherwise
breached an obligation of the contract.

(n) If any of the certifications, representations, or disclosures made in the Contractor’s original bid
response change after contract award, the Contractor is required to report those changes immediately to the
Department of Technology, Management and Budget, Procurement.

2.122 Warranty of Merchantability - RESERVED

2.123 Warranty of Fitness for a Particular Purpose - RESERVED
2.124 Warranty of Title - RESERVED

2.125 Equipment Warranty - RESERVED

2.126 Equipment to be New - RESERVED

2.127 Prohibited Products - RESERVED

2.128 Consequences for Breach

In addition to any remedies available in law, if the Contractor breaches any of the warranties contained in this
section, the breach may be considered as a default in the performance of a material obligation of this Contract.

2.130 Insurance

2.131 Liability Insurance

The Contractor must provide proof of the minimum levels of insurance coverage as indicated below. The
insurance must protect the State from claims that may arise out of or result from the Contractor’s performance
of services under the terms of this Contract, whether the services are performed by the Contractor, or by any
subcontractor, or by anyone directly or indirectly employed by any of them, or by anyone for whose acts they
may be liable.
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The Contractor waives all rights against the State of Michigan, its departments, divisions, agencies, offices,
commissions, officers, employees and agents for recovery of damages to the extent these damages are
covered by the insurance policies the Contractor is required to maintain under this Contract.

All insurance coverage provided relative to this Contract/Purchase Order is PRIMARY and NON-
CONTRIBUTING to any comparable liability insurance (including self-insurances) carried by the State.

The insurance must be written for not less than any minimum coverage specified in this Contract or required by
law, whichever is greater.

The insurers selected by Contractor must have an A.M. Best rating of A or better, or as otherwise approved in
writing by the State, or if the ratings are no longer available, with a comparable rating from a recognized
insurance rating agency. All policies of insurance required in this Contract must be issued by companies that
have been approved to do business in the State.

See www.michigan.gov/LARA

Where specific limits are shown, they are the minimum acceptable limits. If Contractor’s policy contains higher
limits, the State must be entitled to coverage to the extent of the higher limits.

The Contractor is required to pay for and provide the type and amount of insurance checked M below:

] 1. Commercial General Liability with the following minimum coverage:
$2,000,000 General Aggregate Limit other than Products/Completed Operations
$2,000,000 Products/Completed Operations Aggregate Limit

$1,000,000 Personal & Advertising Injury Limit

$1,000,000 Each Occurrence Limit

The Contractor must list the State of Michigan, its departments, divisions, agencies, offices, commissions,
officers, employees and agents as ADDITIONAL INSUREDS on the Commercial General Liability certificate.
The Contractor also agrees to provide evidence that insurance policies contain a waiver of subrogation by the
insurance company.

2. If a motor vehicle is used to provide services or products under this Contract, the Contractor
must have vehicle liability insurance on any auto including owned, hired and non-owned vehicles used in
Contractor's business for bodily injury and property damage as required by law.

The Contractor must list the State of Michigan, its departments, divisions, agencies, offices, commissions,
officers, employees and agents as ADDITIONAL INSUREDS on the vehicle liability certificate. The Contractor
also agrees to provide evidence that insurance policies contain a waiver of subrogation by the insurance
company.

3. Workers’ compensation coverage must be provided according to applicable laws governing the
employees and employers work activities in the state of the Contractor’'s domicile. If a self-insurer provides the
applicable coverage, proof must be provided of approved self-insured authority by the jurisdiction of domicile.
For employees working outside of the state of qualification, Contractor must provide appropriate certificates of
insurance proving mandated coverage levels for the jurisdictions where the employees’ activities occur.

Any certificates of insurance received must also provide a list of states where the coverage is applicable.

The Contractor also agrees to provide evidence that insurance policies contain a waiver of subrogation by the
insurance company. This provision must not be applicable where prohibited or limited by the laws of the
jurisdiction in which the work is to be performed.

| 4. Employers liability insurance with the following minimum limits:
$100,000 each accident

$100,000 each employee by disease

$500,000 aggregate disease
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%} 5. Cyber-Liability Insurance with the following minimum limits:
$1,000,000 Per Occurrence

Additional Requirements:

The Contractor must list the State of Michigan, its departments, divisions, agencies, offices, commissions,
officers, employees, and agents as additional insureds. The Contractor also agrees to provide evidence that
insurance policies contain a waiver of subrogation by the insurance company.

O 6. Employee Fidelity, including Computer Crimes, insurance naming the State as a loss payee,
providing coverage for direct loss to the State and any legal liability of the State arising out of or related to
fraudulent or dishonest acts committed by the employees of Contractor or its Subcontractors, acting alone or in
collusion with others, in a minimum amount of one million dollars ($1,000,000.00) with a maximum deductible
of fifty thousand dollars ($50,000.00).

O 7. Umbrella or Excess Liability Insurance in a minimum amount of ten million dollars
($10,000,000.00), which must apply, at a minimum, to the insurance required in Subsection 1 (Commercial
General Liability) above.

O 8. Professional Liability (Errors and Omissions) Insurance with the following minimum coverage:
three million dollars ($3,000,000.00) each occurrence and three million dollars ($3,000,000.00) annual
aggregate.

O 9. Fire and Personal Property Insurance covering against any loss or damage to the office space
used by Contractor for any reason under this Contract, and the equipment, software and other contents of the
office space, including without limitation, those contents used by Contractor to provide the Services to the
State, up to its replacement value, where the office space and its contents are under the care, custody and
control of Contractor. The policy must cover all risks of direct physical loss or damage, including without
limitation, flood and earthquake coverage and coverage for computer hardware and software. The State must
be endorsed on the policy as a loss payee as its interests appear.

2.132 Subcontractor Insurance Coverage

Except where the State has approved in writing a Contractor subcontract with other insurance provisions,
Contractor must require all of its Subcontractors under this Contract to purchase and maintain the insurance
coverage as described in this Section for the Contractor in connection with the performance of work by those
Subcontractors. Alternatively, Contractor may include any Subcontractors under Contractor’s insurance on the
coverage required in this Section. Subcontractor(s) must fully comply with the insurance coverage required in
this Section. Failure of Subcontractor(s) to comply with insurance requirements does not limit Contractor’s
liability or responsibility.

2.133 Certificates of Insurance and Other Requirements

Contractor must furnish to DTMB Procurement, certificate(s) of insurance verifying insurance coverage or
providing satisfactory evidence of self-insurance as required in this Section (the “Certificates”). The Certificate
must be on the standard “accord” form or equivalent. The Contract Number or the Purchase Order Number
must be shown on the Certificate Of Insurance To Assure Correct Filing. All Certificate(s) are to be
prepared and submitted by the Insurance Provider. All Certificate(s) must contain a provision indicating that
coverage afforded under the policies SHALL NOT BE CANCELLED, MATERIALLY CHANGED, OR NOT
RENEWED without 30 days prior written notice, except for 10 days for non-payment of premium, having been
given to the Director of DTMB Procurement, Department of Technology, Management and Budget. The notice
must include the Contract or Purchase Order number affected. Before the Contract is signed, and not less
than 20 days before the insurance expiration date every year thereafter, the Contractor must provide evidence
that the State and its agents, officers and employees are listed as additional insured under each commercial
general liability and commercial automobile liability policy. In the event the State approves the representation
of the State by the insurer’s attorney, the attorney may be required to be designated as a Special Assistant
Attorney General by the Attorney General of the State of Michigan.
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The Contractor must maintain all required insurance coverage throughout the term of the Contract and any
extensions and, in the case of claims-made Commercial General Liability policies, must secure tail coverage
for at least three years following the expiration or termination for any reason of this Contract. The minimum
limits of coverage specified above are not intended, and must not be construed; to limit any liability or
indemnity of Contractor under this Contract to any indemnified party or other persons. Contractor is
responsible for all deductibles with regard to the insurance. If the Contractor fails to pay any premium for
required insurance as specified in this Contract, or if any insurer cancels or significantly reduces any required
insurance as specified in this Contract without the State’s written consent, then the State may, after the State
has given the Contractor at least 30 days written notice, pay the premium or procure similar insurance
coverage from another company or companies. The State may deduct any part of the cost from any payment
due the Contractor, or the Contractor must pay that cost upon demand by the State.

2.140 Indemnification

2.141 General Indemnification

To the extent permitted by law, the Contractor must indemnify, defend and hold harmless the State from
liability, including all claims and losses, and all related costs and expenses (including reasonable attorneys’
fees and costs of investigation, litigation, settlement, judgments, interest and penalties), accruing or resulting to
any person, firm or corporation that may be injured or damaged by the Contractor in the performance of this
Contract and that are attributable to the negligence or tortious acts of the Contractor or any of its
subcontractors, or by anyone else for whose acts any of them may be liable.

2.142 Code Indemnification
To the extent permitted by law, the Contractor shall indemnify, defend and hold harmless the State from any
claim, loss, or expense arising from Contractor’s breach of the No Surreptitious Code Warranty.

2.143 Employee Indemnification

In any claims against the State of Michigan, its departments, divisions, agencies, sections, commissions,
officers, employees and agents, by any employee of the Contractor or any of its subcontractors, the
indemnification obligation under the Contract must not be limited in any way by the amount or type of
damages, compensation or benefits payable by or for the Contractor or any of its subcontractors under
worker’s disability compensation acts, disability benefit acts or other employee benefit acts. This
indemnification clause is intended to be comprehensive. Any overlap in provisions, or the fact that greater
specificity is provided as to some categories of risk, is not intended to limit the scope of indemnification under
any other provisions.

2.144 Patent/Copyright Infringement Indemnification

To the extent permitted by law, the Contractor must indemnify, defend and hold harmless the State from and
against all losses, liabilities, damages (including taxes), and all related costs and expenses (including
reasonable attorneys’ fees and costs of investigation, litigation, settlement, judgments, interest and penalties)
incurred in connection with any action or proceeding threatened or brought against the State to the extent that
the action or proceeding is based on a claim that any piece of equipment, software, commodity or service
supplied by the Contractor or its subcontractors, or the operation of the equipment, software, commaodity or
service, or the use or reproduction of any documentation provided with the equipment, software, commodity or
service infringes any United States patent, copyright, trademark or trade secret of any person or entity, which
is enforceable under the laws of the United States.

In addition, should the equipment, software, commodity, or service, or its operation, become or in the State’s or
Contractor’s opinion be likely to become the subject of a claim of infringement, the Contractor must at the
Contractor’s sole expense (i) procure for the State the right to continue using the equipment, software,
commodity or service or, if the option is not reasonably available to the Contractor, (ii) replace or modify to the
State’s satisfaction the same with equipment, software, commaodity or service of equivalent function and
performance so that it becomes non-infringing, or, if the option is not reasonably available to Contractor, (iii)
accept its return by the State with appropriate credits to the State against the Contractor’s charges and
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reimburse the State for any losses or costs incurred as a consequence of the State ceasing its use and
returning it.

Notwithstanding the foregoing, the Contractor has no obligation to indemnify or defend the State for, or to pay
any costs, damages or attorneys’ fees related to, any claim based upon (i) equipment developed based on
written specifications of the State; (ii) use of the equipment in a configuration other than implemented or
approved in writing by the Contractor, including, but not limited to, any modification of the equipment by the
State; or (iii) the combination, operation, or use of the equipment with equipment or software not supplied by
the Contractor under this Contract.

2.145 Continuation of Indemnification Obligations

The Contractor’s duty to indemnify under this Section continues in full force and effect, notwithstanding the
expiration or early cancellation of the Contract, with respect to any claims based on facts or conditions that
occurred before expiration or cancellation.

2.146 Indemnification Procedures

The procedures set forth below must apply to all indemnity obligations under this Contract.

(a) After the State receives notice of the action or proceeding involving a claim for which it shall seek
indemnification, the State must promptly notify Contractor of the claim in writing and take or assist Contractor
in taking, as the case may be, any reasonable action to avoid the imposition of a default judgment against
Contractor. No failure to notify the Contractor relieves the Contractor of its indemnification obligations except
to the extent that the Contractor can prove damages attributable to the failure. Within 10 days following receipt
of written notice from the State relating to any claim, the Contractor must notify the State in writing whether
Contractor agrees to assume control of the defense and settlement of that claim (a “Notice of Election”). After
notifying Contractor of a claim and before the State receiving Contractor’s Notice of Election, the State is
entitled to defend against the claim, at the Contractor’'s expense, and the Contractor will be responsible for any
reasonable costs incurred by the State in defending against the claim during that period.

(b) If Contractor delivers a Notice of Election relating to any claim: (i) the State is entitled to participate in
the defense of the claim and to employ counsel at its own expense to assist in the handling of the claim and to
monitor and advise the State about the status and progress of the defense; (ii) the Contractor must, at the
request of the State, demonstrate to the reasonable satisfaction of the State, the Contractor’s financial ability to
carry out its defense and indemnity obligations under this Contract; (iii) the Contractor must periodically advise
the State about the status and progress of the defense and must obtain the prior written approval of the State
before entering into any settlement of the claim or ceasing to defend against the claim and (iv) to the extent
that any principles of Michigan governmental or public law may be involved or challenged, the State has the
right, at its own expense, to control the defense of that portion of the claim involving the principles of Michigan
governmental or public law. But the State may retain control of the defense and settlement of a claim by
notifying the Contractor in writing within 10 days after the State’s receipt of Contractor’s information requested
by the State under clause (ii) of this paragraph if the State determines that the Contractor has failed to
demonstrate to the reasonable satisfaction of the State the Contractor’s financial ability to carry out its defense
and indemnity obligations under this Section. Any litigation activity on behalf of the State, or any of its
subdivisions under this Section, must be coordinated with the Department of Attorney General. In the event
the insurer’'s attorney represents the State under this Section, the insurer’s attorney may be required to be
designated as a Special Assistant Attorney General by the Attorney General of the State of Michigan.

(c) If Contractor does not deliver a Notice of Election relating to any claim of which it is notified by the State
as provided above, the State may defend the claim in the manner as it may deem appropriate, at the cost and
expense of Contractor. If it is determined that the claim was one against which Contractor was required to
indemnify the State, upon request of the State, Contractor must promptly reimburse the State for all the
reasonable costs and expenses.
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2.150 Termination/Cancellation

2.151 Notice and Right to Cure

If the Contractor breaches the contract, and the State in its sole discretion determines that the breach is
curable, then the State shall provide the Contractor with written notice of the breach and a time period (not less
than 30 days) to cure the Breach. The notice of breach and opportunity to cure is inapplicable for successive
or repeated breaches or if the State determines in its sole discretion that the breach poses a serious and
imminent threat to the health or safety of any person or the imminent loss, damage, or destruction of any real
or tangible personal property.

2.152 Termination for Cause

(a) The State may terminate this contract, for cause, by notifying the Contractor in writing, if the Contractor
(i) breaches any of its material duties or obligations under this Contract (including a Chronic Failure to meet
any particular SLA), or (ii) fails to cure a breach within the time period specified in the written notice of breach
provided by the State

(b) If this Contract is terminated for cause, the Contractor must pay all costs incurred by the State in
terminating this Contract, including but not limited to, State administrative costs, reasonable attorneys’ fees
and court costs, and any reasonable additional costs the State may incur to procure the Services/Deliverables
required by this Contract from other sources. Re-procurement costs are not consequential, indirect or
incidental damages, and cannot be excluded by any other terms otherwise included in this Contract, provided
the costs are not in excess of 50% more than the prices for the Service/Deliverables provided under this
Contract.

(c) If the State chooses to partially terminate this Contract for cause, charges payable under this Contract
shall be equitably adjusted to reflect those Services/Deliverables that are terminated and the State must pay
for all Services/Deliverables for which Final Acceptance has been granted provided up to the termination date.
Services and related provisions of this Contract that are terminated for cause must cease on the effective date
of the termination.

(d) If the State terminates this Contract for cause under this Section, and it is determined, for any reason,
that Contractor was not in breach of contract under the provisions of this section, that termination for cause
must be deemed to have been a termination for convenience, effective as of the same date, and the rights and
obligations of the parties must be limited to that otherwise provided in this Contract for a termination for
convenience.

2.153 Termination for Convenience

The State may terminate this Contract for its convenience, in whole or part, if the State determines that a
termination is in the State’s best interest. Reasons for the termination must be left to the sole discretion of the
State and may include, but not necessarily be limited to (a) the State no longer needs the Services or products
specified in the Contract, (b) relocation of office, program changes, changes in laws, rules, or regulations make
implementation of the Services no longer practical or feasible, (c) unacceptable prices for Additional Services
or New Work requested by the State, or (d) falsification or misrepresentation, by inclusion or non-inclusion, of
information material to a response to any RFP issued by the State. The State may terminate this Contract for
its convenience, in whole or in part, by giving Contractor written notice at least 30 days before the date of
termination. If the State chooses to terminate this Contract in part, the charges payable under this Contract
must be equitably adjusted to reflect those Services/Deliverables that are terminated. Services and related
provisions of this Contract that are terminated for convenience must cease on the effective date of the
termination.

2.154 Termination for Non-Appropriation

(a) Contractor acknowledges that, if this Contract extends for several fiscal years, continuation of this
Contract is subject to appropriation or availability of funds for this Contract. If funds to enable the State to
effect continued payment under this Contract are not appropriated or otherwise made available, the State must
terminate this Contract and all affected Statements of Work, in whole or in part, at the end of the last period for
which funds have been appropriated or otherwise made available by giving written notice of termination to
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Contractor. The State must give Contractor at least 30 days advance written notice of termination for non-
appropriation or unavailability (or the time as is available if the State receives notice of the final decision less
than 30 days before the funding cutoff).

(b) If funding for the Contract is reduced by law, or funds to pay Contractor for the agreed-to level of the
Services or production of Deliverables to be provided by Contractor are not appropriated or otherwise
unavailable, the State may, upon 30 days written notice to Contractor, reduce the level of the Services or
change the production of Deliverables in the manner and for the periods of time as the State may elect. The
charges payable under this Contract shall be equitably adjusted to reflect any equipment, services or
commodities not provided by reason of the reduction.

(c) If the State terminates this Contract, eliminates certain Deliverables, or reduces the level of Services to
be provided by Contractor under this Section, the State must pay Contractor for all Work-in-Process performed
through the effective date of the termination or reduction in level, as the case may be and as determined by the
State, to the extent funds are available. This Section shall not preclude Contractor from reducing or stopping
Services/Deliverables or raising against the State in a court of competent jurisdiction, any claim for a shortfall
in payment for Services performed or Deliverables finally accepted before the effective date of termination.

2.155 Termination for Criminal Conviction

The State may terminate this Contract immediately and without further liability or penalty in the event
Contractor, an officer of Contractor, or an owner of a 25% or greater share of Contractor is convicted of a
criminal offense related to a State, public or private Contract or subcontract.

2.156 Termination for Approvals Rescinded

The State may terminate this Contract if any final administrative or judicial decision or adjudication disapproves
a previously approved request for purchase of personal services under Constitution 1963, Article 11, § 5, and
Civil Service Rule 7-1. In that case, the State shall pay the Contractor for only the work completed to that point
under the Contract. Termination may be in whole or in part and may be immediate as of the date of the written
notice to Contractor or may be effective as of the date stated in the written notice.

2.157 Rights and Obligations upon Termination

(a) If the State terminates this Contract for any reason, the Contractor must (a) stop all work as specified in
the notice of termination, (b) take any action that may be necessary, or that the State may direct, for
preservation and protection of Deliverables or other property derived or resulting from this Contract that may
be in Contractor’s possession, (c) return all materials and property provided directly or indirectly to Contractor
by any entity, agent or employee of the State, (d) transfer title in, and deliver to, the State, unless otherwise
directed, all Deliverables intended to be transferred to the State at the termination of the Contract and which
are resulting from the Contract (which must be provided to the State on an “As-Is” basis except to the extent
the amounts paid by the State in respect of the items included compensation to Contractor for the provision of
warranty services in respect of the materials), and (e) take any action to mitigate and limit any potential
damages, or requests for Contractor adjustment or termination settlement costs, to the maximum practical
extent, including terminating or limiting as otherwise applicable those subcontracts and outstanding orders for
material and supplies resulting from the terminated Contract.

(b) If the State terminates this Contract before its expiration for its own convenience, the State must pay
Contractor for all charges due for Services provided before the date of termination and, if applicable, as a
separate item of payment under this Contract, for Work In Process, on a percentage of completion basis at the
level of completion determined by the State. All completed or partially completed Deliverables prepared by
Contractor under this Contract, at the option of the State, becomes the State’s property, and Contractor is
entitled to receive equitable fair compensation for the Deliverables. Regardless of the basis for the
termination, the State is not obligated to pay, or otherwise compensate, Contractor for any lost expected future
profits, costs or expenses incurred with respect to Services not actually performed for the State.

(c) Upon a good faith termination, the State may assume, at its option, any subcontracts and agreements
for services and deliverables provided under this Contract, and may further pursue completion of the
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Services/Deliverables under this Contract by replacement contract or otherwise as the State may in its sole
judgment deem expedient.

2.158 Reservation of Rights

Any termination of this Contract or any Statement of Work issued under it by a party must be with full
reservation of, and without prejudice to, any rights or remedies otherwise available to the party with respect to
any claims arising before or as a result of the termination.

2.160 Termination by Contractor

2.161 Termination by Contractor

If the State breaches the Contract, and the Contractor in its sole discretion determines that the breach is
curable, then the Contractor will provide the State with written notice of the breach and a time period (not less
than 30 days) to cure the breach. The Notice of Breach and opportunity to cure is inapplicable for successive
and repeated breaches.

The Contractor may terminate this Contract if the State (i) materially breaches its obligation to pay the
Contractor undisputed amounts due and owing under this Contract, (ii) breaches its other obligations under this
Contract to an extent that makes it impossible or commercially impractical for the Contractor to perform the
Services, or (iii) does not cure the breach within the time period specified in a written notice of breach. But the
Contractor must discharge its obligations under Section 2.160 before it terminates the Contract.

2.170 Transition Responsibilities

2.171 Contractor Transition Responsibilities

If the State terminates this contract, for convenience or cause, or if the Contract is otherwise dissolved, voided,
rescinded, nullified, expires or rendered unenforceable, the Contractor shall comply with direction provided by
the State to assist in the orderly transition of equipment, services, software, leases, etc. to the State or a third
party designated by the State. If this Contract expires or terminates, the Contractor agrees to make all
reasonable efforts to effect an orderly transition of services within a reasonable period of time that in no event
will exceed one hundred and eighty (180) days. These efforts must include, but are not limited to, those listed
in Section 2.150.

2.172 Contractor Personnel Transition

The Contractor shall work with the State, or a specified third party, to develop a transition plan setting forth the
specific tasks and schedule to be accomplished by the parties, to effect an orderly transition. The Contractor
must allow as many personnel as practicable to remain on the job to help the State, or a specified third party,
maintain the continuity and consistency of the services required by this Contract. In addition, during or
following the transition period, in the event the State requires the Services of the Contractor’'s subcontractors or
vendors, as necessary to meet its needs, Contractor agrees to reasonably, and with good-faith, work with the
State to use the Services of Contractor’s subcontractors or vendors. Contractor will notify all of Contractor’s
subcontractors of procedures to be followed during transition.

2.173 Contractor Information Transition

The Contractor shall provide reasonable detailed specifications for all Services/Deliverables needed by the
State, or specified third party, to properly provide the Services/Deliverables required under this Contract. The
Contractor will provide the State with asset management data generated from the inception of this Contract
through the date on which this Contractor is terminated in a comma-delineated format unless otherwise
requested by the State. The Contractor will deliver to the State any remaining owed reports and
documentation still in Contractor’s possession subject to appropriate payment by the State.

2.174 Contractor Software Transition

The Contractor shall reasonably assist the State in the acquisition of any Contractor software required to
perform the Services/use the Deliverables under this Contract. This must include any documentation being
used by the Contractor to perform the Services under this Contract. If the State transfers any software
licenses to the Contractor, those licenses must, upon expiration of the Contract, transfer back to the State at
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their current revision level. Upon notification by the State, Contractor may be required to freeze all non-critical
changes to Deliverables/Services.

2.175 Transition Payments

If the transition results from a termination for any reason, the termination provisions of this Contract must
govern reimbursement. If the transition results from expiration, the Contractor will be reimbursed for all
reasonable transition costs (i.e. costs incurred within the agreed period after contract expiration that result from
transition operations) at the rates agreed upon by the State. The Contractor will prepare an accurate
accounting from which the State and Contractor may reconcile all outstanding accounts.

2.176 State Transition Responsibilities

In the event that this Contract is terminated, dissolved, voided, rescinded, nullified, or otherwise rendered
unenforceable, the State agrees to reconcile all accounts between the State and the Contractor, complete any
pending post-project reviews and perform any others obligations upon which the State and the Contractor
agree.

(a) Reconciling all accounts between the State and the Contractor;

(b) Completing any pending post-project reviews.

2.180 Stop Work

2.181 Stop Work Orders

The State may, at any time, by written Stop Work Order to Contractor, require that Contractor stop all, or any
part, of the work called for by the Contract for a period of up to 90 calendar days after the Stop Work Order is
delivered to Contractor, and for any further period to which the parties may agree. The Stop Work Order must
be identified as a Stop Work Order and must indicate that it is issued under this Section. Upon receipt of the
stop work order, Contractor must immediately comply with its terms and take all reasonable steps to minimize
incurring costs allocable to the work covered by the Stop Work Order during the period of work stoppage.
Within the period of the stop work order, the State must either: (a) cancel the stop work order; or (b) terminate
the work covered by the Stop Work Order as provided in Section 2.182.

2.182 Cancellation or Expiration of Stop Work Order

The Contractor shall resume work if the State cancels a Stop Work Order or if it expires. The parties shall
agree upon an equitable adjustment in the delivery schedule, the Contract price, or both, and the Contract shall
be modified, in writing, accordingly, if: (a) the Stop Work Order results in an increase in the time required for,
or in Contractor’s costs properly allocable to, the performance of any part of the Contract; and (b) Contractor
asserts its right to an equitable adjustment within 30 calendar days after the end of the period of work
stoppage; provided that, if the State decides the facts justify the action, the State may receive and act upon a
Contractor proposal submitted at any time before final payment under the Contract. Any adjustment will
conform to the requirements of Section 2.024.

2.183 Allowance of Contractor Costs

If the Stop Work Order is not canceled and the work covered by the Stop Work Order is terminated for reasons
other than material breach, the termination shall be deemed to be a termination for convenience under Section
2.153, and the State shall pay reasonable costs resulting from the Stop Work Order in arriving at the
termination settlement. For the avoidance of doubt, the State shall not be liable to Contractor for loss of profits
because of a Stop Work Order issued under this Section.

2.190 Dispute Resolution

2.191 In General
Any claim, counterclaim, or dispute between the State and Contractor arising out of or relating to the Contract
or any Statement of Work must be resolved as follows. For all Contractor claims seeking an increase in the
amounts payable to Contractor under the Contract, or the time for Contractor’s performance, Contractor must
submit a letter, together with all data supporting the claims, executed by Contractor’s Contract Administrator or
the Contract Administrator's designee certifying that (a) the claim is made in good faith, (b) the amount claimed
accurately reflects the adjustments in the amounts payable to Contractor or the time for Contractor’s
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performance for which Contractor believes the State is liable and covers all costs of every type to which
Contractor is entitled from the occurrence of the claimed event, and (c) the claim and the supporting data are
current and complete to Contractor’s best knowledge and belief.

2.192 Informal Dispute Resolution

(a) All disputes between the parties shall be resolved under the Contract Management procedures in this
Contract. If the parties are unable to resolve any dispute after compliance with the processes, the parties must
meet with the Director of Procurement, DTMB, or designee, to resolve the dispute without the need for formal
legal proceedings, as follows:

(1) The representatives of Contractor and the State must meet as often as the parties reasonably deem
necessary to gather and furnish to each other all information with respect to the matter at issue which the
parties believe to be appropriate and germane in connection with its resolution. The representatives shall
discuss the problem and negotiate in good faith in an effort to resolve the dispute without the necessity of any
formal proceeding.

(2) During the course of negotiations, all reasonable requests made by one party to another for non-
privileged information reasonably related to the Contract shall be honored in order that each of the parties may
be fully advised of the other’s position.

(3) The specific format for the discussions shall be left to the discretion of the designated State and
Contractor representatives, but may include the preparation of agreed upon statements of fact or written
statements of position.

(4) Following the completion of this process within 60 calendar days, the Director of Procurement, DTMB,
or designee, shall issue a written opinion regarding the issue(s) in dispute within 30 calendar days. The
opinion regarding the dispute must be considered the State’s final action and the exhaustion of administrative
remedies.

(b) This Section shall not be construed to prevent either party from instituting, and a party is authorized to
institute, formal proceedings earlier to avoid the expiration of any applicable limitations period, to preserve a
superior position with respect to other creditors, or under Section 2.193.

(c) The State shall not mediate disputes between the Contractor and any other entity, except state
agencies, concerning responsibility for performance of work under the Contract.

2.193 Injunctive Relief

The only circumstance in which disputes between the State and Contractor shall not be subject to the
provisions of Section 2.192 is where a party makes a good faith determination that a breach of the terms of
the Contract by the other party is that the damages to the party resulting from the breach shall be so
immediate, so large or severe and so incapable of adequate redress after the fact that a temporary restraining
order or other immediate injunctive relief is the only adequate remedy.

2.194 Continued Performance

Each party agrees to continue performing its obligations under the Contract while a dispute is being resolved
except to the extent the issue in dispute precludes performance (dispute over payment must not be deemed to
preclude performance) and without limiting either party’s right to terminate the Contract as provided in Section
2.150, as the case may be.

2.200 Federal and State Contract Requirements

2.201 Nondiscrimination

In the performance of the Contract, Contractor agrees not to discriminate against any employee or applicant for
employment, with respect to his or her hire, tenure, terms, conditions or privileges of employment, or any
matter directly or indirectly related to employment, because of race, color, religion, national origin, ancestry,
age, sex, height, weight, and marital status, physical or mental disability. Contractor further agrees that every
subcontract entered into for the performance of this Contract or any purchase order resulting from this Contract
will contain a provision requiring non-discrimination in employment, as specified here, binding upon each
Subcontractor. This covenant is required under the Elliot Larsen Civil Rights Act, 1976 PA 453, MCL 37.2101,
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et seq., and the Persons with Disabilities Civil Rights Act, 1976 PA 220, MCL 37.1101, et seq., and any breach
of this provision may be regarded as a material breach of the Contract.

2.202 Unfair Labor Practices

Under 1980 PA 278, MCL 423.321, et seq., the State shall not award a Contract or subcontract to an employer
whose name appears in the current register of employers failing to correct an unfair labor practice compiled
under section 2 of the Act. This information is compiled by the United States National Labor Relations Board.
A Contractor of the State, in relation to the Contract, shall not enter into a contract with a Subcontractor,
manufacturer, or supplier whose name appears in this register. Under section 4 of 1980 PA 278, MCL
423.324, the State may void any Contract if, after award of the Contract, the name of Contractor as an
employer or the name of the Subcontractor, manufacturer or supplier of Contractor appears in the register.

2.203 Workplace Safety and Discriminatory Harassment

In performing Services for the State, the Contractor shall comply with the Department of Civil Services Rule 2-
20 regarding Workplace Safety and Rule 1-8.3 regarding Discriminatory Harassment. In addition, the
Contractor shall comply with Civil Service regulations and any applicable agency rules provided to the
Contractor. For Civil Service Rules, see http://www.mi.gov/mdcs/0,1607,7-147-6877---,00.html.

2.204 Prevailing Wage — RESERVED/NA

2.210 Governing Law

2.211 Governing Law

The Contract shall in all respects be governed by, and construed according to, the substantive laws of the
State of Michigan without regard to any Michigan choice of law rules that would apply the substantive law of
any other jurisdiction to the extent not inconsistent with, or pre-empted by federal law.

2.212 Compliance with Laws
Contractor shall comply with all applicable state, federal and local laws and ordinances in providing the
Services/Deliverables.

2.213 Jurisdiction

Any dispute arising from the Contract shall be resolved in the State of Michigan. With respect to any claim
between the parties, Contractor consents to venue in Ingham County, Michigan, and irrevocably waives any
objections it may have to the jurisdiction on the grounds of lack of personal jurisdiction of the court or the laying
of venue of the court or on the basis of forum non convenience or otherwise. Contractor agrees to appoint
agents in the State of Michigan to receive service of process.

2.220 Limitation of Liability

2.221 Limitation of Liability

Neither the Contractor nor the State shall be liable to each other, regardless of the form of action, for
consequential, incidental, indirect, or special damages. This limitation of liability does not apply to claims for
infringement of United States patent, copyright, trademark or trade secrets; to claims for personal injury or
damage to property caused by the gross negligence or willful misconduct of the Contractor; to claims covered
by other specific provisions of this Contract calling for liquidated damages; or to court costs or attorney’s fees
awarded by a court in addition to damages after litigation based on this Contract.

The State’s liability for damages to the Contractor is limited to the value of the Contract.

2.230 Disclosure Responsibilities

2.231 Disclosure of Litigation

Contractor shall disclose any material criminal litigation, investigations or proceedings involving the Contractor

(and each Subcontractor) or any of its officers or directors or any litigation, investigations or proceedings under

the Sarbanes-Oxley Act. In addition, each Contractor (and each Subcontractor) shall notify the State of any

material civil litigation, arbitration or proceeding which arises during the term of the Contract and extensions, to
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which Contractor (or, to the extent Contractor is aware, any Subcontractor) is a party, and which involves: (i)
disputes that might reasonably be expected to adversely affect the viability or financial stability of Contractor or
any Subcontractor; or (ii) a claim or written allegation of fraud against Contractor or, to the extent Contractor is
aware, any Subcontractor by a governmental or public entity arising out of their business dealings with
governmental or public entities. The Contractor shall disclose in writing to the Contract Administrator any
litigation, investigation, arbitration or other proceeding (collectively, "Proceeding") within 30 days of its
occurrence. Details of settlements that are prevented from disclosure by the terms of the settlement may be
annotated. Information provided to the State from Contractor’s publicly filed documents referencing its material
litigation shall be deemed to satisfy the requirements of this Section.

If any Proceeding disclosed to the State under this Section, or of which the State otherwise becomes aware,
during the term of this Contract would cause a reasonable party to be concerned about:

(a) the ability of Contractor (or a Subcontractor) to continue to perform this Contract according to its terms
and conditions, or

(b) whether Contractor (or a Subcontractor) in performing Services for the State is engaged in conduct
which is similar in nature to conduct alleged in the Proceeding, which conduct would constitute a breach of this
Contract or a violation of Michigan law, regulations or public policy, then the Contractor must provide the State
all reasonable assurances requested by the State to demonstrate that:

(1) Contractor and its Subcontractors will be able to continue to perform this Contract and any Statements of
Work according to its terms and conditions, and

(2) Contractor and its Subcontractors have not and will not engage in conduct in performing the Services which
is similar in nature to the conduct alleged in the Proceeding.

(c) Contractor shall make the following notifications in writing:

(1) Within 30 days of Contractor becoming aware that a change in its ownership or officers has occurred,
or is certain to occur, or a change that could result in changes in the valuation of its capitalized assets in the
accounting records, Contractor must notify DTMB Procurement.

(2) Contractor shall also notify DTMB Procurement within 30 days whenever changes to asset valuations
or any other cost changes have occurred or are certain to occur as a result of a change in ownership or
officers.

(3) Contractor shall also notify DTMB Purchase Operations within 30 days whenever changes to company
affiliations occur.

2.232 Call Center Disclosure

Contractor and/or all subcontractors involved in the performance of this Contract providing call or contact
center services to the State shall disclose the location of its call or contact center services to inbound callers.
Failure to disclose this information is a material breach of this Contract.

2.233 Bankruptcy

The State may, without prejudice to any other right or remedy, terminate this Contract, in whole or in part, and,
at its option, may take possession of the “Work in Process” and finish the Works in Process by whatever
appropriate method the State may deem expedient if:

(a) the Contractor files for protection under the bankruptcy laws;

(b) an involuntary petition is filed against the Contractor and not removed within 30 days;

(c the Contractor becomes insolvent or if a receiver is appointed due to the Contractor's insolvency;

(d) the Contractor makes a general assignment for the benefit of creditors; or

(e) the Contractor or its affiliates are unable to provide reasonable assurances that the Contractor or its
affiliates can deliver the services under this Contract.

Contractor will fix appropriate notices or labels on the Work in Process to indicate ownership by the State. To
the extent reasonably possible, materials and Work in Process shall be stored separately from other stock and
marked conspicuously with labels indicating ownership by the State.
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2.240 Performance

2.241 Time of Performance

(a) Contractor shall use commercially reasonable efforts to provide the resources necessary to complete all
Services and Deliverables according to the time schedules contained in the Statements of Work and other
Attachment, Exhibit, or Appendix governing the work, and with professional quality.

(b) Without limiting the generality of Section 2.241, the Contractor shall notify the State in a timely manner
pursuant to the SLA upon becoming aware of any circumstances that may reasonably be expected to
jeopardize the timely and successful completion of any Deliverables/Services on the scheduled due dates in
the latest State-approved delivery schedule and must inform the State of the impact and risk to projected
actual delivery date.

(c) If the Contractor believes a delay in performance by the State has caused or will cause the Contractor to
be unable to perform its obligations according to specified Contract time periods, the Contractor must notify the
State in a timely manner and must use commercially reasonable efforts to perform its obligations according to
the Contract time periods notwithstanding the State’s failure. The Contractor will not be in default for a delay in
performance to the extent the delay is caused by the State.

2.242 Service Level Agreement (SLA)
(a) SLAs as described in Appendix C will consider the following.

1. SLAs will not be calculated for individual Incidents where any event of Excusable Failure has been
determined; Incident means any interruption in Services.

2. SLAs will not be calculated for individual Incidents where loss of service is agreed, planned, and the
State has received prior notification.

3. SLAs will not apply if the applicable Incident could have been prevented through planning proposed by
Contractor and not implemented at the request of the State. To invoke this consideration, complete
documentation relevant to the denied planning proposal must be presented to substantiate the
proposal.

4. Time period measurements will be based on the time Incidents are received by the Contractor and the
time the State receives notification of resolution based on 24x7x365 time period. Time period
measurement may be suspended based on the following:

a. The Contractor does not have access to a physical State Location and where access to the State
Location is necessary for problem identification and resolution.

b. The Contractor needs to obtain timely and accurate information or appropriate feedback and is
unable to obtain timely and accurate information or appropriate feedback from the State.

(b) Chronic Failure for any Service(s) will be defined as three unscheduled outage(s) or interruption(s) on any
individual Service for the same reason or cause or if the same reason or cause was reasonably discoverable in
the first instance over a rolling 30 day period. Chronic Failure will result in the State’s option to terminate the
effected individual Service(s) and procure them from a different vendor for the chronic location(s) with
Contractor to pay the difference in charges for up to three additional months. The termination of the Service
will not affect any tiered pricing levels.
(c) Root Cause Analysis will be performed on outage(s) as prescribed by the SLA or when requested by the
Contract Administrator. The Contractor will provide its analysis as prescribed by the SLA or within two weeks
of the outage(s) and provide a recommendation for resolution.
(d) All decimals must be rounded to two decimal places with five and greater rounding up and four and less
rounding down unless otherwise specified.

2.243 Liquidated Damages

The parties acknowledge that late or improper completion of the Work will cause loss and damage to the State,
and that it would be impracticable and extremely difficult to fix the actual damage sustained by the State as a
result. Therefore, Contractor and the State agree that if there is late or improper completion of the Work and
the State does not elect to exercise its rights under Section 2.152, the State is entitled to collect liquidated
damages in the amount of $1,000.00 and an additional $100.00 per day for each day Contractor fails to
remedy the late or improper completion of the Work.
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Unauthorized Removal of any Key Personnel

It is acknowledged that an Unauthorized Removal will interfere with the timely and proper completion of the
Contract, to the loss and damage of the State, and that it would be impracticable and extremely difficult to fix
the actual damage sustained by the State as a result of any Unauthorized Removal. Therefore, Contractor and
the State agree that in the case of any Unauthorized Removal in respect of which the State does not elect to
exercise its rights under Section 2.152, the State may assess liquidated damages against Contractor as
specified below.

For the Unauthorized Removal of any Key Personnel designated in the applicable Statement of Work, the
liguidated damages amount is $25,000.00 per individual if the Contractor identifies a replacement approved by
the State under Section 2.060 and assigns the replacement to the Project to shadow the Key Personnel who is
leaving for a period of at least 30 days before the Key Personnel’s removal.

If Contractor fails to assign a replacement to shadow the removed Key Personnel for at least 30 days, in
addition to the $25,000.00 liquidated damages for an Unauthorized Removal, Contractor must pay the amount
of $833.33 per day for each day of the 30 day shadow period that the replacement Key Personnel does not
shadow the removed Key Personnel, up to $25,000.00 maximum per individual. The total liquidated damages
that may be assessed per Unauthorized Removal and failure to provide 30 days of shadowing must not exceed
$50,000.00 per individual.

2.244 Excusable Failure
Neither party will be liable for any default, damage or delay in the performance of its obligations under the
Contract to the extent the default, damage or delay is caused by one or more of the following.

e government regulations or requirements (executive, legislative, judicial, military or otherwise)

¢ failures of commercial transportation, equipment shortages, suppliers’ failures, or acts or omissions of
common carriers

¢ injunctions (provided the injunction was not issued as a result of any fault or negligence of the party
seeking to have its default or delay excused)

o strikes, labor disputes, embargoes, riots, or civil disorders

e cause deemed beyond the reasonable control of the party provided the non-performing party and its
Subcontractors are

= without fault in causing the default or delay
= the default or delay could not have been prevented by reasonable precautions

= the default or delay could not have been reasonably circumvented by the non-performing party
through the use of alternate sources or workaround plans

Disasters such as power failure, electrical surges or current fluctuations, lightning, earthquake, fire, water or
other forces of nature or acts of God should be mitigated with a planned response documented in the disaster
plan.

If a party does not perform its contractual obligations for any of the reasons listed above, the non-performing
party will be excused from any further performance of its affected obligation(s) for as long as the circumstances
prevail. But the party must use commercially reasonable efforts to recommence performance whenever and to
whatever extent possible without delay. A party must promptly notify the other party in writing immediately
after the excusable failure occurs, and also when it abates or ends.

If any of the above-enumerated circumstances substantially prevent, hinder, or delay the Contractor’s
performance of the Services/provision of Deliverables for more than 10 Business Days, and the State
determines that performance is not likely to be resumed within a period of time that is satisfactory to the State
in its reasonable discretion, then at the State’s option: (a) the State may procure the affected
Services/Deliverables from an alternate source, and the State is not be liable for payment for the unperformed
Services/ Deliverables not provided under the Contract for so long as the delay in performance continues; (b)
the State may terminate any portion of the Contract so affected and the charges payable will be equitably
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adjusted to reflect those Services/Deliverables terminated; or (c) the State may terminate the affected
Statement of Work without liability to Contractor as of a date specified by the State in a written notice of
termination to the Contractor, except to the extent that the State must pay for Services/Deliverables provided
through the date of termination.

The Contractor will not have the right to any additional payments from the State as a result of any Excusable
Failure occurrence or to payments for Services not rendered/Deliverables not provided as a result of the
Excusable Failure condition. Defaults or delays in performance by Contractor which are caused by acts or
omissions of its Subcontractors will not relieve Contractor of its obligations under the Contract except to the
extent that a Subcontractor is itself subject to an Excusable Failure condition described above and Contractor
cannot reasonably circumvent the effect of the Subcontractor’s default or delay in performance through the use
of alternate sources, workaround plans or other means.

2.250 Approval of Deliverables

2.251 Delivery of Deliverables

Deliverables will be prepared and delivered as planned and documented in the project plan. Changes in
deliverables which impact quality, requirements, and/or schedule will be managed by the State’s change
control process.

Prior to delivering any Deliverable to the State, Contractor will first perform all required quality assurance
activities, and, in the case of Software Deliverables, System Testing to verify that the Deliverable is complete
and in conformance with its specifications. Before delivering a Deliverable to the State, Contractor shall certify
to the State that (1) it has performed such quality assurance activities, (2) it has performed any applicable
testing, (3) it has corrected all material deficiencies discovered during such quality assurance activities and
testing, (4) the Deliverable is in a suitable state of readiness for the State’s review and approval, and (5) the
Deliverable/Service has all Critical Security patches/updates applied.

In discharging its obligations under this Section, Contractor shall be at all times (except where the parties
agree otherwise in writing) in compliance the State’s project management SUITE mythology.

2.252 Contractor System Testing

Contractor will be responsible for testing each Software Deliverable in Contractor’s development environment
prior to turning over the Software Deliverable to the State for User Acceptance Testing and approval.
Contractor’s System Testing shall include the following, at a minimum, plus any other testing required by CMM
Level 3 or Contractor’s system development methodology:

Contractor will be responsible for performing Unit Testing and incremental Integration Testing of the
components of each Software Deliverable.

Contractor’'s System Testing will also include Integration Testing of each Software Deliverable to ensure proper
inter-operation with all prior software Deliverables, interfaces and other components that are intended to inter-
operate with such Software Deliverable, and will include Regression Testing, volume and stress testing to
ensure that the Software Deliverables are able to meet the State’s projected growth in the number and size of
transactions to be processed by the Application and number of users, as such projections are set forth in the
applicable Statement of Work.

Contractor’s System Testing will also include Business Function Testing and Technical Testing of each
Application in a simulated production environment. Business Function Testing will include testing of full work
streams that flow through the Application as the Application will be incorporated within the State’s computing
environment. The State shall participate in and provide support for the Business Function Testing to the extent
reasonably requested by Contractor. Within ten (10) days before the commencement of Business Function
Testing pursuant to this Section, Contractor shall provide the State for State review and written approval
Contractor’s test plan for Business Function Testing.

Within five (5) Business Days following the completion of System Testing pursuant to this Section, Contractor

shall provide to the State a testing matrix establishing that testing for each condition identified in the System
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Testing plans has been conducted and successfully concluded. To the extent that testing occurs on State
premises, the State shall be entitled to observe or otherwise participate in testing under this Section as the
State may elect.

2.253 Approval of Deliverables, In General

All Deliverables (Written Deliverables and Software Deliverables) require formal written approval by the State,
in accordance with the following procedures. Formal approval by the State requires that the Deliverable be
confirmed in writing by the State to meet its specifications, which, in the case of Software Deliverables, will
include the successful completion of State User Acceptance Testing, to be led by the State with the support
and assistance of Contractor. The parties acknowledge that the approval process set forth herein will be
facilitated by ongoing consultation between the parties, visibility of interim and intermediate Deliverables and
collaboration on key decisions.

The State’s obligation to comply with any State Review Period is conditioned on the timely delivery of
Deliverables being reviewed. If Contractor fails to provide a Deliverable to the State in a timely manner, the
State will nevertheless use commercially reasonable efforts to complete its review or testing within the
applicable State Review Period.

Before commencement of its review or testing of a Deliverable, the State may inspect the Deliverable to
confirm that all components of the Deliverable (e.g., software, associated documentation, and other materials)
have been delivered. If the State determines that the Deliverable is incomplete, the State may refuse delivery
of the Deliverable without performing any further inspection or testing of the Deliverable. Otherwise, the review
period will be deemed to have started on the day the State receives the Deliverable and the applicable
certification by Contractor in accordance with this Section.

The State will approve in writing a Deliverable upon confirming that it conforms to and, in the case of a
Software Deliverable, performs in accordance with, its specifications without material deficiency. The State
may, but shall not be required to, conditionally approve in writing a Deliverable that contains material
deficiencies if the State elects to permit Contractor to rectify them post-approval. In any case, Contractor will
be responsible for working diligently to correct within a reasonable time at Contractor's expense all deficiencies
in the Deliverable that remain outstanding at the time of State approval.

If, after three (3) opportunities (the original and two repeat efforts), Contractor is unable to correct all
deficiencies preventing State approval of a Deliverable, the State may: (i) demand that Contractor cure the
failure and give Contractor additional time to cure the failure at the sole expense of Contractor; or (ii) keep this
Contract in force and do, either itself or through other parties, whatever Contractor has failed to do, in which
event Contractor shall bear any excess expenditure incurred by the State in so doing beyond the contract price
for such Deliverable and will pay the State an additional sum equal to ten percent (10%) of such excess
expenditure to cover the State’s general expenses without the need to furnish proof in substantiation of such
general expenses; or (iii) terminate this Contract for default, either in whole or in part by notice to Contractor
(and without the need to afford Contractor any further opportunity to cure). Notwithstanding the foregoing, the
State shall not use, as a basis for exercising its termination rights under this Section, deficiencies discovered in
a repeat State Review Period that could reasonably have been discovered during a prior State Review Period.

The State, at any time and in its own discretion, may halt the UAT or approval process if such process reveals
deficiencies in or problems with a Deliverable in a sufficient quantity or of a sufficient severity as to make the
continuation of such process unproductive or unworkable. In such case, the State may return the applicable
Deliverable to Contractor for correction and re-delivery prior to resuming the review or UAT process and, in
that event, Contractor will correct the deficiencies in such Deliverable in accordance with the Contract, as the
case may be.

Approval in writing of a Deliverable by the State shall be provisional; that is, such approval shall not preclude
the State from later identifying deficiencies in, and declining to accept, a subsequent Deliverable based on or
which incorporates or inter-operates with an approved Deliverable, to the extent that the results of subsequent
review or testing indicate the existence of deficiencies in the subsequent Deliverable, or if the Application of
which the subsequent Deliverable is a component otherwise fails to be accepted pursuant to Section 2.080.
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2.254 Process for Approval of Written Deliverables

The State Review Period for Written Deliverables will be the number of days set forth in the applicable
Statement of Work following delivery of the final version of the Written Deliverable (failing which the State
Review Period, by default, shall be five (5) Business Days for Written Deliverables of one hundred (100) pages
or less and ten (10) Business Days for Written Deliverables of more than one hundred (100) pages). The
duration of the State Review Periods will be doubled if the State has not had an opportunity to review an
interim draft of the Written Deliverable prior to its submission to the State. The State agrees to notify
Contractor in writing by the end of the State Review Period either stating that the Written Deliverable is
approved in the form delivered by Contractor or describing any deficiencies that shall be corrected prior to
approval of the Written Deliverable (or at the State’s election, subsequent to approval of the Written
Deliverable). If the State delivers to Contractor a notice of deficiencies, Contractor will correct the described
deficiencies and within five (5) Business Days resubmit the Deliverable in a form that shows all revisions made
to the original version delivered to the State. Contractor’s correction efforts will be made at no additional
charge. Upon receipt of a corrected Written Deliverable from Contractor, the State will have a reasonable
additional period of time, not to exceed the length of the original State Review Period, to review the corrected
Written Deliverable to confirm that the identified deficiencies have been corrected.

2.255 Process for Approval of Software Deliverables

The State will conduct UAT of each Software Deliverable in accordance with the following procedures to
determine whether it meets the criteria for State approval —i.e., whether it conforms to and performs in
accordance with its specifications without material deficiencies.

Within thirty (30) days (or such other number of days as the parties may agree to in writing) prior to
Contractor’s delivery of any Software Deliverable to the State for approval, Contractor shall provide to the State
a set of proposed test plans, including test cases, scripts, data and expected outcomes, for the State’s use
(which the State may supplement in its own discretion) in conducting UAT of the Software Deliverable.
Contractor, upon request by the State, shall provide the State with reasonable assistance and support during
the UAT process.

For the Software Deliverables listed in an attachment, the State Review Period for conducting UAT will be as
indicated in the attachment. For any other Software Deliverables not listed in an attachment, the State Review
Period shall be the number of days agreed in writing by the parties (failing which it shall be forty-five (45) days
by default). The State Review Period for each Software Deliverable will begin when Contractor has delivered
the Software Deliverable to the State accompanied by the certification required by this Section and the State’s
inspection of the Deliverable has confirmed that all components of it have been delivered.

The State’s UAT will consist of executing test scripts from the proposed testing submitted by Contractor, but
may also include any additional testing deemed appropriate by the State. If the State determines during the
UAT that the Software Deliverable contains any deficiencies, the State will notify Contractor of the deficiency
by making an entry in an incident reporting system available to both Contractor and the State. Contractor will
modify promptly the Software Deliverable to correct the reported deficiencies, conduct appropriate System
Testing (including, where applicable, Regression Testing) to confirm the proper correction of the deficiencies
and re-deliver the corrected version to the State for re-testing in UAT. Contractor will coordinate the re-delivery
of corrected versions of Software Deliverables with the State so as not to disrupt the State’s UAT process. The
State will promptly re-test the corrected version of the Software Deliverable after receiving it from Contractor.

Within three (3) business days after the end of the State Review Period, the State will give Contractor a written
notice indicating the State’s approval or rejection of the Software Deliverable according to the criteria and
process set out in this Section.

2.256 Final Acceptance

“Final Acceptance” shall be considered to occur when the Solution to be delivered has been approved by the
State and has been operating in production without any material deficiency for fourteen (14) consecutive days.
If the State elects to defer putting the Solution into live production for its own reasons, not based on concerns
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about outstanding material deficiencies in the Deliverable, the State shall nevertheless grant Final Acceptance
of the Project.

2.260 Ownership

2.261 Ownership of Work Product by State

The State owns all Deliverables, as they are work made for hire by the Contractor for the State. The State
owns all United States and international copyrights, trademarks, patents or other proprietary rights in the
Deliverables.

2.262 Vesting of Rights

With the sole exception of any preexisting licensed works identified in the SOW, the Contractor assigns, and
upon creation of each Deliverable automatically assigns, to the State, ownership of all United States and
international copyrights, trademarks, patents, or other proprietary rights in each and every Deliverable, whether
or not registered by the Contractor, insofar as any the Deliverable, by operation of law, may not be considered
work made for hire by the Contractor for the State. From time to time upon the State’s request, the Contractor
must confirm the assignment by execution and delivery of the assignments, confirmations of assignment, or
other written instruments as the State may request. The State may obtain and hold in its own name all
copyright, trademark, and patent registrations and other evidence of rights that may be available for
Deliverables.

2.263 Rights in Data

The State is the owner of all data made available by the State to the Contractor or its agents, Subcontractors
or representatives under the Contract. The Contractor will not use the State’s data for any purpose other than
providing the Services, nor will any part of the State’s data be disclosed, sold, assigned, leased or otherwise
disposed of to the general public or to specific third parties or commercially exploited by or on behalf of the
Contractor. No employees of the Contractor, other than those on a strictly need-to-know basis, have access to
the State’s data. Contractor will not possess or assert any lien or other right against the State’s data. Without
limiting the generality of this Section, the Contractor must only use personally identifiable information as strictly
necessary to provide the Services and must disclose the information only to its employees who have a strict
need-to-know the information. The Contractor must comply at all times with all laws and regulations applicable
to the personally identifiable information.

The State is the owner of all State-specific data under the Contract. The State may use the data provided by
the Contractor for any purpose. The State will not possess or assert any lien or other right against the
Contractor’s data. Without limiting the generality of this Section, the State may use personally identifiable
information only as strictly necessary to utilize the Services and must disclose the information only to its
employees who have a strict need to know the information, except as provided by law. The State must comply
at all times with all laws and regulations applicable to the personally identifiable information. Other material
developed and provided to the State remains the State’s sole and exclusive property.

2.264 Ownership of Materials

The State and the Contractor will continue to own their respective proprietary technologies developed before
entering into the Contract. Any hardware bought through the Contractor by the State, and paid for by the
State, will be owned by the State. Any software licensed through the Contractor and sold to the State, will be
licensed directly to the State.

2.270 State Standards
2.271 Existing Technology Standards - Please refer to Section 1.103.-

2.272 Acceptable Use Policy

To the extent that Contractor has access to the State computer system, Contractor must comply with the
State’s Acceptable Use Policy, see http://michigan.gov/cybersecurity/0,1607,7-217-34395 34476---,00.html Al
Contractor employees must be required, in writing, to agree to the State’s Acceptable Use Policy before
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accessing the State system. The State reserves the right to terminate Contractor’s access to the State system
if a violation occurs.

2.273 Systems Changes

Contractor is not responsible for and not authorized to make changes to any State systems without written
authorization from the Project Manager. Any changes Contractor makes to State systems with the State’s
approval must be done according to applicable State procedures, including security, access and configuration
management procedures.

2.280 Extended Purchasing
2.281 MIDEAL (Michigan Delivery Extended Agreements Locally - RESERVED
2.282 RESERVED - State Employee Purchases

2.290 Environmental Provision - RESERVED/NA

2.300 Deliverables

2.301 Software

A list of the items of software the State is required to purchase for executing the Contract is attached. The list
includes all software required to complete the Contract and make the Deliverables operable; if any additional
software is required in order for the Deliverables to meet the requirements of this Contract, such software shall
be provided to the State by Contractor at no additional charge (except where agreed upon and specified in a
Statement of Work or Contract Change Notice). The attachment also identifies certain items of software to be
provided by the State.

2.302 RESERVED - Hardware

2.310 Software Warranties

2.311 Performance Warranty

The Contractor represents and warrants that Deliverables, after Final Acceptance, will perform and operate in
compliance with the requirements and other standards of performance contained in this Contract (including all
descriptions, specifications and drawings made a part of the Contract) for the duration of the Contract. In the

event of a breach of this warranty, Contractor will promptly correct the affected Deliverable(s) at no charge to

the State.

2.312 No Surreptitious Code Warranty

The Contractor represents and warrants that no copy of licensed Software provided to the State contains or will
contain any Self-Help Code or any Unauthorized Code as defined below. This warranty is referred to in this
Contract as the “No Surreptitious Code Warranty.”

As used in this Contract, “Self-Help Code” means any back door, time bomb, drop dead device, or other
software routine designed to disable a computer program automatically with the passage of time or under the
positive control of a person other than the licensee of the software. Self-Help Code does not include Software
routines in a computer program, if any, designed to permit an owner of the computer program (or other person
acting by authority of the owner) to obtain access to a licensee’s computer system(s) (e.g. remote access via
modem) for purposes of maintenance or technical support.

As used in this Contract, “Unauthorized Code” means any virus, Trojan horse, spyware, worm or other
Software routines or components designed to permit unauthorized access to disable, erase, or otherwise harm
software, equipment, or data; or to perform any other such actions. The term Unauthorized Code does not
include Self-Help Code. Unauthorized Code does not include Software routines in a computer program, if any,
designed to permit an owner of the computer program (or other person acting by authority of the owner) to
obtain access to a licensee’s computer system(s) (e.g. remote access via modem) for purposes of
maintenance or technical support.
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In addition, Contractor will use up-to-date commercial virus detection software to detect and remove any
viruses from any software prior to delivering it to the State.

2.313 Calendar Warranty

The Contractor represents and warrants that all software for which the Contractor either sells or licenses to the
State of Michigan and used by the State prior to, during or after the calendar year 2000, includes or shall
include, at no added cost to the State, design and performance so the State shall not experience software
abnormality and/or the generation of incorrect results from the software, due to date oriented processing, in the
operation of the business of the State of Michigan.

The software design, to insure calendar year rollover compatibility, shall include, but is not limited to: data
structures (databases, data files, etc.) that provide 4-digit date century; stored data that contain date century
recognition, including, but not limited to, data stored in databases and hardware device internal system dates;
calculations and program logic (e.g., sort algorithms, calendar generation, event recognition, and all
processing actions that use or produce date values) that accommodates same century and multi-century
formulas and date values; interfaces that supply data to and receive data from other systems or organizations
that prevent non-compliant dates and data from entering any State system; user interfaces (i.e., screens,
reports, etc.) that accurately show 4 digit years; and assurance that the year 2000 shall be correctly treated as
a leap year within all calculation and calendar logic.

2.314 Third-party Software Warranty

The Contractor represents and warrants that it will disclose the use or incorporation of any third-party software
into the Deliverables. At the time of Delivery, the Contractor shall provide in writing the name and use of any
Third-party Software, including information regarding the Contractor’s authorization to include and utilize such
software. The notice shall include a copy of any ownership agreement or license that authorizes the
Contractor to use the Third-party Software.

2.315 Physical Media Warranty

Contractor represents and warrants that each licensed copy of the Software provided by the Contractor is free
from physical defects in the media that tangibly embodies the copy. This warranty does not apply to defects
arising from acts of Excusable Failure. If the Contractor breaches this warranty, then the State shall be entitled
to replacement of the non-compliant copy by Contractor, at Contractor’s expense (including shipping and
handling).

2.320 Software Licensing

2.321 RESERVED - Cross-License, Deliverables Only, License to Contractor

2.322 RESERVED - Cross-License, Deliverables and Derivative Work, License to Contractor
2.323 RESERVED - License Back to the State

2.324 RESERVED - License Retained by Contractor

2.325 Pre-existing Materials for Software Deliverables

Neither Contractor nor any of its Subcontractors shall incorporate any preexisting materials (including Standard
Software) into Custom Software Deliverables or use any pre-existing materials to produce Custom Software
Deliverables if such pre-existing materials will be needed by the State in order to use the Custom Software
Deliverables unless (i) such pre-existing materials and their owners are identified to the State in writing and (ii)
such pre-existing materials are either readily commercially available products for which Contractor or its
Subcontractor, as the case may be, has obtained a license (in form and substance approved by the State) in
the name of the State, or are materials that Contractor or its Subcontractor, as the case may be, has the right
to license to the State and has licensed to the State on terms and conditions approved by the State prior to
using such pre-existing materials to perform the Services.
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2.330 Source Code Escrow
2.331 Definition

“Source Code Escrow Package” shall mean:

(a) A complete copy in machine-readable form of the source code and executable code of the Licensed
Software, including any updates or new releases of the product;

(b) A complete copy of any existing design documentation and user documentation, including any updates
or revisions; and/or

(c) Complete instructions for compiling and linking every part of the source code into executable code for
purposes of enabling verification of the completeness of the source code as provided below. Such instructions
shall include precise identification of all compilers, library packages, and linkers used to generate executable
code.

2.332 Delivery of Source Code into Escrow

Contractor shall deliver a Source Code Escrow Package to the Escrow Agent, pursuant to the Escrow
Contract, which shall be entered into on commercially reasonable terms subject to the provisions of this
Contract within (30) thirty days of the execution of this Contract.

2.333 Delivery of New Source Code into Escrow

If at any time during the term of this Contract, the Contractor provides a maintenance release or upgrade
version of the Licensed Software, Contractor shall within ten (10) days deposit with the Escrow Agent, in
accordance with the Escrow Contract, a Source Code Escrow Package for the maintenance release or
upgrade version, and provide the State with notice of the delivery.

2.334 Verification
The State reserves the right at any time, but not more than once a year, either itself or through a third party
contractor, upon thirty (30) days written notice, to seek verification of the Source Code Escrow Package.

2.335 Escrow Fees
The Contractor will pay all fees and expenses charged by the Escrow Agent.

2.336 Release Events
The Source Code Escrow Package may be released from escrow to the State, temporarily or permanently,
upon the occurrence of one or more of the following:

(a) The Contractor becomes insolvent, makes a general assignment for the benefit of creditors, files a
voluntary petition of bankruptcy, suffers or permits the appointment of a receiver for its business or assets,
becomes subject to any proceeding under bankruptcy or insolvency law, whether domestic or foreign;

(b) The Contractor has wound up or liquidated its business voluntarily or otherwise and the State has
reason to believe that such events will cause the Contractor to fail to meet its warranties and maintenance
obligations in the foreseeable future;

(c) The Contractor voluntarily or otherwise discontinues support of the provided products or fails to support
the products in accordance with its maintenance obligations and warranties.

2.337 Release Event Procedures

If the State desires to obtain the Source Code Escrow Package from the Escrow Agent upon the occurrence of
an Event in this Section, then:

(@) The State shall comply with all procedures in the Escrow Contract;
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(b) The State shall maintain all materials and information comprising the Source Code Escrow Package in
confidence in accordance with this Contract;

(c) If the release is a temporary one, then the State shall promptly return all released materials to
Contractor when the circumstances leading to the release are no longer in effect.

2.338 License

Upon release from the Escrow Agent pursuant to an event described in this Section, the Contractor
automatically grants the State a non-exclusive, irrevocable license to use, reproduce, modify, maintain,
support, update, have made, and create Derivative Works. Further, the State shall have the right to use the
Source Code Escrow Package in order to maintain and support the Licensed Software so that it can be used
by the State as set forth in this Contract.

2.339 Derivative Works

Any Derivative Works to the source code released from escrow that are made by or on behalf of the State shall
be the sole property of the State. The State acknowledges that its ownership rights are limited solely to the
Derivative Works and do not include any ownership rights in the underlying source code.

Bidder shall check only 1 box below, and identify exception(s) in regard to Article 2

L1 || have reviewed Article 2 agree with no exceptions.
| have reviewed Article 2 and have identified all exceptions per the instructions below.
I have identified all exceptions and revisions to Article 2 as track changes. | understand this
could impact the State’s ability to award a contract to my firm by considering my

7 proposal, and furthermore the State reserves the right to deduct as much as ten (10)

points from my technical score for any exception or revision to Article 2. Furthermore, |
understand that, if the State awards to my firm, and if the State and my firm cannot reach
agreement on all excepted or revised Article 2 Terms and Conditions within five (5)
business days of Notice of Recommendation, then the State reserves the right, at its sole
discretion, to rescind the Award and to re-award to the next-most qualified bidder.

Bidder shall provide a statement that a Certificate of Insurance will be provided as a
condition of award has been included (referenced in Section 2.133).

Bidder
Response:
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Glossary
# Term Definition
1 24x7x365 A service that will be present regardless of current time or day. Specifically, 24 hours a day,
' seven days a week, 365 days a year including the 366th day in a leap year.
Additional Means any Services/Deliverables within the scope of the Contract, but not specifically provided
2. Service under any Statement of Work, that once added will result in the need to provide the Contractor
with additional consideration.
3. Audit Period See Section 2.110
Blanket . ;
4. An alternate term for Contract as used in the State’s computer system
Purchase Order
5. Business Critical | Any function identified in any Statement of Work as Business Critical.
Business Day Whether capitalized or not, shall mean any day other than a Saturday, Sunday or State-
6. recognized legal holiday (as identified in the Collective Bargaining Agreement for State
employees) from 8:00am EST through 5:00pm EST unless otherwise stated.
CEPD Career Education Planning District
Chronic Failure See Section 2.240
CTE Career and Technical Education
Data Center A facility used to house computer systems and associated components, such as
10 telecommunications and storage systems. It generally includes redundant or backup power
' supplies, redundant data communications connections, environmental controls (e.g., air
conditioning, fire suppression) and security devices.
1. | Deleted/NA Sectl_on is not appl!cable or included in this RFP. This is used as a placeholder to maintain
consistent numbering.
12. | MDE Michigan Department of Education
13. | OCTE Office of Career and Technical Education
14. | DTMB Department of Technology, Management and Budget
15 Excusable See Section 2.244.
" | Failure
16. | Fiscal Year October 1 through September 30 of the following calendar year.
17. | Incident See SLA.
18 ITB A generic term used to describe an Invitation to Bid. The ITB serves as the document for
' transmitting the RFP to potential bidders.
Key Personnel See Article 1
Any Services/Deliverables outside the scope of the Contract and not specifically provided
19. | New Work under any Statement of Work, that once added will result in the need to provide the Contractor
with additional consideration.
20. | PSN Program Serial Number
21 Reserved Section is not applicable or included in this RFP. This is used as a placeholder to maintain
' consistent numbering.
22. | RFP Request for Proposal designed to solicit proposals for services.
23. | Services Any function performed for the benefit of the State.
24. | State State of Michigan
25 | State Location Any physical location where the State performs work. State Location may include state-owned,
leased, or rented space.
26 Subcontractor A company Contractor delegates performance of a portion of the Services to, but does not
' include independent contractors engaged by Contractor solely in a staff augmentation role.
27 SUITE The State Unified Information Technology Environment. See Article 1, Section 1, Subsection
’ 103.
28 Unauthorized Contractor’s removal of Key Personnel without the prior written consent of the State.
" | Removal
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29 Work in A Deliverable that has been partially prepared, but has not been presented to the State for
" | Progress Approval.
Work Product Refers to any data compilations, reports, and other media, materials, or other objects or works
30.

of authorship created or produced by the Contractor as a result of an in furtherance of
performing the services required by this Contract.
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Appendix A — Business/Technical Requirements

Your proposal must indicate ALL requirements were evaluated by responding in the column titled “Y/M/N” as
follows.

1. Yes - abbreviated with the letter “Y”. “Y” is defined as the proposed solution complies with all aspects
of the requirement as written.

¢ In the event the response is “Y”, the bidder does not have to provide comments in the box, but
may do so if they wish.

2. Yes with Modifications — abbreviated with the letter “M”. “M” is defined as the proposed solution does
not comply with all aspects of the requirement as written but the Bidder agrees to modify the solution by
adding additional resources, configure current resources, and/or perform custom programming (source
code modifications) which will result in the solution reaching full compliance.

¢ Inthe event the response is “M”, the bidder must describe in the comments column the
proposed modification(s), how the modification(s) will satisfy the requirement.

3. No - abbreviated with the letter “N”. “N” is defined as the Bidder’s proposed solution does not comply
with all aspects of the requirement as written and Bidder will not modify their solution to achieve full
compliance with the requirement as written. If you are not able to meet all aspects of the
requirement as written you must indicate “N”.

¢ Inthe event the response is “N”, the bidder must describe in the comments column how not
achieving this requirement will be mitigated in the Solution.

Bidder COMMENTS should be brief and relevant.
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# Requirement ‘ Y/M/N

1 General Solution

2 Contractor shall host and maintain the NAVIGATOR system 7x24x365 at operationality, except v
for scheduled maintenance agreed upon with the State.

3 Contractor shall host and maintain the system with an uptime of 98%, except for scheduled v
maintenance agreed upon with the State.

4 The Contractor shall be responsible for installation and support of all software necessary for the v
operation of NAVIGATOR.

5 The Contractor shall be responsible for the procurement, installation and support of all hardware v
necessary for the operation of NAVIGATOR

6 The Contractor shall be responsible for the procurement, installation and support of the operating
system, database and associated software related to NAVIGATOR. The Contractor shall not be Y
responsible for maintaining State owned systems that use the NAVIGATOR application.

7 The Contractor shall provide direct support (technical and help desk) to all end users identified in Y
section 1.004 of this RFP.

8 The Contractor will be responsible for updating the current NAVIGATOR site to comply with the Y
eMichigan look and feel standards

9 The system shall use a single centralized database

10 The Contractor shall proactively update the application to remain current with latest browser v
versions of Internet Explorer, Mozilla Firefox, Safari and Chrome

11 Telecom - Hardware - Software

12 The Contractor shall pay the cost of providing, maintaining and repairing all systems. Y

13 Telecom

14 The Contractor shall provide a toll-free telephone number or a toll free number for Technical v
Support and Help Desk.

15 Hardware

16 The Contractor shall provide, own and support all hardware necessary for the setup and Y
operation of the NAVIGATOR system.

17 The Contractor shall be responsible for ongoing system configuration, performance tuning and Y
maintenance activities.

18 The Contractor shall be responsible for capacity management including timely forewarning if the v
growth exceeds capacity limitations.

19 The Contractor shall be responsible for disk space management including archival, restoration, v
space management, and performance monitoring.

20 The Contractor shall be responsible for application database management to ensure integrity and v
optimal performance of the database.

21 The Contractor shall be responsible for server performance and system response time. The
system shall be able to support 1.5x the peak number of concurrent users in order to provide v
sufficient capacity for growth. The system shall also support 1.25x the peak transaction volume
in order to provide sufficient capacity for growth.

22 Contractor shall host the Solution on hardware, covered under manufacturer warranty.

23 Contractor shall conduct hosting hardware refreshes so as not to impact System performance or
user access.

23 Software

25 The Contractor shall be responsible for installation and support of application software, operating v
system and all related software necessary to run the NAVIGTOR system.

26 The Contractor shall provide at their expense any and all licenses needed for the operation of the v
NAVIGATOR.

27 Contractor must update all necessary software patches in a timely manner for all software used v

to successfully run the Navigator system that will include but not limited to the Operating system,
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Database etc. ‘

28 Data Access — Retention - Migration

29 Data Access

30 The Contractor shall provide the State admin read-only access to all the tables and views on the Y
production database server upon the State’s request.

31 Data Retention

32 The Contractor shall not purge data from the production database unless requested by the State. ‘ Y

33 Data Conversion

34 Contractor will be responsible for uploading the System data to the target environment database ‘ Y

35 Disaster Recovery

36 The Contractor shall provide with a disaster recovery plan and environment for server hosting v
facilities and the NAVIGATOR system, including application and database servers.

37 System Backup and Recovery

38 The Contractor shall provide for full backup of the NAVIGATOR System including database, v
application and web servers.

39 The production servers shall be backed fully on a weekly basis and incrementally on a daily
basis. Backup data shall be retained for at least 30 days or as required by OCTE.

40 The system shall have the ability to allow for continued use of the system during backup.

41 The system shall use transactional log files to provide point-in-time recovery of data to the last
completed transaction.

42 Upon failure, the contractor shall ensure that complete system is restored to its previous
operational status within (4) hours after initiation of recovery process.

43 The Contractor shall maintain secure, off-site backup of the data and application.

44 Technical Support and Help Desk

45 Call hold-times will not exceed three minutes.

46 Answering machine service shall be available when help desk is not able to respond after three
minutes of hold-time.
All calls will be returned within 15 minutes.

47 Hosting Center

48 The hosting sites shall have a physical environment plan including but not limited to UPS Y
protection, backup power, temperature control, LAN, WAN and phone.

49 Security

50 Contractor shall protect the network from unauthorized or improper access by using firewall and
intruder detection software.

51 The Contractor's Network Administration shall monitor, log and report all intrusion attempts. Y

52 The Vendor shall provide controlled access to the physical site. Y

53 Technical Support and Help Desk

54 The Contractor shall maintain a log of all calls made to the helpdesk and fully document the v
complaints and problems reported.

55 Contractor will update the log immediately, at the date and time an end-user places the call to v
the Help Desk.

56 Reporting Issues to OCTE

57 The contractor shall report all operational issues and system failures to the State’s project
managers within two hours or as required by OCTE. Examples include equipment failures, delays Y
due to unexpected overloads etc.
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Appendix B — Forms for Specified Deliverables for Section 1.104 A.2: EA Solution Assessment and
DIT0-170 Security Assessment

Bidders are not required to complete the EA Solution Assessment with their proposal response. Bidders shall
review Appendix B and be prepared to work with the State to finalize the EA Solution Assessment following
award.

Bidder Response:
] | I have reviewed Appendix B and will work with the State to finalize the EA Solution
Assessment and the DIT-0170 Security Assessment following award.

Enterprise Architecture Solution Assessment

Contact Info & Purpose (vendor version)

The purpose of the EA Solution Assessment is to document architectural details of proposed IT solutions in
order to determine compatibility with the overall SOM architecture. MDIT/SOM activities which require an
Assessment include: the purchase of new licenses, contracting for software development services, purchase
of new software components, installation of new software components, the purchase of new hardware
components or the use of MDIT staff resources on any project beyond the design phase. All vendor
proposals and new contracts must be accompanied by an Assessment, documenting the architectural details
of the proposed solution. Vendor should complete all areas except where indicated.

Vendor Version 2.3

Solution/Project Name Central Reservation System
RFP Name/Number <SOM complete>

Date Submitted <SOM complete>

Vendor Name <vendor complete>

Vendor City and State <vendor complete>

Vendor Phone No. <vendor complete>

Vendor email <vendor complete>

A brief description of the
proposed solution and
business
purpose/process.
(please keep the
description brief)

The contractor will provide equipment and services resulting in the successful
deployment of the new Campground Reservation System in identified State
Parks, Harbors, OCTE offices, and commercial data center. The resulting
Solution will enhance OCTE productivity and result in a high level of customer
satisfaction.

Additional description of
the solution and
business purpose. <vendor complete>
(please expand the row as
much as needed)
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Select
all that
apply v
(vendor
complete)

Enterprise Architecture Solution Assessment

Architecture Overview (vendor version)

Vendor: the technologies listed below are standards used by the State of Michigan. Utilization of existing
technology for new solutions is encouraged. Check the left column if the technology can be used with the
solution being proposed. Add comments as needed.

1

Server/Application Hosting Comments

Internally Hosted

Externally Hosted

Internally & Externally Hosted

User Interface Type Comments (e.g. version or release)

Browser

Citrix

Client

Mobile Browser

Mobile Client

Terminal

Other (explain =>)

Supported Browsers (internet) Comments

Internet Explorer 6.x (intranet)

Firefox 3.0.x (internet)

Chrome 3.0 (internet)

Safari 4.x (internet)

Other (explain =>)

Data Exchange Interface Comments (e.g. version or release)

EDI (industry protocol)

Flat File (private protocol)

Web Service

XML

Other (explain =>)

System Access Comments

Internal (SOM)

External (public)

External (authorized)

Mixed (internal-external)

User Access Comments

Internet

Intranet

Local Government (LGNet)

Public facing internet

Kiosk terminal

Vendor Net

VPN

Other (explain =>)

Data Classification Comments

Non-sensitive

Sensitive w/ personal ID info

Sensitive w/ no personal ID info

Not classified

Other (explain =>)

PCI-DSS Compliance Needed? Comments

Yes

No
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Select
all that
apply v
(vendor
complete)

Enterprise Architecture Solution Assessment

Architecture Overview (vendor version)

Vendor: the technologies listed below are standards used by the State of Michigan. Utilization of existing
technology for new solutions is encouraged. Check the left column if the technology can be used with the
solution being proposed. Add comments as needed.

1

Server/Application Hosting Comments

Internally Hosted

Externally Hosted

Internally & Externally Hosted

User Interface Type Comments (e.g. version or release)

Browser

Citrix

Client

Mobile Browser

Mobile Client

Terminal

Other (explain =>)

Supported Browsers (internet) Comments

Internet Explorer 6.x (intranet)

Firefox 3.0.x (internet)

Chrome 3.0 (internet)

Safari 4.x (internet)

Other (explain =>)

Data Exchange Interface Comments (e.g. version or release)

EDI (industry protocol)

Flat File (private protocol)

Web Service

XML

Other (explain =>)

System Access Comments

Internal (SOM)

External (public)

External (authorized)

Mixed (internal-external)

User Access Comments

Internet

Intranet

Local Government (LGNet)

Public facing internet

Kiosk terminal

Vendor Net

VPN

Other (explain =>)

Data Audit Trail Implementation Comments

Application Code

Database Audit Files

Database Triggers

Stored Procedures

Other (explain =>)

10

IT Services (Centers of

Comments
Excellence)

x86 Virtualization
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all that
apply v
(vendor
complete)

Enterprise Architecture Solution Assessment

Architecture Overview (vendor version)

Vendor: the technologies listed below are standards used by the State of Michigan. Utilization of existing
technology for new solutions is encouraged. Check the left column if the technology can be used with the
solution being proposed. Add comments as needed.

1

Server/Application Hosting Comments

Internally Hosted

Externally Hosted

Internally & Externally Hosted

User Interface Type Comments (e.g. version or release)

Browser

Citrix

Client

Mobile Browser

Mobile Client

Terminal

Other (explain =>)

Supported Browsers (internet) Comments

Internet Explorer 6.x (intranet)

Firefox 3.0.x (internet)

Chrome 3.0 (internet)

Safari 4.x (internet)

Other (explain =>)

Data Exchange Interface Comments (e.g. version or release)

EDI (industry protocol)

Flat File (private protocol)

Web Service

XML

Other (explain =>)

System Access Comments

Internal (SOM)

External (public)

External (authorized)

Mixed (internal-external)

User Access Comments

Internet

Intranet

Local Government (LGNet)

Public facing internet

Kiosk terminal

Vendor Net

VPN

Other (explain =>)

Address Verification

Business Objects Reporting

Digital Electronic Gateway (DEG)

Extract Transform Load (ETL)

Citrix Virtualization

11

Enterprise Data Storage Comments

SAN

CAS / NAS

Internal Disk
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all that
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complete)

Enterprise Architecture Solution Assessment

Architecture Overview (vendor version)

Vendor: the technologies listed below are standards used by the State of Michigan. Utilization of existing
technology for new solutions is encouraged. Check the left column if the technology can be used with the
solution being proposed. Add comments as needed.

1

Server/Application Hosting

Comments

Internally Hosted

Externally Hosted

Internally & Externally Hosted

User Interface Type

Comments (e.g. version or release)

Browser

Citrix

Client

Mobile Browser

Mobile Client

Terminal

Other (explain =>)

Supported Browsers (internet)

Comments

Internet Explorer 6.x (intranet)

Firefox 3.0.x (internet)

Chrome 3.0 (internet)

Safari 4.x (internet)

Other (explain =>)

Data Exchange Interface

Comments (e.g. version or release)

EDI (industry protocol)

Flat File (private protocol)

Web Service

XML

Other (explain =>)

System Access

Comments

Internal (SOM)

External (public)

External (authorized)

Mixed (internal-external)

User Access

Comments

Internet

Intranet

Local Government (LGNet)

Public facing internet

Kiosk terminal

Vendor Net

VPN

Other (explain =>)

Other (explain =>)

12

Database (RDBMS)

Comments

MS SQL Server 2008

MySQL 5.1

Oracle 11g

TeraData A28V2R6.2 /12.0

Other (explain =>)

(continued)

70




CONTRACT #071B3200030

o

Select
all that
apply v
(vendor
- complete)

Enterprise Architecture Solution Assessment

Architecture Overview (continued)

Vendor: the technologies listed below are standards used by the State of Michigan. Utilization of existing
technology for new solutions is encouraged. Check the left column if the technology can be used with the
solution being proposed. Add comments as needed.

13

Database Modeling Tools

Comments

Erwin 7.x

MSSQL Server Mgmt Studio (match db)

MySQL Workbench (match db)

Oracle Designer (match db)

TeraData Utilities (match db)

Other (explain =>)

14

Development Framework

Comments

.NET Framework 3.5

Java J2EE 5.x

Other (explain =>)

15

Development Platform

Comments

Eclipse 3.x

Hibernate 3.x

IBM Websphere Integration Dev 6.1 & 6.2

Microsoft SilverLight Expression 2.x

Microsoft Team Foundation System 2008

Microsoft Visual Studio 2008

Oracle JDeveloper 11g

Spring 2.5

Struts 2.x

XML Spy 2010

Other (explain =>)

16

Development Language

Comments

ASP .NET 2008

CSS Level 2

Microsoft C#

Microsoft VB.Net

Java

JavaScript

JDK 6.x

PHP 5.2

Other (explain =>)

17

Markup languages

Comments

HTML 4 &5

XML Schema 1.1

XSLT 2.0

XHTML 2.0

18

Presentation (Web) Server

Comments

Apache HTTPD 2.2.x

IBM Websphere IHS 6.1

Microsoft IIS 7.0

Other (explain =>)

19

Application Server

Comments

.NET Framework 3.5
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IBM WebSphere 6.1

JBoss 5.x

Oracle C4J

Other (Explain)

20

HW Platform

Comments

Dell

HP

Sun

Unisys Mainframe

x86 Virtualization

Other (explain =>)

21

Server OS

Comments

Linux Redhat Enterprise Server 5.x

Linux SUSE Enterprise 10.x

Microsoft Windows 2008

Unix HPUX 11i v3

Unix Sun Solaris 10.x

VMWare vSphere 4

Other (explain =>)

22

Document Management

Comments

EMC Documentum 6.5 & 7.0

FileNet Content Services 5.4

FileNet Document Mgmt P8

HP Trim

PaperPort 10

MS SharePoint Server 2007 EE

Other (explain =>)

23

Centralized Printing

Comments

DMB consolidated print center

Other (explain =>)

24

Testing Tools

Comments

Junit 4.x

LoadRunner 9.x

Microsoft Team Foundation System

Quick Test Pro 10.x

Selenium 1.x

Other (explain =>)

25

Identity Management (network)

Comments

Active Directory 2008

Other (explain =>)

26

Identity Management (application)

Comments

IBM Tivoli SSO (TIM-TAM)

Novell e-Dir 8.8.x

Other (explain =>)

27

Project Management

Comments

Clarity 12.0

MS Project 2007

Other (explain =>)

(continued)
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Enterprise Architecture Solution Assessment

Architecture Overview (continued)

Vendor: the technologies listed below are standards used by the State of Michigan. Utilization of existing
technology for new solutions is encouraged. Check the left column if the technology can be used with the
solution being proposed. Add comments as needed.

28

Requirements Gathering

Comments

Compuware Optimal Trace 5.x

Microsoft Office

Microsoft Visio

SUITE/SEM templates

Rational Requisit Pro 7.1

Serena Dimensions 2009 R1.x

Other (explain =>)

29

Design Tools

Comments

Microsoft Visio

MSSQL Server Mgmt Studio (match db)

Rational Rose 7.0

Serena Prototype Composer 2009 R1.x

Other (explain =>)

30

Version Control

Comments

Microsoft Team Foundation System

Serena Dimensions (PVCS Mgr) 2009 R1.x

Subversion 1.6

Other (explain =>)

31

Message Queuing

Comments

Apache Active MQ 5.3

IBM Websphere MQ 6.x, 7.x

Other (explain =>)

32

Business Integration

Comments

JBoss SOA 4.3

Websphere Message Broker 6.x

Other (explain =>)

33

Database Tools

Comments

DBArtisan 8.6, 8.7

Infosphere Information Svr v8.1.x

MSSQL Server Mgmt Studio (match db)

MySQL Workbench (match db)

Oracle Developer Suite (match db)

Oracle Enterprise Manager (match db)

Oracle SQL Developer (match db)

Rapid SQL7.6&7.7

TeraData Utilities (match db)

Toad 9.x & 10.x

Other (explain =>)

34

Reporting Tools

Comments

ActivePDF 2009

ActiveReports 4.0

Crystal Reports XI R2, 2008

Crystal Xcelsius 2008

Crystal Reports for Eclipse 2.x
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MSSQL Reporting Services (match db)

Oracle Reports (match db)

Other (explain =>)

35

End-User Tools

Comments

Business Objects (BO) XI R2, 3.x

Oracle Discoverer (match db)

Other (explain =>)

36

Deployment Tools

Comments

Microsoft Team Foundation System 2008

Serena Dimensions CM Mover 2009, 2.3

Other (explain =>)

(continued)

37

Build Tools

Comments

Apache Ant 1.7.1

Apache Maven 2.1.x

Microsoft Team Foundation System 2008

Serena Dimensions CM Builder 2009 R1.x

Other (explain =>)

38

Job Schedulers

Comments

BL/Sched 5.2

OpCon XPS 4.x.x

Tidal Enterprise Scheduler 5.3.1 & 6.0

UC4 Global 5.0

UC4 Op Mgr 6.0 & 8.0

Other (explain =>)

39

GIS Technologies

Comments

ArcIMS 9.3

ArcGIS Server 9.3

ArcSDE 9.3

Erdas ADE Rel. 2

ER Mapper Image Server 7.2

Oracle Spatial (match db)

Oracle MapView (match db)

Other (explain =>)

40

Issue & Defect Tracking

Comments

Bugzilla 3.2.5 & 3.4.2

Clear Quest Chg Mgmt Suite 7.5

Microsoft Team Foundation System 2008

Serena Mashup Composer 2009 R1.x

Other (describe =>)
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Enterprise Architecture Solution Assessment

Server/Network Diagram (vendor version)

Diagrams are useful to illustrate the interaction of technologies. The "Server/Network Diagram"
is intended to allow the EA (Enterprise Architecture) Core Team to understand the relationship
between the system components. Below is an example illustrating the network components
deemed necessary. Vendors may use their own format so long as adequate information is
conveyed.

Zone 0
Intrenet

Zone 1.49
Trusted DMZ

Zone 2
Internal

Zone 1
DMZ

/" Hosting Center

oo esssssssssssssssssssssssssnee

O

External Clients

R p——

Internal Clients

sSsssssssssasESEEEEEEEETEEEEERES

State of Michigan Network Diagram Example
Network example only
To be completed by vendor
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STATE OF MICHIGAN
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Initiation Requirem | Function Syste Constructi | Testin Implementat Operation Dispos
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o
1.0 Introduction

o Including security early in the life cycle of a project will usually result in less expensive and more effective
security than adding it to an operational system. This document presents a guide for incorporating security into
the Systems Engineering Methodology (SEM) of the State Unified Information Technology Environment
(SUITE) Model. This document will help agencies select and acquire cost-effective security controls by
explaining how to include information system security requirements within the appropriate stages of the SEM.

o

0 SEM includes the following stages: Initiation & Planning, Requirements Definition, Functional Design,
System Design, Construction, Technical Testing, and Implementation. Each of these stages identifies
minimum security needed to effectively incorporate security into a system during its development.

o]

0 This document serves as documentation of the structured process of planning adequate, cost-effective
security protection for a system. This document contains detailed technical information about the system, its
security requirements, and the controls implemented to provide protection against its risks and vulnerabilities.
This document, at a minimum, is marked, and should be handled and controlled as a sensitive document. This
document is submitted to obtain a formal security sign off from the sponsors. The lack of sign-off may prevent

the security elements of this project from proceeding to production.
(o]

0
1.1 Resource Roles and Responsibilities
(o]

Insert Matrix
o
"Click HERE and Type"
o
o
Or

(1 o Completed DIT Form PMM-02, Project Charter

2.0 Current Status

This section documents the current status of the software/project. If the application is new and has never
existed before, this section can be skipped.

o]

"Click HERE and Type"

o
o

3.0 SEM Initiation and Planning Stage

o0 This is the first stage in the SEM lifecycle of the project. This stage involves the establishment of a need
for a new system or enhancements to an existing system, the data that is being collected or handled, and
which policies or standards need to be addressed in the design phase. This stage will also classify the data
handled by the project based on Federal NIST Guidelines.
o]
0
3.1 Purpose
o]
This section documents the purpose of the application/project, including the business problem to be solved or
reason for changes that need to be made to the current status of the application/project.
o]
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o
"Click HERE and Type"

o]
0
3.2 Laws, Regulations, DTMB and/or Agency Security Policies, Standards and Procedures
o]
o The State of Michigan information is a valuable asset that must be protected from unauthorized disclosure,
modification, use, or destruction. Prudent steps must be taken to ensure that its integrity, confidentiality, and
availability are not compromised. Laws, regulations, policies, standards and procedures have been developed
to provide a secure environment for developing, implementing, and supporting information technology and
systems. The system must comply with all applicable laws, both state and federal, and any additional
regulations and guidelines established by the agency or DTMB. Below is a list of some of the applicable laws,
regulations, policies, standards and procedures many systems must comply with. This is not an all-inclusive
list and short explanations are supplied in Appendix D:
o]

Identity Theft Protection Act (Senate Bill No. 309), Public Act 566 of 2006, amending Act 452 of

2004

Social Security Number Privacy Act (Senate Bill No. 795, Public Act 454 of Public Acts 2004)
1305 SOM Enterprise Information Technology Policy

1310.03 Active Directory Password Standard

1315.00 Policy for Storage of Sensitive Information on Mobile Devices & Portable Media
1315.10 Standard for Electronic Data Encryption

1325 Information Technology Security Awareness Policy

1335 Information Technology Access Control Policy

1340 Information Technology Information Security Policy

1345 Information Technology Network and Infrastructure Policy

1350.11 Security Operational Guidelines for Servers

1350.20 Authorization Access to Data Sources

1350.40 Access Control Criteria for Data Sources

1350.90 Secure Disposal of Installed & Removable Digital Media

1355 Project Management Methodology Policy

1360 Systems Engineering Methodology Policy

1390 Information Technology Continuity of Business Policy

1410.21 Procurement and Usage of State Wireless Devices — Usage of PDAs, Blackberrys,
phones, and pagers

1420.00 Wireless — Usage and deployment of wireless LANs and equipment.
o]
o]

"Click HERE and Type"

o
o
3.3 Data classification
o
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Does this project collect Social Security Numbers, Drivers License Numbers, Credit Card Numbers, or other
potentially sensitive information?

o]
"Click HERE and Type"

0

o]

Does the hardware supporting this project also support other projects that handle sensitive information?

o]

"Click HERE and Type"

o]

0

34 System and Information Security Level (Low, Moderate, High)

o]

0 The System and Information Security Level Matrix (see Appendix A for guidelines pertaining to data
classification) is used to determine the overall security level categorization of your information, application, and
the interconnectivity of other systems used by your application. This categorization will determine the
appropriate security controls that need to be implemented. Your Security Liaison can assist you.

o]

0 (This system categorization is based on FIPS Publication 199 and NIST 800-60 ver. 2.0)

0

Category Application/Data Systems* Overall
(Classification of (Classification of data handled by Security Level

data handled by this other applications that are also

project/application) | installed on this server hardware)

Confidentiality

Integrity

Availability

o]
o0 Based on the System and Information Security Level Matrix, the “Overall Security Level” categorization of
your application system has been rated a “Enter Overall Security Level rating” level in regards to
Confidentiality, Integrity, and Availability risk.

o]

o]

o * This rating is based on the most sensitive information.

o]

4.0 SEM IT Business/Security Requirements Stage

0 The primary goal of this stage is to identify the security requirements for the project. These security
requirements become the initial baseline for product design and a reference for determining whether the
completed product performs as the system owner requested and expected. All system security requirements,
(e.g., software, hardware, performance, functional, infrastructure, etc.) should be evaluated and included in the
requirements gathering process.

o]

0 NIST Special Publication 800-53 was selected as a baseline of minimum security controls to protect the
system, information, and apply tailoring guidance as necessary. These detailed security controls are contained
in Appendix B of this document.

o]
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0 The required security controls for your application are based on the previous section’s Data Classification
(Section 3.3)/System and Information Categorization (Section 3.4) “Overall Security Level” (Low, Moderate,
High).
0
If your application is determined to be “Low”, you need only to implement the controls in the Low columns
of Appendix B.

If your application is determined to be “Moderate”, you must implement all controls in the Low and
Moderate columns of Appendix B.

If your application is determined to be “High”, you must implement all controls in the Low, Moderate, and
High columns of Appendix B.

o]
0 The detailed NIST security controls in Appendix B are rolled together into higher level groups and for speed
of documentation these security control groups can be checked off as the project design proceeds through the
Functional & System Design Stages (Stage 5 & 6) and the appropriate SUITE SEM templates are completed.
o]
o If SEM templates are completed and on file with the project manager, place a check mark in the associated
box for that template indicating the documentation for that security group in the DIT-0170 can be obtained from
those templates and it need not be duplicated here.
o]
o0 Any control groups not implemented may be flagged as a risk by the Security Liaison in the final Risk
Analysis Section (Section 9) and additional controls may be recommended before implementation.

"Click HERE and Type"
o]

o
(o]

5.0 & 6.0 SEM Functional and System Design Stage

o]

o During this stage, the overall structure of the product is defined from a Functional & System viewpoint. The

Functional & System design describes the logical system flow, data organization, system inputs and outputs,

processing rules, operational characteristics of the product from the user’s point of view and documents that

the Security Control Groups have been implemented in the design.

o]

0

5.1/6.1 Describe the function of the system/application and the information processed for each
server utilized in this project.

0

List each server name and then describe how each server will be utilized in the project.

o]

"Click HERE and Type"

o
o

[] o Completed SEM-501 (Functional Design Document)
o]
0
5.2/6.2 Other Systems or Applications serviced by this hardware
o]
[[] o OtherInformation Security Assessments (DIT-0170) are reviewed and updated for
other systems or applications serviced by this same hardware (Section 3.2 & 3.3) to
now include this project’s information.
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5.3/6.3 Hardware this system/application will be utilizing

[] o Solutions Engineering form for hosting the hardware is completed
o]
0
5.4/6.4 Security Control Groups Implemented in the Project
o]
Check the Security Control Groups being implemented for this project to provide for the protection of the
Agency’s assets. These Security Control Groups are a high level representation of the most critical of the
detailed Security Controls that are listed in Appendix B. The detailed controls should be reviewed to ensure
that each control within the group is implemented in accordance with the Overall Security Level of this
application/project.
(o]

(o]
0 Access Control: (See Appendix B for individual control details.)

Organizations must limit information system access to authorized users, processes acting on behalf of
authorized users, or devices (including other information systems) and to the types of transactions and
functions that authorized users are permitted to exercise.

[l o Process in place for management of accounts which includes separation of duties.
[l o Follows M1 guidelines including unique IDs for every user.
[] o Utilizes Role based controls and least privilege.

0 Awareness & Training: (See Appendix B for individual control details.)

Organizations must: (i) ensure that managers and users of organizational information systems are
made aware of the security risks associated with their activities and of the applicable laws, Executive
Orders, directives, policies, standards, instructions, regulations, or procedures related to the security of
organizational information systems; and (ii) ensure that organizational personnel are adequately trained
to carry out their assigned information security-related duties and responsibilities.

[l o Personnel and system users receive appropriate security training

[l o Completed SEM-0703 (Training Plan) and included Security and Awareness
training
[l o Completed SEM-0704 (Training Checklist)

o] Audit & Accountability: (See Appendix B for individual control details.)

Organizations must: (i) create, protect, and retain information system audit records to the extent
needed to enable the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or
inappropriate information system activity; and (ii) ensure that the actions of individual information
system users can be uniquely traced to those users so they can be held accountable for their actions.

[1 o System generated audit logs are written, stored securely, and they are reviewed
regularly.

o] Certification, Accreditation, & Security Assessments: See Appendix B for individual control
details.)

Organizations must: (i) periodically assess the security controls in organizational information systems to
determine if the controls are effective in their application; (ii) develop and implement plans of action
designed to correct deficiencies and reduce or eliminate vulnerabilities in organizational information
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systems; (iii) authorize the operation of organizational information systems and any associated
information system connections; and (iv) monitor information system security controls on an ongoing
basis to ensure the continued effectiveness of the controls.

[] o Completed DIT-0170 is reviewed by the Office of Cyber Security, and the Agency
approves the information system security assessment before full implementation.

o] Configuration Management: (See Appendix B for individual control details.)

Organizations must: (i) establish and maintain baseline configurations and inventories of organizational
information systems (including hardware, software, firmware, and documentation) throughout the
respective system development life cycles; and (ii) establish and enforce security configuration settings
for information technology products employed in organizational information systems

[l o Hardware and Software are listed in CMDB and follow the hardening and change
control process.

[l o Completed SEM-0302 (Software Configuration Management Plan)

o] Continuity Planning/Disaster Recovery: (See Appendix B for individual control details.)

Organizations must establish, maintain, and effectively implement plans for emergency response,
backup operations, and post-disaster recovery for organizational information systems to ensure the
availability of critical information resources and continuity of operations in emergency situations.

[] o Business Continuity Plan is in place
[1 o Business Application Criticality Request (DIT-0208) completed if appropriate
[l o Disaster Recovery Plan is in place
[1 o Backups of system are performed and stored in off site location
[1 o Backups are tested for restore capability
[l o Business Continuity Plan and Disaster Recovery Plan are tested.
o] Identification & Authentication: (See Appendix B for individual control details.)

Organizations must identify information system users, processes acting on behalf of users, or
devices and authenticate (or verify) the identities of those users, processes, or devices, as a
prerequisite to allowing access to organizational information systems.

[1 o Unique identification of user is accomplished through use of passwords, tokens, or
biometrics following M1 guidelines

[l o Authentication system meets requirements of applicable laws, policies, and
standards

o] Incident Response: (See Appendix B for individual control details.)

Organizations must: (i) establish an operational incident handling capability for all components and data
of organizational information systems that includes adequate preparation, detection, analysis,
containment, recovery, and user response activities; and (ii) track, document, and report incidents to
appropriate organizational officials and/or authorities.

[1 o Organization has a documented incident response process per above
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o] Maintenance: (See Appendix B for individual control details.)

Organizations must: (i) perform periodic and timely maintenance on organizational information systems;
and (ii) provide effective controls on the tools, techniques, mechanisms, and personnel used to conduct
information system maintenance.

[l o Completed SEM-0301 Maintenance Plan
[1 o Only authorized personnel are allowed to perform maintenance
[1 o Change control process is utilized for all maintenance

o] Media Protection: (See Appendix B for individual control details.)

Organizations must: (i) protect information system media, both paper and digital; (ii) limit access to
information on information system media to authorized users; and (iii) sanitize or destroy information
system media before disposal or release for reuse.

[] o Onlyauthorized users have access to information either printed or electronic
[ ] o Mediais sanitized and disposed of in accordance with DTMB policies
[l o Sensitive (Pll) information is stored and transported in encrypted form

o] Physical & Environmental Protection: (See Appendix B for individual control details.)

Organizations must: (i) limit physical access to information systems, equipment, and the respective
operating environments to authorized individuals; (ii) protect the physical plant and support
infrastructure for information systems; (iii) provide supporting utilities for information systems; (iv)
protect information systems against environmental hazards; and (v) provide appropriate environmental
controls in facilities containing information systems.

[] o Systemis located in Lake Superior, Lake Ontario, or Traverse Bay Hosting
Center

[l o Completed SEM DIT-0184 (Infrastructure Service Request)

o] Planning: (See Appendix B for individual control details.)

Organizations must develop, document, periodically update, and implement security plans for
organizational information systems that describe the security controls in place or planned for the
information systems and the ethical rules of behavior for individuals accessing the information systems.

[l o Information Security Assessment (DIT-0170) is regularly reviewed and updated
[l o Contractors have signed Non-disclosure Agreement (DIT-0049) before access is

allowed
[1 o Users have signed End User Computing Agreement (DIT-0929) before access is
allowed
o] Personnel Security: (See Appendix B for individual control details.)

Organizations must: (i) ensure that individuals occupying positions of responsibility within organizations
(including third-party service providers) are trustworthy and meet established security criteria for those
positions; (ii) ensure that organizational information and information systems are protected during and
after personnel actions such as terminations and transfers; and (iii) employ formal sanctions for
personnel failing to comply with organizational security policies and procedures.
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[]l o Background checks (DIT-0021) have been performed where appropriate
[l o SLAsare signed before allowing Inter-agency access

[ 1] o Non-Disclosure Contractor Security Agreements (DIT-0928) have been completed
and signed where appropriate

o] Risk Assessment: (See Appendix B for individual control details.)

Organizations must periodically assess the risk to organizational operations (including mission,
functions, image, or reputation), organizational assets, and individuals, resulting from the operation of
organizational information systems and the associated processing, storage, or transmission of
organizational information.

[ ] o Information Security Risk Assessment (DIT-0170) is completed
[1 o Security Scans are regularly performed and vulnerabilities are mitigated

o] System & Services Acquisition: (See Appendix B for individual control details.)

Organizations must: (i) allocate sufficient resources to adequately protect organizational information
systems; (ii) employ system development life cycle processes that incorporate information security
considerations; (iii) employ software usage and installation restrictions; and (iv) ensure that third-party
providers employ adequate security measures to protect information, applications, and/or services
outsourced from the organization.

[] o SUITE systems life cycle is used to procure, develop, and manage systems

o] System & Communications Protection: (See Appendix B for individual control details.)

Organizations must: (i) monitor, control, and protect organizational communications (i.e., information
transmitted or received by organizational information systems) at the external boundaries and key
internal boundaries of the information systems; and (ii) employ architectural designs, software
development techniques, and systems engineering principles that promote effective information
security within organizational information systems.

[1 o System has inactivity time out
[1 o System Communications are encrypted when appropriate

o] System and Information Integrity: (See Appendix B for individual control details.)

Organizations must: (i) identify, report, and correct information and information system flaws in a timely
manner; (ii) provide protection from malicious code at appropriate locations within organizational
information systems; and (iii) monitor information system security alerts and advisories and take
appropriate actions in response.

[1 o System employs malicious code protection techniques (i.e., SQL Injection)
[1 o System restricts data input to authorized personnel only

o] Vendor, contractor & third party: (See Appendix B for individual control details.)

[l o Remote access is secured through VPN
[1 o Security agreements are signed, maintained and reviewed yearly
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o] Infrastructure/Network: (See Appendix B for individual control details.)

[ 1] o Enterprise Architecture solution assessment is completed

[ ] o Network diagram is approved (email from Liaison) by Cyber Security based on
DTMB network security standards

[ 1 o Exceptions completed and approved for deviation to network standards or PCI

compliance
o]
(o]
5.5/6.5 Infrastructure/Network Diagram
(o]

The network diagram depicts the way that the data is transported on the network equipment from one device to
the next without regard to the physical interconnections of the devices.

o]

Network diagram must be approved (email from Liaison) by Cyber Security based on DTMB network
security standards

o]

Furnish network diagram detailing infrastructure features

Include: Specify name and location of the system/application
Servers/IP Addresses
Services
Database Names
Load Balances
Ports and Protocols
Encrypted Communication
Communication port numbers

"Click HERE and create / paste your diagram"
o]
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5.6/6.6 Data Flow Diagram
o]
Describe data process flow of the application from system input to system output.

Furnish diagram

Describe interface and how it is accomplished
Identify data flow

Type of data

Direction of flow

"Click HERE and paste diagram"

o]
o}
o Or
o]
[l o Completed SEM-0604 (System Design Document)
[1 o Completed SEM-0605 (System Design Checklist)
o]

If a completed SEM-0604 and SEM-0605 are on file with the project, Section 5.6/6.6 Data Flow Diagram can
be check marked above and completion of the DIT-0170 document can proceed to Section 7.0 SEM
Construction Stage.
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7.0 SEM Construction Stage

0

o In this stage, confirmation that sensitive data or data under conversion is handled and protected correctly
based on classification.

o]
[l o Completed SEM-0701 (Transition Plan)
[l o Completed SEM-0601 (Conversion Plan)

o]

o]

8.0 SEM Testing Stage

o]

o In this stage, security controls are tested to determine whether the sensitive data or data under conversion
is handled and protected based on classification.
o]

Is there a test plan?

"Click HERE and Type"

o
o

Are roles and responsibilities tested?

"Click HERE and Type"

o
o

Is there separation of duties implemented?
o]

"Click HERE and Type"

o]
o

[1 o Completed SEM-0602 (Test Plan)
0
(0]

9.0 SEM Implementation Stage
0
o In this stage, Qualys scans are performed, security training is performed and security controls are
validated. A final security analysis is provided, identifying residual risks of which DTMB and the agency
approve.
0
Every PCI vulnerability must be covered by one of three scenarios

1. Remediated by patch or version.

2. False Positive (documented, submitted to MCS, and approved).

3. Exception Request (documented, submitted to TRB, and approved).

0
9.1 Security Analysis (To be completed by MCS Security Liaison)
o]

See Appendix E.
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o]

0

9.2 Sponsors and Stakeholders

o]

o]

"Click HERE and Type"

o]

o]

0

9.3 Approvals

0

0 By signing below, | certify that | have read and acknowledge all sections of this document and each
residual risk and recommended control (Appendix E) contained in Section 9. My signature indicates that the
Agency has accepted each residual risk if the corresponding recommended control is not implemented.
o]

o]

o]

o0 Approved o o Date: o

by:

o] o0 (Project Manager) o] o]

o]

o By signing below, | certify that | have read and acknowledge Sections 2, 3, 4, 5.4/6.4, 9, and each residual
risk and recommended control contained in Appendix E of this document. My signature indicates that the
Agency accepts each residual risk if the corresponding recommended control is not implemented.

0 Approved o o Date: o
by:
o] 0 (Business Owner) 0] o

o By signing below, | certify that | have read and acknowledge all sections of this document and each
residual risk and recommended control (Appendix E) contained in Section 9. My signature indicates that the
Agency has accepted each residual risk if the corresponding recommended control is not implemented.

o0 Approved o o Date: o
by:
o] o (Client Service Director) o] o

o By signing below, Office of Cyber Security believes that all information and sections of this document are
accurate and complete to the best of the information provided. Each residual risk and recommended control
(Appendix E) contained in Section 9 has been reviewed and the Agency has accepted each residual risk if the
corresponding recommended control is not implemented.

0 Approved o o Date: o
by:
o] o (Office of Cyber Security) 0] (o]
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(0]

Appendix A - System and Information Security Level Matrix

(0]

Security Objective

Potential Impact

Low

Moderate

High

Confidentiality:

Preserving authorized
restrictions on information
access and disclosure,
including means for
protecting personal privacy

and proprietary information.

The unauthorized
disclosure of
information would
have limited
adverse effect on
State of Michigan
operations,
assets, or
individuals.

Example(s):
o Public
Information

o Information
available via
Freedom of
Information
Act

The unauthorized
disclosure of
information would
have a serious
adverse effect on
State of Michigan
operations, assets,
or individuals.

Example(s):

o Personal
information
affecting an
individual's
privacy (e.g. an
individual’'s
medical
information;
driver’s license
number; social
security number;
banking
information,
etc...)

The unauthorized disclosure of information
would have a severe or catastrophic
adverse effect on State of Michigan
operations, assets, or individuals.

Example(s):

0 Highly sensitive information that may
affect human life or safety (e.g. under
cover investigation information;
confidential response plans for
emergencies)

o Information that if released would
violate State or Federal Law

o0 Significant amount of privacy
information (e.g. thousands of
individuals credit card numbers; social
security numbers; banking information;
medical information, etc...)

Integrity:

Guarding against improper
information modification or
destruction, and includes
ensuring information non-

repudiation and authenticity.

The unauthorized
modification or
destruction of
information would
have limited
adverse effect on
State of Michigan
operations,
assets, or
individuals.

The unauthorized
modification or
destruction of
information would
have a serious
adverse effect on
State of Michigan
operations, assets,
or individuals.

The unauthorized modification or
destruction of information would have a
severe or catastrophic adverse effect on
State of Michigan operations, assets, or
individuals.

Example(s):

o Information that could affect human life
or safety (e.g. criminal history;
warrant/arrest data; active
investigation information; child
protection services information)

o0 Information that could severely affect
public confidence (e.g. modification of
voter registration or voting results; tax
information; lottery drawings)

Information that may affect national security
(e.g. birth certificates; emergency response
plans and procedures; risk assessments
and vulnerability information)

91




o
CONTRACT #071B3200030 ‘

Low
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Availability:

Ensuring timely and reliable
access to and use of
information and systems.

The disruption of
access to or use
of information or
an information
system would
have limited
adverse effect on
State of Michigan
operations,
assets, or
individuals.

The disruption of
access to or use of
information or an
information system
would have a
serious adverse
effect on State of
Michigan operations,
assets, or
individuals.

Example(s):

0 Information or
information
system that if not
available, would
seriously affect
the public’s trust
of the State (e.qg.
unemployment
applications;
Secretary of
State
applications;
OTIS)

0 Information or
information
system that if not
available, could
seriously affect
the State
financially (e.g.
large revenue
generating
applications;)

The disruption of access to or use of
information or an information system would
have a severe or catastrophic adverse
effect on State of Michigan operations,
assets, or individuals.

Example(s):

0 Information or information system that if
not available, could affect human life or
safety (e.g. LEIN; prisoner tracking
systems; emergency response
systems)

0 Information or information system that if
not available, would severely affect the
public’s trust of the State (e.g. welfare
checks; food stamps; voter
registration)

0 Information or information system that if
not available, could severely affect the
State financially (e.g. Tax systems;
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Access Control
(AC)

o Organizations
must limit information
system access to
authorized users,
processes acting on
behalf of authorized
users, or devices
(including other
information systems)
and to the types of
transactions and
functions that
authorized users are
permitted to exercise.

e Access Control Policy &
Procedure documented,
reviewed and updated (AC-1)

e Management of accounts
(AC-2)

e Comply with DTMB and
Agency policies and
procedures

e A unique user ID and
password is required for
access (AC-3)

e Tighten default settings to
prevent unauthorized access

e Disable inactive accounts

e Terminate temporary and
emergency accounts

e The system automatically
locks an account until
released by an administrator
when five unsuccessful
attempts is exceeded (AC-7)

e Remote Server Access is
authenticated using 2-factors
and/or VPN

e System displays an
approved message of use
restrictions before granting
access. (AC-8)

e Review audit records (e.g.,
user activity logs) on a regular
basis. (AC-13)

e Remote access is
controlled. (AC-17)

e Inter-agency access is
controlled. (AC-20)

e Separation of Duties

e Security Disclosure and
Acceptable Use Agreements
signed, maintained and
reviewed on a yearly basis

All Low plus the following:

e Automatically terminate
temporary and emergency
accounts

e Automatically disable
inactive accounts

e Role based access controls
must be applied to databases,
applications, or computer hosts
that contain protected
information. (AC-4)

e Firewall rules, Access
Control Lists. (AC-4)

e Separation of Duties through
assigned access
authorizations. (AC-5)

e Initiate session lock after
period of inactivity. (AC-11)

e |nitiate disconnect on remote
connection after period of
inactivity. (AC-12)

e Access is deleted no later
than day-end of the user’s last
day if the separation is friendly,
or immediately if the separation
is unfriendly

e | east Privilege — Access
restrictive set of
rights/privileges or accesses
needed. (AC-6)

e Ensure that access to
security functions (hardware,
software, and firmware) and
information is restricted to
authorized personnel

e Authentication and
encryption is used to protect
wireless access

e Mobile devices that access
the system are scanned for
malicious code, updated virus
protection software, scan for
critical software updates and
patches. (AC-19)

All Low and Moderate plus
the following:

e Auditing of account
creation, modification,
disabling and termination

e Review audit records (e.g.,
user activity logs) on a daily
basis

e Removable hard drives or
cryptography to protect
information residing on
portable and mobile devices

e System limits the number
of concurrent sessions. (AC-
10)

e Automated marking of
outputs to identify special
handling. (AC-15)

e Transmitted minimum 128-
bit encryption
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Awareness & Training
(AT)
o Organizations
must: (i) ensure that
managers and users
of organizational
information systems
are made aware of
the security risks
associated with their
activities and of the
applicable laws,
Executive Orders,
directives, policies,
standards,
instructions,
regulations, or
procedures related to
the security of
organizational
information systems;
and (ii) ensure that
organizational
personnel are
adequately trained to
carry out their
assigned information
security-related duties
and responsibilities.

e A documented security
awareness and training policy
and procedure developed and
distributed to all employees.
(AT-1)

e System users receive
security awareness training
prior to authorizing access.
(AT-2)

e Personnel who have
significant system security
roles or responsibilities
receive appropriate security
training based on that role.
(AT-3)

e Document and monitor
individual security training
activities. (AT-4)

e All employees have a
signed security agreement in
their personnel file upon hire
and renewed yearly

e Background check upon
hire and security exit interview
upon termination (retire,
transfers, terminations, etc.)

e Acceptable Use Policy

All Low plus the following:

e Information disclosure and
confidentiality statements, are
posted throughout the facility

All Low & Moderate plus
the following:

Audit & Accountability
(AU)
o0 Organizations
must: (i) create,
protect, and retain
information system
audit records to the
extent needed to
enable the
monitoring, analysis,
investigation, and
reporting of unlawful,
unauthorized, or
inappropriate
information system
activity; and (ii)
ensure that the
actions of individual
information system
users can be uniquely
traced to those users
so they can be held
accountable for their
actions.

e A documented audit and
accountability policy (AU-1)

e System generates Audit
Records for Agency/DIT
defined events. (AU-2)

e Audit record should
contain: data and time of the
event, subject identity, type of
event, how data changed,
where the event occurred,
and the outcome of the event.
(AU-3) (AU-8)

e Sufficient audit storage
capacity should allocated.
(AU-4)

e System alerts if audit log
generation fails. (AU-5)

e System protects audit
information from unauthorized
access. (AU-9)

All Low plus the following:

e Audit record should be
reviewed on a regular basis.
(AU-6)

e Audit logs are stored for
sufficient period of time. (AU-7)
(AU-11)

All Low & Moderate plus
the following:

e Audit record should be
reviewed on a daily basis

e System automatically
processes audit records for
events of interest.
(AU-7(1))
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Low

Moderate

High

Certification &
Accreditation
(CA)

o Organizations
must: (i) periodically
assess the security
controls in
organizational
information systems
to determine if the
controls are effective
in their application; (ii)
develop and
implement plans of
action designed to
correct deficiencies
and reduce or
eliminate
vulnerabilities in
organizational
information systems;
(iii) authorize the
operation of
organizational
information systems
and any associated
information system
connections; and (iv)
monitor information
system security
controls on an
ongoing basis to
ensure the continued
effectiveness of the
controls.

e A documented security
assessment policy and
procedure that is consistent
with applicable laws,
Executive Orders, directives,
policies, regulations,
standards, and guidance and
distributed to all employees.
(CA-1)

e Organization conducts an
assessment of the security
controls in all their information
systems to determine the
extent to which the controls
are implemented correctly,
operating as intended, and
producing the desired
outcome. (CA-2)

e Organization formally
authorizes all connections
from other information
systems and carefully
considers the risks that may
be introduced. (CA-3)

e Organization conducts an
assessment of the security
controls in all their information
systems to determine the
extent to which the controls
are implemented correctly,
operating as intended, and
producing the desired
outcome and this assessment
is reviewed by the Office of
Cyber Security. (CA-4)

e Organization develops and
updates a plan of action and
milestones for information
systems to correct
deficiencies noted during the
assessment of security
controls and to reduce or
eliminate known
vulnerabilities in the systems.
(CA-5)

e Organization formally
authorizes and approves the
information system security
assessment before full
implementation. (CA-6)

e Organization monitors the
security controls in the

All Low plus the following:

All Low & Moderate plus
the following:
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information system on an
ongoing basis. (CA-7)
Configuration e A documented All Low plus the following: All Low & Moderate plus
Management configuration management the following:
(CM) policy that addresses purpose | ® Define the mechanism by

o Organizations
must: (i) establish and
maintain baseline
configurations and
inventories of
organizational
information systems
(including hardware,
software, firmware,
and documentation)
throughout the
respective system
development life
cycles; and (ii)
establish and enforce
security configuration
settings for
information
technology products
employed in
organizational
information systems

scope, roles, responsibilities,
and procedures, developed
and distributed to all
employees. (CM-1)

e Organization develops,
documents, and maintains
current baseline configuration
of system. (CM-2)

e Organization develops,
documents, and maintains
mandatory security
configuration settings of
system. (CM-6)

e System components are
documented with relevant
ownership information. (CM-
8)

which changes to applications,
network, infrastructure or other
IT components are planned,
communicated, authorized,
documented, tested, and
coordinated.(CM-3)(CM-5)

e System changes are
monitored and security impact
analyses are performed to
determine the effects of the
changes. (CM-4)

e Organization configures
system to provide only
essential capabilities based on
functions, ports, protocols,
and/or services. (CM-7)

Continuity Planning
(CP)

o Organizations
must establish,
maintain, and
effectively implement
plans for emergency
response, backup
operations, and post-
disaster recovery for
organizational
information systems
to ensure the
availability of critical
information resources
and continuity of
operations in
emergency situations.

e A documented Continuity
Planning policy that
addresses purpose scope,
roles, responsibilities, and
procedures, developed and
distributed to all employees.
(CP-1)

e Develop, implement, and
periodically review a
continuity plan that addresses
roles & responsibilities,
assigned individuals with
contact information, and
activities associated with
restoring the system after a
disruption or failure, (CP-2)

e Review Continuity Plan
periodically and revise the
plan based on system or
personnel changes. (CP-5)

e Backups of user-level and
system-level information
stored at appropriately
secured location. (CP-9)

e Mechanisms with

All Low plus the following:

e Train personnel in their
contingency roles and
responsibilities with respect to
the information system and
provides refresher training.
(CP-3)

e Test the contingency plan at
least annually and initiate
necessary corrective actions.
(CP-4)

e Backups of user-level and
system-level information is
stored at alternate storage site
and is geographically
separated from the primary
storage site. (CP-6)

e Alternate processing site
identified and agreements in
place. (CP-7)

o Alternate site
telecommunications are
identified and agreements in

All Low & Moderate plus
the following:
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procedures are in place to place. (CP-8)

allow full system recovery and
reconstitution to fully secure
state. (CP-10)

Identification &
Authentication
(IA)

o Organizations
must identify
information system
users, processes
acting on behalf of
users, or devices and
authenticate (or
verify) the identities of
those users,
processes, or
devices, as a
prerequisite to
allowing access to
organizational
information systems.

e |dentification and
Authentication Policy &
Procedure documented,
reviewed and updated (IA-1)

e Unique Authentication of a
user’s identity is
accomplished through the use
of passwords, tokens,
biometrics. (1A-2)

e Management of accounts
(IA-4)

e Authentication information
(e.g., password or PIN) must
never be disclosed to another
user or shared among users.
(IA-5)

e Authentication information
feedback to user is obscured
(e.g., asterisks in password
field). (IA-6)

e Authentication systems
employs methods that meet
requirements of applicable
laws, Exec Orders, policies,
and standards. (IA-7)

All Low plus the following:

e |dentify and authenticate
devices (e.g., MAC, TCP/IP,
etc.) (IA-3)

All Low & Moderate plus
the following:

e Authentication of a user’s
identity is accomplished
through the use of multifactor
passwords, tokens, or
biometrics. (1A-2)

Incident Response
(IR)

o Organizations
must: (i) establish an
operational incident
handling capability for
organizational
information systems
that includes
adequate preparation,
detection, analysis,
containment,
recovery, and user
response activities;
and (i) track,
document, and report
incidents to
appropriate
organizational officials
and/or authorities.

e Documented and
implemented Incident
Response Policy &
Procedure. (IR-1)

e Incident handling form for
consistent, repeatable
process for monitoring and
reporting when dealing with
incidents. (IR-4) (IR-5) (IR-6)

e Incident response resource
identified to assist users in
handling and reporting
incidents. (IR-7)

All Low plus the following:

e Personnel trained in their
incident response roles and
responsibilities at least
annually. (IR-2)

e Incident response testing at
least annually (IR-3)

All Low and Moderate plus
the following:
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Maintenance
(MA)

o Organizations
must: (i) perform
periodic and timely
maintenance on
organizational
information systems;
and (ii) provide
effective controls on
the tools, techniques,
mechanisms, and
personnel used to
conduct information
system maintenance.

e A documented
Maintenance policy that
addresses purpose scope,
roles, responsibilities, and
procedures, developed and
distributed to all employees.
(MA-1)

e Agency schedules,
performs, documents, and
reviews records of
preventative and regular
maintenance. (MA-2)

e Agency authorizes,
monitors, and controls any
remote maintenance. (MA-4)

e Agency allows only
authorized personnel to
perform maintenance.
5)

(MA-

All Low plus the following:

e Agency approves, controls,
and monitors the use of
maintenance tools. (MA-3)

e Agency obtains maintenance
support in a timely manner.
(MA-6)

All Low and Moderate plus
the following:

Media Protection
(MP)

o0 Organizations
must: (i) protect
information system
media, both paper
and digital; (ii) limit
access to information
on information system
media to authorized
users; and (iii)
sanitize or destroy
information system
media before disposal
or release for reuse.

e A documented Media
Protection policy that
addresses purpose scope,
roles, responsibilities, and
procedures, developed and
distributed to all employees.
(MP-1)

e Agency ensures that only
authorized users have access
to information in any media,
printed or digital. (MP-2)

e Media is sanitized and
disposed of based on DTMB
and Agency policies and
procedures. (MP-6)

All Low plus the following:

e Track, document and verify
media destruction and disposal
actions

e Paper and digital media is
stored in a secure storage area
and audit of access attempts
and access granted is
documented. (MP-4)

e Agency restricts the pickup,
receipt, transfer, and delivery of
media to authorized personnel.
(MP-5)

All Low and Moderate plus
the following:

e Agency affixes external
labels to removeable media
and output indicating
distribution restrictions,
handling caveats and
applicable security markings.
(MP-3)

e Digital media stored at a
minimum of 128-bit
encryption

Physical &
Environmental
(PE)

o0 Organizations
must: (i) limit physical
access to information
systems, equipment,
and the respective
operating
environments to
authorized
individuals; (ii) protect
the physical plant and
support infrastructure
for information
systems; (iii) provide
supporting utilities for

e A documented Physical
and Environmental protection
policy that addresses purpose
scope, roles, responsibilities,
and procedures, developed
and distributed to all
employees. (PE-1)

e Agency develops and
keeps current a list of
personnel with authorized
access to facilities. (PE-2)

e Agency controls all
physical access points to
facilities. (PE-3)

e Agency monitors physical

All Low plus the following:

e Agency controls physical
access to system devices that
display output. (PE-5)

e Agency protects power
equipment from damage and
destruction. (PE-9)

e Agency provides remote
emergency shutoff. (PE-10)

e Agency provides short term
uninterruptible power supply for
systems. (PE-11)

All Low and Moderate plus
the following:

e Agency controls physical
access to system
transmission lines within
facilities. (PE-4)
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information systems; access to systems to detect e Agency maintains

(iv) protect and respond to security appropriate security controls for

information systems incidents. (PE-6) telecommuting or

against environmental ) communications from alternate

hazards; and (v) e Agency controls physical | yorksites.  (PE-17)

provide appropriate access to systems by

environmental authenticating visitors before | o Agency locates systems

controls in facilities allowing access to facilities. within facilities to minimize

containing information (PE-7) potential damage or

systems. unauthorized access. (PE-18)

e Agency maintains visitor
access records for facilities.
(PE-8)

e Agency employs and
maintains automatic
emergency lighting. (PE-12)

e Agency employs and
maintains fire suppression
and detection systems.
(PE-13)

e Agency employs and
maintains temperature and
humidity levels within the
facilities. (PE-14)

e Agency employs water
damage and detection
systems in facilities. (PE-15)

e Agency controls,
documents, and authorizes all
delivery and removal of
systems and related items
entering and exiting the
facilities. (PE-16)

Planning e A documented Security All Low plus the following: All Low and Moderate plus
(PL) Plan policy that addresses the following:
o Organizations purpose scope, roles, e Agency organizes and plans
must develop, responsibilities, and security related activities,
document, procedures, developed and assessments, maintenance,
periodically update, distributed to all employees. audits, ...
and implement (PL-1) (PL-6)

security plans for
organizational
information systems

e Agency develops,
implements, and regularly
that describe the reviews an Security Plan. (PL-

. . 2) (PL-3)
security controls in
place or planned for | ¢ Agency establishes an End

the information User Computing agreement
systems and the rules | describing roles and

of behavior for responsibilities and expected
individuals accessing | behavior. Document is read,
the information understood, and a signed
systems. copy is retained before

authorizing access. (PL-4)
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e Agency conducts a privacy
assessment of system. (PL-5)

Personnel Security
(PS)

o0 Organizations
must: (i) ensure that
individuals occupying
positions of
responsibility within
organizations
(including third-party
service providers) are
trustworthy and meet
established security
criteria for those
positions; (ii) ensure
that organizational
information and
information systems
are protected during
and after personnel
actions such as
terminations and
transfers; and (iii)
employ formal
sanctions for
personnel failing to
comply with
organizational
security policies and
procedures.

e A documented Personnel
Security policy that addresses
purpose scope, roles,
responsibilities, and
procedures, developed and
distributed to all employees.
(PS-1)

e Agency heads shall
designate every competitive
service position within the
agency at a high, moderate,
or low risk level as
determined by the position's
potential for adverse impact to
the efficiency and integrity of
the service. (PS-2)

e Agency screens individuals
requiring access before
authorizing access. (PS-3)

e Agency conducts exit
interviews upon termination of
employees and terminates
access to systems. (PS-4)

e Agency reviews system
and facility access upon
reassignment of personnel.
(PS-5)

e Agency completes signed
inter-agency access
agreements before
authorizing system access.
(PS-6)

e Agency establishes
security requirements for third
party vendors and monitors
their compliance. (PS-7)

e Agency employs a formal
sanction process for security
non-compliance. (PS-8)

All Low plus the following:

All Low and Moderate plus
the following:

Risk Assessment
(RA)

Organizations must
periodically assess
the risk to
organizational
operations (including
mission, functions,
image, or reputation),

e A documented Risk
Assessment policy that
addresses purpose scope,
roles, responsibilities, and
procedures, developed and
distributed to all employees.
(RA-1)

e Agency categorizes their

All Low plus the following:

All Low and Moderate plus
the following:
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organizational assets,
and individuals,
resulting from the
operation of
organizational
information systems
and the associated
processing, storage,
or transmission of
organizational
information.

information in accordance
with applicable laws, orders,
and policies. (RA-2)

e Agency has a risk
assessment done for
systems, to identify
magnitude of harm from
breach, use, disclosure,
modification, or destruction.
(RA-3)

e Agency updates the risk
assessment or whenever
majors changes are
performed. (RA-4)

e Agency regularly scans for
vulnerabilities in the system.
(RA-5)

System & Services
Acquisition
(SA)

o Organizations
must: (i) allocate
sufficient resources to
adequately protect
organizational
information systems;
(ii) employ system
development life cycle
processes that
incorporate
information security
considerations; (iii)
employ software
usage and installation
restrictions; and (iv)
ensure that third-party
providers employ
adequate security
measures to protect
information,
applications, and/or
services outsourced
from the organization.

e A documented Systems
and Services Acquisition
policy that addresses purpose
scope, roles, responsibilities,
and procedures, developed
and distributed to all
employees. (SA-1)

e Agency performs and
allocates capital resources for
Security. (SA-2)

e Agency manages systems
using SUITE. (SA-3)

e Agency includes security
requirements in contracts.
(SA-4)

e Agency adequately
documents systems. (SA-5)

e Agency complies with
software usage policies.
(SA-6)

e Agency enforces policies
governing software
installation by users. (SA-7)

e Agency requires that
external providers of systems
employ adequate security
controls. (SA-9)

All Low plus the following:

e Agency utilizes security
engineering principles in
system designs. (SA-8)

e Agency requires that system
developers create security test
and evaluation plans. (SA-11)

All Low and Moderate plus
the following:

e Agency requires that
system developers create
and implement configuration
management plans. (SA-10)

System & e A documented Systems All Low plus the following: All Low and Moderate plus
Communications and Communication the following:
Protection Protection policy that ® Agency separates user
(SC) addresses purpose scope, functionality from system e Agency separates security
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o Organizations
must: (i) monitor,
control, and protect
organizational
communications (i.e.,
information
transmitted or
received by
organizational
information systems)
at the external
boundaries and key
internal boundaries of
the information
systems; and (ii)
employ architectural
designs, software
development
techniques, and
systems engineering
principles that
promote effective
information security
within organizational
information systems.

roles, responsibilities, and
procedures, developed and
distributed to all employees.
(SC-1)

e System protects against
denial of service attacks.
(SC-5)

e System monitors and
controls communications at all
boundaries. (SC-7)

e System protects the
integrity and availability of
public information. (SC-14)

management. (SC-2)

e System prevents
unauthorized information
transfer via shared systems.
(SC-4)

e System protects the integrity
of transmitted information. (SC-
8)

e System protects the
confidentiality of the transmitted
information. (SC-9)

e System terminates a network
connection at end of session or
inactivity timeout. (SC-10)

e System prohibits remote
activation of video or audio
conferencing. (SC-15)

e Agency utilizes public key
certificates from an approved
provider. (SC-17)

e Agency restricts and
manages mobile code
technologies, ie. Java, ActiveX,
Flash, ... (SC-18)

e Agency restricts and
manages voice over |IP
systems. (SC-19)

e Agency restricts and
manages fault tolerant Domain
Name Systems (DNS). (SC-
20) (SC-22)

e System provides
communication protection at
the session level when session
level protection is needed, ie.
SOA, ... (8C-23)

functions from non-security
functions. (SC-3)

System & Information

Integrity

(Sh)

o Organizations
must: (i) identify,
report, and correct
information and
information system
flaws in a timely
manner; (ii) provide
protection from
malicious code at
appropriate locations

e A documented Systems
and Information Integrity
policy that addresses purpose
scope, roles, responsibilities,
and procedures, developed
and distributed to all
employees. (SI-1)

e Agency identifies, reports,
and corrects information
system flaws. (SI-2)

e Agency implements
malicious code protection and

All Low plus the following:

e Agency employs tools to
monitor system attacks and
unauthorized usage. (Sl-4)

e System has spam protection.
(SI-8)

e System restricts data input to
authorized personnel only. (SI-
9)

e System checks information

All Low and Moderate plus
the following:

e System verifies correct
operation of security
functions. (SI-6)

e System detects and
protects against unauthorized
software and information
changes. (SI-7)
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within organizational
information systems;
and (iii) monitor
information system
security alerts and
advisories and take
appropriate actions in
response.

techniques. (SI-3)

e Agency receives system
security alerts and advisories
and reissues them to
appropriate personnel for
action. (SI-5)

for accuracy, completeness,
validity, and authenticity. (SI-
10)

e System identifies and
handles error without providing
information that could be used
for exploitation. (SI-11)

e Agency handles and retains
outputs from systems in
accordance with laws, orders,
directives, and policies. (SI-12)

Vendor, contractor &
third party

e Adherence to DTMB and
Agency security policies

e Security Agreements
signed, maintained and
reviewed yearly

e Remote Access must be
secured through the use of
VPN, authentication, and
access control lists

e Monitor and audit
contractor activities

e Contractor software and
equipment installed and
configured to operate
securely; virus protection and
other SOM security
procedures

e Eliminate physical and
electronic access on the
same day the contract ends

All Low plus the following:
o No self-assessment

e Required to implement
controls that meet or exceed
the State of Michigan’s
established security controls.

e Must provide the State with
identified or established vendor
policies or a third party
independent audit (e.g.:
SAS70) and/or certification of
their hosting facility to verify
identified or established
policies are in place to protect
the State’s confidential and
sensitive data.

All Low and Moderate plus
the following:

Infrastructure/Network

e Virus protection
mechanisms

e Virus protection
mechanisms updated
whenever new releases are
available

e All publicly available host
resources shall be placed in
the DMZ

e All servers must pass a
vulnerability scan

e Defined firewall rules
prohibiting access and
restricting traffic

All Low plus the following:

e Hosted in trusted
environment

e All servers must have
standardized security logging
enabled

All Low and Moderate plus
the following:

e Hosted in protected
environment
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Appendix C — Acronyms

0

ACH Automated Clearing House

CAC Customer Assistance Center

CEPAS Centralized Electronic Payment Authorization System
Cl Configuration Item

CMDB Configuration Management Data Base

DLN Driver’s License Number

DOB Date of Birth

DMZ DeMilitarized Zone

ECB Enterprise Change Board

EFT Electronic Funds Transfer

ESB Enterprise Service Bus

ETRB Executive Technical Review Board

FDGS First Data Government Solutions

FEIN Federal Employer Identification Number

FTP File Transfer Protocol

HTML HyperText Markup Language

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

ICHAT Internet Criminal History Access Tool

IMAC Install, Move, Add, Change

J2EE Java 2 Enterprise Edition

JSP Java Server Pages

LCB Local Change Board

MEDC Michigan Economic Development Corporation
DTMB Michigan Department of Technology, Management and Budget
MIME Multipurpose Internet Mail Extensions
OneStop MIBusinessOneStop

MCS Michigan Office of Cyber Security

PC Personal Computer

PDF Portable Document Format

QA Quality Assurance

RAID Redundant Array of Independent Disks

RFC Request for Change

RTN Routing Transit Number

SAN Storage Area Network

SBTCD Small Business Technical Data Center

SEM Systems Engineering Methodology

SMC Service Management Center

SOA Service Oriented Architecture

SOAP Simple Object Access Protocol

SoM State of Michigan

SRDF Symmetrix Remote Data Facility

SSL Secure Socket Layer

SSN Social Security Number

SSO Single Sign-On

SUITE State Unified Information Technology Environment
TDE Transparent Data Encryption

TIM/TAM Tivoli Identity Manager/Tivoli Access Manager
TCP/IP Transmission Control Protocol/Internet Protocol
TRB Technical Review Board

UAT User Acceptance Testing

XML Extensible Markup Language

(o]

104




o
CONTRACT #071B3200030 ‘

o]
Appendix D - Laws, Regulations, DTMB and/or Agency Security Policies, Standards & Procedures

Identity Theft Protection Act (Senate Bill No. 309), Public Act 566 of 2006, amending Act 452 of
2004 - A person shall not obtain or possess personal identifying information of another person. If a
security breach is determined, notification of the breach must be communicated in reasonable time.
DTMB has published breach notification procedures

Social Security Number Privacy Act (Senate Bill No. 795, Public Act 454 of Public Acts 2004) - A
person shall not publicly display, use, or print all or more than 4 sequential digits of another persons
SSN. Any use of SSN must use an encrypted manner and in accordance with the acts restrictions.

1305 SOM Enterprise Information Technology Policy — Generic policy which designates
DTMB as the Agency to control technology and its implementation in a secure manner.

1310.03 Active Directory Password Standard — Requirements for length, complexity, age, and
lockout for system passwords.

1315.00 Policy for Storage of Sensitive Information on Mobile Devices & Portable Media — Al
information classified as sensitive must be encrypted to be stored, transported, or written to any
mobile device or media.

1315.10 Standard for Electronic Data Encryption — All information classified as sensitive must
utilize minimum 128 bit encryption in storage (at rest) and 128 bit encryption in transmission over
internal or external networks.

1325 Information Technology Security Awareness Policy — Designates that security
awareness shall be performed and it is the responsibility of Agency Directors in conjunction with the
State CISO to ensure delivery.

1335 Information Technology Access Control Policy — Requires systems to control
Authentication, Authorization, and Accountability in order to provide for separation of duties and
least privilege and documentation of system usage..

1340 Information Technology Information Security Policy — Due diligence must be performed
in securing SOM information in respect to Confidentiality, Integrity, and Availability by all employees
and trusted partners based on the classification of the information.

1345 Information Technology Network and Infrastructure Policy — It is the sole responsibility of
DTMB to design and implement a technical infrastructure to deliver IT services for Agency business
requirements.

1350.11  Security Operational Guidelines for Servers — General guidelines for installation,
configuration, operation and maintenance of SOM servers including roles and responsibilities to
minimize security risks.

1350.20 Authorization Access to Data Sources — Each user shall have a unique user Id.

1350.40 Access Control Criteria for Data Sources — Each user will be assigned a user Id based
on least privilege and these Ids will be periodically reviewed and audited.

1350.90 Secure Disposal of Installed & Removable Digital Media — Identifies proper procedures
and standards to be used to dispose of hardware which contains SOM information.
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1355 Project Management Methodology Policy — DTMB and its client agencies are required to
follow the Project Management Methodology for all IT-based initiatives.

1360 Systems Engineering Methodology Policy — DTMB and its client agencies are System
Engineering Methodology for all new initiatives as well as enhancement and maintenance of
existing systems.

1390 Information Technology Continuity of Business Planning Policy — Each Agency will
ensure a Business Continuity Plan is developed and to identify and provide funding to support
Disaster Recovery for essential critical business operations.

1410.21 Procurement and Usage of State Wireless Devices — Usage of PDAs, Blackberrys,
phones, and pagers

1420.00 Wireless — Usage and deployment of wireless LANs and equipment.
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o]
Appendix E - Security Analysis (To be completed by MCS Security Liaison)

0 The Office of Cyber Security believes that the recommended additional controls listed in the analysis
below, will additionally reduce the security risk to the public, maintain the SOM’s business objectives to protect
the public, and are relevant and responsive to the threats identified and therefore, strongly recommend that
these controls be incorporated into your system in a deliberate and timely manner.

o]

The Office of Cyber Security makes no warranty that the threats/vulnerabilities or recommended controls
identified in the Security Analysis are all inclusive.
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Controls
Threats | Risks if a control is Currently _ Probability Impact Recom_n_1ended
Vulnerabilities not implemented Pl E i FEEITIEL
the Project (See (H, M, L)* (H,M,L)* Controls
Section 5.4/6.4)
Persons could gain 1350.20

Password sharing

unauthorized access
to sensitive
information or
system.

Non-repudiation can
no longer be
achieved

Security Awareness
Training Program
‘MOST”

Carelessly stored

Passwords could be
stolen and used for
unauthorized access

Store passwords
encrypted

passwords to sensitive data or Security Awareness
system Training Program
Denial of Service for Password locked in
users. secure fireproof cabinet in
secure location with only
Lose/forget Unable to perform individual need-to-know

password for
network access or

maintenance
resulting in persons
gaining unauthorized

access.

Two or more security

application z ;
access to sensitive questions.
data or system.
Lock out after 5 invalid
attempts
Passwords could Adherence to Michigan 1
easily be guessed password policy.
Password and used for
effectiveness unauthorized access Security Awareness
to sensitive data or Training Program
system
Passwords could be Passwords masked when
obtained and used for displayed.
unauthorized access
to sensitive data or Security Awareness
Shoulder surfing system. Training Program

Sensitive data could
be viewed by
unauthorized
individuals.

Social engineering
(i.e. phone, email,
web site, in
person)

Hacker persuades
staff to provide
information that
would enable them to
gain access to SOM
resources and
sensitive data

Security Awareness
Training Program
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Threats /
Vulnerabilities

Risks if a control is
not implemented

Controls
Currently
Implemented in
the Project (See
Section 5.4/6.4)

Probability

(H, M, L)*

Impact

(H,M,L)*

Recommended
Additional
Controls

Data is stolen
resulting in identity

Documented process for
reviewing logs on a daily

Unauthorized theft. basis.
access to
sensitive{personal/ Financial Impact Access Management
confidential process and procedures
information
Security Agreements
signed and maintained
Data is rendered Documented process for
useless. reviewing logs on a daily
basis.
Credibility damage,
legal ramifications of Access Management
falsification of data. process and procedures
Unal'J’Fhor.ized Change Management
modifications Process and Procedures
made to
sensitive/personal/ Configuration
ponfiden_tial management process
information and procedures
Separation of Duties
Least Privilege
Security Agreements
sighed and maintained.
Data is captured 1315.10
Intercepted when transmitted via

transmission of
sensitive/personal/
confidential
information via
Internet

Internet resulting in
unauthorized access
of sensitive/
personal/
confidential data.

Encrypt data end to end
during transmission

Documented process for
reviewing logs on a daily
basis

Intercepted
transmission of
sensitive/personal/
confidential
information via
LMAN

Data is captured
when transmitted
between web
application and
database resulting in
unauthorized access
of sensitive/personal/
confidential data.

1315.10

Encryption to secure
personal data at the
application level

Documented process for
reviewing logs on a daily
basis.

Use of insecure
protocols for
transmission of
sensitive/personal/
confidential data

Penetration of system
resulting in
compromise of data.

1315.10

Encrypt data in database
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Controls
Threats / Risks if a control is Currently _ Probability Impact Recom_n_1ended
Vulnerabilities not implemented Pl E i FEEITIEL
the Project (See (H, M, L)* (H,M,L)* Controls
Section 5.4/6.4)
Intentional or 1315.10

inadvertent
exposure of
sensitive /
personal /
confidential data to
the internet or

Data is altered
resulting in identity
theft.

Violating State &
Federal Laws

Database in secured
zone

Data encrypted during
session

other inappropriate | Fraud

networks Encrypt data in database
Information Identity Theft Security / Disclosure
!eakage or agreements signed and
inappropriate Fraud maintained.

disclosure of
sensitive/personal/
confidential data

Legal ramifications

Security Awareness
Training Program

Installing
unauthorized
software

Could install a virus
that will affect system
and could spread to
rest of network.

May be coded
illegally, which could
subject the agency to
penalties.

Vulnerable to security
flaws (not kept
updated)

Could contain spy
ware that will capture
sensitive data to
unauthorized users.

Software License
validation

Security Awareness
Training Program

Mobile device being 131510
Loss, or theft of, compromised and
sensitive/personal/ | sensitive data
confidential data obtained by
on mobile devices | unauthorized user(s).
(i.e. USB drives,
laptops, PDAs, Bad publicity, or
etc.) damaging and costly
litigation
Not keeping Attacker could exploit 1350.11

operating systems,
databases, and
other software
patched

vulnerabilities and
take control of the
system.

Automated patch
management process
documented, tested, and
followed.
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Controls
Threats | Risks if a control is Currently _ Probability Impact Recom_n_1ended
Vulnerabilities not implemented Pl E i FEEITIEL
the Project (See (H, M, L)* (H,M,L)* Controls
Section 5.4/6.4)
Unauthorized users 1350.11

Lack of Server
Hardening

may be able to obtain
sensitive information
about system
resources, such as a
list of all accounts or
shared resources,
registry permission
settings, and make
modifications to the

registry

Adherence to Michigan 1
password policy.

Elevation of
Privileges or
Excessive Access
Rights

Users having
elevated privileges
could obtain root
privileges to
sabotage system and
gain access to
sensitive/personal/co
nfidential data

1350.40

Users leaving
desktops unlocked
while unattended

Individual
impersonating the
user logged in can
read all assets
residing on the client
machine and travel
over the network to
gain access to
sensitive information
and SOM resources

1410.88

Adherence to Michigan 1
policy.

One individual having 1350.40
Improper complete control of a
Separation of process from start to
Duties finish leading to
costly errors or fraud
Vendor capable of Documented
Lack of knowledge | intentional/unintentio security controls of
of vendor's nal misuse of system vendor

security controls

without Agency
knowledge

SAS70 from Vendor

Sensitive/personal/
confidential data
being stored
without strong
encryption

Unauthorized access
to sensitive/personal/
confidential data

resulting in corruption
or destruction of data

1315.10

Discarding of
media that
contains
sensitive/personal/
confidential data

Output containing
sensitive/personal/
confidential data
improperly disposed
of could lead to
unauthorized access

1350.90
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Controls
Threats | Risks if a control is Currently _ Probability Impact Recom_n_1ended
Vulnerabilities not implemented Pl E i FEEITIEL
the Project (See (H, M, L)* (H,M,L)* Controls
Section 5.4/6.4)
Malicious user gains 1350.11

Lack of
system/application
/network logging

unauthorized access
to system and
modifies data without
being detected or
misuses resources of
the
system/application/
network

Easy-to-crack
NetBIOS
passwords being
used on the
network making it
easy for hackers to
traverse the
network

Unauthorized users
can launch brute
force password
attacks and other
intrusive attacks to
gain access to the
network

Firewall Rules — specific
ports identified

Documented Incident
Response process and
procedure

Malicious Attacks

Data could be
rendered useless.

Data could be
discreetly modified or
deleted

Data could be
inaccessible

Persons could gain
unauthorized access
to sensitive data.

Consume bandwidth
causing systems to
slow down or become
unusable

Automated patch
management process
documented, tested, and
followed.

Anti-Virus

Security Awareness
Training Program

Access Control Policy

Quality Assurance
Process

Change Management
Process

Configuration
Management Process

Code review walk-

Buffer overflow

through
A malicious user can Quality Assurance
cause a breach in Process

system security
causing damage to
data, modifications to
data and disclosure
of data

Code reviews performed
to ensure that all
parameters are validated.

Documented Change
Control Process to
ensure that appropriate
security is maintained
over application program
code files.
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Threats /
Vulnerabilities

Risks if a control is
not implemented

Controls
Currently
Implemented in
the Project (See
Section 5.4/6.4)

Probability

(H, M, L)*

Impact

(H,M,L)*

Recommended
Additional
Controls

Malicious Program
Code

Malicious programs
and code injected
into application code
in order to gain
unauthorized access
to sensitive data and
resources

Quality Assurance
Process

Code reviews performed
to ensure that all
parameters are validated.

Documented Change
Control Process to
ensure that appropriate
security is maintained
over application program
code files.

Denial of Service
(DoS) caused by
flooding with a
large number or

Malicious user can
compromise the
availability of the
application and
disable services.

Crash or ungraceful
degradation of the

Firewall Rules — specific
ports identified

Utilized Intrusion
Detection Software tools
to continuously monitor
servers.

requests
a system Load Balancing
Documented Incident
Response process and
procedure
Data packets are Firewall Rules — specific
captured and ports identified
decoded to collect . .
information such as Utilized Intrusion
. passwords or Detection software tools
Sniffing infrastructure to continuously monitor
configurations servers
Documented Incident
Response process and
procedure
Penetration of system Firewall Rules — specific
enabling an intruder ports identified
to access the . .
network’s unsecured Utilized Intrusion
) ports Detection software tools
Scanning to continuously monitor
servers
Documented Incident
Response process and
procedure
Compromise or 1350.11
destruction of state _ =
Spoofing systems Firewall Rules — specific

ports identified

Application level security
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Controls
Threats | Risks if a control is Currently _ Probability Impact Recom_n_1ended
Vulnerabilities not implemented Pl E i FEEITIEL
the Project (See (H, M, L)* (H,M,L)* Controls
Section 5.4/6.4)
Wireless An attacker uses a 1420.00
broadcasting of wireless network to
sensitive/personal/ | |gunch an attack and
an insecure access
manner
An attacker uses a 1420.00
Wireless access wireless network to
point spoofing IaL!nch an attagk and
gains unauthorized
access
An attacker uses a 1420.00

Wireless systems
using WEP or less
security

wireless network to
launch an attack and
gains unauthorized
access

Logs stored in
insecure location

Malicious user
modifies logs to
‘cover their tracks’

Encrypt log data

Logs stored on other
network devices (IE:
SAN, NAS, etc.)

Logs store
confidential data
such as
passwords

Malicious user
accesses logs
containing
confidential data and
sabotages network or
gains unauthorized
access to sensitive
data

Legal exposure from
security breaches
and costly network
downtime.

Encrypt log data

Documented process for
reviewing logs on a daily
basis.

Back doors to
network (i.e. dial-in
modems, wireless
access points,
etc.)

Unauthorized users
can log into the
system undetected,
execute unauthorized
commands and leave
the system
vulnerable to other
unauthorized users.

Malicious users may
use the system to
access other systems
and perform a
coordinated DoS
attack.

Firewall Rules — specific
rules identified

Utilized Intrusion
Detection Software tools
to continuously monitor
servers.

Document Incident
Response process and
procedure
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Controls
Threats | Risks if a control is Currently _ Probability Impact Recom_n_1ended
Vulnerabilities not implemented Pl E i FEEITIEL
the Project (See (H, M, L)* (H,M,L)* Controls
Section 5.4/6.4)
Network devices Direct access to SOM 1410.21
and servers resources resulting in 1410.22
remotely intrusion or 1410.24

administered with
insecure protocols

unauthorized access
to personal data.

Devices being
connected to the
network that may
be infected with
viruses (e.g.
contractor laptops)

Unauthorized access
to sensitive/
personal/
confidential data.

Port/segment
blocking due to the
spreading of a virus

System down time,
lost productivity.

DIT-0155 Foreign Device
Network Connection
Request

Remote users that
may have infected
computers,
connecting to the
network

Unauthorized access
to sensitive/
personal/
confidential data.

Port/segment
blocking due to the
spreading of a virus

System down time,
lost productivity.

DIT-0155 Foreign Device
Network Connection
Request

Physical damage
to facility and/or
equipment caused
by storm, tornado,
vandalism,
accident, etc.

Information
unavailable

Loss of service to
public

System down time,
lost productivity

Business Continuity Plan
and disaster Recovery
Plan documented, tested
and implemented

Equipment
failure/malfunction

Information
unavailable

System down time,
lost productivity

Business Continuity Plan
and disaster Recovery
Plan documented, tested
and implemented.

(0]

0 *-The Probability and Impact are based on the Agency’s existing controls.

(0]
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Appendix C - Staffing Plan Matrix and Organization Chart

STAFFING PLAN MATRIX

For each role and phase, list the estimated number of persons and estimated percent dedicated to the project.
Some roles may have some people fully dedicated and others not within the same phase. For example, you
could have in Section 3 (Architect/Design the new System), 5 Developers at 100% and 5 Developers at 50%.
You may add rows as required for other roles critical to delivery of the “development project” or “ongoing
support.” Entries herein shall be consistent with information provided in Appendix D for Key Personnel as to
their percentage allocation to the project.

Though the bidder may add rows, they shall not add or remove columns.

Phase And S1 S2 S3 S4 S5
Role Initiation and Hosting Day-to-day Technical Help Desk
Planning Maintenance Support Support

Project
Manger
Lead
Developer
List all other
non-key
positions...
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Organization Chart

The bidder shall provide an organizational chart indicating lines of authority for all personnel involved in
performance of this Contract. This chart must also show lines of authority to the next senior level of
management and indicate who within the firm will have prime responsibility and final authority for the work.
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Appendix D - Personnel Resume Template

Resumes are required for key persons. They are not representative resumes but specific individuals

committed to this project. No less than 2 references are required for each of the Key Personnel outlined
below:

RESUME 1 - PROJECT MANAGER
RESUME 2 — LEAD DEVELOPER

References are not required for other roles, but may be provided for the following 2 required Key Personnel
Resumes.

Do not modify the form; unless notes indicate this is allowed.
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RESUME 1

Proposed Resource Name

Proposed Role

PROJECT MANAGER

Associated With:

Indicate if Prime or
Subcontractor

If Sub, provide Company Name

Key Personnel: YES
Yes or No
Dedicated to Project?
Yes or No
Approximate Percentage of Resources Time Allocated to Project by State
(For example if this resource is split 50/50 during a specific stage between this project and
another they should indicated 50% for the stage in the table below)

S1 S2 S3 S4 S5 S6 Post
Initiation | Requirements | Architect/Design Install, Training / | Implementation Implementation
and Definition the new System | Configure, User Operations

Planning Modify | Acceptance
Solution Testing
Verification of Necessary Skills
Required Skill Met Client Name and Start & End Month/Year
(Y or N) Project Name MM/YY-MM/YY

7+ years of recent IT project
management experience managing
large scale application development
and implementation projects.

3+ years of experience working on
projects involving interfacing with the
State of Michigan or that of a similar
state-level system.

Experience in structured
development process using a formal
Project Management Methodology
and formal Development
Methodology.

Certification as a Project
Management Professional (PMP) is a
plus

Chronological resume using the table below

Start Date

| End Date

Client Name

Project Name

Employer (at time)

Project Role/Tile

Brief Description of
Duties

Note: Repeat this table as necessary
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Education

University or
College Name

City, State/Province

Degree, Program

University or
College Name

City, State/Province

Degree, Program

Note: Add rows if necessary

Relevant Professional or Technical Training

Course Name
Topic
Date (MM/YY)

Course Name
Topic
Date (MM/YY)

Note: Add rows if necessary

Relevant Certifications/Affiliations

Name
Topic/Description
Date Completed

Name
Topic/Description
Date Completed

Note: Add rows if necessary

References

Name of Client
Company and Department

Name of Your Employer

Start and End Date (MM/YYY-
MM/YY)

Brief description of Project

Relevancy to this Project

Contact Name

Contact Phone Number

Contact Role on the Project

Note 1: References should be for performing the same role as proposed for this project
Note 2: Relevancy factors include but not limited to: similar dollar value, similar headcount under your control,
similar duration, similar effort (modification of COTS or custom development), and/or similar client
Note 3: Repeat table no less than 2 references
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RESUME 2
RESUME 1
Proposed Resource Name Steven Clark, PhD
Proposed Role PROJECT MANAGER/SYSTEM ARCHITECT
Associated With: ORA
Indicate if Prime or
Subcontractor
If Sub, provide Company Name
Key Personnel: Yes
Yes or No
Dedicated to Project? Yes
Yes or No
Approximate Percentage of Resources Time Allocated to Project by State
(For example if this resource is split 50/50 during a specific stage between this project and
another they should indicated 50% for the stage in the table below)
S1 S2 S3 S4 S5 S6 Post
Initiation | Requirements | Architect/Design Install, Training / | Implementation | Implementation
and Definition the new System | Configure, User Operations
Planning Modify | Acceptance
Solution Testing
10% 10% 50% 0% 10% 10% 10%
Verification of Necessary Skills
Required Skill | Met Client Name and Project Start & End Month/Year
(Y or N) Name MM/YY-MM/YY
7+ years of recent IT project Y MichCon Gas Planner IT 2000-2006
management experience CDC SUIDI National Registry | 2004-2008
managing large scale USDOJ NamUs 2007-2012
application development and CTE Navigator (R&D) 2007-2012
implementation projects. NAME I&A Program 2008-2012
3+ years of experience Y MDILog <>MI State Registrar | 2010-2012
working on projects involving MDILog<>Michigan Gift of 2010-2012
interfacing with the State of Life 2007-2010
Michigan or that of a similar NamUsMP<>NamUsUP
state-level system.
Experience in structured Y All above 1987-Present
development process using a
formal Project Management
Methodology and formal
Development Methodology.
Certification as a Project N N/A

Management Professional
(PMP) is a plus
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Chronological resume using the table below

Start Date

2010 | End Date | Present

Client Name

University of North Texas (UNT)

Project Name

National Missing and Unidentified Persons System (NamUs)

Employer (at time)

National Institute of Justice (NIJ) US Department of Justice

Project Role/Tile

National System Administrator/System Design

Brief Description of
Duties

Direct improvements to NamUs-MP and NamUs-UP Systems

Start Date

2007 | End Date | 2010

Client Name

National Forensic Science and Technology Center (NFSTC)

Project Name

National Missing and Unidentified Persons System (NamUs)

Employer (at time)

National Institute of Justice (NIJ) US Department of Justice

Project Role/Tile

Project Director/System Administrator

Brief Description of
Duties

Direct the development and National deployment and use of the NamUs
system.

Start Date

2006 | End Date | 2010

Client Name

U.S. Department of Justice

Project Name

National NamUs Training Academies

Employer (at time)

National Institute of Justice (NIJ)

Project Role/Tile

Project Director

Brief Description of
Duties

Design curriculum and materials for five national training academies
involving: Law Enforcement, Medical Examiners, Death Investigators,
Forensic Specialists, and Victim Advocates.

Start Date

2004 | End Date | 2008

Client Name

Centers for Disease Control and Prevention (CDC)

Project Name

Sudden Infant Death Investigation System (SUIDI)

Employer (at time)

Center for Maternal Health

Project Role/Tile

Project Director

Brief Description of
Duties

Design curriculum and materials for five national training academies
involving: Law Enforcement, Medical Examiners, Death Investigators,
University Professors, and Victims.

Note: Repeat this table as necessary

Education

University or

College Name

Central Michigan University
Mt. Pleasant, Ml

City, State/Province | BAA - Industrial Supervision and Management

Degree, Program

University or

College Name

Eastern Michigan University
Ypsilanti, Ml

City, State/Province | Secondary Education

Degree, Program

MA - Industrial Technology

University or

College Name

Michigan State University
East Lansing, Ml

City, State/Province | PhD - Curriculum and Instruction

Degree, Program

Counseling and Educational Psychology
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Relevant Certifications/Affiliations

Name
Topic/Description
Date Completed

American Psychological Association (Member)

Name
Topic/Description
Date Completed

References

Name of Client
Company and Department

Ferris State University
College of Education

Name of Your Employer

FSU

Start and End Date (MM/YY -
MM/YY)

07/06-Present

Brief description of Project

Develop web-based state-wide CTE curriculum standards
validation system for administrators, teachers, employers. This
system allows Michigan's CTE community easy access to state-
approved program standards and local program data.

Relevancy to this Project

Web system upgrades, management and administration.

Contact Name

Katherine Manley, EdD

Contact Phone Number

Project Director

Contact Role on the Project

231-591-2726

References

Name of Client
Company and Department

National Association of Medical Examiners (NAME)

Name of Your Employer

NAME

Start and End Date (MM/YY-
MM/YY)

1/00-Present

Brief description of Project

Administer and maintain three national data systems for the
Association (Inspection and Accreditation Online System,
National Death Registry, Pediatric Death Registry).

Relevancy to this Project

Web system design, upgrades, management and administration.

Contact Name

Randy Hanzlick, MD

Contact Phone Number

404-730-4407

Contact Role on the Project

Data Committee Chairperson

References

Name of Client
Company and Department

University of Michigan
Department of Forensic Pathology

Name of Your Employer

Washtenaw County Department of Public Health

Start and End Date (MM/YY -
MM/YY)

1/10-Present

Brief description of Project

Administer and maintain the medical examiner case
management system (MDILog.com).

Relevancy to this Project

Web system upgrades, management and administration.

Contact Name

Jeffrey Jentzen, MD, PhD

Contact Phone Number

Clinical Professor/Medical Examiner

Contact Role on the Project

734-936-7045
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References

Name of Client
Company and Department

Center for Human Identification

Name of Your Employer

University of North Texas (UNT)

Start and End Date (MM/YY-
MM/YY)

10/10-Present

Brief description of Project

Administer and maintain three national data systems for the
NIJ/USDOJ (NamUs-MP, NamUs-UP and NamUs-UC).

Relevancy to this Project

Web system upgrades, management and administration.

Contact Name

Arthur Eisenberg (UNT)

Contact Phone Number

Project Director

Contact Role on the Project

817-735-0555

References

Name of Client
Company and Department

National Forensic Science and Technology Center (NFSTC)

Name of Your Employer

National Institute of Justice (NIJ) US Department of Justice
(USDOJ)

Start and End Date (MM/YY-
MM/YY)

10/07-12/11

Brief description of Project

National administration of web-based registry for unidentified
dead and missing persons data system for matching UID cases
with missing persons cases nationally.

Relevancy to this Project

Web-based data system design, management and deployment.

Contact Name

Mike O'Berry

Contact Phone Number

727-549-6067

Contact Role on the Project

Program Manager

References

Name of Client
Company and Department

Department of Health and Human Services
Maternal and Infant Health Branch

Name of Your Employer

Centers for Disease Control and Prevention (CDC)

Start and End Date (MM/YY -
MM/YY)

10/04-12/08

Brief description of Project

Develop national training curriculum and create and run five
national training academies for investigators of infant deaths in
the US. Create a "beta" national web-based infant death registry
data system for surveillance of infant deaths nationally.

Relevancy to this Project

Curriculum development, standards, data system design,
management and deployment.

Contact Name

Terry Davis, EdD

Contact Phone Number

770-488-3940

Contact Role on the Project

Program Manager
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RESUME 2
0

Proposed Resource Name Kavan Story

Proposed Role LEAD DEVELOPER

Associated With:

Indicate if Prime or
Subcontractor

If Sub, provide Company Name

Occupational Research and Assessment, Inc. (ORA)

Key Personnel: Yes
Yes or No
Dedicated to Project? Yes
Yes or No
O
O
Approximate Percentage of Resources Time Allocated to Project by State
(For example if this resource is split 50/50 during a specific stage between this project and another they
should indicated 50% for the stage in the table below)
S1 S2 S3 S4 S5 S6 Post
Initiation Requirement | Architect/Desi Install, Training/ | Implementatio | Implementati
and s Definition gn the new Configur User n on
Planning System e, Modify | Acceptance Operations
Solution Testing
10% 10% 20% 30% 10% 10% 10%
O
0
Verification of Necessary Skills
Required Skill Met Client Name and Project Start & End Month/Year
(Y or N) Name MM/YY-MM/YY
5+ years’ experience working | Y CDC SUIDI National Registry | 2005-2008
on projects involving USDOJ NamUs 2007-2012
interfacing with a hosting CTE Navigator (R&D) 2007-2012
environment of complexity to
a similar system.
2+ years of experience in Y MDILog <> MI State Registrar | 2010-2012
defining the architecture for a MDILog <> Michigan Gift of 2010-2012
widely distributed real time Life 2007-2010
reservation system or NamUs MP <> NamUs UP 2010-2012
equivalent system. SOMDI/MOCAC
]
Chronological resume using the table below
O
Start Date 2007 | End Date | Present
Client Name FSU

Project Name MCCTE Navigator

Employer (at time) Occupational Research and Assessment

Project Role/Title Developer/Programmer

Brief Description of Design and development of the current system, enhancements, and bug

Duties fixes; manage server environment; and provide technical support.
Start Date 2005 | End Date | Present
Client Name NFSC - NFSTC - NIJ (USDOJ)
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Project Name

National Missing and Unidentified Persons System (NamUs)

Employer (at time)

Occupational Research and Assessment

Project Role/Title

Developer/Programmer

Brief Description of
Duties

Design and development of a Missing Persons Database (MP),
Unidentified Persons Database (UP), and Unclaimed Persons Database
(UC) as three separate systems that securely transfer data between each
other. Program enhancements, fix bugs, and provide technical support.

Start Date

2005 | End Date | Present

Client Name

NAME

Project Name

National Association of Medical Examiners Data Systems

Employer (at time)

Occupational Research and Assessment

Project Role/Title

Developer/Programmer

Brief Description of
Duties

Design and development of multiple data collection systems:
¢ Inspection & Accreditation System — Data system to collect
information about a medical examiner’s office and keep track of
accredited medical examiner offices.
¢ NAME Death Registry — Collects information about specific medical

examiner cases and allows members of NAME to search the cases.

e Pediatric Toxicology — Collects toxicology information on pediatric
cases and stores information in searchable database.

Start Date

2005 | End Date | Present

Client Name

ORA

Project Name

TaskScope — Learning Management System

Employer (at time)

Occupational Research and Assessment

Project Role/Title

Developer/Programmer

Brief Description of
Duties

Development and programming of a data system to manage members,
deploy standardized tests, and track testing progress. Used by multiple
organizations. Also maintain the server environment.

Start Date 2005 | End Date | Present
Client Name Various User Jurisdictions (US Counties)
Project Name MDILog

Employer (at time)

Occupational Research and Assessment

Project Role/Title

Developer/Programmer

Brief Description of
Duties

Developed and maintain a case management system for Medical
Examiner/Coroner offices. Implemented data exchanges with: Michigan
Electronic Death Reporting System, Gift of Life Michigan, and NamUs UP.
Developed an iPhone App to transfer data from scene to system over cell
phone network. Maintain server environment.

Start Date

2009 | End Date | Present

Client Name

Kentucky Department of Public Health

Project Name

Kentucky Mortality Data Management System (MDMS-KY)

Employer (at time)

Occupational Research and Assessment

Project Role/Title

Developer/Programmer

Brief Description of
Duties

Developed a statewide mass fatality data management system for
Kentucky. Manage server environment.

Start Date

2005 | End Date | Present

Client Name

Various Projects (see description below)
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Project Name Online Delphi Data Collection System

Employer (at time) Occupational Research and Assessment

Project Role/Title Developer/Programmer

Brief Description of Developed an online data system to use the Delphi process for surveying
Duties subject matter experts about a specific topic and generate reports. Used for
a projects with Kentucky Community and Technical College System,
Michigan Center for Career and Technical Education, and the International

Association of Coroners & Medical Examiners.

Note: Repeat this table as necessary

[]

Education
University or College Name Ferris State University (BS)
City, State/Province Big Rapids, Ml

Degree, Program

Bachelor of Science, Applied Mathematics / Computer Science

Note: Add rows if necessary
O

Relevant Professional or Technical Training

Course Name
Topic
Date (MM/YY)

Object Oriented Programming
Computer Science
08/03 — 12/03

Course Name
Topic
Date (MM/YY)

Scientific Programming with Fortran
Computer Science
01/04 — 05/04

Course Name
Topic
Date (MM/YY)

Data Structures & Algorithms
Computer Science
01/05 — 05/05

Course Name
Topic
Date (MM/YY)

Computational Number Theory and Cryptology
Computer Science
01/05 — 05/05

Course Name
Topic
Date (MM/YY)

Fundamentals of Hardware & Operating System
Computer Information Systems
08/05 — 12/05

Course Name
Topic
Date (MM/YY)

Database Design and Implementation
Computer Information Systems
01/06 — 05/06

Course Name
Topic
Date (MM/YY)

Computer Simulation
Computer Science
08/06 — 12/06

Note: Add rows if necessary
O

Relevant Certifications/Affiliations

Name
Topic/Description
Date Completed

Name
Topic/Description
Date Completed

Note: Add rows if necessary
O

References

Name of Client

| Randy Hanzlick, MD
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Company and Department

NAME

Name of Your Employer

ORA

Start and End Date (MM/YY-
MM/YY)

2005-Present

Brief description of Project

Various (see above)

Relevancy to this Project

Contact Name

Randy Hanzlick, MD

Contact Phone Number

Contact Role on the Project

Project Director

References
Name of Client Katherine Manley, EdD
Company and Department FSU
Name of Your Employer ORA

Start and End Date (MM/YY-
MM/YY)

2005-Present

Brief description of Project

MCCTE Navigator

Relevancy to this Project

Contact Name

Katherine Manley, EdD

Contact Phone Number

231-591-2726

Contact Role on the Project

Project Director

References

Name of Client
Company and Department

Emily Craig, PhD
UNT Health Science Center

Name of Your Employer

ORA

Start and End Date (MM/YY -
MM/YY)

2008-Present

Brief description of Project

Various projects including MDMS-KY and NamUs (see above)

Relevancy to this Project

Contact Name

Emily Craig, PhD

Contact Phone Number

859-396-3689

Contact Role on the Project

Project Director (MDMS-KY)
Regional System Administrator and Forensic Anthropologist
(NamUs)

References
Name of Client Jeffery Jentzen, MD, PhD
Company and Department University of Michigan

Name of Your Employer

ORA

Start and End Date (MM/YY -
MM/YY)

2009-Present

Brief description of Project

MDILog — Case management system for Medical Examiner
Offices.

Relevancy to this Project

Contact Name

Jeffery Jentzen, MD

Contact Phone Number

734-615-7173

Contact Role on the Project

Chief Medical Examiner

Note 1: References should be for performing the same role as proposed for this project
Note 2: Relevancy factors include but not limited to: similar dollar value, similar headcount under your control,
similar duration, similar effort (modification of COTS or custom development), and/or similar client
Note 3: Repeat table no less than 2 references
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Appendix E — Preliminary Project Plan

DELETED/NA
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Appendix F — Federal and State Assurances and Certifications

Governing Law

The grant shall in all respects be governed by, and construed in accordance with, the laws of the state of
Michigan. By signing this agreement, Grantee consents to personal jurisdiction in the state of Michigan. Any
dispute arising herein shall be resolved in the state of Michigan.

Applicable Statutes
The following statutes, rules, and laws are applicable to the performance of this grant; some statutes are
reflected in the clauses of this Grant Agreement. This list is NOT exhaustive.

MI Uniform Commercial Code (MIUCC) MCL 440. (All sections unless otherwise altered by agreement)

MI OSHA MCL §§ 408.1001 — 408.1094

Freedom of Information Act (FIOA) MCL §§ 15.231, et seq.

Natural Resources and Environmental Protection Act MCL §§ 324.101, et seq.

MI Consumer Protection Act MCL §§ 445.901 — 445.922

Laws relating to wages, payments of wages, and fringe benefits on state projects MCL §§ 408.551 — 408.558,
408.471 — 408.490, 1965 PA 390.

Department of Civil Service Rules and regulations

Elliot Larsen Civil Rights Act MCL §§ 37.2201, et seq.

Persons with disabilities Civil Rights Act MCL §§ 37.1101, et seq.

MCL §§ 423.321, et seq.

MCL § 18.1264 (law regarding debarment)

Davis-Bacon Act (DBA) 40 USCU §§ 276(a), et seq.

Contract Work Hours and Safety Standards Act (CWHSAA) 40 USCS § 327, et seq.

Business Opportunity Act for Persons with Disabilities MCL §§ 450.791 — 450.795

Rules and regulations of the Environmental Protection Agency

Internal Revenue Code

Rules and regulations of the Equal Employment Opportunity Commission (EEOC)

The Civil Rights Act of 1964, USCS Chapter 42

Title VII, 42 USCS §§ 2000e et seq.

The Americans with Disabilities Act (ADA), 42 USCS §§ 12101 et seq.

The Age Discrimination in Employment Act of 1967 (ADEA), 29 USCS §§ 621, 623 et seq.

The Old Workers Benefit and Protection Act of 1990 (OWBPA), 29 USCS §§ 626, et seq.

The Family Medical Leave Act of 1993 (FMLA), 29 USC §§ 651 et seq.

The Fair Labor Standards Act (FLSA), 29 USC §§ 201 et seq.

Pollution Prevention Act of 1990 (PPA) 42 U.S.C. §13106

Sherman Act, 15 U.S.C.S. § 1 et seq.

Robinson-Patman Act, 15 U.S.C.S. § 13 et. seq.

Clayton Act, 15 U.S.C.S. § 14 et seq.

Certification Regarding Lobbying For Grants And Cooperative Agreements

No federal, appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to any
person for influencing or attempting to influence an officer or employee of a federal agency, a Member of
Congress, an officer or employee of Congress, or an employee of a member of Congress in connection with
the making of any federal grant, the entering into of any cooperative agreement, and the extension,
continuation, renewal, amendment, or modification of any federal grant or cooperative agreement. If any funds
other than federal appropriated funds have been paid or will be paid to any person for influencing or attempting
to influence an officer or employee of any agency, a member of Congress, an officer or employee of Congress,
or an employee of a member of Congress in connection with this federal grant or cooperative agreement, the
undersigned shall complete and submit Standard Form — LL Disclosure Form to Report Lobbying, in
accordance with its instructions. The undersigned shall require that the language of this certification be
included in the awards documents for all subawards at all tiers (including subgrants, contracts under grants
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and cooperative agreements, and subcontracts) and that all subrecipients shall certify and disclose
accordingly.

Certification Regarding Debarment, Suspension, Ineligibility, and Voluntary Exclusion — Lower Tier
Covered Transactions

The prospective lower tier participant certifies, by submission of this proposal, that neither it nor its principals
are presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded from
participating in this transaction by any federal department or agency. Where the prospective lower tier
participant is unable to certify to any of the statements in this certification, such prospective participant shall
attach an explanation to this proposal.

Assurance With Section 511 Of The U. S. Department Of Education Appropriation Act of 1990

When issuing statements, press releases, requests for proposals, solicitations, and other documents
describing this project, the recipient shall state clearly: 1) the dollar amount of federal funds for the project, 2)
the percentage of the total cost of the project that will be financed with federal funds, and 3) the percentage
and dollar amount of the total cost of the project that will be financed by nongovernmental sources.

Assurance Concerning Materials Developed with Funds Awarded Under This Grant

The grantee assures that the following statement will be included on any publication or project materials
developed with funds awarded under this program, including reports, films, brochures, and flyers: “These
materials were developed under a grant awarded by the Michigan Department of Education”.

Certification Regarding Nondiscrimination Under Federally and State Assisted Programs

The applicant hereby agrees that it will comply with all federal and Michigan laws and regulations prohibiting
discrimination and, in accordance therewith, no person, on the basis of race, color, religion, national origin or
ancestry, age, sex, marital status, or handicap, shall be discriminated against, excluded from participation in,
denied the benefits of, or otherwise be subjected to discrimination in any program or activity for which it is
responsible or for which it receives financial assistance from the U.S. Department of Education or the Michigan
Department of Education.

Recipients of federal funds are required to issue notice of nondiscrimination to applicants, participants,
beneficiaries and others in a continuous manner. Regulations require that the name or title, address, and
telephone number of the employee designated to coordinate compliance efforts be included. A statement of
nondiscrimination must be included in all bulletins, announcements, publications, catalogs, applications,
agreements, and recruitment materials. Additional forms of notification (publication in newspapers, cable public
access, web sites, etc.) may also be used.

(See technical assistance guide for Civil Rights Compliance in Career and Technical Education, Michigan
Department of Education, Revised April 2011.)

Certification Regarding Boy Scouts of America Equal Access Act, 20 U.S.C. 7905, 34 CFR Part 108
A state or subgrantee that is a covered entity as defined in Sec. 108.3 of this title shall comply with the non-
discrimination requirements of the Boy Scouts of America Equal Access Act, 20 U.S.C. 7905, 34 CFR part 108.

Participation of Nonpublic Schools
The applicant assures that private nonprofit schools have been invited to participate in planning and
implementing the activities of this application.

Assurance Regarding Access to Records and Financial Statements

The applicant hereby assures that it will provide the pass-through entity, i.e., the Michigan Department of
Education, and auditors with access to the records and financial statements as necessary for the pass-through
entity to comply with Section 400 (d) (4) of the U.S. Department of Education Compliance Supplement for A-
133.
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Assurance Regarding Compliance with Grant Program Requirements

The grantee agrees to comply with all applicable requirements of all state statutes, federal laws, executive
orders, regulations, policies, and award conditions governing this program. The grantee understands and
agrees that if it materially fails to comply with the terms and conditions of the grant award, the Michigan
Department of Education may withhold funds otherwise due to the grantee from this grant program, any other
federal grant programs or the State School Aid Act of 1979, as amended, until the grantee comes into
compliance or the matter has been adjudicated and the amount disallowed has been recaptured (forfeited).
The department may withhold up to 100% of any payment based on a monitoring finding, audit finding or
pending final report.

Certification Regarding Title Il Of The Americans With Disabilities Act (A.D.A.), P. L. 101-336, State and
Local Government Services

The Americans with Disabilities Act (ADA) provides comprehensive civil rights protections for individuals with
disabilities. Title Il of the ADA covers programs, activities, and services of public entities. Title Il requires that,
“No qualified individual with a disability shall, by reason of such disability be excluded from participation in or
be denied the benefits of the services, programs, or activities of a public entity, or be subjected to
discrimination by such entity”. In accordance with Title Il ADA provisions, the applicant has conducted a
review of its employment and program/service delivery processes and has developed solutions to correcting
barriers identified in the review.

Certification Regarding Title Ill of the Americans with Disabilities Act (A.D.A.), P.L. 101-336, Public
Accommodations And Commercial Facilities

The Americans with Disabilities Act (ADA) provides comprehensive civil rights protections for individuals with
disabilities. Title Ill of the ADA covers public accommodations (private entities that affect commerce, such as
museums, libraries, private schools, and day care centers) and only addresses existing facilities and readily
achievable barrier removal. In accordance with Title Il provisions, the applicant has taken the necessary
action to ensure that individuals with a disability are provided full and equal access to the goods, services,
facilities, privileges, advantages, or accommodations offered by the applicant. In addition, a Title Il entity,
upon receiving a grant from the Michigan Department of Education, is required to meet the higher standards
(i.e., program accessibility standards) as set forth in Title 11l of the ADA for the program or service for which
they receive a grant.

Certification Regarding Gun-Free Schools - Federal Programs (Section 4141, Part A, Title lv, NCLB)
The applicant assures that it has, in effect, a policy requiring the expulsion from school for a period of not less
than one year of any student who is determined to have brought a weapon to school under the jurisdiction of
the agency except such policy may allow the chief administering officer of the agency to modify such expulsion
requirements for student on a case-by-case basis. (The term "weapon" means a firearm as such term is
defined in Section 92" of Title 18, United States Code.)

The district has adopted, or is in the process of adopting, a policy requiring referral to the criminal or juvenile
justice system of any student who brings a firearm or weapon to a school served by the agency.

Audit Requirements
All grant recipients who spend $500,000 or more in federal funds from one or more sources are required to
have an audit performed in compliance with the Single Audit Act (effective July 1, 2003).

Further, the applicant hereby assures that it will direct its auditors to provide the Michigan Department of
Education access to their audit work papers to upon the request of the Michigan Department of Education.

Assurance Against Trafficking in Persons
The applicant assures that it adopts the requirements in the Code of Federal Regulations at 2 CFR 175 as a
condition for this grant. You, as a subrecipient under this award, and your employees may not:

i. Engage in severe forms of trafficking in persons during the period of time that the award is in effect.

ii. Procure a commercial sex act during the period of time that the award is in effect.

iii. Use forced labor in the performance of the award or subawards under the award.
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Under this condition, the federal awarding agency may terminate this grant without penalty for any violation of
these prohibitions by the grantee, its employees, or its subrecipients.

Assurance Regarding the Prohibition of Text Messaging and Emailing While Driving During Official
Federal Grant Business

The applicant assures that it prohibits text messaging and emailing while driving during official grant business.
Federal grant recipients, subrecipients, and their grant personnel are prohibited from text messaging while
driving a government owned vehicle, or while driving their own privately owned vehicle during official grant
business, or from using government supplied electronic equipment to text message or email when driving.

Recipients must comply with these conditions under Executive Order 13513, “Federal Leadership on ‘Reducing
Text Messaging While Driving”, October 1, 2009.

Certification Regarding Universal Identifier Requirements

The applicant or grant recipient certifies it will meet the requirement for supplying a Data Universal Numbering
System (DUNS) number. As a condition of a subrecipient of a federal grant award, you must supply a DUNS
number to MDE. No entity may receive a federal subaward without a DUNS number. MDE will not make a
subaward to an entity unless that entity has provided its DUNS number.

Assurance Regarding Reporting Subaward Data For Subrecipients

The Federal Funding Accountability and Transparency Act (FFATA) is designed to increase transparency and
improve the public’s access to federal government information. To this end, FFATA requires that subaward
data be reported for all new federal grants funded at $25,000 or more with an award date on or after October 1,
2010.

An applicant or subrecipient assures that it will timely report data as needed to MDE for the purposes of federal
reports for any subaward on a grant awarded by the U. S. Department of Education will be reported for each
action or subaward that obligates $25,000 or more in federal funds that does not include Recovery funds (as
defined in section 1512(a)(2) of the American Recovery and Reinvestment Act of 2009, Pub. L. 111-5).

Assurance Concerning Non-Construction Programs

The applicant assures compliance with the following regulations regarding non-construction programs:

1. Has the legal authority to apply for federal assistance, and the institutional, managerial, and financial
capability (including funds sufficient to pay the non-federal share of project cost) to ensure proper planning,
management, and completion of the project described in this application.

2. Will give the awarding agency, the Comptroller General of the United States, and if appropriate, the state,
through any authorized representative, access to and the right to examine all records, books, papers, or
documents related to the award, and will establish a proper accounting system in accordance with
generally accepted accounting standards or agency directives.

3. Will establish safeguards to prohibit employees from using their positions for a purpose that constitutes or
presents the appearance of personal or organizational conflict of interest, or personal gain.

4. Will initiate and complete the work within the applicable time frame after receipt of approval from the
awarding agency.

5. Will comply, as applicable, with the provisions of the Hatch Act (5U.S.C. 1501-1508 and 7324-7328) which
limit the political activities of employees whose principal employment activities are funded in whole or in
part with federal funds.

Certification Regarding Drug-Free Workplace Requirements

The applicant agrees to comply with the Drug-Free Workplace Act of 1988, and implemented at 34 CFR Part
85, Subpart F, for grantees, as defined at 34 CFR Part 85.605 and 85.610. Grantee certifies and agrees that it
will provide a drug-free workplace by:
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Publishing and providing to all of its employees a statement notifying employees that the unlawful
manufacture, distribution, dispensing, possession, or use of a controlled substance is prohibited in the
vendor’s workplace and specifying the actions that will be taken against employees for violations of such
prohibition.

Establishing a drug-free awareness program to inform employees about: 1) the dangers of drug abuse in
the workplace, 2) the vendor’s policy of maintaining a drug-free workplace, 3) any available drug
counseling, rehabilitation, and employee assistance programs, and 4) the penalties that may be imposed
upon an employee for drug abuse violations occurring in the workplace.

Notifying all employees in the statement required by subparagraph (1) above that as a condition of
continued employment the employee will: 1) abide by the terms of the statement, and 2) notify the
employer of any criminal drug statute conviction for a violation occurring in the workplace no later than five
days after such conviction.

Notifying the granting state agency within 15 days after receiving notice from an employee under
subdivision (C)(2) above, or otherwise receiving actual notice of such conviction.

Within 30 days after receiving notice under subdivision (C)(2), imposing the proper sanctions as
communicated to the employee through the statement required by subparagraph (1).

Making a good-faith effort to maintain a drug-free workplace through the implementation of sub paragraphs
(1) through (5) above.

Disclosure of Federal Funding in Public Announcements (Public Law 111-8, the Omnibus
Appropriations Act, 2009, U.S. Department of Education Appropriation Act)

When issuing statements, press releases, requests for proposals, bid solicitations, and other documents
describing projects or programs funded in whole or in part with federal money, the recipient shall clearly state:

1.
2.
3.

The percentage of the total cost of the program or project that will be financed with federal money.
The dollar amount of federal funds for the project or program.

Percentage and dollar amount of the total cost of the project or program that will be financed by
nongovernmental sources.

Supplement, Not Supplant
Federal funds received under this Act shall be used to supplement, and not supplant, state or local funds for
any activity carried out in delivery of this program.
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Assurances/Certifications Signature Page

I/we certify that all federal/state assurances and certifications contained in this continuation proposal will be
met during the grant period.

I/we further certify that the information contained in this proposal is accurate, true, and will be supported with
documentation for monitoring purposes.

I/'we agree with the guidelines related to this program. Any deviations from the approved activities or
expenditures will have prior approval from the Office of Career and Technical Education.

Name of Applicant:

Address:

Telephone Number: Fax Number:

Email Address
Taxpayer ldentification Number (TIN) (for payment
purposes):

Signature of Applicant’s Authorized
Representative:

Date:
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Appendix G - Cost Tables

Please refer to Article 1, Section 1.601 Compensation and Payment

Table 1a: Data Storage Reconfiguration: Contractor will reconfigure the NAVIGATOR System so that
Data shall not to reside outside of the Continental United States, inclusive of configuration, policy
development, testing, documentation and implementation. To be complete by 12.14.2012.

Contractor Resources Estimated Not-to-Exceed Cost
Hours Hourly Rate
Steven Clark 8 $50 $400
Kavan Story
Table 1b Total: Not-to-Exceed $400
Cost:

Table 1b: Contractor will collaborate with DTMB IT Staff and DTMB IT Staff will assist Contractor to
complete the EA Solution Assessment and DIT-0170 IT Security Assessment Documents (Appendix B
in the RFP), not to exceed 40 hours of labor

Contractor Resources Estimated Not-to-Exceed Cost
Hours Hourly Rate
Steven Clark $50 $2000
Kavan Story
Table 1b Total: 40 $2000
Table 2: HOSTING AND MAINTENANCE
Monthly | Maximum Number of Months Total
Fee starting 1/1/2013 — 10/31/2015
Hosting, per Section 1.101 A.2 $480 34 $16,320
Maintenance, per Section 1.101 $4,314 34 $146,675
A.3, including Help Desk Support
Table 2 Total: | $162,995

TABLE 3: RESERVED BANK OF HOURS FOR SUPPLEMENTAL SERVICES, PER SECTION 1.104 A4

Bidder Staffing Category Nﬁglt::;)é?tzd Es(t:;n;:t;c::ltglt; rs Extended Price
Steven Clark $50 10 $500
Jennifer Proctor $40 40 $1600
Steven Clark $50 12 $600
Kavan Story $35 20 $700
Jordan Hendricks $30 10 $300
Jason Metz $20 15 $300
List all others...

Table 3: Total N/A 80 $4000

Notes:

1. Hourly rates provided in Table 3 are not-to-exceed rates for the duration of the contract. “Estimated
Hours” and “Extended Price” are non-binding. The State will utilize the firm fixed fully loaded hourly rates
detailed above for each staff that will be used as fixed rates for responses to separate statements of
work.

2. The State reserves the right to add money for additional future enhancements as needed.

| Contract Total Value on Award | $169,395.00 |
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