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STATE OF MICHIGAN

DEPARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET
PROCUREMENT

525 W. ALLEGAN STREET P.0. BOX 30026
LANSING, MI 48933 LANSING, Mi 48308

CHANGE NOTICE NO. 12

to

CONTRACT NO. 071B3200103

between
THE STATE OF MICHIGAN
and
NAME & ADDRESS OF CONTRACTOR PRIMARY CONTACT EMAIL
Deloitte Consulting Llp Hari Murthy hamurthy@deloitte.com
: CONTRACTOR'’S TAX ID NO.
200 Renaissance Center PHONE (LAST FOUR DIGITS ONLY)
Detroit MI, 48243-1895 212-313-2986 *EXEXA513
STATE CONTACTS AGENCY NAME PHONE EMAIL
PROGRAM MANAGER / CCl DTMB Kemal Tekinel (517) 241-5779 tekinelk@Michigan.gov
CONTRACT ADMINISTRATOR DTMB Simon Baldwin (517) 284-6997 baldwins@michigan.gov
CONTRACT SUMMARY
DESCRIPTION: Deloitte Hub
INITIAL AVAILABLE EXPIRATION DATE BEFORE
INITIAL EFFECTIVE DATE INITIAL EXPIRATION DATE OPTIONS CHANGE(S) NOTED BELOW
June 10, 2013 June 9, 2016 2-1Year June 9, 2016
PAYMENT TERMS DELIVERY TIMEFRAME
Firm Fixed N/A
ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING
O P-card O Direct Voucher (DV) O Other O Yes No
MINIMUM DELIVERY REQUIREMENTS
N/A
DESCRIPTION OF CHANGE NOTICE
LENGTH OF
EXERCISE OPTION? LENGTH OF OPTION EXERCISE EXTENSION? EXTENSION REVISED EXP. DATE
1) Y
ear Option O N/A June 9, 2017
CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE
$23,432,227.00 $10,160,227.80 $33,592,454.80

DESCRIPTION: Effective March 1, 2016, This Contract is hereby amended to add $10,160,227.80 and include the following two (2)
Statement of Work (SOW) documents:

1. System Development Lifecycle (SDLC) Enhancement Services (Fixed-Firm monthly Services Added per
Change Notice 9) for the period of March 1, 2016 through June 9, 2016.
2. System Development Lifecycle (SDLC) Enhancement Services, Operations, Maintenance and Support, and
Triage Services for the period of June 10, 2016 through June 9, 2017.
a. Additional Resources have been predicted to be $225,000.00 per the attached SOW. These funds will be

requested of Ad Board, but only added to this Contract per a DTMB Procurement approved Change Notice.

The Administrative Board request of $10,385,227.80 will account for all costs associated with the attached SOW documents, including
$225,000.00 for Additional Resources which will not be added to this Contract at this time.

All other terms, conditions, specifications, and pricing remain the same per Contractor and Agency agreement, DTMB Procurement
Approval and State Administrative Board Approval on March 1, 2016.

Ad Board approved amount: $33,817,454.80
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Technology, Management & Budget
MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:

State of Michigan Hub Solution (SOM Hub Solution) 03/1/16 — 06/09/16
Requesting Department: Date:

Michigan Department of Health and Human Services December 15, 2015
Agency Project Manager: Phone:

Jamy Hengesbach (517) 335-6168
DTMB Project Manager: Phone:

Kemal Tekinel (517) 241-3314
Contract Information: Change Requests:

Contractor: Deloitte Consulting LLP N/A

Contract # 071B3200103

Brief Description of Services to be provided:

Per Contract 071B3200103, a Contract Change Notice (CCN) to extend term of service for ongoing System
Development Lifecycle support of the SOM Hub Solution for the time period of March 1, 2016 through June 9,
2017.

BACKGROUND:

The State is under contract with Deloitte Consulting LLP, (hereinafter referred to as “Contractor” or “Vendor”) to
implement and support a SOM Hub solution which includes a State Messaging Gateway as the single source of
contact between the Federal Data Hub and the State of Michigan for both the health insurance exchange and the
Medicaid/ Children's Health Insurance Program (CHIP) activities. The SOM Hub solution has been operational
since January 25, 2014. Additional business and Federal requirements have resulted in subsequent releases and
have increased the SOM Hub Solution technical complexity and components. Further IT scope of services for
functional enhancements and ongoing support services is required.

The State intended to transition Software Development Lifecycle (SDLC) system Enhancements,Operation
services, Maintenance support, and Triage services of the SOM Hub Solution from the Contractor, but is not yet
ready to do so. The State will continue utilizing the Contractor for information technology services (“IT Services”)
in support of the SOM Hub Solution as provided in the Contract and this Statement of Work. The Primary
Contract section 1.104 (L) includes a provision for Knowledge Transfer. The State will notify the Contractor in
writing of the State’s intent to assume enhancements and support of the SOM Hub solution.

PROJECT OBJECTIVE:




The purpose of Medicaid Compliance Program (MCP) is to support the State as specified in the Contract between
the parties and this Statement of Work (SOW). The Contractor will provide the following service:

1. Enhancements services including Project Management, Preliminary Analysis, and System Development
Lifecycle (SDLC) in support of the SOM Hub solution.

SCOPE OF WORK:

This Statement of Work consists of the below scope. Further details and specifications are listed in this
Statement of Work section titled “Work and Deliverables”.

The State will classify whether services are considered an enhancement (e.g. a minor release, release
independent activity part of a major release, or other activity), Maintenance and Operation (M&QO), or Defect
resolution.

The State reserves the right to modify the projects, change controls and defects identified for work. Changes will
be managed through the established project change control (cc) request process.

1. Enhancement Services
a) Project management related to SOM Hub Solution as directed by MCP
b) Preliminary Analysis (a.k.a. Impact Analysis)
c) SOM Hub solution enhancements - System Development Lifecycle Services (SDLC)

d) Enhancement services and deliverables specified in the Contract and this Statement of Work will be
performed by 17.9 full-time resources to be provided by Contractor as specified below:

e Project Director 0.20
e Sr. Project Manager 0.70
e Project Manager: 1.00
e Business Analyst: 1.00
e System Admin: 3.00
e System Architect: 1.00
e Database Admin: 1.00
e Technical Lead: 1.00
e Web Developer: 6.00
e Tester: 3.00

e) The term of Enhancement services is March 1, 2016 through June 9, 2016

Contractor will adhere to the primary Contract, section 2.060 in regards to personnel management. The Project
Director, Project Manager, Technical lead as assigned to Enhancement team are identified as Key Personnel as
defined within the primary Contract, section 1.201.

Contractor will continuously update and provide to the DTMB Project Manager, a list of assigned resources that
includes resources full name, contact information, role within the project, as identified in the Contract by
Attachment D — Contract Pricing, Table 4, and physical location, as required per Contract section 2.060.

TASKS:

Contractor will coordinate with the State on the necessary tasks to complete the scope of work. At a minimum,
Contractor and State will comply with the Contractor Approach as outlined in 1.104 Work and Deliverables of the
Contract and this SOW.

WORK AND DELIVERABLES:
1. Enhancement Services

a) The Contractor must perform ongoing Project Management activities and provide deliverables as outlined
in the Contract section 1.400 in support of the services outlined within the Contract and in this SOW.

b) Preliminary Analysis (a.k.a. Impact Analysis)

i. Services: The Contractor will perform preliminary analysis/impact analysis as requested and
prioritized by the State. Impact Analysis for identified production defects shall be conducted at no
additional cost to the State, and will be addressed by Contractor using the existing, planned team
resources. The Contractor will communicate to the DTMB Project Manager any concerns about
these activities impacting established timelines. If necessary to protect established timelines, the
State will determine and communicate work priority to the Contractor.

ii. Deliverables: Impact Analysis results/response shall be provided consistent with a 48-hour
objective for items deemed high priority and where practical. The Contractor will provide a written
impact statement to the State, propose alternative solutions and describe impacts to costs,
schedule, resources and other Medicaid system components for proposed work, as well as
impact to work in progress. Impact analysis will primarily be conducted for proposed changes,
new/altered business requirements, new projects and defects. For the purpose of this SOW,



Contractor is required to document in any Impact Analysis delivered, additional impact to any
system components including hardware, software, interfaces, services, data, and databases.

c) SOM Hub solution enhancements/SDLC include any modification to the SOM Hub solution as part of any
release activity (“releases”) identified by the State (major and minor release, release independent, system
modifications). SOM Hub solution enhancements shall proceed through the SUITE methodology and
shall include all phases of system development lifecycle as outlined in the Contract within section 1.104.

e For major releases, a release plan that defines scope, timelines, services and deliverables will be
mutually agreed upon between the Contractor and MCP.

e All SOM Hub solution enhancements will be identified through an approved Project Charter or
through the established project change control (cc) request process.

o All security patches and system and software configuration changes must be tested before
deployment.

e Separate development, test and production environments must continue to be utilized.

i. Services: The Contractor will provide system development lifecycle services and follow the State
and Contractor Roles and Contractor Approach as outlined in the Contract, section 1.104.

. Deliverables: The Contractor will provide the Deliverables as outlined in the Contract, section
1.104 and follow the State and Contractor Roles and Contractor Approach defined in the
Contract, section 1.200, for the appropriate stage of activities. Existing project deliverables will
be updated to incorporate enhancements. Any SUITE template or deliverable waivers must be
agreed upon with the DTMB Project Manager listed within this Statement of Work.

Deliverables due each month are determined based upon the mutually agreed documented
schedule and the milestones within that schedule. By the fifth day of each month, the State
Project Manager will document and provide to the Contractor Project Manager the expected final
deliverables for that month (“Monthly Expected Deliverables”). The Monthly Expected
Deliverables will be updated by the State Project Manager during the month as work activities are
identified, adjusted or removed.

The Contractor will provide the State with an approximate number of resource hours available for
enhancements on a monthly basis.

1. Contractor and State will adhere to mutually agreed upon documented schedule(s).

2. Eligibility governance model will be used for all enhancements. Deliverables will be produced as per the
Contract governance model and this SOW.

3. The scope inclusion in each release shall be defined by the MCP level scope and requirements, further
delineated during project requirements sessions.

4. There is a need to continue support of production deployments concurrently with other services provided as
part of this SOW.

5. Resources assigned are available for all SDLC and M&O activities as prioritized by the SOM.

6. If the scope of work requested by the State of the Contractor necessitates an increase or decrease in
resources, or a reallocation of resources to accommaodate, Contractor will recommend staffing changes,
including associated pricing adjustments and follow the established project change control (cc) request
process.

ROLES AND RESPONSIBILITIES:

The Contractor will adhere to Contractor Roles and Contractor Approach as outlined in Contract Section 1.200 for
the applicable activity. Additionally, the Contractor is responsible for managing resources to ensure authorized
work activities are completed within the mutually agreed upon schedule. The Contractor is responsible to notify
the State immediately of any projected or realized availability in Contractor resource capacity.

ACCEPTANCE CRITERIA:

High-level acceptance criteria for Document Deliverables are listed in Section 1.501 of the Contract and will not
be considered complete until the DTMB Project Manager has formally accepted them as described.
PROJECT CONTROL AND REPORTS:

Contractor will submit progress reports as described in the in the Contract section 1.302.

SPECIFIC DEPARTMENT STANDARDS:

None.

PAYMENT SCHEDULE:

Payment will be made on a firm fixed cost basis for each service:

1. Enhancement Services Payment will be made on a firm fixed cost basis, billed monthly at $474,806.
Contractor must not submit invoices until all expected deliverables (for that month) have been accepted by
the SOM.



a) The Contractor must identify the percentage of costs attributable to

the State identified categories of

Major Release or Release Independent SOM Hub solution enhancement activities on the monthly invoice.

June 1-9, 2016

Month Monthly Payment Amount
Enhancement Costs
March 2016 $474,806.00
Enhancement Costs
April 2016 $474,806.00
Enhancement Costs
May 2016 $474,806.00
Enhancement Costs

$142,441.80

TOTAL VALUE OF SOW

$1,566,859.80

DTMB will pay Contractor upon receipt of properly completed invoice(s) which shall be submitted to the
billing address on the State issued purchase order not more often than monthly. DTMB Accounts
Payable area will coordinate obtaining Agency and DTMB Project Manager approvals. All invoices
should reflect actual work completed by payment date, and must be approved by the Agency and
DTMB Project Manager prior to payment. The invoices shall describe and document to the State's
satisfaction a description of the work performed the progress of the project, and fees. When expenses
are invoiced, receipts will need to be provided along with a detailed breakdown of each type of

expense. All invoices must include the purchase order number.

Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of properly

completed invoices.

EXPENSES:

The State will NOT pay for any travel expenses, including hotel, mileage, meals, parking, etc.

PROJECT CONTACTS:
The designated Agency Project Manager is:

Jamy Hengesbach

Michigan Department of Health and Human Services
State Administrative Manager

Capitol Commons Center

400 S. Pine St

Lansing, MI 48933

(517) 335-6168

hengesbachj@michigan.gov

The designated DTMB Project Manager is:

Kemal Tekinel

Michigan Department of Technology, Management and Budget
State Division Administrator

Romney Building

111 S. Capitol Ave

Lansing, MI 48933

(517) 241-3314

TekinelK@michigan.gov

AGENCY RESPONSIBILITIES:

Provide detailed requirements and respond promptly to follow up questions.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:




The Contract governs Work Location.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:
The Contract governs Work Hours and Conditions.

AGREED TO: STATE OF MICHIGAN, DEPARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET

By: Date:

Kemal Tekinel, State Division Administrator

AGREED TO: DELOITTE CONSULTING LLP

By: Date:

Hariharan Murthy, Director
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Technology, Management & Budget
MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:

State of Michigan Hub Solution (SOM Hub Solution) 06/10/16 — 06/09/17
Requesting Department: Date:

Michigan Department of Health and Human Services December 15, 2015
Agency Project Manager: Phone:

Jamy Hengesbach (517) 335-6168
DTMB Project Manager: Phone:

Kemal Tekinel (517) 241-3314




Contract Information: Change Requests:
Contractor: Deloitte Consulting LLP N/A
Contract # 07183200103

Brief Description of Services to be provided:

Per Contract 071B3200103, a Contract Change Notice (CCN) to exercise option year one for ongoing system
service support of the SOM Hub Solution for the time period of June 10, 2016 through June 9, 2017.

BACKGROUND:

The State is under contract with Deloitte Consulting LLP, (hereinafter referred to as “Contractor” or “Vendor”) to
implement and support a SOM Hub solution which includes a State Messaging Gateway as the single source of
contact between the Federal Data Hub and the State of Michigan for both the health insurance exchange and the
Medicaid/ Children's Health Insurance Program (CHIP) activities. The SOM Hub solution has been operational
since January 25, 2014. Additional business and Federal requirements have resulted in subsequent releases and
have increased the SOM Hub Solution technical complexity and components. Further IT scope of services for
functional enhancements and ongoing support services is required.

The State intended to transition Software Development Lifecycle (SDLC) system Enhancements,Operation
services, Maintenance support, and Triage services of the SOM Hub Solution from the Contractor, but is not yet
ready to do so. The State will continue utilizing the Contractor for information technology services (“IT Services”)
in support of the SOM Hub Solution as provided in the Contract and this Statement of Work. The Primary
Contract section 1.104 (L) includes a provision for Knowledge Transfer. The State will notify the Contractor in
writing of the State’s intent to assume enhancements and support of the SOM Hub solution.

PROJECT OBJECTIVE:

The purpose of Medicaid Compliance Program (MCP) is to support the State as specified in the Contract between
the parties and this Statement of Work (SOW). The Contractor will provide the following services:

2. Enhancements services including Project Management, Preliminary Analysis, and System Development
Lifecycle (SDLC) in support of the SOM Hub solution.

3. Operation services, Maintenance and support services (hereinafter collectively referred to as
“Maintenance and Operations” or “M&0O”) for the SOM Hub Solution.

4. Triage services to perform triage activities that determine and troubleshoot issues, coordinate issue
resolution between multiple vendors and perform root cause analysis in relation to the SOM Hub Solution.

SCOPE OF WORK:

This Statement of Work consists of the below scope. Further details and specifications are listed in this
Statement of Work section titled “Work and Deliverables”.

The State will classify whether services are considered an enhancement (e.g. a minor release, release
independent activity part of a major release, or other activity), Maintenance and Operation (M&O), or Defect
resolution.

The State reserves the right to modify the projects, change controls and defects identified for work. Changes will
be managed through the established project change control (cc) request process.
2. Enhancement Services

f) Project management related to SOM Hub Solution as directed by MCP

g) Preliminary Analysis (a.k.a. Impact Analysis)

h) SOM Hub solution enhancements - System Development Lifecycle Services (SDLC)

i) Enhancement services and deliverables specified in the Contract and this Statement of Work will be
performed by 17.9 full-time resources to be provided by Contractor as specified below:

e Project Director 0.20
e Sr. Project Manager 0.70
e Project Manager: 1.00
e Business Analyst: 1.00
e System Admin: 3.00
e System Architect: 1.00
e Database Admin: 1.00
e Technical Lead: 1.00
e Web Developer: 6.00

e Tester: 3.00




i) The term of Enhancement services is June 10, 2016 through June 9, 2017

3. Maintenance Support and Operation (M&O) Services

a) M&O services and deliverables specified in the Contract and this SOW will be performed by six full time
resources to be provided by Contractor as specified below:

e Project Manager 1.0
e System Administrator 1.0
e Web Developers 2.0
e Business Analyst 1.0
o Tester 1.0

b) The term of M&O services is June 10, 2016 through June 9, 2017
4. Triage Services

a) Triage services and deliverables specified in this SOW will be performed by four full time resources to be
provided by Contractor as specified below:

e Technical Lead 1.0
e Business Analyst 1.0
e Systems Analyst 2.0

b) The term of Triage services is June 10, 2016 through September 30, 2016

Contractor will adhere to the primary Contract, section 2.060 in regards to personnel management. The Project
Director, Project Manager, Technical lead as assigned to Enhancement team, and the Project Manager as
assigned to M&O team, are identified as Key Personnel as defined within the primary Contract, section 1.201.

Contractor will continuously update and provide to the DTMB Project Manager, a list of assigned resources that
includes resources full name, contact information, role within the project, as identified in the Contract by
Attachment D — Contract Pricing, Table 4, and physical location, as required per Contract section 2.060.

TASKS:

Contractor will coordinate with the State on the necessary tasks to complete the scope of work. At a minimum,
Contractor and State will comply with the Contractor Approach as outlined in 1.104 Work and Deliverables of the
Contract and this SOW.

WORK AND DELIVERABLES:

2. Enhancement Services

d) The Contractor must perform ongoing Project Management activities and provide deliverables as outlined
in the Contract section 1.400 in support of the services outlined within the Contract and in this SOW.

e) Preliminary Analysis (a.k.a. Impact Analysis)

Services: The Contractor will perform preliminary analysis/impact analysis as requested and
prioritized by the State. Impact Analysis for identified production defects shall be conducted at no
additional cost to the State, and will be addressed by Contractor using the existing, planned team
resources. The Contractor will communicate to the DTMB Project Manager any concerns about
these activities impacting established timelines. If necessary to protect established timelines, the
State will determine and communicate work priority to the Contractor.

Deliverables: Impact Analysis results/response shall be provided consistent with a 48-hour
objective for items deemed high priority and where practical. The Contractor will provide a written
impact statement to the State, propose alternative solutions and describe impacts to costs,
schedule, resources and other Medicaid system components for proposed work, as well as
impact to work in progress. Impact analysis will primarily be conducted for proposed changes,
new/altered business requirements, new projects and defects. For the purpose of this SOW,
Contractor is required to document in any Impact Analysis delivered, additional impact to any
system components including hardware, software, interfaces, services, data, and databases.

f)  SOM Hub solution enhancements/SDLC include any modification to the SOM Hub solution as part of any
release activity (“releases”) identified by the State (major and minor release, release independent, system
modifications). SOM Hub solution enhancements shall proceed through the SUITE methodology and
shall include all phases of system development lifecycle as outlined in the Contract within section 1.104.

For major releases, a release plan that defines scope, timelines, services and deliverables will be
mutually agreed upon between the Contractor and MCP.

All SOM Hub solution enhancements will be identified through an approved Project Charter or
through the established project change control (cc) request process.

All security patches and system and software configuration changes must be tested before
deployment.

Separate development, test and production environments must continue to be utilized.



iii. Services: The Contractor will provide system development lifecycle services and follow the State
and Contractor Roles and Contractor Approach as outlined in the Contract, section 1.104.

iv. Deliverables: The Contractor will provide the Deliverables as outlined in the Contract, section
1.104 and follow the State and Contractor Roles and Contractor Approach defined in the
Contract, section 1.200, for the appropriate stage of activities. Existing project deliverables will
be updated to incorporate enhancements. Any SUITE template or deliverable waivers must be
agreed upon with the DTMB Project Manager listed within this Statement of Work.

Deliverables due each month are determined based upon the mutually agreed documented
schedule and the milestones within that schedule. By the fifth day of each month, the State
Project Manager will document and provide to the Contractor Project Manager the expected final
deliverables for that month (“Monthly Expected Deliverables”). The Monthly Expected
Deliverables will be updated by the State Project Manager during the month as work activities are
identified, adjusted or removed.

The Contractor will provide the State with an approximate number of resource hours available for
enhancements on a monthly basis.

3. Maintenance Support and Operation (M&O) Services

Work and Deliverables as documented within the Contract under Section 1.104(l), (J) Operations
Services and Section 1.104(1), (K) Maintenance and Support and this SOW.

The Contractor must perform ongoing Project Management activities and provide deliverables as outlined
in the Contract section 1.400 in support of the M&O services outlined within the Contract and in this
SOW.

4. Triage Services

In order to facilitate the technical issue resolution, establishment of TIER 2 Triage support (“Triage
Services”) through the MCP Advanced Support Team is required as part of the Maintenance team. This
team will be responsible for engaging with Project Level Maintenance Teams to facilitate diagnostics and
tracking cross-team impacts. TIER 2 will follow a standardized process to review prioritized issues
provided by TIER 1 and identify which team owns the resolution.

i. Services: Technical Lead will coordinate Tier 1 Team activities for ticket input expectations
(template), guidelines for Criticality/Severity ratings, and process for dealing with different types of
tickets. Responsible to keep TIER 1 team informed of known issues by updating the DTMB CSC
Operational Status Board. Techinal Lead must generate status reports weekly and participate in
status meetings with MCP. Technical Lead will perform issue resolution trend analysis and
recommend interim business processes if necessary. Responsible to escalate ticket resolution
and recommend change control process when necessary and manage Tier 2 team load and
resource planning.

Business and System analysts (Tier 2) will communicate with Tier 1 team and/or customer for
clarifications on existing tickets as required. Perform diagnostics of tickets, including impact
assessment and prioritization validation. Assign tickets to relevant Tier 3 teams after initial
analysis. Track, monitor and update ticket status and resolution with Tier 3. Facilitate Tier 3
cross functional team resolution if necessary. Create a Remedy ticket for issues received from
communication with the FFM. Update the activity log in Remedy system, including any potential
work-around or expected resolution date.

ii. Deliverables: Services during normal business hours, Monday through Friday, 8:00 a.m. to 5:00
p.m., excluding State holidays or furlough days. Services during extended hours must be
preapproved by the State. Services are invoiced on a time and materials basis per the contract
rate card outlined in Attachment D, Table 5 of the Contract. Time sheets must be submitted with

invoices.
ASSUMPTIONS:

7. Contractor and State will adhere to mutually agreed upon documented schedule(s).

8. Eligibility governance model will be used for all enhancements. Deliverables will be produced as per the
Contract governance model and this SOW.

9. The scope inclusion in each release shall be defined by the MCP level scope and requirements, further
delineated during project requirements sessions.

10. There is a need to continue support of production deployments concurrently with other services provided as
part of this SOW.

11. Resources assigned are available for all SDLC and M&O activities as prioritized by the SOM.

12. If the scope of work requested by the State of the Contractor necessitates an increase or decrease in

resources, or a reallocation of resources to accommodate, Contractor will recommend staffing changes,
including associated pricing adjustments and follow the established project change control (cc) request
process.



ROLES AND RESPONSIBILITIES:

The Contractor will adhere to Contractor Roles and Contractor Approach as outlined in Contract Section 1.200 for
the applicable activity. Additionally, the Contractor is responsible for managing resources to ensure authorized
work activities are completed within the mutually agreed upon schedule. The Contractor is responsible to notify
the State immediately of any projected or realized availability in Contractor resource capacity.

ACCEPTANCE CRITERIA:

High-level acceptance criteria for Document Deliverables are listed in Section 1.501 of the Contract and will not
be considered complete until the DTMB Project Manager has formally accepted them as described.
PROJECT CONTROL AND REPORTS:

Contractor will submit progress reports as described in the in the Contract section 1.302.

SPECIFIC DEPARTMENT STANDARDS:

None.

PAYMENT SCHEDULE:

Payment will be made on a firm fixed cost basis for each service:

2. Enhancement Services Payment will be made on a firm fixed cost basis, billed monthly at $474,806.
Contractor must not submit invoices until all expected deliverables (for that month) have been accepted by
the SOM.

b) The Contractor must identify the percentage of costs attributable to the State identified categories of
Major Release or Release Independent SOM Hub solution enhancement activities on the monthly invoice.

2. M&O Services Payment will be made on a firm fixed cost basis, billed monthly at $116,759 for Maintenance
and $28,249 for Operations.

3. Triage Services Payment will be made on a firm fixed cost basis, billed monthly at $96,300

Month Monthly Payment Amount Total Payment Amount
Enhancement Costs

June 10, 2016 —June 9, 2017 (12 Months) »474,806.00 »5,697,672.00
Maintenance Costs

June 10, 2016 — June 9, 2017 (12 Months) »116,759.00 21,401,108.00
Operation Costs

June 10, 2016 — June 9, 2017 (12 Months) »28,249.00 5338,988.00
Triage Services

June 10, 2016 —June 9, 2017 (12 Months) 596,300.00 31,155,600.00
Additional Resources $225,000.00 $225,000.00
TOTAL VALUE OF SOW $8,818,368.00

The State is reserving 1500 hours for Additional Resources for a total not to exceed $225,000 by using
a blended rate of $150. This is not a commitment from the State for additional resources; the State
must approve utilization of these resource hours, per a DTMB Procurement approved Statement of
Work and Change Notice.

DTMB will pay Contractor upon receipt of properly completed invoice(s) which shall be submitted to the
billing address on the State issued purchase order not more often than monthly. DTMB Accounts
Payable area will coordinate obtaining Agency and DTMB Project Manager approvals. All invoices
should reflect actual work completed by payment date, and must be approved by the Agency and
DTMB Project Manager prior to payment. The invoices shall describe and document to the State's
satisfaction a description of the work performed the progress of the project, and fees. When expenses



are invoiced, receipts will need to be provided along with a detailed breakdown of each type of
expense. All invoices must include the purchase order number.

Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of properly
completed invoices.

EXPENSES:
The State will NOT pay for any travel expenses, including hotel, mileage, meals, parking, etc.

PROJECT CONTACTS:
The designated Agency Project Manager is:

Jamy Hengesbach

Michigan Department of Health and Human Services
State Administrative Manager

Capitol Commons Center

400 S. Pine St

Lansing, MI 48933

(517) 335-6168

hengesbachj@michigan.gov

The designated DTMB Project Manager is:

Kemal Tekinel

Michigan Department of Technology, Management and Budget
State Division Administrator

Romney Building

111 S. Capitol Ave

Lansing, MI 48933

(517) 241-3314

TekinelK@michigan.gov

AGENCY RESPONSIBILITIES:
Provide detailed requirements and respond promptly to follow up questions.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
The Contract governs Work Location.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:
The Contract governs Work Hours and Conditions.

AGREED TO: STATE OF MICHIGAN, DEPARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET

By: Date:

Kemal Tekinel, State Division Administrator

AGREED TO: DELOITTE CONSULTING LLP



By:

Hariharan Murthy, Director

Date:
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CHANGE NOTICE NO. 11

to

CONTRACT NO. 071B3200103

between
THE STATE OF MICHIGAN
and
NAME & ADDRESS OF CONTRACTOR PRIMARY CONTACT EMAIL
Deloitte Consulting Llp Hari Murthy hamurthy@deloitte.com
. CONTRACTOR’S TAX ID NO.
200 Renaissance Center PHONE (LAST FOUR DIGITS ONLY)
Detroit MI, 48243-1895 212-313-2986 *EXEXA513
STATE CONTACTS AGENCY NAME PHONE EMAIL
PROGRAM MANAGER / CCl DTMB Kemal Tekinel (517) 241-5779 tekinelk@Michigan.gov
CONTRACT ADMINISTRATOR DTMB Simon Baldwin (517) 284-6997 baldwins@michigan.gov
CONTRACT SUMMARY
DESCRIPTION: Deloitte Hub
INITIAL AVAILABLE EXPIRATION DATE BEFORE
INITIAL EFFECTIVE DATE INITIAL EXPIRATION DATE TTTEING CHANGE(S) NOTED BELOW
June 10, 2013 June 9, 2016 2-1Year June 9, 2016
PAYMENT TERMS DELIVERY TIMEFRAME
N/A N/A
ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING
O P-card O Direct Voucher (DV) O Other O Yes No
MINIMUM DELIVERY REQUIREMENTS
N/A
DESCRIPTION OF CHANGE NOTICE
LENGTH OF
EXERCISE OPTION? LENGTH OF OPTION EXERCISE EXTENSION? RN IO REVISED EXP. DATE
] N/A ] N/A June 9, 2016
CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE
$23,340,372.00 $91,855.00 $23,432,227.00
DESCRIPTION:

This Change will modify the end date of the existing Project Management, Preliminary Analysis and System
Development Lifecycle (SDLC) enhancements services Statement of Work (SOW) from 1/31/2016 to

2/29/2016.

The SDLC enhancement services are performed by defined resources and are paid via firm fixed monthly
payments as defined in the SOW attached to Change Notice 9. The monthly firm fixed fee for these services
was reduced from $529,931.00 to $474,806.00 for Change Notice 10 and 11.

This change will utilize $382,951.00 existing funds and add $91,855.00 to the Contract. Please note, the
Contract Administrator has been changed to Simon Baldwin and the Program Manager has been changed to
Kemal Tekinel.

All other terms, conditions, specifications, and pricing remain the same, per Contractor and Agency
agreement and DTMB Procurement approval.




Ad Board Approved Amount: $23,601,742.00




Form No. DTMB-3521 (Rev. 7/2015)

AUTHORITY: Act 431 of 1984

COMPLETION: Required

PENALTY: Contract change will not be executed unless form is filed

STATE OF MICHIGAN
DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET
PROCUREMENT
P.O. BOX 30026, LANSING, MI 48909
OR
525 W. ALLEGAN, LANSING, MI 48933

CHANGE NOTICE NO. 10

to
CONTRACT NO. 071B3200103
between
THE STATE OF MICHIGAN
and
NAME & ADDRESS OF CONTRACTOR PRIMARY CONTACT EMAIL
Deloitte Consulting LLP Hari Murthy hamurthy@deloitte.com
. . CONTRACTOR’S TAX ID NO.
200 Renaissance Center, Suite 3900 PHONE (LAST FOUR DIGITS ONLY)
Detroit, Ml 48243-1895 (212) 313-2986 4513
STATE CONTACTS AGENCY NAME PHONE EMAIL
PROGRAM MANAGER / CClI DTMB Kim Koppsch-Woods 517-284-7156 Koppsch-woodsk@michigan.gov
CONTRACT ADMINISTRATOR DTMB Jarrod Barron 517-284-7045 Barronjl@michigan.gov
CONTRACT SUMMARY
DESCRIPTION: State of Michigan Hub Solution
INITIAL EXPIRATION INITIAL AVAILABLE EXPIRATION DATE BEFORE
IR EAASSIINS /AU DATE OPTIONS CHANGE(S) NOTED BELOW
June 10, 2013 June 9, 2016 2, one year June 9, 2016
PAYMENT TERMS DELIVERY TIMEFRAME
N/A N/A
ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING
O P-card O Direct Voucher (DV) O Other Ol Yes No
MINIMUM DELIVERY REQUIREMENTS
N/A
DESCRIPTION OF CHANGE NOTICE
LENGTH OF
EXERCISE OPTION? LENGTH OF OPTION EXERCISE EXTENSION? EXTENSION REVISED EXP. DATE
] O
CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE
$20,445,748.00 $2,894,624.00 $23,340,372.00
DESCRIPTION:

Effective September 29, 2015, the parties agree to add services priced at $2,894,624.00, utilizing funds previously
approved by the State Administrative Board but not yet added to the contract.

The parties agree to:

1. Modify the end date of the existing Project Management, Preliminary Analysis and System Development Lifecycle
(SDLC) enhancements services Statement of Work (SOW) from 9/30/2015 to 1/31/2016. This SOW was added in
Change Notice 9. The monthly firm fixed fee for these services decreases to $474,806.00 beginning October 2015. The
parties add a total of $225,000.00 for additional resources approved by the state, which funding may only be used for
augmenting staff for work related to this SOW and may not be used for adding new scope or functionality. Total cost of
this SOW maodification: $2,124,224.00.

2. Modify the end date of the existing Triage services SOW from 9/30/2015 to 6/9/2016. This SOW was added in
Change Notice 6. The monthly firm fixed fee for these services will remain the same.

All other terms, conditions, specifications and pricing remain unchanged. Per vendor, agency and DTMB Procurement
agreement.

Ad Board Approved Amount; $23,601,742.00




Form No. DTMB-3521 (Rev. 2/2015)

AUTHORITY: Act 431 of 1984

COMPLETION: Required

PENALTY: Contract change will not be executed unless form is filed

STATE OF MICHIGAN
DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET
PROCUREMENT
P.O. BOX 30026, LANSING, MI 48909
OR
525 W. ALLEGAN, LANSING, MI 48933

CHANGE NOTICE NO. 9

to

CONTRACT NO. 071B3200103

between

THE STATE OF MICHIGAN

and

NAME & ADDRESS OF CONTRACTOR PRIMARY CONTACT EMAIL

Hari Murthy hamurthy@deloitte.com

Deloitte Consulting LLP

VENDOR TAX ID #

PHONE (LAST FOUR DIGITS ONLY)

200 Renaissance Center, Suite 3900

Detroit, Ml 48243-1895 (212) 313-2986 -4513
STATE CONTACTS AGENCY NAME PHONE EMAIL
PROGRAM MANAGER DTMB Kim Koppsch-Woods (517) 284-7156 | Koppsch-woodsk@michigan.gov
CONTRACT o L
ADMINISTRATOR DTMB Whitnie Zuker (517) 284-7030 zukerw@michigan.gov

CONTRACT SUMMARY

DESCRIPTION: State of Michigan Hub Solution

INITIAL EXPIRATION INITIAL AVAILABLE EXPIRATION DATE BEFORE
MU (SRR SSTINIS B /AT DATE OPTIONS CHANGE(S) NOTED BELOW
June 10, 2013 June 9, 2016 2, one year June 9, 2016
PAYMENT TERMS F.O.B. SHIPPED TO
Net 45 Shipment N/A
ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING
1 P-card O Direct Voucher (DV) O Other O Yes X No
MINIMUM DELIVERY REQUIREMENTS
N/A
DESCRIPTION OF CHANGE NOTICE
EXTEND CONTRACT | EXERCISE CONTRACT EXTENSION BEYOND LENGTH OF EXPIRATION DATE AFTER
EXPIRATION DATE OPTION YEAR(S) CONTRACT OPTION YEARS | EXTENSION/OPTION CHANGE
X No ] Yes L] L] June 9, 2016
VALUE/COST OF CHANGE ESTIMATED REVISED AGGREGATE
SERHENIYAEES NOTICE CONTRACT VALUE
$16,744,042.00 $3,701,706.00 $20,445,748.00
DESCRIPTION:

Effective February 1, 2015 this contract is amended and increased by $3,701,706.00 to support the following:

1. Incorporate SOW (Named: SOW Deloitte SOM Hub Ri 1380 1452 1719 v6) for Release Independent change
controls through the time period of 02/01/15 — 05/31/15; total amount of $297,120.00.

2. Incorporate SOW (Named: SOW Deloitte SOM Hub FY15 v4) for firm fixed priced ongoing Project Management,
Preliminary Analysis and System Development Lifecycle (SDLC) enhancements services through the remainder
of FY15 (04/01/15 — 09/30/15); total amount of $3,404,586.00. This SOW contains a total of $225,000.00 for
additional resources approved by the state. This funding will only be used for augmenting staff for work related
to this SOW and will not be used for adding new scope or functionality.

All other terms, conditions, specifications and pricing remain unchanged. Per vendor and agency agreement and DTMB
Procurement approval and the approval of the State Administration Board on September 11, 2014 Approved AD Board
Contract Value: $22,367,959.00. With the additional AD Board approval for $1,233,783.00 on April 28, 2015, total
Contract Value: $23,601,742.00. Remaining Total Amount Approved to be used for Optional Costs: $3,155,994.00







GIVID

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:
State of Michigan Hub Solution (SOM Hub) 02/01/15 — 05/31/15
Requesting Department: Date:
Department of Community Health May 8, 2015
Agency Project Manager: Phone:
Jamy Hengesbach (517) 335-6168
DTMB Project Manager: Phone:
Kimberly Koppsch-Woods (517) 284-7156
Contract Information: Change Requests:
Contractor: Deloitte Consulting LLP 1380, 1452, 1719
Contract #071B3200103
Attachments:
PMM-014 Project Change Request form for each cc

Brief Description of Services to be provided:

Contractor services for the State of Michigan (hereinafter referred to as “State” or “SOM”) Hub solution (Medicaid)
(hereinafter referred to as “SOM Hub” or “SOM Hub solution”) for Release independent change controls that will
increase system security and improve system performance. In addition, Contractor will continue to set up access
and use for the Michigan Women, Infant and Children (MiWIC) project on Medicaid Compliance Program (MCP)
DataPower Domain appliances, per Contract Change Notice #7

BACKGROUND:

The State is under Contract with Deloitte Consulting LLP, (hereinafter referred to as “Contractor” or “Vendor”) to
implement and support a SOM Hub solution which includes a State Messaging Gateway as the single source of
contact between the Federal Data Hub and the State of Michigan for both the health insurance exchange and the
Medicaid/CHIP activities. The SOM Hub solution has been operational since January 25, 2014. Further IT
services scope has been identified and is included herein.

PROJECT OBJECTIVE:

The purpose of Medicaid Compliance Program (MCP) is to support the State as specified in the Contract between
the parties and this SOW in enhancing and implementing functionality of the SOM Hub as identified in the
Medicaid Compliance Program objectives.

The primary purpose of this document is to outline a Statement of Work outlining required activities and expected
deliverables based on the project scope of work independent of a Major Release as defined below for each
change control request (cc) listed.

SCOPE OF WORK:

1. Asidentified by MCP governance, the following Release Independent change controls (cc) are approved
through the established change control process:
a. cc 1380: Database in-flight encryption
b. cc 1452: Upgrade SOM Hub WMB servers to |IB version 9
c. cc1719: MiWIC DataPower Domains Additional Effort/Hours and Cost

TASKS:

Contractor will coordinate with the State on the necessary tasks to complete the scope of work. At a minimum,
Contractor and State will comply with the Contractor Approach as outlined in the correspondence section of the
Contract under 1.104(1) Work and Deliverables.

Tasks specific to Release Independent change controls are detailed in respective PMM-014 Change Request
form. The following tables outline the high-level activities to be addressed by Deloitte SOM Hub team:




cc 1380: Database in-flight encryption
New version of the Open Database Connectivity (ODBC) driver that supports connecting to encrypted

databases needs to be installed and used to connect to encrypted databases.

‘ Activities Hours
Requirements and Design (Documentation) 12
Development and Unit Testing (Configuration changes) 24
Project Testing (Regression and Performance) 40
Deployment 12
TOTAL 88

By implementing this change control, an additional layer of security is added for all SOM Hub

transactions. Message broker servers can connect to encrypted databases which makes it safer to
transmit the data. All the in-flight data that transmits between SOM Hub WebSphere message broker

servers and the databases will be encrypted.

1. Contractor responsibilities include the following:
Development and unit testing
Conduct project-level testing
Conduct integration testing
Conduct demo (if needed)
Deployment

"o oo

cc 1452: Upgrade Hub WMB servers to version 9
IBM has released a new ESB platform called IBM Integration Bus (lIB) v9.0 formerly known as
WebSphere Message Broker (WMB) 8.x. IIB v9.0 is a significant version upgrade from WMB 8.x offering

major enhancements and huge set of new features. Along with the 1IB 9.0 server IBM had also released a

new development toolkit.

The SOM Hub currently runs WMB 8.0.0.4 and the development team uses the existing 8.0 toolkit. A

change request has been approved to upgrade the SOM Hub platform to IIB v9. Along with the server
platform upgrade, the development toolkit will also be upgraded in order to maintain compatibility. Both

are COTS software supporting the SOM Hub.

Activities Hours

Installation of upgrade (All R6 environments, Dev, AIT, SIT, UAT, Perf/PRD-I) 160
Build and deployment (All R6 environments, Dev, AIT, SIT, UAT, Perf/PRD-I) 160
Potential forward compatibility changes 160
R6 Dev environment testing 160
R6 AIT (Full Regression of all Hub functionality and integration with other systems) 240
R6 SIT Environment testing 160
Test and validate R6 UAT environment 120
Performance testing 180
Production installation, implementation, monitoring and validation with potential 80
backup

Post implementation Activities

Installation of upgrade (Remaining environments, maint-dev, maint-AlT, maint-SIT, 160
maint-UAT, PS-Dev)

Build and deployment (Remaining environments, maint-dev, maint-AlT, maint-SIT, 120
maint-UAT, PS-Dev)

Smoke test (Remaining environments, maint-dev, maint-AlT, maint-SIT, maint- 80
UAT, PS-Dev)

TOTAL 1780

By implementing this change control, new features in IIB 9.0 will be leveraged and potentially improve

SOM Hub performance.

1. Contractor team responsibilities include the following:
a. Download IIB 9.0




Install 1IB 9.0
Conduct project-level testing
Conduct integration testing
Conduct demo (if needed)
Performance testing
g. Deployment
2. State will procure additional hardware such memory, CPU or storage if needed as part of the
upgrade.

3. State has the software licensee for 11B 9.0

~oooo

The installation, configuration, testing, issue resolution tasks will be performed on all 24 environments
listed in the PMM-014 under “Impacted Components”. Effort for these tasks are included in above table;
there is no additional cost impact for these tasks.

cc 1719: MiWIC DataPower Domains

Contractor team will continue to work on separate domains in test and production MCP IBM DataPower
appliances for the Treasury MiWIC project per cc 1385 in Contract Change Notice #7. Contractor will
provide the MiWIC Project use of the MCP DataPower Appliance as a firewall and user authentication
service for access to secured zones within the State as an Enterprise level service.

Original effort for cc 1385 Contractor activities was based on the State providing an administrator to
configure all the necessary environments. State has since determined that an internal resource is not
available and that the Contractor resources can more effieciently and effectively implement this change.
In addition, the State requires the Contractor to provide production (including troubleshooting) support not
initially included with cc 1385.

Activities Hours
Create domains and configure domain level admin users on 1 Test appliance 12
Create domains and configure domain level admin users on 4 Production 20
appliances

Test Domain and domain level admin privileges (Configuration changes) 34
Production Support 102
TOTAL 188

WORK AND DELIVERABLES:

Overview:

A. This SOW covers the term February 1, 2015 through May 31, 2015.
B. Contractor and SOM will adhere to a mutually agreed upon documented schedule.

C. The State reserves the right to modify the projects, change controls and defects identified for work.
Changes will be managed through the established change control process.

Services and Deliverables for cc1380, Database in-flight encryption and cc1452, Upgrade Hub
WMB servers to version 9

Services: The Contractor will provide services and follow the State and Contractor Roles and Contractor
Approach as outlined in the corresponding section of Contract Section 1.104(l). Specific services include:

1.

2.
3.
4,

Initiation and Planning Activities (e.g. Project Charter, Project Plan, documenting risks, assumptions,
critical success factors, resource needs, quality expectations, communication expectations).

Testing
Implementation
Documentation

Deliverable(s): The Contractor will provide the Services and Deliverables and follow the State and Contractor
Roles and Contractor Approach as outlined in the Contract Section 1.104(1) for the appropriate stage of activities.
Where appropriate, existing project deliverables will be updated to incorporate new scope or SOM Hub solution
modifications. Any SUITE template or deliverable waivers must be agreed upon with DTMB.

1.
2.

Initiation and Planning Activities
Testing



The Contractor will provide the Requirements, Services and Deliverables and follow the State and
Contractor Roles and Contractor Approach as outlined in Contract Section 1.104(1)(F) and specifically
as follows:

Integration Test completion date: To be mutually agreed within the project plan
System Test completion date: To be mutually agreed within the project plan

Security Validation Completion date: To be mutually agreed within the project plan
User Acceptance Test completion date: To be mutually agreed within the project plan
The Contractor will participate in “war room” testing activities, as requested, by the
State, to enhance communication and promote intense collaboration to remediate
discovered testing defects.

At the Program Level, the State will provide an End-to End Testing Plan, which may require
remediation of project level defects. The Contractor will adhere to the Testing Plan.

a. Test Type Approach and Reports [final]
i. Integration test reports
ii. Performance test report
iii. System test reports
iv. User Acceptance test report
b. Test Cases [final]
c. Hub Test Plan

3. Implementation

The Contractor will provide the Requirements, Services and Deliverables and follow the State and
Contractor Roles and Contractor Approach as outlined in Contract Section 1.104(1)(G) and
specifically as follows:

PoooTp

a. Services to implement the application, including:
i. Configuration
ii. Customization
ii. Interfaces/Integration.
b. Operational software product.

4. Documentation

The Contractor will provide the Requirements, Services and Deliverables and follow the State and
Contractor Roles and Contractor Approach as outlined in Contract Section 1.104(1)(l) and specifically
as follows:

a. The documentation of components, features, and use of the hardware/software shall be
detailed such that resolution of most problems can be determined from the
documentation, and most questions can be answered.

b. All system, operational, technical, change, and issue documentation must be available
in electronic format, published to an intranet website, accessible to State users, and be
updated regularly, with uniqgue numerical identifiers for each section and be consistent
with the most current version of the application(s) and three (3) previous versions.

c. All system, operations, user, change and issue documentation is to be organized in a
format which is approved by the State. Its form should facilitate updating and allow-for
revisions to the documentation to be clearly identified including the three (3) previous
versions.

d. The Contractor will develop and submit for State approval complete, accurate, and
timely system, operations, and user documentation based on the mutually agreed upon
project schedule.

e. The Contractor must notify the State of any discrepancies or errors outlined in the
system, operations, and technical documentation.

Services and Deliverables for cc1719, MiWIC DataPower Domains

a. Services: The Contractor will continue to create separate domains in test and production MCP IBM
DataPower appliances for the Treasury MiWIC project
i. Create and configure new domains for MIWIC in the following DataPower appliances
1. One External Test DataPower appliance
2. Two External Production DataPower appliances
3. Two Internal Production DataPower appliances
ii. Coordinate activities with MiWIC technology and management team
iii. Coordinate with network team to have new AD group and domain level admin users
created
iv. Configure the AD group and domain level admin users for the appropriate new
domains
v. Test to ensure that the domain is successfully created
vi. Test domain level admin privileges
1. Production Support includes the following:Troubleshooting



2. Packet capture analysis
3. Analysis of issues

b. Deliverable: Fully functional and accessible domains as described above

ASSUMPTIONS:

A. Stabilization, Maintenance support and operation services are not included in this SOW as they are

covered in Contract Change Notice #8.

B. Current MCP governance model will be used for all the change controls. Deliverables will be

produced as per the current governance model.

A. Per Contract Change Notice #7, Project Management services were to be provided for the time frame
of 1/1/15-3/31/15. The State and Contractor are in the process of issuing a separate SOW agreement
for ongoing Project Management services and cost for the time period of 4/1/15-9/30/15.

While the separate SOW agreement is in the process of execution, the Contractor will continue to
perform project management activities and provide deliverables as outlined in the Contract section
1.300 Project Plan and 1.400 Project Management in support of the services outlined in this section,

including but not limited to:.

a. Project management services for SOM Hub Solution
Impact analysis for various change controls

Business analysis support for integration sessions determining impact

Quality assurance on change controls

b
C.
d. Technical leadership and management across various change control items
e
f.

Weekly status reporting

ACCEPTANCE CRITERIA:

High-level acceptance criteria for Document Deliverables are listed in Section 1.501 of the Contract and will not
be considered complete until the Agency Project Manager has formally accepted them as described.

PROJECT CONTROL AND REPORTS:
Contractor will submit progress reports as described in the in the Contract.

SPECIFIC DEPARTMENT STANDARDS:
None.

PAYMENT SCHEDULE:

Payment schedule is based upon firm fixed costs. Payment will be made on a Deliverable basis.

Release Independent Change Controls
1380 and 1452

Deliverable Amount
Upon Satisfactory acceptance of the following deliverables (40%):
e Testing $112,080
Upon Satisfactory acceptance of the following deliverables (60%): $168,120
¢ Implementation
e Documentation
Total $280,200
Release Independent Change Control
1719 must be invoiced separately or referenced specifically on invoice
Deliverable Amount
Upon satisfactory acceptance of the following deliverables $16,920
e Fully functional and accessible MiWIC DataPower Domains
Total $16,920
SOW Total $297,120




Payment shall be considered Umely If made by the DTMB within forty-five (45) days after receipt of proparly
completad invoices.

EXPENSES:
The State will MNOT pay for any travel expenses, including hetel, milsage, meals, parking, elc,

PROJECT CONTACTS:
The designated Agency Project Manager is:

Jamy Hengesbach i
Michigan Depanment of Community Haaith
(517) 335-8168

hengesbachj@michigan.gov
The designated DTMB Project Manager is:

Kimberly Koppsch Woods

Michigan Department of Technolegy, Management and Budget

Customer Service supporting Depariment of Community Health, Medizald Compliance Program
{517} 284-7156

koppach-woodsk@michigan.gov

AGENCY RESPONSIBILITIES:
Provide detailed requiremants and respond promptly to follow up guestions.

LOCATION OF WHERE THE WORK |S TO BE PERFORMED:
The Canfract governs Work Locafion.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:
The Contract governs Work Hours and Conditions.

AGREEMENT:

Processing through and acceptance by the Depariment of Community Health and Department of
Technalogy, Management & Budget, Purchasing Office, may be required to finalize this Statement of
Woark and amend the Contract prior fo issuance of a purchase order.

AGREED TO: STATE OF M)CHIGAN, PEFARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET
By: Data:m

" Kiniperly Koppsch Woods, Business Relationship Manager

AGREED TO: DELOITTE CONSULTING LLP

'f:f))'iu__ !'.--:_"._.. I EIBQ{H |

By: Date:
Hariharan Murthy, Director

This purchase order is a release from Contract Number 071B3200103. This purchase
order, statement of work, and the terms and conditions of Contract Number 071B3200103
constitute the entire agreement between the State and the Contractor.

Filename: SOW SOM Hub Ri 1380 1452 1719 v6
ITRAC: C20141228-132353

Contract #071B3200103
SOW SOM Hub Ri 1380 1452 1719 w5
FPage 7



GIVID

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:

State of Michigan Hub Solution (SOM Hub) 04/01/15 — 09/30/15
Requesting Department: Date:

Department of Community Health May 12, 2015
Agency Project Manager: Phone:

Jamy Hengesbach (517) 335-6168
DTMB Project Manager: Phone:

Kimberly Koppsch-Woods (517) 284-7156
Contract Information: Change Requests:

Contractor: Deloitte Consulting LLP N/A

Contract # 07183200103

Brief Description of Services to be provided:

Ongoing Project Management, Preliminary Analysis and System Development Lifecycle (SDLC) enhancements
services for State of Michigan (hereinafter referred to as “State” or “SOM”) Hub solution (Medicaid) (hereinafter
referred to as “SOM Hub” or “SOM Hub solution”).

BACKGROUND:

The State is under contract with Deloitte Consulting LLP, (hereinafter referred to as “Contractor” or “Vendor”) to
implement and support a SOM Hub solution which includes a State Messaging Gateway as the single source of
contact between the Federal Data Hub and the State of Michigan for both the health insurance exchange and the
Medicaid/CHIP activities. The SOM Hub solution has been operational since January 25, 2014. Further IT
services scope has been identified and is included herein.

PROJECT OBJECTIVE:

The purpose of Medicaid Compliance Program (MCP) is to support the State as specified in the Contract between
the parties and this Statement of Work (SOW) in implementing enhanced functionality as identified in the
Medicaid Compliance Program objectives. This SOW covers the term April 1, 2015 through September 30,
2015.The Primary Contract section 1.104 Work and Deliverable (H) (L) includes a provision for Training and
Knowledge Transfer and Transition to the State for ongoing enhancements of the SOM Hub solution. The State
intends to transition enhancements to the SOM Hub solution, but is not yet ready to do so. The State will
continue utilizing the Contractor for information technology services (“IT Services’) that includes Project
Management, Preliminary Analysis and ongoing enhancements of the SOM Hub solution. The State will notify the
Contractor in writing of the State’s intent to assume enhancements of the SOM Hub solution.

SCOPE OF WORK:

This Statement of Work consists of the below scope. Further details and specifications are listed in this
Statement of Work section titled “Work and Deliverables”.

1. Project management related to SOM Hub as directed by MCP
2. Preliminary Analysis (a.k.a. Impact Analysis)
3. SOM Hub solution - System Development Lifecycle Services (SDLC)

The services and deliverables specified in this Statement of Work will be performed by 17.9 full-time
resources to be provided by Contractor as specified below

e Project Director 0.20
e Sr. Project Manager 0.70
e Project Manager: 1.00
e Business Analyst: 1.00
e System Admin: 3.00
e System Architect: 1.00

e Database Admin: 1.00




e Technical Lead: 1.00
e Web Developer: 6.00
o Tester: 3.00

The Key Personnel (Project Director, Project Manager, and Technical lead) will remain as defined within
the primary Contract, section 1.201. Contractor will adhere to the primary Contract, section 2.060 in
regards to personnel management.

In the event that accomplishment of the scope of work requires additional resources or a reallocation of
resources among the specified categories, the parties will manage the required change through the
established change control process.

TASKS:

Contractor will coordinate with the State on the necessary tasks to complete the scope of work. At a minimum,
Contractor and State will comply with the Contractor Approach as outlined in 1.104 Work and Deliverables of the
Contract and this SOW.

WORK AND DELIVERABLES:

Overview:
D. This SOW covers the term April 1, 2015 through September 30, 2015.

E. Contractor will provide ongoing Project Management, Preliminary Analysis and SDLC, support of
SOM Hub solution enhancements.

F. The State will classify whether services are considered an enhancement (e.g. a minor release,
release independent activity part of a major release or other activity), Maintenance and Operation
(M&O), or Defect resolution.

G. The State reserves the right to modify the projects, change controls and defects identified for work.
Changes will be managed through the established change control process.

H. Contractor and SOM will adhere to a mutually agreed upon documented schedule.

I. Payment will be made on a firm fixed cost basis, billed monthly at $529,931. Contractor will not
submit invoices until all expected deliverables (for that month) have been accepted by the SOM.

J. The State is reserving 1500 hours for additional resources for a total not to exceed $225,000 by using
a blended rate of $ 150. The State will request and approve utilization of these resource hours.

K. The total change order value including the reserved hours for additional resources is $3,404,586.

1. Services and Deliverables
A. Project Management:

The Contractor will perform ongoing Project Management activities and provide deliverables as outlined
in the Contract section 1.400 in support of the services outlined within the Contract and in this SOW.

B. Preliminary Analysis (a.k.a. Impact Analysis)

1. Services: The Contractor will perform preliminary analysis/impact analysis as requested and
prioritized by the State. Impact Analysis for identified production defects shall be conducted at no
additional cost to the State, and will be addressed by Contractor using the existing, planned team
resources. The Contractor will communicate to the DTMB Project Manager any concerns about
these activities impacting established timelines. If necessary to protect established timelines, the
State will determine and communicate work priority to the Contractor.

2. Deliverables: Impact Analysis results/response shall be provided consistent with a 48-hour
objective for items deemed high priority and where practical. The Contractor will provide a written
impact statement to the State, propose alternative solutions and describe impacts to costs,
schedule, resources and other Medicaid system components for proposed work, as well as
impact to work in progress. Impact analysis will primarily be conducted for proposed changes,
new/altered business requirements, new projects and defects. For the purpose of this SOW,
Contractor is required to document in any Impact Analysis delivered, additional impact to any
system components including hardware, software, interfaces, services, data, and databases.

C. SOM Hub Solution/SDLC
SOM Hub solution enhancements include any modification to the SOM Hub solution as part of any
release activity (“releases”) identified by the State (major and minor release, release independent, system
modifications). SOM Hub solution enhancements shall proceed through the SUITE methodology and
shall include all phases of system development lifecycle as outlined in the Contract within section 1.104.

e For major releases, a release plan that defines scope, timelines, services and deliverables will be
mutually agreed upon between the Contractor and MCP.




e All SOM Hub solution enhancements will be identified through an approved Project Charter or
through the established Change Request Process.

e All security patches and system and software configuration changes must be tested before
deployment.

e Separate development, test and production environments must continue to be utilized.
Services: The Contractor will provide system development lifecycle services and follow the State
and Contractor Roles and Contractor Approach as outlined in the Contract, section 1.104. The
system development lifecycle services stages include:

a. Initiation and Planning Activities (e.g. Project Charter, Project Plan, documenting risks,

assumptions, critical success factors, resource needs, quality expectations,
communication expectations).

b. Detailed Business and Technical Requirements
c. Application Design

d. Application Development

e. Testing

f. Implementation

g. Documentation

h.

Training and Knowledge Transfer

Deliverables: The Contractor will provide the Deliverables as outlined in the Contract, section 1.104
and follow the State and Contractor Roles and Contractor Approach defined in the Contract, section
1.200, for the appropriate stage of activities. Existing project deliverables will be updated to
incorporate enhancements. Any SUITE template or deliverable waivers must be agreed upon with
the DTMB Project Manager listed within this Statement of Work.

D. Additional Deliverables:

1. The Contractor will update the resources assigned to the project by roles, names and location as
identified in the Contract by Attachment D — Contract Pricing, Table 4, and Other Optional Costs
as required per contract section 2.060.

2. Deliverables due each month are determined based upon the mutually agreed documented
schedule and the milestones within that schedule. By the fifth day of each month, the State
Project Manager will document and provide to the Contractor Project Manager the expected final
deliverables for that month (“Monthly Expected Deliverables”). The Monthly Expected
Deliverables will be updated by the State Project Manager during the month as work activities are
identified, adjusted or removed.

3. The Contractor will provide the State with the approximate number of resource hours available for
enhancements on a monthly basis. The Contractor will identify the percentage of costs
attributable to the State identified categories of Major Release or Release Independent SOM Hub
solution enhancement activities on the monthly invoice.

ASSUMPTIONS:

B. Stabilization, Maintenance, support and operation services are not included in this SOW but are
already covered within the Contract and per Contract Change Notice (CCN) #8.

C. Current MCP governance model will be used for all the releases. Deliverables will be produced as per
the Contract governance model and this SOW.

D. The scope inclusion in each release shall be defined by the Medicaid Compliance Program level
scope and requirements, further delineated during project requirements sessions.

E. There is a need to continue support of production deployments concurrently with other services
provided as part of this SOW.

F. Resources assigned are available for all SDLC activities as prioritized by the SOM.

G. If the scope of work requested of Contractor by SOM necessitates an increase or decrease in staffing

to accommodate, Contractor will recommend staffing changes, including associated pricing
adjustments. Contractor and SOM will follow the established change control process in order to
mutually agree to an SOW amendment.

ROLES AND RESPONSIBILITIES:

The Contractor will adhere to Contractor Roles and Contractor Approach as outlined in Contract Section 1.200for
the applicable activity. Additionally, the Contractor is responsible for managing resources to ensure authorized
work activities are completed within the mutually agreed upon schedule. The Contractor is responsible to notify
the State immediately of any projected or realized availability in Contractor resource capacity.



ACCEPTANCE CRITERIA:

High-level acceptance criteria for Document Deliverables are listed in Section 1.501 of the Contract and will not
be considered complete until the DTMB Project Manager has formally accepted them as described.

PROJECT CONTROL AND REPORTS:

Contractor will submit progress reports as described in the in the Contract section 1.302.

SPECIFIC DEPARTMENT STANDARDS:
None.

PAYMENT SCHEDULE:

Payment will be made on a firm fixed cost basis, billed monthly at $529,931. Contractor will not submit invoices
until all expected deliverables (for that month) have been accepted by the SOM.

Month Payment Amount

April 2015 $529,931
May 2015 $529,931
June 2015 $529,931
July 2015 $529,931
August 2015 $529,931
September 2015 $529,931
TOTAL PAYMENTS (6 Months) $3,179,586
Additional Resources $225,000
TOTAL SOW VALUE $3,404,586

This SOW includes a total of $225,000 as listed above that is available for additional resources, as approved by
the State. This is not a commitment from the State for additional resources.

DTMB will pay Contractor upon receipt of properly completed invoice(s) which shall be submitted to the billing
address on the State issued purchase order not more often than monthly. DTMB Accounts Payable area will
coordinate obtaining Agency and DTMB Project Manager approvals. All invoices should reflect actual work
completed by payment date, and must be approved by the Agency and DTMB Project Manager prior to payment.
The invoices shall describe and document to the State’s satisfaction a description of the work performed the
progress of the project, and fees. When expenses are invoiced, receipts will need to be provided along with a
detailed breakdown of each type of expense. All invoices must include the purchase order number.

Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of properly

completed invoices.

EXPENSES:

The State will NOT pay for any travel expenses, including hotel, mileage, meals, parking, etc.

PROJECT CONTACTS:
The designated Agency Project Manager is:
Jamy Hengesbach

Michigan Department of Community Health

(517) 335-6168
hengesbachj@michigan.gov

The designated DTMB Project Manager is:
Kimberly Koppsch Woods

Michigan Department of Technology, Management and Budget
Customer Service supporting Department of Community Health, Medicaid Compliance Program

(517) 284-7156
koppsch-woodsk@michigan.gov




AGENCY RESPONSIBILITIES:
Frovide detailed requirements and respond promptly o follow up guesiions.

LOCATION OF WHERE THE WORK 15 TO BE PERFORMED:
The Contract governs Waork Location.

EXPECTED CONTRACTOR WORHK HOURS AND CONDITIONS:
The Contract governs Waork Hours and Conditions.

AGREED TO: STATE OF MICHIGAN, DEFARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET

B?M‘//Z&ﬁ_ﬂ% Date: {’déﬁf;’ 5.

' I{i}nberly Koppsch Woods, Business Relationship Manager

AGREED TO: DELOITTE CONSULTING LLP

S 51212015
By Date:
Harlharan Murthy, Director

Filaname: SO0W SOM Hub FY 15 v
ITRAG: G20180123-084447

Contract #071B3200103
SOW SOM Hub FY15 vd
Page dof 6



Form No. DTMB-3521 (Rev. 2/2015)

AUTHORITY: Act 431 of 1984
COMPLETION: Required

PENALTY: Contract change will not be executed unless form is filed

STATE OF MICHIGAN
DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET

PROCUREMENT

P.O. BOX 30026, LANSING, MI 48909

OR

525 W. ALLEGAN, LANSING, MI 48933

CHANGE NOTICE NO. 8

to

CONTRACT NO. 071B3200103

between

THE STATE OF MICHIGAN

and

NAME & ADDRESS OF CONTRACTOR

PRIMARY CONTACT

EMAIL

Deloitte Consulting LLP

200 Renaissance Center, Suite 3900

Hari Murthy

hamurthy@deloitte.com

PHONE

VENDOR TAX ID #
(LAST FOUR DIGITS ONLY)

Detroit, Ml 48243-1895 (212) 313-2986 -4513
STATE CONTACTS AGENCY NAME PHONE EMAIL
PROGRAM MANAGER DTMB Kim Koppsch-Woods (517) 284-7156 | Koppsch-woodsk@michigan.gov
CONTRACT . L.
ADMINISTRATOR DTMB Whitnie Zuker (517) 284-7030 zukerw@michigan.gov

CONTRACT SUMMARY

DESCRIPTION: State of Michigan Hub Solution

INITIAL EXPIRATION INITIAL AVAILABLE EXPIRATION DATE BEFORE
WAL EARECTIVE PATE DATE OPTIONS CHANGE(S) NOTED BELOW
June 10, 2013 June 9, 2016 2, one year June 9, 2016
PAYMENT TERMS F.O.B. SHIPPED TO
Net 45 Shipment N/A
ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING
1 P-card O Direct Voucher (DV) O Other O Yes X No
MINIMUM DELIVERY REQUIREMENTS
N/A
DESCRIPTION OF CHANGE NOTICE
EXTEND CONTRACT | EXERCISE CONTRACT EXTENSION BEYOND LENGTH OF EXPIRATION DATE AFTER

EXPIRATION DATE OPTION YEAR(S) CONTRACT OPTION YEARS | EXTENSION/OPTION CHANGE
X No []Yes ] ] June 9, 2016
VALUE/COST OF CHANGE ESTIMATED REVISED AGGREGATE
AT WA LLE NOTICE CONTRACT VALUE
$15,510,259.00 $1,233,783.00 $16,744,042.00
DESCRIPTION:

Effective March 25, 2015 this contract is amended and increased by $1,233,783.00 to support three (3)
additional contractor resources for ongoing Maintenance and Operations Services per approval of the
State Administration Board on April 28, 2015. See attached SOW (Named: SOW Deloitte SOM Hub Inc
M&O v8). All other terms, conditions, specifications and pricing remain unchanged. Per vendor and
agency agreement and DTMB Procurement approval and the approval of the State Administration
Board on September 11, 2014 Approved AD Board Contract Value: $22,367,959.00. With the additional
AD Board approval for $1,233,783.00 on April 28, 2015, total Contract Value: $23,601,742.00.

Remaining Total Amount Approved to be used for Optional Costs: $6,857,700.00




Change Notice Number: 8
Contract Number: 071B3200103

For the Contractor:

Hari Murthy, Date
Contract Administrator

Deloitte Consulting, Inc.

For the State:

Bill Pemble, IT Division Director, Date
DTMB Procurement
State of Michigan
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Technakony, Manegement & fudoet
MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES STATEMENT OF WORK

Froject Titie: Pariod of Coveragp

State of Michigan Hub Solution 0325/15-05/2416
Roquesiing Depariment: Date:

Department of Community Health 03M1ai15
Agancy Project Managor: Fhona:

Jamy Hengesbach (517} 335-6168
DTMB Praject Managar, Phiona:

Kimberty Koppsch-Woods (517} 284-7158
Contract Information: Change Requeshs:

Vendor: Deloitte Consulting LLP

Contract #07183200103

Brlef Description of Sarvices to be providad:
Increase contractor resources for Operation Services and Maintenance and Support for fhe State of Michigan {SOM) Hub
Solution (Medicald) (herelnafter referred to as “SOM Hub Solution™).

BAGCKGROUND:

The State is under contract with Deloitte Consulting LCC (hereinafter referred to as "Contractor”) to implement a S0M Hub
Selution which includes a State Moessaging Gateway as the single source of contact between the Federal Data Hub and
the State of Michigan for both the health insurance exchange and the Medicaid/Children's Health Insurance Program
(CHIP} aclivities. The SOM Hub solution has been operational since January 25, 2014, As cutiined in Sections 1.104(1)
(J) and 1.104{1) (K) of the Gontract, the Conlractor provides Operations Services and Maintenance and Support services
iherginafter collectively referred to as *Maintenance and Operations® or *M&Q"} of the SOM Hub Solution.  Three full time
equivalent (FTE) resources are contraciually allocated fo parform M&Q services,

PROJECT OBJECTIVE:

Bazad upon additional business and Federal requirements, the implemented SOM Hub Solution requires additional
resources for M&D services. This Slatement of Work (S0W) increages the M&D Contractor resources from three (3)
resources to six (6) resources for the term March 25, 2015, through May 24, 2018,

SCOPE OF WORK:

The contract resources of three (3) FTEs for M&O of the SOM Hub Selution were based on the work and deliverables
identified through the Request for Proposal and implemented in January 2014, Additional business and Federal
requirements resultad in subsequent releases and has increased the S0M Hub Solution technical complexity and
componenis requiring additional MED support resolirces.

The services and deliverables specified in this SOW will be performed by six (&) contractor resources to be provided by
Contractor as specified below:

(1) Project Manager (iKey Parsonnel as defined within primary contract)

(1) System Administrator

(2) Web Developers

{1) Businass Analyst

(1) Tester

TASKS:
The Contractor will coordinale with the Stale on the necessary tasks 2 complete the scope of work, At a minimum, the

Staternent of Work, Contract #071B3200103
File: SOW Deloitte 20M Hub Inc ME&O vB
Page 1 of 4




Contractor and State will comply with the Contractor Approach, State and Contractor Roles as outlingd in the Section
1.104{1} {J) Operations Services and Section 1.104{1} (K) Maintenance and Support.

WORK AND DELIVERABLES:

Waork and Deliverables are documented within the Contract under Saction 1.104(1} (J) Operations Services and Section
1104415 (K} Maintenance and Support.

ASSUMPTIONS:

1. [If the scope of M&O work requested of Contractor by 50M necessitates an increase in staffing to accommodate,
Contractor will recommend sfaffing changes, Inclisding assoclated pricing adjustments. Contraclor and SOM will
foltcw the established change control process in order to mutually agree to an SOW amendment.

2, MED support is expected to cccur by the contraclor resources as defined within this statement of work and the
master contract.

3. It is expected that MED support will transition to SOM. If mutually agreed n writihg by SOM and Contractar,
contractor resources may be reduced within the term of this SOW reflecting a reduction in maonthly cost.

DELIVERABLES:

Deliverables will not be considerad complate until the Agency Project Manager has formally accepled them as describad in
Section 1.500.

ACGEPTANGE GRITERIA:
Accaptance criteria shall be governed by the Caonfract and detailed in Section 1.600.

PROJECT CONTROL AND REFORTS:
Project Plan shall be governed by the contract and detailed in Seciion 1.300.

PAYMENT SCHEDULE:

The tatal amounl approved for commilted MO services wilh CCN#4 was $808 528, This is a lolal revised increase of
$1,233,783 in addition to the amount approved for MED services with CONEE, The revised total cost for MEOD services for
the term March 25, 2018, through May 24, 2016, is $2,142 312,

The increass for Maintenance and Support services is 571,588 for a ravised total monthly cost of $116,759. The increass
for Oparations sanvices is $17,320 for a revised total monthly cost of 328248, Both service increases will ba billad
manthly beginning March 25,2015 through May 24, 2016 (fourteen months),

Support Term Monthly Monthly Total Total Total
January 25, 2015 - May 24, 2016 Operations Maintenance Operations Maintenance Committed
Cost Cost Cost Cost M&D Cost
| FY16 Two (2} menths
| (112615 and 22515} $10,929 $45,171 £21,858 390,342 2142200
| FY¥45 Six (6) months
(32515 through S24/15) §28,248 $116,759 $160,484 S700,554 FBT0,048
| F16 Eight {8) manths $28,240 5116,755 $225,852 §934,072 51,160,084
(9/25/15 through 5/2416) B
TOTAL M&O Committed Cost ) $417,344 $1,724,968  $2,142.312
CCHN#d Approved $185,703 5722735 ___:‘.EQ'I_IE,EEB

TOTAL M&O Increase $231,551 $1,002,232  $1,233,783

Statement of Work, Contract #071B3200103
File: SOW Deloilte SOM Hub Inc ME&D vE
Page Z of 4



Paymenl will be made on a fixed cost basis billed monthly, DTMB will pay Contractor upon recaipl of properly completed
invoicels} which shall be submitted to the billing address on the State issued purchase order not more often than monthly.
OTME Accounts Payable area will coordingte ablaining Agency and OTMB Project Manager approvals, All invoices should
refiect actual work completed by payment date, and must be approved by the Agency and DTME Project Manager pnior to
payment. The invoices shall describe and document to the State’s satisfaction a description of the work performed the
prograss of the projest, and fees, When expenses are invoiced, receipts will need to be provided along with a detailed
breakdown of each type of expense. All invoices must include the purchase order number.

Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of properly complated
imvoboes.

EXPENSES;
The State will NOT pay for any travel expenses, including hotel, mileage, meats, parking, etc.

PROJECT CONTACTS:

The designated Agency Project Manager is:
Jamy Hengesbach
Michigan Dapartment of Community Haalth
(517) 335-6168
hengesbachjii@michigan.gov

The designated DTME Project Manager is:
Kimbarly Koppsch-Woods
Michigan Departrment of Technobogy, Management and Budget
Customer Senvice supponting Depariment of Commurity Health, Medicaid Compliance Program
(517) 3732770
Koppsch-woodski@michigan.goy

The designated DTMB Technology Owner is:
Christopher Rose
Michigan Department of Technolegy, Management and Budget
Customer Senice supporiing Department of Community Health
(517) 284-7159

AGENCY RESPONSIBILITIES:
Provide detailed requirements and respond promptly to follew up questions,

LOCATION OF WHERE THE WORK 1S TO BE PERFORMED:
The Contract governs Work Location.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:
The Contract geverns Warkl Hars and Conditions,

Statermant of Work, Confract #071B3200103
File: SOW Deloitte SOM Hub Inc MED v8
Page 3 of 4



AGREEMENT:

Additional procassing through the Departimant of Technalegy, Managemaent & Budget, Purchasing Office, may be required
to finalize this Statement of Work prior to invaice payment.

AGREED TO: STATE OF MICHIGAM, DEPARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET

Enidid Yl w7/

“Kimberly Keppsch-Woods, Business Relationship Manager
Medicaid Compliance Program

o %&-ﬂ— ete: f— V=15~

ung, Genaral Managﬁ

By

AGREED TO: DELOITTE COMNSULTING LLP

C/ - 41812015

By Date:
Hariharan Murthy, Director

This purchase order is a release from Contract Number 0T1B3200103. This purchase order, statement of work,

and the terms and condifions of Contract Number 07183200103 constitute the entire agreement batween the State
and the Contractor.

Filename: SOW Deloiite SOM Hub Inc M&O vB
ITRAGC: C20141217-15231%

Statemeant of Work, Contract #07 183200103
Fide: SOW Deloitte SOM Hub Inc MO vB
Page 4 of 4



Form No. DTMB-3521 (Rev. 4/2012)

AUTHORITY: Act 431 of 1984
COMPLETION: Required
PENALTY: Contract change will not be executed unless form is filed

STATE OF MICHIGAN
DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET
PROCUREMENT
P.O. BOX 30026, LANSING, MI 48909
OR
530 W. ALLEGAN, LANSING, Ml 48933

CHANGE NOTICE NO. 7

to

CONTRACT NO. 071B3200103

between

THE STATE OF MICHIGAN

and

NAME & ADDRESS OF CONTRACTOR:

PRIMARY CONTACT

EMAIL

Deloitte Consulting LLP

200 Renaissance Center, Suite 3900

Hari Mrthy

hamurthy@deloitte.com

TELEPHONE

CONTRACTOR #, MAIL CODE

Detroit, Ml 48243-1895 (212) 313-2986

STATE CONTACTS AGENCY NAME PHONE EMAIL
CONTRACT COMPLIANCE . Koppsch-
INSPECTOR DTMB Kim Koppsch-Woods | 517-284-7156 WoodsK@michigan.gov
BUYER DTMB Whitnie Zuker 517-284-7030 zukerw@michigan.gov
CONTRACT SUMMARY:
DESCRIPTION: State of Michigan Hub Solution
INITIAL EXPIRATION INITIAL AVAILABLE EXPIRATION DATE BEFORE CHANGE(S)
INITIAL EFFECTIVE DATE DATE OPTIONS NOTED BELOW
June 10, 2013 June 9, 2016 2, one year June 9, 2016
PAYMENT TERMS F.0.B SHIPPED SHIPPED FROM
Net 45 Shipment N/A N/A
ALTERNATE PAYMENT OPTIONS: AVAILABLE TO MIiDEAL PARTICIPANTS
[] P-card [ ] Direct Voucher (DV) [] Other [ ] Yes X] No
MINIMUM DELIVERY REQUIREMENTS:
N/A
DESCRIPTION OF CHANGE NOTICE:
EXTEND CONTRACT EXERCISE CONTRACT EXTENSION BEYOND LENGTH OF EXPIRATION DATE

EXPIRATION DATE OPTION YEAR(S) CONTRACT OPTION YEARS OPTION/EXTENSION AFTER CHANGE

XINo []Yes L] []

VALUE/COST OF CHANGE NOTICE: ESTIMATED REVISED AGGREGATE CONTRACT VALUE:

$1,360,860.00 $15,510,259.00

Effective December 13, 2014 this contract is amended to:

1. Incorporate SOW (Named: SOW SOM Hub R6 Dev Test Imp and cc673 1176 1367 1385 v7) for remaining work on Release 6
(Development, Testing, Implementation, and Documentation) activities and Release Independent change controls 673, 1176,
1367, and 1384 in the amount of $1,431,000.00. Support of this SOW will be drawn from Optional Services.

2. Incorporate “Stop-Work Order” ordering the Contrator to stop work on Change Control Requests (cc) for Release 4 Activities cc
779 and cc 941 that was incorporated into the Contract with Contract Change Notice #4 with SOW Named “SOW SOM Hub R4
€C779 824 932 941 960 997 v5”. Return of $70,140.00 to Optional Services through this CN#7

Total VALUE/COST OF CHANGE NOTICE: $1,360,860.00

Per vendor and agency agreement and DTMB Procurement approval and the approval of the State Administration Board on September 11,
2014

All other terms, conditions, specifications and pricing remain unchanged.

Approved AD Board Contract Value: $22,367,959.00




GIVID

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES
STATEMENT OF WORK

Project Title:
State of Michigan Hub Solution (SOM Hub)

Period of Coverage:
12/13/14 — 03/31/15

Requesting Department:
Department of Community Health

Date:
October 30, 2014

Agency Project Manager:
Karen Parker

Phone:
(517) 241-5555

DTMB Project Manager:
Kimberly Koppsch-Woods

Phone:
(517) 284-7156

Contract Information:
Contractor: Deloitte Consulting LLP
Contract #071B3200103

Change Requests:
673, 1176, 1367, 1385
(independent of R6)

Attachments:
PMM-002 Project Charter for MCP Release 6
PMM-014 Project Change Request (for each change request)

Brief Description of Services to be provided:

Contractor system development lifecycle (SDLC) services for the State of Michigan (hereinafter referred to as
“State” or “SOM”) Hub solution (Medicaid) (hereinafter referred to as “SOM Hub” or “SOM Hub solution”) to
continue Release 6 (R6) work of Application Development, Testing, Implementation, and Documentation activities
from SOW titled SOW SOM Hub R6 IP Req Des v2 per Contract Change Notice #6 (CCN#6). This Statement of
Work (SOW) also details work independent of R6 and Project Management activities for term of this SOW.

BACKGROUND:

The State is under Contract with Deloitte Consulting LLP, (hereinafter referred to as “Contractor” or “Vendor”) to
implement and support a SOM Hub solution which includes a State Messaging Gateway as the single source of
contact between the Federal Data Hub and the State of Michigan for both the health insurance exchange and the
Medicaid/CHIP activities. The SOM Hub solution has been operational since January 25, 2014. Further IT

services scope has been identified and is included herein.

PROJECT OBJECTIVE:

The purpose of Medicaid Compliance Program (MCP) is to support the State as specified in the Contract between
the parties and this SOW in implementing functionality as identified in the Medicaid Compliance Program

objectives. This SOW covers the term December 13, 2014 through March 31, 2015.

The purpose of this document is to:

1. Outline activities for the completion of MCP Release 6 in relation to the SOM Hub. This SOW will continue
the System Development Life Cycle (SDLC) work effort for R6 that was begun as detailed in the SOW
titted SOW SOM Hub R6 IP Req Des v2. The focus is to define activities associated with the
Development, Testing, Implementation, and Documentation phases of SDLC. The contractor will support
implementation of Transitional Medical Assistance (TMA) and Special Needs Support (SNS) and other

changes related to the R6 SOM Hub.

a. Implement approved R6 change controls (cc) as defined within the Project Charter that were

deferred from previous releases

b. Integration testing with other systems impacted with R6 changes

c. Regression testing and up-to-date production fixes with R5 release code base

d. Project and program support for testing and implementation

e. Incorporate validation of security requirements into the project development and/or testing cycle

2. Define the expected work for change controls (cc) required by the State for SOM Hub solution activities

that are independent of R6.




a.
b.

C.

cc 673: SOM Hub needs new virtual machines and new virtual DataPower

cc 1176: SOM Hub Full Security Assessment
cc 1367: TDS Simulator Website Enhancements

3. Define the expected work to create separate domains for MiWIC on the MCP DataPower Appliance. This

is in support of the MiWIC project and is an Enterprise Level Service as approved in cc 1385.

4. Provide ongoing and continuing support for SOM Hub related Project Management activities including

Impact analysis of change controls.

SCOPE OF WORK:

This Statement of Work consists of the below scope. Further details and specifications are listed in this
Statement of Work section titled “Work and Deliverables”.

R6 Scope

Based on R6 program requirements and JAD sessions, the following tables outline the high-level scope items to
be addressed by SOM Hub in R6 of the MCP System as provided by DCH and DHS and identified in the MCP
leadership prioritization document and further defined in PMM-0002 Project Charter for MCP R6:

Dev,
ltem #| CC# Brief Description (In-Scope) Functional Area(s) Tesglg%’(l:mp
Hours
1 1316 | State to FFM Bridges Pend Functionality Eligibility Determination 1300
2 1317 | State to FFM Pending MiChild Eligibility Determination 600
3 1125 MCP excluded income sent as other in AT AS* - Rules Eligibility /Dce:termination, 200
engine does not know to exclude rogram / Loverage
Application
Hub change to timer frequency for retrieving L L
4 999 determinations from MAGI Eligibility Determination 500
Contractor will validate implementation of security
requirements specific to the SOM Hub identified to .
5 1471 Security 250

meet the standards set by CMS, IRS and State of
Michigan Policies, Standards, and Procedures

The remainders of R6 CCs not listed above have no SOM Hub changes but are limited in scope for testing
support only:

Testing
Iltem #| CC# Brief Description (Testing support only) Functional Area(s) ?mng
Hours
MCP-T2 Parents eligible for medical coverage are Policy, Eligibility
1 1164 | denied if not applying for children/children have Determination, Program / 50
coverage Coverage Application
1213 Duplicate beneficiaries are being created when Pfog.ra”? / Coverage
2 applicants do not match by name or DOB Application, Case 50
Management
Eligibility Determination,
3 1153 | DC Need way to collect self-emp net income AS* Program / Coverage 50
Application
1308 Permanent Solution: Group Beneficiary Relationships Pg!mg_, Cl_a|ms Subm|ss.|on
4 for Cost Sharing Calculations gejgl;orltcir?;lon & Processing, =0




Testing
Iltem #| CC# Brief Description (Testing support only) Functional Area(s) ?mng
Hours
; o Eligibility Determination
MAGI should not pend entire group for unverified '
5 1055 | income P group Program / Coverage 50
Application
6 1202 | Changing Historical LOC's Policy, Enroliment 50
Policy, Eligibility
7 | 1200 | PAI edit on Run MAGI screen Determination, Program / 50
Coverage Application, Case
Management
Request to include Group Income in MMIS, 5% Cost Policy, Claims Submission
8 1419 | Share requirement and CC1308 update for Non Magi | Adjudication & Processing, 50
inclusion. Reporting
Policy, Eligibility
No system is currently determining eligibility for TMA Determination, Program /
9 1047 Vo 50
and SNS. Coverage Application,
Enrollment
Release Independent Change Controls Scope
Change controls (673, 1176, 1367 and 1385) listed below are independent of R6; each cc managed and
approved through the established MCP change control process:
Iltem #| CC# Brief Description (In-Scope) Functional Area(s) Hours
673 Hub needs new virtual machines and new virtual Policy, I_Elig!bility /
1 DataPower Determination, _Pro_gram 1,060
Coverage Application
2 1367 | TDS Simulator Website Enhancements Verification Services 596
3 1176 | SOM Hub Full Security Assessment Security 600
Create separate domain for MiWIC on the MCP
4 1385 | DataPower Appliance to enable a SOM Enterprise MiWIC Project 52
level service.
TASKS:

For Release 6 and Release Independent activities, the CONTRACTOR will coordinate with the State on the
necessary tasks to complete the scope of work. At a minimum, CONTRACTOR and State will comply with the
Contractor Approach as outlined in the correspondence section of the Contract under 1.104(1) Work and
Deliverables and as listed below in this Statement of Work under “Work and Deliverables”.

Tasks specific to Release 6 are detailed in attached Project Charter (PMM-002). High level activities for Release
6 are outlined within the Project Charter and in above Project Objective (1) (a-e) and R6 Scope.

Tasks specific to Release Independent change controls are detailed in respective attached Change Control
Requests (PMM-014). The following tables outline the high-level activities to be addressed by SOM Hub for
Release Independent change control work:

cc 673: Hub needs new virtual machines and new virtual DataPower
SOM HUB technical environment will be modified to accommodate this change request. Work will provide:

1. Capability for development, test and delivery of multiple SOM HUB releases in parallel.

2. Ability to apply system software upgrades in each environment while isolating that change from the
other environments.

3. Facilitation for an upgrade without an invasive impact and have the upgrades follow a formal
promotion strategy.

4. Ease of environment maintenance due to clean separation.

5. Reduced risk of single point of failure for environments.



Activities Hours

Configuration changes and environment setup planning 20
Technical design documentation 60
WMB Software installation, configuration and Hub deployment and setup 240
Virtual DataPower configuration, security settings and setup 160
Software configuration management setup and code promotion path creations 120
Build promotions, build scripts, build and deployment automation 240
Changes to environment management, maintenance and production support plan 80
Implementation, testing, connectivity testing and validation 140
TOTAL 1,060

cc 1367: Trusted Data Source (TDS) Simulator Website Enhancements
The TDS Simulator website was deployed during Release 5. SOM Department of Community Health (DCH)
and Department of Human Services (DHS) have requested a series of enhancements for the website.
Work provided will allow SOM DCH and DHS teams to add, edit, view, and search TDS test case data more

effectively.
Requirements and Design 60
Development and Unit Testing 400
Project Testing 120
Deployment 16
TOTAL 596

cc 1176: SOM Hub Full Security Assessment
Contractor will participate with an independent 3rd party assessment of the SOM Hub Solution. A full security
assessment of the SOM Medicaid eligibility and enrollment programs will be conducted by the Centers for
Medicare and Medicaid Services (CMS). Project will assess and verify documented compliance activities
related to the National Institute for Security and Technology (NIST) 800-53 Rev3 controls.

Activities Hours

Planning and Preparation 60
Analyze security controls requirements 120
Fieldwork and Proof Creation 320
Reporting and Documentation 100
TOTAL 600

cc 1385: MiWIC DataPower Domains (an enterprise level service not specific to MCP).
SOM Hub team to create and configure separate domains in test and production MCP IBM DataPower
appliances for the Treasury MiWIC project. Work will provide the MiWIC Project use of the MCP DataPower
Appliance as a firewall and user authentication service for access to secured zones within the State as an
enterprise level service.

Activities Hours

Create domains and configure domain level admin users on 1 Test appliance 8
Create domains and configure domain level admin users on 4 Production appliances 24
Test Domain and domain level admin privileges 20
TOTAL 52




WORK AND DELIVERABLES:

Overview:
L. This SOW covers the term December 13, 2014 through March 31, 2015.

M. Release 6 Application Development, Testing, Implementation, and Documentation activities
described herein and as an amendment to “SOW SOM Hub R6 IP Req Des v2”

N. Release Independent Services and Deliverables are identified individually.
O. Contractor and SOM will adhere to a mutually agreed upon documented schedule.

P. The State reserves the right to modify the projects, change controls and defects identified
for work. Changes will be managed through the established change control process.

2. Services and Deliverables to Be Provided for Release 6
Application Development

The Contractor will provide the Requirements, Services and Deliverables and follow the State and
Contractor Roles and Contractor Approach as outlined in Contract Section 1.104(l)(E) and
specifically as follows:

Deliverable(s)

Requirements Traceability Matrix [revised]

Test Type Approach and Reports [revised]

Test Cases [revised]

Development baselines

Project Test File

System units and modules

Approved Structured Walkthroughs for above documents.

@~roo0oTe

Testing

The Contractor will provide the Requirements, Services and Deliverables and follow the State and
Contractor Roles and Contractor Approach as outlined in Contract Section 1.104(1)(F) and
specifically as follows:

a. Integration Test completion date: To be mutually agreed within the project plan

b. System Test completion date: To be mutually agreed within the project plan

c. Security Validation Completion date: To be mutually agreed within the project plan

d. User Acceptance Test completion date: To be mutually agreed within the project
plan

e. The Contractor will participate in “war room” testing activities, as requested, by the
State, to enhance communication and promote intense collaboration to remediate
discovered testing defects.

At the Program Level, the State will provide an End-to End Testing Plan, which may require
remediation of project level defects. The Contractor will adhere to the Testing Plan.

Deliverable(s)

a. Requirements Traceability Matrix [final]
b. Test Type Approach and Reports [final]

i. Integration test reports

ii. Performance test report

iii. System test reports

iv. User Acceptance test report
c. Test Cases [final]
d. Hub Test Plan

Implementation

The Contractor will provide the Requirements, Services and Deliverables and follow the State and
Contractor Roles and Contractor Approach as outlined in Contract Section 1.104(1)(G) and
specifically as follows:




Deliverable(s)
a. Services to implement the application, including:
i.  Configuration
ii. Customization
iii.  Interfaces/Integration.
b. Operational software product.

Documentation

The Contractor will provide the Requirements, Services and Deliverables and follow the State and
Contractor Roles and Contractor Approach as outlined in Contract Section 1.104(1)(I) and
specifically as follows:

Deliverable(s)
a. The documentation of components, features, and use of the hardware/software shall
be detailed such that resolution of most problems can be determined from the
documentation, and most questions can be answered.

b. All system, operational, technical, change, and issue documentation must be
available in electronic format, published to an intranet website, accessible to State
users, and be updated regularly, with uniqgue numerical identifiers for each section
and be consistent with the most current version of the application(s) and three (3)
previous versions.

c. All system, operations, user, change and issue documentation is to be organized in a
format which is approved by the State. Its form should facilitate updating and allow-
for revisions to the documentation to be clearly identified including the three (3)
previous versions.

d. The Contractor will develop and submit for State approval complete, accurate, and
timely system, operations, and user documentation based on the mutually agreed
upon project schedule.

e. The Contractor must notify the State of any discrepancies or errors outlined in the
system, operations, and technical documentation.

3. Services and Deliverables to Be Provided for Release Independent Change Control Requests
(cc 673, 1176, and 1367):

For Release Independent activities, the Contractor will provide services and deliverables as
described above for Release 6. In addition, Services and Deliverables for Detailed Business and
Technical Requirements and Application Design as described below will be provided.

a. Services: The Contractor will provide system development lifecycle services and follow
the State and Contractor Roles and Contractor Approach as outlined in the appropriate
section of Contract Section 1.104(1). The system development lifecycle services stages
include:

i. Initiation and Planning Activities (e.g. PMM-014)
ii. Detailed Business and Technical Requirements
iii. Application Design
b. Deliverable(s)

i. The Contractor will provide the Services and Deliverables and follow the State
and Contractor Roles and Contractor Approach as outlined in the Contract
Section 1.104(1) for the appropriate stage of activities. Where appropriate,
existing project deliverables will be updated to incorporate new scope or rules
engine modifications. Any SUITE template or deliverable waivers must be
agreed upon with DTMB. The system development lifecycle services stages
include:

ii. Initiation and Planning
iii. Detail Business and Technical Requirements



1. Requirements traceability matrix will be documented using SEM-0401
iv. Application Design
1. System design will be documented using SEM-604

4. Services and Deliverables to Be Provided for Release Independent Change Control Request
(cc1385 - MiWIC DataPower Domains):

a. Services: The Contractor will create separate domains in test and production MCP IBM
DataPower appliances for the Treasury MiWIC project
i. Create and configure new domains for MIWIC in the following DataPower appliances
1. One External Test DataPower appliance
2. Two External Production DataPower appliances
3. Two Internal Production DataPower appliances
ii. Coordinate activities with MiWIC technology and management team
iii. Coordinate with network team to have new AD group and domain level admin users
created
iv. Configure the AD group and domain level admin users for the appropriate new
domains
v. Test to ensure that the domain is successfully created
vi. Test domain level admin privileges

b. Deliverable: Fully functional and accessible domains as described above

5. Services and Deliverables to Be Provided for Project Management from 1/1/15 — 3/31/15:

The Contractor will perform project management activities and provide deliverables as outlined in
the Contract section 1.300 Project Plan and 1.400 Project Management in support of the services
outlined in this section, including but not limited to:

Project management services for SOM Hub Solution

Impact analysis for various change controls

Business analysis support for integration sessions determining impact
Technical leadership and management across various change control items
Quality assurance on change controls

Weekly status reporting

ASSUMPTIONS:

H. This SOW document is based on MCP R6 Project Charter documented in attached PMM-
0002 (for R6 activities) and PMM-014 (for Release Independent activities). CC # 221(Utilize
Equifax for Earned Income work), included in R6 Project Charter and SOW SOM Hub R6 IP Req Des
v2 per CCN#6, has since been descoped from R6. No further services, deliverables, or charges will
apply to cc #221 within this SOW.

I. Stabilization, Maintenance, support and operation services are not included in this SOW;
these services are governed within the terms of the contract and remain unchanged by this
SOW.

J. Current MCP governance model will be used for all the releases. Deliverables will be
produced as per the current governance model.

K. Any impacts to downstream systems which were not identified in the requirements and
design sessions will be considered out of scope for R6 and not included for development,
testing, implementation and documentation services. Any changes will be managed through
the established change control process.

L. Approximately 40% of the security requirements validation will be required by each system’s
development and/or testing team; the remaining 60% will be performed by project or
program testing teams (as documented in the R6 Project Charter [PMM-002] and cc 1471)

ACCEPTANCE CRITERIA:

High-level acceptance criteria for Document Deliverables are listed in Section 1.501 of the Contract and
will not be considered complete until the Agency Project Manager has formally accepted them as
described.

PROJECT CONTROL AND REPORTS:
Contractor will submit progress reports as described in the in the Contract.
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SPECIFIC DEPARTMENT STANDARDS:

None.

PAYMENT SCHEDULE:

The Payment Schedule is based upon the type of services performed. Payment will be made on a
Deliverable basis. Cost estimates are based on a blended rate of $150 per hour utilizing role types as
defined in Contract Attachment D, Table 5: Other Services.

Release 6
Development, Testing, Implementation and Documentation
Payment Deliverable Amount Hours
1 Upon satisfactory acceptance of the following deliverables $171,000 1,140
e Application Development (30%)
2 Upon Satisfactory acceptance of the following deliverables $228,000 1,520
e Testing and Implementation (40%)
3 Upon Satisfactory acceptance of the following deliverables $171,000 1,140
¢ Documentation (30%)
Total $570,000.00 3,800
Release Independent
cc 673, 1176, and 1367 can be billed individually and/or Partially
Payment Deliverable Amount Hours
4 Upon satisfactory acceptance of the following deliverables $101,520 677
o Detailed Business and Technical Requirements
(30%)
4 Upon Satisfactory acceptance of the following deliverables $135,360 902
o Design, Development, Testing (40%)
4 Upon Satisfactory acceptance of the following deliverables $101,520 677
e Implementation and Documentation (30%)
Total $338,400 2,256
Release Independent
cc 1385 must be Invoiced separately or specifically referenced on Invoice
Payment Deliverable Amount Hours
5 Upon satisfactory acceptance of the following deliverables $7,800 52
e Fully functional and accessible MiWIC DataPower
Domains
Total $7,800 52
Project Management for January 1, 2015 through March 31, 2015
Payment Deliverable Amount Hours
6 Project management, release management, impact analysis $171,600 1,040
and all leadership activities for month of Jan 2015
7 Project management, release management, impact analysis $171,600 1,040
and all leadership activities for month of Feb 2015
8 Project management, release management, impact analysis $171,600 1,040
and all leadership activities for month of March 2015
Project management Total $514,800 3,120
SOW Total $1,431,000 9,228




Payment will be made on a Deliverable basis. DTMB will pay CONTRACTOR upon receipt of properly
completed invoice(s) which shall be submitted to the billing address on the State issued purchase order
not more often than monthly. DTMB Accounts Payable area will coordinate obtaining Agency and
DTMB Project Manager approvals. All invoices should reflect actual work completed by payment date,
and must be approved by the Agency and DTMB Project Manager prior to payment. The invoices shall
describe and document to the State’s satisfaction a description of the work performed the progress of
the project, and fees. When expenses are invoiced, receipts will need to be provided along with a
detailed breakdown of each type of expense. All invoices must include the purchase order number.

Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of
properly completed invoices.

EXPENSES:

The State will NOT pay for any travel expenses, including hotel, mileage, meals, parking, etc.

PROJECT CONTACTS:
The designated Agency Project Manager is:
Karen Parker
Michigan Department of Community Health

(517) 241-5555
Parkerk7 @michigan.gov

The designated DTMB Project Manager is:

Kimberly Koppsch Woods
Michigan Department of Technology, Management and Budget
Customer Service supporting Department of Community Health, Medicaid Compliance
Program
(517) 284-7156
koppsch-woodsk@michigan.gov
AGENCY RESPONSIBILITIES:

Provide detailed requirements and respond promptly to follow up questions.
LOCATION OF WHERE THE WORK IS TO BE PERFORMED:

The Contract governs Work Location.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:
The Contract governs Work Hours and Conditions.

AGREEMENT:

Processing through and acceptance by the Department of Community Health and Department of
Technology, Management & Budget, Purchasing Office, may be required to finalize this Statement of
Work and amend the Contract prior to issuance of a purchase order.

AGREED TO: STATE OF MICHIGAN, DEPARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET

By: Date:
Kimberly Koppsch Woods, Business Relationship Manager

By: Date:
Linda Pung, General Manager

AGREED TO: DELOITTE CONSULTING LLP

By: Date:
Hariharan Murthy, Director




This purchase order is a release from Contract Number 071B3200103. This purchase
order, statement of work, and the terms and conditions of Contract Number
071B3200103 constitute the entire agreement between the State and the Contractor.

Filename:
SOW SOM Hub R6 Dev Test Imp and cc673 1176 1367 1385 v6

APPENDIX A — Attachments:
PMM-002 - Release 6 Project Charter - Current as of 10/31/14
PMM-014 — Project Change Request cc 673
PMM-014 — Project Change Request cc 1176
PMM-014 — Project Change Request cc 1367
PMM-014 — Project Change Request cc 1385



STATE OF MICHIGAN
DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET

CONTRACT NQ. 071B3200103

Betweaan
The State of Michigan
And

Daloitte Consulfing LCC

Stop Work Order

Project: Siate of Michigan HUB Solution

1. In accordance with the terms and conditions of Contract #071B3200103 (hereinafter referred to as
*Confract”), Deloilte Gonsulling LCC. (hereinafter referred to as "Contractor”) sectlon 2,181 Stop
Work Order the State of Michigan {hereinafter referred to as "SOM™) herby issues a “Stop-Wark
Order” ordering the Confractor to stop work on Change Control Requests (cc) cc779 and cc841.

2. This Stop Work Order applies only for partial Work and Deliverables in ce772 and co941 detailed in
the Statement of Work with File Name S0W SOM Hub Deloitte B4 cc 779 824 032 941 980 8097 v5&
incorporated into the Confract with Caonlract Changs Nofice #4.

3. The SOM acknowledges and accepts partial work has been complated for ca??a and cc941 and
complies with agreed upen costs and payment terms for the Deliverables of Business Requirements,
Application Design and Application Development,

4, As of August 12, 2014 the work and deliverables of Testing, Implementation and Documentation for
cc7T9 and coBd1 will be or was parformed as part of multiple other change confrols (listed in each co
cancalad).

6. The corresponding Purchase Order (PO) 084N4305740 will have no charge Incurred for cc778 and
o84 for the Delivarables of Projact leval Testing, Implamentation, or Documentation,

B. |naccordance with Contract section 2.042, Adjustments for Reductions in Scope of
Servicas/Daliverables, the S0M and Contractor have agreed that the reduction in above PO is
commensurate with the reduction in deliverables expecaed 1

The signatures relay an understanding of the purpose and content of the docurnent by thoss endarsing It

Hp?ﬁaﬁrﬁu o34 iy W/M m/.?r!/ﬂ/'

Gayathr Jag n, Project Manager " Date Fintberly Koppech-Woods, Director
Michigan Department of Technology, Michigan Depatiment of Technology,
Management and Budget } l Management and Budget

/,pr 1/ i} I_'?; Iy
Hari Mirthy ™ o T Data

Delaitte Consulting LCC



Form No. DTMB-3521 (Rev. 4/2012)

AUTHORITY: Act 431 of 1984
COMPLETION: Required

PENALTY: Contract change will not be executed unless form is filed

STATE OF MICHIGAN

DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET

PROCUREMENT

P.O. BOX 30026, LANSING, MI 48909

OR

530 W. ALLEGAN, LANSING, Ml 48933

CHANGE NOTICE NO. 6

to

CONTRACT NO. 071B3200103

between

THE STATE OF MICHIGAN

and
NAME & ADDRESS OF CONTRACTOR: PRIMARY CONTACT EMAIL
Deloitte Consulting LLP Hari Mrthy hamurthy@deloitte.com
200 Renaissance Center, Suite 3900 TELEPHONE CONTRACTOR #, MAIL CODE
Detroit, Ml 48243-1895 (212) 313-2986

STATE CONTACTS AGENCY NAME PHONE EMAIL
CONTRACT COMPLIANCE _ Koppsch-
INSPECTOR DTMB Kim Koppsch-Woods | 517-284-7156 WoodsK@michigan.gov
BUYER DTMB Whitnie Zuker 517-284-7030 zukerw@michigan.gov

CONTRACT SUMMARY:

DESCRIPTION: State of Michigan Hub Solution

T I ey — INITIAL DE;\(_II?IIERATION INITIA(\;_P?_}/OA’\IILSABLE EXPlRATlONNDOATTEEDBBEEFE)ORVE CHANGE(S)
June 10, 2013 June 9, 2016 2, one year June 9, 2016
PAYMENT TERMS F.0.B SHIPPED SHIPPED FROM
Net 45 Shipment N/A N/A
ALTERNATE PAYMENT OPTIONS: AVAILABLE TO MiDEAL PARTICIPANTS
[ ] P-card [ ] Direct Voucher (DV) [ ] Other [ ] Yes X No
MINIMUM DELIVERY REQUIREMENTS:
N/A
DESCRIPTION OF CHANGE NOTICE:
EXTEND CONTRACT | EXERCISE CONTRACT EXTENSION BEYOND LENGTH OF EXPIRATION DATE

EXPIRATION DATE OPTION YEAR(S)

CONTRACT OPTION YEARS

OPTION/EXTENSION AFTER CHANGE

XINo []Yes

L

[

VALUE/COST OF CHANGE NOTICE:

ESTIMATED REVISED AGGREGATE CONTRACT VALUE:

$470,820.00

$14,149,399.00

Effective 11/10/2014 this contract is amended to:

3. Incorporate SOW for FY15 Triage Services. Funding already approved as a committed cost in CCN#4. Triage activities are
expected to occur by the contractor resources on an ongoing basis (4 contractors *40 hours per week) from the time period of
10/1/14 through 9/30/15. Payment will be made on a fixed cost basis of $96,300.00 monthly. It is expected that triage activities
will be transitioned out by 9/30/15 and replaced by State FTEs.

4. Incorporate SOW for Release 6: Business Requirements and Application Design work, and release funds of $470,820.00 from
SAB approved (9/11/14 —CCN#4) Other Optional Services to support this release 6 SOW.

Per vendor and agency agreement and DTMB Procurement approval and the approval of the State Administration Board on September

11, 2014

All other terms, conditions, specifications and pricing remain unchanged.




Approved AD Board Contract Value: $22,367,959.00




Technology, Management&
MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

lage |

IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:

State of Michigan Hub Solution October 1, 2014 -

September 30,2015

Requesting Department: Date:

Department of Community Health September 11, 2014
Agency Project Manager: Phone:

Karen Parker (517) 898-4147
DTMB Project Manager: Phone:

Kimberly Koppsch-Woods {617) 373-2776
Contract Information: Change Requests:

Vendor: Deloitte Consulting LLP

Contract #071B3200103
Attachments:

Reference CON# 4

BRIEF DESCRIPTION OF SERVICES TO BE PROVIDED:

In the event of technology issues, additional resources are required to perform triage activities to determine
troubleshoot issues, coordinate issue resclution between multiple vendors and perform root cause analysis.

Triage Services began November 1, 2013 governed by SOW SOM Hub Triage CR 442 and PO
084n4301778. This SOW continues Triage suppert service QOctober 1, 2014 through September 30, 2015.

BACKGROUND:

The State is under contract with Contractor {o implement a SOM Hub Solution which includes a Staie
Messaging Gateway as the single source of contact between the Federal Data Hub and the State of
Michigan for both the health insurance exchange and Medicaid/CHIP activities. As required under the
Contract, the business and technicat scope was identified with the responding Contractor approach.

Scope was defined through October 1, 2013, followed by Operation Services and Maintenance and
Support. Further IT services scope has been identified beyond October 1, 2013, and is included herein,

ASSUMPTIONS:

+ Stakeholder availability and establishment of communication process across multiple Tiers of
maintenance team and FFM.

s Additional training is required for Tier 2 Team for overview and error code review with DCT, MAGI

Viewer, CGI and SOM Hub. Applications teams will be available to support this training effort.

The Remedy ool will be available for use by the triage team.

Tier 1 will capture information for technical issues in a standard template provided by Triage team.

Triage team will not be responsible for any code fixes.

Vendor partners will be available to participate in Triage calls to provide their status on the defects

assigned to them.

Vendors Pariners will communicate any known issues they have identified in their system

Vendor pariners will need to provide FAQ, release documentation whenever a new release is

deployed in production

+ State will provide space, deskiops and phones.

* & & @
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» Resources will be assigned to normal business hours, Monday through Friday, 8:00 a.m. to 5:00
p.m., excluding State holidays or furlough days.

SCOPE OF WORK:
This Statement of Work consists of the following scope:

In the event of technology issues at implementation, additional resources are reguired to perform triage
activities to determine troqbfeshoot issues, coordinate issue resolution between multiple vendors and
perform root cause analysis.

In order to facilitate the technical issue resolution, establishment of TIER 2 Triage support ("Triage
Services”) through the MCP Advanced Support Team is required as part of the Maintenance team. This
team will be responsible for engaging with Project Level Maintenance Teams to facilitate diagnostics and
tracking cross-team impacts. TIER 2 will follow a standardized process to review prioritized issues provided
by TIER 1 and identify which team owns the resolution.

TASKS:

Triage 2 Team - Role and Responsibilities
The proposed composition of the team is as follows —
Triage Manager (1)

o Coordinate with Tier 1 Team for ticket input expectations {template) and provide guidelines for
Criticality/Severity ratings, process for dealing with different types of tickets
Updating TIER 1 of known issues by updating the DTMB CSC Operational Status Board
Generation and distribution of status reports and participating in status meetings with MCP
Escalation of ticket resolution and recommendation for change control process where necessary.
Manage Tier 2 team load and resource planning
Issue resolution trend analysis and recommendation of interim Business Processes.

Triage Business/System Analyst Team (3)
+ Communicate with Tier 1/customer for clarifications on existing tickets, if required.
Diagnostics of Tier 2 tickets, impact assessment and validating prioritization.
Triaging tickets to relevant Tier 3 teams after initial analysis.
Tracking status and monitoring ticket resolution progress with Tier 3 and updating status.
Facilitate Tier 3 cross functional team resolution if necessary.
Updating the activity log in remedy including any potential workDaround or expected resolution
date
Creating a remedy ticket of issues received from communication with the FFM

ACCEPTANCE CRITERIA:
Acceptance criteria shall be governed by the Contract.

PROJECT CONTROL AND REPORTS:
Contracior will submit progress reports as described in the contract.

SPECIFIC AGENCY STANDARDS:
Not Applicable.

PAYMENT SCHEDULE:
Triage Services as defined by Change Control Notice #4.

Payment will be made monthly as follows:
¢ Services during Normal Business Hours: On a fixed cost basis in the amount of $96,300.00 per
month. ($1,155,600.00 year)
¢ Services during Extended Hours: Invoiced on a fime and materials basis per the contract rate card
outlined in Table of the Contract. Extended Hours must be preapproved by the State.

Page 2
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‘Role {from Contract) S| Work
* Additional Resource Requirements T Days/Week* Cost/Month**
Triage Manager {Table 5: Technical Lead) 5 days/week $31,500
Business Analyst {Table 5: Business Analyst) 5 days/week $21,600
System Analyst (Téble 5: System Analyst) 5 days/week $21,600
System Analyst (Table 5: System Analyst) 5 days/week $21,600
: £ ' A : - Total Hours  Total Cost
- TOTAL ' N/A $96,300

*Assuming normal business hours, five days per week for the duration of Tier 2 technical support.
**Based on a minimum of 640 hours per month. (4 contractors x 40 hours per week x 4 weeks)

« Al time and materials contracis(thourly based) must submit time sheets with all invoices.
e Allinvoices must include the purchase order number

Payment will be made on a fixed cost basis. DTMB wili pay CONTRACTOR upon receipt of properly
completed invoice(s) which shall be submitted to the billing address on the State issued purchase order not
more often than monthly, DTMB Accounts Payable area will coordinate obtaining Agency and DTMB Project
Manager approvals. All invoices should reflect aciual work completed by payment date, and must be
approved by the Agency and DTMB Project Manager prior to payment. The invoices shall describe and
document to the State’s satisfaction a description of the work performed, the progress of the project, and
fees. When expenses are invoiced, receipts will need to be provided along with a detailed breakdown of
each type of expense.

Payment shall be considered timely if made by the DTMB within forty-five {(45) days after receipt of properly
completed involces.

EXPENSES:

The State will NOT pay for any travel expenses, including hotel, mileage, meals, parking, efc.

PROJECT CONTACTS:
The DTMB Project Manager is:

Kimberly Koppsch-Woods

Michigan Department of Technology, Management and Budget

Customer Service supporting Department of Community Health, Medicaid Compliance Program
Phoenix Building, 222 Washingten Square

Lansing, MI 48933

Phone: (617) 373-2776

Email: Koppsch-woodsk@michigan.qov

The DTMB Contract Administrator for this project is:

Kimberly Koppsch-Woods

Michigan Department of Technology, Management and Budget

Business Relationship Manager supporting Department of Community Health, Medicaid
Compliance Program

Phoenix Building, 222 Washington Square

Lansing, MI 48933

Phone: (517) 373-2776

Email: Koppsch-woodsk@michigan.gov

Contract 071B3200103
SOW Triage Services FY15



DTMB/AGENCY RESPONSIBILITIES:
Provide detailed requirements and respond promptly o follow up questions,

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:

Dimondale or Lansing, MI. An alternate work location outside of the identified location will be mutually
agreed to by both the Contractor and State.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Normal business hours, Monday through Friday, 8:00 a.m. to 5:00 p.m., excluding State holidays or furlough
days. Work schedule modifications will be mutuaily agreed to by both fhe Conlractor and State.

If required, weekday evening and weekend support (“Extended Hours”) will be available by the Contractor.
Extended hours must be preapproved by the State.

RIGHT TO OWNERSHIP:
The Contract governs Right to Ownership.

This purchase order is a release from Contract Number 071B3200103. This purchase order,

statement of work, and the terms and conditions of Contract Number 07183200103 constitute the
entire agreement between the State and the Contractor.

AGREED TO: STATE OF;\;/SHIGAN, DEPARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET
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MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES :
STATEMENT OF WORK
Project Title: Perlod of Coverage:
Stale of Michigan Hub Solution (SOM Hub) 11/1H4-12/20/14
Requesting Department: Date:
Department of Community Heailh Qctober 30, 2014
Agency Projsct Manager: Phone: "
Karen Parker (517) 241-5565
DTMB Project Manager: Phone:
Kimberly Koppsch-Woods (617} 284-7156
Contract Information: Change Requests:
Contractor: Deloitte Consuliing LLP
Contract #07183200103
Aftachments:
PMM-002 Project Charter for MCP Release 6

Brief Description of Services to he provided:

Contractor system development lifecycle (SDLC) services for the State of Michigan (SOM) Hub solution
(Medicaid) (hereinafter referred to as “SOM Hub” or “SOM Hub solution”) to include Impact Analysis,
Requirements and Dasign. :

BACKGROUND:

The State of Michigan (hereinafter referred to as “State”) is under Contract with Deloitte Consuiting LLP,
(hereinafter referred to as "Contractor” or "Vendor®) to implement and support a SOM Hub solution which
includes a State Messaging Gateway as the single source of contact between the Federal Data Hub and
the State of Michigan for both the health insurance exchange and the Medicaid/CHIP activities. The
SOM Hub solution has been operational since January 265, 2014, Furiher IT services scope has been
identified and Is included herein.

PROJECT OBJECTIVE:

The purpose of Medicald Compliance Program (MCP) is to support the State of Michigan as specified in
the Contract between the parties and this Statement of Work in implementing functionalily as identified
in the Medicaid Compliance Program objectives, This Statement of Work covers the term November 1,
2014, through December 12, 2014,

The purpose of this document is to provide a Statement of Work outlining the initiation and planning
activities for SOM Hub systems in preparation for the MCP Release 6 implementation phase based on
the project scope of work defined below. The focus Is to cover activities associated with initiation,
planning, requirements and design for SOM hub to support implementation of TMA and SNS and other

~ changes related to SOM Hub.

Contract #07183200103
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SCOPE OF WORK:

This Statement of Work consists of the below scope. Further details and specifications are listed in this
Statement of Work section titled "Work and Deliverables”.

As defined in PMM-0002 Project Charter for MCP R6, the MCP group identified the following project
objectives as part of Release 6.

ltem#j CC# Briof Description (In-Scope) Functional Area(s)" r?(g}':‘s
1 221 | Ulilize Equifax for Earned Income Palicy, Eligibility Delermination | 1100
MCP-T2 Parents eligible for medical coverage are Pollcy, Eligibitity Determinalion,
2 denied if not applying for children/children have Program / Coverage 1100
coverage Application
Duplicate beneficiaries are being ¢realed when Praogram / Coverage 1106
3 applicants do not match by name or DOB Application, Case Management
; VR Polley, Eligibility Determination,
4 No system is currently determining eligibility for TMA Program / Goverage 1100
and SNS, p
Application, Enroliment
6 State lo FEM Bridges Pend Funclionalily Eligibllity Determination 1100
7 1317 | Stale to FFM Pending MiChild Eligibility Determination 1100
Eligibility Determination,
8 | 1153 | DG Need way to collecl self-emp net income AS* Program / Goverage 100
Application
. : 2 Eligibility Determinalion
MCP excluded incoime sent as other in AT AS* - Rules i
8 | 1123 4 engine does nol know lo exclude Program / Goverage 1100
Apptication
Hub change lo timer frequency for refrieving -
12 989 | Jeterminations from MAGI Eligibility Determination 100
e - ; ; Policy, Claims Submission
Permanent Solution: Group Beneficiary Relationships :
131 1308 | §or Cost Sharing Caleulations Adjudic_:ation & Procassing, 100
- Reporling
MCP systems will validate the securily requirements
identified to meet the standaids set by CMS, IRS and s i 18D
16 | 1471 | Siate of Michigan Policies. Standards, and ecurity
procedures. '
Conlract #071B3200103
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Excluded/Out-of-Scope

For the change controls listed below that Include ROM Hours, it is assumed that these are for
implementation and program testing support only.

ltem #| CC# Brlef Description (In-Scope) Functional Area(s) ligfs
6 1055 ?:?(Sé :houlci not pend entire group for tnverified Elr[gigt;g'g ?Sf\fg:?;gon' 100
e Application
10 1202 | Changing Historical LOC's Policy, Enroliment 100
Policy, Eilgibility Determination,
11 1200 | PAl edif on Run MAG] screen Program / Coverage 100

Application, Case Managementy

Redquest o include Group [ncome jn MMIS, 6% Cost Policy, Clalms Submisslon

14 1419 | Share requirement and CC1308 update for Non Magl | Adjudication & Processing, NIA
inclusion. Reporling
Polley, Eliglbility
17 1132 | HMP reprocess set incorrect redt date Determination, Program / 100

Coverage Application

Bridges case changes impacting a past perlod must

be generated and sent to all impagted applicalions
18 | 453 | (MAGI, Eligibility Determination Benefit Calculation,
Medicaid Assislance

Bridges and MiBridges does not coliect education
information on a heallh care coverage only application Program / Coverage

21 1203 1 resulling in incorrect MAGH determinations contain ! 100
enough information cause duplicate 1D's. Duplicate Ic_ls Application, Gase Management

- BRGUS(0380904

Pollcy, Eifglbility Determination,
Program / Coverage 100
Application

The table below provides a high-level outline of the scope for initiation and planning for Release 6 from a
Som Hub perspective. Detailed scope and finalization for Release 6 wili be completed during the
requirements phase of the project and captured in the officlal requirements/desigh deliverable.

MCP Project Objectives

tem #
1. Program level requirement review
2. Hub tmpact assessment
3. Use Case flows
4, Project level detailed requirement galhering
5, Systemn Deslgn :
6. Deliverables walkihrough
7. SEM-0401 Requirement Traceability Matrix
8. SEM-604 System Design

Contract #071B3200103
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TASKS:

CONTRACTOR will coordinate with the State on the necessary tasks to complete the scope of work. At
a minimum, CONTRACTOR and State will comply with the Contractor Approach as oullined in the
correspondence section of the Contract under 1.104(1) Work and Deliverables.

Based on the understanding of time, effort and complexily involved in addressing each of the project
objectives of the MCP R6 charler, it is necessary to establish gate reviews during the requirements and
design phase to see if all requirements can be accommodated in Release 6.

WORK AND DELIVERABLES:

Overview:
A. This Statement of Work covers the term November 1, 2014, through December 12, 2014,
B. Contractor and SOM will adhere fo a mulually agreed upon documented scheduls.

C. The State reserves the right to modify the projects, change controls and defects identified for
work. Changes will be managed through the established change control process.

Services and Deliverables to Be Provided:

The Gontractor will provide the Requirements, Services and Deliverables and follow the State and
Contractor Roles and Coniractor Approach as outlined in Contract Section 1.104(1){A).

tn order to prepare of a firm fixed quote for significant modifications to the SOM Hub Solution, which
may or may not Involve release coordination between other components of the Medicaid solution, a
detalied understanding of the business requirements and potentially application design is required. The
services below are included within this Statement of Work to formulate hours needed for remalning
system development lifecycle activilies.

1. Services: The Contractor will provide system development lifecycle services and follow the
State and Contractor Roles and Contracior Approach as outlined in the appropriate section of
Contract Section 1.104(l). The system development lifecycle services stages Include:

I, Initiation and Planning Aclivities (e.g. Project Charter, Project Plan, documenting
risks, assumptions, critical success factors, resource needs, quality expectations,
communication expeciations).

ii. Detailed Business and Technical Requirements

(1)} Release 6 requirements traceability mairix will be documented
using SEM-0401

fil. Application Design

(1) Release 6 system design will be documented using SEM-604,
System design will be produced 3 — 4 weeks after JAD sessions
are complete

2. Deliverables:

a. The Contractor will provide the Services and Deliverables and follow the State and
Contractor Roles and Contractor Approach as outlined in the Contract Section 1.104(l) for
the appropriate stage of activities. Where appropriate, existing project deliverables will be
updated io incorporate new scope or rules engine modifications, Any SUITE template or
deliverable waivers must be agreed upon with DTMB. The system development lifecycle
services stages include:

Contract #071B3200103
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i. Initlation and Planning
il. Delail Business and Technical Regiirements
jii. Application Design

b. The Contractor will provide a wrillen, firm fixed price for the remaining system
development lifecycle aclivities for the Major Release at least 30 days before the Stage
Exit of Application Design. The quote shall include an eslimate of the number of hours
needed to complete the activities, The creation of the cost estimate is Included in the
scope of this statement of work.

ASSUMPTIONS:

1.

&

A Statement of Work shall be completed for remaining work phases of Application Development,
Testing, Implementation, and Documentaiion,

This SOW document Is based on MCP R6 charter documented in PMM-0002
Stabilization, Maintenance, support and operation services are not included in this SOW

Deloille has 3,220 hours for requirements planning and initiation activities. Any hours above and
beyond the estimated hours in this statement of work will be managed through the established
change control process

Current MCP governance model wilt be used for all the releases. Deliverables will be produced
as per the current governance model,

~ SOW costs are estimates based on work effort of 3,220 hours for 6 week duration. The SOW

costs are not firmed fixed price to meet R6 scope.

Any impacts to downstream systems which are not identified in the requirements and design
sessions will be considered oul of scope for R6 and not included in our fixed price estimate for
development, testing, and implementation services. :

We have assumed state staff will be available {o provide requirements and review design based
on the proposed schedule in this SOW.

SEM-0401 requirement traceability matrix and SEM-604 system deliverables will be submilted
after 3-4 weeks from final JAD walkthrough of each process.

ACCEPTANCE CRITERIA:

High-level acceptance criteria for Document Deliverables are listed in Section 1.501 of the Contract and
will not be consldered complete uniil the Agency Project Manager has formally accepted them as
described.

PROJECT CONTROL AND REPORTS:
Coniractor will submil progress reports as described in the in the Contract.

SPECIFIC DEPARTMENT STANDARDS:

None.

Conlract #071B83200103
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PAYMENT SCHEDULE:

The Payment Schedule is based upon the lype of services performed. Payment will be made on a
Deliverable basis. Cost estimates shall be provided in hours and role type utilizing Table 5: Other
Services schedule within the Contract.

Release 6

ln_!ttation and Planning

Payment Deliverable Amount Hours

1 Upon satisfactory acceptance of the following deliverables $282,492.00 1,932
+ Detailed Business Requirements (60%} ‘

2 Upon Satisfaclory acceptance of the foilowing deliverles $188,328.00 1,288
+ Application Design (40%)

Total ' ' $470,820.00 3,220

Payment will be made on a Deliverable basis. DTMB will pay CONTRACTOR upon receipt of properly
completed invoice(s) which shall be submitted to the billing address on the State issued purchase order
not more often than monthly. DTMB Accounts Payable area will coordinate obtaining Agency and DTMB
Project Manager approvals. All invoices should reflect aciual work completed by payment date, and
must be approved by the Agency and DTMB Project Manager prior fo payment. The invoices shall
describe and document to the State's satisfaction a description of the work performed, the progress of
the project, and fees. When expenses are Invoiced, receipls will need to be provided along with a
detailed breakdown of each type of expense. All invoices must include the purchase order number.

Payment shall be considered timely if made by the DTMB within forfy-five (45) days after receipt of
properly completed invoices. .

EXPENSES:
The State will NOT pay for any frave! expenses, Including hotel, mileage, meals, parking, stc.

PROJECT CONTACTS:
The designated Agency Project Manager is:

Karen Parker

Michigan Department of Communtty Health
(517) 241-5555

Parkerk7 @michigan.gov

The designated DTMB Project Manager is:

Kimberly Koppsch Woods
Michigan Department of Technology, Management and Budget
Customer Service supporting Departiment of Comimunity Health, Medicaid Compliance Program
(517) 284-7156
koppsch-woodsk@michigan.goy
Contract #071B3200403
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AGENCY RESPONSIBILITIES: ‘
Provide detailed requirements and respond promplly to follow up questions,

LOCATION OF WHERE THE WORK I8 TO BE PERFORMED:
The Coniract governs Work Location.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:
The Contract governs Work Hours and Conditions.

AGREEMENT:

Processing through and acceptance by the Department of Community Health and Department of
Technology, Management & Budget, Purchasing Office, may be required {o finalize this Statement of
Work and amend the Contract prior to issuance of a purchase order.

AGREED TO; STATE OF MICHIGAN, DEPARTMENT OF TECHNGCLOGY, MANAGEMENT & BUDGET

¢
Q%W///M Date:[/[g//f'[
=¥ "Rimberly Koppsch WoodsnBusiness Relationship Manager )
ol !/ /1

By:

Pung, General Manager

AGREED TO: DELOITTE CONSULTING LLP

By: /M‘ 'll// Date: M

{(Aariharan Murthy, Director

This purchase order is a release from Contract Number 071B3200103. This purchase
order, statement of work, and the terms and conditions of Contract Number 07183200103
constitute the entire agreement between the State and the Confractor.

Filename: SCW SOM Hub RS IP Req Des v2

Conlract #071B3200403
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APPENDIX |
Current as of 10/31/14:

PMM-0002_Project_
Charter MCP_R6_SO

Contract #071B3200103
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Form No. DTMB-3521 (Rev. 4/2012)

AUTHORITY: Act 431 of 1984
COMPLETION: Required
PENALTY: Contract change will not be executed unless form is filed

STATE OF MICHIGAN
DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET
PROCUREMENT
P.O. BOX 30026, LANSING, MI 48909
OR
530 W. ALLEGAN, LANSING, Ml 48933

CHANGE NOTICE NO. 5

to
CONTRACT NO. 071B3200103
between
THE STATE OF MICHIGAN
and
NAME & ADDRESS OF CONTRACTOR: PRIMARY CONTACT EMAIL
Deloitte Consulting LLP Hari Mrthy hamurthy@deloitte.com
200 Renaissance Center, Suite 3900 TELEPHONE CONTRACTOR #, MAIL CODE
Detroit, Ml 48243-1895 (212) 313-2986
STATE CONTACTS AGENCY NAME PHONE EMAIL
CONTRACT COMPLIANCE _ Koppsch-
INSPECTOR DTMB Kim Koppsch-Woods | 517-284-7156 WoodsK@michigan.gov
BUYER DTMB Whitnie Zuker 517-284-7030 zukerw@michigan.gov
CONTRACT SUMMARY:

DESCRIPTION: State of Michigan Hub Solution

INITIAL EFFECTIVE DATE INITIAL DE;(_II?IIERATION INITIAOLP,#}/(,)A’\IILSABLE EXPIRATIONND(SATTEEDBBEI;?OR\AE/ CHANGE(S)
June 10, 2013 June 9, 2016 2, one year June 9, 2016
PAYMENT TERMS F.0.B SHIPPED SHIPPED FROM
Net 45 Shipment N/A N/A
ALTERNATE PAYMENT OPTIONS: AVAILABLE TO MIiDEAL PARTICIPANTS
[ ] P-card [ ] Direct Voucher (DV) [ ] Other [ ] Yes X No
MINIMUM DELIVERY REQUIREMENTS:
N/A
DESCRIPTION OF CHANGE NOTICE:
EXTEND CONTRACT | EXERCISE CONTRACT EXTENSION BEYOND LENGTH OF EXPIRATION DATE
EXPIRATION DATE OPTION YEAR(S) CONTRACT OPTION YEARS | OPTION/EXTENSION | AFTER CHANGE
X] No [ ]Yes ] []
VALUE/COST OF CHANGE NOTICE: ESTIMATED REVISED AGGREGATE CONTRACT VALUE:
$195,900.00 $13,678,579.00

Effective 10/31/2014 this contract is amended to:

1. Kim Koppsch-Woods is DTMB Project Manager and Contract Compliance Inspector

2. Substitute the existing SOM HUB Solution Project Manager and Technical Lead Key Personnel
resources (see attached agreement):

e SOM Data Hub Project Manager — Mark Murphy with Raghavendra Modur
e SOM Data Hub Technical Lead Gajendra Prasad Sankaranaryana with Phani Gundamraj

3. Amendment to Change Notice #4 for additional enhancements to support Release 5 (see
attached SOW). Total cost of $195,900.00.




Per vendor and agency agreement and DTMB Procurement approval and the approval of the State
Administration Board on September 11, 2014

All other terms, conditions, specifications and pricing remain unchanged.

Approved AD Board Contract Value: $22,367,959.00




STATE OF MICHIGAN
DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET

CONTRACT NO. 071B3200103

Between
The State of Michigan
And
Deloitte Consulting LCC.

MNotice of Decision

Project: State of Michigan Hub Solution

1. In accordance with the terms and conditions of Contract #071B3200103 {hereinafler referred to as
*Contract”), Deloitte Consulting LCC. (hereinafter referred to as "Contractor™) have replaced the
following Key Personnel:

SOM Data Hub Project Manager - Mark Murphy
SOM Data Hub Technical Lead — Gajendra Prasad Sankaranaryana |

2. The Contractor asserts the following replacement resources meet the position requirements.
S0OM Data Hub Project Manager — Raghavendra Modur
SOM Data Hub Technical Lead — Phani Gundamra]

3. The State of Michigan (herginafter referred to as "State") accepts these replacements in accordance
with the terms and conditions of the Contract,

The signatures relay an understanding of the purpose and content of the document by those endorsing it

ROhdlwd oty

)Qujmr_ B E :3_{,!__

“fimberly Koppsch-Woods

Data

Michigan Department of Technology, f Technology,
lManagament and Eiudget Management and Budget

Han an Tl rtlu.I
Deloitte Consuiting LLP
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MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES
STATEMENT OF WORK

Prafact Tlike: Parlad of Coverage:

State of Michigan Hub Solufion 04 — 13114
Roeguasting Department: Cate: -

Departmeant of Communily Health 08/08/M14
Agency Prajact Manaper: Fhane

Karen Parker {617} 241-5555
DTMB Projoct Managar: Phote:

Kimberly Koppsch-Woods (517} 284-7156 .
Comdraed Infarmatlon: Change Ragquesis:

Vendor: Delollte Consuiting LLP 1238 1341

Contract #07 183200103 1307 13756
Altachimanis: C2014081 1144510
Cost Deladis for 1238 1307 1341 1375

Approved PMM-014 for all chenge confrols {CC) reforancas s seved elactronlcally In

each change conlrol iequest.

Brief Desaription of Services bo be providad:
Contractor system development lifecycle (SDLC) services for the State of Michigan (SOM) Hub solution (Medicaid)
{hereinafter refarred lo as "50M Hub™) enhancemants identiffed as part of Relaase 5.

BACKGROUND:

The State is under conlract with Conbractor o implemeant 2 SOM Hub scolution which includes a Stale Messaging Gateway
as the single source of contact batween the Federal Data Hub and the State of Michigan far both the heslth insurance
axchange and the Madlieald/CHIP aclivilies. The SOM Hub solufion has been operalicnal since January 26, 2014, Furthar
IT sarvices scope has baan identified and is included haraln,

" PROJECT OBJECTIVE:
The purpose of Madicald Gompliance Program (MCF) Releasa 5 is lo support the State of Michigan in implementing the
fellowing funclionalily as identified in the Medicaid Compllance Program Release & objectives for the timeframe from Sept
1, 20141l Dl 31, 2044, :

Thiz Staterment of Work (SOW) is specific 1o Change Contral Reguests (CC) #1238 and (CC) #1307 that are approved for
work within Release & (RE) activities and (CT) #1375 that is approved for M&O release. Work detailed in this S0W is in
conjunclion with work detailed in SOW S0M Hub Deloille RS _CC 512 958 1161 1184 1231 12656 1315 w4,

SCOPE OF WORHK:

CC 1238: State to FFM flitering for CMS request
CC s a 3 part raques] from ChS:
« - Updale the GG 980 parform a Madlcald Eligibillly Chack (MEC) chack for each deniad Individual who would be
referred o the Faderally Faclilaled Markelplace (FFM) per CC 980, If the denled applicant aiready has MEC al the
tire they would be ransfered o the FEM - DO NOT Transfer the appilcant,

+ Do not send duplicate backlog Account Transfer (AT) from Michigan to the FFM. In the case of mulliple
Application Ids - enfy send the one with the lalest date.

+«  Provide a count of production AT which meel all of the critarla In GG 880 and the criterda aboyve, The count must

Staternent of Wark, Contract #07 183200103
File: S0W 500 Hub Delofite RS CC 1238 1307 1341 1375
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be provided prior to the actual production processing of sending AT lo tha FFM.

CC1307: FFM Business Servioe Definition (BSD) updates for vorsfon 2.3.2

The SOM syslems surrently operate in compliance with the AT BSD version 2.0 (X80 and Schemeatron). In order to send

or racalva AT packets (o and from the FFM, the SOM Hub must convert the AT packet to remain XS0 and Schematron

csn;si;aplbanl, Therefora, the SOM Huly will add, madify or delele conversion logie lo handle AT BSD version 2.3.2 (X580 and
emiatran).

CC1341: SOM Hub adding additional reaource to accommaodate Release §

Adding a new experienced Message Broker resource to minimize the risk of over burning the current team.
+  Deloilte will on board rescurce and provide knowledge lransfer,
v MO eost for bringing ks addiional resource.

CC 1375: Corract FFM rocords to use correct asgessment date

The date passed in the AT record that Is used to determing fhe assessment date is in a different alamant than what is
documented by Center for Medicare & Medlcald Sarvices (CMS) and what Iz used from all of Ihe SOM doors to Medicald
Compliance Pregram {MCF). Because this date is used for the assessment dale and it cannot be found, the Modifled
Aelusted Gross Income (MAGI) Rules Engine defaults the date fo 01/01/2014.  This maans that any application (hat was
gubmilted after 41 would nol be determined for the Healthy Michigan Plan {HMP).

TASKS:
The Contractor will coordinate with the State on tha necessary tasks o complete the scope of work. AL a minimum, the

Conlrazier and State will comply with the Contractor Approach as ouliined in the application Seclions of the Conlracl upder
1.104 Work and Delverables,

Work and Dellverables:

Detajled Business and Technical Requirements
The Contractor will provide the Requiremenls, Serdces and Deliverables and follow the State and Confractor Roles and
Confracior Appreach as cullined in Contract Saetion 1.104{1}{A).
Dellverabie(s)
o Delalled Business Requirements
o Requirements Traceabilily Matrix [revised]
o Approved Structurad Walkilyoughs for above documents.

Applleation Dasign
The Gontracter wil provide the Requirements, Services and Deliverables and follow the Slale and Contractor Roles and
Contractor Approach as oullined in Contract Section 1.104(1){0).
Duolivarable(s)
o Systam Design:

*  Requirements Traceabillly Matdx [Rovisad]

= Systam Design Docurment [Revised)
= Tast Plan [Inilial}
*

Tast Typa Approach and Reporls [Finalj
Tesl Casas [Inilial}

Application Development.
The Contractor will provide tha Requirements, Services and Deliverables and follow the State and Contractor Roles and
Conlractor Approach as outlined in Contracl Section 1. 104{I}E).
Dellverable(s)

o Reguiremenis Traceabilily Matrix [revised)

o Tesl Type Approach and Reposts [revised)

o Tesl Cases [revisad)

o Developmen! baselines

o Project Test File

o Systam unlis and modubes

Statement of Work, Contract 807 [B3200103
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o Approved Strectured Walkibroughs for above documents.
asl

The Confractor will provide the Requirements, Services and Deliverables and follow the Stale and Conbraclor Roles amd
Contractor Approach as cuflined in Contract Section 1,104{[){F).

Integration Test complelion date: To be mutually agreed within the project plan

Syalem Test completion date: To ba mutually agread within {he project plan

Uaer Accepiance Tes! completion dater To be muteally agraad within the projact plan

The Contractor will pariicipate n “war room” testing aclivitizs, as requesiad, by the Slate, lo enhanca communication and
promote inlensea collabarafion lo remediate discovered lesting defacls.

At the Program Level, the State will provide an End-to End Tesling Plan, which may require remediation of project level
dafects, The Conlractor wilk adhere o the Tesling Plan.
Delivarable(s)

+  Requiraments Traceability Matrix [final)
+  Test Type Approach and Reports [final]
¢ Inlegration tesl reporls

v Performance test repori

*  Sysbem fest reporls

«  Usar Acceptance fest report
o Test Cazes [final]
+  Developer's Reference Manual,

Implemontation
The Conlractor will provide the Requirements, Services and Deliversbles and follow the Stale and Contraclor Roles and
Canfracior Approach as cullined in Contract Section 1.104{1}(3).

Daliverablefs)

+  Sarvices to Implement the application, including:
v Configuralion
v Customizalion
*  Interfacesiniegration,

»  Operalional software product.

Dogumentation
The Contractor will provids the Requirements, Services and Deliverables and follow the State and Confractor Roles and
Conlractor Approach as oullined in Confract Saction 1.104{1)(1).
Deliverable(s)
1. The decumsntallon of components, features, and uge of the hardwara/softwars shall be delailed such that
resclution of most probdems can be delermined from the documentation, and most questions can be
answared.

2. Al systern, aperalional, user, change, and issue documentation must be available in electronle farmat,
published o an infransl websile, accessibla lo State users, and be updated regularly, with unique numerlcal
ideniifiers for each section and be consistent with the most current varslon of the application(s) and thres (3)
previous versions.

3. All system, operalions, user, change and Issue documentation is to be crgankzed in a formalwhlch |5 approved
by the State. s form should faciltate updating and allow-for revislons to the documeniation bo be clesrly
ideniified including the three (3) previous versions,

4, The Conlracior will develop and submit for State approval complete, accurale, and lirmely syslem, operations,
and user documentation basad on the mutually agreed upon project schadule.

5. The Cenlractor muzt netify the Slate of any discrepancias or erors cullined n the system, operalions, and
usar documentalion

Stinenent of Wark, Contract #07 183200103
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ASSUMPTIONS: _

1. Semvices defined as "Operations Services” and "Maintenance and Supporf within the Confract Sections 1,104}
and 1.104{1)(K), respectively, are not inciuded In this Staterment of Work and will be Invoiced separataly,
All required staksholders will be available 1o provide fhe necessary requirements and deslign Inpuls,
All reguired stakeholders will be avallable for deliverables review and approval,
If the Coniracter has completad development and tesling as approved by the SOM and i the implementation dale
Is delayed due to ofher dependencias , such impacis due to the delay will be managad by the established change
control process. Prospective changes in cost will also be managed through he eslablished change conirel
process,
5, The FFM wiil send X350 and Schemalron-valid AT packeis in compliance with AT version 2.3.2.
6. The SO syslems will send XS0 and Schemalron-valid AT packets in compliance with AT vearsion 2.0,

7. The FFM Halding Tank and the FEM AT holding table will contain AT packets In different AT versions (both 2.3
and 2,3.2).

s

DELIVERABLES:

Delivarables will not be considered complete until the Ageney Projact Manager has formally accopled them as described In
Section 1.500.

ACCEPTANCE CRITERIA:
Acceptance crileria shall be governesl by the Contract and listed in Saction 1.500.

PROJECT COMTROL AND REPORTS:
Contractor will submit progress repons as described in the contract.

PAYMENT SCHEDULE:

Other Senvicas as described in Change Mofice #4 of the Contract will fund this Slalement of Work, as approved by DTMB
Procurement and with Conlract Change notice executed. Payment will be made on a fixed cost basls in accordance with
Ihe deliverable schadule as shown below:

Payment will be made on a salisfactory scceptance of each milestone in accordance wilh the Payment Schedule oullined
brealoiy,

CC 1238, 1307, 1341%, 1375
(Bee Apendix B for Cost details for Change Controls listed)
Individual change Controls can be billed individually according to Appendlx B~ |
| Payment { Deliverable Amount Hours
1 Upon sallsfaciory acceplance of the following deliverables
s 20% Delalled Business Requirements — All $39,180 110
«  30% Application Design — Al $58.770 184
+  30% Application Development-AIl $58,770 540
z Lipon salisfaciory acceplance of fhe following deliverables
B +  10% Testing - Al B $19,590 402
3 Upon salisfaciony acceptance of the following deliverables
¢ 10% Implementalion
¢ Documentalion — All e $16,690 - 1o
G Total . 1 stes.o00 1336 |
[ STATEMENT OF WORK TOTAL GOST AND HOURS 1 $195900 | 1336

*note (here is no cost for CC 1247 {represent hours only)

Payrment will be made on Salisfactory acceptance of each Deliverable, DTMB will pay GONTRACTOR upon receipt of
prepetly completed involcals) which shall be submitted o the biling address on the State [ssued purchase order not mone

Statensent of Work, Contract #07 183200103
File: S0W SO Hub Deloitte RS_CC (238 1307 1341 1375
Page 4



often than menthly. DTME Accounis Payable area will coordinate oblaining Agency and OTME Projec! Manager approvals,
AN Inveleas should reflact actual work compleded by payment date, and must be approved by the Agency and DTME
Project Manager prior lo payment. The Involces shall describe and document to the Stale’s salisfaction a descripfion of the
work performed, the progress of the project, and fees, When expenses are involced, receipls will need to ba provided
along with a detalled reakdown of each lype of expense. All iInvoices must includs the purchase order number

Payment shall be considerad fimely If made by the DTMB within forly-five (45) days afler receipl of properly completed
invelcas.

EXPENSES:
The State will HOT pay for any ravel expansas, Including hotel, milzage, meals, parking, ste.

PROJECT CONTACTS:

The designatad Agency Project Manager fs
lKaren Parker
Michigan Departiment of Compunity Health
(517) 241-5656
parkesk i michican aoy

The daskgnated DTMB Project Manager is:
Kimberly Koppsch-Woods
Michigan Departiment of Technology, Management and Budgel
Customer Serviee supporting Department of Communily Health, Medicaid Compliance Program
(517) 373-2776
Keppsch-waadskiimlchiaan.gou

The deslgnated DTME Technology Owner iz
Chrlstopher Rosa
Mishilgan Department of Technotagy, Managament and Budget
Customer Service supporling Department of Communily Heallh
(517} 284-7159

Rosecd@imichigan.gov

AGEMNCY RESFONSIBILITIES:
Provide detailed requirements and respond promptly to follow up quastions.

LOCATION OF WHERE THE WORK |15 TO BE PERFORMED:
The Contract governs Work Localion.

EXPECTED CONTRACTOR WORK HOURS AND GONDITIONS:
Tha Canlract governs Wark Hours and Condltions,

AGREEMENT:

Additicnal processing through the Department of Technelogy, Management & Budget, Purchasing Office, may be required
to finalize thia Statement of Work prior (o nvolcs payment.

AG

H 3%?7)‘ f%?f;‘ﬁnTMENT OF TECHNOLOGY, MNAG;MENT & BUDGET
. ML 3 2 Dale: ff:'/fﬂ 1”‘.';
Statementhor Wk, Contract § 200103 7

File: SOW S0M Hub Dedoitte RS CC 1238 1307 134) 1375
Pape 5



Kimbarly Koppsch-Woods, Busliqﬂss Ralationship Manager

Medica;?inpliama Prograr )
By A r-jh 3 %IW_ pate:  JO '—f'z.-. f:f

"Tinda R =risral Manage! U

AGREE.D'Tn: DELOITTE CONSULTING LLP
By: /HJ -»‘M Diate: ?4?5 ’K 14
This purchase order is a release from Contract Number 07183200103, This purchase order, statement of wark,

and the terms and conditions of Confract Number 071B3200103 constitute tha entlre agreement between the State
and the Coentractor.

APPENDIX A - ATTACHMENTS
Current as of 0/18M5

Statement of Work, Contract #0T1BI200103
File: SO SOM Hub Delodtte K5 CC 1238 1307 1341 1375
Page
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Cost Datalk of RS
CLCOE238 1300 4375

Statement of Work, Contract #07 1 BI200003
File: SCW S0M Hub Doloite RS_CC 1238 1307 1341 1375
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Cost Details for of change Control Requests 1238, 1307, 1376
for SOW RS CC 1238 1307 1375

Deliverable
1 Upon salisfactory acceptance of the following deliverables
+  20% Detailed Business Reguirements — All $33,600 0
= 30% Application Dasign — Al $50,400 180
» 309 Application Developmant — All $50,400 480
2 Upon satisfactory acceptance of the fallowing deliverables
o 10% Tesiing - Al $16,800 320
3 Upon salisfactory acceptance of the following deliverables
+ 10% Implementation
+« Docurnentation — All $16,800 80
B S . - 5 ".:_E.“' % $1B&,ﬂuﬂ 1120

Deliverable
1 Upon satisfactory acceptance of the following deliverables
«  20% Detailled Business Requirements = All $6,580 20
+  30% Application Design — All $68,370 24
* 30% Application Development — Al $8,370 g0
2 Upon salisfactory acceptance of the following deliverables
+ 0% Testing - Al 2,740 72
3 Upon satisfactory acceptance of the following deliverables
+« 0% Implementation 10
« Documentation — All 52,790
CCTotal === T == i

TOCAMM e

g additional resource to accommodate Release 5

Deliverable T _Amaunt Hours
Upon satisfactory acceptance of the following deliverables
+  20% Detailed Business Requirements = All
= 30% Application Design — All

+  30% Application Development — Al $0 0
2 Upon satisfactory acceptance of tha following deliverables
« 10% Testing — All 30 0

3 Upon satisfactory acceptance of the fallowing deliverables

«  10% Implementation

+«  Docurnentation — All 30 1]
$0

CC Total




Cost Details for of change Control Reguests 1238, 1307, 1376
for SOW RE CC 1238 1307 1375

Payment Deliverable Amount Hours

1 Upon satisfactory acceptance of the following deliverables
¢« 20% Detziled Business Raguiraments = All
»  30% Application Design — Al

s 30% Application Development = Al $0 10
2 Upon satisfactory acceptance of the following deliverablas
«  10% Testing — Al $0 10

3 Upon safisfactory acceptance of the following deliverables
« 10% Implementation
+  Documentation — All 50 10

CC Total 30 30

\TEMENT OF WORK TOTAL COST AND HOURS = —$195900|




Change Notice Number 5

Contract Number 071B3200103

FOR THE CONTRACTOR:

Deloitte Consulting LLP

FOR THE STATE:

Firm Name

Signature

William Pemble, IT Division Director

Authorized Agent Signature

Name/Title

DTMB Procurement

Authorized Agent (Print or Type)

Enter Name of Agency

Date

Date



Form No. DTMB-3521 (Rev. 4/2012)

AUTHORITY: Act 431 of 1984
COMPLETION: Required

PENALTY: Contract change will not be executed unless form is filed

STATE OF MICHIGAN

DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET
PROCUREMENT
P.O. BOX 30026, LANSING, MI 48909

OR

530 W. ALLEGAN, LANSING, Ml 48933

CHANGE NOTICE NO. 4

to

CONTRACT NO. 071B3200103

between

THE STATE OF MICHIGAN

and

NAME & ADDRESS OF CONTRACTOR:

PRIMARY CONTACT

EMAIL

Deloitte Consulting LLP

200 Renaissance Center, Suite 3900

Detroit, Ml 48243-1895

Hari Mrthy

hamurthy@deloitte.com

TELEPHONE

CONTRACTOR #, MAIL CODE

(212) 313-2986

STATE CONTACTS AGENCY NAME PHONE EMAIL
CONTRACT COMPLIANCE _ _ o
INSPECTOR DTMB Larry Lemieux 517-241-4547 Lemieuxl@michigan.gov
BUYER DTMB Whitnie Zuker 517-241-3215 zukerw@michigan.gov

CONTRACT SUMMARY:

DESCRIPTION: State of Michigan Hub Solution

T INITIAL DE;\(_II?IIERATION INITIA(\DLP,?_}/(SA’\IILSABLE EXPIRATIONNDOATTEEDBBEEI?ORVIVE CHANGE(S)
June 10, 2013 June 9, 2016 2, one year June 9, 2016
PAYMENT TERMS F.0.B SHIPPED SHIPPED FROM
Net 45 Shipment N/A N/A
ALTERNATE PAYMENT OPTIONS: AVAILABLE TO MIDEAL PARTICIPANTS
[] P-card [ ] Direct Voucher (DV) [] Other [ ] Yes X] No

MINIMUM DELIVERY REQUIREMENTS:

N/A

DESCRIPTION OF CHANGE NOTICE:

EXTEND CONTRACT
EXPIRATION DATE

EXERCISE CONTRACT
OPTION YEAR(S)

EXTENSION BEYOND
CONTRACT OPTION YEARS

LENGTH OF
OPTION/EXTENSION

EXPIRATION DATE
AFTER CHANGE

X] No [ ]Yes

L

L]

VALUE/COST OF CHANGE NOTICE:

ESTIMATED REVISED AGGREGATE CONTRACT VALUE:

$3,762,240.00

$13,482,679.00

Effective 9/11/2014 this contract is amended to incorporate the attached SOWs for Release 3, 4, 5 and amend
Contract Change Notice 2 to reflect the actual amount for Triage Services of $894,660.00 to support the already
approved end date of 9/30/14. In addition, this contract is increased by $3,762,240.00 to support the known
remaining committed costs till the end of the contract term:




FY14 Committed Costs

Release 4 and Release Independent Activities (amount added to the contract
to support total Release 4 cost) $1,181,144.00

Total $1,181,144.00

FY15 Committed Costs

Release 5 and Release Independent Activities: Testing and

Implementation (Amount added to the contract to support total Release 5 cost) $251,548.00
Work and Deliverable: H-Training $132,709.00
Work and Deliverable: L-Knowledge Transfer/Transition $132,710.00
Triage Services: 12 months @ $96,300 Oct-Sep $1,155,600.00
Operations: 9 months @ $10,929 Jan-Sep $98,361.00
Recurring Maintenance and Support Costs: 8 months @ $45,171 Feb-Sep $361,368.00
Total $2,132,296

FY16 Committed Costs

Operations: 8 months @ $10,929 Oct-May $87,432.00
Recurring Maintenance and Support Costs: 8 months @ $45,171 Oct-May $361,368.00
Total $448,800.00
Total FY 14, FY15 and FY16 Committed Costs $3,762,240.00

Other Optional Costs reduced to $0. Additional funds will be added if DTMB Procurement approves a
requested SOW/Proposal and executes a Contract Change Notice.

This Change Notice is Per Administrative Board Approval on September 11, 2014.

All other terms, conditions, specifications and pricing remain unchanged. Per vendor and agency
agreement and DTMB Procurement approval.
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MICHIGAN DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND
BUDGET

IT SERVICES

for
State of Michigan Hub Solution

STATEMENT OF WORK

This purchase order Is a release from Contract #071B3200103 ("Contract”) between Deloltte Consulting LLP
("Contractor" or "Vendor") anclthe Department of Technology, Management & Budget (DTMB) and Department of
Community Health (DCH), collectively referred to as "Stahl". This purchase order, statement of work, and the terms

1 __and conditions of the Contract constitute the entire agreement between the Slate and thO Contractor.

Project Title: Peripd of Coverage:
State of Michigan Hub Solution Degember 15,2013 thru March 31,
2014
Requesting Agency: Dafe:
Department of Community Health Degember 3, 2013
Agency Project Manager: Phone:
Dennis Shippy (51f) 898-4147
DTMB Project Manager: Phone:
Kimberly Koppsch-Woods (61)) 373-2776
Contract Information: Change Request (CR) #:
Vendor: Deloltte Consulting LLP 811
Contract #07183200103 817
813
613
637
764
767
Attachments:

MCP Release 3 Charter

BRIEF DESCRIPTION OF SERVICES TO BE PROVIDED:

- |dentification of scope required for the Medicaid Compliance Program (MCP) development services in support of
implementing House 81114714, often referred to as "Healthy Michigan".

BACKGROUND:

The State of Michigan (SOM) Is under contract with Contractor to Implement a SOM Hub Solution which Includes a State
Messaging Gateway as the single source of contact between the Federal Data Hub and the State of Michigan for both the
health insurance exchange and the Medicaid/CHIP activities. As required under the Contract, the business and technical
scope was identified with the responding Contractor approach. Scope was defined through October 1, 2013, and extended
through December 31,2013. Further IT services scope has been Identified beyond December 31,2013, and Is included
herein.

PROJECT OBJECTIVE:

The purpose of Release 3 is to provide health care coverage to low-Income Michigan citizens who are uninsured or
underinsured. Release 3 will also Identify, through data discovery, policies and procedures that could Improve health care
quality and stabilize health care costs.

Statement of Work, Contract# 07183200100
Page 1




Implementation of State of Michigan functionality to meet the system requirements of House Bill4714 often
referred to as 'Healthy Michigan Plan."

Evaluation of all "Spend-Down' and Group |l Fee for Service (FFS) populatlon(s) for re-evaluation to Healthy
Michigan Plan (as business appropriate).

SCOPE OF WORK:

Solution Overview
1. Support all R1/R2 Go-Live activities from December 15,2013 to January 26, 2014
2. The solution, referred to as 'Healthy Michigan Plan' or "R3' must be Installed and in operation by 3/15/2014. -
3. Contractor and SOM will adhere to the mutually agreed upon schedule.
4. March 16,2014, R3 Release dellverables will Include the following requirements:

a.
b.

The solution must support web service Interaction and standard SOAP protocols as per design.
The Contractor's solution will use the IBM Message Broker product to transport these transactions lor the
SOM Hub.

The SOM Hub Solution shall Integrate with the existing platform to provide access to resources such as
the MAGI Eligibility Service as well as provides a link between the existing DCH and DHS case

management systems.
The SOM Hub Solution must be fully documented to SOM SEM, PMM, SUITE and CMS ELC standards
lor Inscope activities and dellverabtes.

Support of a process to re-evaluate applicants who were denied benefits under the Federal Poverty Level
(FPL) limit before the Healthy Michigan Planwas in effect. Process will be created In a combination of the

SOM Hub solution and Bridges.

Route denied MAGI determinations for special runs of Health Michigan Plan Eligibility back to Bridges only
(suppressing denials to FFM for specific converstlon types)

Route determinations for correspondence correctly; special routing is needed based upon the origin of the
request lor correspondence

Implement a capacity planwhich will handled the expected 400,000 new cases. Following performance
Improvements will be Implemented to support the expected case volume

» Implement CC 811 - Increase throughput for incoming Hub transactions
 Implement CC 812- Remove togging on XML that Is not needed

 Implement CC 813- Modify how records are retrieved from MAGI and Decouple the holding tank
insert and the GUID status update process

= Support program level performance testing In the existing staging environment

Create following additional environments for logical separation using the existing virtual machines and
hardware infrastructure to support development and delivery of major and minor releases and support
emergency fixes. Note this scope was not included In CC 613. CC 613 was created to get the additional
RAM, CPU and disk on the existing VMs to allow for logical environment separation. A long term approach
for environments will be handled in a separate CC.

* Pre-Prod Environment

= Emergency Fix UAT Environment
= Emergency Fix Dev Environment
« Minor Release UAT Environment
» Minor Release SIT Environment

» Minor Release AIT Environment

» Major Release Dev Environment

Statement of Work, Contract# 07183200100
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« Major Release UAT Environment
= Major Release SIT Environment
» Major Release AIT Environment
= Major Release Dev Environment
5. March 31, 2014, Release !dependent dellverables will include the following requirements:
a. Implement Eligibility full determination mapping to populate complete eligibility determination results Ina

given account transfer packet

b. Implement parallel processing of TDS calls to Improve performance. SOM HUB will modify the TDS calls
flow from serial to parallel processing. Currently the TDS services are called Inserially one after other,
this process will be modified to call SSA,AHI and VLP process In parallel in separate simultaneous
threads to Improve the performance of the account transfer flows. By modifying them through parallel
process

C. Transition existing test simulator from Relay server to WMB virtual machines
d. Implement database compression for all environments for holding tanks data
e. Implement database archival and recovery process for holding tanks data (See CC 632)
f.  Create HUB short term Operation reporting (See CC 766)
« Report #1: Daily Hub process summary report
 Report #2: Dally Hub process summary report by source
* Include automation of SMTP and Kron job to automatically email the reports on a scheduled basis
g. Create HUB Long term Operational reporting (See CC 767)
« Design and build a Datawarehouse for HUB Operational reporting and source data from
Production, UAT and Staging
« Create queries to generate additional operational reports
« Export the reports data to Excel to manually generate graphs and analysts
« Include automation of SMTP and Kron job to automatically email the reports on a scheduled basts

A. Detailed Business and Technical Requirements

The Contractor will provide the Requirements, Services and Dellverallles and follow the State and Contractor Roles and
Contractor Approach as outlined In Contract Section 1.104(\)(A).

Dellverable(s)
The Contractor will provide the requirements stated above, in Section 1.104(\)(A) of the Contract, and provide the following
dellverables:
e Detailed Business Requirements
= Define Functional Requirements
Define Input and Output Requirements
Define Performance Requirements
Define User Interface Requirements
Define System Interface Requirements
Define Communication Requirements
Define Computer Security and Access Requirements
Define Backup and Recovery Requirements
Define Preliminary Implementation Requirements
* Requirements Traceability Matrix (revised(
« Approved Structured Walkthroughs for above documents

D. Application Desian

Statement of Work, Contract# 07183200100
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The Contractor will provide the Requirements, Services and Dellverables and follow the State and Contractor Roles and
Contractor Approach as outlined In Contract Section 1.104(1)(D).

Deliverable(a)
The Contractor will provide the requirements stated above, In Section 1.104(1)(D) of the Contract, and provide the following
deliverables:
e Functional Design:
< Functional Design Document
e Maintenance Plan
< Requirements Specifications [Final]
e Requirements Traceability Matrix [Updated]
e Hosting Solution Document
e System Design:
» Software Configuration Management Plan [Final]
e System Design Document (Final]
e Test Plan (Initial]
e Test Type Approach and Reports [Final]
e Test Cases [Initial}
e Approved Structured Walkthroughs for above documents.

E. Application Development:
The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined In Contract Section 1.104(1)(E).

Deliverable(a)
The Contractor will provide the requirements stated above, In Section 1.104(1)(E) of the Contract; and provide the following
dellverables:
Maintenance Plan (revised]
Requirements Traceability Matrix (revised]
Test Type Approach and Reports (revised]
Test Cases (revised]
Transition Plan [Initial}
Installation Plan (Initial]
Training Plan (Initial}
Security Planand Assessment [revised)]
Development baselines
Operating Documentation
e User Manual
e Developer's Reference Manual
ProjectTest File
System units and modules
Approved Structured Walkthroughs for above documents.

F. Testing

The Contractor will provide the Requirements, Services and Dellverables and follow the State and Contractor Roles and
Contractor Approach as outlined In Contract Section 1.104(1)(F).

Integration Test completion date: To be mutually agreed within the project plan
System Test completion date: To be mutually agreed within the project plan
User Acceptance Test completion date:

The Contractor will participate in "war room" testing activities, as requested, by the State, to enhance communication and
promote Intense collaboration to remedlate discovered testing defects.

Statement of Work, Contract 1107183200100
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At the Program Level, the State will provide an End-to End Testing Plan, which may require remediation of project laval
defects. The Contractor will adhere to the Testing Plan.

Deflverable(s)
The Contractor will provide the requirements stated above, In Section 1.104(1)(F) of the Contract, and provide the following
dellverables:
e Maintenance Plan (revised]
« Requirements Traceability Matrix {final]
e Test Type Approach and Reports (final]
= Integration test reports
e Performance test report
e System test reports
e User Acceptance test report
Test Cases {final]
Transitlon Plan {revised]
Installation Plan {final]
Training Plan (final]
Security Plan and Assessment [revised)
Operating Documentation {final}
e UserManual
e Developer's Reference Manual

G, Implementation

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
contractor Approach as outlined In Contract Section 1.104(1)(G).

H. Training

The Contractor will provide the Requirements, Services and Dellvarables and follow the State and contractor Roles and
Contractor Approach as outlined In Contract Section 1.104(1)(H).

I.  Qocumentation

The Contractor will provide the Requirements, Services and Deliverables and follow the State and contractor Roles and
Contractor Approach as outlined In Contract Section 1.104(1)(1).

J. Operation Services

The Contractor will provide the Requirements, Services and Dellverables and follow the State and Contractor Roles and
Contractor Approach as outlined In Contract Section 1.104(1)(J). The Contractor will assume Operation Services of the
software dellverables upon Implementation.

K. Maintenance and Support

The Contractor will provide the Requirements, Services and Dellverables and follow the State and Contractor Roles and
Contractor Approach as outlined In Contract Sec!lon 1.104(1)(K). The Contractor will assume Maintenance and Support of the
software dellverabfes upon Implementation.

L. Knowledge Transfer/Transition

The Contractor will provide the Requirements, Services and Deliverabies and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(L).

ASSUMPTIONS:

1. Allrequired stakeholders will be available to provide the necessary requirements and design Inputs.
2. All required stakeholders will be available for defiverables review and approval.

Statement of Work, Contract# 07193200100
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TASKS:

The Contractor will coordinate with the State on the necessary tasks to complete the scope of work. At a minimum, the
Contractor and State will comply with the Contractor Approach as outlined In the application Sections of the Contract under
1.104 Work and Dellverabtes,

DELIVERABLES:

Dellverabtes will not be considered complete until the Agency Project Manager has formally accepted them.

ACCEPTANCE CRITERIA:
Acceptance criteria shall be governed by the Contract.

PROJECT CONTROL AND REPORTS:

Contractor will submit

progress reports as described In the contract.

A bi-weekly progress report must be submitted to the Agency and DTMB Project Managers throughout the life of this
project. This report may be submitted with the billing Invoice. Each bi-weekly progress report must contain the following:

1. Accomplishments:

2. Dallverables: Indicate dellverables completed and the Invoice to be submllted.

PAYMENT SCHEDULE:

Other Services as described In Section 1.104(1) (M} Table 4 of the Contract will fund this Statement of Work. The estimate will
be made on a fixed cost basis based upon the estimated hours of work In accordance with the schedule In Tabla 4: Other

Optional Costs.

Payment will be made ona satisfactory acceptance of each milestone.

191
100% upon satisfactory acceptance of R1/R2 Release deiiverables
¢ R1/R2 Go-Live activities from December 15, 2013 to January 25, 2014 $130,000.00

ingluding any change requesis upto 60 person hours work efforf.

Indicate what was worked on and what was completed during the current reporting period.

_Tﬂg_l_{iilﬁz RaleagpGeslisiness Requirements -All

@m@@&dﬂ@ﬂ;@.ﬁ,

30% Aypicsttis Berign adteplance of the following R3 Release delivarables:

3
— __.»__Application Devetopment — Al
upon 30% ppgensailatasiory acceptance of the following R3
4 " ggggng}rﬂfgg
DellveraBles-—n—yr———me
40%.Imon satls act ty accaptance of the following R3
upgp deIE/erabIeS' Only
umentation — gpverables Only
Total R3 HMP Rel?%?%@ﬁm ements A Al

50% upon satisfactory ac of the following R3

6

. Appllcatton Oevelopment All

50% upon satisfactory acceptance of the following R3 Release indepand

deliverables:

Statement of Work, Cortracifestings208%00
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Tota| R3 Release Independent Cost 111J0,000.00.

Stdtement of Work Totai.Cost se——----- --J1,300,000.0

OTMB will pay Contractor upon receipt of properly completed Invoice{s} which shall be submitted to the billing address on the
State issued purchase order not more often than monthly. DTMB Accounts Payable area will coordinate obtaining Agency
and OTMB Project Manager approvals. All Invoices should reflect actual work completed by payment date, and must be
approved by the Agency and DTMB Project Manager prior to payment. The Invoices shall describe and document to the
State's satisfaction a description of the work performed, the progress of the project, and fees. When expenses are Invoiced,
receipts will need to be provided along with a detailed breakdown of each type of expense.

Payment shall be considered timely If made by the DTMB within forty-five (45) days after receipt of properly completed
Invoices.

EXPENSES:
The State will NOT pay for any travel expenses, Including hotel, mileage, meals, parking, etc.

PROJECT CONTACTS:
The designated Agency Project Manager Is:

Dennis Shippy

Michigan Department of Community Health (617)
3732609

shippyd@m!chlgan.gov

The designated DTMB Project Manager is: Kimberly

Koppsch-Woods

Michigan Department of Technology, Management and Budget

Custom-er Service supporting Department of Community Health, Medicaid Compliance Program
(517} 373:2776

Koppsch-WoodsK@michlgan.gov

DTMB/AGENCY RESPONSIBILITIES:
Provide detailed requirements and respond promptly to follow up questions.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
The Contract governs Work Location.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:
The Contract governs Work Hours and Conditions.

RIGHT TO OWNERSHIP:
The Contract governs Right to Ownership.

AGREEMENT:

Processing through the Department of Technology, Management & Budget, Purchasing Office, Is required to finalize thl
Statement of Work and amend the Contract.

AGREED TO: STATE OF MICHIGAN, DEPARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET

Statement of Work, Contract# 07183200100
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Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES

for
State of Michigan Hub Solution (Medicaid)

STATEMENT OF WORK

This Statement of Work is a release from Contract #071B3200103 (“Contract”), Purchase Order ~ between
Deloitte Consulting LLP (“Contractor” or “Vendor”) and the Department of Technology, Management & Budget
(DTMB) and Department of Community Health (DCH), collectively referred to as “State”. The purchase order,
statement of work, and the terms and conditions of the Contract constitute the entire agreement between the
State and the Contractor.

Project Title: Period of Coverage:

State of Michigan Hub Solution 04/01/2014-06/30/2014

Requesting Agency: Date:

Department of Community Health April 1, 2014

Agency Project Manager: Phone:

Karen Parker (517) 241-5555

DTMB Project Manager: Phone:

Kimberly Koppsch-Woods (517) 284-7156

Contract Information: Change Request (CR) #:

Vendor: Deloitte Consulting LLP CC 960 CC 779

Contract #071B3200103 CC 824 CC 932
CC 997 CcCco941

Attachments:

PMM-0002_MCP_FFM_Bi-Directional_-_Phase_I[1]
PMM-0002_MCP_Release 4 Project_Charter
PMM-0002_MCP_Release 5 Program_Charter[1]

BRIEF DESCRIPTION OF SERVICES TO BE PROVIDED:

Contractor system development lifecycle (SDLC) services for the State of Michigan (State) Hub solution (Medicaid)
(hereinafter referred to as “SOM Hub”) enhancements identified as part of Release 4 and other development activities as
prioritized for the Medicaid Compliance Program (MCP).

BACKGROUND:

The State is under contract with Contractor to implement a SOM Hub which includes a State Messaging Gateway as the
single source of contact between the Federal Data Hub and the State of Michigan for both the health insurance exchange
and the Medicaid/CHIP activities. The SOM Hub has been operational since January 25, 2014.  Further IT services
scope has been identified and is included herein.

PROJECT OBJECTIVE:

The purpose of Medicaid Compliance Program (MCP) Release 4 is to support the State of Michigan in implementing the
following functionality as identified in the Medicaid Compliance Program Release 4 objectives.

1. Release 4:
a. Presumptive Eligibility



b. Retroactive Eligibility
c. Auto Certification
d. MAGI Rules Exception Reporting
2. Additional development activities as prioritized by MCP.

SCOPE OF WORK:

Solution Overview
Contractor will support R4 design, development, testing and production deployment activities.
Contractor and State will adhere to the mutually agreed upon schedule for R4.

Contractor will support testing, including user acceptance testing of integrated components, performance testing,
project level and program level testing.

Contractor will support all WAR room activities.
Release deliverables will include the following requirements:

a. The solution must support web service interaction and standard Simple Object Access Protocols (SOAP)
as per design.

b. The Contractor’s solution will use the IBM Message Broker product to transport these transactions for the
SOM Hub.

c. The SOM Hub shall integrate with the existing platform to provide access to resources such as the MAGI
Eligibility Service as well as provides a link between the existing DCH and DHS case management
systems.

d. The SOM Hub must be fully documented to SOM SEM, PMM, SUITE and CMS ELC standards for in
scope activities and deliverables.

e. Modify Medicaid and CHIP eligibility block in eligibility mapping flow with retroactive eligibility dates.

f.  Enhance database security for holding tank tables to ensure the holding tank data access is restricted to
the designated owning source systems.

g. Integration testing with other MCP systems for R4
h. Re-verify existing production fixes and perform regression testing
Release 4 Scope includes:
i. Presumptive Eligibility
j- Retroactive Eligibility
k. Auto Certification
. MAGI Rules Exception Reporting
Release of Identified change controls a — d below are independent of scheduled R4 release date where SOM Hub is

required to provide impact or to perform execution as prioritized by the State for the contract time period April 1,
through June 30, 2014 with implementation to occur on or before November 30, 2014:

m. CC960 - FFM to State Outbound — Sending backlog of denials
n. CCB824 - CMS: New FFM AT defects reported

0. CC997 - FFM Bi-Directional (Phase 1) SOM HUB - AT from FFM is different than State expected, and
verification Metadata block is not being converted from 2.3 to 2.0.

p. Other change controls or service requests as deemed necessary by the State:

e CC941 - Conversion/data handling process for AT packets that have been not been sent to FFM
post 25-JAN-2014 (R2 Go Live). These need to be processed from the holding tank and have
the new State to FFM transfer rules applied (as implemented in CC779)

e CC932 - Re-submit Hub exception records to the Hub redo queue, a temporary, daily ER script
was created. For long term re-processing of exceptions and to eliminate manual execution of
the script each day, the re-submission process must be formalized into a batch job and
incorporated as a regular system capability

e CC779 — Minor Release as FFM requirement regarding existing beneficiaries

The State reserves the right to modify projects and change controls identified for work. Changes will be managed
through the established change control process.

Work and Deliverables




A. Detailed Business and Technical Requirements

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(A).

Deliverable(s)
The Contractor will provide the requirements stated above, in Section 1.104(1)(A) of the Contract, and provide the
following deliverables:

Detailed Business Requirements
Define Functional Requirements
Define Input and Output Requirements
Define Performance Requirements
Define User Interface Requirements
Define System Interface Requirements
Define Communication Requirements
Define Computer Security and Access Requirements
Define Backup and Recovery Requirements
Define Preliminary Implementation Requirements

e Requirements Traceability Matrix [revised]

Approved Structured Walkthroughs for above documents

D. Application Design

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(D).

Deliverable(s)
The Contractor will provide the requirements stated above, in Section 1.104(1)(D) of the Contract, and provide the
following deliverables:
Functional Design:
Functional Design Document
Maintenance Plan
Requirements Specifications [Final]
Requirements Traceability Matrix [Updated]
Hosting Solution Document
System Design:
e Software Configuration Management Plan [Final]
e System Design Document [Final]
Test Plan [Initial]
e Test Type Approach and Reports [Final]
e Test Cases [Initial]
Approved Structured Walkthroughs for above documents.

E. Application Development:

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(E).

Deliverable(s)

The Contractor will provide the requirements stated above, in Section 1.104(l)(E) of the Contract, and provide the
following deliverables:

Maintenance Plan [revised]

Requirements Traceability Matrix [revised]

Test Type Approach and Reports [revised]

Test Cases [revised]



Transition Plan [initial]
Installation Plan [initial]
Training Plan [initial]
Security Plan and Assessment [revised]
Development baselines
Operating Documentation
e User Manual
o Developer's Reference Manual
Project Test File
System units and modules
Approved Structured Walkthroughs for above documents.



F. Testing
The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(F).

Integration Test completion date: To be mutually agreed within the project plan
System Test completion date: To be mutually agreed within the project plan
User Acceptance Test completion date:

The Contractor will participate in “war room” testing activities, as requested, by the State, to enhance communication and
promote intense collaboration to remediate discovered testing defects.

At the Program Level, the State will provide an End-to End Testing Plan, which may require remediation of project level
defects. The Contractor will adhere to the Testing Plan.

Deliverable(s)

The Contractor will provide the requirements stated above, in Section 1.104(l)(F) of the Contract, and provide the
following deliverables:
Maintenance Plan [revised]
Requirements Traceability Matrix [final]
Test Type Approach and Reports [final]
¢ Integration test reports
e Performance test report
e System test reports
e User Acceptance test report
Test Cases |[final]
Transition Plan [revised]
Installation Plan [final]
Training Plan [final]
Security Plan and Assessment [revised]
Operating Documentation [final]
e User Manual
e Developer's Reference Manual

G. Implementation

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(G).

H. Training
The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(H).

I. Documentation

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(1).

J. Operation Services

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(J). The Contractor will assume Operation Services of the
software deliverables upon implementation.

K. Maintenance and Support

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(K). The Contractor will assume Maintenance and Support of
the software deliverables upon implementation.




L. Knowledge Transfer/Transition

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(L). The Contractor will include work outlined herein as part
of Knowledge Transfer/Transition.

ASSUMPTIONS:

1. Services defined as “Operations Services” and “Maintenance and Support” within the Contract Sections
1.104(1)(J) and 1.104(1)(K), respectively, are not included in this Statement of Work and will be invoiced
separately.

All required stakeholders will be available to provide the necessary requirements and design inputs.
All required stakeholders will be available for deliverables review and approval.

If the Contractor has completed development and testing and if the implementation date of .June 20, 2014 is delayed
due to other dependencies , such impacts due to the delay will be managed by the established change control
process. Prospective changes in cost will also be managed through the established change control process.

Release 4 scope based on the following changes

Hub will participate in requirements and JAD sessions

Hub will provide project management support for all Hub activities

Hub will perform regression testing to ensure all existing Hub functionality is working
Hub will support integration and SIT testing with source systems for all R4 scope items
Hub will support program testing for all R4 scope items

No code changes for presumptive eligibility requirements

No code changes for case change applications

No changes to existing verification calls and enrichment of AT packet

No changes to AT packet structure. Hub will receive XSD and schematron compliant AT 2.0 version from
source systems.

j- No integration changes with MAGI

k. No changes to existing Hub operational reporting

g. There is no requirement for additional hardware or software procurement for R4.
Program testing is assumed to be four weeks in duration.

Current core client facing Deloitte resources for project management, business analysis, development and testing will
remain the same to support R4.
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TASKS:

The Contractor will coordinate with the State on the necessary tasks to complete the scope of work. At a minimum, the
Contractor and State will comply with the Contractor Approach as outlined in the application Sections of the Contract
under 1.104 Work and Deliverables.

DELIVERABLES:
Deliverables will not be considered complete until the Agency Project Manager has formally accepted them.

ACCEPTANCE CRITERIA:
Acceptance criteria shall be governed by the Contract.

PROJECT CONTROL AND REPORTS:
Contractor will submit progress reports as described in the contract.

PAYMENT SCHEDULE:

Other Services as described in Section 1.104(1) (M) Table 4 of the Contract will fund this Statement of Work. Payment will
be made on a fixed cost basis based upon the estimated hours of work in accordance with the schedule in Table 5: Other
Services.

Payment will be made on a satisfactory acceptance of each milestone in accordance with the Payment Schedule outlined
below and in Revised Attachment D — Contract Pricing.



Release 4. Presumptive Eligibility, Retroactive Eligibility, Auto Certification, MAGI Rules Exception Reporting

Payment Deliverable Amount Hours
1 20% Upon satisfactory acceptance of the following R4 Release $39,148 276
deliverables
e Detailed Business Requirements — All
e Application Design — All
e Application Development — All
3 60% Upon satisfactory acceptance of the following R4 Release $117,444 828
deliverables:
e 10% Testing — All
5 20% Upon satisfactory acceptance of the following R4 Release $39,148 276
deliverables:
e Implementation
e Documentation - All
Total $195,740.00 1380




Release 4: CC 779, 824, 932 941, 960, 997 — Other IT Services
(See Appendix B Cost Details for Change Controls Listed)
Individual Change Controls can be billed individually according to Appendix B

Payment Deliverable Amount Hours
2 Upon satisfactory acceptance of the following deliverables $605,064 2965
e 20% Detailed Business Requirements — All ($151,266)
e 30% Application Design — All ggg’ggg;
e 30% Application Development — All ’
4 Upon satisfactory acceptance of the following deliverables $75,633 1847
e 10% Testing — All
6 Upon satisfactory acceptance of the following deliverables $75,633 561
e 5% Implementation
e 5% Documentation — All
Total $756,330.00 5373
STATEMENT OF WORK TOTAL COST AND HOURS ‘ $952,070.00 6753

DTMB will pay Contractor upon receipt of properly completed invoice(s) which shall be submitted to the billing address on
the State issued purchase order not more often than monthly. DTMB Accounts Payable area will coordinate obtaining
Agency and DTMB Project Manager approvals. All invoices should reflect actual work completed by payment date, and
must be approved by the Agency and DTMB Project Manager prior to payment. The invoices shall describe and document
to the State’s satisfaction a description of the work performed, the progress of the project, and fees. When expenses are
invoiced, receipts will need to be provided along with a detailed breakdown of each type of expense. Payment shall be

considered timely if made by the DTMB within forty-five (45) days after receipt of properly completed invoices.

EXPENSES:

The State will NOT pay for any travel expenses, including hotel, mileage, meals, parking, etc.

PROJECT CONTACTS:
The designated Agency Project Manager is:
Karen Parker
Michigan Department of Community Health
(517) 241-5555
parkerk7@michigan.gov

The designated DTMB Project Manager is:

Kimberly Koppsch-Woods

Michigan Department of Technology, Management and Budget
Customer Service supporting Department of Community Health, Medicaid Compliance Program
(517) 284-7156
Koppsch-woodsk@michigan.gov

The designated DTMB Technology Owner is:

Christopher Rose

Michigan Department of Technology, Management and Budget
Customer Service supporting Department of Community Health
(517) 284-7159

Rosec4@michigan.gov

DTMB/AGENCY RESPONSIBILITIES:

Provide detailed requirements and respond promptly to follow up questions.




LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
The Contract governs Work Location.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:
The Contract governs Work Hours and Conditions.

RIGHT TO OWNERSHIP:
The Contract governs Right to Ownership.

AGREEMENT:

Additional processing through the Department of Technology, Management & Budget, Purchasing Office, may be required
to finalize this Statement of Work prior to invoice payment.

AGREED TO: STATE OF MICHIGAN, DEPARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET

By: Date:
Kimberly Koppsch-Woods, Business Relationship Manager
Medicaid Compliance Program

By: Date:
Linda Pung, General Manager

AGREED TO: DELOITTE CONSULTING LLP

By: Date:

Hariharan Murthy, Director



APPENDIX A
Documents approved and copies are current as of June 25, 2014
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PMM-0002_MCP_Release 5 Program_Charter[1]

PMM-0002_MCP_Rel
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Appendix B

COST DETAILS

CC960 - FFM to State Outbound — Sending backlog of denials

Deliverable Amount Hours
Upon satisfactory acceptance of the following CC 960 deliverables 308
e 20% Detailed Business Requirements — All $20,460
e 30% Application Design — All $30,690
e 30% Application Development - All $30,690
Upon satisfactory acceptance of the following CC 960 deliverables 238
e 10% Testing — All $10,230
Upon satisfactory acceptance of the following CC 960 deliverables 136
e 10% Implementation $10,230
¢ Documentation — All
CC 960 Total $102,300.00 682
CC824 - CMS: New FFM AT defects reported
Deliverable Amount Hours
Upon satisfactory acceptance of the following CC 824 deliverables 615
e 20% Detailed Business Requirements — All $36,900
e 30% Application Design — All $55,350
e 30% Application Development - All $55,350
Upon satisfactory acceptance of the following CC 824 deliverables 492
e 10% Testing — All $18,450
Upon satisfactory acceptance of the following CC 824 deliverables 123
e 10% Implementation $18,450
e Documentation — All
CC 824 Total $184,500 1230
CC-997 Enhance SOMHUB Pruning logic to identify FFM verifications
Deliverable Amount Hours
Upon satisfactory acceptance of the following CC 997 deliverables
e 20% Detailed Business Requirements — All $10,320
e 30% Application Design — All $15,480
e 30% Application Development - All $15,480 172
Upon satisfactory acceptance of the following CC 997 deliverables
e 10% Testing — All $5,160 138
Upon satisfactory acceptance of the following CC 997 deliverables
e 10% Implementation
e Documentation — All $5,160 34
CC 997 Total $51,600 344




CC 941, CC 779-Phase |, CC 932

Deliverable Amount Hours

Upon satisfactory acceptance of the following other service request
deliverables (CC 941, CC 779-Phase |, CC 932)

e Estimates — All

e 20% Business Requirements (as per CC documentation) - All $83,586

e 30% Application Design - All $125,379

e 30% Application Development — All $125,379 1870
Upon satisfactory acceptance of the following other service request
deliverables (CC 941, CC 779-Phase |, CC 932)

e 10% Project level Testing (SIT, Regression & Performance) $41,793 980
Upon satisfactory acceptance of the following other service request
deliverables (CC 941, CC 779-Phase |, CC 932)

e 10% Implementation

e Documentation — All $41,793 268

Other IT Service Requests Total $417,930.00 3118
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Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES

for
State of Michigan Hub Solution (Medicaid)

STATEMENT OF WORK

This Statement of Work is a release from Contract #071B3200103 (“Contract”), Purchase Order ~ between
Deloitte Consulting LLP (“Contractor” or “Vendor”) and the Department of Technology, Management & Budget
(DTMB) and Department of Community Health (DCH), collectively referred to as “State”. The purchase order,
statement of work, and the terms and conditions of the Contract constitute the entire agreement between the
State and the Contractor.

Project Title: Period of Coverage:
State of Michigan Hub Solution 04/01/2014-03/31/2015
Requesting Agency: Date:
Department of Community Health 07/10/14
Agency Project Manager: Phone:
Karen Parker (517) 241-5555
DTMB Project Manager: Phone:
Kimberly Koppsch-Woods (517) 284-7156
Contract Information: Change Request (CR) #:
Vendor: Deloitte Consulting LLP CC 865 CC 1050
Contract #071B3200103 CC 866 Cc 1071
CC 960 CC 1156
CC 997 CC 1159
CC 1188 CC 1187
CC 1189
Attachments:

Table of Cost Details of R4 CC 865 866 960 997 1006 1050 1071 1156 1159 1187 1188 1189

Approved PMM-014 for all change controls (CC) references are saved electronically in each change control item:
https://stateofmichigan.sharepoint.com/teams/dtmb/mcp/Lists/Issues%20Risks%20Change%20Controls/All%20Not%2
0Closed.aspx

BRIEF DESCRIPTION OF SERVICES TO BE PROVIDED:

Extension of contractor system development lifecycle (SDLC) services for the State of Michigan (State) Hub solution
(Medicaid) (hereinafter referred to as “SOM Hub”) enhancements identified as part of Release 4. Release 4
implementation has been delayed and has necessitated an extended time frame for support. Independent development
activites as prioritized for the Medicaid Compliance Program (MCP) are also included in this SOW (Scope of Work,
Section 7).

BACKGROUND:

The State is under contract with Contractor to implement a SOM Hub which includes a State Messaging Gateway as the
single source of contact between the Federal Data Hub and the State of Michigan for both the health insurance exchange
and the Medicaid/CHIP activities. The SOM Hub has been operational since January 25, 2014. Further IT services scope
has been identified and is included herein.

PROJECT OBJECTIVE:




Release 4 implementation has been delayed and has necessitated an extended time frame for support through August 2,
2014 of below functionality.

(R4 work detailed in SOW SOM Hub Deloitte R4 CC 779 824 932 941 960 997_Signed 20140702)

The purpose of Medicaid Compliance Program (MCP) Release 4 is to support the State of Michigan in implementing the
following functionality as identified in the Medicaid Compliance Program Release 4 objectives.

3. Release 4:
a. Presumptive Eligibility
b. Retroactive Eligibility
c. Auto Certification
d. MAGI Rules Exception Reporting
4. Additional development activities as prioritized by MCP.

SCOPE OF WORK:

Solution Overview
SOMHUB will support the effort needed for R4 implementation (on 8/2/2014) due to the delay in the scheduled
implementation dates. This support is approved with CC 1187 — Delay Release 4 Go-Live Date that includes and is limited
to:

Support Program Testing team for any SOMHUB specific defect resolutions
Support MCP team for inputs related to R4 SOM HUB changes

Support deployment and implementation activities for R4 changes on 8/2/2014
Smoke testing of the R4 SOMHUB changes before 8/2/2014

Support the Bridges teams for SOMHUB queries during the testing of CC1185 (included in the R4 delay impact
ccl1187) - Reinstate Plan First implementation

Release of Identified change controls a — ¢ below are independent of scheduled release date where SOM Hub is
required to provide impact or to perform execution as prioritized by the State for the contract time period July 1,
through August 31, 2014:

. CC960 - FFM to State Outbound — Sending backlog of denials (Rework)
implementation to occur on August 2, 2014

m. CC997 - FFM Bi-Directional (Phase 1) SOM HUB - AT from FFM is different than State expected, and
verification Metadata block is not being converted from 2.3 to 2.0. (Rework)

n. Other change controls or service requests as deemed necessary by the State:
e CC 865 - Do not retrieve incarceration information from SSA
implemented in Production on 4/18/14
CC 866 - Do not validate Citizenship from SSA if applicant does not attest to being a citizen
implemented in Production on 4/18/14
CC 1156 - CMS is requesting FFM records be accepted before R5 go-live no 10/4/2014.
Implemented in Production on 06/27/14
e CC 1050 (includes CC 1006) - Presumptive Eligibility deficiencies (1050)
Presumptive eligibility results are not accurately reflecting in the reports DB table (1006)
CC 1159 - DCH needs the ability to analyze FFM records to determine processing order and
impacts
CC 1071 - FFM Bi-Directional (Phase 1) Transfers Process all remaining production AT records
CC 1188 - Create separate domains for the MiPage and MiSACWIS Mobile projects

CC 1189 - Create separate domain for the Treasury MilTAS project on the External DataPower
Appliances
The State reserves the right to modify projects and change controls identified for work. Changes will be managed
through the established change control process.



OUT OF SCOPE:

Independent Change Controls 779, 824, 931, 941 that were included on the prior SOW titled “SOM Hub Deloitte
R4 CC 779 824 932 941 960 997 v4 FINAL” signed 08/05/14 remain governed by that SOW are not applicable to this
R4 Extension SOW.

Work and Deliverables

Detailed Business and Technical Requirements

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(A).
Deliverable(s)
The Contractor will provide the requirements stated above, in Section 1.104(1)(A) of the Contract, and provide the
following deliverables:
Detailed Business Requirements
Define Functional Requirements
Define Input and Output Requirements
Define Performance Requirements
Define User Interface Requirements
Define System Interface Requirements
Define Communication Requirements
Define Computer Security and Access Requirements
Define Backup and Recovery Requirements
Define Preliminary Implementation Requirements
e Requirements Traceability Matrix [revised]
Approved Structured Walkthroughs for above documents

Application Design
The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(D).
Deliverable(s)
The Contractor will provide the requirements stated above, in Section 1.104(1)(D) of the Contract, and provide the
following deliverables:
Functional Design:
Functional Design Document
Maintenance Plan
Requirements Specifications [Final]
Requirements Traceability Matrix [Updated]
Hosting Solution Document
System Design:
e Software Configuration Management Plan [Final]
e System Design Document [Final]
e Test Plan [Initial]
e Test Type Approach and Reports [Final]
e Test Cases [Initial]
Approved Structured Walkthroughs for above documents.

Application Development:

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(E).
Deliverable(s)

a. The Contractor will provide the requirements stated above, in Section 1.104(1)(E) of the Contract, and
provide the following deliverables:
2. Maintenance Plan [revised]
3. Requirements Traceability Matrix [revised]




Test Type Approach and Reports [revised]
Test Cases [revised]
Transition Plan [initial]
Installation Plan [initial]
Training Plan [initial]
Security Plan and Assessment [revised]
. Development baselines
. Operating Documentation
a. User Manual
b. Developer's Reference Manual
12. Project Test File
13. System units and modules
14. Approved Structured Walkthroughs for above documents.

Testing

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(F).

RRoo~No O R

= O

Integration Test completion date: To be mutually agreed within the project plan
System Test completion date: To be mutually agreed within the project plan
User Acceptance Test completion date:

The Contractor will participate in “war room” testing activities, as requested, by the State, to enhance communication and
promote intense collaboration to remediate discovered testing defects.

At the Program Level, the State will provide an End-to End Testing Plan, which may require remediation of project level
defects. The Contractor will adhere to the Testing Plan.
Deliverable(s)

The Contractor will provide the requirements stated above, in Section 1.104(I)(F) of the Contract, and provide the
following deliverables:
Maintenance Plan [revised]
Requirements Traceability Matrix [final]
Test Type Approach and Reports [final]
e Integration test reports
e Performance test report
e System test reports
e User Acceptance test report
Test Cases [final]
Transition Plan [revised]
Installation Plan [final]
Training Plan [final]
Security Plan and Assessment [revised]
Operating Documentation [final]
e User Manual
o Developer's Reference Manual

Implementation

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(G).
Deliverable(s)
The Contractor will provide the requirements stated above and provide the following deliverables:
e Services to implement the application, including:
o Configuration
o Customization
o Interfaces/Integration.
e Maintenance Plan [final]




Transition Plan [final]

Security Plan and Assessment [final]
Installation Test materials

Operating documents

Operational software product.

Documentation

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(1).
Deliverable(s)

e User manuals

e Technical manuals

1. A minimum of two (2) copies of the following documentation in an electronic format, online and in
hard copy will be provided:

a) User and Technical Manuals - On-line and Hard Copy;

b) Data Element Dictionary;

¢) Operations Manual;

d) All updates of documentation during the term of the Contract, software license and
maintenance agreement.

2. 2. The following documentation is provided for all modules and programs:

a) System-wide documentation and specifications;

b) Baseline End-User training manuals to be used as a basis for “User Manuals” and
online help;

¢) Installation procedure;

d) Module configuration documents sufficient for configuration maintenance purposes;

e) Testing scripts;

f) Specification documentation;

g) Production migration.

3. The documentation of components, features, and use of the hardware/software shall be detailed
such that resolution of most problems can be determined from the documentation, and most
guestions can be answered.

4. All system, operational, user, change, and issue documentation must be available in electronic
format, published to an intranet website, accessible to State users, and be updated regularly, with
unigue numerical identifiers for each section and be consistent with the most current version of
the application(s) and three (3) previous versions.

5. All system, operations, user, change and issue documentation is to be organized in a format-
which is approved by the State. Its form should facilitate updating and allow-for revisions to the
documentation to be clearly identified including the three (3) previous versions.

6. The Contractor will develop and submit for State approval complete, accurate, and timely system,
operations, and user documentation based on the mutually agreed upon project schedule.

7. The Contractor must notify the State of any discrepancies or errors outlined in the system,
operations, and user documentation.

ASSUMPTIONS:

1. Services defined as “Operations Services” and “Maintenance and Support” within the Contract Sections
1.104()(J) and 1.104(1)(K), respectively, are not included in this Statement of Work and will be invoiced
separately.

All required stakeholders will be available to provide the necessary requirements and design inputs.
All required stakeholders will be available for deliverables review and approval.

If the Contractor has completed development and testing and if the implementation date is delayed due to other
dependencies , such impacts due to the delay will be managed by the established change control process.
Prospective changes in cost will also be managed through the established change control process.

Release 4 scope based on the following changes
a. Hub will participate in requirements and JAD sessions



Hub will provide project management support for all Hub activities

Hub will perform regression testing to ensure all existing Hub functionality is working
Hub will support integration and SIT testing with source systems for all R4 scope items
Hub will support program testing for all R4 scope items

Hub will make code changes for presumptive eligibility requirements as per cc1050

No code changes for case change applications

No changes to existing verification calls and enrichment of AT packet

No changes to AT packet structure. Hub will receive XSD and schematron compliant AT 2.0 version from
source systems.

j-  No integration changes with MAGI

k. No changes to existing Hub operational reporting

g. There is no requirement for additional hardware or software procurement for R4.
Program testing is assumed to be four weeks in duration.

Current core client facing Deloitte resources for project management, business analysis, development and testing will
remain the same to support R4.

R i

TASKS:

The Contractor will coordinate with the State on the necessary tasks to complete the scope of work. At a minimum, the
Contractor and State will comply with the Contractor Approach as outlined in the application Sections of the Contract
under 1.104 Work and Deliverables.

DELIVERABLES:

Deliverables will not be considered complete until the Agency Project Manager has formally accepted them as described
in Section 1.500.

ACCEPTANCE CRITERIA:
Acceptance criteria shall be governed by the Contract and listed in Section 1.500.

PROJECT CONTROL AND REPORTS:
Contractor will submit progress reports as described in the contract.

PAYMENT SCHEDULE:

Other Services as described in Section 1.104(1) (M) Table 4 of the Contract will fund this Statement of Work. Payment will
be made on a fixed cost basis based upon the estimated hours of work in accordance with the schedule in Table 5: Other
Services.

Payment will be made on a satisfactory acceptance of each milestone in accordance with the Payment Schedule outlined
below and in Revised Attachment D — Contract Pricing.

Release 4. Presumptive Eligibility, Retroactive Eligibility, Auto Certification, MAGI Rules Exception Reporting
CC 1187 - Delay Release 4 Go-Live Date

Payment Deliverable Amount Hours
1 50% upon satisfactory acceptance of the following R4 Release $39,750 430
deliverables:
e Testing — All
2 50% upon satisfactory acceptance of the following R4 Release $39,750 100
deliverables:
e Implementation
e Documentation - All
R4 delay (CC 1187) Total $79,500 530




CC 865 866 960 997 1006 1050 1071 1156 1159 1187 1188 1189
(Appendix attached Cost Details for Change Controls listed)
Individual Change Controls can be billed individually according to attached Cost Detail

Payment Deliverable Amount Hours
3 Upon statisfactory acceptance of the following deliverables
e 20% Detailed Business Requirements — All $116,720 948
e 30% Application Design — All $175,080 946
e 30% Application Development - All $175,080 946
4 Upon statisfactory acceptance of the following deliverables
e 10% Testing — All $58,360 1042
5 Upon statisfactory acceptance of the following deliverables
e 10% Implementation $67,960 286
e Documentation — All
Total $593,200 4168
STATEMENT OF WORK TOTAL COST AND HOURS $672,700.00 4834*

*Total hours include 136 from CC1156 where charges were included with cc1071, listed in attached Cost Details for Change Controls listed.

DTMB will pay Contractor upon receipt of properly completed invoice(s) which shall be submitted to the billing address on
the State issued purchase order not more often than monthly. DTMB Accounts Payable area will coordinate obtaining
Agency and DTMB Project Manager approvals. All invoices should reflect actual work completed by payment date, and
must be approved by the Agency and DTMB Project Manager prior to payment. The invoices shall describe and document
to the State’s satisfaction a description of the work performed, the progress of the project, and fees. When expenses are
invoiced, receipts will need to be provided along with a detailed breakdown of each type of expense. Payment shall be

considered timely if made by the DTMB within forty-five (45) days after receipt of properly completed invoices.

EXPENSES:

The State will NOT pay for any travel expenses, including hotel, mileage, meals, parking, etc.

PROJECT CONTACTS:
The designated Agency Project Manager is:

Karen Parker

Michigan Department of Community Health
(517) 241-5555

parkerk7 @michigan.gov

The designated DTMB Project Manager is:

Kimberly Koppsch-Woods
Michigan Department of Technology, Management and Budget

Customer Service supporting Department of Community Health, Medicaid Compliance Program

(517) 373-2776
Koppsch-woodsk@michigan.gov

The designated DTMB Technology Owner is:

Christopher Rose

Michigan Department of Technology, Management and Budget
Customer Service supporting Department of Community Health
(517) 284-7159

Rosec4@michigan.gov

DTMB/AGENCY RESPONSIBILITIES:

Provide detailed requirements and respond promptly to follow up questions.




LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
The Contract governs Work Location.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:
The Contract governs Work Hours and Conditions.

RIGHT TO OWNERSHIP:

The Contract governs Right to Ownership.

AGREEMENT:

Additional processing through the Department of Technology, Management & Budget, Purchasing Office, may be required
to finalize this Statement of Work prior to invoice payment.

AGREED TO: STATE OF MICHIGAN, DEPARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET

By: Date:
Kimberly Koppsch-Woods, Business Relationship Manager
Medicaid Compliance Program

By: Date:
Linda Pung, General Manager




AGREED TO: DELOITTE CONSULTING LLP

By: Date:

Hariharan Murthy, Director

Appendix A

Documents approved and copies are current as of July 31, 2014

Cost Details for Change Controls 865 866 960 997 1006 1050 1071 1156 1159 1187 1188 1189

=
COST DETAILS OF
R4 CC 865 866 960 9



BTVIB

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES

for
State of Michigan Hub Solution (Medicaid)

STATEMENT OF WORK

This Statement of Work is a release from Contract #071B3200103 (“Contract”), Purchase Order ~ between
Deloitte Consulting LLP (“Contractor” or “Vendor”) and the Department of Technology, Management & Budget
(DTMB) and Department of Community Health (DCH), collectively referred to as “State”. The purchase order,
statement of work, and the terms and conditions of the Contract constitute the entire agreement between the
State and the Contractor.

Period of Coverage:
08/01/14 — 10/31/14

Project Title:
State of Michigan Hub Solution

Requesting Agency: Date:

Department of Community Health 07/30/14
Agency Project Manager: Phone:

Karen Parker (517) 241-5555
DTMB Project Manager: Phone:

Kimberly Koppsch-Woods

(517) 284-7156

Contract Information:

Change Request (CR) #:

Vendor: Deloitte Consulting LLP CC512 CC 1184
Contract #071B3200103 CC 956 CC 1231
CC 1161 CC 1315
CC 1265
Attachments:

Medicaid Compliance Program (MCP) — Release 5 Project Charter — Hub Infrastructure

Table of Cost Details for Change Controls 512 956 1184

Approved PMM-014 for all change controls (CC) references are saved electronically in each change control item:
https://stateofmichigan.sharepoint.com/teams/dtmb/mcp/Lists/Issues%20Risks%20Change%20Controls/All%20Not%2

0Closed.aspx

BRIEF DESCRIPTION OF SERVICES TO BE PROVIDED:

Contractor system development lifecycle (SDLC) services for the State of Michigan (State) Hub solution (Medicaid)
(hereinafter referred to as “SOM Hub”) enhancements identified as part of Release 5.

BACKGROUND:

The State is under contract with Contractor to implement a SOM Hub solution which includes a State Messaging Gateway
as the single source of contact between the Federal Data Hub and the State of Michigan for both the health insurance
exchange and the Medicaid/CHIP activities. The SOM Hub solution has been operational since January 25, 2014.
Further IT services scope has been identified and is included herein.

PROJECT OBJECTIVE:



The purpose of Medicaid Compliance Program (MCP) Release 5 is to support the State of Michigan in implementing the
following functionality as identified in the Medicaid Compliance Program Release 5 objectives for the timeframe from Sept
1, 2014 till Oct 31, 2014.

5. Release 5 must be installed and in operation by October 25, 2014

6. Contractor and SOM will adhere to mutually agreed upon schedule.

7. Release 5 Change Controls:

a.
b.

@~oao

CC 956: Alien Verification ESO Long-Term

CC 512-CMS: A new version of the Verify Lawful Presence V.33 is available and V.32 is EOL in
Oct.2014

CC 1184: Interim Michigan AT to FFM Solution

CC 1231: Update State Initiated To FFM logic to use correct eligibility and pend Indicators

CC 1265: FFM AT's need to indicate if it is from the backlog of AT's

CC 1315: TDS Simulator needs to be upgraded for VLP

CC 1068: DCT and PE Apps send county code instead of county name in AT

8. Release 5 Continued Support (Work & Deliverables goverened and costs incurred with previous SOWS):

a.

b.

CC824-CMS: New FFM AT defects reported. This is included in R4 SOW (SOW SOM Hub Deloitte R4
CC 779 824 932 941 960 997 v5 Final) and represented on this SOW for continued support.through R5
CC997-FFM Bi-Directional (Phase 1) SOM HUB - AT from FFM is different than State expected, and
verification Metadata block is not being converted from 2.3 to 2.0. This is included in R4 SOW (SOW
SOM Hub Deloitte R4 CC 779 824 932 941 960 997 v5 Final) and represented on this SOW for continued
support through R5

CC 693-Retroactive Eligibility. This is included in R4 SOW (SOW SOM Hub Deloitte R4 CC 779 824 932
941 960 997 v5 Final) and represented on this SOW for continued support through R5.

CC 1071-FFM Bi-Directional (Phase 1) Transfers Process all remaining production AT records. This is
included in R4 extension SOW (FINAL SOW SOM Hub Deloitte R4 EXT_CC 865 866 960 997 1050 1071 1156
1159 1187 1188 1189) and represented on this SOW for continued support through R5.

SCOPE OF WORK:

Solution Overview

SOMHUB will support the effort needed for R5 implementation (on 10/04/2014). This support for Release 5 Go-Live Date
includes and is limited to:

Support R5 requirements and design, development, testing, project management and deployment activities.
Support integration testing with other systems impacted with R5 changes

Support Program Testing team for any SOMHUB specific defect resolutions

Support MCP team for inputs related to R5 SOM HUB changes

Support production deployment and implementation activities for R5 changes

The State reserves the right to modify projects and change controls identified for work. Changes will be managed
through the established change control process.



Work and Deliverables

Detailed Business and Technical Requirements

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(A).
Deliverable(s)
The Contractor will provide the requirements stated above, in Section 1.104(l)(A) of the Contract, and provide the
following deliverables:
Functional Design:
e Functional Design Document [Updated]
e Requirements Traceability Matrix [Updated]
System Design:
e System Design Document [Final]
e Test Plan [Initial]
e Test Type Approach and Reports [Final]
e Test Cases [Initial]
Approved Structured Walkthroughs for above documents.

Application Design
The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(D).
Deliverable(s)
The Contractor will provide the requirements stated above, in Section 1.104(1)(D) of the Contract, and provide the
following deliverables:
e Requirements Traceability Matrix [Updated]
System Design:
e System Design Document [Final]
e Test Plan [Initial]
e Test Type Approach and Reports [Final]
e Test Cases [Initial]
Approved Structured Walkthroughs for above documents.

Application Development:

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(E).

Deliverable(s)

Requirements Traceability Matrix [revised]

Test Type Approach and Reports [revised]

Test Cases [revised]

Development baselines

Project Test File

System units and modules

Approved Structured Walkthroughs for above documents.

NogkrwpdrE

Testing
The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(F).

Integration Test completion date: To be mutually agreed within the project plan
System Test completion date: To be mutually agreed within the project plan
User Acceptance Test completion date:

The Contractor will participate in “war room” testing activities, as requested, by the State, to enhance communication and
promote intense collaboration to remediate discovered testing defects.

At the Program Level, the State will provide an End-to End Testing Plan, which may require remediation of project level
defects. The Contractor will adhere to the Testing Plan.



Deliverable(s)
The Contractor will provide the requirements stated above, in Section 1.104(I)(F) of the Contract, and provide the
following deliverables:
Requirements Traceability Matrix [final]
Test Type Approach and Reports [final]
e Integration test reports
e Performance test report
e System test reports
e User Acceptance test report
Test Cases [final]

Implementation

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(G).
Deliverable(s)
The Contractor will provide the requirements stated above and provide the following deliverables:
e Services to implement the application, including:
o Configuration
o Customization
o Interfaces/Integration.
e Installation Test materials
e Operating documents
e Operational software product.

Documentation

The Contractor will provide the Requirements, Services and Deliverables and follow the State and Contractor Roles and
Contractor Approach as outlined in Contract Section 1.104(1)(1).
Deliverable(s)

8. The following documentation is provided for all modules and programs:
a) System-wide documentation and specifications;
h) Testing scripts;
i) Specification documentation;
i) Production migration.

9. The documentation of components, features, and use of the hardware/software shall be detailed
such that resolution of most problems can be determined from the documentation, and most
guestions can be answered.

10. All system, operational, user, change, and issue documentation must be available in electronic
format, published to an intranet website, accessible to State users, and be updated regularly, with
unigue numerical identifiers for each section and be consistent with the most current version of
the application(s) and three (3) previous versions.

11. All system, operations, user, change and issue documentation is to be organized in a format-
which is approved by the State. Its form should facilitate updating and allow-for revisions to the
documentation to be clearly identified including the three (3) previous versions.

12. The Contractor will develop and submit for State approval complete, accurate, and timely system,
operations, and user documentation based on the mutually agreed upon project schedule.

13. The Contractor must notify the State of any discrepancies or errors outlined in the system,
operations, and user documentation.

ASSUMPTIONS:

2. Services defined as “Operations Services” and “Maintenance and Support” within the Contract Sections
1.104(1)(J) and 1.104(1)(K), respectively, are not included in this Statement of Work and will be invoiced
separately.

All required stakeholders will be available to provide the necessary requirements and design inputs.



All required stakeholders will be available for deliverables review and approval.

If the Contractor has completed development and testing as approved by the State of Michiganand if the
implementation date is delayed due to other dependencies , such impacts due to the delay will be managed by
the established change control process. Prospective changes in cost will also be managed through the
established change control process.

Current core client facing Deloitte resources for project management, business analysis, development and testing will
remain the same to support R5.

TASKS:

The Contractor will coordinate with the State on the necessary tasks to complete the scope of work. At a minimum, the

Contractor and State will comply with the Contractor Approach as outlined in the application Sections of the Contract
under 1.104 Work and Deliverables.



DELIVERABLES:

Deliverables will not be considered complete until the Agency Project Manager has formally accepted them as described
in Section 1.500.

ACCEPTANCE CRITERIA:
Acceptance criteria shall be governed by the Contract and listed in Section 1.500.

PROJECT CONTROL AND REPORTS:
Contractor will submit progress reports as described in the contract.

PAYMENT SCHEDULE:

Other Services as described in Section 1.104(1) (M) Table 4 of the Contract will fund this Statement of Work. Payment will
be made on a fixed cost basis based upon the estimated hours of work in accordance with the schedule in Table 5: Other

Services.

Payment will be made on a satisfactory acceptance of each milestone in accordance with the Payment Schedule outlined
below and in Revised Attachment D — Contract Pricing.

Project Management, Release Management and Leadership

Payment Deliverable Amount Hours
1 Project management, release management, impact analysis and all $188,700 1140
leadership activities for month of Sept 2014
e Project Management services for Release R5
e Project Management Services for M&O activities
e Impact analysis for various change controls
e Business Analysts support for integration sessions determining
impact
e Technical leadership and management across various change
control items
e Quality assurance on R5 scope items and other change
controls
e Weekly status reporting
e Monthly M&O status reporting
2 Project management, release management, impact analysis and all $188,700 1140
leadership activities for month of Oct 2014
e Project Management services for Release R5
e Project Management Services for M&O activities
e Impact analysis for various change controls
e Business Analysts support for integration sessions determining
impactTechnical leadership and management across various
change control items
e Quality assurance on R5 scope items and other change
controls
e Weekly status reporting
e Monthly M&O status reporting
Project management and leadership Total $377,400 2280




CC 512, 956, 1161, 1184, 1231, 1265, 1315
(See Appendix attached Cost Details for Change Controls Listed)
Individual change Controls can be billed Individually according to Appendix B

Payment Deliverable Amount Hours
3 Upon satisfactory acceptance of the following deliverables 1223
e 20% Detailed Business Requirements — All $50,847
e 30% Application Design — All $76,271
e 30% Application Development — All $76,271
4 Upon satisfactory acceptance of the following deliverables 402
e 10% Testing — All $37,424
5 Upon satisfactory acceptance of the following deliverables 198
e 10% Implementation $25,424
¢ Documentation — All
CC Total $266,237 1822
STATEMENT OF WORK TOTAL COST AND HOURS $ 643,637 4102

DTMB will pay Contractor upon receipt of properly completed invoice(s) which shall be submitted to the billing address on
the State issued purchase order not more often than monthly. DTMB Accounts Payable area will coordinate obtaining
Agency and DTMB Project Manager approvals. All invoices should reflect actual work completed by payment date, and
must be approved by the Agency and DTMB Project Manager prior to payment. The invoices shall describe and document
to the State’s satisfaction a description of the work performed, the progress of the project, and fees. When expenses are
invoiced, receipts will need to be provided along with a detailed breakdown of each type of expense. Payment shall be
considered timely if made by the DTMB within forty-five (45) days after receipt of properly completed invoices.

EXPENSES:
The State will NOT pay for any travel expenses, including hotel, mileage, meals, parking, etc.

PROJECT CONTACTS:

The designated Agency Project Manager is:
Karen Parker
Michigan Department of Community Health
(517) 241-5555
parkerk7@michigan.gov

The designated DTMB Project Manager is:
Kimberly Koppsch-Woods
Michigan Department of Technology, Management and Budget
Customer Service supporting Department of Community Health, Medicaid Compliance Program
(517) 373-2776
Koppsch-woodsk@michigan.gov

The designated DTMB Technology Owner is:
Christopher Rose
Michigan Department of Technology, Management and Budget
Customer Service supporting Department of Community Health
(517) 284-7159
Rosec4@michigan.gov




DTMB/AGENCY RESPONSIBILITIES:

Provide detailed requirements and respond promptly to follow up questions.
LOCATION OF WHERE THE WORK IS TO BE PERFORMED:

The Contract governs Work Location.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

The Contract governs Work Hours and Conditions.

RIGHT TO OWNERSHIP:
The Contract governs Right to Ownership.

AGREEMENT:

Additional processing through the Department of Technology, Management & Budget, Purchasing Office, may be required
to finalize this Statement of Work prior to invoice payment.

AGREED TO: STATE OF MICHIGAN, DEPARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET
By: Date:

Kimberly Koppsch-Woods, Business Relationship Manager
Medicaid Compliance Program

By: Date:
Linda Pung, General Manager

AGREED TO: DELOITTE CONSULTING LLP

By: Date:

Hariharan Murthy, Director

Appendix A

Documents approved and copies are current as of August 15, 2014

R5 Project Charter:

Approved -
PMM-0002 Project Ch

Table of Details for Change Control Costs 512 956 1161 1184 1231 1265

=
Cost Details of R5
CC 5125956 1184 12



CTVIB

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES
for
State of Michigan Hub Solution

STATEMENT OF WORK
This Revised Statement of Work (“Revised SOW") is issued under the terms of the Contract #071B3200103 (“Contract”)

between Deloitte Consulting LLP (“Contractor” or “Vendor”) and the Department of Technology, Management & Budget
(DTMB) and Department of Community Health (DCH), collectively referred to as “State”.

Project Title: Period of Coverage:

State of Michigan Hub Solution 11/1/13 — 9/30/14

Requesting Agency: Date:

Department of Community Health August 12, 2014

Agency Project Manager: Phone:

Karen Parker (517) 898-4147

DTMB Project Manager: Phone:

Kim Koppsch-Woods (517) 284-7156

Vendor: Deloitte Consulting LLP Change Request(s):

Contract #071B3200103 1318
C20140812-120527

BRIEF DESCRIPTION OF SERVICES TO BE PROVIDED:

Identification of scope required for Medicaid Compliance Program (MCP) maintenance and support triage Services.

PO 084n4301776 (iTrac C20131104-155041) was issued for one year and funded for nine (9) months, covering
November 1, 2013 to July 31, 2014. This updated Statement of Work (SOW) extends Triage Services through September
2014.

$172,360 will be released from Other Services to fund this work.

BACKGROUND:

The State is under contract with Contractor to implement a SOM Hub Solution which includes a State Messaging Gateway
as the single source of contact between the Federal Data Hub and the State of Michigan for both the health insurance
exchange and Medicaid/CHIP activities. As required under the Contract, the business and technical scope was identified
with the responding Contractor approach.

Identification of scope required for Medicaid Compliance Program (MCP) maintenance and support of Triage Services is
identified in CC #442.

A SOW (SOW SOM Hub Triage CR 442) was entered into agreement between contractor and the State initiated by PMM-
014 MI Hub — Triage Services CR 442 mutually approved on October 30, 2013. The PMM-014 MI Hub — Triage Services
CR 442 allocated 5 resource contract personnel; the Department of Budget, Transportation, Management and Budget
(DTMB) initially provided one (1) resource and three (3) contract personnel were utilized. Initial cost impact was
determined to be $74,700 per month for three (3) contracted resources. In June 2014, the MCP Advance Triage Team
lost support of a DTMB resource and the position was backfilled with a contracted resource under this contract.

PO 084n4301776 (iTrac C20131104-155041) was issued for payment of nine (9) months, covering November 1, 2013 to
July 31, 2014. The addition of another contracted Business Analyst for the time frame of June 18, 2014 through July 31,
2014 totaled $29,760. Total monthly service charge is $96,300 from August 2014 forward.




Initial funds were allocated for the cost of Extended Business Hours. No support for Extended Business hours was
needed and is not forecasted to be needed. Purchase Order was revised to pay expense of the additional contracted
resource for the time frame of June 18, 2014 to July 31, 2014 (AOC 084C4301306).

ASSUMPTIONS:

See Assumptions in the PMM-0014 attached to Change Request #442.

SCOPE OF WORK:
This Statement of Work consists of the following scope:

In the event of technology issues at implementation, resources are required to perform triage activities to determine
troubleshoot issues, coordinate issue resolution between multiple vendors and perform root cause analysis.

In order to facilitate the technical issue resolution, establishment of TIER 2 Triage support (“Triage Services”) through the
MCP Advanced Support Team was implemented as part of the Maintenance team. This team is responsible for engaging
with Project Level Maintenance Teams to facilitate diagnostics and tracking cross-team impacts. TIER 2 follows a
standardized process to review prioritized issues provided by TIER 1 and identify which team owns the resolution.

A more detailed description of the services (work) and deliverables for this service is provided in the Change Request
#442. Change Request 1318 funds service for August and September 2014. Triage Services began November 1, 2013.

TASKS:
See Triage Team Roles and Responsibilities in the PMM-014 attached to Change Request #442.

ACCEPTANCE CRITERIA:
Acceptance criteria shall be governed by the Contract.

PROJECT CONTROL AND REPORTS:
Contractor will submit progress reports as described in the contract.

SPECIFIC AGENCY STANDARDS:
Not Applicable.

PAYMENT SCHEDULE:
Other Services as described in Revised, Attachment D — Contract Pricing (Table 5) of the Contract will fund this SOW.

PO Balance (7/31/14) $20,240
Less August and September 2014 Cost $192,600
Other Services Value Needed $172,360
Payment will be made monthly as follows:
Role (from Contract) Work
Additional Resource Requirements Days/Week* Cost/Month**
Triage Manager (Table 5: Technical Lead) 5 days/week $31,500
Business Analyst (Table 5: Business Analyst) 5 days/week $21,600
System Analyst (Table 5: System Analyst) 5 days/week $21,600
System Analyst (Table 5: System Analyst) 5 days/week $21,600
Total Hours Total Cost
TOTAL N/A $96,300

*Assuming normal business hours, five days per week for the duration of Tier 2 technical support.
*Based on a minimum of 640 hours per month. (4 contractors x 40 hours per week x 4 weeks)

All invoices must include the purchase order number. DTMB will pay Contractor upon receipt of properly completed
invoice(s) which shall be submitted to the billing address on the State issued purchase order not more often than monthly.



DTMB Accounts Payable area will coordinate obtaining Agency and DTMB Project Manager approvals. All invoices
should reflect actual work completed by payment date, and must be approved by the Agency and DTMB Project Manager
prior to payment. The invoices shall describe and document to the State’s satisfaction a description of the work
performed, the progress of the project, and fees. When expenses are invoiced, receipts will need to be provided along
with a detailed breakdown of each type of expense.

Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of properly completed
invoices. Payment shall be made in accordance with completion of the two phases.

EXPENSES:
The State will NOT pay for any travel expenses, including hotel, mileage, meals, parking, etc.

PROJECT CONTACTS:
The DTMB Project Manager is:

Kimberly Koppsch-Woods

Michigan Department of Technology, Management and Budget

Customer Service supporting Department of Community Health, Medicaid Compliance Program
(517) 284-7156

Koppsch-woodsk@michigan.gov

DTMB/AGENCY RESPONSIBILITIES:
Provide detailed requirements and respond promptly to follow up questions.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
The Contract governs Location.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Normal business hours, Monday through Friday, 8:00 a.m. to 5:00 p.m., excluding State holidays or furlough days. Work
schedule modifications will be mutually agreed to by both the Contractor and State. If required, weekday evening and
weekend support (“Extended Hours”) will be available by the Contractor. Extended hours must be preapproved by the
State.

RIGHT TO OWNERSHIP:
The Contract governs Location



AGREED TO: STATE OF MICHIGAN, DEPARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET

By: Date:
Linda Pung, General Manager

AGREED TO: STATE OF MICHIGAN, DEPARTMENT OF COMMUNITY HEALTH

By: Date:
Karen Parker, Director

AGREED TO: DELOITTE CONSULTING LLP

By:

: Date:
Hari Murthy, Director

This purchase order is a release from Contract Number 071B3200103. This purchase order, statement of
work, and the terms and conditions of Contract Number 071B3200103 constitute the entire agreement
between the State and the Contractor.



Form No. DTMB-3521 (Rev. 4/2012)

AUTHORITY: Act 431 of 1984

COMPLETION: Required

PENALTY: Contract change will not be executed unless form is filed

STATE OF MICHIGAN
DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET
PROCUREMENT
P.O. BOX 30026, LANSING, MI 48909
OR
530 W. ALLEGAN, LANSING, Ml 48933

CHANGE NOTICE NO. 3

to

CONTRACT NO. 071B3200103

between

THE STATE OF MICHIGAN

and

May 6, 2014

NAME & ADDRESS OF CONTRACTOR: PRIMARY CONTACT EMAIL

Deloitte Consulting LLP Hari Mrthy hamurthy@deloitte.com

TELEPHONE CONTRACTOR #, MAIL CODE

200 Renaissance Center, Suite 3900

Detroit, Ml 48243-1895 (212) 313-2986

STATE CONTACTS AGENCY NAME PHONE EMAIL
CONTRACT COMPLIANCE _ _ o
INSPECTOR DTMB Larry Lemieux 517-241-4547 Lemieuxl@michigan.gov
BUYER DTMB Whitnie Zuker 517-241-3215 zukerw@michigan.gov

CONTRACT SUMMARY:

DESCRIPTION: State of Michigan Hub Solution

T INITIAL SKTPERAHON INITIA(\DLP,?_}/(SA’\IILSABLE EXPIRATIONNDOATTEEDBBEI;?ORVI\E/ CHANGE(S)
June 10, 2013 June 9, 2016 2, one year June 9, 2016
PAYMENT TERMS F.0.B SHIPPED SHIPPED FROM
Net 45 Shipment N/A N/A
ALTERNATE PAYMENT OPTIONS: AVAILABLE TO MIiDEAL PARTICIPANTS
[ ] P-card [ ] Direct Voucher (DV) [] Other [ ] Yes X No

MINIMUM DELIVERY REQUIREMENTS:

N/A

DESCRIPTION OF CHANGE NOTICE:

EXPIRATION DATE
AFTER CHANGE

EXERCISE CONTRACT EXTENSION BEYOND
EXPIRATION DATE OPTION YEAR(S) CONTRACT OPTION YEARS

LENGTH OF
OPTION/EXTENSION

EXTEND CONTRACT

XINo []Yes ] []

VALUE/COST OF CHANGE NOTICE: ESTIMATED REVISED AGGREGATE CONTRACT VALUE:

$0.00 $9,720,439.00

Effective immediately, this request is to revise Attachment D- Contract Pricing. This request moves contract
funds in the amount of $1,076,842.00 from the Operations (Table 3) for $218,593.00 and Recurring
Maintenance and Support (Table 4) for $858,249.00 to the Other Optional Cost (Table 5).

This contract under Other Optional Costs (Table 5) now includes a total of $4,759,106.00 available for future
enhancements as outlined in the contract. This is not a commitment from the State for further change requests.
The Operations Services (Table 3) commencement date is amended to January 25, 2014.

The Maintenance and Support Costs (Table 4) is amended to commence May 2014 through January 2015.

All other terms, conditions, pricing and specification remain the same. Per vendor and agency agreement and
DTMB Procurement approval.




REVISED CCN #3

Attachment D — Contract Pricing

SOM Data Hub

Table 1: Summary Cost Table for SOM Data Hub Solution REVISED CCN #3

SOM Data Hub —
Contractor Provided Cost ($) Comments
Summary Costs

Hardware n/a
Software?
(Table 6) %0

Cost includes the following:
Work & Deliverable « Detall Business Requirements, Application
Costs $4,423,646 Design, Application Development, Testing,
(Table 2) Implementation, Training, Documentation and

Knowledge Transfer/Transition

« Operation services will commence upon
Operations? $131.148 production deployment of HUB solution on
(Table 3) ' January 25, 2014.

« Maintenance and support services will
commence upon completion of HUB solution
warranty period. Support begins in May 2014
thru January 2015. The average monthly cost
for maintenance and support services comes to
$45,171 per month for 9 months of support.

Recurring Maintenance
and Support Costs?® $406,539
(Table 4)

Total Vendor Provided

Solution Cost $4,961,333

« The cost estimation for other services is
provided as a high level budgetary estimate as
the scope and requirements are unknown at this
time

Other Optional Costs* ®

(Table 5) $4,759,106

Total Vendor Provided
Solution Cost with $9,720,439
Optional Costs

! Change Notice #2: Software (Table 6) reduced to $0; the value of $1,693,961 moved to Other Optional Costs (Table 5).

2 Change Notice #3: Operations (Table 3) reduced to $131,148 (12 months @ $10,929); the value of $218,593 (20 months @ $10,924) moved
to Other Optional Costs (Table 5). Operations Services commencement date amended to January 25, 2014.

3 Change Notice #3: Recurring Maintenance and Support Costs (Table 4) reduced to $406,539 (9 months @ $45,171); the value of $858,249
(29 months @ $45,171) moved to Other Optional Costs (Table 5). Maintenance and support services amended to commence May 2014 thru
January 2015.

4 Change Notice #2: Other Optional Costs (Table 5) value of $1,988,303 increased by $1,693,961 from Software (Table 1).

5 Change Notice #3: Other Optional Costs (Table 5) value of $3,682,264 increased by $218,593 from Operations (Table 3); increased by
$858,249 from Recurring Maintenance and Support services (Table 4) for a total of $4,759,106.



Table 2: Work and Deliverables Cost

No. | Cost Categories Cost ($)

A. Detail Business Requirements $194,687
B. IBM WMB Configured in Dev 100,000
C. IBM WMB Configured in Staging and Prod 155,230
D. Application Design $758,750
E. Application Development $940,434
F. Testing $444,061
G. Implementation $1,122,700
H. Training $132,709
l. Documentation $442,365
L. Knowledge Transfer/Transition $132,710

Total Cost for Sections Above $4,423,646

If the Contractor has completed development and testing and if implementation date of 10/1/2013 is
delayed due to other dependencies (e.g. Federal Hub readiness or delay due to MAGI service
readiness), such Impacts due to the delay will be managed by the established change control process.



REVISED: CCN #3

Table 3: Operation Services Cost

(\[o} Scope Clarification

1. Describe when Operational Services will start

Contractor’'s Response

Operation services will
commence upon production
deployment of HUB solution
on January 25, 2014.

2. Describe when the State may be liable for Operational Services charges

State is liable for operational
services charges effective
SOM HUB solution in
production on January 25,
2014

3. Describe all other costs for Operational Services

$10,929.41 (monthly invoice
will be submitted for $10,929
for 12 months beginning
January 25, 2014)

Notes:

Change Notice #3: Operations (Table 3) reduced to $131,148 (12 months @ $10,929); the value of $218,593 (20 months @ $10,929) moved
to Other Optional Costs (Table 5). Operations Services commencement date amended to January 25, 2014



REVISED: CCN #3

Table 4: Recurring Maintenance and Support Cost

No. Scope Clarification Contractor’s Response

1. Describe when Maintenance and Support will start Maintenance and Support
will commence upon
completion of SOM HUB
solution warranty period.
Support begins in in May
2014 thru January 2015 (9

months).
2. Describe when the State will be liable for Maintenance and Support State will be liable for
charges. maintenance and support

charges upon completion of
SOM HUB solution warranty
period. Support charges
begin in May 2014.

3. Provide the Monthly Cost for Maintenance $45,171(The total cost for
maintenance and support
services comes to $ for 12
months of support.
Contractor will submit
invoice monthly starting
May 2014)

4, Provide any additional support costs (if any) $0

Comments:

Change Notice #3: Recurring Maintenance and Support Costs (Table 4) reduced to $406,539 (9 months @ $45,171); the value of $858,249
(19 months @ $45,171) moved to Other Optional Costs (Table 5). Maintenance and support services amended to commence May 2014 thru
January 2015.



REVISED: CCN #3

Table 5: Other Services
Roles Not-to-Exceed Hourly Rate ($)

1. Project Management $265
2. Technical Lead $175
3. Business Analysts $120
4. System Analysts $120
5. Programmer/Developers $100
6. System Administrators $140
7. Database Administrators $140
8. Q/A Manager $140
9. Security Specialist $120
10. Testers $90
11. Technical Writers $120
12. CM Specialists $120
13. System Architects $140
14. Network Engineer/Administrator $140
15. Software Architects $140
16. Project Assistants $120
17. Web Developers $120
18. Application Trainers $140

This contract includes $4,759,106° that is available for future enhancements as outlined in the Contract.
This is not a commitment from the State for future Change Requests.

As outlined in Section 2.024, scope and price of potential Change Requests will be mutually agreed to
by the State and Contractor, and the price of any such Change Requests will determined by the
number of hours required by position and the associated position-specific rates.

6 Change Notice 2 increased the value of Other Optional Costs by moving the full value of Software (Table 6) of $1,693,961 to Other Optional
Costs.

Change Notice 3 increased the value of Other Optional Costs by $1,076,842 by moving $218,593 from Operations (Table 3) and $858,249
from Recurring Maintenance and Support services (Table 4) to Other Optional Costs.



REVISED: CCN #3

Table 6: Solution Licensing Cost
No. Scope Clarification

Contractor’'s Response

1. Describe software and costs of software The total solution licensing cost: $0
required as part of the proposed solution

2. Include the following for each software Please see Software solution licensing break down table
identified:
a. Type of license (perpetual, subscription, Please see Software solution licensing break down table
etc.
b. Number of licenses required Please see Software solution licensing break down table
c. Any additional charges to procure Please see Software solution licensing break down table
additional

licenses to meet unspecified requirements

Software solution licensing break down:

2 Years

Number of | Type of support
Sl e Environment Licenses License Unit Cost Cost
IBM WebSphere Development 140 PVU $0 $0 $0
Message Broker
IBM WebSphere Test 280 PVU $0 $0 $0
Message Broker
IBM Data Power Test 280 PVU $0 $0 $0

Security and
Integration Virtual
Appliance X152

IBM WebSphere Production 560 PVU $0 $0 $0
Message Broker

IBM Data Power Production 4 Appliance $0 $0 $0
Security and

Integration

Appliance X152

IBM Rational Development 6 30 Day $0 $0 $0
AppScan Rental

HP Fortify Test 1 Server $0 $0 $0

The table above outlines the total Software product licenses required for our solution. This includes the
Software product, vendor, type of license, and number of licenses required.

Comments:

Change Notice 2: Software (Table 6) reduced to $0; value of $1,693,961 moved to Other Optional Costs (Table 5). Software procured under
a State of Michigan enterprise IBM contract 071B1300071 and PO 084N3205230.
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to
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INSPECTOR DTMB Larry Lemieux 517-241-4547 Lemieuxl@michigan.gov
BUYER DTMB Whitnie Zuker 517-241-3215 zukerw@michigan.gov

CONTRACT SUMMARY:

DESCRIPTION: State of Michigan Hub Solution

AL EE S EIVE BATE INITIAL DE;\(_II?IIERATION INITIA(\;_P?_}/OA’\IILSABLE EXPlRATlONNDOATTEEDBBEEFE)ORVE CHANGE(S)
June 10, 2013 June 9, 2016 2, one year June 9, 2016
PAYMENT TERMS F.0.B SHIPPED SHIPPED FROM
Net 45 Shipment N/A N/A
ALTERNATE PAYMENT OPTIONS: AVAILABLE TO MIDEAL PARTICIPANTS
[ ] P-card [ ] Direct Voucher (DV) [ ] Other [ ] Yes X No

MINIMUM DELIVERY REQUIREMENTS:

N/A

DESCRIPTION OF CHANGE NOTICE:

LENGTH OF
OPTION/EXTENSION

EXPIRATION DATE
AFTER CHANGE

EXTEND CONTRACT | EXERCISE CONTRACT EXTENSION BEYOND

EXPIRATION DATE OPTION YEAR(S) CONTRACT OPTION YEARS

XINo []Yes ] []

VALUE/COST OF CHANGE NOTICE: ESTIMATED REVISED AGGREGATE CONTRACT VALUE:

$0.00 $9,720,439.00

Effective immediately, Table 6: Solution Licensing Cost is deleted to redact software solution licensing because
the State has purchased the licenses and support through another State contract per CHANGE REQUEST
#591. As aresult, Table 1. Summary Cost Table for SOM Data Hub Solution and Table 5: Other Services are
revised. The solution licensing cost of $1,693,961.00 is now reallocated under Table 5: Other Services. This
contract under Table 5 now includes a total of $3,682,264.00 available for future enhancements as outlined in
the contract. This is not a commitment from the State for further Change requests.

This contract now includes the establishment of Tier 2 Triage support (“Triage Services”) per CHANGE




REQUEST #442, for the time period of 11/1/2013 to 09/30/2014. The cost allocated for such services is
$772,300.00, which includes nine (9) months on a fixed cost basis of $74,700.00 per month for support during
normal business hours (Monday through Friday 8am to 5pm); and an additional $50,000.00 over the nine (9)
month time period as needed for extended hours support (anytime not included in normal business hours).
Extended hours must be pre-approved by the State; and timesheets must be completed for services during
extended hours. Extended support hours will be invoiced on a time and materials basis per the contract rate
card outlined in Table 5 of the Contract.

In addition the attached Project Change Requests, and associated costs, will be deducted from Table 5 as
described in the attached pages.

All other terms, conditions, pricing and specifications remain the same. Per vendor and agency agreement and
DTMB Procurement approval.




Pro ect Chaggﬂe Request #508 and #509:
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30% upon satisfactory accep!ance of the foE[owmg delwerabres
+ Delail Business Requirements
1 +  Appfication Design $19,380.00
+ _ Application Development
2 30%.upglx:1ezgggfactory acceptance of the following deliverables: $19,380.00
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Implementation M
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i pon satisfactory acceptance of the follow gde
+ Detell Business Requirements $259.350.00

1. + Application Dasign
+  Applicalion Development
30% upon satisfactory acceptance of the following deliverables for ali Change
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+  Testing
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Pro e Change Request #255 _
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Project Change Request #441:
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REVISED

Attachment D — Contract Pricing

SOM Data Hub

Table 1: Summary Cost Table for SOM Data Hub Solution

SOM Data Hub - Comments
Contractor Provided Cost ($)
Summary Costs
Hardware nfa
Cost includes the following:
Work & Deliverable $4 423 646 + Detail Business Requirements, Application -
Costs L Design, Application Development, Testing,
(Table 2) Implementation, Training, Documentation
and Knowledge Transfer/Transition
: « Operation services will commence upon .
Operations $349,741 production deployment of HUB solution on
(Table 3} October 1, 2013
« Maintenance and support services will
commence uponh completion of HUB
Recurring Maintenance $1.264,788 solution warranty period. Support begins in
and Support Costs e January 2014 thru May 2016. The average
(Table 4) monthly cost for maintenance and support
services comes to $45,171 per month for 28
months of support.
Total Vendor
Provided Solution 36,038,175
Cost
« The cost estimation for other services is
Other Optional Costs $3,682,264 provided as a high level budgetary estimate

{Table 5)

as the scope and requirements are
unknown at this time

‘Total Ve

$9,720,439




Project Management $265

2. Technical Lead $175
3. Business Analysts $120
4. System Analysts $120
5. Programmer/Developers $100
6. System Administrators $140
7. Database Administrators | $140
8. QA Manager $140
9. Security Specialist $120
10. Testers $90
11. Technical Writers $120
12. CM Specialists $120
13. System Architects : $140
14. Network Engineer/Administrator $140
15. Software Architects _ $140
16. Project Assistants 3120
17. Web Developers $120
18. Application Trainers $140

This contract includes $3,682,264 that is available for future enhancements as outlined in the

Contract. This is not a commitment from the State for future Change Requests.

As outlined in Section 2.024, scope and price of potential Change Requests will be mutually

agreed to by the State and Contractor, and the price of any such Change Requests will

determined by the number of hours required by position and the associated position-specific

rates.
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CONTRACT SUMMARY:

DESCRIPTION: State of Michigan Hub Solution

AL EE S EIVE BATE INITIAL DE;\(_II?IIERATION INITIA(\;_P?_}/OA’\IILSABLE EXPlRATlONNDOATTEEDBBEEFE)ORVE CHANGE(S)
June 10, 2013 June 9, 2016 2, one year June 9, 2016
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ALTERNATE PAYMENT OPTIONS: AVAILABLE TO MiDEAL PARTICIPANTS
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N/A

DESCRIPTION OF CHANGE NOTICE:

EXTEND CONTRACT
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VALUE/COST OF CHANGE NOTICE:

ESTIMATED REVISED AGGREGATE CONTRACT VALUE:

$0.00

$9,720,439.00

Effective December 6, 2013, this contract is amended to incorporate Project Change Requests 171, 172 and
173. In addition, this contract is amended to include the attached, updated Cost Table 2 in Attachment D. Both
amended changes are at a $0 cost. Please also note that the buyer has been changed to Whitnie Zuker. All
other terms, conditions, pricing and specifications remain the same. Per vendor and agency agreement and
DTMB Procurement approval.




Contract #071B3200103

Attachment D — Contract Pricing

Table 2: Work & Deliverables Cost (Revised 10/16/2013)

A. Detail Business Requirements . $194,687
B.  1BM WMB Configured in Dev _ $100,000
C. IBM WMB Configured in Staging and Prod $155,230
D. Application Design $758,750
E. Application Development $940,434
Testing .
E + 90% Upon completion and acceptance of Unit Testing and System $444,061
’ Integration Testing (SIT) ’
« 10% Upon completion and acceptance of End to End Testing and UAT
Implementation
« 80% Upon acceptance, implementation and Go Live of the Production
G. SOM Hub Infrastructure $1,122,700
 20% Upon acceptance, implementation and Go Live of remaining
functionality identified for Release 1
H.  Training $132,709
l Documentation $442,365
L. Knowiedge Transfer/Transition $132,710
Total Cost for Sections Above S s e VLR

If the Contractor has completed development and testing and if implementation date is delayed due to other
dependencies (e.g. Federal Hub or delay due to MAGI service readiness), such impacts due to the delay will
be managed by the established change control process.
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MINIMUM DELIVERY REQUIREMENTS:
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MISCELLANEOUS INFORMATION:
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ESTIMATED CONTRACT VALUE AT TIME OF EXECUTION:

$9,720,439.00

THIS IS NOT AN ORDER: This Contract Agreement is awarded on the basis of our inquiry bearing the
solicitation #RFP-SM-C20130208-104258. Orders for delivery will be issued directly by the Department of
Technology, Management & Budget through the issuance of a Purchase Order Form.
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State of Michigan (SOM) Hub Solution
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Telephone Number: 517-241-3215
E-Mail Address: motzs@michigan.gov
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Article 1 — Statement of Work (SOW)

1.000 Project Identification

1.001 Project Request

The State of Michigan (SOM) will implement Michigan specific functionality in partnership with the Federal
government to provide Michigan residents with a variety of health insurance options as required by the
Affordable Care Act. The SOM will implement a standalone MAGI Determination Service provided by CGI. This
service will be utilized by State of Michigan applications making MAGI related determinations and MAGI
related redeterminations. Applicants using any of Michigan’s current determination services will be used to
process applicants coming from the Federal Exchange.

The Michigan technology plan for implementing this solution will focus on leveraging to the extent possible the
existing applications, data, business processes and infrastructure already in place within the SOM IT
Environment. The SOM is a consolidated IT enterprise with robust processes and services. Implementing this
solution should build on these existing pillars as a solid foundation and the proposed solutions should allow for
system and process flexibility as well as extensibility, should the State make policy decisions that implement
other exchange models in the future.

The (SOM) Department of Technology, Management and Budget (DTMB) supporting the Department of
Community Health (DCH), Michigan Department of Licensing and Regulatory Affairs (LARA) and Michigan
Department of Human Services (DHS) has issued this Contract.

1.002 Background

SOM Hub Solution

The implementation of the SOM Hub Solution will include a State Messaging Gateway as the single source of
contact between the Federal Data Hub and the State of Michigan for both the health insurance exchange and
Medicaid/Chip activities. Communication with the Federal Data Hub will utilize NIEM schemas and
authentication through VeriSign. This solution will, at a minimum, provide connectivity to the Data Warehouse
as well as the individual sources of data directly. Similarly, the Michigan MAGI Eligibility Service will be made
available to DHS and DCH systems through this infrastructure as well. The Michigan Medicaid roster will be
made available to the Federal Data Hub through a web service also available through this gateway. Similarly,
Michigan is expecting the Federal data verification services to be made available to the MAGI Eligibility Service
through the gateway.

MAGI Eligibility Service:

CGl is the Contractor responsible for implementation of the MAGI Eligibility Service. The MAGI Eligibility
Service will be created to determine MAGI Medicaid eligibility and CHIP eligibility as well as appropriate groups
and categories. The MAGI Eligibility Service will determine MAGI Medicaid and CHIP eligibility based on the
State's applicable Medicaid and CHIP based income standards, citizenship and immigration status, other
eligibility requirements as well as robust and standard verification rules and procedures consistent with 42 CFR
parts 435 and 457. This service will possibly utilize verification functions supplied by the Federal Data Hub and
accessed through the SOM Hub Solution also requested as part of this RFP. Alternately, it may utilize SOM
trusted data sources to verify information related to the determination of MAGI Medicaid and CHIP eligibility.
Non-MAGiI eligibility will be determined per the existing business process within the State.

The MAGI Eligibility Service must be easily modifiable to incorporate evolving business practices through
updates provided by non-technical staff. Possible evolutions of business processes include but are not limited
to the possible expansion of population served as well as the ability to identify co-payments for beneficiaries.

This service will be utilized by all current Michigan systems currently performing eligibility determinations and

will also be utilized by the Federal Portal for final determination of MAGI Medicaid/CHIP eligibility. All Michigan

systems currently performing the eligibility determination function or Medicaid processing function will receive

determinations simultaneously regardless of the system or process which requested the determination. For

each determination, the data used to make the determination (including data used for the purpose of validation,
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the outcome of each decision made by the determination service as well as time stamp information) will be
stored in an archive for later use in the administrative hearing process and for use in future eligibility
redeterminations. Future eligibility determinations for Medicaid / CHIP will be performed by the MAGI Eligibility
Service cyclically and this same service will generate all appropriate electronic inputs for printed materials for
re-determinations which cannot be determined automatically.

This contract is for the SOM Hub Solution. The MAGI Eligibility Service is not in scope for this contract.
1.100 _ Scope of Work and Deliverables

1.101 In Scope

This project consists of the following scope:
A. Detailed Business and Technical Requirements

Hardware

Software

Application Design

Application Development

Testing

Implementation

Training

Documentation

Operation Services

Maintenance and Support

Knowledge Transfer/Transition

. Other Services

SrACTIONIMOOD

A more detailed description of the software, services (work) and deliverables for this project is provided in
Article 1, Section 1.104, Work and Deliverables.

1.102 RESERVED - Out Of Scope

1.103 Environment

The Contractor shall adhere to the Enterprise IT Policies, Standards, and Procedures specifically defined by
the State in the Enterprise Architecture Strategic Approach. The Contractor understands and acknowledges
that the State has precise methods, policies, standards, procedures, and product criteria, and will use these
precise methods, policies, standards, procedures, and product criteria in adhering to the State’s applicable IT
policies and standards. The Contractor acknowledges that all non-standard development tools may not be
used unless a written request is submitted to the State outlining the methodology and applicable use, and the
Contractor receives the written approved by DTMB.

The Contractor has read and fully understands the State’s IT Policies, Standards, and Procedures.

The Contractor understands that software and hardware used in this solution must be compatible with the
State’s IT Policies, Standards, and Procedures, and adhere to the DTMB Technology SUITE methodology.
The Contractor has reviewed the State’'s SUITE Project Management Methodology standards and fully agrees
to follow SUITE PMM methodology for delivering all systems engineering, process management controls,
project communication, status reporting, security, and any additional supporting processes for in scope
activities and deliverables.

The Contractor agrees to comply with the State’s Enterprise IT Security policies, standards, procedures, plans,
and tools as listed or per the links herein below. The contractor will create detailed plans as listed in the
contract and will stay compliant to these plans.

The agreed-upon requirements for Contractor’s solution will adhere to the standards and guidelines of HIPAA
and Sections 1104 and 1561 of the Affordable Care Act. The Contractor supports and will adhere to the use of

140




o
CONTRACT #071B3200103 ‘

these standards in both vendor use and development of the content usability, accessibility, transparency, data
security, communication, and customer privacy.

The Contractor has reviewed and understands the guidelines stated in the Sections 1104 and Section 1561 of
the Affordable Care Act. The Contractor’s solution will meet the current requirements of the ACA and this will
be limited to the Hub scope listed in this contract.

The links below provide information on the State’s Enterprise information technology (IT) policies, standards
and procedures which includes security policy and procedures, IT strategic plan, eMichigan web development
and the State Unified Information Technology Environment (SUITE).

Enterprise IT Policies, Standards and Procedures:
http://www.michigan.gov/dmb/0,1607,7-150-56355-107739--,00.html

Enterprise IT Security Policy and Procedures:
http://www.michigan.gov/documents/dmb/1310 183772 7.pdf
http://www.michigan.gov/documents/dmb/1310.02 183775 7.pdf
http://www.michigan.gov/documents/dmb/1325 193160 7.pdf
http://www.michigan.gov/documents/dmb/1335 193161 7.pdf
http://www.michigan.gov/documents/dmb/1340 193162 7.pdf
http://www.michigan.gov/documents/dmb/1350.10 184594 7.pdf

IT Strategic Plan:
http://www.michigan.gov/itstrategicplan

IT eMichigan Web Development Standard Tools:
http://www.michigan.gov/documents/som/Look and Feel Standards 302051 7.pdf

The State Unified Information Technology Environment (SUITE):
Includes standards for project management, systems engineering, and associated forms and templates — must
be followed: http://www.michigan.gov/suite

Agency Specific Technical Environment

In any development, Michigan will comply with standards endorsed or adopted by the Secretary of HHS
pursuant to Sections 1104 and 1561 of the ACA, HIPAA transaction standards, National Institute of Standards
and Technology (NIST) publications for security and controls, and all standards to ensure accessibility as well
as security and privacy standards are consistent with Federal law including the Patient Protection and
Affordable Care Act, Section 508, 504 and Title 1l of the Americans with Disabilities Act. Michigan will
collaborate with other states using the NIEM framework.

The SOM Hub Solution must be deployed so as to facilitate communication with all business partners.
1.104 Work and Deliverable

0. Solution Overview
e The solution must be installed and in operation by 10/1/2013.
e The following table describes how the Hub solution meets CMS'’s seven Critical Success Factors:

CMS Success Factor ub Solution

1 Ability to accept application data Hub will support providers pushing the application data for determining
MAGI eligibility hosted by the MAGI determination service

2 MAGI rules engine Hub will support subscribers calling the MAGI Determination Service
which uses a MAGI rules engine and routing and returning results to
business partners
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3 MAGI Conversion Business function out of scope for this project

4 Providing CMS with the state Business function out of scope for this project
income thresholds, eligibility
flexibilities, URL, call center #,

etc.

5 Connections w/ the Federally Hub will support receiving data from the Federally Facilitated Exchange
Facilitated Exchange and will support supplying data to the Federally Facilitated Exchange
(technically and legally, e.g. the
MOU)

6 Connections w/ the Federal Hub will support subscribers calling the FDSH services

Data Services Hub (both
technically and legally)

7 MEC check- existing Hub will support subscribers calling the service to expose Michigan
Medicaid/CHIP enrollment enrollment information.

e The Contractor will provide SOM Hub Infrastructure to operate an Enterprise Service Bus (ESB) that is
capable of routing, queuing, logging and meeting minimum security requirements.

e The Contractor's solution will use the IBM WebSphere Message Broker for linking multiple systems and
hub together. It will accept calls from Bridges, MiBridges, MAXSTAR, and the Administrative Hearings
system to invoke specific functions such as calling data partners for data verification services. The
results of the requested function/service are routed back to the calling system. The procured licensed
portion of NextGen includes pre-built services with the Federal Data Hub hosted on the Enterprise
Service Bus (ESB).

e Contractor and SOM will adhere to the mutually agreed upon schedule.

e October 1, 2013 deliverables will include the following requirements:

0 The solution must support web service interaction and standard SOAP protocols as per design.

0 The Contractor’s solution will use the IBM Message Broker product to transport these
transactions for the SOM Hub.

0 The SOM Hub Solution shall integrate with the existing platform to provide access to resources
such as the Data Warehouse and MAGI Eligibility Service as well as provides a link between the
existing DCH and DHS case management systems.

0 The SOM Hub Solution must be fully documented to SOM SEM, PMM, SUITE and CMS ELC
standards for in scope activities and deliverables.

SOM HUB SOLUTION OVERVIEW

The Contractor recognizes the importance of security, auditing, high performance and heterogeneous
integration requirements for the SOM, and as a result the SOM Hub solution includes IBM’s DataPower
Security and Integration appliance. Systems that interact with the SOM Hub will interface via the IBM
WebSphere Message Broker (through the DataPower Security appliance) and the function called is routed
to the appropriate service.

WebSphere Message Broker will support seamless integration with IBM DataPower appliance to create a
secure communication gateway for data which is either coming into or going out of the SOM Hub solution.
It supports multiple transport protocols such as SOAP/HTTPS, JMS and RMI, to meet the SOM security
standards.

|. Services and Deliverables To Be Provided
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A. Detail Business and Technical Requirements

High level business requirements will be provided by the State of Michigan to the Contractor. These
requirements will include relevant information from the Federal CALT site and will be consolidated into a
SEMA402 which is the standard SOM SUITE Requirements Specification document.

The primary goal of this stage is to develop a basis for mutual understanding between the business
owner/users and the project team concerning the requirements for the project. The result of this understanding
is a mutually approved Requirements Specification that becomes the initial baseline for product design and a
reference for determining whether the completed product performs as the system owner requested and
expected. All system requirements, (e.g., software, hardware, performance, functional, infrastructure, etc.)
should be included.

This stage involves analysis of the business owner/users' business processes and needs, translation of those
processes and needs into formal requirements, and planning the testing activities to validate the performance
of the product.

Contractor Approach

The Contractor approach for defining, reviewing, and documenting system requirements shall comply with
activities described in the SEM Requirements Definition and Functional Design phases. The high level
business requirements provided by the SOM will be reviewed with stakeholders and elaborated to produce
detailed business requirements.

State and Contractor Roles
The follow table lists the deliverables for the Detailed Business Requirements phase and the roles for both the
State and Contractor.

Contractor will install the pre-built services at project startup and will deliver mutually agreed upon scope and
available data service integrations by October 1, 2013.
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Deliverable Name

Detailed Business
Requirements

Define Functional
Requirements

Define Input and Output
Requirements

Define Performance
Requirements

Define User Interface
Requirements

Define System Interface
Requirements

Define Communication
Requirements

Define Computer Security
and Access
Requirements

Define Backup and
Recovery Requirements
Define Preliminary
Implementation
Requirements

Deliverable Description

This deliverable documents SOM
Hub requirements and includes, at
a minimum, the deliverable
components described in the

Contract.

Responsibility
The State

Provide initial high-
level requirements
Identify staff
participating in
requirement review
meetings
Schedule requirement
review meetings in
line with project
schedule
Participate in review
meetings

Review submitted
Detailed Business
Requirements
deliverable and
provide feedback
Approve Detailed
Business
Requirements
deliverable

Contractor
Facilitate meetings to review
requirements with SOM staff

Document requirements
Prepare Detailed
Business Requirements
deliverable using a
format that aligns with
the SUITE methodology
Submit Detailed
Business Requirements
deliverable for review
Revise deliverable
based on SOM
feedback

Submit deliverable for
approval

Requirements Traceability
Matrix [revised]

The Requirements Traceability
Matrix provides a comprehensive
list of requirements. The matrix is
used throughout the project to trace
requirements to system design
components and to use/test cases.

Review the submitted
Requirements
Traceability Matrix and
provide feedback
Approve the
Requirements
Traceability Matrix

Prepare the
Requirements
Traceability Matrix using
a format that aligns with
the SUITE methodology
Revise the
Requirements
Traceability Matrix
based on SOM
feedback

Submit the deliverable
for approval

Approved Structured
Walkthroughs for above

Meetings led by Contractor staff
that provide a high level review of

Identify SOM that
participate in the

Prepare an agenda for
the walkthrough

documents. the deliverable to the SOM review walkthroughs « Facilitate the
of the documents. e Schedule the walkthrough
walkthrough o Document any issues or
« Participate in the next steps
walkthrough

Deliverable(s)
The Contractor will provide the requirements stated above and provide the following deliverables:
o Detailed Business Requirements

» Define Functional Requirements

» Define Input and Output Requirements

= Define Performance Requirements
» Define User Interface Requirements

= Define System Interface Requirements
= Define Communication Requirements

= Define Computer Security and Access Requirements

» Define Backup and Recovery Requirements
= Define Preliminary Implementation Requirements

o Requirements Traceability Matrix [revised]

e Approved Structured Walkthroughs for above documents.
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Acceptance Criteria
Acceptance criteria for Document Deliverables and Software Deliverables are listed in Section 1.501.

B. Hardware
The Infrastructure solution must be available and fully functional by mutually agreed upon schedule.

Contractor Approach

The following table provides the proposed configuration for development, test and production environments for
the SOM Hub Solution. The Contractor proposed a solution based on the assumption that the VCOE is using
Intel chipsets with a 2 socket, 8 core CPU configurations. The Contractor will adjustment the server
architecture to utilize either one of the three standard virtualization tiers or a custom tier in the VCOE.

The table that follows includes an annotation (Reuse VCOE) for software Contractor will be reusing the VCOE.
An annotation of (Node x) will indicate a highly available (HA) configuration. Finally, an annotation of
(Hardware) will be used to indicate proposed hardware for the SOM Hub Solution. The Contractor will be using
Suse Linux on all virtual servers.
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Virtual Environment Configuration

Environment Software vCPU RAM Storage (GB)
Development IBM WebSphere Message Broker 2 8 20

(Reuse VCOE)
Test IBM WebSphere Message Broker 4 16 20

(Reuse VCOE)
Test Oracle 11g Database 2 4 25
Test IBM DataPower Security and 4 8 100
(Virtual Integration Virtual Appliance XI52
Appliance)
Production IBM DataPower Security and N/A — this is an N/A — this is an N/A — this is an
(Hardware) Integration Appliance X152 (Node 1) appliance appliance appliance
Production IBM DataPower Security and N/A — this is an N/A - this is an N/A - this is an
(Hardware) Integration Appliance X152 (Node 2) appliance appliance appliance
Production IBM WebSphere Message Broker 4 32 140

(Node 1)

(Reuse VCOE)
Production IBM WebSphere Message Broker 4 32 140

(Node 2)

(Reuse VCOE)
Production Oracle 11g Database 4 8 50

Database

The Contractor will implement the Oracle 11g Database on hardware provided by the State. The
Contractor recommends additional virtual servers for the Test and Production environments, in the
table above, to meet the database requirements of the solution. The solution reuses the SOM’s current
database backup and recovery infrastructure for business continuity.

Operating System

The Contractor will use Suse Linux that is currently being used in the SOM VCOE today as the
operating system for the SOM Hub Solution. While the software products proposed for the solution,
described in the Software section below, can run on the most current version of Linux, the proposed
software products are supported on older versions of Linux also.

DataPower Hardware Appliances
The Contractor will use IBM’'s DataPower Integration Appliance X152 which is a security and integration
gateway appliance for delivering common message transformation, integration, and routing functions.

The DataPower XI52 appliance provides the following capabilities:

= Message-level security and access control functionality. Messages can be filtered, validated,
encrypted, and signed enabling secure integration with applications

= Supports security standards and technologies including WS-Security, WS-Policy, WS-
SecurityPolicy, WS-ReliableMessaging, WS-SecureConversation, WS-Trust, SAML, and LDAP

=  Works as an XML/SOAP firewall and provides protection against several threats such as XML
Denial of Service(XDOS), SQL injections, malware and virus detection on XML attachments

= Provides XML acceleration and data transformation between various data formats, including
wire-speed XML transformation, text, binary, and custom formats

*= Logging and audit trail capabilities

= Centralizes policy management, monitoring and administration
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The Contractor will use two (2) DataPower appliances (IBM Data Power Integration Appliance X152) in
the production environment and one (1) DataPower virtual appliance (IBM Data Power Integration

Appliance X152 Virtual Edition) for the development environment.

State and Contractor Roles
The Contractor's SOM Hub Solution will need both Contractor and the SOM to work closely in setting up the
hardware and virtualization environments for the solution per the mutually agreed upon project schedule. The
following table describes the roles that are played by the Contractor and the State.

Activity
Hardware
Infrastructure

Contractor Role

Identify and size processing, memory and
storage requirements for physical 64 bit x86
servers for Development, Test and
Production environments

State Role

Review and accept Contractor
recommendation

Obtain and setup physical hardware in the
VCOE as per specifications provided

Virtualization

Identify and size processing, memory and

Review and accept Contractor

Infrastructure storage requirements for virtualization recommendation
components for Development, Test and o Configure and setup VMware based virtual
Production environments servers in the VCOE as per specifications
« Validate virtualization environment provided
once it has been configured and setup
by the State
Security « ldentify and size security and integration « Review and accept Contractor

Architecture

Gateway requirements for Test and
Production environments

Validate security and integration Gateway
appliances once installed and configured by
the State

recommendation

Procure security and integration Gateway
appliances as per specifications provided
Install and configure security and integration
Gateway appliances in Test and Production
environments

Database « Identify and size database virtual server « Review and accept Contractor
Infrastructure requirements, for processing, memory and recommendation
storage for Development, Test and « Configure and setup database virtual servers
Production environments as per specifications provided
« Validate database virtual servers once o Setup backup and recovery mechanisms for
configured and setup by the State databases to be the same as currently used
at the VCOE
Infrastructure o Coordinate with planned infrastructure « Review and accept Contractor
Upgrades upgrades recommendation

Define and share upgrade/technology life
cycle management plans

Acceptance Criteria

Acceptance criteria for Document Deliverables and Software Deliverables are listed in Section 1.501.

C. Software

The State of Michigan is seeking the software or software as-a-service to fully implement a SOM Hub Solution

to communicate with:

The Federal Data Hub
Federal Trusted Data Sources
The MAGI Eligibility Service. The Michigan Administrative Hearing Service
Michigan document imaging services
Michigan trusted sources of data
Internal and external eligibility determination and enroliment systems
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Contractor Approach

Proposed Solution
NextGen includes services to connect to the Federal verification services of which six are already
system tested and available for smoke testing with the Federal Data Services Hub (FDSH).

The Contractor's SOM Hub solution, based on the NextGen solution, uses an SOA using IBM
WebSphere Message Broker model for interfacing with the Federal Data Hub and external SOM
systems, business intelligence software for advanced reporting, and a secure integration Gateway
appliance to provide security and integration. The modular nature of our architecture will allow the
Contractor to configure components in a way to meet the validated business requirements of the SOM.
The following sub- sections describe the technical architecture, components, and software for the SOM
Hub solution in detail.

Technical Architecture

The Contractor supports the SOM by providing a solution architecture that is implemented on industry leading
software, logical isolation, reusable components, and is built using SOA guidelines. The logical architecture
separates the major technical aspects of the system into conceptual layers to maintain separation of concerns,
reducing complexity and increasing modularity, encapsulation, extensibility and maintainability.

The solution centralizes internal and external interface communication by reusing the SOM'’s existing
WebSphere Message Broker (WMB) to host web services for the SOM Hub Solution. It uses IBM WebSphere
DataPower Appliance XI52 to provide for security and integration gateway services such as SSL
authentication, policy enforcement and routing, validation and auditing of XML messages.

Contractor will leverage the existing State infrastructure in VCOE for hosting the SOM Hub Solution and to
provide for virtualization, storage, connectivity and directory services support.

Contractor uses IBM Rational Requisite Professional for requirements tracking. IBM Rational Application
Developer (RAD) is used in our solution for software development on desktops and Sonar are used for UML
modeling and code quality, respectively, on desktops.

Contractor will use IBM Rational Suite of products: ClearCase and ClearQuest for issue and configuration
management, respectively. Contractor uses ClearCase and ClearQuest client software for desktop installation.
It is assumed that the State will provide workstations and client software for the workstations. Contractor will
leverage the SOM'’s existing build and deployment system based on ANT scripting. Contractor will leverage the
State’s existing SharePoint system for sharing and collaboration.

Enterprise WebSphere Message Broker

Contractor will use IBM WebSphere Message Broker (WMB) as the Enterprise WebSphere Message Broker
for the SOM Hub Solution. WMB supports seamless integration with IBM DataPower Integration Appliance
XI52 that is used as a secure communication gateway for service deployment in the solution. It supports
multiple transport protocols such as SOAP/HTTPS, JMS and RMI.

SIEM Solution

Contractor will use the State’s existing Security Information & Event Management (SIEM) tool for integration
with the SOM Hub solution. Our approach utilizes a combination of available native system capabilities and
builds additional required capability to process audit logs to appropriately collect, correlate and monitor defined
events captured in these audit logs. The access to logs will be limited to the security infrastructure team. The
logs are transferred to the SIEM server over a secure connection. Scope will be limited to making Hub
operational data available to SIEM tool.

List of Software

The following table provides a list of software that is necessary to build and run the SOM Hub Solution as per
the scope defined in this SOW. The software list provides information about each product and its purpose in
the technical solution. All listed software is installed in a server environment except when specifically indicated
to be for a desktop environment in the table that follows.
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Software Name

Purpose

IBM WebSphere Message Broker

Contractor will use the State’'s WebSphere Message Broker as the Enterprise
WebSphere Message Broker for the SOM Hub Solution. WMB allows the proposed
solution to communicate with internal and external interfaces

IBM WebSphere DataPower Security
and Integration Appliance X152

Contractor will use DataPower X152 as a security and integration gateway appliance
to provide message transformation, routing and integration functions; provide
security and access control; to provide XML acceleration; and to centralize policy
management.

Oracle

Contractor will use a current Oracle database and Contractor will create a separate
instance for data persistence for the SOM Hub Solution.

Rational Requisite Pro

Contractor will use Requisite Pro for requirements management for the SOM Hub
Solution.

Rational ClearQuest Client

Contractor will use Rational ClearQuest client software on desktops for integrated
defect management and change tracking (defects, enhancements, testing, etc.),
through a flexible, fully customizable, automated workflow. ClearQuest is accessed
through a local application or over the Web, and allows for real-time reports and
metrics to aid business decisions. (Desktop)

Rational ClearCase Client

Contractor will use Rational ClearCase client software on desktops for integrated
version controlling of system source files. ClearCase aids in workspace
management, allows for parallel development, and provides detailed traceability and
auditing. (Desktop)

IBM Rational Application Developer

This tool integrates with the other Rational products to seamlessly allow developers
to link their code changes back to the original defect/enhancement request, and the
original requirement(s). (Desktop)

IBM Rational AppScan

Contractor will use IBM AppScan tool to conduct automated application vulnerability
assessment in order to identify the application vulnerabilities. (Desktop)

HP Fortify Contractor will use HP Fortify tool to perform automated security code review in
order to identify the code level vulnerabilities. (Desktop)

ANT This tool offers a customized build and deployment process tool using COTS tools
allowing the State to build components of SOM Hub Solution using a unified build
process.

Sonar Contractor will use Sonar to manage code quality. Sonar is a Web-based application

that manages code quality with regards to architecture & design, comments, coding
rules, potential bugs, complexity, unit tests and duplications. (Desktop)

SmartBear SoapUl Professional

Contractor will use SoapUl for functional web services testing in the SOM Hub
Solution. SoapUl is a free and open source cross-platform functional testing solution.
SoapUI helps create and execute automated functional, regression, compliance, and
load tests. (Desktop)

SmartBear LoadUl Professional

Contractor will use LoadUI for load testing of web services in the SOM Hub Solution.
LoadUl is an open source, free and cross-platform solution, including web load
testing, automated testing and stress testing. (Desktop)

TechSmith SnagIT 10

Snaglt is a screen capture program that can also capture video display and audio
output. (Desktop)

Microsoft Visio Standard Edition

Microsoft Visio is a 2-D object drawing, diagramming and flowcharting software
(Desktop)

Microsoft Office Standard Edition

Microsoft Office is used for creation of business and technical documents (Desktop)
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State and Contractor Roles
The Contractor's SOM Hub Solution will need both Contractor and the SOM to work closely in setting up the
software technology environments for the solution per the mutually agreed upon project schedule. The
following table describes the roles that are played by the Contractor and the State in achieving this goal.

Activity

New Server Software e«
Setup

Contractor Role

Identify new server software products and
number of licenses for Development, Test and
Production environments

Validate new server software setups in
Development, Test and Production environments
once State has completed procurement,
installation and configuration

Install and configure new server software
products on virtual servers in Development, Test
and Production environments

State Role

Review and accept Contractor
recommendation

Procure new server software products
and licenses as per specifications
provided

Existing (Reuse) » ldentify existing server software products in the « Review and accept Contractor
Server Software VCOE to be reused and number of licenses for recommendation
Setup Development, Test and Production environments ., procure additional licenses for existing
« Validate additional installations for existing server server software products, if needed, as
software for reuse in Development, Test and per specifications provided
Production environments once State has .
completed installation and configuration
« Install and configure existing server software
products, identified for reuse, on additional virtual
servers, if needed as per specifications provided,
in Development, Test and Production
environments.
New Desktop « ldentify desktop software products and number « Review and accept Contractor

Software Setup

of licenses for Development, Test and Production
environments

Validate desktop software setups in
Development, Test and Production environments
once State has completed procurement,
installation and configuration

recommendation

Procure desktop software products and
licenses as per specifications provided

Install and configure desktop software
products on workstations, as per
specification provided, in Development,
Test and Production environments. It is
assumed that the State will provide the
necessary workstations and all client
software to be installed on the
workstations
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Activity Contractor Role State Role
Security « ldentify and size security and integration « Review and accept Contractor

Architecture

Gateway requirements for Test and Production
environments

Validate security and integration Gateway
appliances once installed and configured by the
State

recommendation

Procure security and integration
Gateway appliances as per
specifications provided

Install and configure security and
integration Gateway appliances in Test
and Production environments

Database Setup

Identify database configuration for reuse of the
SOM'’s existing Oracle 11g data repository for
Development, Test and Production environments

Validate databases once configured and setup
by the State

Review and accept Contractor
recommendation

Configure and setup databases for reuse
of the SOM'’s existing Oracle 11g data
repository as per specifications provided

Setup database backup and recovery
mechanisms to be the same as currently
used at the VCOE

Software Upgrades

Co-ordinate with planned software upgrades

Define and share upgrade/technology
life cycle management plans

Solution
Development

Develop and implement the solution in the
Development environment to meet the SOM’s
requirements

Support solution development by
addressing and troubleshooting
infrastructure and software setup issues

Solution Testing

Test the solution for quality acceptance in the
Test environment to meet the SOM’s
requirements. Report defects found during
testing

Manage, investigate and resolve all defects
reported during testing activities

Participate and support User Acceptance Testing
of the Hub solution in the Test environment.
Report defects found during testing.

Support solution testing by addressing
and troubleshooting infrastructure and
software setup issues.

Overall solution User Acceptance Test
coordination across all the systems.

Performance Testing

Provide specifications to SOM for a performance
test environment. This can be the same as the
Production environment or a standalone
environment that is identical to Production

Carry out performance and load testing of the
solution in a performance test environment.
Troubleshoot and resolve performance issues
identified

Setup a performance test environment
as per specifications provided

Support performance testing by
addressing and troubleshooting
infrastructure and software setup issues

Solution Roll Out to
Production

Support solution deployment to production by
providing necessary documentation, scripts, etc.
to the SOM

Deploy the solution to Production environment
after successful completion of all testing activities

Setup solution monitoring in the
Production environment as currently
used in the VCOE

Post Implementation
Support

Manage, investigate and resolve any solution
related issues reported in the Production
environment

Report any issues or defects
encountered in the Production
environment after solution roll out

Investigate and resolve any hardware,
VCOE and firewall issues in production
and in lower environments
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Deliverable(s)

The Contractor will provide the requirements stated above and provide the following deliverables:
e Procurement of software through purchase
e |Installation of software

Acceptance criteria for Document Deliverables and Software Deliverables are listed in Section 1.501.

D. Application Design

1. Functional Design - describes the logical system flow, data organization, system inputs and outputs,
processing rules, and operational characteristics of the product from the user's point of view. The
functional design is not concerned with the software or hardware that will support the operation of
the product or the physical organization of the data or the programs that will accept the input data,
execute the processing rules, and produce the required output. The focus is on the functions and
structure of the components that comprise the product. Completion date per the mutually agreed
upon schedule.

2. System Design - The goal of this stage is to translate the user-oriented functional design
specifications into a set of technical, computer-oriented system design specifications; and to design
the data structure and processes to the level of detail necessary to plan and execute the
Construction and Implementation Stages. General module specifications should be produced to
define what each module is to do, but not how the module is to be coded. Effort focuses on
specifying individual routines and data structures while holding constant the structure and interfaces
developed in the previous stage. Each module and data structure is considered individually during
detailed design with emphasis placed on the description of internal and procedural details. The
primary work product of this stage is a system design that provides a blueprint for the coding of
individual modules and programs. This will be completed at a mutually agreed upon schedule.

Contractor Approach

The Contractor understands that application design consists of functional and system/technical design that
become the blueprint for development of the SOM Hub Solution. The functional design is focused on gathering
the function and structure of the components of the solution without a major focus on the technical perspective
of the system.

The Application Design phase follows the gathering of business requirements. During the requirements phase,
a mutual understanding between the State staff and Contractor concerning the requirements of the project is
achieved. This results in a final business requirements document that is an initial baseline for the functional
and system design. During application design, the SOM Hub functional and technical leads identify any
dependencies across functions and modules in order to plan for development and subsequent testing.
Communication of the execution plan for a business requirement in a manner that is easily understood by non-
technical stakeholders is a key part of the design.

The Contractor understands that the completion date is critical for the functional design that describes the
logical system flow, data organization, system inputs and outputs, processing rules, and system operational
characteristics.

Detailed requirements (business and system), use cases, and the requirements traceability matrix produced in
the Requirements Gathering and Validation phase serve as inputs to the Functional Design phase. The
Contractor will use the State of Michigan (SOM) SUITE methodology, specifically the Systems Engineering
Methodology (SEM) to develop the functional design. The approach transforms user requirements or the “what
to do” obtained and approved by stakeholders, into a functional design, the “how to do it,” that satisfies
business needs while minimizing risk to existing system functionality.
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Deliverables

Deliverable Responsibility

Name Deliverable Description The State Contractor

Functional The Functional Design Document that is « Provides input into the « Conducts deliverable
Design created using inputs from the State and functional requirements walkthrough

Document expanding upon requirements. It « Signs off on the « Obtains approval on the

summarizes the proposed changes and
includes sufficient detail for development. It
also describes the logical system flow, data
organization, system inputs and outputs,
processing rules, and operational
characteristics of the product from the user's
point of view.

Functional Design
document

Facilitates coordination
with external stakeholders
Attends Functional
Design deliverable
walkthrough

Functional Design
Document

Develop a detailed plan
outlining the approach to
gather complete
requirements from the
clients and proposing a
functional design that
addresses the business
requirements and also acts
as a document used for
system and technical

design
Maintenance The Maintenance Plan details various « Provides input into the o Conducts deliverable
Plan maintenance activities for the solution maintenance activities walkthrough

including:

« Process for planned and unplanned
outage notification

« Process for performing routine
maintenance during a specified planned
weekly maintenance period

« Plan to maintain system availability
during planned and unplanned
maintenance

« Plan to handle emergency maintenance
situations that may be required to bring
down the system by giving, when
possible, advance notice, before the
system is taken down for maintenance

« Plan to maintain reliable business
operations without interruption or delay

« Describes a recommended delivery
schedule for interface data generation,
report distribution, file creation, and
other services

Signs off on the
Maintenance Plan
Facilitates coordination
with external stakeholders
Attends Maintenance
Plan deliverable
walkthrough

Obtains approval on the
Maintenance Plan

Develop a detailed plan
outlining the approach for
various types of
maintenance activities
including process for
planned and unplanned
outage notification, plan on
how to maintain system
availability during
maintenance, plan for
emergency maintenance
situations, plan to maintain
reliability, and
recommended maintenance
delivery schedule
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Deliverable
Name

Deliverable Description

Responsibility

The State

Contractor

Requirements
Specifications
[Final]

The Requirements Specification (final
version) describes the essential functional
requirements including the procedures by
which it can be determined that the
requirements have been met. Specifications
help avoid duplication and inconsistencies,
allow for accurate estimates of necessary
work and resources, act as a negotiation and
reference document for engineering
changes, provide documentation of
configuration, and allow for consistent

Provides input into the
requirements
specifications

Signs off on the
Requirements
Specifications document
Facilitates coordination
with external stakeholders
Attends requirements
specifications deliverable
walkthrough

Conducts deliverable
walkthrough

Obtains approval on the
Requirements Specification
Document

Validating whether each
requirement of the state has
been addressed in the
requirements process and
how the functional design
will implement the proposed

communication among those responsible. changes
Requirements The updated Requirements Traceability « Provides input into the « Conducts deliverable
Traceability Matrix (updated from prior version) maps the requirements traceability walkthrough
Matrix requirements to the newly created or matrix « Obtains approval on the
[Updated] updated Uses Cases and Activity Diagrams. «  Signs off on the Requirements Traceability
Requirements traceability supports Requirements Traceability Matrix
bidirectional verification of how requirements Matrix « Develop a detailed plan to
are met during the design phase. Forward « Facilitates coordination maintain and track all the
traceability supports the progressive with external stakeholders requirements of the state
refinement of requirements into design « Attends Requirements and also make
specifications while backward traceability Traceability Matrix modifications if necessary
confirms that no specification is implemented deliverable walkthrough during the design process
unless meant to support a key requirement. based on state’s needs
Hosting The Hosting Solution Document that outlines «  Provides input into the « Conducts deliverable
Solution the approach to hosting the Hub solution in Hosting Solution walkthrough
Document Michigan’s existing Virtual Center of Document « Obtains approval on the

Excellence (VCOE) including a list of virtual
servers and their hardware specifications.

Signs off on the Hosting
Solution Document
Facilitates coordination
with external stakeholders
Attends Hosting Solution
Document deliverable
walkthrough

Hosting Solution Document

System Design

During the system design stage, functional design specifications are translated into a set of technical,
computer-oriented system design specifications. It also includes designing the data structure and processes to
the level of detail necessary to plan and execute the Development and Implementation stages. The system
design acts as a blueprint for the coding of individual modules and program.

Deliverables

Deliverable
Name

Deliverable Description

Responsibility
The State

Contractor

Requirements
Traceability
Matrix
[Revised]

The revised Requirements Traceability
Matrix (revised from prior version) maps the
requirements to the newly created or
updated Uses Cases and Activity Diagrams.
Requirements traceability supports
bidirectional verification of how requirements
are met during the design phase. Forward
traceability supports the progressive
refinement of requirements into design
specifications while backward traceability

Provides input into the
requirements traceability
matrix

Signs off on the

Requirements Traceability ,

Matrix
Facilitates coordination

with external stakeholders
Attends Requirements

Manages Requirements
Traceability Matrix

Conducts deliverable
walkthrough
Obtains approval on the

Requirements Traceability
Matrix

Develop a detailed plan to
maintain and track all the
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Deliverable Deliverable Description Responsibility
Name The State Contractor
confirms that no specification is implemented Traceability Matrix requirements of the state
unless meant to support a key requirement. deliverable walkthrough and also make

modifications if necessary
during the design process
based on clarified business

requirements
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Deliverable Deliverable Description Responsibility
Nam
ame The State Contractor
Software The Software Configuration Management « Provides input into « Develops Software
Configuration Plan (final version) manages the tracking, Software Configuration Configuration Management
Management versioning, and deploying of software as it is Management Plan Plan
Plan [Final] configured and customized. The software activities « Obtains approval on the
configuration tool will allow the framework ., conducts deliverable Software Configuration
and development teams to share source files walkthrough Management Plan
and perform parallel development through its . .
ability to lock files, track version history, and Attends Sqftware »  Co-ordinates with the state
erform merges. Configuration and_ ex}ernal agencies to
P Management Plan assist in documenting the
deliverable walkthrough Software Configuration
« Provide agreement on Management Plan
overall approach
System The System Design Document (final version) «  Provides input into the « Develop System Design
Design is a set of technical, computer-oriented System Design Document - to elaborate
Document system design specifications that define the Documentation upon business
[Final] data structure and processes and servesas ,  Approves the System requirements and produce
a blueprint for the coding of individual Design Documentation a system design that
modules and programs. . N translates the functional
« Facilitates coordination . into loaical
with external stakeholders requirements into logica
. system flow, data
+ Attends System Design organization, system
Document deliverable inputs and outputs,
walkthrough processing rules and
operational characteristics
« Conducts deliverable
walkthrough
« Obtains approval on the
System Desigh Document
Test Plan The Test Plan (initial version) includes « Provides inputs on the « Develops Test Plan - a
[Initial] timelines, resources allocation and effort test plan detailed plan to manage

required to complete a full cycle of testing

which includes unit, integration, quality and

user acceptance testing.

Approves the Test Plan

and organize testing efforts
that address the needs of
the proposed changes

Conducts deliverable
walkthrough

Obtains approval on the
Test Plan Document
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Deliverable Deliverable Description Responsibility
N

ame The State Contractor
Test Type The Test Type Approach and Reports (final « Provides inputs on Test « Develops Test Type
Approach version) deliverable consolidates the Type Approach and Approach and Reports
and Reports  approved testing scope, approach, success Reports . Conducts deliverable
[Final] criteria, expected results, actual resultsand ,  Approves the Test Type walkthrough

final results to support the decision to Approach and Reports . Obtains approval on the

proceed to the next test type or

implementation stage. Test Type Approach and

Reports Document

Test Cases Test Cases (initial version) describe an input, « Provides inputs on the « Develops Test Cases
[Initial] action or event and an expected response, test cases . Conducts deliverable
to determine if a feature of an applicationis ,  Approves Test Cases walkthrough
working correctly. The basic objective of documentation

« Obtains approval on the

writing test cases is to validate the testing Test Cases Document

coverage of the application.

Acceptance Criteria
High-level acceptance criteria for Document Deliverables and Software Deliverables are listed in Section
1.501.

E. Application Development

Construction involves coding, validation and unit testing by a developer. Any hardware or software procured to
support the construction effort is installed or modified. Plans are developed for the installation of the operating
environment hardware and software. A training program is designed and a Training Plan that describes the
system is produced. The activities in this stage result in the transformation of the system design into the first
complete executable representation of the product. If required, the source code or COTS “glue” code, including
suitable comments, is generated using the approved program specifications. The source code is then grouped
into logical units and all high-level language units are compiled into object code. Unit testing is performed to
determine if the code satisfies the program specifications and is complete, logical, and error free. The
operating documentation is also produced. The operating documentation is required for installing, operating,
and supporting the product through its lifecycle. This will be completed on a mutually agreed upon
schedule.

Contractor Approach

The Contractor will leverage the State of Michigan’s (SOM) SUITE approach, and the customized SOM HUB
plans to expedite the development process. The Contractor’'s development team, following the SUITE
approach, brings development assets including code libraries, code artifacts, reusable service-oriented
capabilities, technical frameworks and accelerators to jumpstart the SOM Hub Solution.

The Contractor will provide deliverables as listed in this SOW.

During the development phase, the Contractor will take full advantage of the application’s use of framework
tools to minimize development of redundant components. The Contractor will also leverage code generation
techniques that support code re-use to augment manual code development. The Contractor’'s Quality
Assurance team will review design documents and conducts code inspections to confirm that application
development follows the guidelines established during initial phases of the project. The following table lists
some of the key activities.
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Key Activities Description

Develop Code The activity involves generating source and object code, executables, and scripts for the software
modifications. Developers write the source code in accordance with the programming standards
established in collaboration with the State and according to the specifications documented in design
artifacts.

Unit Testing Unit testing is used to verify the input and output for each module. Successful testing indicates the
validity of the function or sub-function performed by the module and confirms traceability to the design.

Code Review This activity includes automated and manual security source code reviews in order to identify code
level vulnerabilities. Automated code review will be performed by integrating with HP’s Fortify code
scanning tool.

Secure Code This activity includes performing a controlled security vulnerability assessment of the application web

Review services environment to identify application web services vulnerabilities. The application vulnerability
assessment will be performed using IBM’s AppScan tool.

Application This activity includes performing controlled security vulnerability assessment of application web

Vulnerability services environment to identify application web services vulnerabilities. Application vulnerability

Assessment assessment will be performed using IBM AppScan tool.

Development Traceability confirms that the development artifacts are directly related to the design artifacts. Any

Traceability traceability gaps identified are managed through the change control process.

Use of Tools The Contractor will use automated tools to track defects and enhancements, detailed traceability and

auditing, and allow developers to develop, assemble, and test java code.

Develop Code

An iterative development process is used to build solutions based on the Functional and System
designs. Development staff are assigned specific system components that allows the project to track
resource utilization and developer responsibilities. This supports associating supporting requirement
and design documentation required to complete development. The State’s preferred development
tracking tool, ClearQuest, is used to assign and track progress.

The Release Planning Management committee utilizes ClearQuest to group components into
scheduled releases, where similar or dependent functionality can be logically grouped for the purposes
of development, testing assignments, and code migration through the environments. The Contractor will
track the status of components following completion of quality assurance checks, and promote the
components to the appropriate test environment.

Code artifacts that are created or modified during the development phase are checked into ClearCase.
ClearCase is the version control software utilized by the State of Michigan (SOM) and delivers an audit
trail of the changes between code versions. It also aids flexibility by allowing development staff to
reserve code files for modification, enabling multiple concurrent changes, and enforcing review and
merging once the updated file is ready to be checked in. A detailed version tree provides development
staff with a historical view and file changes and links to the CQ activities documenting the business and
technical requirements that prompted the updates.

Unit Testing
The unit testing process follows a Software Development Plan that details the scope, approach,

process, and testing tools so that unit testing is adhered to by all developers. During unit testing, the
Contractor will test to confirm that the basic building blocks of the SOM Hub Solution conform to the
system design specifications. Developers are required to complete a Unit Test Checklist for each
component they develop or modify.

Quality assurance involves tasks such as code review, unit test review and Detailed Functional and
Technical Requirements Traceability Matrices review to confirm completeness, consistency, and
traceability of the development artifacts. In addition, this task confirms that the development
deliverables maintain adherence to programming standards, trace back to requirements, provide
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coverage of the specifications, compliant to functional and technical requirements, are maintainable,
and are efficient in terms of quality and run time.

The code generated by the developers is unit tested before promoting to the test environments for
testing. The unit test approach defined in the development deliverables is used to develop and execute
the unit test cases. Unit test data is created and setup using a repeatable process for continuous
testing of software code. The unit test results are documented and published with all stakeholders. Unit
testing tools such as JUnit for unit testing code artifacts are used. Unit test data is designed to simulate
all the end conditions for unit testing. Stubs are created for unit testing interfaces that are still in
development.

Code Review

The Contractor will employ multiple technigues to enforce coding standards, established mutually with
the State of Michigan (SOM). These include but are not limited to peer reviews, automated tools, and
QA audits. The Contractor will also create reports to document their compliance with coding standards
and coverage across the code base.

The Contractor will employ the use of manual reviews to confirm that in-line code documentation and
code comments meet coding standards and guidelines. After the developer completes unit testing,
development peers and the QA Team review the code. Peer reviewers and the QA team members
perform reviews with checklists to confirm the use of in-line and code comments. If the application code
does not meet coding standards, the peer reviewer and the QA Team will document the results of the
review and work with the developer and team lead to resolve issues before the code changes are
promoted to any other environments.

Secure Code Review

The Contractor recommends the use of the HP Fortify tool for secure code review. The Contractor will
integrate information security into the Systems Development Life Cycle (SDLC) of the application
development phase by including automated and manual source code reviews in order to identify code
level vulnerabilities. Automated code review will be performed by integrating with HP’s Fortify code
scanning tool. Manual code reviews will be performed to help eliminate false positives identified by the
automated code scanning tool and also for helping to identify vulnerabilities which are not identified by
the automated code scanning tool.

Static Code scanning will be performed on the application custom code during the application
development or once the code is developed, in order to identify code level vulnerabilities such as
vulnerabilities related to Authentication, Authorization, Input and output Validation, Error/exception
Management, hard coded strings used in the code, Business logic flaws etc. This code review will
identify common coding vulnerabilities such as Open Web Application Security Project (OWASP)
vulnerabilities in software development processes, including cross-site scripting (XSS), injection flaws
(SQL injection, LDAP and XPATH injection), malicious file execution, unsecure direct object references,
and cross-site request forgery (CSRF). The Contractor will provide the recommendations and mitigation
strategy to remediate the identified vulnerabilities and to improve the security posture of the application
source code.

Application Vulnerability Assessment

The Contractor recommends the use of the IBM AppScan tool to perform a controlled security
vulnerability assessment of the application web services environments with the primary goal of
identifying vulnerabilities present in the application web services and recommend mitigations to make
applications/web services under the scope of engagement more secure.

The Contractor will perform both unauthenticated user (black-box) and authenticated user (grey-box)
testing. Unauthenticated user testing will involve assessment of web services without having the
application user credentials. Authenticated user testing will involve assessment of web services with the
application user credentials or simulating the application user.
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This application vulnerability assessment will be performed before the user acceptance testing takes
place and gets deployed into the production environment to identify web service specific vulnerabilities
related to unauthorized access, data integrity and confidentiality attacks including resource hijack, XML
flood, coercive parsing, recursive elements, jumbo payloads, replay attack, message tampering,
XPATH injection, SQL injection, and message snooping.

The Contractor will perform both automated and manual application vulnerability assessments in order
to identify application vulnerabilities. Automated assessment will be performed by integrating with the
IBM AppScan tool. Manual assessments will be performed to help eliminate false positives identified by
the automated assessment tool and also for identifying vulnerabilities which are not identified by the
automated assessment tool.

Development Traceability

The development process starts with the design artifacts created during the detailed design phase. The
design artifacts in turn were created using the defined requirements. This confirms traceability of
software code when development is initiated. Also during the development process the Contractor will
continuously review and trace the development artifacts to the design artifacts to continue confirming
traceability. Any traceability gaps identified are managed through the change control process.

Security Plan, Security Risk Assessment and Privacy Impact Assessment

The Contractor will leverage a System Security Plan to assist in the successful implementation of the
security infrastructure for the SOM Hub Solution. The security plan will be the foundation upon which
the Contractor will incorporate security activities such as privacy impact assessment, security risk
assessment, compliance components and security technical requirements as well the policies,
procedures and oversight activities to address the security requirements for the overall solution.

The Security Plan will outline the management, operational, and technical controls necessary for
security and privacy compliance and risk mitigation against security and privacy threats and
vulnerabilities. To conduct the security risk assessment, the Contractor will utilize an established
toolset, Security Risk Framework, which is designed to make it both easier to manage as well as
streamline the compliance management process on an ongoing basis. The Contractor’'s Security Risk
Framework will provide a single source of applicable security and privacy risk rationalized controls that
are derived after linking requirements, risks, controls, and test procedures to the functions and
operations of the Hub Solution.

The Contractor will use a combination of both our understanding and experience of applicable Federal
and State regulatory policies, standards guidelines, as well as State policies. The Contractor will use
their privacy process to identify and design security and privacy controls to meet the applicable
privacy/confidentiality requirements. For example, one of the key Contractor activities performed during
the design phase of the project is a Privacy Impact Assessment of the solution’s business functions to
understand the data flows of sensitive information throughout the SOM Hub Solution. This analysis will
provide insights into privacy control points that need to be addressed through the use of process and
technology controls.

Tools
The Contractor will use the following standard tools in compliance with State requirements to complete
the application design and development activities.

Tool Name Purpose

IBM Rational Tool for change tracking (defects, enhancements, testing, etc.). ClearQuest is accessed through a

ClearQuest local application or over the web, and allows for real-time reports and metrics to aid business
decisions.

IBM Rational Tool for version controlling the system source files, aids in workspace management, allows for

ClearCase parallel development, and provides detailed traceability and auditing.

IBM Rational Tool for developers to develop, assemble, and test java code. This tool integrates with the other

Application Rational products to allow developers to link their code changes back to the original

Developer defect/enhancement request, and the original requirement(s).
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Tool Name Purpose
IBM Rational The Contractor will use IBM AppScan tool to conduct automated application vulnerability
AppScan assessment in order to identify the application vulnerabilities. (Desktop)
HP Fortify The Contractor will use HP Fortify tool to perform automated security code review in order to identify

the code level vulnerabilities. (Desktop)

The contractor will be required to produce deliverables as listed in this SOW.

Deliverable
Name

Deliverable Description

Maintenance
Plan [Revised]

The Maintenance Plan (revised from prior

version) details various maintenance

activities for the solution including:

o Process for planned and unplanned
outage notification

o Process for performing routine
maintenance during a specified
planned weekly maintenance period

« Plan to maintain system availability
during planned and unplanned
maintenance

« Plan to handle emergency
maintenance situations that may be
required to bring down the system by
giving, when possible, advance
notice, before the system is taken
down for maintenance

« Plan to maintain reliable business
operations without interruption or
delay

« Describes a recommended delivery
schedule for interface data
generation, report distribution, file
creation, and other services

Responsibility

The State

Provides input into the
maintenance activities
Approves the Maintenance
Plan

Facilitates coordination
with external stakeholders
Attends Maintenance Plan
deliverable walkthrough

Contractor

Conducts deliverable
walkthrough

Obtains approval on the
Maintenance Plan
Develop a detailed
Maintenance Plan outlining
the approach for various
types of maintenance
activities including process
for planned and unplanned
outage notification, plan on
how to maintain system
availability during
maintenance, plan for
emergency maintenance
situations, plan to maintain
reliability, and
recommended
maintenance delivery
schedule

Requirements

The revised Requirements Traceability

Provides input into the

Manages the

Traceability Matrix (revised from prior version) maps requirements traceability Requirements Traceability
Matrix the requirements to the newly created or matrix Matrix
[Revised] updated Uses Cases and Activity o Approves the o Conducts deliverable
Diagrams. Contractor’s requirements Requirements Traceability walkthrough
traceability supports bidirectional Matrix « Obtains approval on the
verification of how requirements are met « Facilitates coordination Requirements Traceability
during the design phase. Forward with external stakeholders Matrix.
traceability supports the progressive « Attends Requirements « Develop a detailed plan to
refinement of requirements into design Traceability Matrix maintain and track all the
specifications while backward traceability deliverable walkthrough requirements of the state
confirms that no specification is and also make
implemented unless meant to support a modifications if necessary
key requirement. during the design process
based on state’s needs.
Test Type The Test Type Approach and Reports « Provides inputs on Test o Develops Test Type
Approach and (revised from prior version) deliverable Type Approach and Approach and Reports
Reports consolidates the approved testing scope, Reports for implementation « Conducts deliverable
[Revised] approach, success criteria, expected of the SOM Hub solution walkthrough
results, actual results and final results to « Signs off on the Test Type « Obtains approval on the Test
support the decision to proceed to the next Approach and Reports Type Approach and Reports
test type or implementation stage. documentation Document
Test Cases Test Cases (revised from prior version) o Providesinputs onthe test « Develops Test Cases
[Revised] describe an input, action or event and an cases for implementation « Conducts deliverable

expected response, to determine if a

of the SOM Hub solution

walkthrough
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Deliverable
Name

Deliverable Description

Responsibility

feature of an application is working
correctly. The basic objective of writing
test cases is to validate the testing

coverage of the application.

Transition Plan
[Initial]

The Transition Plan (initial version) is a

detailed approach to confirm that SOM will

have the knowledge and skills to
appropriately maintain the system. The

Transition Plan will provide the framework

for training technical resources how to
maintain the system to accomplish their
day-to-day job duties. This Plan will

require coordination with the PM support

staff and the SOM project team
representative, and must include:

« ldentify the level of training needed by

each technical resource
« Itemize detailed training activities,

materials and deliverables as well as

procedures and processes

The State Contractor

« Signs off on the Test cases « Obtains approval on the Test
documentation Cases Document

« Provides input into « Develops Transition Plan
transition planning « Conducts deliverable
activities walkthrough

o Attends Transition Plan o Obtains approval on the
deliverable walkthrough Transition Plan

« Provide agreement on « Facilitates coordination
overall approach with external stakeholders

« Provide a schedule for
transition

« Itemize detailed transition
activities, materials and
deliverables as well as
procedures and processes

e Include an approach for
transitioning of the solution
to SOM after the SOM Hub
Solution has been
implemented
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Deliverable Deliverable Description Responsibility
Name The State Contractor
Installation The Installation Plan (initial version) is a « Provides input into « Develops Installation Plan
Plan [Initial] document that provides the Installation Installation Plan activities « Conducts deliverable

approach and the Instructions on
installation steps.

Attends Installation plan
deliverable walkthrough
Provide agreement on
overall approach
Provide a schedule for
installation

walkthrough

Obtains approval on the
Installation Plan
Facilitates coordination
with external stakeholders

Training Plan
[Initial]

The Training plan (initial version) is a

document that:

« Identifies each training group and
documents training needs

« Provides the basic outline for materials

to address the training needs of each
group including the tools that will be
used to create these materials

« Identifies a schedule for development

of

training materials and delivering training

content

« Documents a process to evaluate
training and incorporate feedback to
continually improve training delivery.

Provides input into Training
Plan activities

Attends Training plan
deliverable walkthrough
Provide agreement on
overall approach

Develops Training Plan
Conducts deliverable
walkthrough

Obtains approval on the
Training Plan

Facilitates coordination
with external stakeholders
Provide a schedule for
publishing the training plan
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Deliverable Deliverable Description Responsibility

Name The State Contractor

Security Plan  The Security Plan and Assessment « Provides input into the « Develops Security Plan
and (revised version) details the security security activities and Assessment
Assessment activities such as policies, procedures, « Signs off on the Security « Conducts deliverable
[Revised] training, security technical components, Plan and Assessment walkthrough

compliance related activities, as well the  «
overall oversight activities to address the
requirements for the overall SOM Hub .
Solution
« Includes System Identification,
Management Controls, Operational
Controls and Technical Controls
identified in our Security Risk
Framework to support regulatory
requirements and mitigate risks
« Document potential and actual security
incidents in a security report that will
contain incident identification times and
the nature of each potential security
incident

Facilitates coordination
with external stakeholders
Attends Security Plan and
Assessment deliverable
walkthrough

Obtains approval on the
Security Plan

Development
Baselines

Development Baselines act as a reference
point in the software development life
cycle marked by the completion and

formal approval of a set of predefined .
work products. The objective of a baseline
is to reduce a project's vulnerability to .

uncontrolled change by fixing and formally
change controlling various key
deliverables (configuration items) at
critical points in the development life
cycle. Baselines are also used to identify
the aggregate of software and hardware
components that make up a specific
release of a system

Signs off on the
Development Baseline
Documents

Facilitates coordination
with external stakeholders
Provides inputs to the
development baseline
documents

Document Development
Baselines

Conducts deliverable
walkthrough

Obtains approval on the
Development Baseline
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Deliverable Deliverable Description Responsibility
Name The State Contractor
Operating The operating documents describe the « Signs off on the Operating « Provide the operating
Documentation process that includes how system is to be Documentation documents that describe
-User Manual monitored for health, performance, and « Facilitates coordination the Service Management
Developer’s availability including drill-down analysis, with external stakeholders Process, the problem
Reference reporting, and resolution against SLAs escalation process, support
Manual and KPls. As well as: staff roles and

o Outline the problem escalation
process, including defining problem
severity levels, response time
requirements, and outcomes for each
level. Contractor will work with the
SOM Hub Solution Project Manager to
resolve issues noting that the SOM
Hub Solution Project Manager has the
final authority on the issue resolution

« Describe various types of support
needed for the SOM Hub Solution
staff roles and responsibilities

« Describe the handling of trouble
tickets and problem escalation,
including timeframes, report contents,
and notifications to the SOM Hub
Solution, State, and users

responsibilities, and issue
handling

Project Test
File

The Contractor provides the state with the -«
Project Test Files that acts as a baseline

to validate the testing coverage of the .
application

Signs off on the Project
Test File

Provides inputs and review

Project Test Files

Provides the state with the
Project Test File
deliverable

Conducts walkthrough for
the deliverable
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Deliverable Deliverable Description Responsibility

Name The State Contractor

System units  The Contractor provides the state with the «  Signs off on the System « Provides the state with the

and modules System units and modules deliverable that units and modules System units and modules
describes all the units and modules that « Provides inputs and review deliverable
are created during the implementation of deliverable « Conducts walkthrough for
the SOM Hub Solution. It is a critical « Communicates and Co- the deliverable

document during the Application
Development phase as it helps
understand the functional areas in the
system and also provides tracking ability
for future changes

ordinates with external
stakeholders that are
required for review and
inputs.

State and Contractor Roles

The table that follows outlines the key deliverables for the SOM Hub Solution implementation and identifies the
division of responsibilities between the Contractor and the State.

Application Development

Contractor State Responsibility
Responsibility

Periodic reviews of the output from the development iterations to

demonstrate overall progress and status of the implementation

phase. These reviews will be conducted at the SOM'’s option and

may be conducted by the State's project team members.

v v

Conduct quality assurance reviews in addition to periodic SOM

stakeholder reviews to confirm adherence to project development

standards and guidelines.

v

Customize and/or develop the different classes, code components, ‘/
interfaces, common services and implementation logic as defined in

the technical design.

Confirm the application development deliverables for completeness, ‘/
consistency, and traceability. Also confirm the deliverables maintain
adherence to programming standards, provide complete coverage of

the specifications, are maintainable, and perform as expected.

Create and update system documentation (e.g., development,
training, security, design, requirements, etc.) for the SOM Hub
Solution

Deliverable(s)

The Contractor will provide the requirements stated above and provide the following deliverables:

¢ Maintenance Plan [revised]
Requirements Traceability Matrix [revised]
Test Type Approach and Reports [revised]
Test Cases [revised]
Transition Plan [initial]
Installation Plan [initial]
Training Plan [initial]
Security Plan and Assessment [revised]
Development baselines
Operating Documentation

0 User Manual

0 Developer's Reference Manual
Project Test File
e System units and modules

Approved Structured Walkthroughs for above documents.
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Acceptance Criteria
High-level acceptance criteria for Document Deliverables and Software Deliverables are listed in Section
1.501.

F. Testing

Testing activities focus on interfaces between and among components of the product, such as functional
correctness, system stability, overall system operability, system security, privacy and sensitive information
control, and system performance requirements (e.g., reliability, maintainability, and availability). Testing
performed incrementally provides feedback on quality, errors, and design weaknesses early in the integration
process. In this stage, components are integrated and tested to determine whether the product meets
predetermined functionality, performance, quality, interface, and security requirements. Once the product is
fully integrated, system testing is conducted to validate that the product will operate in its intended
environment, satisfies all user requirements, and is supported with complete and accurate operating
documentation. User Acceptance Testing (UAT) follows System Testing, and solicits feedback from users to
make any final adjustments to the programming before releasing the product for implementation.

Integration Test completion date: To be mutually agreed within the project plan.
System Test completion date: To be mutually agreed within the project plan
User Acceptance Test completion date: 9/15/2013

Contractor Approach

The Contractor will facilitate regular and open communication and collaboration with State of Michigan (SOM)
business and technical leads, and testing team members to provide timely support through to the completion of
the testing phase.

The Contractor shall follow the testing stages defined in the State’s SUITE, tailored specifically to the SOM
Hub project needs. These processes will be augmented with skilled team members who have the experience
to apply this structured testing framework.

Unit Testing
The Contractor will adhere to SUITE’s defined entrance criteria, artifacts to be provided, and exit criteria

for this phase of testing. The Contractor’s development team creates and executes unit test scripts as
components are developed so that each individual component is fully exercised and adds software
stability to testing environments. When issues are discovered, the Contractor will correct issues in a
unit test with an iterative process until the issue is resolved. Any issues that are discovered in unit test
are documented in ClearQuest with problem statements, root cause, and resolutions providing insight
to the State of Michigan (SOM) as to the types of issues found in this stage of testing. This information
can be referenced in later test phases should similar or related issues be identified.

Throughout this process, the Contractor will perform Quality Assurance code inspections that focus on
early testing to identify and address issues early in the SDLC. This process cuts the cost of quality by
preventing errors from reaching QAT and UAT test environments where issues are costlier to correct.

Following unit testing, the code enters into a peer review regimen in which the Contractor assigns
senior developers to assess code conformance to function, standards, and performance. Finally, the
Contractor will conduct quality control audits to assess completeness of the preceding tasks.

Each unit test condition and result is documented in ClearQuest and provides traceability between unit
test results system requirements. Documentation provides the steps executed, test cases used,
expected results, and actual results.

Integration Testing

Integration testing verifies that functional requirements for full integration with other groups are in place
for testing. ClearQuest will be used to capture testing scenarios completed during integration testing.
This information is valuable to the further testing phases for the individual deployment but also for
future testing efforts for related code changes in the same system area. In this way the Contractor will
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build a testing scenario suite that allows their teams to continue to improve efficiency in their testing
efforts for application maintenance activities.

System Testing (Quality Assurance)

System testing is performed in accordance with the Quality Assurance Test (QAT) Plan established for
each scheduled release. System Testing is the process of testing the software and required
hardware/network infrastructure as a whole. The Contractor will validate the system by simulating the
numerous variations of user process flows (both positive and negative), user or application security and
system initiated use cases (both positive and negative), and other application requirements. The
Contractor will confirm that the tested requirements are met in a manner consistent with the system
requirements. System testing is performed in a separate environment to work diligently toward a stable
test environment. The Contractor’'s approach also includes testing both manual and automated
processes to confirm a valid test. By involving selected end users in these tests, early validation of
functionality is achieved.

There are various aspects of system testing that are performed to address the components in the SOM
Hub Solution. The Contractor will create and use a Quality Assurance Test Plan to track the
progression of quality assurance testing for a release and report on the status of that testing at various
points in the release. The table that follows lists the types of system tests the Contractor will perform.

Type of Testing Expected Results Benefits to the State
Documentation and « Alignment of Requirement and « State of Michigan (SOM) business and
Procedure Design artifacts technical leads have accessible
« Process flows reflect newly updated resources when processing questions
functionality arise

« Batch sequence instructions reflect
any newly created or modified batch process

flow(s)
Functions/Requirements « SOM Hub Solution functions per « Functionally rich application aligned to
reguirements SOM'’s business requirements
Operational « System availability in the production « The System is fully operational after
environment every release
Installation « Testing of installation capabilities on required « Successful deployments
(Implementation) platforms
Security « Existing system security enforces « Sensitive client data is secure

appropriate authentication

Closely following to the SUITE and CMMI frameworks, this testing phase validates system response
timing, performance, security, and the functional accuracy of logic and numerical calculations under
normal and high-load conditions. Query and report capabilities are exercised and validated. Operating
documentation is verified for completeness and accuracy.

System test scenarios and results will be documented in ClearQuest and linked to the Change
Implementation record, enforcing traceability to the requirements and development items for the
activity. The Contractor will follow SUITE processes to identify, triage, and resolve issues identified
during system testing. The testing team will work in collaboration with DHS, DCH, and DTMB to
evaluate failed test scenarios, determine the appropriate resolution, consulting SMEs as required for
clarification, and allocate the necessary development resources to expedite issue resolution. The
Contractor’s procedures shall follow the complete SDLC to avoid any further discrepancies or issues in
the testing environments by complete verification and validation of additional changes.
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Regression Testing

Regression Testing will be completed for each iteration of new code that is introduced to the new
environment. The Contractor’s approach will include the process of selective retesting of the system
and system components to verify that the modifications have not caused an unintended effect and that
the system still complies with the specified requirements. This approach allows issues or defects to be
identified at the time that new code is introduced instead of during UAT testing. Test scripts are
reviewed and shared between the Contractor and the State of Michigan (SOM) testing teams, in
coordination with the State’s SMEs, to confirm compliance with policy and business processes.

Regression testing will be performed in the QAT environment in conjunction with system test scenarios.
As the release is delivered as a baseline, grouping all system functionality into a consolidated package
for subsequent testing phases, the success of regression tests in the QAT environment is critical to
confirm that a stable build is delivered to UAT and eventually the Production environment. Regression
test results are communicated to the Release Planning Management committee and reported in each
release status report.

Load Testing
Performance and Load Test will be used to verify the performance of the entire system. The objective

of load testing is to exercise the SOM Hub Solution under load and stress conditions, to observe and
analyze performance characteristics, and to identify load-related problems.

The Contractor’s approach will follow a rigorous process for load and stress testing regarding test
planning, design, execution, and reporting. The Contractor will load test the SOM Hub Solution by
simulating current production transaction volumes and mix. The Contractor will also initiate a stress test
to the SOM Hub Solution to measure the peak load before application response time goes beyond
SLAs. Capacity planning uses these stress tests as inputs into a capacity plan that helps recalibrate the
capacity model.

Application Vulnerability Assessment

The Contractor will perform controlled security vulnerability assessment of application web services
environments with the primary goal of identifying vulnerabilities present in application web services and
recommend mitigations to make applications/web services under the scope of engagement more
secure. The Contractor will perform both unauthenticated user (black-box) and authenticated user
(grey-box) testing. Unauthenticated user testing will involve assessment of web services without having
the application user credentials. Authenticated user testing will involve assessment of web services with
the application user credentials or simulating the application user.

This application vulnerability assessment will be performed before the user acceptance testing takes
place and gets deployed into the production environment to identify web service specific vulnerabilities
related to unauthorized access, data integrity and confidentiality attacks, such as Resource hijack, XML
flood, Coercive parsing, Recursive elements, Jumbo payloads, Replay attack, Message tampering,
XPATH injection, SQL injection, and Message snooping.

The Contractor will perform both automated and manual application vulnerability assessment in order to
identify the application vulnerabilities. Automated assessment will be performed by integrating with IBM
AppScan tool. Manual assessments will be performed to eliminate false positives identified by the
automated assessment tool and also for identifying vulnerabilities which are not identified by the
automated assessment tool.

User Acceptance Testing Support

The User Acceptance Testing (UAT) planning process will start early in the project planning stages and
well before the actual execution of UAT scripts. It will be developed by detailing a systematic approach
to work plan development, acceptance criteria, test script development, test data identification and
creation, test execution, defect tracking, correction, approval and documentation of all results.
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State and Contractor Roles
The table below outlines the testing deliverables for the SOM Hub Solution implementation and identifies the
division of responsibilities between the Contractor and the State.

Deliverable
Name

Deliverable Description

Responsibility
Contractor

The State

Maintenance
Plan [Revised]

The Maintenance Plan (revised from prior

version) details various maintenance
activities for the solution including:
« Process for planned and unplanned

outage notification

o Process for performing routine
maintenance during a specified planned
weekly maintenance period

« Plan to maintain system availability
during planned and unplanned

maintenance

« Plan to handle emergency maintenance

situations that may be required to bring

down the system by giving, when

possible, advance notice, before the
system is taken down for maintenance

« Plan to maintain reliable business

operations without interruption or delay

« Describes a recommended delivery

schedule for interface data generation,

report distribution, file creation, and

other services

Provides input into the
maintenance activities
Approves the
Maintenance Plan
Facilitates coordination
with external
stakeholders

Attends Maintenance
Plan deliverable
walkthrough

Develops the Maintenance
Plan

Conducts deliverable
walkthrough

Obtains approval on the
Maintenance Plan

Requirements
Traceability
Matrix [Final]

The final Requirements Traceability Matrix

(final version) maps the requirements to

the newly created or updated Uses Cases
and Activity Diagrams. Contractor’s
requirements traceability supports
bidirectional verification of how

requirements are met during the design
phase. Forward traceability supports the
progressive refinement of requirements
into design specifications while backward
traceability confirms that no specification

is implemented unless meant to support a

key requirement.

Provides input into the
requirements traceability
matrix

Approves the
Requirements
Traceability Matrix
Facilitates coordination
with external
stakeholders

Attends Requirements
Traceability Matrix
deliverable walkthrough

Manages the
Requirements Traceability
Matrix

Conducts deliverable
walkthrough

Obtains approval on the
Requirements Traceability
Matrix.

Develop a detailed plan to
maintain and track all the
requirements of the state
and also make
modifications if necessary
during the design process
based on state’s needs.

Test Type
Approach and
Reports [Final]
- Integration
Test reports

- Performance
Test reports

- System test
reports

- User
acceptance test
report

The Test Type Approach and Reports
(final version) deliverable consolidates the
approved testing scope, approach,

success criteria, expected results, actual

results and final results to support the

decision to proceed to the next test type

or implementation stage.

Provides inputs on Test
Type Approach and
Reports

Signs off on the Test Type
Approach and Reports
documentation

Develops Test Type
Approach and Reports
Conducts deliverable
walkthrough

Obtains approval on the Test
Type Approach and Reports
Document

Test Cases
[Final]

Test Cases (final version) describe an
input, action or event and an expected

response, to determine if a feature of an
application is working correctly. The basic

Provides inputs on the test
cases

Signs off on the Test cases
documentation

Develops Test Cases
Conducts deliverable
walkthrough

Obtains approval on the Test
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Deliverable
Name

Deliverable Description

The State

Responsibility
Contractor

objective of writing test cases is to validate
the testing coverage of the application.

Cases Document

Transition Plan
[Revised]

Provides input into
transition planning
activities

Attends Transition Plan
deliverable walkthrough
Provide agreement on
overall approach

The Transition Plan (revised from prior .
version) is a detailed approach for SOM to
gain the knowledge and skills to
appropriately maintain the system. .
Transition Plan provides the framework for
training technical resources to maintain the e«
system to accomplish their day-to-day job
duties. Plan will require coordination with
the PM support staff and SOM project
team, and must include:
« Identify the level of training needed by
each technical resource
« Itemize detailed training activities,
materials and deliverables as well as
procedures and processes

Develops Transition Plan
Conducts deliverable
walkthrough

Obtains approval on the
Transition Plan

Facilitates coordination
with external stakeholders
Provides a schedule for
transition

Itemizes detailed transition
activities, materials and
deliverables as well as
procedures and processes
Includes an approach for
transitioning of the solution
to SOM after the SOM Hub
Solution has been
implemented

Installation Plan
[Final]

The Installation Plan (final version) is a
document that provides overall installation
approach and instructions to installation.

« Provides input into
Installation Plan activities

« Attends Installation plan
deliverable walkthrough

« Provide agreement on
overall approach Provide a
schedule for installation

Develops Installation Plan
Conducts deliverable
walkthrough

Obtains approval on the
Installation Plan

Facilitates coordination with
external stakeholders

Training Plan
[Final]

« Provides input into
Training Plan activities

« Attends Training plan
deliverable walkthrough

« Provide agreement on
overall approach

The training plan is a document that:

« Ildentifies each training group and
documents training needs

« Provides the basic outline for materials to
address the training needs of each group
including the tools that will be used to
create these materials

« Identifies a schedule for development of
training materials and delivering training
content

« Documents a process to evaluate training
and incorporate feedback to continually
improve training delivery.

Develops Training Plan
Conducts deliverable
walkthrough

Obtains approval on the
Training Plan

Facilitates coordination with
external stakeholders
Provide a schedule for
publishing the training plan
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Deliverable
Name

Deliverable Description
The State

Responsibility
Contractor

Security Plan
and

The Security Plan and Assessment (revised « Provides input into the
version) details the security activities such security activities

Develops Security Plan
and Assessment

Assessment as policies, procedures, training, security « Signs off on the Security Conducts deliverable
[Revised] technical components, compliance related Plan and Assessment walkthrough
activities, as well the overall oversight « Facilitates coordination with Obtains approval on the
activities to address the requirements for external stakeholders Security Plan
the overall SOM Hub Solution « Attends Security Plan and Provides documentation on
« Includes System Identification, Assessment deliverable potential and actual
Management Controls, Operational walkthrough security incidents in a
Controls and Technical Controls identified security report
in our Security Risk Framework to
support regulatory requirements and
mitigate risks
« Document potential and actual security
incidents in a security report that will
contain incident identification times and
the nature of each potential security
incident
Operating The operating documents (final version) « Signs off on the Provide the Operating
Documentation describe the process that includes how Operating Documents Documentation that
[Final] system is to be monitored for health, « Facilitates coordination describe the Service
- User Manual performance, and availability including drill- with external Management Process, the
- Developer's  down analysis, reporting, and resolution stakeholders problem escalation
Reference against SLAs and KPIs. As well as: process, support staff roles
Manual « Outline the problem escalation process, and responsibilities, and

including defining problem severity
levels, response time requirements,
and outcomes for each level. The
process will include Contractor will work
with the SOM Hub Solution Project
Manager to resolve issues noting that
the SOM Hub Solution Project Manager
has the final authority on the issue
resolution

o Describe various types of support
needed for the SOM Hub Solution staff
roles and responsibilities

« Describe the handling of trouble tickets
and problem escalation, including
timeframes, report contents, and
notifications to the SOM Hub Solution,
State, and users

issue handling

Deliverable(s):

The Contractor will provide the requirements stated above and provide the following deliverables:
e Maintenance Plan [revised]

Requirements Traceability Matrix [final]
Test Type Approach and Reports [final]

0 Integration test reports

o Performance test report

0 System test reports

0 User Acceptance test report
Test Cases [final]
Transition Plan [revised]
Installation Plan [final]
Training Plan [final]
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e Security Plan and Assessment [revised]
e Operating Documentation [final]

o User Manual

o0 Developer's Reference Manual.

G. Implementation

Implementation of the product is initiated after all application testing has been successfully completed. This
stage involves the activities required to install the software, databases, or data that comprise the product onto
the hardware platform at the site(s) of operation. The activities associated with this stage should be performed
each time the product is installed at a production site. User training may be required to complete the
implementation process. Implementation completion date: 10/1/2013.

State and Contractor Roles

The below table identifies the SOM and Contractor roles in terms of imﬁlementation activities:

Meet deliverable and quality deadlines in development, testing and QAT ‘/
environments and deliver the software solution components to SOM higher
environments (staging, production)

Provide necessary operations documentation to support the installation and
configuration of software solutions, including COTS packages, in staging and
production environments

environments

Install software components and configure software in staging and production '/

Perform smoke test of application in higher environments (staging, production)

Integration with external systems including coordination/ management of other
entities as needed. Installing certificates, establishing connection between
SOM infrastructure and FFM, FDSH, any additional internal or external
systems. Resolving any connectivity issues with the external systems and
SOM Hub solution.

L

Modify any current or new application being modified to provide or consume ‘/
the data exchanges available by the HUB, Service provider or subscriber

applications will modify their application to be compliant with the message

standard. (For eg. MAGI Determination Service - will provide data in NIEM

XML, Bridges will be modified to consume MAGI Determination Service NIEM

XML)

Provide support regarding staging- and/or production-related configuration '/
issues

Resolve staging/production software related configuration issues

<

Report any implementation or post-implementation related issues or defects ‘/

Provide post-implementation support to confirm environment stability '/

Implementation Deliverables and Responsibilities

The table that follows outlines the key implementation deliverables for the SOM Hub Solution implementation.
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Deliverable Deliverable Description Responsibility
Name The State Contractor
Maintenance The Maintenance Plan (final version) details « Provides input into the « Develop Maintenance Plan
Plan [Final] various maintenance activities for the solution maintenance activities « Conducts deliverable
including: « Signs off on the walkthrough
« Process for planned and unplanned Maintenance Plan « Obtains approval on the
outage notification « Facilitates coordination Maintenance Plan
« Process for performing routine with external stakeholders
maintenance during a specified planned « Attends Maintenance Plan
weekly maintenance period deliverable walkthrough
« Plan to maintain system availability during
planned and unplanned maintenance
« Plan to handle emergency maintenance
situations that may be required to bring
down the system by giving, when
possible, advance notice, before the
system is taken down for maintenance
« Plan to maintain reliable business
operations without interruption or delay
« Describes a recommended delivery
schedule for interface data generation,
report distribution, file creation, and other
services
Transition The Transition Plan (final version) is a « Provides input into « Develops Transition Plan
Plan [Final] detailed approach to confirm that SOM will transition planning « Conducts deliverable
have the knowledge and skills to activities walkthrough
appropriately maintain the system. The « Attends Transition Plan « Obtains approval on the
Transition Plan will provide the framework for deliverable walkthrough Transition Plan
training technical resources how to maintain  «  Provide agreement on « Facilitates coordination
the system to accomplish their day-to-day job overall approach with external stakeholders
duties. This Plan will require coordination with « Provides a schedule for
the PM support staff and the SOM project transition
team representative, and must include:
« Identify the level of training needed by each
technical resource
« Itemize detailed training activities, materials
and deliverables as well as procedures and
processes
Security The Security Plan and Assessment (revised « Provides input into the « Develops Security Plan
Plan and version) details the security activities such as security activities and Assessment
Assessment policies, procedures, training, security « Signs off on the Security « Conducts deliverable
[Final] technical components, compliance related Plan and Assessment walkthrough

activities, as well the overall oversight

activities to address the requirements for the

overall SOM Hub Solution

e Includes System ldentification,
Management Controls, Operational
Controls and Technical Controls identified
in our Security Risk Framework to support
regulatory requirements and mitigate risks

« Document potential and actual security
incidents in a security report that will
contain incident identification times and
the nature of each potential security
incident

Facilitates coordination
with external stakeholders
Attends Security Plan and
Assessment deliverable
walkthrough

Obtains approval on the
Security Plan

Provides documentation on
potential and actual
security incidents in a
security report
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Deliverable Deliverable Description Responsibility

Name The State Contractor

Installation  The Installation Test Materials includes Sign off on the Installation « Provide the Installation

Test demonstrations of system processing through Test Materials Test Materials that outline

Materials all steps, load testing and results, staff the test results through all
readiness testing, and communications steps of the system
testing.

Operating The operating documents describe the Signs off on the Operating « Provide the Operating

Documents  process that includes how system is to be Documents Documents that describe
monitored for health, performance, and Facilitates coordination the Service Management
availability including drill-down analysis, with external stakeholders Process, the problem

reporting, and resolution against SLAs and
KPIs. As well as:

Outline the problem escalation process,
including defining problem severity levels,
response time requirements, and
outcomes for each level. The process will
include Contractor will work with the SOM
Hub Solution Project Manager to resolve
issues noting that the SOM Hub Solution
Project Manager has the final authority on
the issue resolution

Describe various types of support needed
for the SOM Hub Solution staff roles and
responsibilities

Describe the handling of trouble tickets
and problem escalation, including
timeframes, report contents, and
notifications to the SOM Hub Solution,
State, and users

escalation process, support
staff roles and
responsibilities, and issue
handling
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Deliverable Deliverable Description Responsibility
Name The State Contractor
Operational The Operational Software Product consists of « Prepare and configure the « Provide the complete
Software the approved and functional solution that is environment(s) necessary components required to
Product delivered by Contractor to SOM. This to deploy and make deploy and install the
includes: operational the software operational software
« All software files necessary to build and product product
deploy the solution to the staging and « Receive and deploy the Provide support and
production environments operational software guidance as needed in
« Any configuration-related files and product into staging and terms of the operational
instructions on the reference values test environments software deployment and
needed for these files configuration
Operational The Operational Readiness Assessmentand «  Signs off on the Develops Operational
Readiness Review Report will document the results of Operational Readiness Readiness Assessment
Assessment the Operational Readiness Assessment and Assessment and Review and Review Report
and Review Review prior to the operational cutover of the Report Conducts deliverable
Report SOM Hub Solution Project. This report will « Facilitates coordination walkthrough

also describe and summarize
recommendations resulting from the
Operational Readiness Assessment and
Review. The report will include, but not be
limited to, the following content:

Site preparation assessment

Status of equipment to be used

Staff readiness

Inventory of supplies

Completeness of procedures and
processes

Review of prior implementations (where
applicable)

with external stakeholders
Attends Operational
Readiness Assessment
and Review Report
deliverable walkthrough

Obtains approval on the
Operational Readiness
Assessment and Review
Report

The following table describes the total list of data exchanges which will be delivered for the Hub project on
10/1. Any additional data exchanges will be considered out of scope and will be managed by established
project change control process.

Service

Service
Provider

Service Subscriber(s)

Purpose

FFM Account Transfer FFM MAGI Determination To send the FFM application to SOM
service MAGI Determination Service
FFM Account Transfer MAGI FFM To acknowledge the transfer of account
Acknowledgement Determination
Service
MAGI Account Transfer MAGI BRIDGES To forward the account referral to
Determination MAXSTAR BRIDGES and/or Maxstar for processing.
Service MAHS
MAGI Request BRIDGES MAGI Determination To send non FFM referral accounts(walk-
MAXSTAR Service in, Self-service, mailed-in, faxed-in)
Medicaid account for MAGI eligibility
MAGI Response(result MAGI BRIDGES To send the response for the MAGI
service) Determination MAXSTAR Request service.
Service MAHS
CHAMPS
Bridges Account Referral BRIDGES FFM To send the result of accounts referred
MAXSTAR and also to do a
Account referral for denied Medicaid
cases to FFM for QHP determination
SSI Composite FDSH MAGI Determination Verification for SSA based elements
e SSN Service, MAXSTAR
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Death Indicator
Citizenship
Incarceration

Monthly & Annual
Title 1l Benefits
Quarters of Coverage

VLP Composite

Non-immigrant status
Immigrant status and
U.S. Citizenship for
naturalized and
derived citizen status
when SSA Composite
Service verification
failed

VLP Step 1

Get Case Details
Close Case

FDSH

MAGI Determination
Service ,MAXSTAR

Verification for non-citizens

Verify Annual Household
Income and Family Size

Social Security
Benefits
Unearned Income
Quarterly Wage
Unemployment
Insurance

Annual Household
Income (used for
reasonable
compatibility)
Family Sizes

FDSH

MAGI Determination
Service ,MAXSTAR

Verification for income and household

MEC data service

CHAMPS

FFM, Bridges, Maxstar

To get data related to Medicaid eligibility
check.

State trusted data source

State trusted
data source (7)

MAGI Determination
Service ,MAXSTAR

The state may decide to use State trust
data sources for data verification. The 7
data sources will be finalized during the
requirements phase.

Acknowledgment service

All service
subscribers

All service providers

SOM Hub will support acknowledgment
service from service subscriber to service
providers

For any current or new application being modified to provide or consume the data exchanges available by the
HUB, the State will be responsible to modify that program to be compliant with the message standard. (For
example, MAGI Determination Service - will provide data in NIEM XML, Bridges will be modified to consume
MAGI Determination Service NIEM XML).

Deliverable(s)
The Contractor will provide the requirements stated above and provide the following deliverables:
e Services to implement the application, including:

o Configuration

o0 Customization

o0 Interfaces/Integration.

Maintenance Plan [final]
Transition Plan [final]

Security Plan and Assessment [final]
Installation Test materials
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e Operating documents
e Operational software product.

Contractor must provide system interfaces/integration to the following applications:

Name of application: Federal Data Hub
Details of interface NIEM XML

Name of application: State Messaging Gateway
Details of interface NIEM XML

Name of application: MAGI Eligibility Service
Details of interface NIEM XML

Name of application: Eligibility Determination Systems (Bridges, MiBridges)
Owner of application DHS
Details of interface NIEM XML

Name of application: Eligibility Determination Systems (MAXSTAR)
Owner of application DCH
Details of interface NIEM XML

Name of application: Medicaid Processing Systems (CHAMPS, )
Owner of application (if external to the agency) DCH
Details of interface NIEM XML

Name of application: Dispute Resolution - Currently MAHS, evolutionary migration planned
Owner of application (if external to the agency) LARA
Details of interface NIEM XML

Name of application: Document Imaging Service
Owner of application (if external to the agency) Shared Service
Details of interface NIEM XML

Name of application: FPE Reporting
Details of interface NIEM XML

Acceptance Criteria
Acceptance criteria for Document Deliverables and Software Deliverables are listed in Section 1.501.

H. Training
Training will address both the knowledge and the skills required to operate and use the system effectively. The
design of the training must accomplish the following objectives:
¢ Provide trainees with the specific knowledge and skills necessary to perform their work.
e Prepare training materials that will sell the product as well as instruct the trainees. The training
should leave the trainees with the enthusiasm and desire to use the new product.
e Account for the knowledge and skills the trainees bring with them, and use this information as a
transition to learning new material.
e Anticipate the needs for follow-on training after the product is fully operational, including refresher
courses, advanced training, and repeats of basic courses for new personnel.
¢ Build in the capability to update the training as the product evolves.

Training will involve the system owner and key users in the planning to determine the education and training
needs for all categories of users (managers, users, and maintenance staff).
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Upgrades and new versions to the system that affect Hub end-user functionality include training to in scope
user population for the SOM Hub solution at no additional cost (e.g., classroom or online training, training flier,
release features, etc.) during the life of the contract.

Training for the in scope user population for the SOM Hub solution is provided in a variety of formats for
product installation, use, and administration for a variety of levels (e.g., basic, advanced, refresher).

All training manuals, training plans and other documentation provided become the property of the SOM.

Contractor Approach
The following table provides a description of how Contractor’s training approach supports these objectives.

Objective How Contractor will meet this objective

Provide trainees with the specific knowledge and skills necessaryto « Training is role based and includes exercises that
perform their work. mimic processes and procedures that users and
technical staff are expected to perform daily

Prepare training materials that will sell the product as well as instruct «  Training demonstrates efficiencies of the new
the trainees. The training should leave the trainees with the system and focuses on processes that enhance
enthusiasm and desire to use the new product. customer service delivery
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Objective

How Contractor will meet this objective

Account for the knowledge and skills the trainees bring with them, .
and use this information as a transition to learning new material.

An early assessment is performed and is used to
understand and leverage current user knowledge
and skills. Training can then focus on new
learning needed to successfully
use/operate/maintain SOM Hub Solution
functionality

Anticipate the needs for follow-on training after the product is fully .
operational, including refresher courses, advanced training, and

repeats of basic courses for new personnel.

Training is role based and focuses on the specific
knowledge required by trainees

The training curriculum includes refresher training
delivered post implementation providing additional
user support

Build in the capability to update the training as the product evolves. .

As the SOM Hub Solution evolves, through the life
of the contract, additional training necessary to
continue efficient and effective operation and
maintenance is conducted

For the Hub solution, training will be provided for the following groups:
e 1 training class for up to 5 users on the Hub for configuring routing and creating transformations
e 2 training classes on infrastructure support training. One is conducted prior to go live with initial
turnover of materials. A second session is conducted so SOM participants may ask questions.
e 1 training class for up to 10 users on system administration training for State personnel who will be
responsible for ongoing maintenance and administration of the system, including security

The SOM will identify trainees who are required to attend the agreed upon classes and provide
accommodations for training.

All training manuals, training plans and other documentation developed by Contractor become the property of

the SOM.

Analyze Phase of the SOM Hub Solution Training Program

In the Analysis/Design phase, the Contractor will complete a training needs assessment to identify the
needs of each training group. Based on this assessment, the Contractor will design training materials
and develop the plan to deliver the training curriculum. During the training needs assessment, the
Contractor collects the following information.

Information Information Collected/Documented How Contractor Collects the Information
Category
Learning SOM staff that require SOM Hub Solution training « Review of SOM job descriptions
Needs organized into logical training audience groups « Meetings (as necessary) with System
System knowledge, skills, and abilities each audience Development Team members
group needs to use/maintain/operate the system
effectively
Learning SOM staff preference for course design and training « Interviews with SOM technical staff leaders
Preferences material design
Lessons Lessons learned from SOM’s previous system training e« Review of the SOM’s previous training
Learned efforts to assess what worked well and where feedback
improvements are made
Lessons learned from recent implementations in other
states
Infrastructur Facilities and hardware/software requirements « 1-2 working sessions and interviews with
e Needs and Availability of facilities SOM staff
Availability
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The key output from the training needs assessment is documentation of each required training class,
the number of trainees and a list of required skills/lknowledge transfer requirements. Based on this

information, the Contractor will document the training curricula and design training materials for each
training group. Training could include:

Training Type What Does This Look Like?

Training Outcome

Instructor-Led .

Trainees attend classes to become .

Users experience the new system for themselves

classroom acquainted with new technology and with the support of a trained SOM Hub Solution
training related technical procedures instructor.
« Staff acquire the knowledge necessary to support
technical and system administration tasks
Practice in « Trainees have access to a non-production « This practice allows users to practice at their own
Non- environment to practice and build upon the pace and gain confidence in their ability to
Production skills they gained in classroom training. use/maintain/operate the SOM Hub Solution

Environment

Shadowing .

Technical staff shadow Contractor .
counterparts, learning to perform technical

tasks

Shadowing provides an opportunity to experience
new tasks in a setting in which they are actually
performed

The final outcome of the Assess and Design Phase is the formal SOM Hub Solution Training Plan that:

¢ |dentifies each training group and documents training needs

¢ Provides the basic outline for materials to address the training needs of each group including the
tools that will be used to create these materials

¢ Identifies a schedule for development of training materials and delivering training content

e Documents a process to evaluate training and incorporate feedback to continually improve training

delivery

Development Phase of the SOM Hub Solution Training Program

The second step in the ADDIE methodology is Develop. During material development, the Contractor
considers “on the job” learning styles. The Contractor's approach to training includes a “teach me, show
me, do together, and do alone (with coaching)” adult learning methodology and the materials will be
developed to reflect this approach. In this way, end-users learn to become independent and gain the
self-confidence they need to successfully use and operate the SOM Hub Solution.

Training Material

Format

Description

Student Guides for
Classroom Training

Hard Copy

Student guides provide the information needed for a student to complete a classroom
training session. This includes background material required to perform the SOM Hub
Solution tasks including objectives, common questions/answers, classroom training
scenarios, demonstration information, and exercise data for hands-on practice during

training.
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Training Material Format Description

Instructor Guides Hard Copy In addition to the content of the student guide, instructor guides provide additional
for Classroom information and detailed lesson plans including the training subject, purpose,
Training objective, expectations, target group, necessary equipment, and handout materials.

The use of standard instructor materials helps promote consistency in the training
content delivered to the audiences and can be re-used by SOM trainers to deliver
SOM Hub Solution training.

Quick Reference On-Demand Quick Reference Tip sheets (QRTSs) are typically one- to two-page guides for less
Tip Sheets complicated, but repetitive system tasks or to share information on the most common
tasks that users will complete.

Implementation Phase of the SOM Hub Solution Training Program
Outputs created in the training development phase are delivered in this phase for trainings required. A
list of the major activities and a description of each are depicted in the table below.

Implementation Activity Description

Finalize Logistics Training logistics, including securing facilities and equipment, scheduling of user training
courses, and participant registration are finalized.

Execute Instructor-Led Classroom training is conducted to cover critical functionality as well as topics that are more

Training complex. For the SOM, this training will be conducted for all of the training audiences that

have been identified in the Contract.

Provide Opportunities for Trainees practice required skills with Contractor technical resources.
Job Shadowing

The training plan will identify the detailed schedule for providing classroom training and is dependent on
the rollout of SOM Hub Solution functionality. The schedule is prepared to allow for a “just-in-time”
approach where the maximum amount of elapsed time between delivery of the training and system
implementation at a trainees’ work site does not exceed the recommended 30 days. The plan also
incorporates job shadowing so technical staff has the opportunity to practice skills required to operate,
maintain and use the SOM Hub Solution.

Evaluation Phase of the SOM Hub Solution Training Program

The Contractor will use user feedback and apply lessons learned to improve the quality of their training
approach, curriculum, and materials. The Contractor will collect training evaluation feedback via
surveys. Working with the Office of Workforce Training Development, the Contractor will then analyze
the feedback, target the areas where training material updates are needed, and include these
improvements in training for future system releases.

State and Contractor Roles

Deliverable Deliverable Description Responsibility
Name The State Contractor
Train-the- « Training is delivered to SOM trainers » Review materials and o Prepare materials
Trainer o Instructor Guides are delivered provide feedback « Revise materials based
« ldentify trainers to be SOM feedback
trained o Deliver training
e Schedule Train-the- o Revise material based on
Trainer classes training evaluation

« Participate in class
o Evaluate training

End User « Classroom training is delivered to end o Review materials and o Prepare materials
users based on agreed upon roles and provide feedback « Revise materials based
identified training needs « ldentify trainees SOM feedback
o Student Guides and other agreed upon « Schedule classes « Deliver training
materials are delivered « Participate in class o Revise material based on
« Evaluate training training evaluation
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Deliverable Deliverable Description Responsibility
Name The State Contractor
Technical for « System training is delivered to technical « Review materials and o Prepare materials
state staff provide feedback « Revise materials based
individuals « Student Guides are delivered « ldentify trainees SOM feedback
who will be « Shadowing with Contractor technical o Schedule classes « Deliver training
working with staff is performed « Participate in class « Revise material based on
the services « Evaluate training training

« Participate in job « Provide job shadowing

shadowing opportunities opportunities

System o System training is delivered to technical « Review materials and o Prepare materials
administration staff provide feedback o Revise materials based
training for o Student Guides are delivered o ldentify trainees SOM feedback
State « Shadowing with Contractor technical e Schedule classes o Deliver training
personnel staff is performed « Participate in class « Revise material based on
who will be « Evaluate training training evaluation
responsible « Participate in job « Provide job shadowing
for ongoing shadowing opportunities
maintenance
and

administration
of the system,
including
security.

Deliverable(s)
At a minimum the Contractor will provide the requirements stated above and provide the following deliverables:
e Train the trainer
e End user training
e Technical training for state individuals who will be working with the services
e System administration training for State personnel who will be responsible for ongoing maintenance
and administration of the system, including security.

Acceptance Criteria
Acceptance criteria for Document Deliverables and Software Deliverables are listed in Section 1.501.

I. Documentation
The Contractor will provide all documentation produced during the course of this project, including, but not
limited to the items listed below.

Contractor Approach

Documentation Deliverables

The Contractor will work with State of Michigan (SOM) to create, update, and maintain documentation
for the SOM Hub Solution. The Contractor will create initial documentation for each deliverable and
present them to the state staff. Throughout the requirements process, each documentation is updated
in accordance to the requests of the State, major stakeholders, and end users. The Contractor will
create a final version of each deliverable with the inputs and feedback from the relevant stakeholders
so as to meet the acceptance criteria of the State.

The State will be deeply involved throughout the Software Engineering Methodology (SEM) and play an
important role in the development of these deliverables. The State is responsible for reviewing and
accepting the final product of each of these deliverables as per the mutually agreed upon project
schedule.
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User and Technical Manuals

The User and Technical Manuals provide general information about the solution, an introduction to
critical concepts and terminology, key features within the solution, and descriptions of the functions that
can be performed.

The Contractor will create these manuals throughout the project life cycle. These manuals will be
created with the input of JAD patrticipants, focus groups and by the development and technical team.
The final product will minimize any learning curve and enhance the maintenance of the system.

Data Element Dictionary

The Data Element Dictionary associates database fields with the fields on the user and system
interfaces, thus establishing a logical relationship between each field and database element for the
SOM Hub solution. Database tables, reference tables, and metadata about each table and column into
a single view are linked in the Data Element Dictionary. The Contractor will create a new Data Element
Dictionary for the new SOM Hub Solution Included in the Data Element Dictionary are tables, elements,
and the relationships between them.

Operations Manual

The Operations Manual provides standard operating procedures with detailed descriptions of SOM Hub
system processes and services. Constant maintenance of the manual with the updated processes,
workflows, and user and system interfaces to reflect the changes throughout the project life cycle helps
the State to effectively maintain the SOM Hub Solution. The Contractor will create a new Operations
Manuals for the SOM Hub Solution.. Input of the State staff and stakeholders will be emphasized when

creating the final document.

Documentation for Modules and Program Development

The Contractor will provide documentation for all modules and programs available in electronic, online
and in hard copy format. The following table depicts how the Contractor will meet the SOM
documentation deliverables:

Deliverable

How Contractor Meets SOM Requirements

System-wide
Documentation and
Specifications

The Contractor will provide system-wide documentation that describes system
administration procedures, program executable, hardware/software requirements,
installation procedures, backup and recovery procedures, archival and restoration
procedures, and contingency procedures.

Baseline End-User
training manuals to be
used as a basis for “User
Manuals” and online help

The Contractor will provide end-user training manuals that provide step-by-step process for
business scenarios, terminology definitions and it includes screen shots and instructions
pertaining to a particular business flow or an end-to-end scenario.

Installation Procedure

Contractor's SOM Hub solution leverages multiple COTS products, from reputable vendors
with prior SOM experience. Each of these vendors provides extensive libraries of support
for their products.

Module configuration
documents sufficient for
configuration
maintenance purposes

The Contractor will provide documentation which outlines the configuration that is needed
for each module, to perform on-going maintenance. This documentation includes items
such as password management, to confirm that the Contractor will conform to State of
Michigan (SOM) policies.

Testing scripts

The Contractor will provide the State with a set of testing scripts, which can be automatically
executed against one of the test instances of the application. These scripts are designed to
regression test the majority of application functionality, in a repeatable manner to validate
the functionality.

Specification
Documentation

The Contractor will provide the State with specification documentation which outlines the
overall system specifications. These documents are built around the requirements, provided
by the State, and are used as the basis for all project development.

Production Migration

The Contractor will provide documentation and assistance for each production migration.
This documentation contains all steps that must be performed (such as builds,
deployments, one-time SQL script application, configuration, etc.). It also contains
responsible agencies for each task.
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Meeting SOM Hub Solution Documentation Requirements

The following table details how Contractor's documentation approach meets SOM Hub Solution

documentation requirements.
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SOM Hub Solution Documentation Requirements

How Contractor meets the requirement

The documentation of components, features, and use of the
hardware/software shall be detailed such that resolution of most
problems can be determined from the documentation, and most
guestions can be answered.

Contractor completes documentation with
troubleshooting and FAQ in mind

The configuration for the solution for the SOM is
detailed around components, features and use of
hardware/software

All system, operational, user, change, and issue documentation
must be available in electronic format, published to an intranet
Web site, accessible to State users, and be updated regularly,
with unique numerical identifiers for each section and be
consistent with the most current version of the application(s) and
three (3) previous versions.

Contractor will use configuration management
practices and approaches that have been used
successfully for SOM to date to meet the version
management requirements

All system, operations, user, change and issue documentation is
to be organized in a format-which is approved by the State. Its
form should facilitate updating and allow-for revisions to the
documentation to be clearly identified including the three (3)
previous versions.

Contractor will work with SOM to configure the out of
the box solution documentation as needed to meet
SOM approval

The Contractor must develop and submit for State approval
complete, accurate, and timely system, operations, and user
documentation.

Contractor understands the needs to be timely with
our documentation and the Contractor will leverage
the NextGen documentation as an accelerator

The Contractor must notify the State of any discrepancies or
errors outlined in the system, operations, and user documentation.

Contractor will communicate frequently with SOM on
any discrepancies the Contractor identify in
documentation

The State will review and accept the final product of each of the deliverables. The Contractor will create each
deliverable with final State approval in mind and with the collaboration of both the major stakeholder and end

users.

Deliverable(s)

The Contractor will provide the requirements stated above and provide the following deliverables:

e User manuals
e Technical manuals

1. A minimum of two (2) copies of the following documentation in an electronic format, online and

in hard copy will be provided:

a. User and Technical Manuals - On-line and Hard Copy;

b. Data Element Dictionary;
c. Operations Manual,
d

All updates of documentation during the term of the Contract, software license and

maintenance agreement.

2. The following documentation is provided for all modules and programs:
a. System-wide documentation and specifications;
b. Baseline End-User training manuals to be used as a basis for “User Manuals” and online

help;
Installation procedure;

Testing scripts;

C.
d. Module configuration documents sufficient for configuration maintenance purposes;
e
f.

Specification documentation;
g. Production migration.

3. The documentation of components, features, and use of the hardware/software shall be detailed
such that resolution of most problems can be determined from the documentation, and most

guestions can be answered.

4. All system, operational, user, change, and issue documentation must be available in electronic
format, published to an intranet website, accessible to State users, and be updated regularly,
with unique numerical identifiers for each section and be consistent with the most current
version of the application(s) and three (3) previous versions.
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5. All system, operations, user, change and issue documentation is to be organized in a format-
which is approved by the State. Its form should facilitate updating and allow-for revisions to the
documentation to be clearly identified including the three (3) previous versions.

6. The Contractor will develop and submit for State approval complete, accurate, and timely
system, operations, and user documentation based on the mutually agreed upon project
schedule.

7. The Contractor must notify the State of any discrepancies or errors outlined in the system,
operations, and user documentation.

Acceptance Criteria
Acceptance criteria for Document Deliverables and Software Deliverables are listed in Section 1.501.

J. Operation Services

The Contractor’s software solution shall provide 99.99% availability with the potential for data loss limited to a
single transaction per service interruption Additional development work may occur after the initial
implementation. This availability is limited to configuration and development done by the Contractor for the Hub
solution. This doesn’t include network failures, infrastructure failures, unavailability of service subscriber and
providers Contractor will provide monthly operational report from the logs which will be used to measure the
contractor’s solution availability.

Contractor Approach

The Contractor will use a State hosted option for mission critical services and the SOM Hub Infrastructure
solution. The State will host the solution, and the Contractor will work with the State for Operation Services.
After implementation, the Contractor will collaboratively work with the SOM to identify problems, develop a
corrective action, plan and prioritize resolution activities, take the needed actions to resolve issues, and review
the status and outcome. The Contractor will base their plan on a developed methodology that aligns with
SUITE and the complexity of a given change. The plan shall support the strategic alignment of resources to
common business areas to increase reuse and includes CMMI Level 3 and SUITE processes to reduce cost of
delivery across the State’s enterprise. The Contractor understands that additional development may occur
following the initial implementation and has identified the necessary state-hosted development environments in
the Hardware section of the Contract.

State and Contractor Roles
The following table describes Contractor’s approach to working with SOM to operate the solution within
Michigan’s environments.

Deliverable Deliverable Description Responsibility

Name The State ' Contractor

Hosting Plan The hosting deliverable describes the o Secondary e Primary
details of the platforms and hardware « Provides input into the o Prepares deliverable and
involved in keeping the system running. Hosting activities conducts deliverable
The proposed solution will be hostedon « Owns and coordinates walkthrough
State of Michigan'’s Virtual Center of with VM Ware on the « Facilitates coordination with
Excellence’s virtualization environment maintenance external stakeholders
using VM Ware for hosting the solution. «  Attends deliverable
The deliverable includes: walkthrough
« Platforms on which the solution is

hosted.

e The technical details and
configuration details

o Process for planned and unplanned
outage notification

Systems Systems Management deliverable will o Secondary e Primary

Management contain the details about the systems that « Attends deliverable « Provide the complete

Plan are used, the software and the hardware walkthrough systems details required to
information regarding those and the plan « Signs off on the manage the solution.
to maintain them. deliverable « Provide support and
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Deliverable Deliverable Description Responsibility
Name The State ' Contractor
The deliverable includes: « Facilitates coordination guidance as needed in
« Systems involves and operation of with external stakeholders terms of the system
the Hub Solution. management and
« The technical and configuration configuration
details
« Process for planned and unplanned
outage notification
« Software necessary to build and
deploy the solution to the staging and
production environments
« Any configuration-related files and
instructions on the reference values
needed for these files
Disaster A detailed approach to confirm that SOM « Secondary Primary
recovery will have the knowledge and skills to « Provides input into the Conducts deliverable
Strategy/Plan appropriately take action in case of any plan walkthrough
unforeseen downtime to the solution. The «  Signs off on the Disaster Obtains approval on the
disaster recovery deliverable will contain recovery Plan Disaster recovery Plan
the disaster recovery plan. It will provide « Facilitates coordination Provides a detailed disaster
the overview for steps for the technical with external stakeholders recovery plan that includes
resources on how to handle the situation, « Attends deliverable the definition of policies
the communication plan to escalate the walkthrough and procedures required
issue to the right resources. This for SOM Hub Solution, a
deliverable will require coordination with description of
the PM support staff and the SOM project implementation activities, to
team representatives, and must include: support information
« Identify the steps needed by the resources and
technical resource infrastructure
« Include System ldentification, Provide documentation on
Management Controls, Operational potential and actual
Controls and Technical Controls to incidents in a disaster
support SOM and help mitigate risks recovery report
Plan for The Security Administrative services o Secondary Primary
Security details the security activities (policies, « Provides input into the Drafts Security
administration  procedures, training, security technical security activities administration services
services components, compliance related « Signs off on the Security deliverable
activities) and the overall oversight Plan and Assessment Prepares and conducts
activities to address the requirements for « Facilitates coordination deliverable walkthrough
overall SOM Hub Solution with external stakeholders Obtains approval on the
« Includes System ldentification, « Attends Security Security administrative
Management Controls, Operational administrative services services and security plan
Controls and Technical Controls deliverable walkthrough Provide documentation on
identified in our Security Risk potential and actual
Framework to support regulatory security incidents in a
requirements and mitigate risks security report
o Document potential and actual
security incidents in a security report
that will contain incident identification
times and the nature of each
potential security incident
Storage « Plan for transactions across the SOM « Secondary Primary
Services Hub and strategy for data quality « Provides input into the Develop a detailed plan
approach assurance and control data storage services outlining the approach to
« Signs off on the Storage storing data
plan Prepares and conducts

« Facilitates coordination
with external stakeholders

deliverable walkthrough
Obtains approval on the
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Deliverable Deliverable Description Responsibility
Name The State ' Contractor
» Attends Storage Plan deliverable
deliverable walkthrough .

Hardware The Hardware Management deliverable «  Secondary e Primary
Management details various maintenance activities for « Provides input into the « Develop a detailed plan
Plan the solution including: management activities outlining the approach for
« Remote « Process for planned and unplanned «  Signs off on the Hardware various types of

management outage notification Management Plan management activities

with « Process for performing routine « Facilitates coordination « Conducts deliverable

hardware at maintenance during a specified with external stakeholders walkthrough

a State site planned weekly maintenance period « Attends Maintenance Plan « Obtains approval on the
e On-site « Plan to maintain system availability deliverable walkthrough Hardware Management

management during planned and unplanned Plan

with maintenance

hardware at « Plan to handle emergency

a State site maintenance situations that may be

required to bring down the system by
giving, when possible, advance
notice, before the system is taken
down for maintenance

Plan to maintain reliable business
operations without interruption or
delay

Deliverable(s)

The Contractor will provide the requirements stated above and provide the following deliverables:
o Hosting Plan

Acceptance Criteria

Systems management Plan

Disaster recovery Strategy/Plan

Plan for Security administration services
Storage services Plan

Acceptance criteria for Document Deliverables and Software Deliverables are listed in Section 1.501.

K. Maintenance and Support
The Contractor’s solution(s) should be extensible beyond the initial implementation. Contractor solutions shall
include proposals for concurrent maintenance, support and additional development. Sections A through N
(below) apply to servers, storage or any other physical infrastructure, software as service and licensed

software installed within the State of Michigan enterprise.

PToooTE

Maintenance programs commence at the end of the warranty period.
All maintenance is performed by qualified personnel familiar with the hardware.
Remote diagnostic capabilities are provided.

Maintenance is available on an annually renewable contract.
The software maintenance program includes all future software updates and system

enhancements applicable to system modules licensed without further charge to all licensed
users maintaining an annually renewable software support contract.

-

Help desk support is available 24 x 7 x 365, with escalation as necessary to senior

technical/engineering staff, and then to higher management and/or senior management.

s @

the State.
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k. A Web-enabled help desk interface is provided at no additional cost.

I.  The State will be provided with information on software problems encountered at other
locations, along with the solution to those problems, when such information is relevant to State
software.

m. Support is provided for superseded releases and back releases still in use by the State.

For the first year and all subsequent Contract years, the following services are provided for the

current version and one previous version of any Software provided with the deliverables,

commencing upon installation of the deliverables or delivery of the Software:

1. Error Correction. Upon notice by State of a problem with the Software (which problem can
be verified), reasonable efforts to correct or provide a working solution for the problem.

2. Material Defects. The State will be notified of any material errors or defects in the
deliverables known, or made known to Contractor from any source during the Contract term
that could cause the production of inaccurate, or otherwise materially incorrect, results and
shall initiate actions as may be commercially necessary or proper to effect corrections of any
such errors or defects.

3. Updates. All new releases and bug fixes (collectively referred to as “Changes”) for any
software deliverable developed or published by Contractor and made generally available to
its other customers at no additional charge will be provided to the State at no additional
charge.

>

The services for servers, storage or any physical device as well as commercial software maintenance
and support will be provided by the OEM/COTS providers as per the maintenance agreement between
the State and OEM/COTS providers/vendors.

Contractor Approach

System administration and licensing activities shall occur according to existing policies. The Contractor will
work with the State team to assist in the initial set-up and configuration of software, then taking a joint team
approach to ongoing maintenance.

Maintenance of Hardware and Software

The solution shall include an architecture which is flexible, scalable and deployable. The systems will
be based on open standards and not tied to a specific product or propriety platform. As a combined
team, the Contractor will work closely with the State staff in all aspects of infrastructure and
environment related activities to address key technical challenges.

Support
The Contractor will support the implemented high-availability SOM Hub Solution. These standards will

help to provide Michigan with a common threshold for all of the commercial software across the State in
areas such as support, licensing, and maintenance.

Error Correction. The Contractor understands that it is important to have a single production
error fix process across the enterprise so that the Contractor can implement an efficient system
that will help the State achieve its objectives.

Material Defects. The Contractor understands the requirement to inform the State of production
operations issues, problems, and corrective actions through structured management reports.
The Contractor shall provide timely and detailed reporting of any significant production problems
to the stakeholders. The Contractor will facilitate processes and procedures to support this
function and allow for open and immediate communication with respect to any problem and
determined resolution.

Updates. The State requires the latest and the best of the software that are used as a part of
the SOM Hub Solution. The Contractor will facilitate release management between the State
and the COTS provider to include software upgrades and bug fixes (collectively referred to as
“Changes”.) These upgrades come along with the maintenance agreements of the respective
software vendors.
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The Contractor will include a comprehensive set of processes, tools, and artifacts to define, design,
develop, test, and deploy system enhancements and maintain the solution. The Contractor will support
CMMI Level 3 enablement and is complemented with the SUITE Project Management Methodology.

The Contractor’s system maintenance activities are:
o Defect and incident fixes

¢ Maintenance Requests

e Minor Enhancements

o System Performance Fixes

The Contractor will address these system maintenance activities depending on the criticality of the
request, business need, and current business and user impacts, effort level involved in completing the
request, availability of an interim business process, and the need for scheduled release or immediate
release of the code to production.

The Contractor will maintain and support the configuration settings and modules developed for the
SOM Hub Solution by the contractor. Maintenance and support will be provided during normal work
hours 8:00 am — 5:00 pm Monday through Friday. State will be responsible to prioritize work requests,
defects and any minor enhancements. Help Desk for the Hub Solution will be State’s responsibility. The
services for servers, storage or any physical device as well as commercial software maintenance and
support will be provided by the OEM/COTS provider as per the maintenance agreement between the
state and OEM/COTS provider/vendor. Contractor will provide up to 250 hours of on call support for
Tier 2 support to resolve any Severity 1 issues during non-working hours and weekend. Contractor will
provide the contact numbers, email of the maintenance and support staff.

State and Contractor Roles
The following table details support deliverable requirements and shall pertain to COTS components of
Contractor’s solution. These requirements are fulfilled by the software companies of the proposed

components.

SOM'’s Support
Requirement

Description

Responsibilit
y of
Contractor

Responsibilit
y of COTS
Provider

Responsibility
of SOM

Solution Support

Maintenance and support for the Hub
solution deployed by the contractor during
the normal working hours and on call support
during non-working hours and weekends.

v

Tier 1 — Help Desk

Tier 1 Help desk for the Hub Solution.

Infrastructure Support

Support for VCOE, Infrastructure, Security,
and network.

OY

Help Desk Support

Help Desk

Technical Support

Maintenance programs commence at the
end of the warranty period

All maintenance is performed by qualified
personnel familiar with the hardware

Remote diagnostic capabilities are provided

Maintenance is available on an annually
renewable contract

The software maintenance program includes
all future software updates and system
enhancements applicable to system modules
licensed without further charge to all licensed
users maintaining an annually renewable
software support contract

NEXNENR VY

Help desk support is available 24 x 7 x 365,
with escalation as necessary to senior

&
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SOM'’s Support Description Responsibilit Responsibilit Responsibility
Requirement y of y of COTS of SOM
Contractor Provider

technical/engineering staff, and then to
higher management and/or senior
management

Maintenance service options are provided
including 24 x 7 x 365 service, onsite
service, 2- (emergency), 4-, and 8-hour and
next day response times

Calls for service will be returned within 2
hours

Guaranteed parts availability within the
service response window at all times

Emergency assistance is available 24 hours
a day, seven days a week, at no additional
cost to the State

A Web-enabled help desk interface is
provided at no additional cost

¢ ¢ S8NY «

The State will be provided with information
on software problems encountered at other
locations, along with the solution to those
problems, when such information is relevant
to State software

Support is provided for superseded releases
and back releases still in use by the State

For the first year and all subsequent
Contract years, the following services are
provided for the current version and one
previous version of any Software provided
with the deliverables, commencing upon
installation of the deliverables or delivery of
the Software

AKX

Deliverable(s)
The Contractor will provide the requirements stated above and provide the following deliverables:
¢ Maintenance of the SOM Hub Solution
e Support
o Technical

Acceptance Criteria
Acceptance criteria for Document Deliverables and Software Deliverables are listed in Section 1.501.

L. Knowledge Transfer/Transition
The Contractor will be required to perform informal training for state staff on platform issues, applications and
interfaces. This includes, but is not limited to:
e Provide a plan that will lay out a sequence of events where the Contractor provides training to DTMB
staff and assists in implementation of the solution. The goal is for DTMB staff to be able to undertake
full support of the application over time.

e Transition support to DTMB staff for implemented solutions.

Contractor Approach

To support the requirements of this section, the Contractor will develop a detailed SOM Hub Solution
Transition Plan that describes the tasks, activities, schedule and resources required to successfully transition
maintenance and support operations of the SOM Hub Solution to DTMB. Integral to this plan is knowledge
transfer that provides training on the skills, knowledge and abilities required to assume maintenance and
operations responsibilities. The Contractor will work in close collaboration with DTMB to identify required
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training, and develop training materials and operations documentation to support the transition. Training may
include both instructor led courses and on-the-job shadowing of Contractor resources.

Transition Plan

The Contractor will provide a transition plan that documents the proposed schedule, activities, and
resource requirements associated with the transition tasks. It will incorporate lessons learned from prior
transition efforts, as well as the lessons learned during the development of the SOM Hub Solution. It
enables a streamlined transition strategy for SOM while preserving key current processes and
documentation. The Contractor’s transition plan will include the following content:

Deliverable Section

Contractor’s Approach to the Transition Plan

Introduction and Assumptions

This section outlines the purpose and objectives of the document. In addition, any project
assumptions related to the transition effort are described in this section.

Approach to Transition

The approach section provides an overview of the three phases of the transition period and
the methods and tools that will be used by the project team.

Transition Risk and Issue
Management Process

Confirms the established process for capturing, documenting, reviewing, and reporting
upon risks and issues associated with the Transition process. In addition, this process will
also describe the general approach to addressing risks and issues as they are identified.

Transition Objectives and
Success Criteria

This section documents the specific objectives identified by DTMB, along with detailed
metrics for assessing that the transition process was completed successfully for each
component identified in the Transition Plan.

Transition Components

This section provides a detailed list of the tools, methods, procedures, and documentation
that are part of the scope of Transition Services.

Transition Services

This section describes the specific methodologies and services that will be used to execute
the Transition process.

Transition Resources

This section of the SOM Hub Solution Transition Plan lists the required resources for
successful execution of the transition process across DTMB and our team, as well as any
other stakeholders that are required to participate in the Transition process. Included within
this section is a description of the required skill sets and qualifications for each of the
positions included within the scope of the transition.

Detailed Transition Tasks

This section of the plan addresses the specialized functional and technical transition tasks.
It describes and defines the critical tasks that need to occur in order to facilitate a smooth
and orderly transition of functions. In addition, it outlines the resources that are required as
part of the transition services and identify the “transition to” resources required for the
transition, including those from DTMB and the Contractor team. It also identifies training
that may be required to enable DTMB staff to assume maintenance and operations
responsibilities

Timelines and Work Plan

The timelines and work plan section of the document defines the transition activity
timeframes and provides a high-level Gantt chart to represent the transition services. In
addition, a detailed work plan of the transition services will be included.

Transition Timeline

Transition activities shall occur informally throughout the duration of the project. The Contractor will
work with DTMB staff on a continual basis in order to achieve the goals of the SOM Hub Solution. This
approach will ease the final transition process. At contract end, formal Transition activities will be
undertaken to complete the Transition process. The timeline will begin approximately 12 months prior to
the end on the contract period. An outline of the expected time schedule is as follows:

Time frame

Contractor Support of System Support Transition Events

12 months prior to contract
end

Assess project experiences that may impact the approach to the transition effort
Identify Contractor transition manager and DTMB transition lead

Develop competency evaluation criteria to measure effectiveness of skill proficiency
Submit SOM Hub Solution Transition Plan

Identify and finalize resources from Contractor team and DTMB

Review and finalize transition work plan

Finalize transition logistics

6 months prior to contract
end

Begin transition activities - system demonstrations, walkthroughs
« Conduct skill proficiency evaluations
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Time frame Contractor Support of System Support Transition Events

« Review documentation and procedures
« Participate in project meetings
« Initiate formal DTMB training

90 days prior to contract end « DTMB team members begin to perform maintenance and operations tasks with

Contractor oversight
« Evaluate results of skill proficiencies and determine gaps

30-days prior to contract end

Begin to compile transition results report

Turnover all system and project repository documentation
DTMB lead and independently perform project functions
Finalize transition close-out procedures

Review transition results

Approach to Knowledge Transfer

Contractor’s approach to knowledge transfer begins with comprehensive system documentation.
Classroom training, on the job training and job shadowing/mentoring are used to provide training and
practice to State staff.

Classroom Training. The Contractor will provide formal training to support transfer for relevant
skills in a classroom setting. Training objectives are based on number of DTMB resources the topic
applies, complexity of tool, and breadth of skills gap. The Contractor will work with DTMB SOM Hub
Solution staff to determine which Tools, Techniques, Technical Processes or Procedures are
appropriate for structured training. Formal training and should be conducted “just-in-time” so that
specialized knowledge that staff will need to perform for the SOM Hub Solution Project activities will
be fresh in their minds as they begin to use it.

Job Shadowing/Mentoring. The Contractor will focus on providing on the job training by
emphasizing learning by doing and actively engaging DTMB SOM Hub Solution staff members. The
Contractor will provide knowledge transfer to DTMB technical staff beginning with the development
phase of the project continuing through the implementation phase, providing both on-the-job
training and extensive mentoring while the system is supported in a production environment.
System Documentation. The Contractor will provide a tailored electronic documentation system to
support user training, answer business processes questions, and facilitate system maintenance.
Documentation provides another source of Contractor's SOM Hub Solution information. The
Contractor will develop or leverage previously developed system documentation to be used as part
of the knowledge transfer process and as ongoing reference materials by DTMB SOM Hub Solution
staff. These materials will be developed and maintained using document standards established as
part of the project management activities. Over the course of the project, system documentation will
be updated to reflect system changes and new functionality.

State and Contractor Roles

Knowledge Transfer/Transition Deliverables

The following is a description of transition deliverables to be submitted and the State and Contractor
responsibilities associated with each.

Deliverable Deliverable Description Responsibility

Name The State Contractor

SOM Hub « Plan documenting tasks, schedule o Review plan and provide « Create the plan

Solution and resources required to transition feedback + Revise based on SOM

Transition Plan maintenance and operations to feedback

DTMB « Execute Contractor tasks in

the plan

Complete « Operations and maintenance training « Review training materials « Develop training materials

training and materials « ldentity trainees « Revise materials based on

operational o Operations documentation e Schedule classes SOM feedback

materials to « Participate in classes o Conduct training

enable SOM « Participate in job « Provide opportunities for
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Deliverable Deliverable Description Responsibility

Name The State Contractor

staff to maintain shadowing job shadowing

the « Review and commenton « Create operations
implemented operations documentation documentation

solution in « Revise operations
reasonable documentation based on
situations. feedback

Deliverable(s)
The Contractor will provide the requirements stated above and provide the following deliverables:
e Complete training and operational materials to enable SOM staff to maintain the implemented solution
in reasonable situations.

Acceptance Criteria
Acceptance criteria for Document Deliverables and Software Deliverables are listed in Section 1.501.

M. Other Services (Agency to add any additional services and software to be required)

Michigan may choose to implement additional policies, procedures, integration and rules in the future and may
opt to change the partnership model with the Federal government. Upon request, the Contractor shall architect
and staff future functionality.

Contractor Approach

Contractor understands that the State may choose to implement additional policies, procedures, integration
and rules in the future and may opt to change the partnership model with the Federal government. The State
also needs to fulfill federal and state mandated policy/system changes, improve existing processes and
functionality, and achieve new initiatives. These system enhancements may require additional requirements
definition, design, development and testing of the SOM Hub Solution. In order to manage anticipated changes,
the State will maintain a pool of hours, to be used at its discretion to support implementation of any required
business changes or desired enhancements to the solution.

Deliverable(s)

At a minimum the Contractor will provide the requirements stated above and provide the following deliverables:
e Future development services to meet new requirements (reserve bank of hours)
e Proposed plan to identify, estimate, perform impact analysis and track future requirements.

Acceptance Criteria
Acceptance criteria for Document Deliverables and Software Deliverables are listed in Section 1.501.

II. Requirements

Technical/General System Requirements — See Attachment A
Technical/general system requirements will identify what the solution or product must run on or integrate with,
including any standards that must be met, security requirements, service levels and interface;

Technical/general system requirements will also identify the general framework in which the system or product
must work, such as: capacity requirements (number of users, concurrent users, number of transactions to be
handled, peak usage), documentation, audit and backup and recovery.

Functional Requirements — See Attachment A
Functional requirements identify what the product or system must do to enable performance of work tasks and
any applicable service levels.

1.200 Roles and Responsibilities

1.201 Contractor Staff, Roles, And Responsibilities
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A. Contractor Staff
The Contractor shall commit that staff identified in this Contract will actually perform the assigned work.

The Contractor has identified Hariharan Murthy as the Single Point of Contact (SPOC).

The duties of the SPOC shall include, but not be limited to:
= supporting the management of the Contract,
» facilitating dispute resolution, and
» advising the State of performance under the terms and conditions of the Contract.

The State reserves the right to require a change in the current SPOC if the assigned SPOC is not, in the
opinion of the State, adequately serving the needs of the State.

The Contractor will provide upon request, and update when changed, an organizational chart indicating lines of
authority for personnel involved in performance of this Contract and relationships of this staff to other programs
or functions of the firm. This chart must also show lines of authority to the next senior level of management
and indicate who within the firm will have prime responsibility and final authority for the work.

All Key Personnel may be subject to the State’s interview and approval process. Any key staff substitution
must have the prior approval of the State. The State has identified the following as key personnel for this
project:

Key Personnel Member Position Requirements

NAME - Mark Murphy, PMP e Minimum of seven (7) years of experience managing application
development and implementation projects of similar size

e Minimum of Three (3) years of PM experience in supporting, installing
and configuring an enterprise service bus

e Certification: PMP or equivalent industry recognition

e Minimum of Three (3) years of State of Michigan SEM, SUITE and
PMM experience or similar environments with other clients

e Strong business acumen related especially to health care
implementations

SOM Data Hub Project Manager

NAME - Gajendra Prasad Sankaranaryana, e Minimum of seven (7) years of experience implementing application
PMP development and implementation projects of similar size

e Minimum of Three (3) years of technical leadership experience in
supporting, installing and configuring the proposed enterprise service
bus

SOM Data Hub Technical Lead

e Certification: Technical certification(s) in proposed solution(s) highly
desirable

e Minimum of Three (3) years of technical leadership in a highly
structured SDLC

e Strong technical acumen related especially to health care
implementations

The Contractor will provide a SOM Data Hub Project Manager to interact with the designated personnel
from the State to insure a smooth transition to the new system. The project manager/technical lead will
coordinate all of the activities of the Contractor personnel assigned to the project and create all reports
required by State. The Contractor's project manager responsibilities include, at a minimum:

e Manage all defined Contractor responsibilities in this Scope of Services.
Manage Contractor’s subcontractors, if any
Develop the project plan and schedule, and update as needed
Serve as the point person for all project issues
Coordinate and oversee the day-to-day project activities of the project team
Assess and report project feedback and status
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Escalate project issues, project risks, and other concerns

Review all project deliverables and provide feedback

Proactively propose/suggest options and alternatives for consideration
Utilize change control procedures

Prepare project documents and materials

Manage and report on the project’s budget.

The Contractor will provide a SOM Data Hub Technical Lead to interact with the designated personnel from
the State to insure a smooth integration of the proposed system. The project manager/technical lead will
coordinate all of the integration activities of the Contractor solution and ensure the solutions requirements are
met. The Contractor's technical lead responsibilities include, at a minimum:
¢ Manage all defined Contractor technical deliverables in this Scope of Services.
Manage Contractor’s subcontractors sub-solutions if any
Develop the architecture and design of the solution
Serve as the point person for all project technical issues
Coordinate and oversee the day-to-day project technical activities of the project team
Assess and report project feedback and status on technical deliverables
Escalate technical issues, technical risks, and other concerns
Review all project deliverables and provide feedback
Proactively propose/suggest options and alternatives for consideration
Manage the configuration management and impact analysis functions
Prepare project technical documents and materials.

Contractor will provide 3 FTE’s for Maintenance and operation services. State will manage these resources
during the maintenance and operations services period.

The Contractor will provide sufficient qualified staffing to satisfy the deliverables of this Statement of Work.

B. On Site Work Requirements
1. Location of Work (Lansing Michigan)
The work is to be performed, completed, and managed at the following locations:
0 Meetings will be held in the Lansing, Michigan area
o0 Key personnel will be provided work space within State of Michigan facilities. Non-key
personnel will be supplied office space by the Contractor.

2. Hours of Operation:

a. Normal State working hours are 8:00 a.m. to 5:00 p.m. EST, Monday through Friday, with work
performed as necessary after those hours to meet project deadlines. No overtime will be
authorized or paid.

b. The State is not obligated to provide State management of assigned work outside of normal
State working hours. The State reserves the right to modify the work hours in the best interest
of the project.

c. Contractor shall observe the same standard holidays as State employees. The State does not
compensate for holiday pay.

3. Travel:
a. No travel or expenses will be reimbursed. This includes travel costs related to training provided
to the State by Contractor.
b. Travel time will not be reimbursed.

4. Additional Security and Background Check Requirements:

Contractor must present certifications evidencing satisfactory Michigan State Police Background
checks, ICHAT and drug tests for all staff identified for assignment to this project.
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In addition, proposed Contractor personnel will be required to complete and submit an RI-8
Fingerprint Card for the National Crime Information Center (NCIC) Finger Prints, if required by
project.

Contractor will pay for all costs associated with ensuring their staff meets all requirements.

1.202 State Staff, Roles, And Responsibilities

The State will provide the following resources for the Contractor’s on site use on this project:
e Meeting space
e Minimal clerical support
o The State of Michigan will provide Virtual Private Network (VPN) access to the project development
resources in order for them to perform development, testing, and production support activities in a
timely manner. Remote access will be provided on a 24x7 basis for the Contractor project team
throughout the duration of this project.

The State project team will consist of Executive Subject Matter Experts (SME’s), project support, and a
Department of Technology Management and Budget (DTMB) and Agency project manager:

Executive Subject Matter Experts
The Executive Subject Matter Experts representing the business units involved will provide the vision for the
business design and how the application shall provide for that vision. They shall be available on an as needed
basis. The Executive SME’s will be empowered to:
e Resolve project issues in a timely manner
Review project plan, status, and issues
Resolve deviations from project plan
Provide acceptance sign-off
Utilize change control procedures
Ensure timely availability of State resources
Make key implementation decisions, as identified by the Contractor’'s project manager, within 48-hours
of their expected decision date.

State Project Manager- (DTMB and Agency)
DTMB will provide a Project Manager who will be responsible for the State’s infrastructure and coordinate with
the Contractor in determining the system configuration.

The State’s Project Manager will provide the following services:

Provide State facilities, as needed

Coordinate the State resources necessary for the project

Facilitate coordination between various external contractors

Facilitate communication between different State departments/divisions
Provide acceptance and sign-off of deliverable/milestones

Review and sign-off of timesheets and invoices

Resolve project issues

Escalate outstanding/high priority issues

Utilize change control procedures

Conduct regular and ongoing review of the project to confirm that it meets original objectives and
requirements

Document and archive all important project decisions

Arrange, schedule and facilitate State staff attendance at all project meetings.
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1.300 Project Plan

1.301 Project Plan Management

Project Plan
The Contractor will provide a Project Plan, including necessary time frames and deliverables for the various
stages of the project and the responsibilities and obligations of both the Contractor and the State.

1. In particular, the Project Plan will include a MS Project plan or equivalent
a. A description of the deliverables to be provided under this Contract.
b. Target dates and critical paths for the deliverables required in this Contract.
c. ldentification of roles and responsibilities, including the organization responsible. Contractor is
to provide a roles and responsibility matrix. (RACI Chart)
d. The labor, hardware, materials and supplies required to be provided by the State in meeting the
target dates established in the Project Plan.
e. Internal milestones
f. Task durations.
2. The Project Plan shall include the following deliverable/milestones for which payment shall be made:
a. Payment to the Contractor will be made upon the completion and acceptance of the deliverable
or milestone, not to exceed contractual costs of the phase. A milestone is defined as complete
when all of the deliverables within the milestone have been completed.
b. Failure to provide deliverable/milestones by the identified date may be subject to liquidated
damages as identified in Article 2.

As per RFP requirements, for each major deliverable, we have provided a RACI Chart that identifies roles and
responsibilities of the various teams. This is a preliminary RACI Chart that delineates initial responsibilities. A
more detailed version of this chart will be maintained as part of the Project Management Plan throughout the
duration of the project. The terms used in the RACI Chart are:

« Responsible. The role or team that is primarily responsible for performing or overseeing the creation of the
deliverable or work product

« Accountable. The role or team that is answerable for the content of the deliverable or work product (only
one per row below)

« Consulted. The role(s) or team(s) that participate in creation of the deliverable or work product (frequently
knowledge leaders)

« Informed. The role(s) or team(s) to whom the deliverable or work product will be communicated
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Deliverable/Work Responsibl | Accountabl | Consulte | Informe | Comments
Product e e d d

Hardware Specifications/ Contractor Contractor SOM - SOM -
Requirements DTMB DTMB
Hardware Provisioning/ SOM - SOM - Contractor Contract
Procurement DTMB DTMB or
Software Specifications/ Contractor Contractor SOM - SOM -
Requirements DTMB DTMB
Software Procurement —Contractor ~ Contractor SOM - SOM -
DTMB DTMB
Software Installation Contractor Contractor SOM - SOM -
DTMB DTMB
High Level Business SOM SOM SOM Contract SOM to provide an SEM402
Requirements or
Detailed Business/ Contractor Contractor SOM SOM
Technical Requirements
Requirements Traceability = Contractor Contractor SOM SOM
Matrix
Application Design Contractor Contractor SOM SOM

and Documentation
(Functional and System)

Application Development Contractor Contractor SOM SOM

and Documentation

Testing and Contractor Contractor SOM SOM

Documentation

Training and Contractor Contractor SOM SOM

Documentation

Provide and Implement Contractor Contractor SOM SOM Per 1.104.G - Includes Federal Data

Services and Hub, State Messaging Gateway, MAGI

Documentation Eligibility Service, Eligibility
Determination Systems (Bridges,
MiBridges), Eligibility Determination
Systems (MAXSTAR), Medicaid
Processing Systems (CHAMPS),
Dispute Resolution - Currently MAHS,
Document Imaging Service, FPE
Reporting

Integration Coordination SOM SOM Contractor Contract Per 1.104.G — Includes Federal Data

with External Agencies or Hub, State Messaging Gateway, MAGI
Eligibility Service, Eligibility
Determination Systems (Bridges,
MiBridges), Eligibility Determination
Systems (MAXSTAR), Medicaid
Processing Systems (CHAMPS),
Dispute Resolution - Currently MAHS,
Document Imaging Service, FPE
Reporting

General Documentation Contractor Contractor SOM SOM

Operating Documentation  Contractor Contractor SOM SOM

Knowledge Transfer/ Contractor Contractor SOM SOM

Transition

Operation Services Contractor Contractor SOM SOM

Maintenance and Support  Contractor Contractor SOM SOM

RACI Chart.

Orientation Meeting
Within (5) calendar days from execution of the Contract, the Contractor will be required to attend an orientation
meeting to discuss the content and procedures of the Contract. The meeting will be held in Lansing, Michigan,
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at a date and time mutually acceptable to the State and the Contractor. The State shall bear no cost for the
time and travel of the Contractor for attendance at the meeting.

Performance Review Meetings

The State will require the Contractor to attend monthly meetings, at a minimum, to review the Contractor’s
performance under the Contract. The meetings will be held in (Lansing), Michigan, or by teleconference, as
mutually agreed by the State and the Contractor. The State shall bear no cost for the time and travel of the
Contractor for attendance at the meeting.

Project Control

1. The Contractor will carry out this project under the direction and control of the DTMB Project Control
Office (PCO on behalf of (DCH, DHS, and LARA).

2. The State will require the Contractor to attend regular project meetings, to review the Contractor’s
performance under the Contract. The meetings will be held in Lansing, Michigan, or by teleconference,
as mutually agreed by the State and the Contractor. The State shall bear no cost for the time and
travel of the Contractor for attendance at the meeting.

3. The Contractor will manage the scope of this Contract in accordance with the State Unified Information
Technology Environment (SUITE) methodology, which includes standards for project management,
systems engineering, and associated forms and templates which is available at
http://www.michigan.gov/suite

a. Contractor will use an automated tool for planning, monitoring, and tracking the Contract’s
progress and the level of effort of any Contractor personnel spent performing Services under the
Contract. The tool shall have the capability to produce:

b. Staffing tables with names of personnel assigned to Contract tasks.

c. Contractor will provide project plans showing tasks, subtasks, deliverables, and the resources
required and allocated to each (including detailed plans for all Services to be performed for
within the next ninety (90) calendar days, updated monthly.)

4. Graphs showing critical events, dependencies and decision points during the course of the Contract.

a. Any tool(s) used by Contractor for such purposes must produce information of a type and in a
manner and format that will support reporting in compliance with the State standards.

b. As defined by the PCO and for the duration of the project, all Contractor project management

5. Standards, communications, and tracking must be followed including but not limited to: Project
Reporting (by submitted every two (2) calendar weeks or as requested and approved by the PCO for
the duration of the project; Issue Management (affecting schedule, scope, cost, or quality); Risk
Management; Scope Management; Quality Management; project Change Management.

6. Within (5) working days of the execution of the Contract, the Contractor will submit to the State project
manager(s) for final approval of the project plan. This project plan must be in agreement with Article 1,
Section 1.104 Work and Deliverables, and must include the following:

e The Contractor’s project organizational structure.

e The Contractor’s staffing table with names and title of personnel assigned to the project. This
must be in agreement with staffing of accepted proposal. Necessary substitutions of Key
Personnel other than due to change of employment status and other unforeseen circumstances
may only be made with prior approval of the State.

e The project work breakdown structure (WBS) showing sub-projects, activities and tasks, and
resources required and allocated to each.

e The time-phased plan in the form of a graphic display, showing each event, task, and decision
point in the WBS.

8. The Contractor will manage the scope of the Contract in accordance with the State Unified Information
Technology Environment (SUITE) methodology, which includes standards for project management,
systems engineering, and associated forms and templates which is available at
http://www.michigan.gov/suite
a. Contractor will use an automated tool for planning, monitoring, and tracking the Contract’s progress

and the level of effort of any Contractor personnel spent performing Services under the Contract.

The tool shall have the capability to produce:
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o Staffing tables with names of personnel assigned to Contract tasks.

e Project plans showing tasks, subtasks, deliverables, and the resources required and allocated
to each (including detailed plans for all Services to be performed within the next (10) business
days, updated semi-monthly).

e Updates must include actual time spent on each task and a revised estimate to complete.
Graphs showing critical events, dependencies and decision points during the course of the
Contract.

b. Any tool(s) used by Contractor for such purposes must produce information of a type and in a
manner and format that will support reporting in compliance with the State standards.

The State of Michigan requires that the Contractor completely comply with the SOM Software Engineering

Methodology, Project Management Methodology and SUITE processes as well as to supply the documents

required for Center for Medicaid Services (CMS) approval. These documents include but are not limited to:
¢ Information Security Risk Assessment

Performance Measurement Plan

Project Management Plan

Privacy Impact Statement

Release Plan

Training Plan

Financial Management Plan

Staff Management Plan

Configuration Management Plan

Change Management Plan

Quality Management Plan

Communications Plan

Risk Management Plan

System Security Plan

The complete list of artifacts to be produced by the Contractor, approved by the State and delivered to CMS
can be found in the Attachment C - IT Enterprise Lifecycle Artifact Addendum.

Contractor will map the SOW deliverables to the Attachment C — IT ELC within 10 days of the project start. The
scope of the ELC artifacts will be limited to Hub scope. State will be responsible for compiling various ELC
projects deliverables to program deliverable for CMS gate review and approval. Any ELC deliverables which
are not identified as part of the SOW deliverable identified by the Contractor will need to be reviewed and
evaluated to be included in scope; any such deliverable which takes over 8 hours to create will be managed
through the established change control process.

1.302 Reports
Reporting formats must be submitted to the State’s Project Manager for approval within (5) business days after
the execution of this Contract. Once both parties have agreed to the format of the report, it shall become the
standard to follow for the duration of the contract. The Contractor will provide the following reports on a
mutually-agreeable frequency:
o Weekly Project status
Updated project plan
Summary of activity during the report period
Accomplishments during the report period
Deliverable status
Schedule status
Action Item status
Issues/Risks
Change Control
Repair status
Maintenance Activity
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Contractors who are awarded State contracts that are funded by $25,000 or more of federal funds are subject
to FFATA reporting requirements. Although not required at the time of bid submission, if the bidder is awarded
a Contract that meets the reporting requirements of the FFATA, the Contractor will be required to provide its
DUNS number; parent organizations DUNS number; location and primary place of performance information,
and possibly, executive compensation information. FFATA requirements and Duns information can be found
at: https://www.fsrs.gov/ and http://www.dnb.com/ .

1.400 Project Management
The Contractor will adhere to the PMM methodology and provide PMM documentation for activities and

deliverables in the scope of this contract as requested.

1.401 Issue Management
An issue is an identified event that if not addressed may affect schedule, scope, quality, or budget.

The Contractor shall maintain an issue log for issues relating to the provision of services under this Contract.
The issue management log must be communicated to the State’s Project Manager on an agreed upon
schedule, with email notifications and updates. The issue log must be updated and must contain the following
minimum elements:

e Description of issue
Issue identification date
Responsibility for resolving issue.
Priority for issue resolution (to be mutually agreed upon by the State and the Contractor)
Resources assigned responsibility for resolution
Resolution date
Resolution description.

Issues shall be escalated for resolution from level 1 through level 3, as defined below:

Level 1 Business Leads Analyze cause, impact and potential resolution. Resolve or escalate issues
based on impact of proposed solution.

Level 2 Project Managers Analyze impact of the issue on the scope, schedule and resources within
the project. Recommend resolution and escalate if it is a high impact to the
overall project plan. Weekly review open issues and report status

Level 3 Executive Subject Matter Review proposed resolutions for issues that have high impact and approve
Experts (SME’s) updates required to project plan.

1.402 Risk Management

A risk is an unknown circumstance or event that, if it occurs, may have a positive or negative impact on the
project.

The Contractor is responsible for establishing a risk management plan and process, including the identification
and recording of risk items, prioritization of risks, definition of mitigation strategies, monitoring of risk items, and
periodic risk assessment reviews with the State.

A risk management plan format shall be submitted to the State for approval within twenty (20) business days
after execution of this Contract. The risk management plan will be developed during the initial planning phase
of the project, and be in accordance with the State’s PMM methodology. Once both parties have agreed to the
format of the plan, it shall become the standard to follow for the duration of the contract. The plan must be
updated bi-weekly, or as agreed upon.
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The Contractor shall provide the tool to track risks. The Contractor will work with the State and allow input into
the prioritization of risks.

The Contractor is responsible for identification of risks for each phase of the project. Mitigating and/or
eliminating assigned risks will be the responsibility of the Contractor. The State will assume the same
responsibility for risks assigned to them.

1.403 Change Management

Change management is defined as the process to communicate, assess, monitor, and control all changes to
system resources and processes. The State also employs change management in its administration of the
Contract.

If a proposed contract change is approved by the Agency, the Contract Administrator will submit a request for
change to the Department of Technology, Management and Budget, Procurement Buyer, who will make
recommendations to the DTMB Chief Procurement Officer regarding ultimate approval/disapproval of change
request. If the DTMB Chief Procurement Officer agrees with the proposed modification, and all required
approvals are obtained (including State Administrative Board), the DTMB-Procurement Buyer will issue an
addendum to the Contract, via a Contract Change Notice. Contractors who provide products or services
prior to the issuance of a Contract Change Notice by DTMB-Procurement risk non-payment for the out-
of-scope/pricing products and/or services.

The Contractor must employ change management procedures to handle such things as “out-of-scope”
requests or changing business needs of the State while the migration is underway.

The Contractor will employ the change control methodologies to justify changes in the processing environment,
and to ensure those changes will not adversely affect performance or availability.

1.500 Acceptance

1.501 Criteria

A Delivery of Deliverables

A list of the Deliverables to be prepared and delivered by Contractor including, for each Deliverable, the
scheduled delivery date and a designation of whether the Deliverable is a document (“Written Deliverable”™) or
a Custom Software Deliverable will be provided. All Deliverables shall be completed and delivered for State
review and written approval and, where applicable, installed in accordance with the State-approved delivery
schedule and any other applicable terms and conditions of this Contract.

B Contractor System Testing

Contractor will be responsible for System Testing each Custom Software Deliverable in Contractor’'s
development environment prior to turning over the Custom Software Deliverable to the State for User
Acceptance Testing and approval. Contractor's System Testing shall include the following, plus any other
testing required by CMM Level 3 or Contractor’s system development methodology:

Contractor will be responsible for performing Unit Testing and incremental Integration Testing of the
components of each Custom Software Deliverable.

Contractor’s System Testing will also include Integration Testing of each Custom Software Deliverable to
ensure proper inter-operation with all prior software Deliverables, interfaces and other components that are
intended to inter-operate with such Custom Software Deliverable, and will include Regression Testing.

Within five (5) Business Days following the completion of System Testing pursuant to this Section, Contractor
shall provide to the State a testing matrix establishing that testing for each condition identified in the System
Testing plans has been conducted and successfully concluded. To the extent that testing occurs on State
premises, the State shall be entitled to observe or otherwise participate in testing under this Section as the
State may elect.
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C Approval of Deliverables, In General

All Deliverables (Written Deliverables and Custom Software Deliverables) require formal written approval by
the State, in accordance with the following procedures. Formal approval by the State requires that the
Deliverable be confirmed in writing by the State to meet its specifications, which, in the case of Custom
Software Deliverables, will include the successful completion of State User Acceptance Testing, to be led by
the State with the support and assistance of Contractor. The parties acknowledge that the approval process
set forth herein will be facilitated by ongoing consultation between the parties, visibility of interim and
intermediate Deliverables and collaboration on key decisions.

The State’s obligation to comply with any State Review Period is conditioned on the timely delivery of
Deliverables being reviewed. If Contractor fails to provide a Deliverable to the State in a timely manner, the
State will nevertheless use commercially reasonable efforts to complete its review or testing within the
applicable State Review Period.

Before commencement of its review or testing of a Deliverable, the State may inspect the Deliverable to
confirm that all components of the Deliverable (e.g., software, associated documentation, and other materials)
have been delivered. If the State determines that the Deliverable is incomplete, the State may refuse delivery
of the Deliverable without performing any further inspection or testing of the Deliverable. Otherwise, the review
period will be deemed to have started on the day the State receives the Deliverable and the applicable
certification by Contractor in accordance with this Section.

The State will approve in writing a Deliverable upon confirming that it conforms to and, in the case of a Custom
Software Deliverable, performs in accordance with, its specifications without material deficiency. The State
may, but shall not be required to, conditionally approve in writing a Deliverable that contains material
deficiencies if the State elects to permit Contractor to rectify them post-approval. In any case, Contractor will
be responsible for working diligently to correct within a reasonable time at Contractor’s expense all deficiencies
in the Deliverable that remain outstanding at the time of State approval.

D Process for Approval of Written Deliverables

The State Review Period for Written Deliverables will be the number of days following delivery of the final
version of the Written Deliverable (failing which the State Review Period, by default, shall be five (5) Business
Days for Written Deliverables of one hundred (100) pages or less and ten (10) Business Days for Written
Deliverables of more than one hundred (100) pages). The duration of the State Review Periods will be
doubled if the State has not had an opportunity to review an interim draft of the Written Deliverable prior to its
submission to the State. The State agrees to notify Contractor in writing by the end of the State Review Period
either stating that the Written Deliverable is approved in the form delivered by Contractor or describing any
deficiencies that must be corrected prior to approval of the Written Deliverable (or at the State’s election,
subsequent to approval of the Written Deliverable). If the State delivers to Contractor a notice of deficiencies,
Contractor will correct the described deficiencies and within five (5) Business Days resubmit the Deliverable in
a form that shows all revisions made to the original version delivered to the State. Contractor’s correction
efforts will be made at no additional charge. Upon receipt of a corrected Written Deliverable from Contractor,
the State will have a reasonable additional period of time, not to exceed the length of the original State Review
Period, to review the corrected Written Deliverable to confirm that the identified deficiencies have been
corrected.

The State and Contractor understand the aggressive timeline for the SOM Hub project and will make all
reasonable efforts to accelerate the delivery and review timelines.

E Process for Approval of Custom Software Deliverables

The State will conduct UAT of each Custom Software Deliverable in accordance with the following procedures
to determine whether it meets the criteria for State approval — i.e., whether it conforms to and performs in
accordance with its specifications without material deficiencies.

Within thirty (30) days (or such other number of days as the parties may agree to in writing) prior to
Contractor’s delivery of any Custom Software Deliverable to the State for approval, Contractor shall provide to
the State a set of proposed test plans, including test cases, scripts, data and expected outcomes, for the
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State’s use (which the State may supplement in its own discretion) in conducting UAT of the Custom Software
Deliverable. Contractor, upon request by the State, shall provide the State with reasonable assistance and
support during the UAT process.

For the Custom Software Deliverables listed in an attachment, the State Review Period for conducting UAT will
be as indicated in the attachment. For any other Custom Software Deliverables not listed in an attachment, the
State Review Period shall be the number of days agreed in writing by the parties (failing which it shall be thirty
(30) days by default). The State Review Period for each Custom Software Deliverable will begin when
Contractor has delivered the Custom Software Deliverable to the State accompanied by the certification
required by this Section and the State’s inspection of the Deliverable has confirmed that all components of it
have been delivered.

The State’s UAT will consist of executing test scripts from the proposed testing submitted by Contractor, but
may also include any additional testing deemed appropriate by the State. If the State determines during the
UAT that the Custom Software Deliverable contains any deficiencies, the State will notify Contractor of the
deficiency by making an entry in an incident reporting system available to both Contractor and the State.
Contractor will modify promptly the Custom Software Deliverable to correct the reported deficiencies, conduct
appropriate System Testing (including, where applicable, Regression Testing) to confirm the proper correction
of the deficiencies and re-deliver the corrected version to the State for re-testing in UAT. Contractor will
coordinate the re-delivery of corrected versions of Custom Software Deliverables with the State so as not to
disrupt the State’s UAT process. The State will promptly re-test the corrected version of the Software
Deliverable after receiving it from Contractor.

Within three (3) business days after the end of the State Review Period, the State will give Contractor a written
notice indicating the State’s approval or rejection of the Custom Software Deliverable according to the criteria
and process set out in this Section.

The State of Michigan will evaluate each contracted deliverable against relevant existing standards;

e SDLC documentation will be evaluated to validate against the acceptance criteria are met

e Project Management documentation will be evaluated against PMM standards
Design will be evaluated to validate that known requirements are met and that the design is extensible
to meet future requirements

o Architecture and implementation plans will be evaluated to validate State of Michigan enterprise
standards are met

e Each deliverable will be evaluated to validate Michigan, Federal and trusted data source security and
privacy standards are met per the mutually agreed requirements and design

e Each requirement will be required to be unit, system and user acceptance tested and a plan put in
place by the Contractor.

o All deliverables will be evaluated against the mutually agreed upon the acceptance criteria

1.502 Final Acceptance

Final acceptance will be granted upon;
e Successful completion user acceptance testing and all prerequisite SDLC tasks leading up to the
completion of UAT.
o Delivery and acceptance of all contracted deliverables through the implementation phase.

1.600 Compensation and Payment

1.601 Compensation And Payment
Method of Payment

The project will be paid (Firm Fixed Price). Attachment D — Contract Pricing, provides a detailed breakdown
of the Contractor pricing.
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Travel
The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc. Travel time will
not be reimbursed.

If Contractor reduces its prices for any of the software or services during the term of this Contract, the State
shall have the immediate benefit of such lower prices for new purchases. Contractor shall send notice to the
State’s Contract Administrator with the reduced prices within fifteen (15) Business Days of the reduction taking
effect.

Statements of Work and Issuance of Purchase Orders
Unless otherwise agreed by the parties, each Statement of Work will include:
Background
Project Objective
Scope of Work
Deliverables
Acceptance Criteria
Project Control and Reports
Specific Department Standards
Payment Schedule
. Statement that Travel and Expenses will not be billed to the State
10. Project Contacts
11. Agency Responsibilities and Assumptions
12. Location of Where the Work is to be performed
13. Expected Contractor Work Hours and Conditions.

©CoNooO~wWNE

The parties agree that the Services/Deliverables to be rendered by Contractor pursuant to this Contract
(and any future amendments of it) will be defined and described in detail in Statements of Work or
Purchase Orders (PO) executed under this Contract. Contractor shall not be obliged or authorized to
commence any work to implement a Statement of Work until authorized via a PO issued against this
Contract. Contractor shall perform in accordance with this Contract, including the Statements of
Work/Purchase Orders executed under it.

Invoicing
Contractor will submit properly itemized invoices to

DTMB — Financial Services
Accounts Payable

P.O. Box 30026

Lansing, Ml 48909

Or

DTMB-Accounts-Payable@michigan.gov

Invoices must provide and itemize, as applicable:
e Contract number;
Purchase Order number
Contractor name, address, phone number, and Federal Tax Identification Number;
Description of any commodities/hardware, including quantity ordered,;
Date(s) of delivery and/or date(s) of installation and set up;
Price for each item, or Contractor’s list price for each item and applicable discounts;
Maintenance charges;
Net invoice price for each item;
Shipping costs;
Other applicable charges;
Total invoice price; and

207




o
CONTRACT #071B3200103 ‘

e Payment terms, including any available prompt payment discount.
The State may pay maintenance and support charges on a monthly basis, in arrears. Payment of maintenance

service/support of less than one (1) month’s duration shall be prorated at 1/30th of the basic monthly
maintenance charges for each calendar day.

Incorrect or incomplete invoices will be returned to Contractor for correction and reissue.

1.602 RESERVED
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Article 2, Terms and Conditions

2.000 Contract Structure and Term

2.001 Contract Term

This Contract is for a period of three (3) years. All outstanding Purchase Orders must also expire upon the
termination (cancellation for any of the reasons listed in Section 2.150) of the Contract, unless otherwise
extended under the Contract. Absent an early termination for any reason, Purchase Orders issued but not
expired, by the end of the Contract’s stated term, will remain in effect for the balance of the fiscal year for
which they were issued.

2.002 Options to Renew

This Contract may be renewed in writing by mutual agreement of the parties not less than 30 days
before its expiration. The Contract may be renewed for up to two (2) additional one (1) year period.

2.003 Legal Effect

Contractor shall show acceptance of this Contract by signing two copies of the Contract and returning them
to the Contract Administrator. The Contractor shall not proceed with the performance of the work to be
done under the Contract, including the purchase of necessary materials, until both parties have signed the
Contract to show acceptance of its terms, and the Contractor receives a contract release/purchase order
that authorizes and defines specific performance requirements.

Except as otherwise agreed in writing by the parties, the State assumes no liability for costs incurred by
Contractor or payment under this Contract, until Contractor is notified in writing that this Contract (or
Change Order) has been approved by the State Administrative Board (if required), approved and signed
by all the parties, and a Purchase Order against the Contract has been issued.

2.004 Attachments, Appendices & Exhibits

All Attachments, Appendices and Exhibits affixed to any and all Statement(s) of Work, or appended
to or referencing this Contract, are incorporated in their entirety and form part of this Contract.

2.005 Ordering

The State will issue a written Purchase Order, Blanket Purchase Order, Direct Voucher or Procurement
Card Order, which must be approved by the Contract Administrator or the Contract Administrator's
designee, to order any Services/Deliverables under this Contract. All orders are subject to the terms and
conditions of this Contract. No additional terms and conditions contained on either a Purchase Order or
Blanket Purchase Order apply unless they are also specifically contained in that Purchase Order or
Blanket Purchase Order's accompanying Statement of Work. Exact quantities to be purchased are
unknown, however, the Contractor will be required to furnish all such materials and services as may be
ordered during the CONTRACT period. Quantities specified, if any, are estimates based on prior
purchases, and the State is not obligated to purchase in these or any other quantities.

2.006 Order of Precedence

The Contract, including any Statements of Work and Exhibits, to the extent not contrary to the Contract,
each of which is incorporated for all purposes, constitutes the entire agreement between the parties with
respect to the subject matter and supersedes all prior agreements, whether written or oral, with respect to
the subject matter and as additional terms and conditions on the purchase order must apply as limited by
Section 2.005.

In the event of any inconsistency between the terms of the Contract and a Statement of Work, the terms of
the Statement of Work will take precedence (as to that Statement of Work only); provided, however, that a
Statement of Work may not modify or amend the terms of the Contract, which may be modified or
amended only by a formal Contract amendment.

209




o

CONTRACT #071B3200103

2.007 Headings

Captions and headings used in the Contract are for information and organization purposes. Captions
and headings, including inaccurate references, do not, in any way, define or limit the requirements or
terms and conditions of the Contract.

2.008 Form, Function & Utility

If the Contract is for use of more than one State agency and if the Deliverable/Service does not the meet
the form, function, and utility required by that State agency, that agency may, subject to State purchasing
policies, procure the Deliverable/Service from another source.

2.009 Reformation and Severability

Each provision of the Contract is severable from all other provisions of the Contract and, if one or more of

the provisions of the Contract is declared invalid, the remaining provisions of the Contract remain in full
force and effect.

2.010  Consents and Approvals
Except as expressly provided otherwise in the Contract, if either party requires the consent or approval of
the other party for the taking of any action under the Contract, the consent or approval must be in writing
and must not be unreasonably withheld or delayed.

2.011 No Waiver of Default

If a party fails to insist upon strict adherence to any term of the Contract then the party has not waived the
right to later insist upon strict adherence to that term, or any other term, of the Contract.

2.012 Survival

Any provisions of the Contract that impose continuing obligations on the parties, including without limitation
the parties’ respective warranty, indemnity and confidentiality obligations, survive the expiration or
termination of the Contract for any reason. Specific references to survival in the Contract are solely for
identification purposes and not meant to limit or prevent the survival of any other section

2.020 Contract Administration

2.021 Issuing Office

This Contract is issued by the Department of Technology, Management and Budget, Purchasing
Operations, DCH, LARA, and DHS (the “State”). Purchasing Operations is the sole point of contact in the
State with regard to all procurement and contractual matters relating to the Contract. The Purchasing
Operations Contract Administrator for this Contract is:

Steve Motz, Buyer

Purchasing Operations

Department of Technology, Management and Budget
Mason Bldg, 2nd Floor

PO Box 30026

Lansing, MI 48909

MotzS@michigan.gov

(517) 241 -3215

2.022 Contract Compliance Inspector

The Director of Purchasing Operations directs the person named below, or his or her designee, to monitor
and coordinate the activities for the Contract on a day-to-day basis during its term. Monitoring Contract
activities does not imply the authority to change, modify, clarify, amend, or otherwise alter the
prices, terms, conditions and specifications of the Contract. Purchasing Operations is the only
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State office authorized to change, modify, amend, alter or clarify the prices, specifications, terms
and conditions of this Contract. The Contract Compliance Inspector for this Contract is:

See Section 2.023.

2.023 Project Manager

The following individual will oversee the
project:

Larry Lemieux
(517) 241-4547
lemieuxl@michigan.gov

2.024 Change Requests

The State reserves the right to request from time to time any changes to the requirements and
specifications of the Contract and the work to be performed by the Contractor under the Contract. During
the course of ordinary business, it may become necessary for the State to discontinue certain business
practices or create Additional Services/Deliverables. At a minimum, to the extent applicable, the State
would like the Contractor to provide a detailed outline of all work to be done, including tasks necessary to
accomplish the Services/Deliverables, timeframes, listing of key personnel assigned, estimated hours for
each individual per task, and a complete and detailed price justification.

If the State requests or directs the Contractor to perform any services or provide deliverables that are
consistent with and similar to the Services/Deliverables being provided by the Contractor under the
Contract, but which the Contractor reasonably and in good faith believes are not included within the
Statements of Work, then before performing such services or providing such deliverables, the Contractor
shall notify the State in writing that it considers the services or deliverables to be an Additional
Service/Deliverable for which the Contractor should receive additional compensation and/or a delivery
schedule adjustment. If the Contractor does not so notify the State, the Contractor shall have no right to
claim thereafter that it is entitled to additional compensation for performing that service or providing that
deliverable. If the Contractor does so notify the State, then such a service or deliverable shall be governed
by the Change Request procedure in this Section, and the Contractor shall not be required to perform the
additional services/deliverables in the absence of a mutually agreed Change Order or Contract
Modification applicable to the additional services or deliverables.

In the event prices or service levels are not acceptable to the State, the Additional Services or New Work
shall be subject to competitive bidding based upon the specifications.

(1) Change Request at State Request
If the State should require Contractor to perform New Work, Additional Services or make changes to
the Services that would affect the Contract completion schedule or the amount of compensation
due Contractor (a “Change”), the State shall submit a written request for Contractor to furnish a
proposal for carrying out the requested Change (a “Change Request”).

(2) Contractor Recommendation for Change Requests:

Contractor shall be entitled to propose a Change to the State, on its own initiative, should it be of
the opinion that this would benefit the Contract.

(3) Upon receipt of a Change Request or on its own initiative, Contractor shall examine the implications of
the requested Change on the technical specifications, Contract schedule and price of the Deliverables
and Services and shall submit to the State without undue delay a written proposal for carrying out the
Change. Contractor’s proposal will include any associated changes in the technical specifications,
Contract schedule and price and method of pricing of the Services. If the Change is to be performed
on a time and materials basis, the Amendment Labor Rates shall apply to the provision of such
Services. If Contractor provides a written proposal and should Contractor be of the opinion that a
requested Change is not to be recommended, it shall communicate its opinion to the State.
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(4) By giving Contractor written notice within a reasonable time, the State shall be entitled to accept a
Contractor proposal for Change, to reject it, or to reach another agreement with Contractor. Should
the parties agree on carrying out a Change, a written Contract Change Notice must be prepared and
issued under this Contract, describing the Change and its effects on the Services and any affected
components of this Contract (a “Contract Change Notice”).

(5) No proposed Change must be performed until the proposed Change has been specified in a duly
executed Contract Change Notice issued by the Department of Technology, Management and
Budget, Purchasing Operations.

(6) If the State requests or directs the Contractor to perform any activities that Contractor believes
constitute a Change, the Contractor must notify the State that it believes the requested activities are a
Change before beginning to work on the requested activities. If the Contractor fails to notify the State
before beginning to work on the requested activities, then the Contractor waives any right to assert
any claim for additional compensation or time for performing the requested activities. If the Contractor
commences performing work outside the scope of this Contract and then ceases performing that
work, the Contractor must, at the request of the State, retract any out-of-scope work that would
adversely affect the Contract.

2.025 Notices

Any notice given to a party under the Contract must be deemed effective, if addressed to the party as
addressed below, upon: (i) delivery, if hand delivered; (ii) receipt of a confirmed transmission by facsimile
if a copy of the notice is sent by another means specified in this Section; (iii) the third Business Day after
being sent by U.S. mail, postage pre-paid, return receipt requested; or (iv) the next Business Day after
being sent by a nationally recognized overnight express courier with a reliable tracking system.

State: Steve Motz

State of Michigan
Purchasing

Operations

Attention:

PO Box 30026

530 West Allegan
Lansing, Michigan 48909

Contractor: See signature page for contact information

Either party may change its address where notices are to be sent by giving notice according to this Section.

2.026 Binding Commitments

Representatives of Contractor must have the authority to make binding commitments on Contractor’'s
behalf within the bounds set forth in the Contract. Contractor may change the representatives from time to
time upon written notice.

2.027 Relationship of the Parties

The relationship between the State and Contractor is that of client and independent contractor. No
agent, employee, or servant of Contractor or any of its Subcontractors must be or must be deemed to be
an employee, agent or servant of the State for any reason. Contractor will be solely and entirely
responsible for its acts and the acts of its agents, employees, servants and Subcontractors during the
performance of the Contract.

2.028 Covenant of Good Faith and Cooperation

Each party must act reasonably and in good faith. Unless stated otherwise in the Contract, the parties will
not unreasonably delay, condition or withhold the giving of any consent, decision or approval that is either
requested or reasonably required of them in order for the other party to perform its responsibilities under
the Contract.
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Each party shall reasonably cooperate with the other party in the performance of the Contract, including
provision by the State of timely access to data, information, and its personnel. The State shall be
responsible for the performance of its obligations as set forth in the Statement of Work and for the
accuracy and completeness of data and information provided to the Contractor. Contractor’s
performance is dependent upon the timely and effective satisfaction of the State’s responsibilities
hereunder.

2.029 Assignments

Neither party may assign the Contract, or assign or delegate any of its duties or obligations under the
Contract, to any other party (whether by operation of law or otherwise), without the prior written consent of
the other party; provided, however, that the State may assign the Contract to any other State agency,
department, division or department without the prior consent of Contractor and Contractor may assign the
Contract to an affiliate so long as the affiliate is adequately capitalized and can provide adequate
assurances that the affiliate can perform the Contract. The State may withhold consent from proposed
assignments, subcontracts, or novations when the transfer of responsibility would operate to decrease the
State’s likelihood of receiving performance on the Contract or the State’s ability to recover damages.

Contractor may not, without the prior written approval of the State, assign its right to receive payments
due under the Contract. If the State permits an assignment, the Contractor is not relieved of its
responsibility to perform any of its contractual duties, and the requirement under the Contract that all
payments must be made to one entity continues.

If the Contractor intends to assign the contract or any of the Contractor's rights or duties under the
Contract, the Contractor must notify the State in writing at least 90 days before the assignment. The
Contractor also must provide the State with adequate information about the assignee within a
reasonable amount of time before the assignment for the State to determine whether to approve the
assignment.

2.030 General Provisions

2.031 Media Releases

News releases (including promotional literature and commercial advertisements) pertaining to the RFP
and Contract or project to which it relates shall not be made without prior written State approval, and then
only in accordance with the explicit written instructions from the State. No results of the activities
associated with the RFP and Contract are to be released without prior written approval of the State and
then only to persons designated; provided, however, nothing herein shall preclude Contractor from
referencing the Contract and services in past performance qualifications included in other proposals.

2.032 Contract Distribution

Purchasing Operations retains the sole right of Contract distribution to all State agencies and local
units of government unless other arrangements are authorized by Purchasing Operations.

2.033 Permits

Contractor must obtain and pay any associated costs for all required governmental permits. The State
must pay for all costs and expenses incurred in obtaining and maintaining any necessary easements or
right of way.

2.034 Website Incorporation

The State is not bound by any content on the Contractor's website, even if the Contractor's
documentation specifically referenced that content and attempts to incorporate it into any other
communication, unless the State has actual knowledge of the content and has expressly agreed to be
bound by it in a writing that has been manually signed by an authorized representative of the State.
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2.035 Future Bidding Preclusion

Contractor acknowledges that, to the extent this Contract involves the creation, development or generation
of a future RFP; it may be precluded from bidding on the subsequent RFP. The State reserves the right to
disqualify any bidder if the State determines that the bidder has used its position (whether as an incumbent
Contractor, or as a Contractor hired to assist with the RFP development, or as a Vendor offering free
assistance) to gain a competitive advantage on the RFP

2.036 Freedom of Information

All information in any proposal submitted to the State by Contractor and this Contract is subject to the
provisions of the Michigan Freedom of Information Act, 1976 Public Act No. 442, as amended, MCL
15.231, et seq (the “FOIA”).

2.037 Disaster Recovery

Contractor and the State recognize that the State provides essential services in times of natural or man-
made disasters. Therefore, except as so mandated by Federal disaster response requirements,
Contractor personnel dedicated to providing Services/Deliverables under this Contract will use
reasonable efforts to provide the State with priority service for repair and work around in the event of a
natural or man-made disaster.

2.040 Financial Provisions

2.041 Fixed Prices for Services/Deliverables

Each Statement of Work or Purchase Order issued under this Contract shall specify (or indicate by
reference to the appropriate Contract Exhibit) the firm, fixed prices for all Services/Deliverables, and the
associated payment milestones and payment amounts. The State may make progress payments to the
Contractor when requested as work progresses, but not more frequently than monthly, in amounts
approved by the Contract Administrator, after negotiation or otherwise as mutually agreed by the parties
in the Contract or applicable Purchase Order. Contractor must show verification of measurable progress
at the time of requesting progress payments.

2.042 Adjustments for Reductions in Scope of Services/Deliverables

If the scope of the Services/Deliverables under any Statement of Work issued under this Contract is
subsequently reduced by the State, the parties shall negotiate an equitable reduction in Contractor's
charges under such Statement of Work commensurate with the reduction in scope.

2.043 Services/Deliverables Covered

For all Services/Deliverables to be provided by Contractor (and its Subcontractors, if any) under this
Contract, the State shall not be obligated to pay any amounts in addition to the charges specified in this
Contract (as modified or supplemented pursuant to any agreed Change Orders, Contract Modifications or
Purchase Orders).

2.044 Invoicing and Payment — In General

(a) Each Statement of Work issued under this Contract shall list (or indicate by reference to the
appropriate Contract Exhibit) the prices for all Services/Deliverables, equipment and commodities to
be provided, and the associated payment milestones and payment amounts.

(b) Each Contractor invoice for fixed price services will show details as to prices by Service/Deliverable
component. Invoices for Services performed on a time and materials basis will show, for each labor
category, the number of hours of Services performed during the billing period and the applicable
hourly billing rate. Prompt payment by the State is contingent on the Contractor’s invoices showing
the amount owed by the State.

(c) Correctinvoices will be due and payable by the State, in accordance with the State’s standard
payment procedure as specified in 1984 Public Act No. 279, MCL 17.51 et seq., within 45 days
after receipt, provided the State determines that the invoice was properly rendered.
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(d) All invoices should reflect actual work done. Specific details and format of invoices and payments will
be agreed upon between the Contract Administrator and the Contractor prior to initiation of the
Services after the proposed Contract Agreement has been signed and accepted by both the
Contractor and the Director of Purchasing Operations, Department of Management & Budget. This
activity will occur only upon the specific written direction from Purchasing Operations.

The specific payment schedule for any Contract(s) entered into by the State and the Contractor(s)
will be mutually agreed upon. The schedule should show payment amount and should reflect actual
work done by the payment dates, less any penalty cost charges accrued by those dates. As a
general policy statements shall be forwarded to the designated representative by the 15th day of the
following month.

The Government may make progress payments to the Contractor when requested as work
progresses, but not more frequently than monthly, in amounts approved by the Contract
Administrator, after negotiation. Contractor must show verification of measurable progress at the
time of requesting progress payments.

2.045 Pro-ration

To the extent there are any Services that are to be paid for on a monthly basis, the cost of such Services
shall be pro-rated for any partial month.

2.046 Antitrust Assignment

The Contractor assigns to the State any claim for overcharges resulting from antitrust violations to the
extent that those violations concern materials or services supplied by third parties to the Contractor,
toward fulfillment of this Contract.

2.047 RESERVED - Final Payment

2.048 Electronic Payment Requirement

Electronic transfer of funds is required for payments on State Contracts. Contractors are required to
register with the State electronically at http://www.cpexpress.state.mi.us. As stated in Public Act 431 of
1984, all contracts that the State enters into for the purchase of goods and services shall provide that
payment will be made by electronic fund transfer (EFT).

2.050 Taxes

2.051 Employment Taxes
Contractors are expected to collect and pay all applicable federal, state, and local employment taxes.

2.052 Sales and Use Taxes

Contractors are required to be registered and to remit sales and use taxes on taxable sales of tangible
personal property or services delivered into the State. For purchases made directly by the State of
Michigan, the State is exempt from State and Local Sales Tax. Contractors that lack sufficient presence
in Michigan to be required to register and pay tax must do so as a volunteer. This requirement extends
to: (1) all members of any controlled group as defined in § 1563(a) of the Internal Revenue Code and
applicable regulations of which the company is a member, and (2) all organizations under common
control as defined in 8 414(c) of the Internal Revenue Code and applicable regulations of which the
company is a member that make sales at retail for delivery into the State are registered with the State for
the collection and remittance of sales and use taxes. In applying treasury regulations defining “two or
more trades or businesses under common control” the term “organization” means sole proprietorship, a
partnership (as defined in § 701(a) (2) of the Internal Revenue Code), a trust, an estate, a corporation, or
a limited liability company.
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2.060 Contract Management

2.061 Contractor Personnel Qualifications

All persons assigned by Contractor to the performance of Services under this Contract must be
employees, partners or principals of Contractor or its affiliates (directly or indirectly, at any tier) (or a
State-approved Subcontractor) and must be fully qualified to perform the work assigned to them.
Contractor must include a similar provision in any subcontract entered into with a Subcontractor. For
the purposes of this Contract, independent contractors engaged by Contractor solely in a staff
augmentation role must be treated by the State as if they were employees of Contractor for this
Contract only; however, the State understands that the relationship between Contractor and
Subcontractor is an independent contractor relationship.

2.062 Contractor Key Personnel
(@) Key Personnel must be dedicated as defined in the Statement of Work to the Project.

(b) The State will have the right to recommend and approve in writing the initial assignment, as well as
any proposed reassignment or replacement, of any Key Personnel. Before assigning an individual to
any Key Personnel position, Contractor will notify the State of the proposed assignment, will introduce
the individual to the appropriate State representatives, and will provide the State with a resume and
any other information about the individual reasonably requested by the State. The State reserves the
right to interview the individual before granting written approval. In the event the State finds a
proposed individual unacceptable, the State will provide a written explanation including reasonable
detail outlining the reasons for the rejection. The State will not unreasonably reject any proposed Key
Personnel.

(c) Contractor must not remove any Key Personnel from their assigned roles on the Contract (unless such
Personnel’s role is complete as defined in the Statement of Work) without the prior written consent of the
State.

The Contractor’'s removal of Key Personnel without the prior written consent of the State is an
unauthorized removal (“Unauthorized Removal”). Unauthorized Removals does not include
replacing Key Personnel for reasons beyond the reasonable control of Contractor, including illness,
disability, leave of absence, personal emergency circumstances, and resignation or for cause or
other termination of the Key Personnel’s employment. Unauthorized Removals does not include
replacing Key Personnel because of promotions or other job movements allowed by Contractor
personnel policies or Collective Bargaining Agreement(s) as long as the State receives prior written
notice before shadowing occurs and Contractor provides 30 days of shadowing unless parties agree
to a different time period. The Contractor with the State must review any Key Personnel
replacements, and appropriate transition planning will be established. . The State will approve
replacements of Key Personnel provided that such replacement is of a substantially similar skill-set
and reasonably acceptable experience. Any Unauthorized Removal may be considered by the
State to be a material breach of the Contract, in respect of which the State may elect to exercise its
termination and cancellation rights.

(d) The Contractor must notify the State project manager at least 10 business days before redeploying
non- Key Personnel, who are dedicated to primarily to the Project, to other projects. If the State
does not object to the redeployment by its scheduled date, the Contractor may then redeploy the
non-Key Personnel. If the State objects, the Contractor will work with the State to mutually agree on
a resolution.

(e) The Contractor shall not assign any personnel to work at a State facility prior to such personnel
completing the State’s required background checks.

2.063 Re-assignment of Personnel at the State’'s Request
The State reserves the right to require the removal from the Project of Contractor personnel determined to
not be performing in accordance with the Contract. The State’s request must be written with reasonable
detail outlining the reasons for the removal request. Additionally, the State’s request must be based on
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legitimate, good faith reasons. Replacement personnel for the removed person must be fully qualified for
the position. If the State exercises this right, and the Contractor cannot immediately replace the removed
personnel, the State agrees to an equitable adjustment in schedule or other terms that may be affected by
the State’s required removal. If any incident with removed personnel results in delay not reasonably
anticipatable under the circumstances and which is attributable to the State, the applicable SLAs for the
affected Service will not be counted for a time as agreed to by the parties.

2.064 Contractor Personnel Location

All staff assigned by Contractor to work on the Contract will perform their duties either primarily at
Contractor’s offices and facilities or at State facilities. Without limiting the generality of the foregoing, Key
Personnel will, at

a minimum, spend at least the amount of time on-site at State facilities as indicated in the applicable
Statement of Work. Subiject to availability, selected Contractor personnel may be assigned office space to
be shared with State personnel.

2.065 Contractor ldentification

Contractor employees must be clearly identifiable while on State property by wearing a State-issued
badge, as required. Contractor employees are required to clearly identify themselves and the company
they work for whenever making contact with State personnel by telephone or other means.

2.066 Cooperation with Third Parties

Contractor agrees to cause its personnel and the personnel of any Subcontractors to reasonably
cooperate with the State and its agents including the State’s Quality Assurance personnel. As
reasonably requested by the State in writing in advance, the Contractor will provide to the State’s agents
reasonable access to Contractor’s Project personnel and facilities where the Services are being
performed to the extent the access relates to activities specifically associated with this Contract and will
not interfere or jeopardize the safety or operation of the facilities. The State acknowledges that
Contractor’s time schedule for the Contract is very specific and agrees not to unnecessarily or
unreasonably interfere with, delay or otherwise impeded Contractor’s performance under this Contract
with the requests for access.

2.067 Contract Management Responsibilities

Contractor shall be responsible for all acts and omissions of its employees, as well as the acts and
omissions of any other personnel furnished by Contractor to perform the Services. Contractor shall have
overall responsibility for managing and successfully performing and completing the
Services/Deliverables, subject to the State performing its responsibilities and the overall direction and
supervision of the State and with the participation and support of the State as specified in this Contract.
Contractor’s duties will include monitoring and reporting the State’s performance of its participation and
support responsibilities (as well as Contractor’'s own responsibilities) and providing timely notice to the
State in Contractor's reasonable opinion if the State’s failure to perform its responsibilities in accordance
with the Project Plan is likely to delay the timely achievement of any Contract tasks.

The Contractor will provide the Services/Deliverables directly or through its affiliates, subsidiaries,
subcontractors or resellers. Regardless of the entity providing the Service/Deliverable, the Contractor will
act as a single point of contact coordinating these entities to meet the State’s need for
Services/Deliverables. Nothing in this Contract, however, shall be construed to authorize or require any
party to violate any applicable law or regulation in its performance of this Contract.

2.068 Contractor Return of State Equipment/Resources

The Contractor must return to the State any State-furnished equipment, facilities and other resources
when no longer required for the Contract in the same condition as when provided by the State, reasonable
wear and tear excepted.
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2.070 Subcontracting by Contractor

2.071 Contractor full Responsibility

Contractor shall have full responsibility for the performance and completion of all of the Services and
Deliverables in material compliance with Contract requirements. The State will consider Contractor to be
the sole point of contact with regard to all contractual matters under this Contract, including payment of any
and all charges for Services and Deliverables.

2.072 State Consent to delegation

Contractor shall not delegate any duties under this Contract to a Subcontractor unless the Department of
Technology, Management and Budget, Purchasing Operations has given written consent to such
delegation. The State shall have the right of prior written approval of all Subcontractors and to require
Contractor to replace any Subcontractors found, in the reasonable judgment of the State, to be
unacceptable. The State’s request shall be written with reasonable detail outlining the reasons for the
removal request. Additionally, the State’s request shall be based on legitimate, good faith reasons.
Replacement Subcontractor(s) for the removed Subcontractor shall be fully qualified for the position. If
the State exercises this right, and the Contractor cannot immediately replace the removed Subcontractor,
the State will agree to an equitable adjustment in schedule or other terms that may be affected by the
State’s required removal. If any such incident with a removed Subcontractor results in delay not
reasonable anticipatable under the circumstances and which is attributable to the State, the applicable
SLA for the affected Work will not be counted for a time agreed upon by the parties.

2.073 Subcontractor bound to Contract

In any subcontracts entered into by Contractor for the performance of the Services, Contractor shall require
the Subcontractor, to the extent of the Services to be performed by the Subcontractor, to be bound to
Contractor by the applicable terms (including Flow Down per section 2.074) of this Contract and to assume
toward Contractor all of the obligations and responsibilities that Contractor, by this Contract, assumes toward
the State. The State reserves the right to receive copies of and review all subcontracts, although Contractor
may delete or mask any proprietary information, including pricing, contained in such contracts before
providing them to the State. The management of any Subcontractor will be the responsibility of Contractor,
and Contractor shall remain responsible for the performance of its Subcontractors to the same extent as if
Contractor had not subcontracted such performance. Contractor shall make all payments to Subcontractors
or suppliers of Contractor. Except as otherwise agreed in writing by the State and Contractor, the State will
not be obligated to direct payments for the Services other than to Contractor. The State’s written approval of
any Subcontractor engaged by Contractor to perform any obligation under this Contract shall not relieve
Contractor of any obligations or performance required under this Contract. A list of the Subcontractors, if any,
approved by the State as of the execution of this Contract, together with a copy of the applicable subcontract
is attached.

2.074 Flow Down

Except where specifically approved in writing by the State on a case-by-case basis, Contractor shall flow
down the obligations in Sections 2.031, 2.060, 2.100, 2.110, 2.120, 2.130, and 2.200 in all of its
agreements with any Subcontractors.

2.075 Competitive Selection

The Contractor shall select subcontractors (including suppliers) on a competitive basis to the
maximum practical extent consistent with the objectives and requirements of the Contract.

2.080 State Responsibilities

2.081 Equipment

The State will provide only the equipment and resources identified in the Statements of Work and other
Contract Exhibits.
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2.082 Facilities

The State must designate space as long as it is available and as provided in the Statement of Work, to
house the Contractor’s personnel whom the parties agree will perform the Services/Deliverables at State
facilities (collectively, the “State Facilities”). The Contractor must have reasonable access to, and unless
agreed otherwise by the parties in writing must observe and comply with all rules and regulations relating
to each of the State Facilities (including hours of operation) used by the Contractor in the course of
providing the Services. Contractor agrees that it will not, without the prior written consent of the State,
use any State Facilities or access any State information systems provided for the Contractor’s use, or to
which the Contractor otherwise gains access in the course of performing the Services, for any purpose
other than providing the Services to the State.

2.090  Security

2.091 Background Checks

On a case-by-case basis, the State may investigate the Contractor's personnel before they may have
access to State facilities and systems. The scope of the background check is at the discretion of the State
and the results will be used to determine Contractor personnel eligibility for working within State facilities
and systems. The investigations will include Michigan State Police Background checks (ICHAT) and may
include the National Crime Information Center (NCIC) Finger Prints. Proposed Contractor personnel may
be required to complete and submit an RI-8 Fingerprint Card for the NCIC Finger Print Check. Any
request for background checks will be initiated by the State and will be reasonably related to the type of
work requested.

All Contractor personnel will also be expected to comply with the State’s security and acceptable use
policies for State IT equipment and resources. See http://www.michigan.gov/dit. Furthermore, Contractor
personnel will be expected to agree to the State’s security and acceptable use policies before the
Contractor personnel will be accepted as a resource to perform work for the State. It is expected the
Contractor will present these documents to the prospective employee before the Contractor presents the
individual to the State as a proposed resource. Contractor staff will be expected to comply with all
Physical Security procedures in place within the facilities where they are working. To the extent any of
these security requirements are modified by the State following execution of this Contract, and such
modification impacts Contractor’s costs or ability to comply with the requirements, Contractor shall either
have a right to an equitable adjustment to cover such additional costs or shall be relieved of compliance
with the additional requirements.

2.092 Security Breach Notification

If the Contractor breaches this Section, the Contractor must (i) promptly cure any deficiencies and (ii)
comply with any applicable federal and state laws and regulations pertaining to unauthorized disclosures.
Contractor and the State will cooperate to mitigate, to the extent practicable, the effects of any breach,
intrusion, or unauthorized use or disclosure. Contractor must report to the State in writing any use or
disclosure of State Confidential Information (including information originally provided by the Federal
Government), whether suspected or actual, other than as provided for by the Contract within 10 business
days of becoming aware of the use or disclosure or the shorter time period as is reasonable under the
circumstances.

2.093 PCI DATA Security Requirements

The parties acknowledge and agree that the following Section does not currently apply to Contractor as PCI
data is not currently being processed, transmitted or stored. The following section only applies to
Contractors with access to credit/debit card cardholder data. If processing, transmission, or storage of
credit/debit cardholder data becomes a part of the scope of Contractor’s responsibilities, the provisions of
this Section 2.093 will be applicable, provided however that Contractor will be entitled to a Change Order
addressing any associated increase in risk and level of effort.
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(a) Contractors that process, transmit or store credit/debit cardholder data, must adhere to the Payment
Card Industry (PCI) Data Security Standards. The Contractor is responsible for the security of cardholder
data in its possession. The data may only be used to assist the State or for other uses specifically
authorized by law.

(b) The Contractor must notify the CCI (within 72 hours of discovery) of any breaches in security where
cardholder data has been compromised. In that event, the Contractor must provide full cooperation to the
Visa, MasterCard, Discover and state Acquirer representative(s), and/or a PCI approved third party to
conduct a thorough security review. The Contractor must make the forensic report available within two
weeks of completion. The review must validate compliance with the current PCI Data Security Standards for
protecting cardholder data.

(c) The Contractor must properly dispose of cardholder data, in compliance with DTMB policy, when it is no
longer needed. The Contractor must continue to treat cardholder data as confidential upon contract
termination.

(d) The Contractor must provide the CCI with an annual Attestation of Compliance (AOC) or a Report on
Compliance (ROC) showing the contractor is in compliance with the PCI Data Security Standards. The
Contractor must notify the CCI of all failures to comply with the PCI Data Security Standard.

2.100 Confidentiality

2.101 Confidentiality

Contractor and the State each acknowledge that the other possesses and will continue to possess
confidential information that has been developed or received by it. As used in this Section, “Confidential
Information” of Contractor must mean all non-public proprietary information of Contractor (other than
Confidential Information of the State as defined below), which is marked confidential, restricted,
proprietary, or with a similar designation. “Confidential Information” of the State must mean any
information which is retained in confidence by the State (or otherwise required to be held in confidence by
the State under applicable federal, state and local laws and regulations) or which, in the case of tangible
materials provided to Contractor by the State under its performance under this Contract, is marked as
confidential, proprietary or with a similar designation by the State. “Confidential Information” excludes any
information (including this Contract) that is publicly available under the Michigan FOIA.

2.102 Protection and Destruction of Confidential Information

The State and Contractor will each use at least the same degree of care to prevent disclosing to third
parties the Confidential Information of the other as it employs to avoid unauthorized disclosure, publication
or dissemination of its own confidential information of like character, but in no event less than reasonable
care. Neither Contractor nor the State will (i) make any use of the Confidential Information of the other
except as contemplated by this Contract, (ii) acquire any right in or assert any lien against the Confidential
Information of the other, or (iii) if requested to do so, refuse for any reason to promptly return the other
party's Confidential Information to the other party. Each party will limit disclosure of the other party’s
Confidential Information to employees and Subcontractors who must have access to fulfill the purposes of
this Contract. Disclosure to, and use by, a Subcontractor is permissible where (A) use of a Subcontractor
is authorized under this Contract, (B) the disclosure is necessary or otherwise naturally occurs in
connection with work that is within the Subcontractor's scope of responsibility, and (C) Contractor obligates
the Subcontractor in a written Contract to maintain the State’s Confidential Information in confidence. At
the State's request, any employee of Contractor and of any Subcontractor having access or continued
access to the State’s Confidential Information may be required to execute an acknowledgment to his/her
employer that the employee has been advised of Contractor’s and the Subcontractor’s obligations under
this Section and of the employee’s obligation to Contractor or Subcontractor, as the case may be, to protect
the Confidential Information from unauthorized use or disclosure.
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Promptly upon termination or cancellation of the Contract for any reason, Contractor must certify to the
State that Contractor has destroyed all State Confidential Information, except for copies retained as part
of its workpapers subject at all times to its confidentiality obligations.

2.103 Exclusions

Notwithstanding the foregoing, the provisions in this Section will not apply to any particular information
which the State or Contractor can demonstrate (i) was, at the time of disclosure to it, publically available or
in the public domain; (ii) after disclosure to it, is published or otherwise becomes part of the public domain
through no fault of the receiving party; (iii) was in the possession of the receiving party at the time of
disclosure to it without an obligation of confidentiality; (iv) was received after disclosure to it from a third
party who had a lawful right to disclose the information to it without any obligation to restrict its further
disclosure; or (v) was independently developed by the receiving party without reference to Confidential
Information of the furnishing party. Further, the provisions of this Section will not apply to any particular
Confidential Information to the extent the receiving party is required by law to disclose the Confidential
Information, provided that the receiving party (i) promptly provides the furnishing party with notice of the
legal request, and (ii) assists the furnishing party in resisting or limiting the scope of the disclosure as
reasonably requested by the furnishing party.

2.104 No Implied Rights

Nothing contained in this Section must be construed as obligating a party to disclose any particular
Confidential Information to the other party, or as granting to or conferring on a party, expressly or impliedly,
any right or license to the Confidential Information of the other party.

2.105 Respective Obligations

The parties’ respective obligations under this Section must survive the termination or expiration of this
Contract for any reason.

2.110 Records and Inspections

2.111 Inspection of Work Performed

The State’s authorized representatives must at all reasonable times and with 10 days prior written request,
have the right to enter Contractor’s premises, or any other work site, where the Services are being
performed, and must have access, upon reasonable request, to interim drafts of Deliverables or work-in-
progress created under this Contract. Upon 10 Days prior written notice and at all reasonable times, the
State’s representatives must be allowed to inspect, monitor, or otherwise evaluate the work being
performed and to the extent that the access will not reasonably interfere or jeopardize the safety or
operation of the systems or facilities. Contractor must provide all reasonable facilities and assistance for
the State’s representatives.

2.112 Examination of Records

For seven years after the Contractor provides any work under this Contract (the "Audit Period"), the State
may examine and copy any of Contractor’s books, records, documents and papers pertinent to establishing
Contractor’s compliance with the Contract and with applicable laws and rules. The State must notify the
Contractor 20 days before examining the Contractor's books and records. The State does not have the
right to review any information deemed confidential by the Contractor to the extent access would require
the confidential information to become publicly available. This provision also applies to the books, records,
accounts, documents and papers, in print or electronic form, of any parent, affiliated or subsidiary
organization of Contractor, or any Subcontractor of Contractor performing services in connection with the
Contract.

2.113 Retention of Records

Contractor must maintain at least until the end of the Audit Period all pertinent records (including time
sheets with respect to time-and-materials services, and information pertaining to the Contract and to the
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Services, equipment, and commodities provided under the Contract) pertaining to the Contract according to
generally accepted accounting principles, or other substantially similar procedures. Records supporting the
billings under the Contract must be made available, upon request, to the State at any time during the Audit
Period. If an audit, litigation, or other action involving Contractor’s records is initiated before the end of the
Audit Period, the records must be retained until all issues arising out of the audit, litigation, or other action
are resolved or until the end of the Audit Period, whichever is later.

2.114 Audit Resolution

If necessary, the Contractor and the State will meet to review each audit report promptly after issuance.
The Contractor will respond to each audit report in writing within 30 days from receipt of the report, unless
a shorter response time is specified in the report. The Contractor and the State must develop, agree upon
and monitor an action plan to promptly address and resolve any deficiencies, concerns, and/or
recommendations in the audit report.

2.115 Errors

If the audit demonstrates any errors in the documents provided to the State, then, unless disputed by
either party, the amount in error must be reflected as a credit or debit on the next invoice and in
subsequent invoices until the amount is paid or refunded in full. However, a credit or debit may not be
carried for more than four invoices. If a balance that is undisputed remains after four invoices, then the
remaining amount will be due as a payment or refund within 45 days of the last quarterly invoice that the
balance appeared on or termination of the contract, whichever is earlier.

In addition to other available remedies, if the difference between the payment received and the correct
payment amount is greater than 10% following final resolution of all audit issues, then the Contractor must
pay all of the reasonable costs of the audit.

2.120  Warranties

2.121 Warranties and Representations
The Contractor represents and warrants:

(a) Itis capable in all respects of fulfilling and must fulfill all of its obligations under this Contract. The
performance of all obligations under this Contract must be provided in a good faith, professional,
and workman-like manner

() DELETED

(c) Except for third party hardware and software, it is the lawful owner or licensee of any Deliverable
licensed or sold to the State by Contractor or developed by Contractor under this Contract, and
Contractor has all of the rights necessary to convey to the State the ownership rights or licensed use,
as applicable, of any and all Deliverables. None of the Deliverables provided by Contractor to the
State under neither this Contract, nor their use by the State will infringe the patent, copyright, trade
secret, or other proprietary rights of any third party.

(d) If, under this Contract, Contractor procures any third party equipment, or software Deliverable or other
Deliverable from a subcontractor for the State (including any such equipment, software and other
Deliverables manufactured, re-marketed or otherwise sold by Contractor under Contractor's name),
then in addition to Contractor's other responsibilities with respect to the items in this Contract,
Contractor must assign or otherwise transfer to the State or its designees, or afford the State the
benefits of, any manufacturer's warranty for the Deliverable.

(e) The contract signatory has the power and authority, including any necessary corporate
authorizations, necessary to enter into this Contract, on behalf of Contractor.

(H Itis qualified and registered to transact business in all locations where required.

(g) To Contractor’'s knowledge, neither the Contractor nor any Affiliates, nor any employee of either
working on the Contract, has, must have, or must acquire, any contractual, financial, business, or
other interest, direct or indirect, that would conflict in any manner or degree with Contractor’s
performance of its duties and responsibilities to the State under this Contract or otherwise create an
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appearance of impropriety with respect to the award or performance of this Agreement. Contractor
must notify the State about the nature of the conflict or appearance of impropriety promptly when
learning about it.

(h) To Contractor's knowledge, neither Contractor nor any Affiliates, nor any employee of either has
accepted or must accept anything of value based on an understanding that the actions of the
Contractor or Affiliates or employee on behalf of the State would be influenced. Contractor must not
attempt to influence any State employee by the direct or indirect offer of anything of value.

(i) To Contractor’'s knowledge, neither Contractor nor any Affiliates, nor any employee of either has paid
or agreed to pay any person, other than bona fide employees and consultants working solely for
Contractor or the Affiliate, any fee, commission, percentage, brokerage fee, gift, or any other
consideration, contingent upon or resulting from the award or making of this Contract.

() The prices proposed by Contractor were arrived at independently, without consultation,
communication, or agreement with any other bidder for the purpose of restricting competition; the
prices quoted were not knowingly disclosed by Contractor to any other bidder; and no attempt was
made by Contractor to induce any other person to submit or not submit a proposal for the purpose of
restricting competition.

(k) To the extent that any such information was provided, to Contractor’s knowledge, all financial
information furnished by Contractor to the State as part of its response to the RFP or otherwise in
connection with the award of this Contract fairly and accurately represent the business, properties,
financial condition, and results of operations of Contractor as of the respective dates, or for the
respective periods, covered by such financial information. Since the respective dates or periods
covered by such financial information, there have been no material adverse changes in the
business, properties, financial condition, or results of operations of Contractor. To Contractor’s
knowledge, all written information furnished to the State by Contractor in connection with this
Contract, including its bid, is materially true, accurate, and complete, and contains no untrue
statement of material fact or omits any material fact necessary to make such information not
misleading.

()  All written information furnished to the State by or for the Contractor in connection with this
Contract, including its bid, is true, accurate, and complete, and contains no untrue statement of
material fact or omits any material fact necessary to make the information not misleading.

(m) To Contractor’s knowledge, It is not in material default or breach of any other contract or agreement
that it may have with the State or any of its departments, commissions, boards, or agencies.
Contractor further represents and warrants that it has not been a party to any contract with the State
or any of its departments that was terminated by the State or the department within the previous five
years for the reason that Contractor failed to perform or otherwise breached an obligation of the
contract.

(n) If any of the certifications, representations, or disclosures made in the Contractor’s original bid
response change after contract award, the Contractor is required to report those changes
immediately to the Department of Technology, Management and Budget, Purchasing Operations.

2.122 RESERVED - Warranty of Merchantability

2.123 RESERVED - Warranty of Fitness for a Particular Purpose
2.124 RESERVED - Warranty of Title

2.125 RESERVED - Equipment Warranty

2.126 Equipment to be New

If applicable, all equipment provided under this Contract by Contractor shall be new where Contractor has
knowledge regarding whether the equipment is new or assembled from new or serviceable used parts that
are like new in performance or has the option of selecting one or the other. Equipment that is assembled

from new or serviceable used parts that are like new in performance is acceptable where Contractor does
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not have knowledge or the ability to select one or other, unless specifically agreed otherwise in writing by
the State.

2.127 Prohibited Products

The State will not accept salvage, distressed, outdated or discontinued merchandise. Shipping of such
merchandise to any State agency, as a result of an order placed against the Contract, shall be considered
default by the Contractor of the terms and conditions of the Contract and may result in cancellation of the
Contract by the State. The brand and product number offered for all items shall remain consistent for the
term of the Contract, unless Purchasing Operations has approved a change order pursuant to Section
2.024.

2.128 Conseguences for Breach

In addition to any remedies available in law, if the Contractor breaches any of the warranties contained in
this section, the breach may be considered as a default in the performance of a material obligation of this
Contract.

2.130 Insurance

2.131 Liability Insurance

The Contractor must provide proof of the minimum levels of insurance coverage as indicated below. The
insurance must protect the State from claims that may arise out of or result from the Contractor’'s
performance of services under the terms of this Contract, whether the services are performed by the
Contractor, or by any subcontractor, or by anyone directly or indirectly employed by any of them, or by
anyone for whose acts they may be legally liable.

The Contractor waives all rights against the State of Michigan, its departments, divisions, agencies,
offices, commissions, officers, employees and agents for recovery of damages to the extent these
damages are covered by the insurance policies the Contractor is required to maintain under this
Contract.

All insurance coverage provided relative to this Contract/Purchase Order is PRIMARY and NON-
CONTRIBUTING to any comparable liability insurance (including self-insurances) carried by the
State as respects Contractor’'s activities hereunder.

The insurance must be written for not less than any minimum coverage specified in this Contract or
required by law, whichever is greater.

The insurers selected by Contractor must have an A.M. Best rating of A or better, or as otherwise
approved in writing by the State, or if the ratings are no longer available, with a comparable rating from a
recognized insurance rating agency. All policies of insurance required in this Contract must be issued by
companies that have been approved to do business in the State.

See www.michigan.gov/dleg.

Where specific limits are shown, they are the minimum acceptable limits. Contractor’s policy may contain
higher limits.

The Contractor is required to pay for and provide the type and amount of insurance checked ; below:

: 1. Commercial General Liability with the following minimum coverage:
$2,000,000 General Aggregate Limit other than Products/Completed Operations
$2,000,000 Products/Completed Operations Aggregate Limit
$1,000,000 Personal & Advertising Injury Limit
$1,000,000 Each Occurrence Limit
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The Contractor must include the State of Michigan, its departments, divisions, agencies, offices,
commissions, officers, employees and agents as ADDITIONAL INSUREDS on the Commercial General
Liability certificate. The Contractor also agrees to provide evidence that insurance policies contain a
waiver of subrogation by the insurance company.

: 2. If a motor vehicle is used to provide services or products under this Contract, the
Contractor must have vehicle liability insurance on any auto including owned, hired and non-owned
vehicles used in Contractor's business for bodily injury and property damage as required by law in the
minimum amount of $1,000,000 combined single limit.

The Contractor must list the State of Michigan, its departments, divisions, agencies, offices, commissions,
officers, employees and agents as ADDITIONAL INSUREDS on the vehicle liability certificate. The
Contractor also agrees to provide evidence that insurance policies contain a waiver of subrogation by the
insurance company.

s 3. Workers’ compensation coverage must be provided according to applicable laws governing
the employees and employers work activities in the state of the Contractor’'s domicile. If a self-insurer
provides the applicable coverage, proof must be provided of approved self-insured authority by the
jurisdiction of domicile. For employees working outside of the state of qualification, Contractor must provide
appropriate certificates of insurance proving mandated coverage levels for the jurisdictions where the
employees’ activities occur.

Any certificates of insurance received must also provide a list of states where the coverage is applicable.

The Contractor also agrees to provide evidence that insurance policies contain a waiver of subrogation by
the insurance company. This provision must not be applicable where prohibited or limited by the laws of
the jurisdiction in which the work is to be performed.

: 4. Employers liability insurance with the following minimum limits:
$100,000 each accident
$100,000 each employee by disease
$500,000 aggregate disease

5. Employee Fidelity, including Computer Crimes, insurance naming the State as a loss payee,
providing coverage for direct loss to the State and any legal liability of the State arising out of or related to
fraudulent or dishonest acts committed by the employees of Contractor or its Subcontractors, acting alone
or in collusion with others, in a minimum amount of one million dollars ($1,000,000.00).

: 6. Umbrella or Excess Liability Insurance in a minimum amount of ten million dollars
($10,000,000.00), which must apply, at a minimum, to the insurance required in Subsection 1
(Commercial General Liability) above.

7. Professional Liability (Errors and Omissions) Insurance with the following minimum
coverage three million dollars ($3,000,000.00) each claim and three million dollars ($3,000,000.00)
annual aggregate.

8. Fire and Personal Property Insurance covering against any loss or damage to the office
space used by Contractor for any reason under this Contract, and the equipment, software and other
contents of the office space, including without limitation, those contents used by Contractor to provide the
Services to the State, up to its replacement value, where the office space and its contents are under the
care, custody and control of Contractor. The policy must cover all risks of direct physical loss or damage,
including without limitation, flood and earthquake coverage and coverage for computer hardware and
software.
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2.132 Subcontractor Insurance Coverage

Except where the State has approved in writing a Contractor subcontract with other insurance provisions,

Contractor must require all of its Subcontractors under this Contract to purchase and maintain the

insurance coverage as described in this Section for the Contractor in connection with the performance of

work by those Subcontractors. Alternatively, Contractor may include any Subcontractors under

Contractor’s insurance on the coverage required in this Section. Subcontractor(s) must fully comply with

the insurance coverage required in this Section. Failure of Subcontractor(s) to comply with insurance
requirements does not limit Contractor’s liability or responsibility.

2.133 Certificates of Insurance and Other Requirements

Contractor must furnish to DTMB Purchasing Operations, certificate(s) of insurance verifying insurance
coverage or providing satisfactory evidence of self-insurance as required in this Section (the
“Certificates”). The Certificate must be on the standard “ACORD” form or equivalent. The Contract
Number or the Purchase

Order Number must be shown on the Certificate Of Insurance To Assure Correct Filing. All

Certificate(s) are to be prepared and submitted by the Insurance Provider or its authorized representative.
Contractor will use commercial reasonable efforts so that coverage afforded under the policies WILL NOT

BE CANCELLED, MATERIALLY CHANGED, OR NOT RENEWED without 30 days prior written notice,
except for 10 days for non-payment of premium, having been given to the Director of Purchasing
Operations, Department of Technology, Management and Budget. The notice must include the Contrac
Purchase Order number affected. Before the Contract is signed and within 5 days of the insurance

tor

expiration date every year thereafter, the Contractor must provide evidence that the State and its agents,

officers and employees are included as additional insured under each commercial general liability and

commercial automobile liability policy. In the event the State approves the representation of the State by

the insurer’s attorney, the attorney may be required to be designated as a Special Assistant Attorney
General by the Attorney General of the State of Michigan.

The Contractor must maintain all required insurance coverage throughout the term of the Contract and
any extensions and, in the case of claims-made Commercial General Liability policies, must secure tail
coverage for at least three years following the expiration or termination for any reason of this Contract.

The minimum limits of coverage specified above are not intended, and must not be construed; to limit any

liability or indemnity of Contractor under this Contract to any indemnified party or other persons.

Contractor is responsible for all deductibles with regard to the insurance. If the Contractor fails to pay any

premium for required insurance as specified in this Contract, or if any insurer cancels or significantly

reduces any required insurance as specified in this Contract without the State’s written consent, then the

State may, after the State has given the Contractor at least 30 days written notice, terminate this
Contract.

2.140 Indemnification

2.141 General Indemnification

To the extent permitted by law, the Contractor must indemnify, defend and hold harmless the State from
liability for third party claims and resulting losses, and all related costs and expenses (including
reasonable attorneys’ fees and costs of investigation, litigation, settlement, judgments, interest and
penalties), accruing or resulting to any person, firm or corporation, in each case with respect to claims
initiated against the State for bodily injury (including death) or damage to real or tangible personal
property, in each case that are attributable to the negligence or tortious acts of the Contractor or any of i
subcontractors.

2.142 RESERVED

2.143 Employee Indemnification
226

ts




o
CONTRACT #071B3200103 ‘

In any claims against the State of Michigan, its departments, divisions, agencies, sections, commissions,
officers, employees and agents, by any employee of the Contractor or any of its subcontractors, the
indemnification obligation under the Contract must not be limited in any way by the amount or type of
damages, compensation or benefits payable by or for the Contractor or any of its subcontractors under
worker’s disability compensation acts, disability benefit acts or other employee benefit acts. This
indemnification clause is intended to be comprehensive. Any overlap in provisions, or the fact that
greater specificity is provided as to some categories of risk, is not intended to limit the scope of
indemnification under any other provisions.

2.144 Patent/Copyright Infringement Indemnification

To the extent permitted by law, the Contractor must indemnify, defend and hold harmless the State from
and against all losses, liabilities, damages (including taxes), and all related costs and expenses (including
reasonable attorneys’ fees and costs of investigation, litigation, settlement, judgments, interest and
penalties) incurred in connection with any action or proceeding threatened or brought against the State to
the extent that the action or proceeding is based on a claim that any piece of equipment, software,
commodity or service supplied by the Contractor or its subcontractors, or the proper operation of the
equipment, software, commodity or service, or the proper use or reproduction of any documentation
provided with the equipment, software, commodity or service infringes any United States patent, copyright,
trademark or trade secret of any person or entity, which

is enforceable under the laws of the United States.

In addition, should the equipment, software, commodity, or service, or its operation, become or in the
State’s or Contractor’s opinion be likely to become the subject of a claim of infringement, the Contractor
must at the Contractor’s sole expense (i) procure for the State the right to continue using the equipment,
software, commaodity or service or, if the option is not reasonably available to the Contractor, (ii) replace or
modify to the State’s reasonable satisfaction the same with equipment, software, commaodity or service of
equivalent function and performance so that it becomes non-infringing, or, if the option is not reasonably
available to Contractor, (iii) accept its return by the State with appropriate credits to the State against the
Contractor’s charges and reimburse the State for any losses or costs incurred as a consequence of the
State ceasing its use and returning it. Notwithstanding the foregoing, the Contractor has no obligation to
indemnify or defend the State for, or to pay any costs, damages or attorneys’ fees related to, any claim
based upon (i) equipment, software, commodities, or services developed or performed based on written
specifications of the State; (ii) use of the equipment, software, commaodities, or services in a configuration
other than implemented or approved in writing by the Contractor, including, but not limited to, any
modification of the equipment by the State; or (iii) the combination, operation, or use of the equipment,
software, commodities, or services with equipment or software not supplied by the Contractor under this
Contract.

2.145 Continuation of Indemnification Obligations

The Contractor’s duty to indemnify under this Section continues in full force and effect, notwithstanding
the expiration or early cancellation of the Contract, with respect to any claims based on facts or
conditions that occurred before expiration or cancellation.

2.146 Indemnification Procedures

The procedures set forth below must apply to all indemnity obligations under this Contract.

(a) After the State receives notice of the action or proceeding involving a claim for which it will seek
indemnification, the State must promptly notify Contractor of the claim in writing and take or assist
Contractor in taking, as the case may be, any reasonable action to avoid the impaosition of a default
judgment against Contractor. No failure to notify the Contractor relieves the Contractor of its
indemnification obligations except to the extent that the Contractor can establish damages
attributable to the failure. Within 10 days following receipt of written notice from the State relating to
any claim, the Contractor must notify the State in writing whether Contractor agrees to assume
control of the defense and settlement of that claim (a “Notice of Election”). After notifying Contractor
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of a claim and before the State receiving Contractor’'s Notice of Election, the State is entitled to
defend against the claim, at the Contractor’'s expense, and the Contractor will be responsible for any
reasonable costs incurred by the State in defending against the claim during that period.

(b) If Contractor delivers a Notice of Election relating to any claim: (i) the State is entitled to participate in
the defense of the claim and to employ counsel at its own expense to assist in the handling of the
claim and to monitor and advise the State about the status and progress of the defense; (ii) the
Contractor must, at the request of the State, demonstrate to the reasonable satisfaction of the State,
the Contractor’s financial ability to carry out its defense and indemnity obligations under this
Contract; (iii) the Contractor must periodically advise the State about the status and progress of the
defense and must obtain the prior written approval of the State before entering into any settlement of
the claim or ceasing to defend against the claim and (iv) to the extent that any principles of Michigan
governmental or public law may be involved or challenged, the State has the right, at its own
expense, to control the defense of that portion of the claim involving the principles of Michigan
governmental or public law. But the State may retain control of the defense and settlement of a
claim by notifying the Contractor in writing within 10 days after the State’s receipt of Contractor’s
information requested by the State under clause (ii) of this paragraph if the State determines that the
Contractor has failed to demonstrate to the reasonable satisfaction of the State the Contractor’s
financial ability to carry out its defense and indemnity obligations under this Section. Any litigation
activity on behalf of the State, or any of its subdivisions under this Section, must be coordinated with
the Department of Attorney General. In the event the insurer’s attorney represents the State under
this Section, the insurer’s attorney may be required to be designated as a Special Assistant Attorney
General by the Attorney General of the State of Michigan.

(c) If Contractor does not deliver a Notice of Election relating to any claim of which it is notified by the
State as provided above, the State may defend the claim in the manner as it may deem appropriate,
at the cost and expense of Contractor. If it is determined that the claim was one against which
Contractor was required to indemnify the State, upon request of the State, Contractor must promptly
reimburse the State for all the reasonable costs and expenses.

2.150 Termination/Cancellation

2.151 Notice and Right to Cure

If the Contractor breaches a material provision of the contract, and the State in its sole reasonable
discretion determines that the breach is curable, then the State will provide the Contractor with written
notice of the breach and a time period (not less than 30 days) to cure the Breach. The notice of breach
and opportunity to cure is inapplicable for successive breaches (not less than three) or if the State
determines in its sole reasonable discretion that the breach poses a serious and imminent threat to the
health or safety of any person or the imminent loss, damage, or destruction of any real or tangible
personal property.

2.152 Termination for Cause

(&) The State may terminate this contract, for cause, pursuant Section 2.151, by notifying the Contractor in
writing, if the Contractor (i) breaches any of its material duties or obligations under this Contract
(including a Chronic Failure to meet any particular SLA), or (ii) fails to cure a breach within the time
period specified in the written notice of breach provided by the State as further provided in Section
2.151.

(b) If this Contract is terminated for cause, the Contractor may be liable for all costs incurred by the
State as a result of the breach giving rise to such termination, subject to Section 2.220 below,
including but not limited to, the reasonable fees that the State is required to pay and actually pays
to an alternative service provider to perform the services (or any portion thereof) not yet performed
by Contractor as of such termination for cause, to the extent in excess of the fees that the State
would otherwise have paid to Contractor pursuant to this Contract, which shall be construed as
direct damages and not as incidental, special, consequential or indirect damages for purposes of
Section 2.220.
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(c) If the State chooses to partially terminate this Contract for cause, charges payable under this Contract
will be equitably adjusted, pursuant to negotiations between the parties’, to reflect those
Services/Deliverables that are terminated and the State must pay for all Services/Deliverables for
which Final Acceptance has been granted provided up to the termination date. Services and related
provisions of this Contract that are terminated for cause must cease on the effective date of the
termination.

(d) If the State terminates this Contract for cause under this Section, and it is determined, for any reason,
that Contractor was not in breach of contract under the provisions of this section, that termination for
cause must be deemed to have been a termination for convenience, effective as of the same date, and
the rights and obligations of the parties must be limited to that otherwise provided in this Contract for a
termination for convenience.

2.153 Termination for Convenience

The State may terminate this Contract for its convenience, in whole or part, if the State determines that a
termination is in the State’s best interest. Reasons for the termination must be left to the sole discretion of
the State and may include, but not necessarily be limited to (a) the State no longer needs the Services or
products specified in the Contract, (b) relocation of office, program changes, changes in laws, rules, or
regulations make implementation of the Services no longer practical or feasible, (c) unacceptable prices for
Additional Services or New Work requested by the State, or (d) falsification or misrepresentation, by
inclusion or non-inclusion, of information material to a response to any RFP issued by the State. The State
may terminate this Contract for its convenience, in whole or in part, by giving Contractor written notice at
least 30 days before the date of termination. If the State chooses to terminate this Contract in part, the
charges payable under this Contract must be equitably adjusted, pursuant to negotiations between the
parties’, to reflect those Services/Deliverables that are terminated. Services and related provisions of this
Contract that are terminated for cause must cease on the effective date of the termination.

2.154 Termination for Non-Appropriation

(a) Contractor acknowledges that, if this Contract extends for several fiscal years, continuation of this
Contract is subject to appropriation or availability of funds for this Contract. If funds to enable the
State to effect continued payment under this Contract are not appropriated or otherwise made
available, the State must terminate this Contract and all affected Statements of Work, in whole or in
part, at the end of the last period for which funds have been appropriated or otherwise made available
by giving written notice of termination to Contractor. The State must give Contractor at least 30 days
advance written notice of termination for non-appropriation or unavailability (or the time as is available
if the State receives notice of the final decision less than 30 days before the funding cutoff).

(b) If funding for the Contract is reduced by law, or funds to pay Contractor for the agreed-to level of the
Services or production of Deliverables to be provided by Contractor are not appropriated or
otherwise unavailable, the State may, upon 30 days written notice to Contractor, reduce the level of
the Services or the change the production of Deliverables in the manner and for the periods of time
as the State may elect. The charges payable under this Contract will be equitably adjusted, pursuant
to negotiations between the parties’, to reflect any equipment, services or commodities not provided
by reason of the reduction.

(c) If the State terminates this Contract, eliminates certain Deliverables, or reduces the level of Services
to be provided by Contractor under this Section, the State must pay Contractor for all Work-in-
Process performed through the effective date of the termination or reduction in level, as the case may
be and as determined by the State, to the extent funds are available. This Section will not preclude
Contractor from reducing or stopping Services/Deliverables or raising against the State in a court of
competent jurisdiction, any claim for a shortfall in payment for Services performed or Deliverables
finally accepted before the effective date of termination.
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2.155 Termination for Criminal Conviction

The State may terminate this Contract immediately and without further liability or penalty in the event
Contractor, an officer of Contractor, or an owner of a 25% or greater share of Contractor is convicted
of a criminal offense related to a State, public or private Contract or subcontract.

2.156 Termination for Approvals Rescinded

The State may terminate this Contract if any final administrative or judicial decision or adjudication
disapproves a previously approved request for purchase of personal services under Constitution 1963,
Article 11, § 5, and Civil Service Rule 7-1. In that case, the State will pay the Contractor for only the work
completed to that point under the Contract. Termination may be in whole or in part and may be immediate
as of the date of the written notice to Contractor or may be effective as of the date stated in the written
notice.

2.157 Rights and Obligations upon Termination

(a) If the State terminates this Contract for any reason, the Contractor must (a) stop all work as specified
in the notice of termination, (b) take any action that may be reasonably necessary, or that the State
may reasonably direct, for preservation and protection of Deliverables or other property derived or
resulting from this Contract that may be in Contractor’s possession, (c) return all materials and
property provided directly or indirectly to Contractor by any entity, agent or employee of the State, (d)
in accordance with the Contract’s ownership and license rights provisions, and upon full payment for
each such Deliverable, transfer title in, and deliver to, the State, unless otherwise directed, all
Deliverables intended to be transferred to the State at the termination of the Contract and which are
resulting from the Contract (which must be provided to the State on an “As-Is” basis except to the
extent the amounts paid by the State in respect of the items included compensation to Contractor for
the provision of warranty services in respect of the materials), and (e) take reasonable action to
mitigate and limit any potential damages, or requests for Contractor adjustment or termination
settlement costs, to the maximum practical extent, including terminating or limiting as otherwise
applicable those subcontracts and outstanding orders for material and supplies resulting from the
terminated Contract.

(b) If the State terminates this Contract before its expiration for its own convenience, the State must pay
Contractor for all charges due for Services provided before the date of termination and, if applicable,
as a separate item of payment under this Contract, for Work In Process, on a percentage of
completion basis at the level of completion determined by the State. All completed or partially
completed Deliverables prepared by Contractor under this Contract, at the option of the State,
becomes the State’s property, and Contractor is entitled to receive equitable fair compensation for the
Deliverables. Regardless of the basis for the termination, the State is not obligated to pay, or
otherwise compensate, Contractor for any lost expected future profits, costs or expenses incurred
with respect to Services not actually performed for the State.

(c) Upon a good faith termination, nothing shall preclude the State from Contracting directly with any
party for services and deliverables provided under this Contract, and may further pursue completion
of the Services/Deliverables under this Contract by replacement contract or otherwise as the State
may in its sole judgment deem expedient.

2.158 Reservation of Rights

Any termination of this Contract or any Statement of Work issued under it by a party must be with full
reservation of, and without prejudice to, any rights or remedies otherwise available to the party with
respect to any claims arising before or as a result of the termination.
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2.161 Termination by Contractor

If the State breaches a material provision of the Contract, and the Contractor in its sole discretion
determines that the breach is curable, then the Contractor will provide the State with written notice of the
breach and a time period (not less than 30 days) to cure the breach. The Notice of Breach and
opportunity to cure is inapplicable for successive and repeated breaches.

The Contractor may terminate this Contract if the State (i) materially breaches its obligation to pay the
Contractor undisputed amounts due and owing under this Contract, (ii) breaches its other obligations under
this Contract to an extent that makes it impossible or commercially impractical for the Contractor to perform
the Services, or (iii) does not cure the breach within the time period specified in a written notice of breach.

2.170  Transition Responsibilities

2.171 Contractor Transition Responsibilities

If the State terminates this contract, for convenience or cause, or if the Contract is otherwise dissolved,
voided, rescinded, nullified, expires or rendered unenforceable, the Contractor must provide for up to 180
days after the expiration or cancellation of this Contract, all reasonable transition assistance requested by
the State, to allow for the expired or canceled portion of the Services to continue without interruption or
adverse effect, and to facilitate the orderly transfer of such services to the State or its designees. Such
transition assistance will be deemed by the parties to be governed by the terms and conditions of this
Contract, (notwithstanding this expiration or cancellation) except for those Contract terms or conditions that
do not reasonably apply to such transition assistance. These efforts must include, but are not limited to,
those listed in Sections 2.171, 2.172, 2.173, 2.174, and 2.175. The State shall pay the Contractor for any
resources utilized in performing such transition assistance at the rates established in this Contract.

2.172 Contractor Personnel Transition

The Contractor shall work with the State, or a specified third party, to develop a transition plan setting forth
the specific tasks and schedule to be accomplished by the parties, to effect an orderly transition. The
Contractor must allow as many personnel as practicable to remain on the job to help the State, or a
specified third party, maintain the continuity and consistency of the services required by this Contract. In
addition, during or following the transition period, in the event the State requires the Services of the
Contractor’s subcontractors or vendors, as necessary to meet its needs, Contractor agrees to reasonably,
and with good-faith, work with the State to use the Services of Contractor’s subcontractors or vendors.
Contractor will notify all of Contractor’s subcontractors of procedures to be followed during transition.

2.173 Contractor Information Transition

The Contractor agrees to provide reasonable detailed specifications for all Services/Deliverables needed
by the State, or specified third party, to properly provide the Services/Deliverables required under this
Contract. The Contractor will deliver to the State any remaining owed reports and documentation still in
Contractor’s possession subject to appropriate payment by the State.

2.174 Contractor Software Transition

If the State transfers any software licenses to the Contractor, those licenses must, upon expiration of
the Contract, transfer back to the State at their current revision level. Upon notification by the State,
Contractor may be required to freeze all non-critical changes to Deliverables/Services.

2.175 Transition Payments

If the transition results from a termination for any reason, the termination provisions of this Contract must
govern reimbursement. If the transition results from expiration, the Contractor will be reimbursed for all
reasonable transition costs (i.e. costs incurred within the agreed period after contract expiration that result
from transition operations) at the rates set forth in 2.171 or as otherwise agreed upon by the parties in good
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faith. The Contractor will prepare an accurate accounting from which the State and Contractor may
reconcile all outstanding accounts.

2.176 State Transition Responsibilities

In the event that this Contract is terminated, dissolved, voided, rescinded, nullified, or otherwise rendered
unenforceable, the State agrees to reconcile all accounts between the State and the Contractor, complete
any pending post-project reviews and perform any others obligations upon which the State and the
Contractor agree.

(a) Reconciling all accounts between the State and the

Contractor; (b) Completing any pending post-project reviews.

2.180  Stop Work

2.181 Stop Work Orders

The State may, at any time, by written stop work order to Contractor, require that Contractor stop all, or
any part, of the work called for by the Contract for an aggregate period of up to 90 calendar days after
the stop work order is delivered to Contractor, and for any further period to which the parties may
agree. The stop work order must be identified as a stop work order and must indicate that it is issued
under this Section 2.150. Upon receipt of the stop work order, Contractor must immediately comply
with its terms and take reasonable steps to minimize incurring costs allocable to the work covered by
the stop work order during the period of work stoppage. Within the period of the stop work order, the
State must either: (a) cancel the stop work order; or (b) terminate the work covered by the stop work
order as provided in Section 2.130.

2.182 Cancellation or Expiration of Stop Work Order

The Contractor must resume work if the State cancels a Stop Work Order or if it expires, but may
replace personnel, including Key Personnel. The parties will agree upon an equitable adjustmentin the
delivery schedule, the Contract price, or both, and the Contract must be modified, in writing,
accordingly, if: (a) the stop work order results in an increase in the time required for, or in Contractor’'s
costs properly allocable to, the performance of any part of the Contract; and (b) Contractor asserts its
right to an equitable adjustment within 30 calendar days after the end of the period of work stoppage;
provided that, if the State decides the facts justify the action, the State may receive and act upon a
Contractor proposal submitted at any time before final payment under the Contract. Any adjustment will
conform to the requirements of Section 2.024.

2.183 Allowance of Contractor Costs

If the stop work order is not canceled and the work covered by the stop work order is terminated for
reasons other than material breach, the termination must be deemed to be a termination for
convenience under Section 2.153, and the State will pay reasonable costs resulting from the stop work
order in arriving at the termination settlement. For the avoidance of doubt, the State is not liable to
Contractor for loss of profits because of a stop work order issued under this Section.

2.190 Dispute Resolution

2.191 In General

Any claim, counterclaim, or dispute between the State and Contractor arising out of or relating to the
Contract or any Statement of Work must be resolved as follows. For all Contractor claims seeking an
increase in the amounts payable to Contractor under the Contract, or the time for Contractor’s
performance, Contractor must submit a letter, together with all data supporting the claims, executed by
Contractor’s Contract Administrator or the Contract Administrator's designee certifying that (a) the claim is
made in good faith, (b) the amount claimed accurately reflects the adjustments in the amounts payable to
Contractor or the time for Contractor’s performance for which Contractor believes the State is liable and
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covers all costs of every type to which Contractor is entitled from the occurrence of the claimed event, and
(c) the claim and the supporting data are current and complete to Contractor’s best knowledge and belief.

2.192 Informal Dispute Resolution

(@) All disputes between the parties must be resolved under the Contract Management procedures in
this Contract. If the parties are unable to resolve any disputes after compliance with the processes, the
parties must meet with the Director of Purchasing Operations, DTMB, or designee, for the purpose of
attempting to resolve the dispute without the need for formal legal proceedings, as follows:

1) The representatives of Contractor and the State must meet as often as the parties reasonably
deem necessary to gather and furnish to each other all information with respect to the matter in issue
which the parties believe to be appropriate and germane in connection with its resolution. The
representatives must discuss the problem and negotiate in good faith in an effort to resolve the dispute
without the necessity of any formal proceeding.

(2) During the course of negotiations, all reasonable requests made by one party to another for non-
privileged information reasonably related to the Contract will be honored in order that each of the parties
may be fully advised of the other’s position.

3) The specific format for the discussions will be left to the discretion of the designated State

and Contractor representatives, but may include the preparation of agreed upon statements of fact

or written statements of position.

(4) Following the completion of this process within 60 calendar days, the Director of Purchasing
Operations, DTMB, or designee, must issue a written opinion regarding the issue(s) in dispute

within 30 calendar days. The opinion regarding the dispute must be considered the State’s final

action and the exhaustion of administrative remedies.

(b) This Section will not be construed to prevent either party from instituting, and a party is
authorized to institute, formal proceedings earlier to avoid the expiration of any applicable limitations
period, to preserve a superior position with respect to other creditors, or under Section 2.193.

© The State will not mediate disputes between the Contractor and any other entity, except state
agencies, concerning responsibility for performance of work under the Contract.

2.193 Injunctive Relief

The only circumstance in which disputes between the State and Contractor will not be subject to the
provisions of Section 2.192 is where a party makes a good faith determination that a breach of the terms
of the Contract by the other party is the that the damages to the party resulting from the breach will be so
immediate, so large or severe and so incapable of adequate redress after the fact that a temporary
restraining order or other immediate injunctive relief is the only adequate remedy.

2.194 Continued Performance

Each party agrees to continue performing its obligations under the Contract while a dispute is being
resolved except to the extent the issue in dispute precludes performance (dispute over payment must not
be deemed to preclude performance) and without limiting either party’s right to terminate the Contract as
provided in Section 2.150, as the case may be.

2.200 Federal and State Contract Requirements

2.201 Nondiscrimination

In the performance of the Contract, Contractor agrees not to discriminate against any employee or
applicant for employment, with respect to his or her hire, tenure, terms, conditions or privileges of
employment, or any matter directly or indirectly related to employment, because of race, color, religion,
national origin, ancestry, age, sex, height, weight, and marital status, physical or mental disability.
Contractor further agrees that every subcontract entered into for the performance of this Contract or any
purchase order resulting from this Contract will contain a provision requiring non-discrimination in
employment, as specified here, binding upon each Subcontractor. This covenant is required under the
Elliot Larsen Civil Rights Act, 1976 PA 453, MCL 37.2101, et seq., and the Persons with Disabilities Civil
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Rights Act, 1976 PA 220, MCL 37.1101, et seq., and any breach of this provision may be regarded as a
material breach of the Contract.

2.202 Unfair Labor Practices

Under 1980 PA 278, MCL 423.321, et seq., the State must not award a Contract or subcontract to an
employer whose name appears in the current register of employers failing to correct an unfair labor
practice compiled under section 2 of the Act. This information is compiled by the United States National
Labor Relations Board. A Contractor of the State, in relation to the Contract, must not enter into a contract
with a Subcontractor, manufacturer, or supplier whose name appears in this register. Under section 4 of
1980 PA 278, MCL 423.324, the State may void any Contract if, after award of the Contract, the name of
Contractor as an employer or the name of the Subcontractor, manufacturer or supplier of Contractor
appears in the register.

2.203 Workplace Safety and Discriminatory Harassment

In performing Services for the State, the Contractor must comply with the Department of Civil Services Rule
2-20 regarding Workplace Safety and Rule 1-8.3 regarding Discriminatory Harassment. In addition, the
Contractor must comply with Civil Service regulations and any applicable agency rules provided to the
Contractor. For Civil Service Rules, see http://www.mi.gov/mdcs/0,1607,7-147-6877---,00.html.

2.204 Prevailing Wage

The rates of wages and fringe benefits to be paid each class of individuals employed by the Contractor, its
subcontractors, their subcontractors, and all persons involved with the performance of this Contract in
privity of contract with the Contractor shall not be less than the wage rates and fringe benefits established
by the Michigan Department of Labor and Economic Development, Wage and Hour Bureau, schedule of
occupational classification and wage rates and fringe benefits for the local where the work is to be
performed. The term Contractor shall include all general contractors, prime contractors, project managers,
trade contractors, and all of their contractors or subcontractors and persons in privity of contract with them.

The Contractor, its subcontractors, their subcontractors and all persons involved with the performance of
this contract in privity of contract with the Contractor shall keep posted on the work site, in a conspicuous
place, a copy of all wage rates and fringe benefits as prescribed in the contract. You must also post, in a
conspicuous place, the address and telephone number of the Michigan Department of Labor and
Economic Development, the office responsible for enforcement of the wage rates and fringe benefits.
You shall keep an accurate record showing the name and occupation of the actual wage and benefits
paid to each individual employed in connection with this contract. This record shall be available to the
State upon request for reasonable inspection.

If any trade is omitted from the list of wage rates and fringe benefits to be paid to each class of individuals
by the Contractor, it is understood that the trades omitted shall also be paid not less than the wage rate
and fringe benefits prevailing in the local where the work is to be performed.

2.205 (A) Equal Employment Opportunity

The Contractor, its subcontractors, their subcontractors and all persons involved with the performance of
this contract agree to abide by Executive Order 11246, entitled “Equal Employment Opportunity”, as as
amended by Executive Order 11375, and as supplemented by the Department of Labor Regulations (41
CFR Part 60): The Executive Order prohibits federal contractors and federally-assisted construction
contractors and subcontractors who do over $10,000 in Government business in one year from
discriminating in employment decisions on the basis of race, color, religion, sex, or national origin. The
Executive Order also requires Government contractors to take affirmative action to ensure that equal
opportunity is provided in all aspects of their employment.
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2.205 (B) Clean Air Act

The Contractor, its subcontractors, their subcontractors and all persons involved with the performance of
this contract agree to abide by the terms outlined in the Federal Clean Air Act, Section 306 stipulates:

a. No Federal agency may enter into any contract with any person who is convicted of any offense
under section 113(c) for the procurement of goods, materials, and services to perform such contract at any
facility at which the violation which gave rise to such conviction occurred if such facility is owned, leased, or
supervised by such person. The prohibition in the preceding sentence shall continue until the Administrator
certifies that the condition giving rise to such a conviction has been corrected. For convictions arising
under section 113(c)(2), the condition giving rise to the conviction also shall be considered to include any
substantive violation of this Act associated with the violation of 113(c)(2). The Administrator may extend
this prohibition to other facilities owned or operated by the convicted person.

b. The Administrator shall establish procedures to provide all Federal agencies with the
notification necessary for the purposes of subsection (a).

c. In order to implement the purposes and policy of this Act to protect and enhance the quality of the
Nation's air, the President shall, not more than 180 days after enactment of the Clean Air Amendments of
1970 cause to be issued an order (1) requiring each Federal agency authorized to enter into contracts and
each Federal agency which is empowered to extend Federal assistance by way of grant, loan, or contract
to effectuate the purpose and policy of this Act in such contracting or assistance activities, and (2) setting
forth procedures, sanctions, penalties, and such other provisions, as the President determines necessary
to carry out such requirement.

d. The President may exempt any contract, loan, or grant from all or part of the provisions of this
section where he determines such exemption is necessary in the paramount interest of the United States
and he shall notify the Congress of such exemption. The President shall annually report to the Congress
on measures taken toward implementing the purpose and intent of this section, including but not limited
to the progress and problems associated with implementation of this section. [42 U.S.C. 7606]

e. The President shall annually report to the Congress on measures taken toward implementing
the purpose and intent of this section, including but not limited to the progress and problems
associated with implementation of this section. [42 U.S.C. 7606]

2.205 (C) Clean Water Act

The Contractor, its subcontractors, their subcontractors and all persons involved with the performance of
this contract agree to abide by the terms outlined in the Federal Clean Water Act, Section 309 stipulates:

a. No Federal agency may enter into any contract with any person who has been convicted of any
offense under Section 309(c) of this Act for the procurement of goods, materials, and services if
such contract is to be performed at any facility at which the violation which gave rise to such
conviction occurred, and if such facility is owned, leased, or supervised by such person. The
prohibition in preceding sentence shall continue until the Administrator certifies that the condition
giving rise to such conviction has been corrected.

b. The Administrator shall establish procedures to provide all Federal agencies with the
notification necessary for the purposes of subsection (a) of this section.

c. In order to implement the purposes and policy of this Act to protect and enhance the quality of
the Nation’s water, the President shall, not more than 180 days after the enactment of this Act,
cause to be issued an order:
1. requiring each Federal agency authorized to enter into contracts and each Federal
agency which is empowered to extend Federal assistance by way of grant, loan, or
contract to effectuate the purpose and policy of this Act in such contracting or assistance
activities, and
2. setting forth procedures, sanctions, penalties, and such other provisions, as the
President determines necessary to carry out such requirement.
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d. The President may exempt any contract, loan, or grant from all or part of the provisions of

this section where he determines such exemption is necessary in the paramount interest of

the United States and he shall notify the Congress of such exemption.

e. The President shall annually report to the Congress on measures taken in compliance with the
purpose and intent of this section, including, but not limited to, the progress and problems
associated with such compliance.

f. (1) No certification by a contractor, and no contract clause, may be required in the case of a
contract for the acquisition of commercial items in order to implement a prohibition or requirement
of this section

or a prohibition or requirement issued in the implementation of this section.

(2) In paragraph (1), the term “commercial item” has the meaning given such term in section
4(12) of the Office of Federal Procurement Policy Act (41 U.S.C. 403(12)).

2.205 (D) Anit-lobbying Act
The Contractor, its subcontractors, their subcontractors and all persons involved with the performance of
this contract agree to abide by the terms outlined in the Anti-Lobbying Act. The Anti-Lobbying Act
prohibits the recipients of Federal contracts, grants, and loans from using appropriated funds for lobbying
the Executive or Legislative branches of the Federal government in connection with a specific contract,
grant, or loan. As required by Section 1352, Title 31 of the U.S. Code and implemented at 34 CFR Part
82 for persons entering into a grant or cooperative agreement over $100,000, as defined at 34 CFR Part
82, Section 82.105 and 82.110, the applicant certifies that:
a. No federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned,
to any person for influencing or attempting to influence an officer or employee of any agency, a
member of Congress, an officer or employee of Congress, or an employee of a member of
Congress in connection with the making of any federal grant, the entering into of any cooperative
agreement, and the extension, continuation, renewal, amendment, or modification of any federal
grant or cooperative agreement;
b. If any funds other than federal appropriated funds have been paid or will be paid to any person
for influencing or attempting to influence an officer or employee of any agency, a member of
Congress, an officer or employee of Congress, or an employee of a member of Confess in
connection with this federal grantor o cooperative agreement, the undersigned shall complete and
submit Standard Form — LLL, “Disclosure Form to Report Lobbying,” in accordance with its
instructions;
c. The undersigned shall require that the language of this certification be include in the award
documents for all sub-awards at all tiers (including sub-grants, contracts under grants and
cooperative agreements, and subcontracts) and that all sub-recipients shall certify and disclose
accordingly.

2.205 (E) Americans with Disabilities Act

The Contractor, its subcontractors, their subcontractors and all persons involved with the performance of
this contract agree to abide by the terms outlined in the Americans with Disabilities Act. This Act (28 CFR
Part 35, Title Il, Subtitle A) prohibits discrimination on the basis of disability in all services, programs, and
activities provided to the public and State and local governments, except public transportation services.

2.205 (F) Drug Free Workplace

The Federal government implemented the Drug Free Workplace Act of 1988 in an attempt to address the
problems of drug abuse on the job. It is a fact that employees who use drugs have less productivity, a
lower quality of work, and a higher absenteeism, and are more likely to misappropriate funds or services.
From this perspective, the drug abuser may endanger other employees, the public at large, or
themselves. Damage to property, whether owned by this entity or not, could result from drug abuse on
the job. All these actions might undermine public confidence in the services this entity provides.
Therefore, in order to remain a responsible source for government contracts, the following guidelines
have been adopted:
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a. The unlawful manufacture, distribution, dispensation, possession or use of a controlled
substance is prohibited in the work place.

b. Violators may be terminated or requested to seek counseling from an approved rehabilitation
service c. Employees must notify their employer of any conviction of a criminal drug statue no later
than five days after such conviction.

d. Although alcohol is not a controlled substance, it is nonetheless a drug. It is the policy of the
Arkansas Department of Health WIC Program that abuse of this drug will also not be tolerated in
the workplace.

e. Contractors of federal agencies are required to certify that they will provide drug-free
workplaces for their employees.

Transactions subject to the suspension/debarment rules (covered transactions) include grants, subgrants,
cooperative agreements, and prime contracts under such awards. Subcontracts are not included. Also,
the dollar threshold for covered procurement contracts is $25,000. Contracts for Federally required audit
services are covered regardless of dollar amount.

2.205 (G) Debarment and Suspension

As required by Executive Order 12549, Debarment and Suspension, and implemented at 34 CFR Part
85, for prospective participants in primary covered transactions, as defined at 34 CFR Part 85, Sections
85.105 and
85.110.
a. The applicant certifies that it and its principals:
1. Are not presently debarred, suspended, proposed for debarment, declared
ineligible, or voluntarily excluded from covered transactions by any federal
department or agency;
2. Have not within a three-year period preceding this application been convicted of or had a
civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (federal, state, or
local) transaction or contract under a public transaction; violation of federal or state antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction
of records, making false statements, or receiving stolen property;
3. Are not presently indicted for or otherwise criminally or civilly charged by a governmental
entity (federal, state, or local) with commission of any of the offenses enumerated in
paragraph (1)(b) of this certification; and
4. Have not within a three-year period preceding this application had one or more
public transactions (federal, state, or local) terminated for cause or default.
b. Where the applicant is unable to certify to any of the statements in this certification, he or she
shall attach an explanation to this application.

2.210 Governing Law

2.211 Governing Law

The Contract must in all respects be governed by, and construed according to, the substantive laws of
the State of Michigan without regard to any Michigan choice of law rules that would apply the
substantive law of any other jurisdiction to the extent not inconsistent with, or pre-empted by federal
law.

2.212 Compliance with Laws

Contractor shall comply with all applicable state, federal and local laws and ordinances in providing the
Services/Deliverables.
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2.213 Jurisdiction

Any dispute arising from the Contract must be resolved in the State of Michigan. With respect to any claim
between the parties, Contractor consents to venue in Ingham County, Michigan, and irrevocably waives
any objections it may have to the jurisdiction on the grounds of lack of personal jurisdiction of the court or
the laying of venue of the court or on the basis of forum non conveniens or otherwise. Contractor agrees to
appoint agents in the State of Michigan to receive service of process.

2.220 Limitation of Liability

2.221 Limitation of Liability

Neither the Contractor nor the State is liable to each other, regardless of the form of action, for
consequential, incidental, indirect, or special damages. This limitation of liability does not apply to claims
for infringement of United States patent, copyright, trademark or trade secrets; to claims for personal injury
or damage to property caused by the gross negligence or willful misconduct of the Contractor; to claims
covered by other specific provisions of this Contract calling for liquidated damages; or to court costs or
attorney’s fees awarded by a court in addition to damages after litigation based on this Contract.

The Contractor’s liability for damages to the State, regardless of the form of action, shall be

limited to $4,423,646 or professional fees applicable to this Contract paid over the preceding 12
months, whichever is higher. The foregoing limitation of liability does not apply to claims for
infringement of United States patent, copyright, trademarks or trade secrets; to claims for personal
injury or damage to property caused by the gross negligence or willful misconduct of the Contractor; to
claims covered by other specific provisions of this Contract calling for liquidated damages; or to court
costs or attorney’s fees awarded by a court in addition to damages after litigation based on this
Contract.

The State’s liability for damages to the Contractor is limited to the value of the Contract.

2.230 Disclosure Responsibilities

2.231 Disclosure of Litigation

Contractor must disclose any material criminal litigation, involving the Contractor (and each Subcontractor)
or any of its officers or directors or any litigation, investigations or proceedings under the Sarbanes-Oxley
Act, in each case to the extent Contractor believes such litigation, investigations or proceedings adversely
impact Contractor’s ability to perform the Services. In addition, each Contractor (and each Subcontractor)
must notify the State of any material civil litigation, arbitration or proceeding which arises during the term of
the Contract and extensions, to which Contractor (or, to the extent Contractor is aware, any Subcontractor)
is a party, and which involves: (i) disputes that might reasonably be expected to adversely affect the
viability or financial stability of Contractor or any Subcontractor; or (ii) a conviction for fraud against
Contractor or, to the extent Contractor is aware, any Subcontractor by a governmental or public entity
arising out of their business dealings with governmental or public entities. If any Proceeding disclosed to
the State under this Section, or of which the State otherwise becomes aware, during the term of this
Contract would cause a reasonable party to be concerned about:
(a) the ability of Contractor (or a Subcontractor) to continue to perform this Contract according to its terms
and conditions, or
(b) whether Contractor (or a Subcontractor) in performing Services for the State is engaged in conduct
which is similar in nature to conduct alleged in the Proceeding, which conduct would constitute a
breach of this Contract or a violation of Michigan law, regulations or public policy, then the
Contractor must provide the State reasonable assurances requested by the State to demonstrate
that:
(1) Contractor and its Subcontractors will be able to continue to perform this Contract and any Statements
of Work according to its terms and conditions, and
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(2) Contractor and its Subcontractors have not and will not engage in conduct in performing the

Services which is similar in nature to the conduct alleged in the Proceeding.
(c) Contractor must make the following notifications in writing:

(1) Within 30 days of Contractor becoming aware that a change in its ownership or officers has
occurred, or is certain to occur, or a change that could result in changes in the valuation of its
capitalized assets in the accounting records which results in increased Contract costs, Contractor
must notify DTMB Purchasing Operations.

(2) Contractor must also notify DTMB Purchasing Operations within 30 days whenever changes to
asset valuations or any other cost changes have occurred or are certain to occur as a result of a
change in ownership or officers which results in increased Contract costs.

2.232 Call Center Disclosure

Contractor and/or all subcontractors involved in the performance of this Contract providing call or contact
center services to the State must disclose the location of its call or contact center services to inbound
callers. Failure to disclose this information is a material breach of this Contract.

2.233 Bankruptcy

The State may, without prejudice to any other right or remedy, terminate this Contract, in whole or in part,
and, at its option, may take possession of the “Work in Process” and finish the Works in Process by
whatever appropriate method the State may deem expedient if:
(a) the Contractor files for protection under the bankruptcy laws;
(b) an involuntary petition is filed against the Contractor and not removed within 30 days;
(c the Contractor becomes insolvent or if a receiver is appointed due to the Contractor's
insolvency; (d) the Contractor makes a general assignment for the benefit of creditors; or
(e) the Contractor or its affiliates are unable to provide reasonable assurances that the Contractor
or its affiliates can deliver the services under this Contract.

Contractor will fix appropriate notices or labels on the Work in Process to indicate ownership by the State.
To the extent reasonably possible, materials and Work in Process must be stored separately from other
stock and marked conspicuously with labels indicating ownership by the State.

2.240 Performance

2.241 Time of Performance

(a) Contractor shall use commercially reasonable efforts to provide complete all Services and
Deliverables according to the time schedules and requirements contained in the Statements of
Work and other Exhibits governing the work.

(b) Without limiting the generality of Section 2.241, Contractor must notify the State in a timely manner
upon becoming aware of any circumstances that are reasonably expected to jeopardize the timely
and successful completion of any Deliverables/Services on the scheduled due dates in the latest
State- approved delivery schedule and must inform the State of the projected actual delivery date.

(c) If the Contractor believes that a delay in performance by the State has caused or will cause the
Contractor to be unable to perform its obligations according to specified Contract time periods, the
Contractor shall notify the State in a timely manner and must use commercially reasonable efforts to
perform its obligations according to the Contract time periods notwithstanding the State’s failure.
Contractor will not be in default for a delay in performance to the extent the delay is caused by the
State.

2.242 RESERVED

2.243 Liquidated Damages

Unauthorized Removal of any Key Personnel
It is acknowledged that an Unauthorized Removal will interfere with the timely and proper completion of the
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Contract, to the loss and damage of the State, and that it would be impracticable and extremely difficult to fix
the actual damage sustained by the State as a result of any Unauthorized Removal. Therefore, Contractor
and the State agree that in the case of any Unauthorized Removal in respect of which the State does not
elect to exercise its rights under Section 2.141, the State may assess liquidated damages against Contractor
as specified below.

For the Unauthorized Removal of any Key Personnel designated in the applicable Statement of Work, the
liquidated damages amount is $25,000.00 per individual if the Contractor identifies a replacement
approved by the State under Section 2.060 and assigns the replacement to the Project to shadow the Key
Personnel who is leaving for a period of at least 30 days before the Key Personnel’'s removal.

If Contractor fails to assign a replacement to shadow the removed Key Personnel for at least 30 days, in
addition to the $25,000.00 liguidated damages for an Unauthorized Removal, Contractor must pay the
amount of $833.33 per day for each day of the 30 day shadow period that the replacement Key Personnel
does not shadow the removed Key Personnel, up to $25,000.00 maximum per individual. The total
liquidated damages that may be assessed per Unauthorized Removal and failure to provide 30 days of
shadowing must not exceed $50,000.00 per individual and $350,000 in the aggregate.

2.244 Excusable Failure

Neither party will be liable for any default, damage or delay in the performance of its obligations under the
Contract to the extent the default, damage or delay is caused by government regulations or requirements
(executive, legislative, judicial, military or otherwise), power failure, electrical surges or current
fluctuations, lightning, earthquake, war, water or other forces of nature or acts of God, delays or failures of
transportation, equipment shortages, suppliers’ failures, or acts or omissions of common carriers, fire;
riots, civil disorders; strikes or other labor disputes, embargoes; injunctions (provided the injunction was
not issued as a result of any fault or negligence of the party seeking to have its default or delay excused);
or any other cause beyond the reasonable control of a party; provided the non-performing party and its
Subcontractors are without fault in causing the default or delay, and the default or delay could not have
been prevented by reasonable precautions and cannot reasonably be circumvented by the non-performing
party through the use of alternate sources, workaround plans or other means, including disaster recovery
plans.

If a party does not perform its contractual obligations for any of the reasons listed above, the non-
performing party will be excused from any further performance of its affected obligation(s) for as long as the
circumstances prevail. But the party must use commercially reasonable efforts to recommence
performance whenever and to whatever extent possible without delay. A party must promptly notify the
other party in writing promptly after the excusable failure occurs, and also when it abates or ends.

If any of the above-enumerated circumstances substantially prevent, hinder, or delay the Contractor’s
performance of the Services/provision of Deliverables for more than 10 Business Days, and the State
determines that performance is not likely to be resumed within a period of time that is satisfactory to the
State in its reasonable discretion, then at the State’s option: (a) the State may procure the affected
Services/Deliverables from an alternate source, and the State is not be liable for payment for the
unperformed Services/ Deliverables not provided under the Contract for so long as the delay in
performance continues; (b) the State may terminate any portion of the Contract so affected and the
charges payable will be equitably adjusted as agreed by the parties to reflect those Services/Deliverables
terminated; or (c) the State may terminate the affected Statement of Work without liability to Contractor as
of a date specified by the State in a written notice of termination to the Contractor, provided that the State
must pay for Services/Deliverables provided through the date of termination.

The Contractor will not have the right to any additional payments from the State as a result of any
Excusable Failure occurrence or to payments for Services not rendered/Deliverables not provided as a
result of the Excusable Failure condition. Defaults or delays in performance by Contractor which are
caused by acts or omissions of its Subcontractors will not relieve Contractor of its obligations under the
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Contract except to the extent that a Subcontractor is itself subject to an Excusable Failure condition
described above and Contractor cannot reasonably circumvent the effect of the Subcontractor’'s default or
delay in performance through the use of alternate sources, workaround plans or other means.

2.250  Approval of Deliverables
See Section 1.500 (Acceptance).

2.260  Ownership

2.261 Ownership of Work Product by State

Upon full payment by the State for each such Deliverable, the State owns all Deliverables and each such
Deliverable shall be considered work made for hire by the Contractor for the State. Upon full payment, the
State owns all United States and international copyrights, trademarks, patents or other proprietary rights in
the Deliverables.

Notwithstanding any provision of this Contract to the contrary, any preexisting work or materials including,
but not limited to, any routines, libraries, tools, methodologies, processes or technologies developed
outside the Contract (collectively, the “Development Tools”) and created, adapted or used by the
Contractor in its business generally, including any and all associated intellectual property rights, and any
derivative works thereof, shall be and remain the sole property of the Contractor, and the State shall have
no interest in or claim to such preexisting work, materials or Development Tools, except as hecessary to
use, for its internal purposes, any such Development Tools that are delivered solely in connection with the
Deliverables. Such rights belonging to the State shall include, but not be limited to, the right to use,
execute, reproduce, display, perform and distribute copies of and prepare derivative works based upon the
Deliverables, and the right to authorize others to do any of the foregoing, irrespective of the existence
therein of preexisting work, materials and Development Tools, except as specifically limited herein.

The Contractor shall be free to use and employ its general skills, knowledge and expertise, and to use,
disclose, and employ any generalized ideas, concepts, knowledge, methods, techniques or skills gained
or learned during the course of performing the services under this Contract, so long as the Contractor
acquires and applies such information without disclosure of any confidential or proprietary information of
the State, and without any unauthorized use or disclosure of any Deliverables resulting from this Contract.

2.262 Vesting of Rights

With the sole exception of any (1) third party hardware and software’ and (2) Development Tools identified
in the SOW or identified by the Contractor during performance of the Contract, the Contractor assigns to
the State, upon full payment for each such Deliverable, ownership of all United States and international
copyrights, trademarks, patents, or other proprietary rights in each and every Deliverable, whether or not
registered by the Contractor, insofar as any the Deliverable, by operation of law, may not be considered
work made for hire by the Contractor for the State. From time to time upon the State’s request, the
Contractor must confirm the assignment by execution and delivery of the assignments, confirmations of
assignment, or other written instruments as the State may request. The State may obtain and hold in its
own name all copyright, trademark, and patent registrations and other evidence of rights that may be
available for Deliverables.

2.263 Rights in Data

The State is the owner of all data made available by the State to the Contractor or its agents,
Subcontractors or representatives under the Contract. The Contractor will not use the State’s data for any
purpose other than providing the Services, nor will any part of the State’s data be disclosed, sold,
assigned, leased or otherwise disposed of to the general public or to specific third parties or commercially
exploited by or on behalf of the Contractor (except as required by applicable law or regulation). No
employees of the Contractor, other than those on a strictly need-to-know basis, have access to the State’s
data. Contractor will not possess or assert any lien or other right against the State's data. Without limiting
the generality of this Section, the Contractor must only use personally identifiable information as strictly
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necessary to provide the Services and must disclose the information only to its employees who have a
strict need-to-know the information. The Contractor must comply at all times with all laws and regulations
applicable to the personally identifiable information.

The State is the owner of all State-specific data under the Contract. The State may use the State data
used by the Contractor for any purpose. The State will not possess or assert any lien or other right against
the Contractor’s data. Without limiting the generality of this Section, the State may use personally
identifiable information only as strictly necessary to utilize the Services and must disclose the information
only to its employees who have a strict need to know the information, except as provided by law. The
State must comply at all times with all laws and regulations applicable to the personally identifiable
information. Other material developed and provided to the State remains the State’s sole and exclusive

property.

2.264 Ownership of Materials

The State and the Contractor will continue to own their respective proprietary technologies developed
before entering into the Contract or otherwise independently developed outside of this Contract. Any
hardware bought through the Contractor by the State, and paid for by the State, will be owned by the
State. Any software licensed through the Contractor and sold to the State, will be licensed directly to the
State.

2.265 STATE AND FEDERAL AGENCIES LICENSE

In accordance with 45 C.F.R. 95.617 and 45 C.F.R. 92.34, all appropriate State and federal agencies will have
a royalty-free, nonexclusive, and irrevocable license to reproduce, publish, translate, or otherwise use, and to
authorize others to use for Health Benefit Exchange or federal government purposes, software, modifications,
and documentation designed, developed or installed with Federal Financial Participation under 45 CFR Part
95, subpart F or Federal Grant Funding under 45 CFR Part 92 under the Contract.

2.270 State Standards

2.271 Existing Technology Standards

The Contractor will adhere to all existing standards as described within the comprehensive listing of the
State’s existing technology standards at http://www.michigan.gov/dmb/0,4568,7-150-56355-108233--
00.html. To the extent that such standards are modified by the State following execution of the Contract,
Contractor shall be entitled to a change order to address any costs resulting to Contractor from such
change.

2.272 Acceptable Use Policy

To the extent that Contractor has access to the State computer system, Contractor must comply with
the State’s Acceptable Use Policy, see _http://michigan.gov/cybersecurity/0,1607,7-217-

34395 34476---,00. All Contractor employees must be required, in writing, to agree to the State’s
Acceptable Use Policy before accessing the State system. The State reserves the right to terminate
Contractor’s access to the State system if a violation occurs.

2.273 Systems Changes

Contractor is not responsible for and not authorized to make changes to any State systems without
written authorization from the Project Manager. Any changes Contractor makes to State systems with
the State’s approval must be done according to the applicable State procedures, including security,
access and configuration management procedures, of which Contractor is apprised in advance in
writing.

2.280 Extended Purchasing

2.281 RESERVED - MiDEAL (Michigan Delivery Extended Agreements Locally
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2.282 RESERVED - State Employee Purchases

2.290 Environmental Provision

2.291 Environmental Provision

Energy Efficiency Purchasing Policy: The State seeks wherever possible to purchase energy efficient
products. This includes giving preference to U.S. Environmental Protection Agency (EPA) certified
‘Energy Star’ products for any category of products for which EPA has established Energy Star
certification. For other purchases, the State may include energy efficiency as one of the priority factors to
consider when choosing among comparable products.

Environmental Purchasing Policy: The State of Michigan is committed to encouraging the use of
products and services that impact the environment less than competing products. The State is
accomplishing this by including environmental considerations in purchasing decisions, while remaining
fiscally responsible, to promote practices that improve worker health, conserve natural resources, and
prevent pollution. Environmental components that are to be considered include: recycled content and
recyclables; energy efficiency; and the presence of undesirable materials in the products, especially
those toxic chemicals which

are persistent and bioaccumulative. The Contractor should be able to supply products containing recycled
and environmentally preferable materials that meet performance requirements and is encouraged to offer
such products throughout the duration of this Contract. Information on any relevant third party certification
(such as Green Seal, Energy Star, etc.) should also be provided.

Hazardous Materials: For the purposes of this Section, “Hazardous Materials” is a generic term used to
describe asbestos, ACBMs, PCBs, petroleum products, construction materials including paint thinners,
solvents, gasoline, oil, and any other material the manufacture, use, treatment, storage, transportation or
disposal of which is regulated by the federal, state or local laws governing the protection of the public
health, natural resources or the environment. This includes, but is not limited to, materials the as batteries
and circuit packs, and other materials that are regulated as (1) “Hazardous Materials” under the

Hazardous Materials

Transportation Act, (2) “chemical hazards” under the Occupational Safety and Health Administration

standards, (3) “chemical substances or mixtures” under the Toxic Substances Control Act, (4) “pesticides”

under the Federal Insecticide Fungicide and Rodenticide Act, and (5) “hazardous wastes” as defined or
listed under the Resource Conservation and Recovery Act.

(&) The Contractor must use, handle, store, dispose of, process, transport and transfer any material
considered a Hazardous Material according to all federal, State and local laws. The State must
provide a safe and suitable environment for performance of Contractor's Work. Before the
commencement of Work, the State must advise the Contractor of the presence at the work site of any
Hazardous Material to the extent that the State is aware of the Hazardous Material. If the Contractor
encounters material reasonably believed to be a Hazardous Material and which may present a
substantial danger, the Contractor must immediately stop all affected Work, notify the State in writing
about the conditions encountered, and take appropriate health and safety precautions.

(b) Upon receipt of a written notice, the State will investigate the conditions. If (a) the material is a

Hazardous Material that may present a substantial danger, and (b) the Hazardous Material was not brought

to the site by the Contractor, or does not result in whole or in part from any violation by the Contractor of any

laws covering the use, handling, storage, disposal of, processing, transport and transfer of Hazardous

Materials, the State must order a suspension of Work in writing. The State must proceed to have the

Hazardous Material removed or rendered harmless. In the alternative, the State must terminate the affected

Work for the State’s convenience.

(c) Once the Hazardous Material has been removed or rendered harmless by the State, the Contractor must
resume Work as directed in writing by the State. Any determination by the Michigan Department of
Community Health or the Michigan Department of Environmental Quality that the Hazardous Material
has either been removed or rendered harmless is binding upon the State and Contractor for the
purposes of resuming the Work. If any incident with Hazardous Material results in delay not
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reasonable anticipatable under the circumstances and which is attributable to the State, the
applicable SLAs for the affected Work will not be counted in a time as mutually agreed by the parties.
(d) If the Hazardous Material was brought to the site by the Contractor, or results in whole or in part from
any violation by the Contractor of any laws covering the use, handling, storage, disposal of,
processing, transport and transfer of Hazardous Material, or from any other act or omission within
the control of the Contractor, the Contractor must bear its proportionate share of the delay and costs
involved in cleaning up the site and removing and rendering harmless the Hazardous Material
according to Applicable Laws to the condition approved by applicable regulatory agency(ies).

Labeling: Michigan has a Consumer Products Rule pertaining to labeling of certain products containing
volatile organic compounds. For specific details visit http://www.michigan.gov/deq/0,1607,7-135-

3310 4108-

173523--,00.html

Refrigeration and Air Conditioning: The Contractor shall comply with the applicable requirements of
Sections 608 and 609 of the Clean Air Act (42 U.S.C. 7671g and 7671h) as each or both apply to this
contract.

Environmental Performance: Waste Reduction Program - Contractor shall establish a program to
promote cost-effective waste reduction in all operations and facilities covered by this contract. The
Contractor's programs shall comply with applicable Federal, State, and local laws, specifically including
Section 6002 of the Resource Conservation and Recovery Act (42 U.S.C. 6962, et seq.).

2.300 Deliverables

2.301 Software

A list of the items of software the State is required to purchase for execution the Contract is attached or
otherwise mutually agreed by the parties in writing. The list includes all software required to complete the
Contract and for the Contractor to meet its Contract requirements; if any additional software is required in
order for the Deliverables to meet the requirements of this Contract, such software shall be provided to the
State by Contractor at no additional charge (except where agreed upon and specified in a Statement of
Work or Contract Change Notice). The attachment also identifies certain items of software to be provided
by the State. Licensing and support of third party software shall be in accordance with Section 2.314.

2.302 Hardware

A list of the items of hardware the State is required to purchase for execution the Contract is attached
or otherwise mutually agreed by the parties in writing. The list includes all hardware required to
complete the Contract and for the Contractor to meet its Contract requirements; if any additional
hardware is required in order for the Deliverables to meet the requirements of this Contract, such
hardware shall be provided to the State by Contractor at no additional charge (except where agreed
upon and specified in a Contract Change Notice). The attachment also identifies certain items of
hardware to be provided by the State.

2.303 Equipment to be New

If applicable, all equipment provided under this Contract by Contractor shall be new where Contractor has
knowledge regarding whether the equipment is new or assembled from new or serviceable used parts that
are like new in performance or has the option of selecting one or the other. Equipment that is assembled
from new or serviceable used parts that are like new in performance is acceptable where Contractor does
not have knowledge or the ability to select one or other, unless specifically agreed otherwise in writing by
the State.

2.304 Equipment to be New and Prohibited Products

The State will not accept salvage, distressed, outdated or discontinued merchandise. Shipping of such
merchandise to any State agency, as a result of an order placed against the Contract, shall be considered
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default by the Contractor of the terms and conditions of the Contract and may result in cancellation of the
Contract by the State. The brand and product number offered for all items shall remain consistent for the
term of the Contract, unless Purchasing Operations has approved a change order pursuant to Section
2.024.

2.310  Software Warranties

2.311 RESERVED - Performance Warranty

2.312 No Surreptitious Code Warranty

The Contractor represents and warrants that no Software Deliverable provided to the State negligently or
intentionally contains or will contain any Self-Help Code or any Unauthorized Code as defined below. This
warranty is referred to in this Contract as the “No Surreptitious Code Warranty.”

As used in this Contract, “Self-Help Code” means any back door, time bomb, drop dead device, or other
software routine designed to disable a computer program automatically with the passage of time or under
the positive control of a person other than the licensee of the software. Self-Help Code does not include
Software routines in a computer program, if any, designed to permit an owner of the computer program (or
other person acting by authority of the owner) to obtain access to a licensee’s computer system(s) (e.g.
remote access via modem) for purposes of maintenance or technical support.

As used in this Contract, “Unauthorized Code” means any virus, Trojan horse, spyware, worm or other
Software routines or components designed to permit unauthorized access to disable, erase, or otherwise
harm software, equipment, or data; or to perform any other such actions. The term Unauthorized Code
does not include Self-Help Code. Unauthorized Code does not include Software routines in a computer
program, if any, designed to permit an owner of the computer program (or other person acting by authority
of the owner) to obtain access to a licensee’s computer system(s) (e.g. remote access via modem) for
purposes of maintenance or technical support.

In addition, Contractor will use up-to-date commercial virus detection software to detect and remove
any viruses from any software Deliverable prior to delivering it to the State.

2.313 Calendar Warranty

The Contractor represents and warrants that all software for which the Contractor either sells or licenses to
the State of Michigan and used by the State prior to, during or after the calendar year 2000, includes or
shall include, at no added cost to the State, design and performance so the State shall not experience
software abnormality and/or the generation of incorrect results from the software, due to date oriented
processing, in the operation of the business of the State of Michigan.

The software design, to insure calendar year rollover compatibility, shall include, but is not limited to: data
structures (databases, data files, etc.) that provide 4-digit date century; stored data that contain date
century recognition, including, but not limited to, data stored in databases and hardware device internal
system dates; calculations and program logic (e.g., sort algorithms, calendar generation, event
recognition, and all processing actions that use or produce date values) that accommodates same century
and multi-century formulas and date values; interfaces that supply data to and receive data from other
systems or organizations that prevent non-compliant dates and data from entering any State system; user
interfaces (i.e., screens, reports, etc.) that accurately show 4 digit years; and assurance that the year 2000
shall be correctly treated as a leap year within all calculation and calendar logic.

2.314 Third-party Software License and Warranty

The Contractor represents and warrants that it will disclose the use or incorporation of any third-party

software into the Deliverables. At the time of Delivery, the Contractor shall provide in writing the name

and use of any Third-party Software, including information regarding the Contractor’'s authorization to

include and utilize such software. The notice shall include a copy of any ownership agreement or license
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that authorizes the Contractor to use or resell the Third-party Software. The Contractor may use an
affiliate to “resell” any such third party products.

2.315 Physical Media Warranty

Contractor represents and warrants that each licensed copy of any custom developed Software provided
by the Contractor is free from physical defects in the media that tangibly embodies the copy. This
warranty does not apply to defects discovered more than (30) thirty days after that date of Final
Acceptance of the custom developed Software by the State. This warranty does not apply to defects
arising from acts of Excusable Failure. If the Contractor breaches this warranty, then the State shall be
entitled to replacement of the non- compliant copy by Contractor, at Contractor’s expense (including
shipping and handling).

2.320 Software Licensing

2.321 Cross-License, Deliverables Only, License to Contractor

The State grants to the Contractor, the royalty-free, world-wide, non-exclusive right and license under any
Deliverable now or in the future owned by the State, or with respect to which the State has a right to grant
such rights or licenses, to the extent required by the Contractor to market the Deliverables and exercise its
full rights in the Deliverables, including, without limitation, the right to make, use and sell products and
services based on or incorporating such Deliverables.

2.322 Cross-License, Deliverables and Derivative Work, License to Contractor

The State grants to the Contractor, the royalty-free, world-wide, non-exclusive right and license under any
Deliverable and/or Derivative Work now or in the future owned by the State, or with respect to which the
State has a right to grant such rights or licenses, to the extent required by the Contractor to market the
Deliverables and/or Derivative Work and exercise its full rights in the Deliverables and/or Derivative Work,
including, without limitation, the right to make, use and sell products and services based on or
incorporating such Deliverables and/or Derivative Work.

2.323 License Back to the State

Unless otherwise specifically agreed to by the State, before initiating the preparation of any Deliverable that
is a Derivative of a preexisting work, the Contractor shall cause the State to have and obtain the
irrevocable, nonexclusive, worldwide, royalty-free right and license to (1) use, execute, reproduce, display,
perform, distribute internally or externally, sell copies of, and prepare Derivative Works based upon all
preexisting works and Derivative Works thereof, and (2) authorize or sublicense others from time to time to
do any or all of the foregoing.

2.324 License Retained by Contractor
Contractor grants to the State a non-exclusive, royalty-free, site-wide, irrevocable, transferable license to
use the Software and related documentation according to the terms and conditions of this Contract. For
the purposes of this license, “site-wide” includes any State of Michigan office regardless of its physical
location.

The State may modify the Software and may combine such with other programs or materials to form a
derivative work. The State will own and hold all copyright, trademarks, patent and other intellectual
property rights in any derivative work, excluding any rights or interest in Software other than those
granted in this Contract.

The State may copy each item of Software to multiple hard drives or networks unless otherwise agreed by
the parties.

The State will make and maintain no more than one archival copy of each item of Software, and each copy
will contain all legends and notices and will be subject to the same conditions and restrictions as the
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original. The State may also make copies of the Software in the course of routine backups of hard drive(s)
for the purpose of recovery of hard drive contents.

In the event that the Contractor shall, for any reason, cease to conduct business, or cease to support
the Software, the State shall have the right to convert these licenses into perpetual licenses, with rights
of quiet enjoyment, but subject to payment obligations not to exceed the then current rates.

2.325 Pre-existing Materials for Custom Software Deliverables

Neither Contractor nor any of its Subcontractors shall incorporate any preexisting materials (including
Standard Software) into Custom Software Deliverables or use any pre-existing materials to produce
Custom Software Deliverables if such pre-existing materials will be needed by the State in order to use the
Custom Software Deliverables unless (i) such pre-existing materials and their owners are identified to the
State in writing or (ii) such pre-existing materials are either readily commercially available products for
which Contractor or its Subcontractor, as the case may be, has obtained a license (in form and substance
approved by the State) in the name of the State, or are materials that Contractor or its Subcontractor, as
the case may be, has the right

to license to the State and has licensed to the State on terms and conditions set forth herein.

2.400 Other Provisions

2.411 Forced Labor, Convict Labor, or Indentured Servitude Made Materials

Bidder represents and certifies that, to the best of its knowledge and belief no foreign (outside of the
U.S.) made equipment, materials, or supplies, will be furnished to the State under any resulting Contract,
that have been produced in whole or in part by forced labor, convict labor, or indentured servitude.

2.421 Knowledge of Child Labor for Listed End Products

€)) “Forced or indentured child labor” means all work or service:
0] Exacted from any person under the age of 18 under the menace of any penalty
for its nonperformance and for which the worker does not offer himself voluntarily; or
(i) Performed by any person under the age of 18 under a contract the enforcement of which
can be accomplished by process or penalties.

(b) Listed end products. The following end product(s) being acquired under this solicitation is (are)
included in the List of Products Requiring Contractor Certification as to Forced or Indentured Child Labor,
identified by their country of origin. There is a reasonable basis to believe that listed end products from the
listed countries of origin may have been mined, produced, or manufactured by forced or indentured child
labor.

Listed End Product Listed Country of Origin

(c) Certification. The State will not make award to a Bidder unless the Bidder, by checking the
appropriate block, certifies to one of the following:

X) The Bidder will not supply any end product listed in paragraph (b) of this provision that

was mined, produced, or manufactured in a corresponding country as listed for that end
product.
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() The Bidder may supply an end product listed in paragraph (b) of this provision that was
mined, produced, or manufactured in the corresponding country as listed for that product. The
Bidder certifies that it has made a good faith effort to determine whether forced or indentured child
labor was used to mine, produce, or manufacture the end product. On the basis of those efforts,
the Bidder certifies that it is not aware of any the use of child labor.
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Attachment A — Requirements

General/Technical and Functional Requirements
. General/Technical requirements will identify the general framework in which the product must work, such as: system architecture,
documentation, audit and backup and recovery.

- Functional requirements identify what the solution must do to enable performance of work tasks and any applicable service levels.

Prime Contractor and Contractor’s Subcontractors are defined as Contractor. The Contractor must comply with all State and Federal
Policies and quidelines. With Approval by the State of Michigan, all versions must meet or be above what is specified.

The Contractor has identified how they believe their solution complies with each requirement as follows:
Yes — is defined as the Contractor’s solution complies with all aspects of the requirement and is currently a standard feature.

Yes with Modification — is defined as the solution does not currently comply with the requirement but the Contractor will modify the solution
through configuration, programming or source code changes which would result in their solution reaching full compliance with a requirement
prior to the Implementation completion date (October 1, 2013). The following letters provided within the Yes with Modification column
identifies how the solution will be modified to fully comply:

A - Configuration required to comply with the requirement
B - Programming required to comply with the requirement
C - Source code change required to comply with the requirement

All such modifications are included in the fixed price solution pricing.

NOTE:

Emerge: In pilot or in deployment phase.

Standard: Enterprise-wide standard with full deployment and support.
Sunset: No implementation, development or support. Must justify use.
Follow db: Reporting tool must be same version as database version.
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1000 — (Client/Workstation)

Req. Yes
No. Requirement Yes | w/Mod | No | Contractor comments

1000.1 | If the Application is a Thin Client X Contractor's SOM Hub Solution components
architecture it should use or explain the function with the architectures listed.
Thin Client implementation. The
application shall function with:
e Citrix version 5.0
¢ Windows Terminal
e Server version 2008 and 2012
1000.2 | The Application must function with the X Contractor's SOM Hub Solution components
following web browser(s) in an function with the web browsers listed in an
INTRANET environment: intranet environment.
e Microsoft IE 8.0
1000.3 | The Application must function with the X Contractor's SOM Hub Solution does not
following web browser(s) in an contain an Internet exposed application,
INTERNET environment: however as it is built on a flexible framework,
¢ Microsoft IE 6.0 or above this requirement could be met if needed in the
« Firefox 3.0 and above future.
e Chrome 3.0 and above
e Safari 4.x and above
1000.4 | The Application must function with the X Contractor's SOM Hub Solution components
following desktop Operating System function with the listed operating systems in a
(0Ss) desktop environment.
e Windows XP SP3
e Windows 7 Professional
¢ Windows 8 versions
1000.5 | The Application's desktop client install X Contractor's SOM Hub Solution components
must function on the following standard function with the listed SOM standard desktop
SOM desktop hardware: Link to SOM hardware.
Desktop Standard:
http://www.michigan.gov/dmb/0,1607,7-
150-56355-108233--,00.html
1000.6 | The Application will support the X Contractor's SOM Hub Solution does not
following mobile devices and their contain an Internet exposed application (via
Operating System (OS). Link to SOM mobile devices), however as it is built on a
Handheld Devices: flexible framework, this requirement could be
http://www.michigan.gov/dmb/0,1607,7- met if needed in the future.
150-56355-108233--,00.html
1001 — Documentation and Standards
Req. Yes
No. Requirement Yes | w/Mod | No | Contractor comments
1001.1 | Provide a logical network diagram that X Contractor's SOM Hub Solution includes a
describes how the infrastructure logical network diagram to link the
components will meet the functional infrastructure components to the functional
requirements. requirements.
1001.2 | Provide conceptual and logical data- X Contractor's SOM Hub Solution includes
flow diagrams. conceptual and logical data-flow diagrams.
1001.3 | Provide a complete installation and X Contractor's SOM Hub Solution leverages
configuration documentation library. multiple COTS products, from reputable
vendors with prior SOM experience. Each of
these vendors provide extensive libraries of
support for their products.
1001.4 | Provide a high-level architecture X Contractor's SOM Hub Solution includes a
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Requirement

Contractor comments

diagram, including logical and high-level architecture diagram, including
physical components. logical and physical components.

1001.5 | System documentation will describe X Contractor's SOM Hub Solution documentation
error logging and how to access the includes a description of the error logging
error logs. The State of Michigan capabilities of the system, including how the
should have near real time access to logs are accessed.
all log files.

1001.6 | System documentation must describe X Contractor's SOM Hub Solution documentation
Disaster Recovery capabilities includes Disaster Recovery capabilities
(including Hot and Cold standby including options for how it is implemented,
options, licensing implications, and impacts on licenses, and impacts on data.
critical vs. non-critical functionality and
data).

1001.7 | System documentation will describe X Contractor's SOM Hub Solution documentation
any batch processing requirements for includes a description of batch processing
the application. activities.

1001.8 | System documentation will describe X Contractor's SOM Hub Solution documentation
required application maintenance includes required application maintenance
activities and time frames. activities, the suggested time frames.

1001.9 | Application/System documentation will X Contractor's SOM Hub Solution leverages
provide FAQ and/or Support multiple COTS products, from reputable
Information for frequent issues vendors with prior SOM experience. Each of
staff/users may encounter. these vendors provides extensive libraries of

support for their products.

1003 — Installation

Req. Yes

No. Requirement Yes | w/Mod | No | Contractor comments

1003.1 | Provide a detailed work plan (in X Contractor will provide detailed instructions for
hours) and duration (in days) of a the installation and set-up for modules of the
typical installation of the base SOM Hub Solution. These instructions will
package, including all modules. contain both SOM and Contractor tasks and
Include both SOM and vendor effort. efforts.

1003.2 | Provide a high-level project plan X Contractor's SOM Hub Solution leverages
outlining activity descriptions, work multiple COTS products, from reputable
effort, duration and resources for a vendors with prior SOM experience. Each of
typical base-package installation. these vendors provides extensive libraries of

support for their products.

1003.3 | Provide a description of the skill sets X Software which has been proposed as part of
of all resources required for a typical Contractor's SOM Hub Solution, often comes
install of the base package. with vendor recommendations for required

skills to perform an installation.

1003.4 | Provide a list of functional issues X Contractor's SOM Hub Solution leverages
encountered by other users during a multiple COTS products, from reputable
typical implementation of your vendors with prior SOM experience. Each of
software. these vendors provides extensive libraries of

support for their products.

1003.5 | Provide a list of technical issues X Contractor's SOM Hub Solution leverages
encountered by other users during a multiple COTS products, from reputable
typical implementation of your vendors with prior SOM experience. Each of
software. these vendors provides extensive libraries of

support for their products.
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Req. Yes
No. Requirement Yes | w/Mod | No | Contractor comments
1003.6 | The application will be remotely X Contractor's SOM Hub Solution supports

deployable and supportable using the
following management tool(s):

¢ Microsoft's SCCM (SMS)

e Marimba

e SSH (Secure Shell for UNIX OS)

remote deployment.

1003.7 | Provide a detailed list of any browser X
plug-ins (e.g., ActiveX, Java, Flash)
required by the application. All plug-
ins, add-ons, or additional software

must be approved in advance.

Contractor will provide a list of browser plug-
ins required by the application SOM Hub
Solution. Items which are not on the State's list
of pre-approved items will be submitted for
approval in advance.

1003.8 | Provide a detailed list of client X
components (e.g. ODBC, JDBC, Java
Beans, other) required by the
application, including permission(s)
levels.

Contractor will provide a list of browser plug-
ins required by the application SOM Hub
Solution. Items which are not on the State's list
of pre-approved items will be submitted for
approval in advance.

1003.9 | All agents and bots used for X
monitoring or maintenance of servers
and software must be listed including
function, install location, permission
level, resource usage and all patching
and updating procedures.

Contractor will provide a list of agents and
bots used for monitoring and maintenance of
servers that are required by the application
SOM Hub Solution. This list will include install
location, permissions required, resource
usage, and patching/updating procedures.
Since we are proposing to leverage the
existing SOM VCOE for our infrastructure, the
number of new monitoring and maintenance
agents and bots should be few or none.

1003.10 | Provide a detailed list of any and all X
third-party tools, patching and
updating procedures required by the
application and how they will be
supported over the System
Development Life Cycle (SDLC).

Contractor's SOM Hub Solution leverages
multiple COTS products, from reputable
vendors with prior SOM experience. Each of
these vendors provides extensive libraries of
support for their products, including upgrade
paths.

1004 — Product Development done to support this RFP

Yes
Req. w/Mo

No. Requirement Yes d
1004.1 | Provide a report of all known current X
application defects and the timeline
for mitigation efforts.

No Contractor comments

Contractor's MAGI/CHIP Hub development
process uses a risk management plan and
process based on SUITE and Contractor's
project management methodology (PMM4)
that includes the identification and recording
of risk items, prioritization of risks, definition of
mitigation strategies, monitoring of risk items,
and periodic risk assessment reviews with the
State.

1004.2 | Provide a roadmap for all X
platform/application enhancements
that are planned for the next three
years.

As Contractor's SOM Hub Solution is built
upon COTS products, with a custom
configured layer, the major enhancements will
occur in the COTS products themselves.
Many vendors treat future release plans as
confidential information, so we have not
included the future release information in the
table. As new enhancements and releases are
announced, we will work with the State to
confirm the right time to upgrade products and
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Yes
w/Mo
Requirement Yes d No

Contractor comments

integrate those enhancements into our
solution.

1004.3 | The application will follow the SUITE Contractor's SOM Hub Solution follows the
testing processes and documentation necessary components of the SUITE testing
of testing and testing types/levels process and provides testing progress metrics
must be provided. as per the defined process.

1004.4 | Application development will be done Contractor's SOM Hub Solution components,
in the following development which require programming, are developed
framework: using JEE5.x and above.
¢ .NET Framework 3.5 and above

(standard)
e JEE 5.x and above (standard)

1004.5 | Programming will be done in the Contractor's SOM Hub Solution components,
current or newer versions of the which require programming, are developed
following language(s): using current standards of Java, JavaScript
o ASP.Net 2008 (standard) and JDK 6.x.

o C# (standard)

¢ Java (standard)

e JavaScript (standard)

¢ JDK 6.x (standard)

e PHP 5.2 (standard)

e VB .NET 2008 (standard)

1004.6 | COTS (COTS) third-party libraries Any COTS third-party libraries, which are part
included within the application will be of the Contractor's SOM Hub Solution, will be
owned and supportable by the State. owned by the SOM. Contractor will work with
Inclusion of any third-party code the SOM management team to seek approval
library or tool must be approved by for any such libraries.
the SOM Contract Manager or Project
Manager.

1004.7 | Custom-developed third-party Contractor's SOM Hub Solution complies with
libraries included within the this requirement.
application will be owned and
supportable by the State. Inclusion of
any 3rd party code library or tool must
be approved by the SOM Contract
Manager or Project Manager.

1004.8 | Bidder will provide a complete Contractor's SOM Hub Solution maintains a

change/history log upon request of all
software developed under contract.

log and history of all changes made to the
software developed. This information is
provided on request.
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Yes
w/Mo
Requirement Yes

Contractor comments

1004.9 | Software development will use the

following source code version control

repositories:

o Microsoft Team Foundation System
(standard)

e Serena Dimensions (PVCS/Ver
Mgr) 2009 R1.x (standard)

e Subversion 1.6 (standard)

Contractor's SOM Hub Solution will re-use the
State's existing enterprise IBM ClearCase set-

up.

1004.1 | Software development must adhere to
0 the System Engineering Methodology
(SEM) described in the State
Administrative Guide (Section 1360):
http://www.michigan.gov/documents/d
mb/1360.00 281429 7.pdf.

Contractor's SOM Hub Solution development
adheres to the listed System Engineering
Methodology.

1004.1 | System documentation will clearly
1 describe the type of caching, if any,
the system employs.

Contractor's SOM Hub Solution's system
documentation also includes a clear
description on caching (if any).

1005 — Reporting

Req.

No. Requirement

1005.1 | The reporting product technology will
be compatible with n-Tier architecture
(client-server & web).

Contractor comments

Contractor's SOM Hub Solution's reporting
product, SAP's Web Intelligence, is
compatible with n-Tier architecture.

1005.2 | The reporting product technology will
be compatible with the following
Server Operating Systems:

¢ (see requirement 1009.9)

Contractor's SOM Hub Solution's reporting
product, SAP's Web Intelligence, is
compatible with the Operating Systems listed.

1005.3 | The reporting tool/system will be
certified for use with the VMWare x86
based virtualization platform.

Contractor's SOM Hub Solution's reporting
product, SAP's Web Intelligence, is certified to
be used on virtual platforms.

1005.4 | The reporting product technology will
be compatible with desktop
virtualization.

Contractor's SOM Hub Solution's reporting
product is certified to be used on virtual
platforms.

1005.5 | The reporting product technology will
not require any installed component
on the user desktop.

Contractor's SOM Hub Solution's reporting
product, SAP's Web Intelligence, does not
require any installed component on user
desktops to view reports.

1005.6 | The reporting product technology will
not require any installed component in
the user browser other than the
following:

o Adobe Acrobat Reader

Contractor's SOM Hub Solution's reporting
product, SAP's Web Intelligence, does not
require any installed component on user
browsers to view reports (excluding Adobe
Acrobat Reader).

1005.7 | The reporting product technology will

be compatible with the following Job

Scheduling tools:

e BL/Sched 5.0 & 5.2 (standard)

o GECS all versions (standard)

e OpCon XPS 3.31.02 & 4.%, 5.x
(standard)

¢ Tidal Enterprise Scheduler 5.3.1
(standard)

o Tidal Enterprise Scheduler 6.0

Contractor's SOM Hub Solution's reporting
product is compatible with the Job scheduling
tools listed.
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Yes
w/Mo
Requirement Yes d No

Contractor comments

(standard)

¢ Tidal Enterprise Scheduler 6.1 & 6.5
(emerge)

e UC4 Global all versions (sunset)

e UC4 Operations Mgr 6.0 & 8.0
(standard)

1005.8 | The reporting product technology will Contractor's SOM Hub Solution's reporting
be compatible with one or more of the product, SAP's Web Intelligence, is
following Reporting tools: compatible with some of the reporting tools
o Active Reports 4.0 (standard) listed.

e SAP Business Objects (BO) XI R2
(standard)

e SAP Business Obijects (BO) XI 3.x
(standard)

e SAP Business Objects (BO) XI 4.x
(emerge)

e Crystal Reports 2008 (standard)

e MSSQL 2008, R2 & 2012 Reporting
Services (follow db)

¢ Oracle Reports 11g (standard)

* WebFOCUS

1005.9 | The reporting product technology will Contractor's SOM Hub Solution's reporting
be compatible with the State standard product, SAP's Web Intelligence, is
Extract Transform Load (ETL) tools. compatible with the standard ETL tools.

1005.1 | The reporting product technology will Contractor's SOM Hub Solution's reporting

0 support ad hoc reporting via custom- product, SAP's Web Intelligence, supports ad

built queries without requiring any

custom programming or changes to
the application. Query design must
rely only on end-user configuration.

hoc reporting for end users.

1006 — Application Security

RE I EL

Contractor comments

to be restricted to approved
administrators near real time for the
SOM to access.

The solution must have built-in Contractor's SOM Hub Solution meets or
security controls and meet or exceed exceeds the SOM security requirements as
current SOM security requirements as described.

described in the State Administrative

Guide:

http://www.michigan.gov/dmb/0,1607,

7-150-9131_9347---

,00.htmlI#1300INFSTDSPLNNG.

1006.2 | Application access must be loggable Contractor's SOM Hub Solution provides
and have a viewable audit trail(s) near capability to log application access and
real time for the SOM to access. approved SOM users will have the ability to

view audit trail(s).

1006.3 | Changes to user permissions must be Contractor's SOM Hub Solution provides logs,
loggable and have a viewable audit which detail the requested fields around user
trail(s) near real time for the SOM to permission changes.
access.

1006.4 | Access to audit trail logs must be able Contractor's SOM Hub Solution provides

access to audit trails only to the approved
SOM users.
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Yes
w/Mo
Requirement Yes

Contractor comments

1006.5

Application access and changes to Contractor's SOM Hub Solution provides logs,
application access must log near real which detail the requested fields around
time for the SOM to access, at least, application access changes.
the following information:
¢ Date/time
o Nature of operation
e Name of changed; item
¢ Name of who made the change
¢ Before and after value of the
changed item
1006.6 | The following application change Contractor's SOM Hub Solution provides logs,
event(s) must be logged near real which detail the requested fields around
time for the SOM to access, at application access changes.
minimum:
¢ Changes to individual permission
level

e Changes to role membership

¢ Changes to role permissions

e Changes to access to application
functions

1006.7 | The System Administrator must be Contractor's SOM Hub Solution provides
able to control access to audit trail capability to approved SOM staff to access
logs in near real time. audit trail logs in near real time.

1006.8 | Access to program libraries (e.g. base Contractor's SOM Hub Solution restricts
code) must be restricted and access to program libraries to approved users.
controlled.

1006.9 | Passwords and User ID's must be Contractor's SOM Hub Solution leverages
able to: user IDs (both for individuals and service
* Protect sensitive data accounts) and passwords to protect data,

e Restrict access to only those restrict access, meet SOM standards, and be
authorized encryptable.
o Meet State/Agency Security
Standards
e Be encryptable
1006.1 | User authentication methods, based Contractor's SOM Hub Solution provides the
0 on risk and severity level, will include: capability to authenticate users user IDs and

User ID and Passwords

e Biometrics

e Directories

e Smart cards

¢ Single sign-on solutions

e Tokens

e PKI and Certificates

¢ \oice recognition

e Shared secrets

e Access control lists and files

¢ Unigue business process

passwords, directories, tokens, PKI and
certificates.
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Session State will be stored and
maintained in an encrypted manner.

Contractor comments

Contractor's SOM Hub Solution stores and
maintains Session State in and encrypted
manner.

Session State will be stored and
maintained in one or more of the
following manners:

e Cookie

e URL String

e Database

Contractor's SOM Hub Solution stores and
maintains Session State in one or more of
Cookie, URL String, and Database.

1006.1

A software solution will be accessible
(and administrable) through the SOM
approved Virtual Private Network
(VPN).

Contractor's SOM Hub Solution is accessible
to authorized users through the SOM
approved VPN.

1006.1

A solution will comply with all
applicable application and data
processing standards, including but
not limited to:

e FERPA

e HITECH

o FIPS

o NIST

e HIPAA

e Sarbanes-Oxley

e PCI-DSS

e CJIS

¢ IRS Pub.1075 Et.Seq.

o Homeland Security

Contractor's SOM Hub Solution complies with
applicable application and data processing
standards.

1006.1

Application and database
communication will use the following
port(s) and protocol(s):

Internet Assigned Number Authority
(IANA) registered ports:

¢ Oracle

e Microsoft SQL Server

o MySQL

¢ Teradata

* 80/443

e Others, as approved

Contractor's SOM Hub Solution uses one of
the listed ports/protocol or others as
approved.

1006.1

Client application must support
encryption of data both at rest and in
motion, in accordance with the data
classification.

Contractor's SOM Hub Solution supports the
encryption of data (both at rest and in motion),
according to the specific needs of that
databased on its classification.

1006.1

Applications and systems must
adhere to SOM Policy 1350.10
regarding Access to Networks,
Systems, Computers, Databases, and
Applications:
http://www.michigan.gov/documents/d
mb/1350.10_184594 7.pdf.

Contractor's SOM Hub Solution adheres to
State Of Michigan policies as listed.

1006.1

Applications and systems must
adhere to SOM Policy 1350.20
regarding Access to Protected Data
Resources:
http://www.michigan.gov/documents/d
mb/1350.20_184600_7.pdf.

Contractor's SOM Hub Solution adheres to
State of Michigan policies as listed.
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1006.1

Yes
w/Mo
Requirement Yes

End-user software applications, or
components thereof, must not require
privileged, super-user or administrator
mode in order to function properly.

Contractor comments

Contractor's SOM Hub Solution is accessible
to all authorized end users and functions
properly for all such end users, without
requiring privileged, super-user or
administrator mode.

1007 — Network Security

Yes

Req. w/Mo

No. Requirement Yes d Contractor comments

1007.1 | Client applications must adhere to X Contractor understands that Confidentiality,
SOM Policy 1340.00 regarding Integrity and Availability are of utmost
"Information Security": importance to the State and the proposed
http://www.michigan.gov/documents/d solution addresses these three components
mb/1340_193162_7.pdf. adequately. Our solution follows the best

practices for Network Security, similar to the
existing network security protocols that we
have setup earlier in Michigan and several
other States.

1007.2 | Applications and systems must X SOM Hub Solution uses the appropriate and
adhere to SOM Policy 1350.10 approved method of personal authentication
regarding "Access to Networks, which the State of Michigan requires as per
Systems, Computers, Databases, and SOM Policy 1350.10 for all IT resources.
Applications™: We will also provide authentication of
http://www.michigan.gov/documents/d authorized access at each access level
mb/1350.10 184594 7.pdf. identified in conformance with this procedure.

We will follow the same processes as we have
done earlier to facilitate network security, as
per the State's requirements.

1007.3 | Web interface or browser technology X Proposed SOM Hub Solution will be using
will use TCP/IP protocol through Ports TCP/IP protocol through Port 443 of HTTPS
80 or 443. (Hypertext Transfer Protocol over SSL/TLS)

thereby meeting the State's requirement.

1007.4 | Applications and systems must X Contractor understands that the Network and
conform with SOM Policy 1345.00 Infrastructure are intended for conducting
regarding "Network and State's business and helping the citizens of
Infrastructure": Michigan.
http://www.michigan.gov/documents/d Our proposed solution follows strict processes
mb/1345.00 282982 7.pdf. which will align with the SOM Policy 1345.00.

1007.5 | Application communication between X The transactions across the proposed
users and system components over MAGI/CHIP Hub Service will be audited,
the network will be loggable and the across users and applications. These audit
log file accessible to the system records will be stored separately and users
administrator near real time for the who have approved authorization will be able
SOM to access. to access these logs.

1007.6 | Applications and systems must X Contractor understands the significance of

adhere to SOM Policy 1350.20
regarding "Access to Protected Data
Resources":
http://www.michigan.gov/documents/d
mb/1350.20_184600_7.pdf.

creation, documentation and management of
unique user identification, and related
password, for access to State information
technology resources over the entire user
access life cycle and this has been included in
the proposed solution.
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1008 — Server Security

Yes

Req. W/Mo

No. Requirement Yes Contractor comments

1008.1 | Application servers must be hardened The State's requirement of following
prior to placing in production. The hardening steps to address a variety of
hardening process is handled by security vulnerabilities is understandable and
DTMB Infrastructure Services, in we acknowledge that DTMB Infrastructure
conjunction with Michigan Cyber Services, conjunction with MCS will be
Security (MCS). handling the hardening process of the

application servers.

1008.2 | End-user software applications, or The end user application for the proposed
components thereof, must not require solution cannot be accessed by citizens and
privileged, super-user or administrator would not require any additional credentials.
mode in order to function properly.

1008.3 | Servers must have the most recent Contractor has proposed the latest versions of
security patches applied to them and the servers which will be configured and
be configured in the least privileged tested as per the State's requirements.
mode prior to placing in production in
a non-trusted environment.

1008.4 | All server-based agents, bots and We will provide the list of all the server-based
monitoring components must be listed components with the details the State has
along with a description of their requested.
function, required permission level
and resource usage.

1008.5 | Applications and systems must SOM Hub Solution uses the appropriate and
adhere to SOM Policy 1350.10 approved method of personal authentication
regarding "Access to Networks, which the State of Michigan requires as per
Systems, Computers, Databases, and SOM Policy 1350.10 for server security.
Applications™: We will also provide authentication of
http://www.michigan.gov/documents/d authorized access at each access level
mb/1350.10 184594 7.pdf. identified in conformance with this procedure.

We will follow the same processes as we have
done on other SOM projects to facilitate
server security, as per the State's
requirements.

1008.6 | Applications and systems must Contractor understands the significance of

adhere to SOM Policy 1350.20
regarding "Access to Protected Data
Resources":
http://www.michigan.gov/documents/d
mb/1350.20_184600_7.pdf.

creation, documentation and management of
unique user identification, and related
password, for access to State's information
technology resources including the servers
over the entire user access life cycle and this
has been included in the proposed solution.
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1009 — Infrastructure
Yes

Req. W/Mo

No. Requirement Yes Contractor comments

1009.1 | Application server software Contractor's SOM Hub Solution, relies on IBM
components will operate the same, WebSphere for an application server providing
without regard to the hosting platform a robust, industry standard application server,
or OS. They should expose the same running on and functions the same on many
functionality and API's regardless of Operation Systems.

OS.

1009.2 | Application server software Many vendors treat future release plans as
component updates will occur at the confidential information, so we have not
same time without regard to the included the future release information in the
hosting platform or OS, unless an table. We will work with the Agency to confirm
exception is granted. the right release level for production go-live.

1009.3 | The application tier will be certified for Contractor's SOM Hub Solution is built upon a
use with the VMWare x86 based robust combination of COTS products These
virtualization platform. components are certified for use on a

VMWare x86 based virtualization platform.

1009.4 | Systems running on the application Contractor's SOM Hub Solution supports
server will support horizontal scaling. horizontal scaling via the addition of additional

servers to the server clusters.

1009.5 | Systems running on the application Contractor's SOM Hub Solution supports
server will support vertical scaling. vertical scaling via the addition of resource to

the existing servers. With the SOM VCOE
infrastructure, this type of scaling can be
completed by simply adding more VCPUs or
VRAM.

1009.6 | Any job scheduling functions should The job scheduling functions of Contractor's
be able to integrate with the following SOM Hub Solution supports industry standard
job scheduling agents: job scheduling agents.
¢ Tidal 3.0, 5.%, 6.x (standard)

e OpCon XPS 3.31.x, 4.x (standard)
e BL/Sched 5.x (standard)

e GECS 3.6, 4.0 (standard)

¢ HAPS 1.7 (standard)

e CA Auto Sys 4.5.%, r1l (standard)
e Zeke 5.3.x, 6.0 (standard)

e UC4 5.0, 6.0, 8.0 (standard)

1009.7 | End-user software applications, or The end user application for the proposed
components thereof, must not require solution cannot be accessed by citizens and
privileged, super-user or administrator would not require any additional credentials.
mode in order to function properly.

1009.8 | The system must provide some form Contractor's SOM Hub Solution includes the
of remote connectivity which allows ability to remotely connect to the various
vendor acceptable bandwidth and system components, which can be used to for
access to facilitate remote remote diagnostics, monitoring, and upgrades.
diagnostics, monitoring and upgrading We will work with you to determine a solution
of the system. The form will be one that is acceptable to both the SOM and
that is acceptable to SOM and agreed Contractor.
to by SOM and the vendor.

1009.9 | The application server must support Contractor's SOM Hub Solution application

the following Server Operating

Systems (OS):

¢ Linux Redhat Enterprise Server 5.x
(standard)

e Linux Suse Enterprise 10.x
(standard)

server is able to be hosted on the following
OS's. Our proposal is to host the application
server on Suse Linux.
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Yes
w/Mo
Requirement Yes d No

Contractor comments

o Microsoft Windows 2008
(standard);s UNIX HPUX 11i v3
(standard)

e UNIX Sun Solaris 10.x (standard)

e VMWare vSphere 5 (standard)

1010 — Database Server

Yes

Req. w/Mo

No. Requirement Yes d o | Contractor comments

1010.1 | The database application software X Contractor's SOM Hub Solution will use
must support current multiple Oracle 11g, which supports the current SOM
operating systems including Windows operation systems.

Server, Linux, and either Solaris or
HP-UX per the State of Michigan EA
Road map. Components of this
architecture may run as appliance
devices as required.

1010.2 | The database tier will be certified for X The Contractor solution requires the creation
use with the VMWare x86 based of an Oracle instance in an existing Oracle
virtualization platform. database implementation.

1010.3 | The application must use the X Contractor's SOM Hub Solution will use
following database management Oracle 11g for it is database management
systems (DBMS) and version: system.

e MSSQL Server 2005 (standard)
e MySQL 5.0 & 5.1 (standard)

e Oracle 11g (standard)

e TeraData A28V2R6.2 (standard)

1010.4 | The database server will support X Contractor's SOM Hub Solution database
horizontal scaling by partitioning of supports horizontal scaling by partitioning of
tables and clustering of server tables and clustering of server instances.
instances.

1010.5 | The database server must support log X Contractor's SOM Hub Solution database
shipping to a separate log server. The supports log shipping to a separate log server,
State of Michigan should have near providing near real time access.
real time access to all log files.

1010.6 | The database server will support X Contractor's SOM Hub Solution database
replication and mirroring across supports replication and mirroring across
multiple servers. multiple servers.

1010.7 | The database server shall support X Contractor's SOM Hub Solution database
flashback capabilities for database, supports flashback capabilities for database,
table, etc. for rapid recovery. table, etc. for rapid recovery.

1010.8 | The database server must support X Contractor's SOM Hub Solution database
vertical scaling by the addition of supports vertical scaling by addition of
additional CPUs, CPU Cores, and additional CPUs, CPU Cores, and RAM
RAM memory. memory.

1010.9 | The database server will support data X Contractor's SOM Hub Solution database
compression. supports data compression.

1010.1 | The database server shall support X Contractor's SOM Hub Solution database

0 table and index partitioning across supports table and index partitioning across
multiple server instances. multiple server instances.

1010.1 | The database server shall support X Contractor's SOM Hub Solution database

1 parallel indexing operations. supports parallel indexing operations.

1010.1 | The database server will support X Contractor's SOM Hub Solution database

2 manual tuning and configuration. supports manual tuning and configuration.
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Contractor comments

The database server will support Contractor's SOM Hub Solution database
3 automatic tuning and configuration. supports automatic tuning and configuration.
1010.1 | The database tier must support a Contractor's SOM Hub Solution database
4 shared connection with connection supports a shared connection with connection
pooling. pooling.
1010.1 | The database will support single- Contractor's SOM Hub Solution database
5 record recovery processes. supports single-record recovery processes.
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Contractor comments

(insert, update, delete). State of
Michigan should have near real time
access to all log files.

The database must support Contractor's SOM Hub Solution database

6 transactions and support transaction supports transactions and support transaction
rollback. rollback.

1010.1 | The database must support Contractor's SOM Hub Solution database

7 encryption at the database supports encryption at the database
table/column level. table/column level.

1010.1 | The database must restrict access to Contractor's SOM Hub Solution database

8 data through the use of views, supports restricting access to data through the
gueries, roles and groups. use of views, gueries, roles and groups.

1010.1 | The database will provide data Contractor's SOM Hub Solution database

9 archival functionality. supports data archival.

1010.2 | The database will support assured Contractor's SOM Hub Solution database

0 record destruction by secure and supports assured record destruction by secure
permanent record deletion. and permanent record deletion.

1010.2 | The database must be able to operate Contractor's SOM Hub Solution database is

1 in an n-Tier server architecture. able to operate in an n-Tier server

architecture.

1010.2 | The database structure will be Contractor's SOM Hub Solution database

2 extensible, allowing the addition of supports and allows the addition of new
new tables, new columns and new tables, new columns and new objects.
objects.

1010.2 | The database must support Contractor's SOM Hub Solution database

3 pessimistic and optimistic record- supports pessimistic and optimistic record-
locking strategies. locking strategies.

1010.2 | The database will support table and Contractor's SOM Hub Solution database

4 row level locking during read/write supports table and row level locking during
operations. read/write operations.

1010.2 | The database server shall support Contractor's SOM Hub Solution database

5 heterogeneous cross-DBMS and supports heterogeneous cross-DBMS and
distributed transactions. distributed transactions.

1010.2 | The database transaction strategies Contractor's SOM Hub Solution database

6 must be configurable, allowing supports configurations , allowing growth,
growth, shrinkage and backup- shrinkage and backup-recovery.
recovery.

1010.2 | The database will not require Contractor's SOM Hub Solution uses an

7 components that are not part of the Oracle database, which will follow the existing
default database licensing model for SOM licensing practices.
supporting any functionality.

1010.2 | The database will allow full text Contractor's SOM Hub Solution database

8 indexing and search. supports full text indexing and search.

1010.2 | The database will provide support for Contractor's SOM Hub Solution database

9 spatial data. supports spatial data.

1010.3 | The database will provide support for Contractor's SOM Hub Solution database

0 XML data. supports XML data.

1010.3 | The database server must support the Contractor's SOM Hub Solution database

1 following application development supports the listed frameworks.
frameworks: (see section 1004.3-
Product Development).

1010.3 | The database server must support Contractor's SOM Hub Solution database

2 auditing and logging for DML events supports auditing and logging for DML events

(insert, update, delete), with the State having
near real time access to log files.
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Yes
w/Mo
Requirement Yes

1010.3 | The database server must support
3 auditing and logging for DCL events
(grant, revoke, deny). State of
Michigan should have near real time
access to all log files.

Contractor comments

Contractor's SOM Hub Solution database
supports auditing and logging for DCL events
(grant, revoke, deny), with the State having
near real time access to log files.

1010.3 | The reporting product technology X Contractor's SOM Hub Solution reporting

4 must be compatible with n-Tier product, Web Intelligence, is compatible with
architecture (client-server & web). n-tier architecture.

1010.3 | The database must not require users X Contractor's SOM Hub Solution database

5 to have elevated database does not require users to have elevated
privileges/accounts for normal privileges/accounts for normal operations.
operation.

1010.3 | The database server will support X Contractor's SOM Hub Solution database

6 licensing per CPU core. supports licensing per CPU core.

1010.3 | The database server will support X Contractor's SOM Hub Solution database

7 licensing per CPU socket. supports licensing per CPU socket.

1010.3 | The database server will support X Contractor's SOM Hub Solution database

8 licensing per seat. supports licensing per seat.

1010.3 | Audit records must contain: date and X Contractor's SOM Hub Solution database

9 time of the event, subject identity, supports audit records that contain: date and
type of event, how data changed, time of the event, subject identity, type of
where the event occurred, and the event, how data changed, where the event
outcome of the event. occurred, and the outcome of the event.

1011 — Web Server
Yes

Req. w/Mo

No. Requirement Yes d Contractor comments

1011.1 | The Web server will support the X Contractor's SOM Hub Solutions web server
following Operating Systems (OS): supports with the Operating Systems(OS)
¢ (see requirement 1009.9) listed. Some additional fix packs may be

needed to support some of the operating
systems listed.

1011.2 | The Web Server components will X Contractor's SOM Hub Solutions web server
operate the same without regard to components are independent of the hosting
the hosting platform platform.
or OS.

1011.3 | The Web Server component updates X Contractor's SOM Hub Solutions web server
will occur at the same time without components are independent of the hosting
regard to the hosting platform or OS. platform or OS.

1011.4 | The web server for this application will X Contractor's SOM Hub Solutions web server is
be: on the of the listed server components.

MS 1IS 2003, 2008 (standard)

e Apache 2.2.x (standard)

¢ IBM IHS 6.1, 7.0 (standard)

¢ IBM WebSphere 6.1, 7.0 (standard)
e Jboss 5.x (standard)

1011.5 | The application will be capable of X Contractor's MAGI/Hub web server is capable
sharing a web server with multiple of sharing across multiple applications.
applications.

1011.6 | The Web Server will support X Contractor's MAGI/Hub web server provides a
horizontal scaling. robust and scalable runtime environment.

1011.7 | The Web Server will support vertical X Contractor's MAGI/Hub web server provides a
scaling. robust and scalable runtime environment.
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Yes
w/Mo
Requirement Yes

Contractor comments

1011.8

The application tier will be certified for Contractor's SOM Hub Solution application
use with the VMWare x86 based tier is certified for use with VMWare x86 based
virtualization platform. virtualization platform.

1011.9 | The application will support clustering X Contractor's SOM Hub Solution application
and/or load balancing across several supports clustering/load balancing across
servers. servers.

1011.1 | The reporting product technology will X Contractor's SOM Hub Solution reporting

0 be compatible with n-Tier architecture product, Web Intelligence, is compatible with
(client-server & web). n-tier architecture.

1011.1 | The application will support rendering X Contractor's SOM Hub Solution supports

1 through the following portal rendering through the listed portals.
implementations:
¢ IBM Web Content Management 6.x

(standard)
¢ IBM WebSphere Portal 6.x
(standard)
1012 — Solution Architecture
Yes
Req. w/Mo
No. Requirement Yes d Contractor comments
1012.1 | The application's minimum technology | X Contractor will provide the minimum
requirements, including Operating technology requirements, including the
System (OS) versions, vendor Operating System (OS) versions, vendor
versions, and release level of each versions, and release level of each product.
product, will be provided.
1012.2 | A detailed network/server diagram X Contractor will provide a network/server
must be provided illustrating the diagram must be to illustrating the relative
relative architecture of the proposed architecture of the proposed system.
system. It must include:
¢ Network security zones and
firewalls

e Server types and network
components (e.g., switches)

e Ports and protocols used to cross
security zones

o How users will access the system

o Clustering of servers

1012.3 | The solution/application must use the X Contractor's SOM Hub Solution will use the
features and capabilities of the SOM features and capabilities of the SOM
enterprise data storage services for enterprise data storage services.
the following data storage needs:
¢ Storage Area Network (SAN)

o Network Attached Storage (NAS)
o Content Addressable Storage (CAS)

1012.4 | The solution/application must support X Contractor's SOM Hub Solution supports
installation and operation in one or installation and operation in one or more
more disparate hosting centers. Fail- disparate hosting centers. Fail-over between
over from one hosting center to these centers is possible within the
another must be possible without parameters of the mutually agreed upon SLA.
exceeding parameters specified in the
Service Level Agreement (SLA).

1012.5 | A Service Level Agreement (SLA) X Contractor will work with the State to define
must be in effect for the and implement the proper SLA, including
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Yes
w/Mo
Requirement Yes d No

Contractor comments

solution/system specifying, at a

minimum, the following:

o Criticality Level (Critical, High,
Medium)

e Recovery Point Objective (time in
hours)

¢ Recovery Time Objective (time in
hours)

Critically Level, RPO, and RTO, for the SOM
Hub Solution.

1012.6 | The solution/application will support Contractor's SOM Hub Solution will support
distributed deployment of application the distributed deployment of application and
components and database tier database tier components.
components (n-Tier architecture).

1012.7 | The solution/application must have an Contractor will with the State to submit, and
approved Enterprise Architecture (EA) receive approval for the EA Solution
Solution Assessment, prior to Assessment, prior to production
production. implementation.

1012.8 | Provide a technology roadmap for the As Contractor's SOM Hub Solution is built
proposed system showing a five (5) upon COTS products, with a custom
year plan for migrating to new configured layer, the major enhancements will
software versions and when to de- occur in the COTS products themselves.
implement dated versions as they Many vendors treat future release plans as
reach end of life. confidential information, so we have not

included the future release information in the
table. As new enhancements and releases are
announced, we will work with the State to
confirm the right time to upgrade products and
integrate those enhancements into our
solution.

1012.9 | Provide conceptual and logical Contractor's SOM Hub Solution includes a

application data-flow models.

conceptual and logical data-flow models.
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Contractor comments

1012.1 | Provide a logical network diagram

0 that describes how the infrastructure
components will meet the functional
requirements.

Contractor's SOM Hub Solution includes a
logical network diagram to link the
infrastructure components to the functional
requirements.

1012.1 | Provide a technology roadmap for the
1 proposed system showing a five (5)
year plan for new software version
releases, support window, and sun
setting.

As Contractor's SOM Hub Solution is built
upon COTS products, with a custom
configured layer, the major enhancements will
occur in the COTS products themselves.
Many vendors treat future release plans as
confidential information, so we have not
included the future release information in the
table. As new enhancements and releases are
announced, we will work with the State to
confirm the right time to upgrade products and
integrate those enhancements into our
solution.

1012.1 | Provide a high-level architecture
2 diagram, including logical and
physical components.

Contractor's SOM Hub Solution includes a
logical network diagram to link the
infrastructure components to the functional
requirements.

1012.1 | Systems operating on an application
3 server must interoperate with CA
Unicenter monitoring agents.

Contractor's SOM Hub Solution application
servers interoperate with the State's CA
Unicenter monitoring agents.

1012.1 | Systems operating on an application
4 server must interoperate with Veritas
Backup and Recovery agents.

Contractor's SOM Hub Solution application
servers interoperate with the State's Veritas
Backup and Recovery agents.

1012.1 | The reporting product technology will
5 be compatible with n-Tier architecture
(client-server & web).

Contractor's SOM Hub Solution reporting
product, Web Intelligence, is compatible with
n-tier architecture.

1013 — Solution Integration

RE I EL

1013 1 | System integration will support the
following method(s):

o API

¢ Web Services

e SOAP

e ODBC

+ JDBC

e REST

¢ Plug-Ins

Contractor comments

Contractor's SOM Hub Solution supports the
listed methods and standards for system
integration.

1013.2 | An Enterprise Application Integration
(EAI) solution must be provided to the
following services:

o MQ Series (standard)

¢ WebSphere (standard)

o Message Broker (standard)

o JMS

Contractor's SOM Hub Solution provides
Enterprise Application Integration (EAI) via the
usage of IBM WebSphere Message Broker.

1013.3 | An Application Programming Interface
(API) will be supplied and supported
for the following technologies:

¢ Java (standard)

Contractor's SOM Hub Solution is built upon a
Java framework.
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Yes
w/Mo
Requirement Yes d No

Contractor comments

o .NET (standard)

1013.4 | Bidder must provide pre-defined Contractor's SOM Hub Solution supports
connector(s) to the following industry connection to the listed industry standard data
standard data source(s): source(s).

e Oracle

o PeopleSoft

o Microsoft

o SAP

o Active Directory

e Standard LDAP

¢ IBM Tivoli security products

1013.5 | Provide a method to import data from Contractor's SOM Hub Solution supports the

proprietary sources. ability to import data from different sources.
We will work with the State to define any
specific requirements for each proprietary
data source.

1013.5 | System integration will support Contractor's SOM Hub Solution supports

1 integration to DTMB services such as integration with many different services out of
SQL server reporting services (SSRS) the box. These integration components allow
and SQL Server Integration Services for our SOM Hub Solution to connect to a
(SSIS). wide variety services.

1013.6 | Connectivity to the following relational Contractor's SOM Hub Solution supports
database(s) must be provided and connection industry standard relational
supported: database(s).

* (see section 1011.5).

1013.7 | The solution must be able to import Contractor's SOM Hub Solution supports data
and export data to and from the importing and exporting via Microsoft Office
following external source(s): products.

* Current Standard versions of
Microsoft Office.

1013.8 | The ability to export data in the Contractor's SOM Hub Solution supports data
following output formats must be exporting via the listed formats.
available:

e EDI
e HTML
o XML
o Text file
o CSV
e Delimited, configurable
1013.9 | The reporting product technology Contractor's SOM Hub Solution's reporting

must be compatible with n-Tier

architecture (client-server & web).

product, SAP's Web Intelligence, is
compatible with n-Tier architecture.

1014 — System Administration and Licensing

Requirement

Software licensing will be inclusive for
all packages included in the solution,
unless explicitly listed and detailed.

Contractor comments

Software which has been proposed as part of
Contractor's SOM Hub Solution, includes all
necessary packages for the solution. This is
detailed in the cost tables of the cost proposal.

1014.2

Application/System documentation
will provide access to FAQ and/or
Support Information for frequent
issues that administrative staff may

Contractor's SOM Hub Solution leverages
multiple COTS products, from reputable
vendors with prior SOM experience. Each of
these vendors provides extensive libraries of
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Yes
w/Mo
Requirement Yes d No

Contractor comments

encounter. support for their products.

1014.3 | Documentation will indicate Software which has been proposed as part of
recommended staffing requirements Contractor's SOM Hub Solution, often comes
to administer and support the system. with vendor recommendations for staffing

requirements.

1014.4 | Documentation will provide Contractor's SOM Hub Solution supports
backup/recovery information using the various backup and recovery methods. We
SOM Veritas solution, including will work with the State to integrated these
information on hot/online backups. methods into the State's existing Veritas

solution.

1014.5 | A system maintenance window will be Contractor will work with the State to define a
designed in the application which will standard maintenance window during which
allow the system to be taken off-line the system to be taken off-line for updates,
for updates, upgrades and upgrades and maintenance.
maintenance.

1014.6 | Documentation describing how to Contractor's SOM Hub Solution leverages

take the system off-line for
maintenance, updates and upgrades
will be provided.

multiple COTS products, from reputable
vendors with prior SOM experience. Each of
these vendors provides extensive libraries of
support for their products.
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1014.7

Yes
w/Mo
Requirement Yes

Contractor comments

Documentation will describe the level Software which has been proposed as part of
of effort and anticipated downtime for Contractor's SOM Hub Solution, often comes
product upgrade installation. with vendor recommendations for anticipated
downtime and effort for product upgrades.
1014.8 | Documentation will provide the Contractor's SOM Hub Solution leverages
anticipated frequency and multiple COTS products, from reputable
requirements of patches (releases, vendors with prior SOM experience. Each of
break-fix, 0-day), minor, and major these vendors provides extensive libraries of
releases. support for their products, which includes
patches and upgrades. Each vendor generally
publishes and follows a standardized
schedule for these patches and upgrades.
1014.9 | Documentation will provide Contractor's SOM Hub Solution leverages
information on multiple COTS products, from reputable
certification/compatibility with OS vendors with prior SOM experience. Each of
patches, Service Pack, and upgrade these vendors provides extensive libraries of
paths. support for their products, including
compatibility with OS patches, Services Packs
and upgrades.
1014.1 | Documentation will address upgrade Contractor's SOM Hub Solution leverages
0 paths and procedures for each multiple COTS products, from reputable
component/tier. vendors with prior SOM experience. Each of
these vendors provides extensive libraries of
support for their products, including upgrade
paths.
1014.1 | Provide a complete configuration and Contractor's SOM Hub Solution leverages
1 set-up documentation library. multiple COTS products, from reputable

vendors with prior SOM experience. Each of
these vendors provides extensive libraries of
support for their products.
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1014.1

Yes
w/Mo
Requirement Yes

Contractor comments

System documentation will clearly Software which has been proposed as part of
2 describe any special requirements Contractor's SOM Hub Solution, often comes
(such as middleware, Operating with vendor recommendations for special
System (OS), hardware, etc.) that requirements for each product.
could affect the capabilities or
performance of the system.
1014.1 | System documentation will clearly Software which has been proposed as part of
3 describe all critical factors in sizing or Contractor's SOM Hub Solution, often comes

configuring the application (e.g.,
number of concurrent users, specific
transaction volumes, number of
products, number of layers in the

product hierarchy, etc.).

with vendor recommendations for anticipated
downtime and effort for product upgrades.

1015 — System Performance

Yes
W/Mo
RE I EL Yes

1015.1

Contractor comments

optimum performance such as service
recycling, rebooting, or batch jobs and

their frequency.

The application will provide Contractor's SOM Hub Solution provides the
performance-optimization capabilities. performance-optimization capabilities.

1015.2 | The application will have the Contractor's SOM Hub Solution has the
capability to handle large-volume capability to handle large-volume batch
batch processing via multi-threading. processing via multi-threading.

1015.3 | The application will maintain optimum Contractor's SOM Hub Solution maintains
performance over both Wide Area optimum performance over both Wide Area
Networks (WAN) and Local Area Networks (WAN) and Local Area Networks
Networks (LAN). (LAN).

1015.4 | The application will maintain optimum Contractor's SOM Hub Solution maintains
performance over Local Area optimum performance over Local Area
Networks (LAN). Networks (LAN).

1015.5 | System documentation will clearly Contractor's SOM Hub Solution system
describe all versions of the package documentation describes recommended
that are deployed for different scaling versions of the package that are deployed for
situations. different scaling situations.

1015.6 | System documentation will clearly Contractor's SOM Hub Solution system
describe any special requirements documentation describes any special
(such as middleware, Operating requirements that could affect the capabilities
System (OS), hardware, etc.) that or performance of the system.
could affect the capabilities or
performance of the system.

1015.7 | The application will integrate with the Contractor's SOM Hub Solution will integrate
CA Unicenter for capacity and with CA Unicenter for capacity and
performance monitoring. performance monitoring.

1015.8 | System documentation will clearly Contractor's SOM Hub Solution system
describe what support will be documentation describes what support will be
provided to the State for performance provided to the State for performance
optimization activities. optimization activities.

1015.9 | System documentation will clearly Contractor's SOM Hub Solution system
describe the type of caching, if any, documentation describes the type of caching,
the system employs. if any, the system employs.

1015.1 | System documentation will clearly Contractor's SOM Hub Solution system

1 describe all activities that affect documentation describes activities that affect

optimum performance such as service
recycling, rebooting, or batch jobs and their
frequency.
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1015.1

The system must meet performance

benchmark times for:

o Page refresh in under three
seconds

e Database query execution in under
two seconds

Yes
w/Mo
Requirement Yes

Contractor comments

Contractor's SOM Hub Solution meets your
performance benchmark times for pages
refreshes and database query execution
times, based on your functional requirements.

1016 — Application Configuration Management (PCI-DSS)

Requirement

All known security vulnerabilities must

be addressed in accordance with

industry-accepted system hardening

standards. Industry-accepted

standards include:

o SysAdmin Audit Network Security
(SANS)

¢ National Institute of Standards
Technology (NIST)

o Center for Internet Security (CIS)

Contractor comments

Contractor's SOM Hub Solution will follow the
State's existing processes and industry
standards for identifying and remedying
security vulnerabilities.

security impact analyses are
performed to determine the effects of
the changes.

1016.2 | Only one primary function can be Each server, which we have proposed as part
implemented per server (i.e. web, of our SOM Hub Solution has only one
database, domain, etc.). primary function.

1016.3 | All unnecessary and unsecure Contractor's SOM Hub Solution has
services and protocols (those not unnecessary services and protocols disabled.
directly needed to perform the
device’s specified function) are
disabled.

1016.4 | System security parameters must be Contractor's SOM Hub Solution comes
configured to prevent misuse (see preconfigured with a high level of security to
1017.1for guidance). prevent both accidental and intention misuse

of the solution.

1016.5 | All unnecessary functionality is Contractor's SOM Hub Solution has
removed, such as: unnecessary functionality removed.

e Scripts
e Drivers
o Features
e Subsystems
¢ File Systems
e Unnecessary Web Servers
1016.6 | System changes are monitored and Proposed changes to Contractor's SOM Hub

Solution are reviewed and analyzed before
being implemented. During this review
process one of the factors which is addressed
is security impacts.
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1017 — Application Development Management (PCI-DSS)

1017.1

Requirement

Contractor comments

Software applications must be Contractor's SOM Hub Solution is developed
developed in accordance with PCI with security in mind. Contractor considers
DSS (for example, secure security though out the SDLC process.
authentication and logging) and

based on industry best practices.

Information security must be

incorporated throughout the Systems

Development Life Cycle (SDLC). The

State of Michigan will have near real

time access to all log files.

1017.2 | All security patches and system and Contractor will follow the same process, as we
software configuration changes must do for our other SOM projects. Patches,
be tested before deployment, system configuration, and software
including but not limited to: configuration changes will be first
e All input must be validated to prevent implemented and tested in a development

such things as cross-site scripting, environment. Upon successful validation in
injectio-n flaws and malicious file deve'opment' the Changes will be
execution ) implemented and tested in a test environment.
* Proper error handling must be Finally upon successful validation in test the
incorporated into the software changes will be implemented and tested in
e Data at rest must use secure . .
cryptographic storage production environment.
¢ Data in motion must use secure
communications
e Role-based access control (RBAC)
must be used to control and audit user
actions

1017.3 | There must be separate development, Contractor's SOM Hub Solution will contain
test and production environments. separate development, test, and production

environments.

1017.4 | There must be separation of duties A separation of duties will exist between the
between development, test and development, test, and production
production environments. environments for the SOM Hub Solution.

1017.5 | Production data are not used for Contractor creates specific test data for use in
testing or development purposes. development and testing environments.

1017.6 | All test data and accounts must be Test data and accounts will be removed from
removed before production systems the production environment of Contractor's
become active. SOM Hub Solution, before the system

becomes active.

1017.7 | All custom and developer accounts, Custom and developer accounts, user IDs,
user IDs, and passwords must be and passwords will be removed from the
removed before applications become production environment of Contractor's SOM
active or are released to agencies. Hub Solution, before the system becomes

active.

1017.8 | A code review must be performed of A code review will be performed of custom
custom code prior to release to code for Contractor's SOM Hub Solution prior
production or agencies, in order to to release to production
identify any potential coding
vulnerabilities.

1017.9 | All web applications (internal, Contractor's SOM Hub Solution follows secure

external, and web administrative
access to applications) must be
developed based on secure coding
guidelines such as the Open Web
Application Security Project Guide.
http://www.owasp.org

coding guidelines.
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1017.1

Requirement

Prevention of common coding
vulnerabilities must be covered in
software development processes,
including:

o Cross-side scripting (XSS)

e Injection flaws, particularly SQL
injection. (Also consider LDAP and
Xpath injection flaws )

¢ Malicious file execution

¢ Unsecure direct object references

o Cross-site request forgery (CSRF)

o Information leakage and improper
error handling

¢ Broken authentication and session
management

e Unsecure cryptographic storage

¢ Unsecure communications

o Failure to restrict URL access

Contractor comments

Contractor's SOM Hub Solution follows secure
coding guidelines, and works with developers
to provide them the knowledge and tools to
prevent common coding vulnerabilities.

1018 — Application Password Management (PCI-DSS)

1018.1

Requirement

Contractor comments

Only DTMB approved personnel may add, Contractor understands that only DTMB approved
delete, or modify user IDs, credentials, personnel may add, delete, or modify user IDs,
and other identifier objects on systems credentials, and other identifier objects on systems
containing PCI data. containing PCI data.

1018.2 | A user’s identity must be verified Contractor's SOM Hub Solution requires that a
before performing a password reset. user’s identity must be verified before

performing a password reset.

1018.3 | First-time passwords must be set to a Contractor's SOM Hub Solution requires first-
unique value for each user and each time passwords must be set to a unique value
user must change this initial password for each user and each user must change this
immediately upon first use. initial password immediately upon first use.

1018.4 | Access rights for any terminated user Contractor understands that access rights for
must be immediately revoked. any terminated user must be immediately

revoked.

1018.5 | Inactive user accounts must be Contractor understands that inactive user
removed or disabled at least every 90 accounts must be removed or disabled at
days. least every 90 days.

1018.6 | All accounts used by vendors for Contractor understands that all accounts used
remote maintenance must be enabled by vendors for remote maintenance must be
only during the time period needed enabled only during the time period needed
and remain disabled otherwise. and remain disabled otherwise.

1018.7 | Password procedures and policies Contractor understands that password
must be communicated to all users procedures and policies must be
who have access to cardholder data. communicated to all users who have access

to cardholder data.

1018.8 | Group, shared, or generic accounts Contractor understands that group, shared, or
and passwords are prohibited. generic accounts and passwords are

prohibited.

1018.9 | User passwords must follow the M1 Contractor's SOM Hub Solution meets M1

standards or specific system
requirements, whichever are more
restrictive.

standards for user passwords.
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Requirement

Contractor comments

requirements, whichever are more
restrictive.

All password lengths must follow the M1 Contractor's SOM Hub Solution meets M1
0 standards or specific system standards for password length
requirements, whichever are more
restrictive.
1018.1 | All passwords complexity must follow Contractor's SOM Hub Solution meets M1
1 the M1 standards or specific system standards for password complexity.
requirements, whichever are more
restrictive.
1018.1 | All password history must follow the M1 Contractor's SOM Hub Solution meets M1
2 standards or specific system standards for password history.
requirements, whichever are more
restrictive.
1018.1 | Password lock out rules must follow the Contractor's SOM Hub Solution meets M1
3 M1 standards or specific system standards for password lock out rules.
requirements, whichever are more
restrictive.
1018.1 | The user lockout duration must follow the Contractor's SOM Hub Solution meets M1
4 M1 standards or specific system standards for user lock out duration.
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Requirement

Idle/inactive Session locking must follow
the M1 standards or specific system
requirements, whichever are more
restrictive.

Contractor comments
Contractor's SOM Hub Solution meets M1
standards for idle/inactive.

All access to any database containing
cardholder data must be authenticated
(this includes access by applications,
administrators, and all other users).

Contractor understands that all access to any
database containing cardholder data must be
authenticated.

A password cannot at any time be the
same as a user ID.

Contractor understands that a password
cannot at any time be the same as a user ID.
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1019 — COTS Software

Yes
w/Mo
Requirement Yes

Contractor comments

1019 1 | COTS (COTS) third-party libraries COTS products which are proposed as part of
included within the application must our SOM Hub Solution will be owned and
be owned and be supportable by the supportable by the State. For the Inclusion of
State. Inclusion of any third-party any third-party code library or tool approval
code library or tool must be approved will be sought from the SOM Contract
by the SOM Contract Manager or Manager or Project Manager.

Project Manager.

1019.2 | COTS software which handles credit All software and hardware placed by
card data or transactions must be Contractor into the SOM enterprise will be PCI
certified to be Payment Card Industry compliant.

- Data Security Standard (PCI-DSS)
and PCI Payment Application - Data
Security Standard (PA-DSS)
compliant. Certification must be
provided upon request.

1019.3 | COTS software must have COTS products which are proposed as part of
maintenance and support available this solution have maintenance and support
from the developer, vendor or an available for the 3 year term of this contract.
approved 3rd party.

1019.4 | COTS software providers must make Contractor's SOM Hub Solution uses COTS
available for inspection the End User products from vendors that have a well-
License Agreement (EULA) prior to established presence in Michigan, such as
purchase or contract signing. IBM, Oracle, and SAP, whose products are

already pre-approved by state.

1019.5 | End User License Agreements Contractor's SOM Hub Solution uses COTS
(EULA) must be approved by DMB products from vendors that have a well-
Purchasing or the DTMB Enterprise established presence in Michigan, such as
Project Management Office prior to IBM, Oracle, and SAP, whose products are
purchase or contract signing. already pre-approved by state.

1019.6 | COTS software not already listed on Contractor's will complete an EA Solution

the Enterprise Architecture
Roadmaps must have an approved
EA Solution Assessment completed
prior to use or implementation.

Assessment to receive pre-approval from the
state before using any additional COTS
products.
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1020 - Information Technology Network and Infrastructure
Yes

Req. W/Mo

No. Requirement Yes Contractor comments

1020.1 | The information technology network Contractor's SOM Hub Solution conforms with
and infrastructure must conform with SOM Policy 1345.00 regarding "Network and
SOM Policy 1345.00 regarding Infrastructure": SOM Technical Policies.
"Network and Infrastructure": SOM
Technical Policies.
http://inside.michigan.gov/dtmb/wr/ps
p/Pages/IT_TechnicalPolicies.aspx

1020.2 | The solution must contain values for Contractor's SOM Hub Solution contains values for
projected capacity and special needs projected capacity and special needs requirements
requirements covering all aspects of covering aII_ aspects of data transport & security
data transport & security across the across the information technology network and
information technology network and infrastructure, based on the content of this RFP.
infrastructure.

1020.3 | The solution must address projected Contractor's SOM Hub Solution addresses
capacity requirements for all aspects projected capacity requirements for all
of the information technology network aspects of the information technology network
and infrastructure. and infrastructure.

1020.4 | The solution must conform with the Contractor's SOM Hub Solution conforms to
SOM “DTMB Statewide “DTMB Statewide Telecommunication
Telecommunication Infrastructure Infrastructure Facility Standard”: Telecom
Facility Standard”: Infrastructure Facility Standard.

Telecom Infrastructure Facility
Standard.
http://inside.michigan.gov/dtmb/wr/ps
p/Pages/IT_TechnicalStandards.aspx

1020.5 | The solution must conform with the Contractor's SOM Hub Solution conforms to
SOM “DTMB Statewide management “DTMB Statewide management process for
process for self-installed Managed self-installed Managed Local Area Network
Local Area Network (LAN) cabling™: (LAN) cabling”: Managed LAN Cabling
Managed LAN Cabling Standard. Standard.
http://inside.michigan.gov/dtmb/wr/ps
p/Pages/IT_TechnicalStandards.aspx

1021 - RESERVED
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1022 — Functional Requirements SOM Hub Solution

1022 1

Requirement

The vendor solution includes
functionality to connect the Federal
Data Hub with the State of Michigan
using a NIEM XML schema and
VeriSign authentication.

Yes

Yes

w/Mo
d

No

Contractor comments

Contractor's proposed solution connects the
SOM Hub Solution to the Federal Data Hub
using the NIEM XML schema via IBM Message
Broker and VeriSign authentication.

1022.2 | The vendor solution includes an X Contractor is familiar with the SOM's enterprise
architecture that that communicates zoning and our proposed Hub Solution infrastructure
across all enterprise zoning within allows for cor_nmunication across aII_ the zones of the
the State of Michigan Enterprise. SOM enterprise. Contractor recognizes that each

'zone' has a specific purpose, and security protocols
to support this purpose. Our SOM experience allows
us to identify the appropriate zone for each of the
servers in the SOM Hub Solution architecture.

1022.3 | The proposed solution is able to X Contractor's proposed solution is architected to
handle both synchronous and accommodate both synchronous and asynchronous

1022.4 | The proposed solution must be able to X Contractor understands that there are several
connect (at a minimum) to: systems that the SOM Hub Solution needs to
e Existing DCH systems internal and communicate with. Our proposed SOM Hub solution

external to the SOM enterprise is designed to communicate with the systems
o Existing DHS systems mentioned below via the enterprise service bus and
e Existing and next generation can be extended to others in future:
administrative hearing systems (Case ¢ Existing DCH systems internal and external to the
Load) SOM enterprise; (assumed to be MAXSTAR and
« Existing document imaging system Administrative Hearings) _
« Existing Master Person Index o Existing DHS systems; (assumed to be Bridges
e Federal Data Hub including Federal and MiBridges) _ L _
trusted sources of data » Existing and next generation administrative hearing
o Proposed eligibility determination sygtgms (Case Loqd) .
service » Existing document imaging system
« Michigan Data Warehouse o Existing Master Person Index
S o Federal Data Hub including Federal trusted sources
e 7 possible internal trusted data of data
sources o Proposed eligibility determination service
« Michigan Data Warehouse
7 possible internal trusted data sources
1022.5 | The proposed solution must have a X Contractors proposed solution includes IBM

capability to record transaction
history to support audits of the
transmission of requests and
responses through the gateway.

Message Broker which provides audit
functionality and will store an audit record of
requests and responses between the systems
that interact with the SOM Hub Solution.
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Yes
w/Mo
Requirement Yes

Contractor comments

1022.6

The proposed solution must have Contractor's proposed solution utilizes IBM
the capability to route the Message Broker which routes transmission of
transmission of data and data and acknowledgements between the
acknowledgements between the Federal Data Hub, the MAGI Medicaid/CHIP
Federal data hub, the MAGI Eligibility Determination service, and existing
Medicaid/CHIP Eligibility DHS and DCH system (assumed to be Bridges,
Determination Service and the MiBridges, MAXSTAR, and Administrative
existing DHS and DCH systems. Hearings).

1022.7 | The vendor has had direct prime Contractor is currently the prime vendor

responsibility implementing an
enterprise service bus of similar
size and complexity in at least three
other agencies of similar size and

scope.

responsible for implementing enterprise service
bus technologies in 13 States to support ACA-
related implements of the same scope and scale
as the SOM Hub Solution.
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1023 — Technical Requirements SOM Hub Solution

Yes

w/Mo

1023.1

Requirement

d

Contractor comments

for the solution, addressing the “loss
of the primary production datacenter”

scenario.

The proposed solution must provide a X Contractor's SOM Hub Solution provides the
persistent queuing capability capability to persist queues and enables
(encrypted at rest) to enable integration between systems with differing
integrations between systems with characteristics, via IBM WebSphere Message
differing characteristics, such as Broker.

different availability or rates of

throughput.

1023.2 | The proposed solution must provide X Contractor's SOM Hub Solution provides the
the capability to transform and enrich capability to transform the message as
messages, based on the required to interact with the destination
requirements of the intended service, via IBM WebSphere Message Broker.
destination service.

1023.3 | The proposed solution must enable X Contractor's SOM Hub Solution conforms with
the transmission of proper credentials this requirement, via IBM WebSphere
for each message, based on the Message Broker.
requirements of the intended
destination service.

1023.4 | The proposed solution must provide X Contractor's SOM Hub Solution provides the
the capability to split messages (one capability to split and aggregate messages,
source, multi-destination) and merge via IBM WebSphere Message Broker.
messages (multi-source, one
destination).

1023.5 | The proposed solution must provide X Contractor's SOM Hub Solution conforms with
the capability to scale horizontally and this requirement, and can be configured as a
operate in a clustered, HA HA configuration.
configuration, where one member of
the cluster may be removed for
maintenance and then reintegrated
without causing a service interruption.

1023.6 | The vendor must propose a DR plan X Contractor will propose a DR plan, which

includes the scenario to address the loss of
the primary production data center.
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Attachment B — Resume Template (Deleted/NA)
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Attachment C — Enterprise Life Cycle Artifact

Establishment Review and Medicaid IT Review - IT Gate Review Artifact Mappings

This document is provided as an informational guide to the mapping of the documented artifacts which are
required in support of the formal review stages of the Establishment Review Process and the Medicaid IT
Process.

The Establishment Review Process and the Medicaid IT Review Process consists of formal reviews and less
formal consults. Artifacts are submitted for both the reviews and consults in various stages of completeness.
The column label ‘Preliminary / Baseline / Update / Final’ for the sections labeled IT ELC Artifacts (Planning),
IT ELC Artifacts (Design), IT ELC Artifacts (Implementation), and IT ELC Artifacts (O&M), identifies the
artifact status for each review.

This document is subject to change and update as the overall process progresses and evolves.
Notification will be provided as each update is available.

IT ELC Artifacts (Planning)

Provided to States / Preliminary
Required / Recommended (P)/ Baseline
Industry Best Practice; As (B)/ Update

Needed to Supplement )/
ARTIFACT ARTIFACT DEFINITION PMP Final (F)

ConOps Conceptual functions and stakeholder Required F
interactions. The high level concepts
covered in the ConOps are:

Scope Definition

Current System,

Goals Objectives and Rationale for new
or significantly modified system
Scenarios Analysis

Proposed System

Analysis of Proposed System

Architectural Diagrams Framework to identify the conceptual Required F
(Supplement to ConOps) integration of the underlying business
functionality, data, and infrastructure of
the intended solution

Business Process Models Pictorial representation of Exchange Required F
(Supplement to ConOps) business processes and information
flows, including sequence of events. This
item is deemed as Recommended
instead of Core as CMS will be sharing
completed BPM with States to jump start
the BPM process.

Technical Architecture Description of network, data storage, Required F
Diagrams security, middleware, and server
(Supplement to ConOps) architecture
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Project Management Plan

Overall plan for project execution,
monitoring, and control. A high level
approach overview of the following topics
are contained in the PMP:
Assumptions/Constraints/Risks
Project Scope

Overall Project Management Approach
Communication Management

Risk Management

Configuration Management

Change Management

Development Approach

Quality Management

Independent Verification and
Management

Requirements Management

Record Management

Security

Training Plan

Required F

Acquisition Strategy
(Supplement to PMP)

Plan for resource acquisition and
associated task orders

Required F

Project Schedule
(Supplement to PMP)

Project plan or schedule with activities
and timeline associated with standing up
the solution set

Required B

Risk Management Plan-
including Risk Mitigation
Strategy

(Supplement to PMP)

Identification and potential mitigation of
any uncertain events that may impact
project objectives

Required F

Risk Register

Identification and potential mitigation of
any uncertain events / risks that may
impact project objectives

Required B

Communications Plan
(Supplement to PMP)

The methods and activities needed to
ensure timely and appropriate collection,
generation, dissemination, storage, and
ultimate disposition of project information
among the project team and
stakeholders.

Contractor to provide as F
requested in order to
supplement the PMP

Communication Matrix

Defines the details of the prescribed
communication items for the project that
will be utilized during the life of the
project or provide a reference to where
this information resides.

Required B

Quality Management Plan
and IV&V Reporting
(Supplement to PMP)

Necessary information required to
effectively manage quality during the life
cycle of the project including independent
verification and validation reporting.

Contractor to provide as F
requested in order to
supplement the PMO

Change Management Plan
(Supplement to PMP)

Defines the approach, administrative
procedures, roles and responsibilities for
submitting, evaluating, coordinating,
approving or disapproving business and
technical changes to baseline items.

Contractor to provide as B
requested in order to
supplement the PMO

Configuration Management
Plan
(Supplement to PMP)

Establishes the technical and
administrative direction and surveillance
for the management of configuration
items (i.e., software, hardware, and
documentation) associated with the
project that are to be placed under
configuration control.

Contractor to provide as B
requested in order to
supplement the PMO
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Staff Management Plan
(Supplement to PMP)

The processes and procedures used to
staff the project.

Contractor to provide as B
requested in order to
supplement the PMO

Financial Management Plan
(Supplement to PMP)

Document the financial measurement
baseline for the project and define how it
will be tracked, define reporting for the
financial health of the project, and the
invoicing requirements and timelines for
the project.

Contractor to provide as F
requested in order to
supplement the PMO

Financial Status Report Report to depict investment consumption | Required B
(Supplement to PMP) on a periodically.
Performance Measurement | Identify and prioritize the performance Contractor to provide as B

Plan (Supplement to PMP)

measurement goals and objectives and
standards for project processes (e.g.,
product functionality, regulatory
compliance, project deliverables, project
management performance,
documentation, testing, etc.), and
describe how they will be satisfied.

requested in order to
supplement the PMO

Performance Measures Key performance indicators of significant | Required U
(Supplement to PMP) accomplishments or events
Training Plan Description of training effort to use and Vendor to provide as P

(Supplement to PMP)

support the system, including initial and
subsequent remedial training for
business users and system support
personnel

requested in order to
supplement the PMO

Release Plan Descriptions of the system functionality Required P
(Supplement to PMP) that will be developed and implemented
in each release, and the rationale for
each release
Alternatives Analysis Potential alternatives for project solution | Required F
design and implementation, and
associated conditions when an
alternative may be more viable
Cost Allocation Plan / Plan to allocate system costs Required F
Methodology appropriately between Exchanges,
Medicaid, CHIP, and other programs.
MITA State Self- Self-assessment against MITA Required ]
Assessment / MITA framework. Conducted at AR and 12
Roadmap months after MITA 3.0 is released.
Privacy Impact Assessment | Determines if Personally Identifiable Required P
Information (PII) is contained within a
system, what kind of PII, what is done
with that information, and how that
information is protected
System Security Plan The plan describes security controls Required F

(contained within four
separate documents)

1.ACA System Security Plan
Workbook

2. CMS TRA Catalog of
Minimum Security Controls
for States Supp Draft v 0 2
09012011

within the system that will protect the
confidentiality, integrity, and availability
(CIA) of the system and its information

285




CONTRACT #071B3200103

o

3.ACA System Security Plan
Procedures

4.ACA System Security Plan
Template

Information Security Risk Identification of risks and possible Required
Assessment mitigation associated with information
security components and supporting
infrastructure
IRS Safeguards Procedures | Describes how the state receives, Required
Report (SPR) processes and protects Federal Tax
Information (FTI). A new SPR is required
every 6 years or whenever significant
changes occur.
IT ELC Artifacts (Design)
Project Schedule Project plan or schedule with activities Required
(Supplement to PMP) and timeline associated with standing up
the solution set
Risk Register Identification and potential mitigation of Required
any uncertain events / risks that may
impact project objectives
Communication Matrix Defines the details of the prescribed Required

communication items for the project that
will be utilized during the life of the
project or provide a reference to where
this information resides.

Change Management Plan
(Supplement to PMP)

Defines the approach, administrative
procedures, roles and responsibilities for
submitting, evaluating, coordinating,
approving or disapproving business and
technical changes to baseline items.

Contractor to provide as
requested in order to
supplement the PMO

Configuration Management
Plan
(Supplement to PMP)

Establishes the technical and
administrative direction and surveillance
for the management of configuration
items (i.e., software, hardware, and
documentation) associated with the
project that are to be placed under
configuration control.

Contractor to provide as
requested in order to
supplement the PMO

Staff Management Plan
(Supplement to PMP)

The processes and procedures used to
staff the project.

Contractor to provide as
requested in order to
supplement the PMO

Financial Status Report
(Supplement to PMP)

Report to depict investment consumption
on a periodically.

Required

Performance Measurement
Plan (Supplement to PMP)

Identify and prioritize the performance
measurement goals and objectives and
standards for project processes (e.g.,
product functionality, regulatory
compliance, project deliverables, project
management performance,
documentation, testing, etc.), and
describe how they will be satisfied.

Contractor to provide as
requested in order to
supplement the PMO

Performance Measures
(Supplement to PMP)

Key performance indicators of significant
accomplishments or events

Required
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Training Plan Description of training effort to use and Contractor to provide as F
(Supplement to PMP) support the system, including initial and requested in order to
subsequent remedial training for supplement the PMO
business users and system support
personnel
Release Plan Descriptions of the system functionality Required F
(Supplement to PMP) that will be developed and implemented
in each release, and the rationale for
each release
Privacy Impact Assessment | Determines if Personally Identifiable Required B
Information (PII) is contained within a
system, what kind of PII, what is done
with that information, and how that
information is protected
Business Requirements Initial, traceable requirements for Required F
business and technical functionality to be
delivered upon project completion
Use Cases A use case is a description of steps or Required F
actions between a user or “actor" and a
software system which leads the user
towards something useful. Can either
complement or be derived in place of
User Stories.
User Stories A user story is one or more sentences in | Required F
the everyday or business language of the
end user that captures what the user
wants to achieve and are written by or for
the customers of a software project. Can
either complement or be derived in place
of Use Cases.
Business Rules Business rules in human and machine Required F
readable format
System Security Plan The plan describes security controls Required B
(contained within four within the system that will protect the
separate documents) confidentiality, integrity, and availability
(CIA) of the system and its information
1.ACA System Security Plan
Workbook
2. CMS TRA Catalog of
Minimum Security Controls
for States Supp Draft v 0 2
09012011
3.ACA System Security Plan
Procedures
4.ACA System Security Plan
Template
Information Security Risk Identification of risks and possible Required B
Assessment mitigation associated with information
security components and supporting
infrastructure
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Test Plan

Plan for testing activities, periods, test
cases, mapping requirements to the
specific tests, tracking and resolving
issues, verification methods, test data
needs, and version control

Required B

System Design Document

Transformation of the requirements,
user-oriented functional design, and data
design into more technical specifications
from which the system will be built

Required F

Interface Control
Document(s)

Description of the inputs and outputs of a
single system/services, the interface
between two systems/services, or the
interface protocol between physical
components

Required F

Database Desigh Document

System context and the basic database
design approach, including
dependencies and interfaces with other
databases and/or systems

Required F

Logical Data Model
(Supplement to Database
Design Document)

Definition of common understanding of
business data elements and inter-
relations to form the basis for physical
database design

Required F

Physical Data Model
(Supplement to Database
Design Document)

Database entities/tables/views,
attributes/columnsf/fields, and relationship
between entities influenced by database
performance, indexing, storage, and
denormalization

Required F

Data Management Plan

Strategy for managing data during and
after project execution. Identifies data
archiving/data retention plans

Required F

Data Conversion Plan

Strategy, preparation, and specifications
for converting data for system
deployment to production and for use
during execution

Required for Solutions F
Converting Data

Implementation Plan Descriptions and procedures of how the Required B
Exchange solution will be installed,
deployed, and transitioned into an
operational system
Contingency / Recovery Includes management policies and Required P
Plan procedures to maintain or restore
business and technical operations in the
event of emergency, system failure, or
disaster
Manuals and Training Includes Training Materials, User Required P
Materials manuals and O&M Manuals
User Manuals (Supplement | Explanation of how to use the Required P
to Manuals and Training established product from a business
Materials) function perspective
O&M Manual Description of the business product Required P

(Supplement to Manuals
and Training Materials)

operating in the production environment,
and information necessary to effectively
handle routine production processing,
ongoing maintenance, performance
monitoring, and identification of
problems, issues, and/or change
requirements
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Training Materials Documentation associated with the Required P
(Supplement to Manuals deployment and use of the Business
and Training Materials) Product, including instructor and student

guides, audio-visual aids, and computer-

based or other media
Data Use/ Data Exchange/ Agreements between parties for the use | Required P
Interconnection Security of personal identifiable data, and to
Agreements ensure secure data exchange

Please note that this is a set of

documents, not one all-encompassing

document.
Service Level Agreements SLAs and MOU agreements between Required U
(SLAs) / Memorandum of parties who use or support the Exchange
Understandings (MOUS) solution

Please note that this is a set of

documents, not one all-encompassing

document.
System of Record Notice A System of Record is a group of any Recommended Industry P

records under the control of a federal
agency from which information is
retrieved by the name of the individual or
by some identifying number, symbol, or
other identifying particular assigned to
the individual. The federal government is
required to inform the public of any
collection of information about its citizens
from which data are retrieved by a
unique identifier

Best Practice

IRS Safeguards Procedures | Describes how the state receives, Required U
Report (SPR) processes and protects Federal Tax
Information (FTI). A new SPR is required
every 6 years or whenever significant
changes occur.
IT ELC Artifacts (Implementation)
Project Schedule Project plan or schedule with activities Required U
(Supplement to PMP) and timeline associated with standing up
the solution set
Risk Management Plan- Identification and potential mitigation of Required
including Risk Mitigation any uncertain events that may impact
Strategy project objectives
(Supplement to PMP)
Risk Register Identification and potential mitigation of Required U
any uncertain events / risks that may
impact project objectives
Communication Matrix Defines the details of the prescribed Required U
communication items for the project that
will be utilized during the life of the
project or provide a reference to where
this information resides.
Staff Management Plan The processes and procedures used to Required U
(Supplement to PMP) staff the project.
Financial Status Report Report to depict investment consumption | Required F

(Supplement to PMP)

on a periodically.
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Performance Measures Key performance indicators of significant | Required F
(Supplement to PMP) accomplishments or events
Privacy Impact Assessment | Determines if Personally Identifiable Required F
Information (PII) is contained within a
system, what kind of PII, what is done
with that information, and how that
information is protected
System Security Plan The plan describes security controls Required Approach only
(contained within four within the system that will protect the discussed in
separate documents) confidentiality, integrity, and availability PMP
(CIA) of the system and its information
1.ACA System Security Plan
Workbook
2. CMS TRA Catalog of
Minimum Security Controls
for States Supp Draft v 0 2
09012011
3.ACA System Security Plan
Procedures
4.ACA System Security Plan
Template
Information Security Risk Identification of risks and possible Required F
Assessment mitigation associated with information
security components and supporting
infrastructure
Test Plan Plan for testing activities, periods, test Required F
cases, mapping requirements to the
specific tests, tracking and resolving
issues, verification methods, test data
needs, and version control
Implementation Plan Descriptions and procedures of how the Required F
Exchange solution will be installed,
deployed, and transitioned into an
operational system
Contingency / Recovery Includes management policies and Required F
Plan procedures to maintain or restore
business and technical operations in the
event of emergency, system failure, or
disaster
Manuals and Training Includes Training Materials, User Required F
Materials manuals and O&M Manuals
User Manuals (Supplement | Explanation of how to use the Required F
to Manuals and Training established product from a business
Materials) function perspective
O&M Manual Description of the business product Required F
(Supplement to Manuals operating in the production environment,
and Training Materials) and information necessary to effectively
handle routine production processing,
ongoing maintenance, performance
monitoring, and identification of
problems, issues, and/or change
requirements
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Training Materials
(Supplement to Manuals
and Training Materials)

Documentation associated with the
deployment and use of the Business
Product, including instructor and student
guides, audio-visual aids, and computer-
based or other media

Required

=

Data Use/ Data Exchange/
Interconnection Security
Agreements

Agreements between parties for the use
of personal identifiable data, and to
ensure secure data exchange

Please note that this is a set of
documents, not one all-encompassing
document.

Required

Test Reports

Test results obtained at the conclusion of
test activities, including test performance
and outcomes. Includes defect reports
and system security test results

Required

Automated Code Review
Results

Report with results from development
code reviews that inspect for software
security vulnerabilities

Required

Service Level Agreements
(SLAs) / Memorandum of
Understandings (MOUS)

SLAs and MOU agreements between
parties who use or support the Exchange
solution

Please note that this is a set of
documents, not one all-encompassing
document.

Required

Plan of Action and
Milestones (POA&M)

Required of federally owned systems.
The POA&M includes specific action
steps for mitigating Exchange system
security weaknesses identified by a
security assessment

Required

Authority to Operate (ATO)

A system obtains its ATO by virtue of
performing System Certification and
System Accreditation. System
Certification is the comprehensive
evaluation of the management,
operational, and technical security
controls implemented for an information
system to ensure compliance with
information security requirements

Required

System of Record Notice

A System of Record is a group of any
records under the control of a federal
agency from which information is
retrieved by the name of the individual or
by some identifying number, symbol, or
other identifying particular assigned to
the individual. The federal government is
required to inform the public of any
collection of information about its citizens
from which data are retrieved by a
unique identifier

Required

IRS Safeguards Procedures
Report (SPR)

Describes how the state receives,
processes and protects Federal Tax
Information (FTI). A new SPR is required
every 6 years or whenever significant
changes occur.

Required

Ongoing Operations and Maintenance
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Project Schedule
(Supplement to PMP)

Project plan or schedule with activities
and timeline associated with standing up
the solution set

Required U

Risk Register

Identification and potential mitigation of
any uncertain events / risks that may
impact project objectives

Required U

Communication Matrix

Defines the details of the prescribed
communication items for the project that
will be utilized during the life of the
project or provide a reference to where
this information resides.

Required U

Staff Management Plan
(Supplement to PMP)

The processes and procedures used to
staff the project.

Contractor to provide as U
requested in order to
supplement the PMO

Annual Operational Results from monitoring the performance | Required U
Readiness Report of the system/application during normal

operations against original user

requirements and any newly

implemented requirements or changes
System Security Plan The plan describes security controls Required Approach only

(contained within four
separate documents)

1.ACA System Security Plan
Workbook

2. CMS TRA Catalog of
Minimum Security Controls
for States Supp Draft v 0 2
09012011

3.ACA System Security Plan
Procedures

4.ACA System Security Plan
Template

within the system that will protect the
confidentiality, integrity, and availability
(CIA) of the system and its information

discuss

ed in

PMP

IRS Safeguards Procedures
Report (SPR)

Describes how the state receives,
processes and protects Federal Tax
Information (FTI). A new SPR is required
every 6 years or whenever significant
changes occur.

Required F
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Attachment D — Contract Pricing

SOM Data Hub

Table 1: Summary Cost Table for SOM Data Hub Solution

SOM Data Hub — Comments
Contractor Provided Cost ($)
Summary Costs
Hardware n/a
Software $1,693,961 « Costincludes initial cost and three years of total
(Table 6) support for proposed software.
Cost includes the following:
Work & Deliverable Costs $4.423 646 « Detail Business Requirements, Application Design,
(Table 2) Application Development, Testing, Implementation,
Training, Documentation and Knowledge
Transfer/Transition
« Operation services will commence upon production
Operations $349,741 deployment of HUB solution on October 1, 2013
(Table 3)
. Maintenance and support services will commence
Recurring Maintenance upon completion of HUB solution warranty period.
and Su gort Costs $1,264,788 Support begins in January 2014 thru May 2016. The
(Table Iz)p average monthly cost for maintenance and support
services comes to $45,171 per month for 28 months
of support.
Total Vendor Provided $7,732,136
Solution Cost
: « The cost estimation for other services is provided as
(C%tgglreofstlonal Costs $1,988,303. a high level budgetary estimate as the scope and
requirements are unknown at this time
Total Vendor Provided $9.720,439

Solution Cost with
Optional Costs
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Table 2: Work and Deliverables Cost

No. Cost Categories Cost ($)
A. Detail Business Requirements $194,687
B. IBM WMB Configured in Dev 100,000
C. IBM WMB Configured in Staging and Prod 155,230
D. Application Design $758,750
E. Application Development $940,434
F. Testing $444,061
G. Implementation $1,122,700
H. Training $132,709
l. Documentation $442,365
L. Knowledge Transfer/Transition $132,710
Total Cost for Sections Above $4,423,646

If the Contractor has completed development and testing and if implementation date of 10/1/2013 is delayed
due to other dependencies (e.g. Federal Hub readiness or delay due to MAGI service readiness), such Impacts
due to the delay will be managed by the established change control process.

Table 3: Operation Services Cost

No. Scope Clarification Contractor’s Response

1. Describe when Operational Services will start Operation services will
commence upon production
deployment of HUB solution on
Oct. 1, 2013.

2. Describe when the State may be liable for Operational Services charges State is liable for operational
services charges effective
SOM HUB solution in
production on Oct. 1, 2013

3. Describe all other costs for Operational Services $349,741 ( monthly invoice will
be submitted for $ 10,929 for
32 months beginning Oct
2013)
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Table 4: Recurring Maintenance and Support Cost

No. Scope Clarification Contractor’s Response

1. Describe when Maintenance and Support will start Maintenance and Support will
commence upon completion of
SOM HUB solution warranty
period. Support begins in Jan
2014 thru
May 2016.

2. Describe when the State will be liable for Maintenance and Support charges. State will be liable for
maintenance and support
charges upon completion of
SOM HUB solution warranty
period. Support charges begin
in Jan 2014,

3. Provide the Monthly Cost for Maintenance $45,171 (The total cost for
maintenance and support
services comes to $1,264,788
for 28 months of support.
Contractor will submit invoice
monthly starting Jan 2014)

4, Provide any additional support costs (if any) $0

Table 5: Other Services
Roles Not-to-Exceed Hourly Rate ($)

19. Project Management $265
20. Technical Lead $175
21. Business Analysts $120
22. System Analysts $120
23. Programmer/Developers $100
24. System Administrators $140
25. Database Administrators $140
26. Q/A Manager $140
27. Security Specialist $120
28. Testers $90
29. Technical Writers $120
30. CM Specialists $120
31. System Architects $140
32. Network Engineer/Administrator $140
33. Software Architects $140
34. Project Assistants $120
35. Web Developers $120
36. Application Trainers $140

This contract includes $1,988,303 that is available for future enhancements as outlined in the Contract. This is
not a commitment from the State for future Change Requests.
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As outlined in Section 2.024, scope and price of potential Change Requests will be mutually agreed to by the
State and Contractor, and the price of any such Change Requests will determined by the number of hours
required by position and the associated position-specific rates.

Table 6: Solution Licensing Cost

Scope Clarification Contractor’s Response

1. Describe software and costs of software required ~ The total solution licensing cost: $1,693,161
as part of the proposed solution

2. Include the following for each software identified: ~Please see Software solution licensing break down table
b. Number of licenses required Please see Software solution licensing break down table
c. Any additional charges to procure additional Please see Software solution licensing break down table

licenses to meet unspecified requirements

Software solution licensing break down:

Number of | Type of 2 Years

Software Environment Licenses License Unit Cost support Cost

IBM WebSphere Development 140 PVU $438 $25,628 $86,948
Message Broker
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Number of | Type of 2 Years
Sl e Environment Licenses License Unit Cost support Cost | Total
IBM WebSphere Test 280 PVU $438 $51,257 $173,897
Message Broker
IBM Data Power Test 280 PVU $175 $19,600 $68,600

Security and
Integration Virtual
Appliance XI52

IBM WebSphere Production 560 PVU $876 $196,112 $686,672
Message Broker
IBM Data Power Production 4 Appliance $103,275 $129,000 $542,100

Security and
Integration Appliance

X152

IBM Rational Development 6 30 Day $2,500 $0 $15,000
AppScan Rental

HP Fortify Test 1 Server $67,830 $52,114 $119,944

The table above outlines the total Software cost for all product licenses, which are required for our solution.
This includes the Software product, vendor, type of license, number of licenses required, initial cost, and the
cost of two years of support.
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o

Attachment E — Enterprise Architecture Solution Assessment (EASA) Worksheet

The Contractor will be required to work with the State to complete the EASO as part of the Contract.
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o

Attachment F — Project Plan

The Contractor will provide their Project Plan as required in Section 1.300 of the Contract.
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