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CONTRACT CHANGE NOTICE
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to
Contract Number 07183200143
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CONTRACT SUMMARY

O P-Card [0 Direct Voucher (DV) O3 Other

N/A

DESCRIPTION OF CHANGE NOTICE

o | | O | | Septemberi22018

$43,266,173.49 $0.00 $43,266,173.49
DESCRIPTION

Effective 1/17/2017, attached Statement of Work for MILogin — Medicaid Managemaent information Systems (MMIS) Cloud
Enablement Application Integration - Phase 2 is incorporated into this Contract. SOW is for $1,513,633.33, utilizing existing
contract funds. Due to insufficient funding, $3,500,000.00 is realiocated from Tabile 10 - Reserved Hours to Table 7 -
Cperational Services Costs for New Integrations. The remaining balance on the Contract is revised and attached. All other
terms, conditions, specifications, and pricing remain the same per Contractor and Agency agreement, and DTMB approval.




Cost Table — Remaining Balance after Change Notice # 7

Table 1: Current Balance

Description Balance after CN# 6

Experian ldentity Proofing $0.00
Initiation and Planning $0.00
Phase 1 $0.00
Maintenance & Support Table 3 S 3,229,433.48
Recurring Hosting Bucket Table 4 $0.00
Annual Operation Services Table 5 $ 1,106,958.24
Migration Bucket Table 6 $0.00
Integration Bucket Table 7 $725,577.51
Reserved Hours Bucket Table 10 $ 8,975,617.08

Proposed Changes in CN #7:

Amotint
Required for Balance after
Balance after  |MMIS Cloud Proposed MMIS Cloud
Integration Bucket Table 7 Type CNB Phase 2 CN Transfer Amount|Phase 2 CN
A - Automation of Shared Secret Validation Integration 98,666.00 [ $  508,300.00 [ $ 1,000,000.00 |5 590,366.00
B - COTS Application integration - 5 - - 5 -

$

3 $
C - Standard Application integration § 18550145 (5 - S - 5 185,501.45
D - Complex Application Integration S 130,679.89 | $ 895,333.33 | $ 2,000,000.00 | 5 1,235,346.56
E - Highly-Customized Complex Application integration $ 11701590 |5 11000000 |5 250,000.08 [ §  257,015.90
F & G - identity Federations S 19371427 | S - $  250,000.00 | §  443,714.27
‘Fotal $ 725577518 1,513,633.33 | § 3,500,000.00 | § 2,711,944.18
Reserved Hours Bucket Table 10 $8,975,617.08 | 5 - $ {3,500,000.00)| § 5,475,617.08

Table 1: Balance after CN # 7 {(deducting $1,513,633.33 from Table 7 and reallocating $3,500,000.00
from Table 10 to Table 7 — See above table for more detail).

Description Balance after CN#7

Experian tdentity Proofing $0.00
Initiation and Planning $0.00
Phase 1 $0.00
Maintenance & Support Table 3 $ 3,229,433.48
Recurring Hosting Bucket Table 4 $0.00
Annual Operation Services Tahle 5 $ 1,106,958.24
Migration Bucket Table 6 $0.00
Integration Bucket Table 7 $ 2,711,944.18
Reserved Hours Bucket Table 10 $ 5,475,617.08




Table 7: Operational Services Costs for New Integrations after CN #7:

Remaining
Type Description Per Unit Cost Total Cost limit Balance
' Automation of Shared Secret Validation
A Integration $1,750,000.00 | S 590,366.00
Integrating additional environments (per
env.) S 15,000.00
Multi Factor Authentication $  10,000.00
Ul Customization $  10,000.00
Junctions {per junction) $  5,000.00
Junction {(new SSO) 5 5,000.00
B COTS Application Integration 50,00
C Standard Application Integration $2,057,022.39 $185,501.45
integration Cost (HTTP header) for 3
environments including Prod. Work effort of 6
weeks, S 49,000.00
D Complex Application Integration $ 5927,731.09 | $ 1,235,346.56
| integration Cost (HTTP header) for 3
environments including Prod. Work effort of 9
weeks, S 79,000.00
Highly-Customized Complex Application $ 257,015.90
E Integration $1,350,000.00
User Provisioning to one end point S 110,000.00
F&G Identity Federations $1,439,500.00 | $ 443,714.27
F identity Federation Integration: Provider S 91,500.00
G Identity Federation Integration: Consumer S 91,500.00
Grand Total $12,524,253.48 | $ 2,711,944.18




Technology, Management Bixdoet
MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MILogin — Medicaid Management Information Systems (MMIS) Cloud 1/16/2017 — 12/18/2017
Enablement Application integration - Phase 2
Requesting Department: Date:
Michigan Department of Health and Human Services (MDHHS) 12/29/2016
DTMB Business Relationship Manager: Phone:
Andrew Mason 517-373-1350
MDHHS Project Manager: | Phohe:
John Spitzley 517-335-6612

This is a Statement of Work {SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND:

The State has requested Deloitte & Touche LLP (Deloitte & Touche) to integrate MiLogin for Workers/3™ party
and MiLogin for citizens' solution with MMIS Cloud Enablement for MDHHS applications. As part of this project,
the MMIS Cloud Enablement applications will be integrated with MiLogin for Workers/3d party and Citizens
solutions, as applicable, to provide a secure and enhanced user expetience to MMIS Cloud Enablement
application’s users.

PROJECT OBJECTIVE:

The goal of this project is to provide MMIS Cloud Enablement for MDHHS applications currently integrated with
the MiLogin solution.
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SCOPE OF WORK:

MMIS Cloud Enablement for MDHHS applications currently integrated with the MiLogin solution.

Based on the information provided by MDHHS/CNSI, this statement of work includes the effort for:

1 new “Single sign-on (SSQ)” integrations in up to three applications environments with MiLogin non-
production environments (i.e. Dev and QA).

One additional "Single sign-on (SS0)" integration in single MiLogin non-production environment.
Migration of 25 existing “Single sign-on (SSO)" integrations, in single MILogin production environment,
that are affected due to cloud migration.

Multi-Factor Authentication (MFA) configurations for the in-scope applications (excluding ILPE IMPACT,
myCareVisit and myHealthPortal/myHealthButton) as listed in this SOW.

Provisioning for one Siebel application in up to three MILogin environments (two in QA and one in
Production).

Chart A shows the future representation of MiLogin integrations with the applications that are moving to MMIS
Cloud. Details are primarily based on the information provided by MDHHS/CNSI. The scope includes only
Performance/DR, Parallel, B2B, Sandhox, Training, and Production environments as outlined in the tables below.
Other applications/environments (Michigan or non-Michigan) supported/hosted by CNSI are not in the scope of
this SOW.

Revised 4/7/2016
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Table 1: integrations in Mil.ogin Non Production
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Table 2: Integrations in MiLogin Production

OUT OF SCOPE:

Any application or environment not listed in the tables 1 and 2 above.

Any kind of user migration or mapping from the old system to the new cloud system for any application.
Any new identity proofing need, which is not already configured for the existing applications.

User provisioning and de-provisioning for MMIS Cloud Enablement applications except for Siebel
application.

« Any non-Michigan application except lllinois Provider Enroliment (ILPE} as depicted in the tables above.
« MFA configurations for IMPACT ILPE, myHealthPortal and CHAMPS myCareVisit.

¢ Any changes or impacts cn myHealthButton application.

a & & @

TASKS:
Specific tasks include, but are not limited to:

+ Application’s Paraliel environment
o Integrate MiLogin solution with the MMIS Cloud Enablement applications

= Verify firewall rules, if any, for MlLogin - MMIS Cloud Enablement applications.
= Perform Single Sign-On integration with MMIS Cloud Enablement applications.
= Configure Multi-factor authentication (MFA).
=  Configure Provisioning for one {1} Siebel application:

¢ (et Siebel LDAP service related service account details for Siebel team

Revised 4/7/2016




s Configure customized Siebel LDAP Adapter in MiLogin Worker ISIM
» (Create Siebel LDAP Service in MlLogin Worker [SIM
s Create Provisioning Policy for Siebel LDAP service in MiLogin Worker 1SiM
¢ Configure Siebel LDAP service workflow in MiLogin Worker [SIM
»  Conduct integration testing.

s Application’s B2B environment
o Integrate MILogin solution with the MMIS Cloud Enablement applications

= Verify firewall rules, if any, for Mil.ogin - MMIS Cloud Enablement applications.
= Perform Single Sign-On integration with MMIS Cloud Enablement applications.
= Configure Multi-factor authentication (MFA).

»  Conduct integration testing.

e Application’s Performance environment
o Integrate MiLogin solution with the MMIS Cloud Enablement applications

»  Verify firewall rules, if any, for MiLogin - MMIS Cloud Enablement applications.
»  Perform Single Sign-On integration with MM!S Cloud Enablement applications.
=  Configure Multi-factor authentication (MFA).
= Configure Provisioning for one (1) Siebel application:
» Get Siebel LDAP service related service account details for Siebel team
s Configure customized Siebel LDAP Adapter in MiLogin Worker ISIM
s Create Siebel LDAP Service in MiLogin Worker ISIM
s Create Provisioning Policy for Siebel LDAP service in MiLogin Worker ISIM
» Configure Siebel LDAP service workflow in MiLogin Worker I1SIM
=  Conduct integration testing.

» Application’s Training environment
o Integrate MiLogin solution with the MMIS Cloud Enablement applications

= Verify firewall rules, if any, for MiLogin - MMIS Cloud Enablement applications.
=  Perform Single Sign-On integration with MMIS Cloud Enablement applications.
= Configure Muiti-factor authentication (MFA).

= Conduct integration testing.

e Application’s Sandbox environment
c Integrate MiLogin solution with the MMIS Cloud Enablement applications

= Verify firewall rules, if any, for MiLogin - MMIS Cloud Enablement applications.

= Perform Single Sign-On integration with MMIS Cloud Enablement applications.

»  Configure Multi-factor authentication (MFA).

»  Conduct integration testing.
¢ Application’s Production environment

= Verify firewall rules, if any, for 21 MMIS Cloud Enablement applications.

= Perform Single Sign-On integrations with 21 MMIS Cloud Enablement applications.

= Configure Multi-factor authentication (MFA).

=  Configure Provisioning for one Siebel application:

s (et Siebel LDAP service related service account details for Siebel team
Configure customized Siebel LDAP Adapter in MlLogin Worker ISIM
Create Siebel LDAP Service in MiLogin Worker |SIM
Create Provisioning Policy for Siebel LDAP service in MiLogin Worker {SIM
« Configure Siebel LDAP service workflow in MiLogin Worker ISIM

=  Conduct smoke iesting.

= Remove the existing and old Single Sign-On and Siebel integrations for these
applications, as applicable.

Revised 4/7/2016




DELIVERABLES:

Deliverables will not be considered complete until both DTMB and MDHHS Project Managers has formaltly
accepted them. Deliverables for this project include:

+ Weekly Status Report of Activities.

¢ Integrate MiLogin for Workers/3" party and Citizens solution, as applicable, with MMIS Cloud Enablement
Phase 2 applications in the corresponding environments (see Cloud Enablement Integrations schedule on
following pages)

ACCEPTANCE CRITERIA:

Deliverables will not be considered complete until DTMB and MDHHS Project Manager have formally accepted
them.

ASSUMPTIONS:

s The State will assign a Project Lead to oversee the project, make management and prioritization
decisions and work side-by-side with the Deloitte team. The State Project Lead will help Deloitte to
schedule workshops and meetings identified during the course of the project with the State staff and
project stake holders.

» State Project Manager and Deloitte & Touche Project Manager will work on developing a work plan and
identify the required testing and delivery milestones.

» State Project Manager and Deloitte & Touche Project Manager will meet on a weekly basis to review the
progress and adjust the scope and timeline as required.

e The State is responsible for completing required documentation for satisfying internal processes such as
requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request (ISR),
and DTMB-90 for firewall rules, etc. Any delay in not meeting the dates identified in the work plan will
result in the additional schedule and potential cost impact.

e The services will be performed in accordance with the Statement on Standards for Consulting Services
issued by the American Institute of Certified Public Accountants (AICPA). We will provide our
observations, advice, and recommendations. However, our services will not constitute an engagement to
provide audit, compilation, review, or attestation services as described in the pronouncements on
professional standards issued by the AICPA, and, therefore, we will not express an opinion or any other
form of assurance with respect to the State’s system of internal control over financial reporting or its
compliance with laws, regulations, or other matters.

« Applications teams will be responsible for changes on the respective applications, required to integrate
with the MiLegin solution.

« Delays or unavailability of State or Application team resources, access to various support teams,
hardware or software, may affect the project timing and estimated cost.

+ The existing MiLogin Ul currently deployed in Production will be used for the planned migrations. If
additional data elements are needed, which require schema changes in the core MiLogin solution; an
impact analysis will be made which will most likely require a change request, per section 1.403 of
Contract once the impact and feasibility analysis is complete.

« State Client Service Center (CSC) for Workers/3™ party users and Deloitte Level 1 Helpdesk for Citizens
users will be responsible for providing help desk services for any user account-related operations with
respect to MiLogin.

¢ MillLogin and MMIS Cloud Enablement application will be integrated for Single Sign-on.

e Any other new environments, not fisted as part of this SOW, will be addressed through a separate SOW
or change request.

¢«  MDHHS and CNSI will be responsibie for conducting the UAT and Performance Testing as applicable.

e Any delay from the agreed upon schedule will be addressed through a change request per section1.403
of Contract.
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e MFA for CHAMPS application will be provided using DUO solution.

PROJECT CONTROL AND REPORTS:

A weekly progress report must be submitted to MDHHS and DTMB Project Managers throughout the life of this
project. This report may be submitted with the billing invoice. Each weekly progress report must contain the
following at minimum:

s Hours: Indicate the number of hours expended during the past two weeks, and the cumulative total to
date for the project. Also state whether the remaining hours are sufficient to complete the project.

« Accomplishments: Indicate what was worked on and what was completed during the current reporting
period.

» Challenges: Describe any issues that may result in changes to the statement of work, deviations from the
project budget, or delays in the established time line.

» Funds: Indicate the amount of funds expended during the current reporting peried, and the cumulative
total to date for the project.

SPECIFIC DEPARTMENT STANDARDS:
Agency standards, if any, in addition to DTMB standards - None
PAYMENT SCHEDULE:

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria and
receipt of properly completed invoices that shall be submitted to the billing address on the State issued purchase
order. All invoices should reflect actual work completed by payment date and must be approved by the Agency
Project Manager and DTMB Project Manager before payment. Payment shall be considered timely if made by the
DTMB within forty-five (45) days after receipt of properly completed invoices.

Cost Breakdown Structure
The price was computed using Table 7: Operational Services Costs for New Integrations as follows:

utomation of Sha teq
integrating additional environments {per env.} $15,000.00 25 $375,000.00
Multi Factor Authentication ) $10,000.00 13+ 1/3 $133,300.00
D Complex Application Integration
Integration Cost (HTTP header) for 3 environments. Work effort of 9 $79,000.00 it +1/3 $895,333.33
weeks.

£ Highly-Customized Complex Application Integration
User Provisioning to one end point $110,0C0.0C 1 $110.000.00

Grant Total

The milestone dates are estimates and will need to be revised based on the time spent on approvai at this SOW
and issuance of a Purchase Order so that work can be started by the CONTRACTOR.

Revised 4/7/2016




MIS Cloud Enablement Integrations Schedule

M Enablement Phase 2 - NA 2116/2017 $226,983.33 1009 | FY17
Initiation and Planning Completed

2. MMIS Cloud Enablement Phase 2— SSO for 4f28/2017 | 5M7/2017 $22.383.33 99 EY17
Sandhox Environment Completed

3. MMIS Cloud Enablement Phase 2— SSO for | 4/28/2017 | 6M7/2017 $22,383.33 Q9 FYi7
Training Environment Completed

4, MMIS Cloud Enablement Phase 2— SIEBEL 3/28/2017 | 5/31/2017 $31,166.67 139 EY17
Provisioning for Parallel Environment
Completed

5. MMIS Cloud Enablement Phase 2— SSO for | 3/28/2017 | 5/31/2017 $200,983.34 1203 | FY17
Parallel Environment Completed

6. MMIS Cloud Enablement Phase 2- MFA for | 3/28/2017 | 5/31/2017 $18,000.00 80 FY17
Parallel Environment Completed

7. MMIS Cloud Enablement Phase 2— SSO for 112512017 312712017 $46,766.67 208 FY17
B2B Environment Completed

8. MMIS Cloud Enablement Phase 2— MFA for | 1/25/2017 | 3/27/2017 $2,833.33 13 FY17
B2B Envirecnment Completed

9. MMIS Cloud Enablement Phase 2— SSO for | 3/28/2017 | 8/18/2017 $357,016.66 1587 | FY17
Performance Environment Completed

10. MMIS Cloud Enablement Phase 2 MFA for | 3/28/2017 | 8/18/2017 $20,666.67 92 FY1T7
Performance Environment Completed

11. MMIS Cloud Enablement Phase 2— SIEBEL 3/28/2017 | 8M8/2017 $31,166.67 130 |FY 17
Provisioning for Performance Environment
Completed

12. MMIS Cloud Enablement Phase 2— 880 for | 8/15/2017 [10/19/2017 $102,000.00 453 | Fy18
DR Environment Completed

13, MMIS Cloud Enablement Phase 2— MFA for | 8/18/2017 [10/18/2017 $20,666.67 ) FY18
DR Environment Completed

14, MMIS Cioud Enablement Phase 2— SS0 for 6712017  (11/30/2017 $225,750.00 1010 |FY1s
Production Environment Compleied

15. MMIS Cloud Enablement Phase 2— MFA for 6/7/2017  {11/30/2017 $63,700.00 320 FY18
Production Environment Completed

18, MMIS Cloud Enablement Phase 2— SIEBEL 61772017 |11/30/2017 $31,166.66 139 FY18
Provisioning for Production Environment
Completed

Grand Total 6772 Hrs.
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EXPENSES:

The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the State has
agreed in advance and in writing to reimburse Contractor for such expenses at the State’s current travel
reimbursement rates.

PROJECT CONTACTS:
The designated DTMB Business Relationship Manager is:

Andrew Mason

Chandler Building

300 Michigan Avenue
Lansing, Mi 48909

- MasonA5@michigan.gov
517-373-1350

Scott Flagg, State Administrative Manager
Phoenix Building, 2nd Floor

222 North Washington Avenue

Lansing, Ml 48909

FlaggS@michigan.gov

(617) 898-6315

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables.

DTMB and MDHHS will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Consultants will work at 222 N Washington Square in Lansing, Michigan.
EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forly (40) hours a week. Normal working hours of 8:00 am to
5:00 pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. fweek will be permitted
without prior written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no
premium pay will be authorized.

Revised 4/7/2016




STATE OF MICHIGAN
ENTERPRISE PROCUREMENT

Department of Technology, Management, and Budget

525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICEIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 6

to
Contract Number 07183200143

DELOITTE & TOUCHE LLP Scott Flagg DTMB-IT

517-284-1117

200 Renaissance Center, Suite 3900
f Detroit, Ml 48243-1895

flaggs@michigan.gov
Malu Natarajan DTMB

{517) 284-7030
natarajanm@michigan.gov

| Vikas Bansal
312-486-4430
| vbansal@deloitte.com

| *******1 51 7

dOLOVUINOD

September 12, 2018

$43,266,173.49 $0.00 $43,266,173.49

DESCRIPTION I
Effective 1/3/2017, the following two Statement of Work (SOW) documents are incorporated into this Contract.

1. G20161202-150502 - MDOT - MiLogin ~ MiBridge integration, SOW for $49,000, existing Contract funds from Table 7 of the
original Contract for Operational Services Costs for New Integrations.

2. C20161209-125028 - MDOS - MiLogin - MDOS STAR Referral System {(STAR) and MDOS OSRS Request Management
Systemn (RMS) integration, SOW for $10,000, existing Contract funds from Table 7 of the criginal Contract for Operational
Services Costs for New Integrations.

This Contract amendment will utilize $59,000.00 of existing funds. The remaining balance on the Contract is revised and
attached. All other terms, conditions, specifications, and pricing remain the same per Contractor and Agency agreement, and
DTMB approval.




Cost Table — Remaining Balance after Change Notice # 6

Table 1: Current Balance

Description Balance after CN#5

Experian Identity Proofing $0.00
Initiation and Planning $0.00
Phase 1 $0.00
Maintenance & Support Table 3 $ 3,229,433.48
Recurring Hosting Bucket Table 4 $0.00
Annual Operation Services Table 5 $ 1,106,958.24
Migration Bucket Table 6 $0.00
Integration Bucket Table 7 $784,577.51

Reserved Hours Bucket Table 10

$ 8,975,617.08

Table 1: Balance after Change Notice # 6 (deducting $10,000 from Table 7, Type A and $49,000 from

Table 7, Type CJ.

Description Balance after CN # 6

Experian Identity Proofing 50.00
Initiation and Planning 50.00
Phase 1 $0.00
Maintenance & Support Table 3 $ 3,229,433.48
Recurring Hosting Bucket Table 4 $0.00
Annual Operation Services Tahle 5 $ 1,106,958.24
Migration Bucket Table 6 $0.00

Integration Bucket Tahle 7

$725,577.51

Reserved Hours Bucket Table 10

$ 8,975,617.08

Table 7: Operational Services Costs for New Integrations (Balance after Change Natice ¥ 6)

Current
remaining
Type Description Per Unit Cost | Total Cost limit Balance
Automation of Shared Secret Validation
A Integration $750,000.00 | $98,666.00
Integrating additional environments (per
env.) S 15,000.00
Multi Factor Authentication $ 10,000.00
Ul Customization $ 10,000.00
Junctions (per junction) $  5,000.00
Junction (new SSO) $  5,000.00
B COTS Application Integration 50.00




Standard Application Integration

$2,057,022.39

$185,501.45

Integration Cost (HTTP header) for 3
environments including Prod. Work effort of 6
weeks.

$ 49,000.00

Complex Application Integration

$3,927,731.09

$130,679.89

Integration Cost (HTTP header) for 3
environments including Prod. Work effort of 9
weeks.

$ 79,000.00

Highly-Customized Complex Application
Integration

$1,100,000.00

$117,015.90

User Provisioning to one end point

5 110,000.00

F&G

ldentity Federations

$1,189,500.00

$193,714.27

Identity Federation Integration: Provider

$ 91,500.00

dentity Federation Integration: Consumer

$ 91,500.00

Grand Total

$9,024,253.48

$725,577.51




STATE OF MICHIGAN
ENTERPRISE PROCUREMENT

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 5

to
Contract Number 07183200143

DELOITTE & TOUCHE LLP Scott Flagg DTMB-IT

. . 517-284-7117
200 Renaissance Center, Suite 3900

Detroit, Ml 48243-1895

flaggs@michigan.gov

Malu Natarajan DTMB

Vikas Bansal

312-486-4430

(517) 284-7030
natarajanm@michigan.gov

JO1OVHINOD

vbansal@deloitte.com

*******15 1 7

CONTRACT SUMMARY
ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 September 12, 2018

O P-Card O Direct Voucher (DV) O Other O Yes

N/A

DESCRIPTION OF CHANGE NOTICE

O O September 12, 2018

$43,266,173.49 $0.00 $43,266,173.49

Effective 12/19/2016, the following two Statement of Work (SOW) documents are incorporated into this Contract.

1. C20160906-170909 - MDHHS - MiLogin — Adult Services Authorized Payments (ASAP) integration, SOW for $10,000, existing
Contract funds from Table 7 of the original Contract for Operational Services Costs for New Integrations.

2.C20161103-150151 - MDHHS - MILogin - TED QA (Oracle Data Guard) Environment integration, SOW for $5,000, existing
Contract funds from Table 7 of the original Contract for Operational Services Costs for New Integrations.

This Contract amendment will utilize $15,000.00 of existing funds. The remaining balance on the Contract is revised and
attached. Please note the Program Manager is changed to Scott Flaggs. All other terms, conditions, specifications, and pricing
remain the same per Contractor and Agency agreement, and DTMB approval.




STATE oF MICHIGAN

RICK SNYDER DEPARTMENT OF TECHNOLOGY, MANAGEMENT & BUDGET DAVID B. BEHEN

GOVERNOR [LANSING DIRECTOR

December 09, 2016

Procurement, IT Division
Constitution Hall

525 West Allegan Street
PO Box 30026

Lansing MI, 48909

Procurement Management, IT Division

This letter is in regards to the pending request to add a Statement of Work document to Contract
071B3200143. The request was submitted via ITRAC C20160906-170909- Adult Svcs Authorized
Payments (ASAP).

Work began for this project, prior to the execution of a DTMB Procurement approved Change Notice.
The reason work needed to begin prior to DTMB Procurement approval is as follows:

Item Explanation
C20160906-170909- Adult Svcs Authorized There were two sources of funding. One
Payments (ASAP). being the existing FY16 purchase order from

the integration line item and one from unused
HIT APD Activity 17 money. In order to meet
the application release schedule, work
needed to begin immediately. When the
change request was approved to transfer the
money from HIT APD Activity 17 to HIT APD
Activity 19 (MICAM) the funding source was
changed from the existing FY16 purchase
order to the transferred funds source. In
either case funds were available.

In the future, the following steps will be taken to ensure that any work not specifically described within the
original Contract or subsequent change notices, will not begin prior to DTMB Procurement approval. This
approval includes the execution of a DTMB Procurement approved Change Notice and associated
Statement of Work.

1. This is not standard business practice. The MiLogin team has been made aware that any
new work that has not been specifically described within the scope of the Contract cannot
begin prior to the acceptance and inclusion of an associated Statement of Work to the
Contract.

Thank you,

LI

Andrew Mason — DTMB Business Relationship Manager

CONSTITUTION HALL = 525 WEST ALLEGAN STREET « P.O. BOX 30026 * LANSING, MICHIGAN 48909
www.michigan.gov/dtmb e (517) 284-7000 OR 855-MI-PURCH

12/09/2016



GIVID

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MILogin — Adult Services Authorized Payments (ASAP) 9/5/16 — 9/16/2016
Requesting Department: Date:
DTMB/MDHHS (Michigan Department of Transportation) 8/16/2016
DTMB Project Manager: Phone:
Andrew Mason 517-373-1350
MDHHS Project Manager: Phone:
James R. Bowen (517) 335-1343

This is a Statement of Work (SOW) to the Enterprise ldentity, Credential, and Access Management
(MICAM) Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions
thereof.

BACKGROUND:

The State has requested the Deloitte & Touche to integrate the MILogin for Workers/3™ party solution with the
MDHHS ASAP web application in the Development (DEV)and Quality Assurance (QA) environments for
SIGMA testing. As part of this project, the MDHHS'’s ASAP application will be integrated with MILogin for
Workers/3™ party to provide secure and enhanced user experience to the SOM workers of these applications.

PROJECT OBJECTIVE:
The key goal of this project is to provide single sign-on (SSO) to the ASAP application in DEV and QA
environments below via the MILogin solution.

SCOPE OF WORK:
The scope consists of:

e Provide SOM workers/3™ party with the ability to subscribe to an application using their MiLogin
account.

e Provide SOM MDHHS worker and 3" party users with the ability to login into these applications (in
DEV and QA environments) via MILogin for Workers and 3™ parties solution.

TASKS:
Specific tasks include, but are not limited to:

e MiILogin Dev Environment
o Verify firewall rules for MiLogin — ASAP DEV (for SIGMA) environment
0 Complete MILogin configuration for SSO (ISAM - IBM Security Access Manager)
o0 Create the corresponding Access Control Lists (ACL), and Groups in ISAM
0 Implementation of relevant workflows and approvers for these applications
0 Develop and execute test cases related to MILogin and application integration functionality
e MilLogin QA Environment
o Verify firewall rules for MiLogin — ASAP QA (for SIGMA) environment
0 Complete MILogin configuration for SSO (ISAM - IBM Security Access Manager)
0 Create the corresponding Access Control Lists (ACL), and Groups in ISAM
o0 Implementation of relevant workflows and approvers for these applications




o0 Develop and execute test cases related to MILogin and application integration functionality

DELIVERABLES:
Deliverables will not be considered complete until both MDHHS and DTMB Project Managers have formally
accepted them. Deliverables for this project include:
o Weekly Status Reports of Activities.
e Integration of MILogin for Workers and 3™ parties solution with the MDHHS ASAP application in DEV
and QA environments

ACCEPTANCE CRITERIA:
Deliverables will not be considered complete until the DTMB MILogin Project Manager and the DTMB Project
Manager have formally accepted them. Specific acceptance requirements:
e Successful validation of SOM user login to these applications in ASAP DEV and QA environments
using MILoglIn

OUT OF SCOPE FOR MiLogin — Adult Services Authorized Payments (ASAP)
State of Michigan (SOM) citizen users

Identity proofing

Multi-factor authentication

User provisioning and de-provisioning to the ASAP application in scope
Integration in Production environment

ASSUMPTIONS:

e The DTMB Project Manager and the Deloitte & Touche MILogin Project Manager will work on
developing a work plan and identifying the required testing and delivery milestones.

e The DTMB Project Manager and the Deloitte & Touche Project Manager will meet on a weekly basis
to review the progress and just the scope and timeline as required.

e The SOM is responsible for completing required documentation for satisfying internal processes such
as requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request
(ISR), and DTMB-90 for firewall rules, etc. Any delay in not meeting the dates identified in the work
plan will result in the additional schedule and potential cost impact.

e Applications teams will be responsible for changes on the respective applications, required to
integrate with the MILogin solution.

e Delays or unavailability of SOM or Application team resources, access to various support teams,
hardware or software, may affect the project timing and estimated cost.

e The existing MILogin Ul currently deployed in Production will be used for the planned migrations. If
additional data elements are needed, which require schema changes in the core MILogin solution; an
impact analysis will be made which will most likely require a change request once the impact and
feasibility analysis is complete.

e State Client Service Center (CSC) will be responsible for providing help desk services for any user
account-related operations with respect to MILogin.

e  MiILogin for workers/3™ party will be integrated with the applications listed application in DEV and QA
environments.

e MiLogin and ASAP application will be integrated for Single Sign-on (SSO) using the HTTP Header
based integration.

e Integration in production environment is out of scope of this statement of work (SOW).

PROJECT CONTROL AND REPORTS:



A weekly progress report must be submitted to MDHHS and DTMB Project Managers throughout the life of
this project. This report may be submitted with the billing invoice. Each weekly progress report must contain
the following at minimum:

e Hours: Indicate the number of hours expended during the past two weeks, and the cumulative total
to date for the project.

e Accomplishments: Indicate what was worked on and what was completed during the current
reporting period.

e Challenges: Describe any issues that may result in changes to the statement of work, deviations from
the project budget, or delays in the established time line.

e Funds: Indicate the amount of funds expended during the current reporting period, and the
cumulative total to date for the project.

SPECIFIC DEPARTMENT STANDARDS:
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE:

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria
and receipt of properly completed invoices that shall be submitted to the billing address on the State issued
purchase order. All invoices should reflect actual work completed by payment date and must be approved by
the Agency Project Manager and DTMB Project Manager before payment. Payment shall be considered timely
if made by the DTMB within forty-five (45) days after receipt of properly completed invoices.

Cost Breakdown Structure

The price was computed using Table 7: Operational Services Costs for New Integrations as follows:

A Automation of Shared Unit Cost Number Total
Secret Validation
Information
Junctions (per junction) | $5,000 2 $10,000

ASAP Application Integration

The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW
and issuance of a Purchase Order so that work can be started by the CONTRACTOR.

1. MiLogin — ASAP Integration in DEV 9/5/2016 50 $5,000
environment
2. MiLogin — ASAP Integration in QA 9/12/2016 50 $5,000
environment
Grand Total $10,000.00
EXPENSES:

The SOM will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the SOM
has agreed in advance and in writing to reimburse Contractor for such expenses at the State’s current travel
reimbursement rates.

PROJECT CONTACTS:
The designated DTMB Project Sponsor is:
Scott Flagg



FlaggS@michigan.gov

The designated DTMB Project Manager is:

Andrew Mason

Client Service Director

Michigan Department of Technology Management and Budget (DTMB)
Agency Services — Department of Health and Human Services (MDHHS)
300 East Michigan Avenue, Chandler Building

Lansing, Ml

Phone: 517-373-1350

Fax: 517-373-3720

MasonAb5@michigan.gov

The designated MDHHS Project Manager is:
James R. Bowen

Capitol Commons Building

400 S. Pine Street, Lansing, MI 48910
Phone: 517-335-1343

E-mail: BowenJ2@michigan.gov

STATE RESPONSIBILITIES:

The project manager will receive direction from DTMB and will be self-managed to execute the project
deliverables. DTMB and MDHHS will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Consultants will work at 222 N Washington Square in Lansing, Michigan.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am
to 5:00 pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be
permitted without prior written approval of both Project Managers. Any hours over 40 hrs. /week are paid at

straight time, no premium pay will be authorized.



GIVID

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:
MILogin — TED QA (Oracle Data Guard) Environment 12/14/16 — 1/31/2017
Requesting Department: Date:
DTMB/MDHHS (Michigan Department of Health and Human Services) 12/7/2016

DTMB Program Manager: Phone:

Kim Crawford 517-373-4530
MDHHS Program Manager: Phone:

James Bowen 517-335-1343

DTMB Buyer: Phone:

Malu Natarajan 517-284-7030

This is a Statement of Work (SOW) between the State of Michigan (State or SOM) and Deloitte &
Touche (Deloitte or Contractor) is made a part of a Chagne Notice to Contract 07183200143 for
Enterprise Identity, Credential, and Access Management (MICAM) and subject to the terms and
conditions thereof. The Parties agree as follows:

BACKGROUND:

The State has requested the Deloitte & Touche to integrate the MILogin for Workers/3™ party solution
in the Quality Assurance (QA) environment with a new MDHHS TED web application on the
development server . As part of this project, the MDHHS'’s TED QA application will be integrated with

MILogin for Workers to provide secure and enhanced user experience to the SOM workers of these
applications.

PROJECT OBJECTIVE:

The key goal of this project is to provide single sign-on (SSO) to the TED application in QA
environment below via the MILogin solution.

SCOPE OF WORK:

The scope of this Project, includes, but is not limited to the following:

e Provide SOM workers with the ability to subscribe to an application using their MILogin
account.

e Provide SOM MDHHS worker with the ability to login into these applications (in QA
environment) via MILogin for Workers and 3' parties solution.

TASKS:

Specific Tasks (Services and Deliverables) include, but are not limited to:




e MiLogin QA Environment

o Verify firewall rules for MILogin QA environment to TED new QA environment (refered
to as Oracle Data Guard environment)

Complete MILogin configuration for SSO (ISAM - IBM Security Access Manager)
Create the corresponding Access Control Lists (ACL), and Groups in ISAM
Implementation of relevant workflows and approvers for these applications
Complete MILogin configuration for user provisioning to TED new QA environment

Develop and execute test cases related to MILogin and application integration
functionality

O O 0O O o

DELIVERABLES:

Deliverables will not be considered complete until both MDHHS and DTMB Program Managers have
formally accepted them. Deliverables for this project include:
o Weekly Status Reports of Activities.
o Integration of MILogin for Workers solution with the MDHHS TED application in the QA
environment (refered to as Oracle Data Guard environment)

ACCEPTANCE CRITERIA:

Deliverables will not be considered complete until the DTMB Program Manager has formally accepted
them. Specific acceptance requirements:

e Successful validation of SOM user login to these applications in TED new QA environment
using MILogin in QA environment

OUT OF SCOPE FOR MILogin — TED QA (Oracle Data Guard) Environment

e State of Michigan (SOM) citizen users and other States
¢ Identity proofing
e Multi-factor authentication

ASSUMPTIONS:

e The DTMB Program Manager and the Deloitte & Touche MILogin Program Sponsor will work
on developing a work plan and identifying the required testing and delivery milestones.

e The DTMB Program Manager and the Deloitte & Touche Program Sponsor will meet on a
weekly basis to review the progress and just the scope and timeline as required.

e The SOM is responsible for completing required documentation for satisfying internal
processes such as requests for - Enterprise Architecture Solution Assessment (EASA),
Infrastructure Service Request (ISR), and DTMB-90 for firewall rules, etc. Any delay in not
meeting the dates identified in the work plan will result in the additional schedule and potential
cost impact.

o Applications teams will be responsible for changes on the respective applications, required to
integrate with the MILogin solution.

e Delays or unavailability of SOM or Application team resources, access to various support
teams, hardware or software, may affect the project timing and estimated cost.

e The existing MILogin Ul currently deployed in Production will be used for the planned
migrations. If additional data elements are needed, which require schema changes in the core
MiILogin solution; an impact analysis will be made which will most likely require a change
request once the impact and feasibility analysis is complete.



o State Client Service Center (CSC) will be responsible for providing help desk services for any
user account-related operations with respect to MILogin.

e MiLogin for workers/3" party will be integrated with the applications listed application in QA
environment.

e MiLogin and the TED QA application will be integrated for Single Sign-on (SSO) using the
HTTP Header based integration.

¢ Integration in production environment is out of scope of this statement of work (SOW).
PROJECT CONTROL AND REPORTS:

A weekly progress report must be submitted to MDHHS and DTMB Program Managers throughout
the life of this project. This report may be submitted with the billing invoice. Each weekly progress
report must contain the following at minimum:

e Hours: Indicate the number of hours expended during the past two weeks, and the cumulative
total to date for the project.

o Accomplishments: Indicate what was worked on and what was completed during the current
reporting period.

o Challenges: Describe any issues that may result in changes to the statement of work,
deviations from the project budget, or delays in the established time line.

¢ Funds: Indicate the amount of funds expended during the current reporting period, and the
cumulative total to date for the project.

SPECIFIC DEPARTMENT STANDARDS:
Agency standards, if any, in addition to DTMB standards - None
PAYMENT SCHEDULE:

Firm fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance
criteria and receipt of properly completed invoices that shall be submitted to the billing address on the
State issued purchase order. All invoices should reflect actual work completed by payment date and
must be approved by the MDHHS Program Manager and DTMB Program Manager before payment.
Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of
properly completed invoices.

COST BREAKDOWN STRUCTURE

The price was computed using Table 7: Operational Services Costs for New Integrations as follows:

‘ A ‘Automation of Shared Secret Validation Integration ‘
Integrating additional environments (per env.) $ 15,000.00 1 $ 15,000.00
One time discount ) (15,000.00)
Junctions (per junction) $ 5,000.00 1 $ 5,000.00

The milestone dates are estimates and will need to be revised based on the time spent on approval
at this SOW and issuance of a Purchase Order so that work can be started by the Contractor.



MILOGIN — TED QA (ORACLE DATA GUARD) ENVIRONMENT

Task | Cost Categories / Milestone Milestone Effort Cost
Date Estimated
Hours
1. MiLogin — TED Integration with new x + 30 days  [100 $5,000
QA environment
Grand Total $5,000.00

X: Project purchase order issue date

EXPENSES:

The State will not pay for any travel expenses, travel time, including hotel, mileage, meals, or parking.
The State is not obligated to provide State management of assigned work outside of normal State
working hours. The State reserves the right to modify the work hours in the best interest of the project.
No overtime will be permitted.

PROJECT CONTACTS:
The designated DTMB Project Sponsor is:

Andrey Verevko
VerevkoA@michigan.gov

The designated DTMB Program Manager is:

Kim Crawford

Medicaid Information System Application Development Section Manager

Michigan Department of Technology, Management, and Budget (DTMB)

Agency Services — Michigan Department of Health and Human Services (MDHHS)
300 East Michigan Avenue, Chandler Building

Lansing, Ml

Phone: 517-373-4530

Fax: 517-373-3720

crawfordk5@michigan.gov

The designated MDHHS Program Manager is:

James Bowen

Capitol Commons Building

400 S. Pine Street, Lansing, Ml 48910
517-335-1343
BowenJ2@michigan.gov

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:

Consultants will work at 222 N Washington Square in Lansing, Michigan, unless otherwise determined
by the Contractor and approved by the DTMB Program Manager.



WEB OR HYPERLINKS:

In the event Contractor is unable to access or view any of the web links (also known as hyperlinks)
contained within this Agreement, Contractor must promptly notify the DTMB Program Manager. An
inaccessible or non-working web link will not excuse the Contractor of its duties and obligations under
this Agreement. Contractor is responsible for ensuring its personnel and/or subcontractors have
reviewed all State and DTMB policies under this Agreement.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours
of 8:00 am to 5:00 pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs.
Iweek will be permitted without prior written approval of both Program Managers. Any hours over 40
hrs. /week are paid at straight time, no premium pay will be authorized.



STATE OF MICHIGAN
ENTERPRISE PROCUREMENT

Department of Technology, Management, and Budget

525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 4

to
Contract Number 07183200143

DELOITTE & TOUCHE LLP Andrey Verevko DTMB-IT

. . 517-284-7157
200 Renaissance Center, Suite 3900

Detroit, Ml 48243-1895

VerevkoA@michigan.gov

Malu Natarajan DTMB

Vikas Bansal

312-486-4430

(517) 284-7030
natarajanm@michigan.gov

JO1OVHINOD

vbansal@deloitte.com

*******15 1 7

CONTRACT SUMMARY
ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 September 12, 2018

O P-Card O Direct Voucher (DV) O Other O Yes

N/A

DESCRIPTION OF CHANGE NOTICE

O O September 12, 2018

$43,266,173.49 $0.00 $43,266,173.49

Effective 12/5/2016, the following three Statement of Work (SOW) documents are incorporated into this Contract.

1.C20161114-1310000 - DTMB - MiLogin — ArcGIS Federation Integration, SOW for $91,500.00, existing Contract funds from
Table 7 of the original Contract for Operational Services Costs for New Integrations.

2. C20160928-082520 - MDOT - MiLogin - Traffic Data Mangement System (TDMS) federation integration , SOW for $91,500,
existing Contract funds from Table 7 of the original Contract for Operational Services Costs for New Integrations.

3. C20160826-085455 - MDHHS - MILogin - Michigan Cashiering and Receivable System (MiCARS) integration, SOW for
$10,000, existing Contract funds from Table 7 of the original Contract for Operational Services Costs for New Integrations.

This Contract amendment will utilize $208,000.00 of existing funds. $366,000.00 is reallocated from Table 10 - Reserved Hours
to Table 7 - Operational Services Costs for New Integrations, Type F&G ldentity Federations. The remaining balance on the



Contract is revised and attached. All other terms, conditions, specifications, and pricing remain the same per Contractor and
Agency agreement, and DTMB approval.



STATE OF MICHIGAN
ENTERPRISE PROCUREMENT

Department of Technology, Management, and Budget

525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.C. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 3

to
Contract Number 071B3200143

DELOITTE & TOUCHE LLP Andrey Verevko DTMB-IT

(517) 284-7157

200 Renaissance Center, Suite 3900
 Detroit, Ml 48243-1895

VerevkoA@michigan.gov
Malu Natarajan DTMB

(517) 284-7030
natarajanm@michigan.gov

Vikas Bansal
312-486-4430
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vbansal@deloitte.com
*******1 51 7

CONTRACT SUMMARY
ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 Septernber 12, 2018

£ P-Card [0 Direct Voucher (DV) 1 Other

SCRIPTION OF CHANGE NOTICE

© $43.221,173.49
I ~ DESCRIPTION

Effective 11/22/20186, the attached Statement of Work {SOW) for MiLogin — AIDS Drug Assistance Program (ADAP) is
incorporated info this Contract. SOW is for $118,000.00, utilizing existing Contract funds from Table 7 of the original Contract for
Operational Services Costs for New Integrations. The remaining balance on the Contract is revised and attached. All other
terms, conditions, specifications, and pricing remain the same per Contractor and Agency agreement, and DTMB approval.




Cost Table — Remaining Balance after Change Notice # 3

Table 1: Initial Contract Amount

Description Initial Balance

Experian identity Proofing

$

360,000.00

Initiation and Planning

$

420,363.21

Phase 1

$ 2,403,903.00

Maintenance & Support Table 3

6,937,770.84

Recurring Hosting Bucket Table 4

3,798,518.00

Annual Operation Services Tahle 5

2,577,360.00

Migration Bucket Table 6

7,081,504.96

Integration Bucket Table 7

9,024,253.48

Reserved Hours Bucket Table 10

U [ [ (0 [0 |

10,617,500.00

Table 1: Balance after Change Notice # 3 — deducting $118,000 from Table 7 -Operational Services Costs

for New Integrations.

Description Balance after CN#3

Experian Identity Proofing

Initiation and Planning

Phase 1

Maintenance & Support Table 3

Recurring Hosting Bucket Table 4

Annual Operation Services Table 5

Migration Bucket Table 6

Integration Bucket Table 7

Reserved Hours Bucket Table 10

W

$0.00

$0.00

$0.00
3,229,433.48
$0.00
1,106,958.24
$0.00
626,577.51
9,341,617.08

Table 7: Operational Services Costs for New Integrations {Balance after Change Notice # 3)

Note: $98,000.00 deducted from Type C and $20,000.00 deducted from Type A. See Cost Breakdown

Structure in SOW for more detaiis.

Current
remaining
Type Description Per Unit Cost | Total Cost limit Balance
Automation of Shared Secret Validation
A Integration $750,000.00 | $133,666.00

env.)

Integrating additional environments {per

15,000.00

Multi Factor Authentication

10,000.00

Ul Customization

Junctions (per junction)

5,000.00

Junction (new SSO)

$
s
$ 10,000.00
$
5

5,000.00




B COTS Application Integration $0.00
C Standard Application Integration $2,057,022.39 | $234,501.45
Integration Cost (HTTP header) for 3
environments including Prod. Work effort of 6
weeks. S 49,000,00
D Complex Application Integration $3,927,731.09 | $130,679.89
Integration Cost (HTTP header) for 3
environments including Prod. Work effort of 9
weeks. S 79,000.00
Highly-Customized Complex Application $117,015.90
E Integration $1,100,000.00
User Provisioning to one end point $ 110,000.00
F&G Identity Federations $1,189,500.00 | $10,714.27
F Identity Federation Integration: Provider S 91,500.00 )
G Identity Federation Integration: Consumer S 91,500.00
Grand Total $9,024,253.48 | $626,577.51
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Technology, Managemment & Budget
MICHIGAN DEPARTMENT OF TECHNOLOGY,

MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Praoject Title: Period of Coverage:
MiLogin — AIDS Drug Assistance Program (ADAF) 111116 — 31312017
Requesting Department: Date:
DTMBE MDHHS 11/1/2016
DTMB Business Relationship Manager: Phone:
Kim Koppsch-Woods 517-241-3314
DTMB MDHHS Project Manager: Phone:
Curtis Todd 517-335-0143

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof,

BACKGROUND:

The State has requested Deloitte & Touche to integrate the MILogin for Workers/3 party and MiLogin for citizens'
solutions with the Michigan Department of Health and Human Services (MDHHS) ADAP web application in the
corresponding environments. As part of this project, the MDHHS’s ADAP application will be integrated with MlILogin
for workers, 3rd party, and citizens to provide secure and enhanced user experience to SOM worker, 3™ party, and
citizen users of the ADAP application.

PROJECT OBJECTIVE:
The key goal of this project is to provide single sign-on (SS0) to the ADAP application via the MILogin solution.

SCOPE OF WORK:
The scope consists of:

e Provide SOM worker, 3 party, and citizen users with the ability to subscribe to the ADAP application using
their MiLogin account.

* Provide SOM worker, 3 party, and citizen users with the ability to login to the ADAP application via MiILogin
for workers/3 party and MlLogin for citizens solutions.

« Provide Multifactor authentication (MFA) for 3™ party and citizen users accessing the ADAP application over
internet.

TASKS:
Specific tasks include, but are not limited to:

o Application Integration Design

o Develop & Document MiLogin for workers/3 party and MILogin for citizens and ADAP application
integration design

¢ Development environment
o Verify firewall rules for MILogin - ADAP application in DEVY environment
Complete MiLogin configuration for SSO (ISAM - IBM Security Access Manager)
Create the corresponding Access Control Lists {(ACL), and Groups in ISAM
Implementation of relevant workflows and approvers for the ADAP application
Implement MFA for 3% party and citizen users
Develop and Execute Test cases related to MiLogin and ADAP application integration functionality

o 0o ¢ ¢ ©C




o Quality Assurance (QA) environment

o Verify firewall rules for MlLogin - ADAP application in QA environment
Complete MiLogin configuration for SSO (ISAM - IBM Security Access Manager)
Create the corresponding Access Control Lists (ACL), and Groups in ISAM
Implementation of relevant workflows and approvers for the ADAP application
Implement MFA for 39 party and citizen users

Conduct User Acceptance Testing (UAT) related to MlLogin and ADAP application integration
functionality

¢ Production (PROD) environment

o Verify firewall rules for MiLogin - ADAP application in PROD environment
Complete MILogin configuration for SSO (ISAM - IBM Security Access Manager)
Create the corresponding Access Control Lists (ACL), and Groups in ISAM
Implernentation of relevant workflows and approvers for the ADAP application
Implement MFA for 3 party and citizen users
Conduct smoke testing related to MiLogin and ADAP application integration functionality

o 0 O 0O ©

O 0 O O ©

DELIVERABLES:
Deliverables will not be considered complete until the DTMB Business Relationship Manager and DTMB MDHHS
Project Manager have formally accepted them. Deliverables for this project include:
« Weekly Status Report of Activities.
Integrate MiLogin for Workers/ 3" party with ADAP application in Development environment
integrate MlLogin for citizens with ADAP application in Development environment
Integrate MiLogin for Workers/ 3" party with ADAP application in QA environment
Integrate MILogin for citizens with ADAP application in QA environment
Integrate MlLogin for Workers/ 3" party with ADAP application in PRCD environment
Integrate MiLogin for citizens with ADAP application in PROD environment

ACCEPTANCE CRITERIA:
Deliverables will not be considered complete until the DTMB Business Relationship Manager and DTMB MDHHS
Project Manager have formally accepted them.

OUT OF SCOPE FOR MiLogin — MDHHS ADAP Application Integration
s Identity proofing
e User provisioning and de-provisioning to the ADAP application

ASSUMPTIONS:

« State Project Manager and Deloitte & Touche Project Manager will work on developing a work plan and
identify the required testing and delivery milestones.

» State Project Manager and Deloitte & Touche Project Manager will meet on a weekly basis to review the
progress and adjust the scope and timeline as required.

« The State is responsible for completing required documentation for satisfying internal processes such as
requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request (ISR},
and DTMB-20 for firewall rules, etc. Any delay in not meeting the dates identified in the work plan will result
in the additional schedule and potential cost impact.

* Applications teams will be responsible for changes on the respective applications, required to integrate with
the MiLogin solution.

» Delays or unavailability of State or Application team resources, access to various support teams, hardware or
software, may affect the project timing and estimated cost.

» The existing MiLogin Ul currently deployed in Production will be used for the planned migrations. If additional
data elements are needed, which require schema changes in the core MlLogin solution; an impact analysis




will be made which will most likely require a change request once the impact and feasibility analysis is
complete.

o State Client Service Center (CSC) will be responsible for providing help desk services for any worker and 3"
party user account-related operations with respect to MiLogin.

« MiLogin for workers/3™ party and MiLogin for citizens will be integrated with ADAP application in QA, and
PROD environments.

« MiLogin and ADAP application wili be integrated for Single Sign-on (SSQO) using the HTTP Header based
integration.

+ For planning purposes, we have considered six weeks of effort for this integration. Any extension or delay in
schadule will be addressed through a change request.

* ADAP application will be responsible for fine-grained authorization.

PROJECT CONTROL AND REPORTS:

A weekly progress report must be submitted to MDHHS and DTMB Project Managers throughout the life of this
project. This report may be submitted with the billing invoice. Each weekly progress report must contain the
following at minimum:

» Hours: Indicate the number of hours expended during the past two weeks, and the cumulative total to date
for the project. Also state whether the remaining hours are sufficient to compiete the project.

s Accomplishments: Indicate what was worked on and what was completed during the current reporting
period.

+» Challenges: Describe any issues that may result in changes to the statement of work, deviations from the
project budget, or delays in the established time line.

« Funds: Indicate the amount of funds expended during the current reporting period, and the cumulative total
to date for the project.

SPECIFIC DEPARTMENT STANDARDS:
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE:

Firm Fixed price - payment made upon receipt and accepiance of all deliverables per the acceptance criteria and
receipt of properly completed invoices that shall be submitted to the billing address on the State issued purchase order.
All invoices should reflect actual work completed by payment date and must be approved by the Agency Project
Manager and DTMB Project Manager before payment. Payment shall be considered timely if made by the DTMB within
forty-five (45) days after receipt of properly completed invoices.

Cost Breakdown Structure
The price was computed using Table 7. Operational Services Costs for New Integrations as follows:

G tandard Appllcatlon Integratlon

S 2 U_ﬁith_st R ZZZIIEN'urﬁI;_;er.':EZ Tl Totah o
Integration Cost {HTTP header) for 3 nvirenments |nchdmg
Prod. Work effclt of 6 weeks. g 49,000.00 23 98,000.00
St Automatlon of Shared Secret Valldatlon Integratlon o 7 -
Multt Factor Authentication 5 10.000.00 28 20,000.00
i | S 118,000.00

The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW and
issuance of a Purchase Order so that work can be started by the CONTRACTOR,

ADAP Application Integration




X + 20 days $30,000.00 50

2. Development environment for workers and X + 20 days $20.000.00 125
3 party '

3. Development environment for citizens X + 20 days $20,000.00 125

4, QA environment and UAT testing completion X + 40 days $12,000.00 75
for workers and 3™ party '

5. QA environment and UAT testing completion X + 40 days $12,000.00 75
for citizens '

6. PROD environment for workers and 3% party X + 60 days $12,000.00 75

7. PROD environment for workers and 3" party X + 60 days $12,000.00 75

Grand Total $118,000.00 600

X: Project purchase order issue date

EXPENSES:

The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the State has
agreed in advance and in writing to reimburse Contractor for such expenses at the State’s current travel
reimbursement rates.

PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Andrey Verevko
VerevkoA@michigan.gov

The designated DTMB Business Relationship Manager is:
Kim Koppsch-Woods

kerkstrad@michigan.gov

517-241-3314

Tie designated DTMB MDHHS Project Manager is:
Curtis Todd

124 W. Allegan St.

Lansing, MI] 48933

todde3@michigan.qov

517-335-3211

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables.
DTMB and MDHHS will be reviewing and approving the project manager's deliverables.

LOCATION OF WHERE THE WORK S TO BE PERFORMED:
Consultants will work at 222 N Washington Square in Lansing, Michigan.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week, Normal working hours of 8:00 am to
5:00 pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted
without prior written approval of both Project Managers. Any hours over 40 hrs, /week are paid at straight time, no
premium pay will be authorized.




CONTRACT CHANGE NOTICE

Change Notice Number 2

fo

Contract Number 071B3200143

DELOITTE & TOUCHE LLP Andrey Verevko DTMB
Wl 200 Renaissance Center, Suite 3900 (5617) 284-7157
g Detroit, Mi 48243-1895 VerevkoA@michigan.gov
§ Vikas Bansal Malu Natarajan DTMB
% (312) 486-4430 (617) 284-7030
© Vbansal@deloitte.com natarajanm@michigan.gov

Edriok 1547

ONTRA AR

PESCRIPTION: Enterprise ldentity

~ September 13, 2013 September 12, 2018 September 12, 2018

S e A N e e N = =

ALIERNATERAVMENTOPTIONS = = =~ = = | = EXTENOEDPURCHASING = -
d P-card O Direct Voucher (DV) 0 Other O Yes X No
 MINMUMDELVERVREQUIREMENTS - - - - . - o .
N/A
) S{InERL® 0 A ()
Z = Mm‘y 25 > = wwa\@: l*
~ CURBENIVALUE | VALUEOF CHANGE NOTIGE | ESTIMATED AGGREGATE

" $43.221 173.49 $ 45.000.00 $43 266, 173.49

DESCRIPTION: Effective 9/30/2016, the attached changes are made to section 1.103 Environment, 1.104.6
Operational Services, Appendix B - Table 4 Recurring Hosting Cost and Appendix C — Integration Types and the
following five Statement of Work {SOW) documents are incorporated into this Contract.

SOW 1: MiLogin integration for Salesforce - MDOS Salesforce web application integrated with MlLogin for
Workers/3rd party and Milogin for Citizens solutions to provide secure and enhanced user experience to
Salesforce application’s workers, 3rd party, and citizen users. SOW for $95,000.00, $45,000.00 to be added to the
Contract and $50,000.00, existing Contract funds from Table 7 of the original Contract for Operational Services
Costs for New Integrations.

SOW 2: MDHHS - MiLogin integration to M| Dental Registry {MiDR) - MDHHS's MiDR application will be integrated
with MiLogin for Workers/3rd party solution to provide secure and enhanced user experience to MiDR
application’s 3rd party users. SOW for $91,500.00, existing Contract funds from Table 7 of the original Contract for
Operational Services Costs for New Integrations.

SOW 3: MDHHS - MiLogin integration to MMIS Cloud Enablement Application - MMIS Cloud Enabled CNSI
applications will be integrated with MlLogin for Workers and Citizens solution, as applicable, to provide secure and
enhanced user experience to MMIS Cloud Enablement application’s users. SOW for $821,000.00, existing Contract
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funds from Table 7 of the original Contract for Operational Services Costs for New Integrations.

SOW 4: DHHS - MiLogin integration to MITEAM Fidelity - the MDHHS's MiTEAM Fidelity application will be
integrated with MiLogin for workers and 3rd party to provide secure and enhanced user experience to the SOM
workers and 3rd party users of the MiTEAM Fidelity application. SOW for 49,000.00, existing Contract funds from
Table 7 of the original Contract for Operational Services Costs for New Integrations.

SOW 5: MDOT - MlLogin — Transportation Asset Management System {TAMS) Federation - MDOT TAMS
application will be integrated with MiLogin for Workers/3rd party solution to provide secure and enhanced user
experience to TAMS application’s workers and 3rd party users. SOW for $91,500, existing Contract funds from
Table 7 of the origina! Contract for Operational Services Costs for New Integrations.

This Contract amendment will utilize $1,103,000.00 of existing funds and add funding to the Contract increasing
the value by $45,000.00. The remaining balance is attached. Please note the Contract Administrator has been
changed to Malu Natarajan. All other terms, conditions, specifications, and pricing remain the same per Contractor
and Agency agreement, and DTMB approval.

FOR THE CONTRACTOR:

DELOITTE & TOUCHE LLP

Company Name

Ja M&/

Authorized Agent Signature
Vik Bansal

Authorized Agent (Print or Type)

Date 11/18/20186

FORTHESTATE:

</ s / qu:; 77 / Z o

Signaturs”

William Pemble, IT Division Director

Name & Title

DTMB Procurement

Agency

Revised 4/7/2016
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+ Two MiLogin instances are added to Section 1.103 Environment: Solution Platforms in Article 1,
Statement of Work.

The final architecture consists of two {2) independent MiLogin instances as follows:

1. MiLogin for workers and 3 party with three user interfaces:

a.
b.
c.

a.

One interface for Workers
Second interface for 3™ Party users

Third interface for Michigan Treasury Online (MTO)
2. MiLogin for citizens with two user interfaces:

One interface for State of Michigan Citizens

b. Another interface for State of Hlinois Provider Enrollment (IL PE) Users

Each instance has four (4) environments, namely, Sandbox, Development, QA/Staging, and Production.

+ Solution hosting by the Contractor is canceled and removed from Section 1.104.6 Operational
Services, Article 1 - Statement of Work as the State hosts the MiLogin solution. Deloitte & Touche
will continue to be responsible for day-to-day operations of the MILogin solution and will provide
operational services.

« Table 4: Recurring Hosting Cost, Appendix B - Cost Table is cancelled as it is no longer

applicable.

e Table 7: Operational Services Costs for New Integrations, Appendix B - Cost Table is revised as

follows
Current
remaining
Type Description Per Unit Cost Total Cost limit Balance
Automation of Shared Secret Validation
A Integration $750,000.00 | $153,666.00
Integrating additional environments (per
env.) 5 15,000.00
Multi Factor Authentication $ 10,000.00
Ul Customization ¢ 10,000.00
Junctions {per application per environment) $  5,000.00
Junction (new S50) $  5,000.00
B COTS Application Integration $0.00
C Standard Application Integration $2,057,022.39 | $332,501.45
Integration Cost (HTTP header) for 3
environments including Prod. Work effort of 6
weeks. S 49,000.00
D Complex Application Integration $3,927,731.09 | $130,679.89
Integration Cost (HTTP header) for 3
envirohments including Prod. Work effort of 9
weeks, S 79,000.00
Highly-Customized Complex Application $117,015.90
E Integration $1,100,000.00
User Provisioning to one end point S 110,000.00
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F&G Identity Federations $1,189,500,00 | $10,714.27
F Identity Federation Integration: Provider S 91,500.00
G Identity Federation Integration: Consumer $ 91,500.00
Grand Total $9,024,253.48 | $744,577.51

« Appendix C - Integration Types is revised as follows,

Type A— Automation of Shared Secret Validation Integration

i. Main features typically require:

Multi Factor Authentication when accessing an application
Usually requires custom screen development
May require web services calls
Validate the shared secret ; If valid, allow access
Usually requires some custom coding (Java in current system)
May require integration of additional environments.
Creation of Junctions between MILogin and applications
i, Typlcal work takes 140-180 hours

@mpooo

Type B—COTS Appilication Integration
Nof applicable

Type C—Standard Application Integration
iii. Main features typically require:
a. In-house (or contractor) developed Application
b. Mainly reguires configuration work
c. Work with development team; training, assistance, etc., with integration
iv. Typical work takes 50-150 hours

Type D—Complex Application Integration
i. Main features typically require:

a. Multiple application vendors or products involved
b. Possibly multiple applications involved
c. Application may have multiple methods for authentication
d. May involve EAIl (External Authentication Interface)
e. Custom coding, development, or screens may be required
f. APidevelopment
g. LDAP integration
h. Java or equivalent development
. Multiple Authentication methods
j- Non-typical Authentication models
ii. Typical work is difficult to estimate; likely 200-600 hours

Type E—Highly-Customized Complex Application Integration

i. Main features typically may require:

a. Custom interface development (login page, password change page, forgot password
page, etc.)

b. LDAP integration (provisioning)
c. DBMS integration (provisioning)
d. Shell account creation to one destination point

ii. Web service calls for handling above Ul pages

Type F—Identity Federation Integration: Provider
i. Standards-based federation as an identity Provider
ii. Estimate: Typical work takes 400-500 hours

Type G—Ildentity Federation integration: Consumer
i. Standards-based federation as an Identity Consumer
a. Typically more difficult than an 1D Provider integration
ii. Estimate: Typical work takes 400-500 hours

Revised 4/7/2016




Cost Table — Remaining Balance

Table 1: Initial Contract Amount

Descrigtion AR Initial Balance -
Experian Identity Proofing S 360,000.00
Initiation and Planning 5 420,363.21
Phase 1 S 2,403,903.00

Maintenance & Support Table 3
Recurring Hosting Bucket Table 4 3,798,518.00
Annual Operation Services Table 5 2,577,360.00

S 6,937,770.84

$

$
Migration Bucket Table 6 $ 7,081,504.96

$

$

Integration Bucket Table 7 9,024,253.48
Reserved Hours Bucket Table 10 10,617,500.00

Table 1: Balance after Change Notice # 2 — SOW’s utilizing existing Contract funds from Table 7 -
Operational Services Costs for New Integrations.

Description - E ‘Balance after CN # 2
Experian ldentity Proofing $0.00
Initiation and Planning $0.00
Phase 1 $0.00
Maintenance & Support Table 3 S 3,229,433.48
Recurring Hosting Bucket Table 4 $0.00
Annual Operation Services Takle 5 S 1,106,958.24
Migration Bucket Table 6 50.00
Integration Bucket Table 7 $ 744,577.51
Reserved Hours Bucket Table 10 $ 9,341,617.08

Revised 4/7/2016




oy, Maragenent Bucges

MICHIGAN DEPARTMENT OF TECHNOLOGY,

MANAGEMENT AND BUDGET
IT SERVICES
STATEMENT OF WORK
Project Title: Period of Coverage:
MiLogin — Salesforce Federation 6/20/2016-8/26/2016
Requesting Department: : Date:
Michigan Department of State (MDOS) 6/1712016
DTMB Project Sponsor: Phone:
Andrey Verevko 517-284-7157
DTMBE MDOS Business Relationship Manager: Phone:
Tanis Lerash §517-636-4028
MDOS Agency Project Manager: Phone:
Vera Grishkina 517-636-4351
DTMB-AS-MDOS Project Manager: Phone:
Todd Elsenheimer 517-636-0253




Encrypt SAML assertion and sign the SAML token using IBM Tivoli Federated Identity
Manager {TFIM).

Define user identity mapping and configure customize identity mapping rules as
needed.

Configure Identity Provider and/or Service Provider initiated Federation.

Quality Assurance (QA) environment
o Integrate MiLogin with the Salesforce application.

Verify firewall rules, if any, for MlLogin - Salesforce application in QA environment.
Create the corresponding Access Control Lists (ACL) and Groups in ISAM.
Implement relevant workflows and approvers for the Salesforce application.

Develop and execute Test cases related to MiLogin and Salesforce application
integration functionality.

Set up the federation profile of the Salesforce application (alsc known as Partner
profile). :

Exchange the metadata with the application.
Configure the method of passing the SAML assertion to the application.
Encrypt SAML assertion and sign the SAML token.

Define user identity mapping and configure customize identity mapping rules as
needed.

Configure identity Provider and/or Setvice Provider initiated Federation.

Conduct User Acceptance Testing (UAT) for MiLogin and Salesforce application
integration.

Production {PROD) environment
o Verify firewall rules, if any, for Mil.ogin - Salesforce application in PROD environment,

DELIVERABLES:

Create the corresponding Access Control Lists (ACL) and Groups in ISAM.
Implement relevant workflows and approvers for the Salesforce application.

Develop and execute Test cases related to MiLogin and Salesforce application
integration functionality.

Set up the federation profile of the Salesforce application {(also known as Partner
profile).

Exchange the metadata with the application.

Configure the method of passing the SAML assertion to the application.

Encrypt SAML assertion and sign the SAML token.

Define user identity mapping and configure customize identity mapping rules as
needed.

Configure ldentity Provider and/or Service Provider initiated Federation.

Conduct smoke testing related to MiLogin and Salesforce application integration
functionality.

Deliverables will not be considered complete until both MDOS and DTMB Project Managers have formally
accepted them. Deliverables for this project include:

Weekly Status Report of Activities.

Integrate MILogin solution with Salesforce application in Development environment
Integrate MILogin solution with Salesforce application in QA environment

integrate MILogin solution with Salesforce application in PROD environment




s Accomplishments: Indicate what was worked on and what was completed during the current
reporting period.

¢ Challenges: Describe any issues that may result in changes to the statement of work, deviations from
the project budget, or delays in the established time line.

« Funds: Indicate the amount of funds expended during the current reporting period, and the
cumulative total to date for the project.

SPECIFIC DEPARTMENT STANDARDS:
Agency standards, if any, in addition to DTMB standards - None
PAYMENT SCHEDULE: '

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria
and receipt of properly completed invoices that shall be submitted to the billing address on the State issued
purchase order. All invoices should reflect actual work completed by payment date and must be approved by
the Agency Project Manager and DTMB Project Manager before payment. Payment shall be considered timely
if made by the DTMB within forty-five (45) days after receipt of properly completed invoices. '

Cost Breakdown Structure
The price was computed using Table 7: Operational Services Costs for New Integrations as follows:

|

Identity Federation ... . 5 '.'-:.13.3.:000:-00;

87 (88,000.00)

91,500,00 -+

"' Negotiated one-time discount . SRR S
R R i GrandTotal . ¢ -

Salesforce Application Integration- Project Schedule

MILogin for workers/3™ party — Salesforce integration in 100

Development environment 07/15/2016 FY16
2, MILogin for citizens — Salesforce integration in 190

Development environment 07/15/2016 FY16
3 MiLogin for workers/3 party — Salesforce integration in 140

QA environment 08/03/2016 FY16
4. MILogin for citizens — Salesforce integration in QA ' 140

environment 08/03/2016 FY16
5. MiLogin for workers/3' party — Salesforce integration in 130

Production environment 08/18/2016 FY16




_permitted without prior written approval of both Project Managers. Any hours over 40 hrs. /week are paid at
straight time, no premium pay will be authorized.




Techrclogy, Menagesnent &Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,

MANAGEMENT AND BUDGET
IT SERVICES
STATEMENT OF WORK
Project Title: Period of Coverage:
Milogin — Michigan’s Dental Registry (MiDR) Federation 2/29/2016-9/30/2016
Requesting Department: Date:
Oral Health Division, MDHHS {(OHD) 2112120186
DTMB Business Relationship Manager: Phone:
Kim Koppsch-Woods 517-241-3314
OHD Project Manager: A Phone:
Imen Alem 734-302-4769

This is a Statement of Work (SOW) to the Enterprise ldentity, Credential, and Access Management
(MICAM) Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions
thereof.

BACKGROUND:

The State has requested the Deloitte & Touche to integrate the MiLogin for Workers solution with the Oral
Health Division, MDHHS (OHDY's Michigan's Dental Registry (MiDR) web application in the corresponding
environments. As part of this project, the OHD’s MiDR application will be integrated with MiLogin for
Workers/3' party solution to provide secure and enhanced user experience to MiDR application’s 3 party
USErs.

PROJECT OBJECTIVE:

The key goal of this project is to provide identity federation service (federation) to MIDR application via
MiLogin solution to provide an enhanced user experience to MiDR application’s 3 party users.

SCOPE OF WORK:
The scope consists of:

« Setup the federation MILogin for workers/3" Party solution and MiDR application.
e Provide 3 party users with the ability to subscribe to MiDR application using their MiLogin account.




» Develop and execute Test cases related to MiLogin and MIDR application integration
functionality.

=  Set up the federation profile of the MiDR application (also known as Partner profile).
= Exchange the metadata with the application.

* Configure the method of passing the SAML assertion to the application.

»  Encrypt SAML assertion and sign the SAML token.

= Define user identity mapping and configure customize identity mapping rules as
needed.

«  Configure Identity Provider and/or Service Provider initiated Federation.

= Conduct smoke testing related to MiLogin and MiDR application integration
functionality.

DELIVERABLES:

Deliverables will not be considered complete until both OHD and DTMB Project Managers has formally
accepted them. Deliverables for this project include:

* Weekly Status Report of Activities.

« Integrate MiLogin for Workers/ 3" party solution with MiDR application in Development environment

« Integrate MiLogin for Workers/ 3" party solution with MiDR application in QA environment

o Integrate MiLogin for Workers/ 3" party solution with MiDR application in PROD environment
ACCEPTANCE CRITERIA:

Deliverables will not be considered complete until DTMB and OHD Project Manager have formally accepted

them.

OUT OF SCOPE FOR MiLogin for workers — OHD MIDR Application Integration

s State of Michigan (SOM) citizen and Worker users

» Identity proofing

s  Multi-factor authentication

« User provisioning and de-provisioning to the MiDR application
ASSUMPTIONS:

State Project Manager and Deloitte & Touche Project Manager will work on developing a work plan
and identify the required testing and delivery milestones.

State Project Manager and Deloitte & Touche Project Manager wili meet on a weekly basis to review
the progress and adjust the scope and timeline as required.

The State is responsible for completing required documentation for satisfying internal processes such
as requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request
(ISR}, and DTMB-90 for firewall rules, etc. Any delay in not meeting the dates identified in the work
plan will result in the additional schedule and potential cost impact.

Applications teams will be responsible for changes on the respective applications, required to
integrate with the MiLogin solution.

Delays or unavailability of State or Application team resources, access to various support teams,
hardware or software, may affect the project timing and estimated cost.

The existing MiLogin Ul currently deployed in Production will be used for the planned migrations. If
additional data elements are needed, which require schemma changes in the core MiLogin solution; an




Cost Breakdown Sfructure
The price was computed using Table 7: Operational Services Costs for New Integrations as follows:

'$ ' 183,000.00
‘8§ ""4{91,500.00)

i .G.r_ari'd"ro_tal .,

MiDR Application Integration-Project Schedule

1. Integrating MiDR in Development environment 180 hrs. FY16
07/14/2016
2. Integrating MiDR in QA environment and UAT testing 120 hrs. FY16
completion 08/26/2016
3. Integrating MiDR in PROD environment 100 hrs. FY16
09/28/2016
EXPENSES:

The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the State
has agreed in advance and in writing to reimburse Contractor for such expenses at the State's current travel
reimbursement rates.

PROJECT CONTACTS:
The designated DTMB Business Relationship Manager is:

Kim Koppsch-Woods

Chandler Building

300 Michigan Avenue

Lansing, Ml 48909
Koppsch-WoodsK@michigan.gov
517-241-3314

The designated OHD Project Manager is:
imen Alem

3520 Green Ct, Suite 300




Technology, Management & Bucdget
MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MILogin — Medicaid Management Information Systems {(MMiS) Cloud 06/01/2016-9/30/2016
Enablement Application Integrations
Requesting Department: Date:
Michigan Department of Health and Human Services (MDHHS) 05/31/2016
DTMB Business Relationship Manager: Phone:
Andrew Mason 517-373-1350
MDHHS Project Manager: | Phone:
Tina Scott | 517-241-5650

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management
(MICAM) Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions
thereof.

BACKGROUND:

The State has requested Deloitte & Touche to integrate the MiLogin for Workers solution with the MMIS Cloud
Enablement for CNSI applications. As part of this project, the MMIS Cloud Enablement applications will be
integrated with MiLogin for Workers and Citizens solution, as applicable, to provide secure and enhanced user
experience to MMIS Cloud Enablement application’s users.

PROJECT OBJECTIVE:

The key goal of this project is to provide MMIS Cloud Enablement for CNSI applications currently integrated
with the MILogin solution.

SCOPE OF WORK:
MMIS Cloud Enablement for CNSI applications currently integrated with the MILogin solution.

Based on the information provided by CNSI, a total of nine (9) MlLogin integrated applications are affected by
this initiative. Thus, this statement of work includes the effort for:

« Nine (9) new “Single sign-on (SSO) only” integrations in three (3) MiLogin environments

Revised 5/4/2016
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myHealthButton

Multi-factor authentication

User provisioning and de-provisioning for MMIS Cloud Enablement applications except for Siebel
applications

e State of lilinois applications other than IMPACT ILPE
« Applications as listed in the below table

Not in-scope

12

CHAMPS
International
Classification of
Diseases {ICD}-
10

0 Not in-scope

13

CHAMPS B2B
Screen

0 _ Not in-scope

14

CHAMPS
CMCP

0 Not in-scope

15

CSHCS
eMEDS
{Workers)

0 Not in-scope

16

CSHCS
eMEDS
(Citizens)

0 Not in-scope

17

Electronic
Health Record
Medicaid
incentive
Payment
Program
(eMIPP)

0 Not in-scope

TASKS:

Specific tasks include, but are not limited to:

CNSI System Test environment

o Integrate MiLogin solution with the MMIS Cloud Enablement applications
«  Verify firewall rules, if any, for MiLogin - MMIS Cloud Enablement applications.
= Integrate MiLogin with MMIS Cloud Enablement applications.
= Provisioning for one (1) Siebel application:

Get Siebel LDAP service related service account details for Siebel team
Configure customized Siebel LDAP Adapter in MiLogin Worker |SiM
Create Siebel LDAP Service in MiLogin Worker ISIM

Create Provisioning Policy for Siebel LDAP service in MiLogin Worker 1SIM
Configure Siebel LDAP service workflow in MiLogin Worker iSiM
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« Production and other remaining environments integration will be addressed through a separate SOwW
or change request.

« CNSI will be responsible for conducting the UAT Testing.
e Any delay from the agreed upon schedule will be addressed through a change request.

PROJECT CONTROL AND REPORTS:

A weekly progress report must be submitted to OHD and DTMB Project Managers throughout the life of this
project. This report may be submitted with the billing invoice. Each weekly progress report must contain the
following at minimurm:

« Hours: Indicate the number of hours expended during the past two weeks, and the cumulative total to
date for the project. Also state whether the remaining hours are sufficient to complete the project.

e Accomplishments: Indicate what was worked on and what was completed during the current
reporting pericd.

« Challenges: Describe any issues that may result in changes to the statement of work, deviations from
the project budget, or delays in the established time line.

« Funds: Indicate the amount of funds expended during the current reporting period, and the
cumulative total to date for the project.

SPECIFIC DEPARTMENT STANDARDS:
Agency standards, if any, in addition to DTMB standards - None
PAYMENT SCHEDULE:

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria
and receipt of properly completed invoices that shall be submitted to the billing address on the State issued
purchase order. All invoices should reflect actual work completed by payment date and must be approved by
the Agency Project Manager and DTMB Project Manager before payment. Payment shall be considered timely
if made by the DTMB within forty-five (45) days after receipt of properly completed invoices.

Cost Breakdown Structure
The price was computed using Table 7: Operational Services Costs for New Integrations as follows:

SR S td'rhpl.e)'mp?lic_at_io.n integration | _:_79,0_00_-00: g s 1711,000.00
“CE . UserProvisioning: o0 LS S10110,000,00 51 L L $ 4 0110,000.00

Grand Total "
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The project manager will receive direction from DTMB and will be self-managed to execute project
deliverables.

DTMB and MDHHS will be reviewing and approving the project manager’'s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Consultants will work at 222 N Washington Square in Lansing, Michigan.
EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am
to 5:00 pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be

| permitted without prior written approval of both Project Managers. Any hours over 40 hrs. /week are paid at
straight time, no premium pay will be authorized.

Revised 4/7/2016




Technalogy,Management &Budget
MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: . Period of Coverage:
MiLogin — MiTEAM Fidelity Integration 7M1/16 — 10172016
Requesting Department: Date:
MDHHS 5/16/2016
DTNB Business Relationship Manager: Phone:
Duane Kerkstra 517-331-5354
MDHHS Project Manager: Phone:
Sanju Sasidharan 303-547-8299

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management
(MICAM) Contract Number 07183200143 dated September 13, 2013, subject to the terms and conditions
thereof.

BACKGROUND:

The State has requested the Deloitte & Touche to integrate the MiLogin for Workers solution with the
Michigan Department of Health and Human Services (MDHHS) MITEAM Fidelity web application in the
corresponding environments. As part of this project, the MDHHS’s MITEAM Fidelity application will be
integrated with MiLogin for workers and 3rd party to provide secure and enhanced user experience to the
SOM workers and 3™ party users of the MiTEAM Fidelity application.

PROJECT OBJECTIVE:

The key goal of this project is to provide single sign-on (SSO) to the MITEAM Fidelity application via MiLogin
solution.




Integrate MiILogin for Workers/ 3" party solution with MiTEAM Fidelity application in PROD
environment

ACCEPTANCE CRITERIA:

Deliverables will not be considered complete until DTMB and MDHHS Project Manager have formally
accepted them.

OUT OF SCOPE FOR MILogin for workers — MDHHS MiTEAM Fidelity Application Integration

+ State of Michigan (SOM) citizen users

* |dentity proofing

» Multi-factor authentication

s User provisioning and de-provisioning to the MiITEAM Fidelity application
ASSUMPTIONS:

State Project Manager and Deloitte & Touche Project Manager will work on developing a work plan
and identify the required testing and delivery milestones.

State Project Manager and Deloitte & Touche Project Manager will meet on a weekly basis to review
the progress and adjust the scope and timeline as required.

The State is responsible for completing required documentation for satisfying internal processes such
as requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request
(ISR), and DTMB-90 for firewall rules, etc. Any delay in not meeting the dates identified in the work
plan will result in the additional schedule and potential cost impact.

Applications teams will be responsible for changes on the respective applications, required to
integrate with the MlLogin solution.

Delays or unavailability of State or Application team resources, access to various support teams,
hardware or software, may affect the project timing and estimated cost.

The existing MILogin Ui currently deployed in Production will be used for the planned migrations. If
additional data elements are needed, which require schema changes in the core MiLogin solution; an
impact analysis will be made which will most likely require a change request once the impact and
feasibility analysis is complete.

State Client Setvice Center (CSC) will be responsible for providing help desk services for any user
account-related operations with respect to MiLogin.

MILogin for workers/3 party will be integrated with MiTEAM Fidelity application in DEV, QA, and
PROD environments.

MILogin and MiTEAM Fidelity application will be integrated for Single Sign-on (8S0) using the HTTP
Header based integration.

For planning purposes, we have considered six weeks of effort for this integration. Any extension or

delay in schedule will be addressed through a change request.

PROJECT CONTROL AND REPCRTS:

A weekly progress report must be submitted to MDHHS and DTMB Project Managers throughout the life of
this project. This report may be submitted with the billing invoice. Each weekly progress report must contain
the following at minimum:




Total 235 hours

EXPENSES:

The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the State
has agreed in advance and in writing to reimburse Contractor for such expenses at the State's current travel
reimbursement rates.

PROJECT CONTACTS:
The designated DTMB Business Relationship Manager is:

Duane Kerkstra
kerkstrad@michigan.gov
517-331-5354

The designated MDHHS Project Manager is:

Sanju Sasidharan

Romney Bldg.

111 S. Capitol Ave

Lansing, Mi 48933
SasidharanS@michigan.gov
303-547-8299

STATE RESPONSIBILITIES:

The project manager will receive direction from DTMB and will be self-managed to execute project
deliverables.

DTMB and MDHHS will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:

Consultants will work at 222 N Washington Square in Lansing, Michigan.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am
to 5:00 pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be




e
Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MiLogin ~ Transportation Asset Mangement System (TAMS) Federation 10/3/2016-1/13/2017
Requesting Department: Date:
DTMBMDOT {Michigan Department of Transportation) 9/1/2016
DTMB MDOT Business Relationship Manager: Phone:
Tanis Lerash {517) 2414141
DTMB MDOT Project Manager: Phone:
James Lenahan (617) 373-763¢9

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management
(MICAM) Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions

thereof.

BACKGROUND:

The State has requested the Deloitte & Touche to integrate the MILogin for Workers and 3rd party solution
with the MDOT TAMS web application in the corresponding environments. As part of this project, the MDOT
TAMS application will be integrated with MiLogin for Workers/3' party solution to provide secure and
enhanced user experience to TAMS application's workers and 3™ party users.

PROJECT OBJECTIVE: ‘
The key goal of this project is to provide identity federation service (federation) to TAMS application via
MiLogin solution to provide an enhanced user experience to TAMS application’s workers and 3rd party users.

SCOPE OF WORK:

The scope consists of Identity federation in two environments:
o  Setup the federation MiLogin for workers/3® Party solution and TAMS appfication.

« Provide workers and 31 party users with the ability fo subscribe to TAMS application using their
MiLogin account.

» Provide workers and 3% party users with the ability to login to TAMS application via MILogin solution.

TASKS:

Specific tasks include, but are not limited to:
» Application Integration Design
o Develop and document MiLogin and TAMS application integration design.

e Quality Assurance {QA) environment
o Integrate MiLogin with the TAMS application.

Verify firewall rules, if any, for MiLogin - TAMS application in QA environment.
Create the corresponding Access Control Lists (ACL) and Groups in ISAM.
Implement relevant workflows and approvers for the TAMS application.

Develop and execute Test cases related to MiLogin and TAMS application integration
functionality.

Set up the federation profile of the TAMS application (also known as Partner profile).




(ISR), and DTMB-90 for firewall rules, etc. Any delay in not meeting the dates identified in the work
plan will result in the additional schedule and potential cost impact.

« Applications teams will be responsible for changes on the respective applications, required to
integrate with the MILogin solution.

« MDOT TAMS application is capable of consuming SAML token.

 Delays or unavailability of State or Application team resources, access to various support teams,
hardware or software, may affect the project timing and estimated cost.

« The existing MlLogin Ul currently deployed in Production will be used for the planned migrations, If
additional data elements are needed, which require schema changes in the core MiLogin solution; an
impact analysis will be made which will most likely require a change request once the impact and
feasibility analysis is complete.

« State Client Service Center (CSC) will be responsible for providing help desk services for any user
account-related operations for workers and 3¢ party users with respect to MiL.ogin.

s MiLogin will be integrated with TAMS application in QA and PROD environments.

« MiLogin and TAMS application will be integrated for Single Sign-on using ldentity Federation based
integration.

o MDOT TAMS application will be responsible for fine-grained authorization to manage user's access
based on roles/privileges.

e MDOT TAMS team will be responsible for account creation and access assignment for users in the
TAMS application.

« MDOT TAMS team is responsible for all customizations and configuration changes required on the
TAMS application to facilitate the integration with the MiLogin solution.

PROJECT CONTROL AND REPORTS:

A weekly progress report must be submitted to MDOT and DTMB Project Managers throughout the life of this
project. This report may be submitted with the billing invoice. Each weekly progress report must contain the
following at minimum:

« Hours: Indicate the number of hours expended during the past two weeks, and the cumulative total to
date for the project. Also state whether the remaining hours are sufficient to complete the project.

« Accomplishments: [ndicate what was worked on and what was completed during the current
reporting period.

e Challenges: Describe any issues that may result in changes to the statement of work, deviations from
the project budget, or delays in the established time line.

« Funds: Indicate the amount of funds expended during the current reporting period, and the
cumulative total to date for the project.

SPECIFIC DEPARTMENT STANDARDS:
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE:

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria
and receipt of properly completed invoices that shall be submitted to the billing address on the State issued
purchase order. All invoices should reflect actual work completed by payment date and must be approved by
the Agency Project Manager and DTMB Project Manager before payment. pPayment shall be considered timely
if made by the DTMB within forty-five (45) days after receipt of properly completed invoices.




permitted without prior written approval of both Project Managers. Any hours over 40 hrs. /fweek are paid at
straight time, no premium pay will be authorized.




Form No. DTMB-3521 (Rev. 4/2012)

AUTHORITY: Act 431 of 1984

COMPLETION: Required

PENALTY: Contract change will not be executed unless form is filed

STATE OF MICHIGAN
DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET
PROCUREMENT
P.O. BOX 30026, LANSING, MI 48909
OR
525 W. ALLEGAN, LANSING, MI 48933

CHANGE NOTICE NO. 1

to
CONTRACT NO. 071B3200143
between
THE STATE OF MICHIGAN
and
NAME & ADDRESS OF CONTRACTOR: PRIMARY CONTACT EMAIL
Deloitte & Touche LLP Vikas Bansal VBansal@deloitte.com
200 Renaissance Center, Suite 3900 TELEPHONE CONTRACTOR #, MAIL CODE
Detroit, Ml 48243-1895
STATE CONTACTS AGENCY NAME PHONE EMAIL

CONTRACT COMPLIANCE

INSPECTOR DTMB Carmen Redwine 517-241-2925 | Redwinecl@michigan.gov

BUYER DTMB David Hatch 517-284-7044 hatchd@michigan.gov
CONTRACT SUMMARY:
DESCRIPTION: Enterprise lIdentity
INITIAL EXPIRATION INITIAL AVAILABLE EXPIRATION DATE BEFORE CHANGE(S)
INITIAL EFFECTIVE DATE DATE OPTIONS NOTED BELOW
September 13, 2013 September 12, 2018 5, one year September 12, 2018
PAYMENT TERMS F.0.B SHIPPED SHIPPED FROM
N/A N/A N/A N/A
ALTERNATE PAYMENT OPTIONS: AVAILABLE TO MiDEAL PARTICIPANTS
[ ] P-card [ ] Direct Voucher (DV) [] Other [ ] Yes X No
MINIMUM DELIVERY REQUIREMENTS:
N/A
DESCRIPTION OF CHANGE NOTICE:
EXTEND CONTRACT | EXERCISE CONTRACT EXTENSION BEYOND LENGTH OF EXPIRATION DATE
EXPIRATION DATE OPTION YEAR(S) CONTRACT OPTION YEARS | OPTION/EXTENSION AFTER CHANGE
[JNo []Yes ] []
VALUE/COST OF CHANGE NOTICE: ESTIMATED REVISED AGGREGATE CONTRACT VALUE:
$0.00 $43,221,173.49

Effective September 15, 2014 this Contract is amended per the attached Statement of Works and the
Authorized Change Requests #203 and #289 to utilize $1,272,006.00 of previously approved funding from
Table 4: Recurring Hosting Costs (page 7 of attached tables) to Table 2: Works and Deliverables Cost/Payment
Schedule (pages 3-6 of attached tables). The items on Table 2 listed as “Pending New PO” were added to the
table and the value adds up to $1,272,006.00. Updated cost tables reflecting the changes are attached (Tables
1, 2, and 4). All changes to the costs tables are italicized and in red. This change does not represent an
increase. This change represents a shifting of funds from one funding area to the other. Please note the buyer
has been changed to David Hatch. All other terms, conditions, specifications and pricing remain unchanged.
Per vendor and agency agreement and DTMB Procurement approval.
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Change Notice Number 1
Contract Number 071B3200143

FOR THE CONTRACTOR:

Deloitte & Touche LLP

FOR THE STATE:

Firm Name

Signature

Sharon Walenga-Maynard, Sourcing
Director

Authorized Agent Signature

Name/Title

DTMB Procurement

Authorized Agent (Print or Type)

Enter Name of Agency

Date

Rev 8/20/2012

Date



Table 1: Total 5 Years Cost Summary Table

Appendix A

Breakdown of Hardware and
Related Software Cost
(Total of Table 1 and 2 in
Appendix A)

State will provide cost from existing
State contracts.

Table 2

Work and Deliverables Cost

$9,905,771.17
$11,177,777.17

For BAFO purposes, we have
considered a cost reduction of
$143,795. This is a reduction in IBM
IAM software licensing cost, and
Experian Identity Proofing cost.

The estimated cost associated with
the inclusion of following software
licenses and new requirements is
$382,620 which is an investment by
Deloitte & Touche LLP. These
additional products and services
which Deloitte & Touche LLP is
providing to the State reflects no
additional cost to the State of
Michigan.

e |BM Tivoli Key Lifecycle
Manager (TKLM) and IBM Tivoli
Directory Server software

e Deploying one (1) instance of
TKLM for certificate
management

¢ Integrating the eight (8) Active
Directory (AD) forests.

Note: Removed software licensing
cost for IBM and Experian Identity
proofing from table. The State will
directly procure IBM IAM software
from IBM.

Note: See Table 2 for changes
incorporated under Change Notice
#1 that increased this amount by
$1,272.006.00..

Table 2b

Work and Deliverables
Cost/Payment Schedule for Risk-
Based Authentication Option

The cost associated with
implementing risk based
authentication (RBA) for five (5)
applications is estimated to be
$350,000.

This cost is not added to the overall
cost for the Table 1 (Total 5 Years
cost) and is considered as already
included in the overall pricing for
BAFO.

Table 2¢

Work and Deliverables / Captcha
Option

The cost associated with
implementing CAPTCHA for one (1)
use case is estimated to be $25,000.

This cost is not added to the overall
cost for the Table 1 (Total 5 Years
cost) and is considered as already
included in the overall pricing for
BAFO.

Table 3

Recurring Post-Implementation
Costs for Maintenance and
Support

$6,937,770.84

Table 4

Recurring Hosting Costs

$-3.798,518.00

For BAFO purposes, we have
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$2,526,513.00

included a cost reduction of
$197,280 on the recurring hosting
cost, submitted as part of the RFP
response.

Note: See Table 4 notes for
changes under Change Notice #1
that decreased this amount by
$1,272.006.00..

Recurring Operational Services

$2,577,360.00

For BAFO purposes, we have
included a cost reduction of

Table 5 Costs for dav to dav operations $201,054 on the Help desk cost,
y Y op submitted as part of the RFP
response.
Considered maximum two hundred
(200) new applications to be
Table 7 Operational Services Costs for $9,024,253.48 | integrated with MICAM solution (as
New Integrations specified in MICAM Appendix C
Migration and Integration Types)
from month 19 — 60 of the project.
;I'able 8, Row Experian Identity Proofing $360,000.00
Table 9 Training and Documentation )
Cost
We understand it will be at the State
Reserved Bank of Hours for of Michi.gan’s. direction that these
Table 10 $ 10,617,500 | costs will be incurred. We

Future Projects Cost

understand this may represent $0
as it is all optional.

Total 5 Years Cost

$43,221,173.49

For BAFO purposes, the total
savings to the State is
$1,299,749.00. Itis categorized as:

e $542,129.48 cost reduction on
the cost submitted as part of the
RFP response

This cost reduction is depicted in
the overall cost for the Table 1
(Total 5 Years cost).

e $757,619.52 cost for new
products and services that we
will offer to the State of Michigan
at no additional cost. This cost is
not added to the overall cost for
the Table 1 (Total 5 Years cost)
and is considered as already
included in the overall pricing for
BAFO.

Note:

1. Updated Table 2 to drop the cost
associated with procurement of IBM
IAM and Experian Identity proofing
software

2. Added Table 8 to reflect software
cost for Experian Identity proofing.

Table 2: Work and Deliverables Cost/Payment Schedule
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Initiation and

. $ $ $
Planning
11 Project Planning 04/28/2014 | FY14 $ 151,909.80 $ 15,190.98 $136,718.82 | Original PO #
084N3205312
1.2 | General Timeline  [04/28/2014 | FY14 $37,977.45 $3,797.75 $34,179.70  |Original PO #
084N3205312
1.3 | Confirm 05/07/2014 | FY14 $ 230,475.96 $ 23,047.60 $207,428.36 | Original PO #
Infrastructure 084N3205312
Initiation and Planning $420,363.21 $42,036.33 $378,326.88
Total
Phase 1 MICAM $ $ $
1. Requirements 03/25/2014 | FY14 $ 240,390.30 $ 24,039.03 $216,351.27 | Original PO #
Definition 084N3205312
2. Requirements 05/07/2014 | FY14 $117,000.00 $11,700.00 $105,300.00 | Original PO #
Definition (MiPage, 084N3205312
myHealthButton,
and Member Portal)
3. Functional Design [ 05/27/2014 | FY14 $ 240,390.30 $24,039.03 $216,351.27 |Original PO #
084N3205312
4. Functional Design [ 06/26/2014 | FY14 $117,000.00 $11,700.00 $105,300.00 | Pending New
(MiPage, PO
myHealthButton,
and Member Portal)
5. Construction and 06/06/2014 | FY14 $ 240,390.30 $ 24,039.03 $216,351.27 | Original PO #
Testing Plan 084N3205312
6. Environment Original PO #
Installation and 084N3205312
Plan
7. Sandbox | 12/12/2014 | EY15 $144,234.18 $14,423.42 $129,810.76 Original PO #
Environment 084N3205312
8. Development | g5/22/2014 | FY14 $144,234.18 $14,423.42 $129,810.76 Original PO #
Environment 084N3205312
9. Staging | g7/14/2014 | FY14 $192,312.24 $19,231.22 $173,081.02 | Original PO #
Environment 084N3205312
10. | System Testing— | 7/03/2014 | FY14 $120,195.15 $-12,019.52 $108.175.63 | Original PO #
foundation part 1* $3,195.15 $319.52 $2,87563  |084N3205312
11. | System Testing— | 07/03/2014 | FY14 $120,195.15 $12.019.52 $108,175.63 |Pending New
foundation part 2* $117,000.00 $11,700.00 $105,300.00 PO
12. | myHealthButton 08/21/2014 | FY14 $39,000.00 $3,900.00 $35,100.00 Pending New
User Acceptance PO
Testing
13. | myHealthButton 10/17/2014 | FY15 $39,000.00 $3,900.00 $35,100.00 | Pending New
Production Testing PO
14. | myHealthButton 10/30/2014 | FY15 $39,000.00 $3,900.00 $35,100.00 | Pending New
Production Cutover PO
15. | myHealthButton 02/09/2015 | FY15 $39,000.00 $3,900.00 $35,100.00 | Pending New
Post PO
Implementation
Evaluation Report
16. | Member Portal 08/21/2014 | FY14 $216,351.27 $21,635.13 $194,716.14 | Original PO #
User Acceptance 084N3205312
Testing**
17. | Member Portal 10/17/2014 | FY15 $86,540.51 $8,654.05 $77,886.46 | Original PO #
Production 084N3205312

Testing**
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18.

Member Portal

_ 10/30/2014 | FY15 $129,810.76 $12,981.08 $116,829.69 | Original PO #
Production 084N3205312
Cutover**

19. | Member Portal Post | 02/09/2015 | FY15 $120,195.15 $12,019.52 $108,175.63 | Original PO #
Implementation 084N3205312
Evaluation Report**

20. | MiPage User 08/21/2014 | FY14 $216,351.27 $21,635.13 $194,716.14 | Original PO #
Acce_ptance 084N3205312
Testing***

2L | MiPage Production | 10/17/2014 | FY15 $86,540.51 $8,654.05 $77,886.46 | Original PO #
Testing 084N3205312

22. | MiPage Production 110/30/2014 | FY15 $129,810.76 $12,981.08 $116,829.69 | Original PO #
Cutover** 084N3205312

23. | MiPage Post 02/09/2015 | FY15 $96,156.12 $9,615.61 $86,540.51 | Original PO #
Implementation 084N3205312
Evaluation
Report***

Phase 1 Total $2,403,903.00 $240.390-31 $2,163,512.69

$2,793,903.00 $279,390.32 $2,514,512.68
Phase 1 Extension $ $ $

24. | Status Report for 9/5/2014 | FY14 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 1 of PO
Extension

25. | Status Report for 9/12/2014 | FY14 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 2 of PO
Extension

26. | Status Report for 9/19/2014 | FY14 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 3 of PO
Extension

27. | Status Report for 9/26/2014 | FY14 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 4 of PO
Extension

28. | Status Report for 10/3/2014 | FY15 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 5 of PO
Extension

29. | Status Report for 10/10/2014 | FY15 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 6 of PO
Extension

30. | Status Report for 10/17/2014 | FY15 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 7 of PO
Extension

31. | Status Report for 10/24/2014 | FY15 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 8 of PO
Extension

32. | Status Report for 10/31/2014 | FY15 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 9 of PO
Extension

33. | Status Report for 11/7/2014 | FY15 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 10 of PO
Extension

34. | Status Report for 11/14/2014 | FY15 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 11 of PO
Extension

35. | Status Report for 11/21/2014 | FY15 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 12 of PO
Extension

36. | Status Report for 11/28/2014 | FY15 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 13 of PO
Extension

37. | Status Report for 12/5/2014 | FY15 $51,429.00 $5,142.9 $46,286.1 Pending New
Week 14 of

PO

Rev 8/20/2012




Extension

Phase 1 Extension

$720,006.00

$72,000.60

$648,005.40

Phase 1 - MICAM for
\Workers — QA and
PROD Build and
Configuration

Status Report for
Month 1 of MICAM for
\Workers Build and
Configuration

11/14/2014

FY15

$16,200.00

$1,620.00

$14,580.00

Pending New
PO

Status Report for
\Week 2 of MICAM for
\Workers Build and
Configuration

11/21/2014

FY15

$16,200.00

$1,620.00

$14,580.00

Pending New
PO

Status Report for
\Week 3 of MICAM for
\Workers Build and
Configuration

11/28/2014

FY15

$16,200.00

$1,620.00

$14,580.00

Pending New
PO

Status Report for
\Week 4 of MICAM for
\Workers Build and
Configuration

12/05/2014

FY15

$16,200.00

$1,620.00

$14,580.00

Pending New
PO

Status Report for
\Week 5 of MICAM for
\Workers Build and
Configuration

12/12/2014

FY15

$16,200.00

$1,620.00

$14,580.00

Pending New
PO

Status Report for
\Week 6 of MICAM for
\Workers Build and
Configuration

12/19/2014

FY15

$16,200.00

$1,620.00

$14,580.00

Pending New
PO

Status Report for
\Week 7 of MICAM for
\Workers Build and
Configuration

01/02/2015

FY15

$16,200.00

$1,620.00

$14,580.00

Pending New
PO

Status Report for
\Week 8 of MICAM for
\Workers Build and
Configuration

01/09/2015

FY15

$16,200.00

$1,620.00

$14,580.00

Pending New
PO

Status Report for
\Week 9 of MICAM for
\Workers Build and
Configuration

01/16/2015

FY15

$16,200.00

$1,620.00

$14,580.00

Pending New
PO

Status Report for
\Week 10 of MICAM
for Workers Build and
Configuration

01/23/2015

FY15

$16,200.00

$1,620.00

$14,580.00

Pending New
PO

MICAM for Workers — QA

$162,000.00

$16,200.00

$145,800.00

and PROD Build and
Configuration

Phase 2 Migrations
of Existing SSO $ $ $
Applications

Migrations in Table 6

$708,150.50" | $6,373,354.46

$ 7,081,504.96°

Phase 2 Migrations of
Existing SSO Applications
Total

‘ Initiation and Planning Total Cost ‘ $ 420,363.21 ‘ \
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Phase 1 Total Cost $2,403.903.00
$2,793,903.00
Phase 1 Extension Total Cost $720,006.00
Phase 1 MICAM for Workers Total Cost $162,000.00
Phase 2 Total Cost | $7,081,504.96

GRAND TOTAL | $9,905. 77117
$11,177,777.17

Payment on Final Acceptance
Initiation and Planning Holdback $ 42,036.33

Phase 1 Holdback $-240,390.-32

$ 279,390.30
Phase 1 Extension Holdback $72,000.60

Phase 1 MICAM for Workers Holdback $16,200.00
Phase 2 Holdback $ 708,150.50

1. The Holdback amount for Initiation and Planning will be paid to Contractor, in accordance with Section
1.602, on the State’s acceptance of all deliverables in the Initiation and Planning phase.

2. The Holdback amount for Phase 1 will be paid to Contractor, in accordance with Section 1.602, on the
State’s acceptance of all Deliverables in Phase 1.

3. The State will approve payments per application release/bundle migrated to MICAM, less the Holdback
amount.

4. The Holdback amount for Phase 2 will be paid to Contractor, in accordance with Section 1.602, on
acceptance of all Deliverables in Phase 2.

*. System Testing was split into two rows so the cumulative from these two rows adds up to the original amount.
It was split to place a portion on the current PO and a portion on the new PO.

**: BUYIN related deliverable and payment milestones have been re-factored to be used Member Portal

*** MiHIN related deliverable and payment milestones have been re-factored to be used MiPage
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Table 4: Recurring Hosting Cost

Hosting rate 1. Considers Hosting Services for
A. (Beginning after Phase 2. This table includes optional externally facing MICAM
years; depending upon the GO-Live date) solution for the initial contract
- term, i.e., 5 years and one time
One time cost=$ environment setup cost.
50,198 2. This contract did not utilize
Yearly cost = $ Deloitte’s hosting services it
749,664.00 utilized the State’s hosting

services. The $3,798,518.00 is
currently unused in this
allocation.
3. Under Change Notice #1 on
September 15, 2014 DCH is
. $-3.798 518.00 transferring $1,110,006.00 of
Total Recurring Cost 5 $ 2,526,513.00 funding from Table 4 and
utilizing it on Table 2 of the
contract for additional services
on Phase 1 and adding Phase
1 Extension. DCH is also
transferring $162,000.00 of
funding from Table 4 and
utilizing it on Table 2 for Phase
1 MICAM for Workers. The
total amount utilized from Table
4 is $1,272,006.00.
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GIViD

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:
MICAM Project Support Phase 1 CCN 06/26/14 — 02/09/2015
Requesting Department: Date:

Michigan Department of Community Health (MDCH) 09/04/14

DTMB Project Manager: Phone:

Andrey Verevko 517-241-1360

DCH Project Manager: Phone:

Tina Scott 517-241-5650

Brief Description of Services to be provided:

Permissable per approved change request CHG-2014-000203:Contract Change Notice (CCN) and Purchase Order (PO) to include
MiPage, myHealthButton (myHB) and myHealth Portal(myHP) applications to the Phase 1 of the Michigan Identity, Credential, and
Access Management (MICAM) project and toextend the Deloitte and MICAM team. PO time frame: 06/26/14 — 02/09/2015.

BACKGROUND:

The State of Michigan (SOM, State), through the Department of Technology, Management & Budget (DTMB),
and the Department of Community Health (DCH) has issued this Contract to provide Michigan with an
Enterprise solution for Identity, Credential and Access Management; Michigan Identity, Credential, and
Access Management (MICAM.)

The MICAM solution will enable user identity authentication, establishment, management and federation for
identified user types within the solutions below. The MICAM solution will support access management of
State of Michigan systems and services. The MICAM solution will also provide centralized administration and
synchronization of user identities to enable user provisioning and de-provisioning of identity and access for
state systems.

The project goal is to implement the MICAM solution architecture which offers a Single Sign-On (SSO)
solution and identity federation capabilities (IDFED) for managing identities for web-based applications and
other applications that can be exposed over the web. This MICAM solution will be the standard for the State
of Michigan and may be leveraged for new applications.

Phase 1 consists of:
o0 Implementation of architecture for the MICAM solution.
o0 Integrate MiPage application with the MICAM solution for Citizens (Self-Registration and Account
Creation).
0 Integrate myHealthButton and myHealthPortal applications that will be citizen facing with the
MiPage application and the MICAM solution.
= myHealthButton is a mobile application which provides information to Michigan Medicaid
beneficiaries.
= myHealthPortal is a web portal solution for Michigan Medicaid beneficiaries.

PROJECT OBJECTIVE:

To integrate the Michigan Identity, Credential, and Access Management (MICAM.) with two applications,
namely, MiPage, myHealthButton (myHB) and myHealth Portal(myHP) as the two pilots to be conducted in
Phase 1 of the MICAM project.

SCOPE OF WORK:
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Provide integration points between the MICAM system and the myHealthButton (myHB) and myHealthPortal
(myHP) .

TASKS:
Specific tasks include, but are not limited to:
e Analysing integration requirements
Designing integration points
Deploying Infrastructure to support the POC
Integration Testing
Acceptance Testing
Reporting

DELIVERABLES:

Deliverables will not be considered complete until both DCH and DTMB Project Managers has formally
accepted them. Deliverables for this project include:

Integrated functionality (round trip) between MICAM and myHealthButton (myHB)

Integrated functionality (round-trip) between MICAM and myHealth Portal(myHP)

Weekly Status Report of Activities.

Post Implementation Evaluation Reports

ACCEPTANCE CRITERIA:
Deliverables will not be considered complete until DTMB and MDCH Project Manager have formally accepted
them.

PROJECT CONTROL AND REPORTS:

A weekly progress report must be submitted to MDCH and DTMB Project Managers throughout the life of this
project. This report may be submitted with the billing invoice. Each weekly progress report must contain the
following at minimum:

e Hours: Indicate the number of hours expended during the past two weeks, and the cumulative total
to date for the project. Also state whether the remaining hours are sufficient to complete the project.

e Accomplishments: Indicate what was worked on and what was completed during the current
reporting period.

e Challenges: Describe any issues that may result in changes to the statement of work, deviations from
the project budget, or delays in the established time line.

e Funds: Indicate the amount of funds expended during the current reporting period, and the
cumulative total to date for the project.

SPECIFIC DEPARTMENT STANDARDS:
Agency standards, if any, in additon to DTMB standards.
None

PAYMENT SCHEDULE:

Payment will be made on a time and materials basis. DTMB will pay CONTRACTOR upon receipt of properly
completed invoices which shall be submitted to the billing address on the State issued purchase order not
more often than monthly. DTMB Contracts area will coordinate obtaining Agency Project Manager and DTMB
Project Manager approvals. All invoices should reflect actual work completed by payment date, and must be
approved by the Agency Project Manager and DTMB Project Manager prior to payment. The invoices shall
describe and document to the State’s satisfaction a description of the work performed the progress of the
project, and fees. When expenses are invoiced, receipts will need to be provided along with a detailed
breakdown of each type of expense.

Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of properly
completed invoices.

EXPENSES:
The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the State
Rev 8/20/2012



has agreed in advance and in writing to reimburse Contractor for such expenses at the State’s current travel
reimbursement rates.

PROJECT CONTACTS:
The designated DTMB Project Manager is:

Andrey Verevko

Client Service Director

Michigan Department of Technology Management and Budget (DTMB)
Agency Services — Department of Community Health (DCH)

300 East Michigan Avenue, Chandler Building

Lansing, Ml

Phone: 517-241-1360

Fax: 517-373-3720

VerevkoA@michigan.gov

The designated MDCH Project Manager is:

Tina Scott

Capitol Commons Building

400 S. Pine Street, Lansing, Ml 48910
Phone: 517-241-5650

E-mail: ScottT1@michigan.gov

STATE RESPONSIBILITIES:

The project manager will receive direction from DTMB and will be self-managed to execute project
deliverables.

DTMB and MDCH will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Consultants will work at the Chandler Plaza, 300 East Michigan Ave. in Lansing, Michigan.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:
Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am
to 5:00 pm are to be observed unless otherwise agreed to in writing.

No hours over 40 hrs. /week will be permitted without prior written approval of both Project Managers. Any
hours over 40 hrs. /week are paid at straight time, no premium pay will be authorized.
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" 'Change Request

A. - General Information

\ MDCH Data Hub Program -
Project 18/ Acronym: — MICAM Projact Dater o 410/2014
Controlling Agency: MDCH & DTMB Modification Date; A4f22/2104
. . Contral Number {from
Prepared by: I_DEerte Control Lag): CHG-2014-000203
Privacy Information

This document may contain information of a sensitive nature. This informatlon should not be given to
persons ather than those who are involved with this system/project or who will become involved duri ng

its lifecycle.
Change Control -
Revislon Date o -;Ii.t_xﬂmr Sectlon(s) Summary
_4f1t£2ﬂl-L ] Deloitte & Touche LLP All Inltial Draft
B = Requestor ,
4/22/2014 Deloitte & Touche LLE | information; | _Pdated per Initial Change Request Review
meeting,
Business impact
I E
Project Change Request 1of 10 PIM-0014 (Rey. 05/2012)

Rev 8/20/2012



B.  Requestor Information

Proposed Change Description and References

This s a Change Request (CR) to the Enterprise identity, Credential, and Access Management (MICAM)
Contract Number 07183200143 dated September 13, 2013, subject to the terms and conditions thereof,

The State of Michigan {"State”) has requested Deloltte & Touche LLP (“Deloitte & Touche”) to include
MiPage, myHealthButton {myHB) and Member Portal (MF) applications to the Phase 1 of the MICAM
Project, In addition, the State has requested Defoltte & Touche to extend the Deloftte & Touche MICANM
team to assist with deployment of the MICAM system in Production and Sandbox environments as per
the revised schedule, discussed between the State and Deloitte & Touche leadership in the meeting heid
between 3:00 — 3:30 prm ET an 4/4/2014. This CR Is written In response to the $tate's request and
defines the scope of work to be executed,

Impact of Not Implementing Proposed Change

Business Impact:
*  Inabifity to realize DTMB and DCH vislon of rolling out the MICAM with the State’s Cltlzen facing
Malble {i.e., MiPage and myHB) and Web [i.e. MP) applications In Phase 1,

* - Inability to realize DTMB and DCH vision of seeure and simplified user experience 1o State
provided services [ applications.

Technical Impact:
& Security functicnality in terms of authentication and authorization will continue to be carried
out at individual applications and not centralized into the MICAM solution.

= Enhanced citizen user experience through Single Sign-on {550) for the in-scope applications
cannot be realized.

Alternatives
Maone

C.  Initial Review Results of the Change Request

Carmen Redwine, Vik Bansal, and Joe

Initial Review Date:  4/11/2014 Assigned to: old

B Approve for Impact Analysis

[] Reject
] Dpefer until:
Reason:

Project Change Request 20of10 FRARA-0014 (Rey, 05/2012)
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D.

Initial Impact Analysis

Baselines Affected

L

Cost: The scope of the services described In this CR will be provided on a "Fixed Fee” (FF)
services, We have estimated professional services fees of $1,110,006.00. The cost assoclated
with each of these services is specified below:

o Application Integration: % 390,000.00

o MICAM Phase 1 Extension: 5720,006.00

Wote: The cost for myHealthButton and MiPage integrations is adjusted against the original
WAIHIN and BUYIN integrations.

This price Is separate and distlnct from the original Deliverable and Milestone price list, The CR
status will be tracked via weekly status reports, reviewed with the State Project Manager for
scope, schedule, resources, and forecast. The professional services fees will be invoiced to State

Conflguration

o Execution of this CR will add new services and configurations into the proposed phase 1
WHCAM solution

o The In-scope applications may require configuration changes on the application side to
facilitate the Integration with MICAM

Configuration items Affected

MICAN for Citizens
MICAM for Workers

Cost/Schedule Impact Analysis Required? B Yes ] we

Impact on Cost

$1,110,006.00

Impact on Schedule

Services will commence upan approval of change request and continue till the implementation of
MICAM Phase 1.

Project Change Request Faf 10 PIM-0014 (Rev. 05/2013)
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Figure 1: MICAN Phase 1 timelines

Impact on Resources

Delaitte & Touche will extend the existing team and onboard additional resource to assist with the
deployment and application integration activities identified in the scope of this CR.

Final Review Results

Review Date:
Classification: £ High [} Medium [] Low

E. l_rnpact Analysis Results
Speciflc Requirements Definition

*  Build and Configure Preduction and Sandbox environments are par the revised timellnes

*+  Integrate MICAM with following application for Single Sign-on (550) functionality

Project Change Request 4 of 10 PMM-0014 (Rev. 05/2012)
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a  myHealthButton
o Member Portal
& Implement identity Proofing for MICAM for Citizens Only
+  Far MICAM Integration with MiPage, the followlng short term reguirerments are considered in

scope of this CR.
o Provide MiPage user {who already has MICAM login) with the ability to access multiple
secure mobile web applications while only logging in once.

o Provide MiPage user with the ability to register for an account via the weh.

Provide MiPage user (who already has MICAM login) with the abillity to access multiple
secure mobile web and downloadable applications while only logging In once.

Final Recommendation

Approve Change Raquest.

F. Approval Information

Governance Body: Include all accountablefimpacted key project stakeholdars,

Appraval Signatures
HI.ITIE T Pate

| Cynthia Green Edwards o e L

Karen Parkir u '-'-2.51:‘1.4'

-2y

Anclre, |iev e e r-—zq-tiy

Cnevers Redunni 22 o __,%dc;igfﬁqu

IH P S'fﬁ_f}i'ﬁfﬂ L ) |FaSiy
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Appendices:

Appendix A: Assumptions

The assumptions and State responsibilities listed in the original MICAM (SOW) are applicable to this
Change Request as well. Additionally, it is assurned that:

The CR status will be tracked via weakly status reports.

State Project Manager and Deloltte & Touche Project Manager will meet on a weekly basis to
review the progress and adjust the scope and timeline as required,

State is responsibie for completing reqguired documentation for satisfying internal processes
such as requests for - Enterprise Architecture Solution Assessment (EASA) and Infrastructure
Serviea Request (ISR) ete,

Delays or unavallabllity of State or Application team resources, acocess to varlous support teams,
hardware or software may affect the project timing and estimated cost.

State staff will be responsible for executing User Acceptance Testing [UAT) for the MICAM
system and with the integrated applications.

The Sandbex erwironment will be identical in hardware topology as Development and
Integration Environments.

For MICAM integration with MiPage, the following long term requirements are not considered
in scope of this CR.

o Provide MiPage user {who already has MICAM login) with the abHity to login to MiPage.
o Provide MIFage user with the ability to rogister for a MiPage account.
o Provide MiPage user with the ability to subscribe to an application using my MICAM
account. Applicatlons might have differing requirements of identity assurance,
User provisloning in myHealthButton and Member Portal Applications will be handled by the
Applicatlon Itself,
myHealthButton will be used by Citizens Only and Member Portal will be accessible by Citizens
and Workers.
Devlee ldentification is not In scope of this Change Reguest,
Multi Factor Authentleation (MFA) is not in scepe of this Change Request,
IBM Security Access Manager for Web (ISAM) integration with the applications in scope of this
CR will be limited to Web-hased applications only. Desktop/thick clients are not considered in-
scope for this CR.
I5A4M Integration with applications for SSO will be limited to coarse grained authorization only.
Target applications will be responsible for fine grained authorization,
State will make the in-scope applications available in Development, Qa/Staging, and Praduction
environments for integration. Any delays In availability of applications or required access will
Ienpact the integration schedule and will be addressed through a Cha nge Request.
The Application team is responslble for customizations and configuration changes required for
the in-scope target applications/systems to facilitate the Integration with MICAM.

Project Change Request G of 10 PiAM-0014 [Rev. 05/2012)
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¢ The session timeout functions such as inactivity, logout for in-scope applications will be
conflgured as per the approved MICAM foundatlonal requirements.

Project Change Request Tof 10 PRAM-D014 (Rev. 05/2012)
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GIViD

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:
MICAM Phase 1 - MICAM for Workers Build and Configuration CCN 06/26/14 — 02/09/2015
Requesting Department: Date:

Michigan Department of Community Health (MDCH) 07/03/14

DTMB Project Manager: Phone:

Carmen Redwine 517-241-2925

DCH Project Manager: Phone:

Tina Scott 517-241-5650

Brief Description of Services to be provided:

Permissable per approved change request CHG-2014-000289: AOC to PO from ITRAC C20140604-091046
to revise the payment milestone/deliverable dates for Michigan Identity, Credential, and Access Management
(MICAM) for Workers Build and Configuration (Quality Assurance and Production Environments) to after the
MICAM for Citizens go-live date of 10/30/2014 in Phase 1 of the Michigan Identity, Credential, and Access
Management (MICAM) project. PO time frame: 06/26/14 — 02/09/2015.

BACKGROUND:

The State of Michigan (SOM, State), through the Department of Technology, Management & Budget (DTMB),
and the Department of Community Health (DCH) has issued this Contract to provide Michigan with an
Enterprise solution for Identity, Credential and Access Management; Michigan Identity, Credential, and
Access Management (MICAM.)

The MICAM solution will enable user identity authentication, establishment, management and federation for
identified user types within the solutions below. The MICAM solution will support access management of
State of Michigan systems and services. The MICAM solution will also provide centralized administration and
synchronization of user identities to enable user provisioning and de-provisioning of identity and access for
state systems.

The project goal is to implement the MICAM solution architecture which offers a Single Sign-On (SSO)
solution and identity federation capabilities (IDFED) for managing identities for web-based applications and
other applications that can be exposed over the web. This MICAM solution will be the standard for the State
of Michigan and may be leveraged for new applications.

PROJECT OBJECTIVE:

In order to meet the MICAM for Citizens go-live date of 10/30/2014 we need to move the MICAM for Workers
Build and Configuration (Quality Assurance and Production Environments) to after the MICAM for Citizens go-
live date of 10/30/2014 in Phase 1 of the Michigan Identity, Credential, and Access Management (MICAM)
project.

SCOPE OF WORK:

Permissable per approved change request CHG-2014-000289, move MICAM for Workers Build and
Configuration (Quality Assurance and Production Environments) to after the MICAM for Citizens go-live date
of 10/30/2014 in Phase 1 of the Michigan Identity, Credential, and Access Management (MICAM) project.
Reduce the stabilation period from 12 to 4 weeks. Reduce the Sandbox Environment Build from 19 servers
(Full Configuration) to 8 servers (Barebones Configuration).
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TASKS:

Specific tasks include, but are not limited to:

Deploying MICAM for Workers Qualtiy Assurance/Staging Environment
Deploying MICAM for Workers Production Environment

Deploying MICAM for Workers and Citizens in the Sandbox Environment
Integration / User Acceptance Testing

DELIVERABLES:
Deliverables will not be considered complete until both DCH and DTMB Project Managers has formally
accepted them. Deliverables for this project include:

o Weekly Status Report of Activities

ACCEPTANCE CRITERIA:
Deliverables will not be considered complete until DTMB and MDCH Project Manager have formally accepted
them.

PROJECT CONTROL AND REPORTS:

A weekly progress report must be submitted to MDCH and DTMB Project Managers throughout the life of this
project. This report may be submitted with the billing invoice. Each weekly progress report must contain the
following at minimum:

e Accomplishments: Indicate what was worked on and what was completed during the current
reporting period.

e Challenges: Describe any issues that may result in changes to the statement of work, deviations from
the project budget, or delays in the established time line.

SPECIFIC DEPARTMENT STANDARDS:
Agency standards, if any, in additon to DTMB standards.
None

PAYMENT SCHEDULE:

Payment will be made on a time and materials basis. DTMB will pay CONTRACTOR upon receipt of properly
completed invoices which shall be submitted to the billing address on the State issued purchase order not
more often than monthly. DTMB Contracts area will coordinate obtaining Agency Project Manager and DTMB
Project Manager approvals. All invoices should reflect actual work completed by payment date, and must be
approved by the Agency Project Manager and DTMB Project Manager prior to payment. The invoices shall
describe and document to the State’s satisfaction a description of the work performed the progress of the
project, and fees. When expenses are invoiced, receipts will need to be provided along with a detailed
breakdown of each type of expense.

Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of properly
completed invoices.

EXPENSES:

The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the State
has agreed in advance and in writing to reimburse Contractor for such expenses at the State’s current travel
reimbursement rates.

PROJECT CONTACTS:
The designated DTMB Project Manager is:

Carmen Redwine

Client Service Director

Michigan Department of Technology Management and Budget (DTMB)
Agency Services — Department of Community Health (DCH)

300 East Michigan Avenue, Chandler Building

Lansing, Ml

Phone: 517-241-2925

Fax: 517-373-3720
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RedwineCl@michigan.gov

The designated MDCH Project Manager is:

Tina Scott

Capitol Commons Building

400 S. Pine Street, Lansing, MI 48910
Phone: 517-241-5650

E-mail: ScottT1@michigan.gov

STATE RESPONSIBILITIES:

The project manager will receive direction from DTMB and will be self-managed to execute project
deliverables.

DTMB and MDCH will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Consultants will work at the Chandler Plaza, 300 East Michigan Ave. in Lansing, Michigan.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:
Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am
to 5:00 pm are to be observed unless otherwise agreed to in writing.

No hours over 40 hrs. /week will be permitted without prior written approval of both Project Managers. Any
hours over 40 hrs. /week are paid at straight time, no premium pay will be authorized.
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' .| MDCH Data Hub Program .
Project ID/Acronym: _ MICAM Project Date: 6182014
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This document may contain information of 3 sensitive nature. This information should not be given to
persons other than those who are involved with this system/project or who will become involved during

its lifecycle.

Revislon Date Author Sectionis) Summary
6092014 Deloitte & Touche LLF | All initial Draft
Updated to refiect reduction due to reduced
G/18/2014 Deloitte & Touche LLF | All infrastructure for Sandbox infrastructure and
change in stabilization perlod.
Appendic A - Changed assumption to: A total of & servers
6/27/2014 Debbie Miros PP will be configured for the MICAM Sandbox
Assumptions h
erwironment.
Section E— Updated benefits to reflect estimated Stata
627 /2014 Debhiz Miros Impact Analysis | hosting savings due to the reduced
Results Benefits | infrastructure for Sandbox infrastructure,
Section E—
6/30/2014 Debbie Miros \mpact Analysis lf.luy:dha':::lintosl.:::ud: anby 10 months in FY2015
Results Benefits § savings.
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B. ~ Requestorinformation. -~ -
Proposed Change Description and References

This is a Change Request {CR) to the Enterprise ldentity, Credential, and Access Management (MICAM)
Contract Number 07183200143 dated September 13, 2013, subject to the terms and conditions thereof.

The State has reguested the Deloitte & Touche to implement the MICAM for Workers solution in
Production and Cuality Assurance (QA) environments after the initial rollout of MICAM for Citizens with
MiPage, myHealthButton, and myHealthPortal applications on 10/30/2014. The MICAM for Workers will
still be deployed in phase 1 as per the revised schedule, discussed between the State and Deloitte &
Touche leadership in the meeting held between 4:00 - 5:00 pra ET on 06/06/2014 and subsequently on
06/17,/2014,

Additionally, the State has requested Deloitte & Touche to reduce the phase 1 stabilization period to be
4 weeks instead of initially planned 12 weeks, There is limited risk by reducing the stabilization period as
the MICAM team will still be available and building the Sandbox environment. The State has also agread
to reduction in infrastructure from 19 servers to 8 servers to be used for the Sandbox environment
build. This will enable an overall savings of 3 weeks of Sandbox environment build. There Is no risk to
MICAM functionality as the Sandbox environment purpose is limited to patch verification.

This CR is written in response to the State’s request and defines the scope of work to be executed.
impact of Not Implementing Proposed Change

Business Impact:

= Delay in ability to realize DTMB and DCH vision of rolling out the MICAM with the State’s Citizen
facing Mobile (i.e., MiPage and myHB} and Web (i.e. MP) applications in Phase 1.

s Inability to realize DTME and DCH vision of secure and simplified user experience to State
provided services [ applications.

Technical Impact:

»  Security functionality in terms of authentication and authorization will continue to be carried
out at individual applications and not centralized into the MICAM solution.

s Enhanced citizen user experience through Single Sign-on {550) for the in-scope applications
cannat be realized.

Alternatives
» Do not revise the deployment scheduls for MICAM for Workers and extend the MICAM team by
five (5) weeks for the MICAM for Citizens and Workers rollout on 12/5/2014.

The cost impact of proceading with this option is also same [i.e. $ 162,000.00) as for the
recommended approach of deploying the MICAM for workers after the initial roll out.

Project Change Reguest 2al& EMM-0014 (Rev, 05/2013)
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C. :_'-:"- Initial 'Réﬁéﬁ_ :I'_t_i_as'l_iﬂté of th_e'Ch'aFée?E_gguest s

Initial Review Date:  08/09/2014 Assigned to:  Debbie Miros, Vik Bansal, and Joe Qid
(<1 Approve for Impact Analysis
[] Reject
[C] Dpefer until:
Reason:

Baselines Affected

« Deloitte Cost: The scope of the services described in this CR will be provided on a “Fived Fee”
{FF] services. We have estimated professional services fees of £162,000.00. This price is
separate and distinct from the original Deliverable and Milastone price list. The CR status will be
tracked via weekly status reports, reviewed with the State Project Manager for scope, schedule,
resources, and forecast. The professional services fees will be imvoiced to State based on the
revisad cost breakdewn structure specified in Appendix B of this CR.

« Conflguration

o Execution of this CR will add new services and configurations into the proposed phase 1
MICAN solution

Configuration tems Affected

«  NICAM for Workers for QA and Production

s Sandbox Environment — Due to reduction in infrastructure
Cost/Schedule Impact Analysis Required? B ves [ ne
Impact on Cost
Deloitte Cost: $162,000.00

Impact on Schedule

specified below are the key points with respect to impact on schedule:

Project Change Request 3off PRAM-0014 (Rev, 05/2012)



Mo impact to planned rollout of 10/30/2014 for the MICAM for Citizens with MiPage,
myHealthButton, and myHealthPortal applications.

MICAM for Workers deployment in QA and Production environments will commence on
11/7/2014 and will be rolled out at a later date, i.e,, 1/23/2015, This date may be further revised

based on priorities set by DTMB or DCH.

stabilization period for Phase 1 will be 4 weeks instead of eriginally planned 12 weeks. The
stabilization period will start with rellout of MICAM for Citizens in production on 10/30 and will

conclude on 12,/3,/2014.

Mote: The revised schedule for MICAM for Workers takes into consideration deployment of
environments by extending additional team or adding additional resources and the State holidays for

Hovember, December, and January.

The graphic below depiets the revised schedule as proposed for this CR.

LTI 232004 10172004 15 2004
Regquiremients Construction & Canstruction & Consbructlon &
Complated far Tezst Complate Tesk Tesk
MICAM, MiPage few Development Comghete Complete
Buy-In, MIHIH Env Frod Enw Sandhox Env
52T 014
Dl 823 /5018
Complete Cormirustfen
For & Test
—MICAM, Complete 1102014
WiFage, far RS for Worker — 1302016
I 05taging QA enpironment Phise 1 amds

--Af13/300 - 513 104

(2

EfIfTuns u;:rm G0N SR EWRoL Mphfama &0 WE G e K S U TS Ui R I K 3 R AR L] Rafons
1L LTS
gfigfana BI2E 1014 12/3f 2014
Oesipn Complele  UAT Complets for b lzation period endé
[ow MICAM MAICAM anih
amd ryHES myHB f WP
Mol mbsest Portsd HiPage
SST 014 1030 H0A 1232015
Hegs Comphete MiPage ansd sy, BABCAM for Worker =
Bor BANCAR B pansher Parial FROD Enviroament
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rACAR Beflective OF
Anghysis To Data
Figure 1: MICAM Phase 1 —High Level Timeling
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Impact on Resources

Deloitte & Toucha will sither extend the existing team and or onboard additional resources for a period
of 10 weeks to assist with the deployment activities identified in the scope of this CR.

Final Review Results

Review Date:
Classification: B High (] Medium [ row

£ - Impact AnalysisResults ===~ - - === - =S T s
Specific Requirements Definition

«  Build and configure MICAM for Workers as per the revised timelines QA and Production
gnvironments

s Test the configuration of the MICAM for Workers in the QA and Production environments

s Provide the stabilizatlon support as per the revised timelines

s The State will reduce infrastructure to be used for the Sandbox enviranment build

Benefits

« State Hosting Cost Savings:
The table below shows the estimated savings:

Numberof |
Servers _

FY2015 FY2016 FyY2017 rF‘l’iﬂiS 5 ¥EAR TOTAL

Original Sandbiox [$481,124.00 $606,216.24  [4636,527.05 — (5668,353.40 ~ - ls 24s8ad550 19 -

seakal e i wkei "lﬁl'l'lﬂ-l'l-ﬂ:s} ._; a——T by - = — - o T el —
Barebones $182,176.00  [$229,54176  (5241,01885  [253,065.73 5 942,24L60 |8
candbox
S owmonthsy b
;'sam_._.gs “= lspagoason - [$376,6748 - [$395,50B20 - ($41528361 % 148641429 |

~ = |10 months) - [(iZmonthsl - (12 months] ~ |1z montiE) [

e

Final Recommendation

s Recommendation is to approve the change reguast.

Praject Change Regquest Sofg PM-0014 [Rey, 05/2012)
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Governance Body: Include all accountable/impacted key project stakeholders.

Approval Signatures
-~ Name- - “signature “Date .
Cynthia Green Edwards See Emall Approval 06/30/14
Karen Parker See Email Approval 06/30/14
Tina Scott See Email Approval 06,3014
Linda Pung Sea Emall Approval 06,/30/14
Andrey Verevko Sep Email Approval 06,/30/14
Joe Old Soe Email Approval a7/01/14

Praject Change Request
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Appendices: - - - s

Appendix A: Assumptions - - - o

The assurmptions and State respansibilities listed in the original MICAM (SOW) are applicable to this
Change Request as well. Additionally, it is assumed that:

s The CR status will be tracked via weekly status reports.

s State Project Manager and Delfoitte & Touche Project Manager will meet on a weekly basis to
review the progress and adjust the scope and timeline as required.

» State is responsible for completing required documentation for satisfying internal processes
such as reguests for - Enterprise Architecture Solution Assessment {EAsA) for Sandbox and
Infractructure Service Request {I5R] etc.

s State is responsible to complete IMAC Process — Before App Load, i.e., server availability, server
permission, operational, and application firewall rules in MICAM for worker QA and PROD
environments and MICAM for Citizens and Workers in the Sandbox environment before
10/30/2014. Any delay in not meeting these dates will result in additional schedule and
potential cost impact.

«  Atotal of 8 servers will be configurad for the MICAM Sandbox environment.

State will be responsible for UAT testing for MICAM for Workers as per the revised timelines.
Delays or unavailability of State or Application team resources, access o various support teams,
hardware ar software may affect the project timing and estimated cost.
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