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Assumptions 
It is assumed that: 

1.  The State will establish a MICAM project steering committee to oversee the progress of the project. This 

steering committee will have representation from Contractor. Additionally, Contractor may conduct periodic 

quality reviews on the services being delivered and the State will corporate and participate in such reviews. 

1. Deloitte & Touche LLP will perform the services in accordance with the Statement on Standards for 

Consulting Services issued by the American Institute of Certified Public Accountants (AICPA), which will 

create no obligation on the State. We will provide our observations, advice, and recommendations. 

However, our services will not constitute an engagement to provide audit, compilation, review, or attestation 

services as described in the pronouncements on professional standards issued by the AICPA, and, 

therefore, we will not express an opinion or any other form of assurance with respect to the State’s system 

of internal control over financial reporting or its compliance with laws, regulations, or other matters. 

2. The State will provide access to relevant documents and pre-existing project requirements gathered 

developed by the State, templates and related material, other resources necessary for performing the 

services. The State will also provide all relevant hardware, software, licenses etc. and appropriate related 

setup/maintenance/support for developing project deliverables. 

3. The State is responsible for organizational communication of project goals and expectation management. In 

addition, the State is responsible for providing appropriate points of contact (for problem escalation, 

reporting etc.) in a timely manner. 

4.    Physical server maintenance for the State’s hosted MICAM will be provided by the State personnel. The 

State will perform all internal functions such as maintenance, patches identification, patch publication and 

upgrades to the operating systems and problem management of the physical hardware infrastructure (for 

example but not limited to, servers, operating system, storage area network, routers, networks, disks). 

5. The State is responsible for all customizations and configuration changes required on the target systems, 

authoritative sources and applications managed by MICAM to facilitate the integration with the MICAM 

solution i.e. ISIM and ISAM for user provisioning, access management, web single sign-on, and Federation 

single sign-on. 

6. It is assumed for auditing and reporting requirements, out of the box (OOTB) reports provided by ISIM and 

ISAM will be deployed. The project scope does not entail developing and deploying any custom reports for 

ISIM and ISAM, or any other MICAM components. 

7. Depending on the application architecture, the integration of a given application in scope of this project with 

ISAM for SSO may need modifications to its login mechanism. It is assumed that the State would be willing 

to customize/update the login mechanism as required to achieve the necessary integration. The State will 

provide appropriate application development/architecture staff for this purpose. 

8. ISAM integration with applications for SSO will be limited to coarse grained authorization only. Target 

applications will be responsible for fine grained authorization. Coarse grained authorization focuses on 

controlling access to URL/ Page level access. Fine grained authorization focuses on securing the 

underlying services and data.  Fine grained authorization is out of scope for this project. 

9. It is assumed that out-of-the-box functionality provided by the MICAM solution components are sufficient to 

meet the requirements for accessibility, auditing, reporting, self-service, and provisioning.  

10. Delays or unavailability of the State resources, access to various support teams, hardware or software may 

impact project timing and cost. 

11. The integration of MICAM (ISIM, ISAM, TDI, IBM DataPower and TFIM) with target backend applications 

may involve deployment of software components on the target applications. Additionally, configuration 
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and/or customization of target applications that may be required to facilitate the integration will be 

performed by the State. 

12. . Contractor will coordinate with the solution software provider to address defects caused by the product 

software or third party products, and such defects shall be outside of the post-implementation support but 

may be addressed via the change request process using the agreed upon rate card.  

13. The State will provide access to performance testing tools and sufficient licenses required to conduct 

performance (volume and stress) testing. Any application specific scripts that need to be developed for 

performing testing with the MICAM solution will be done by the State staff.  

14. The State staff will be responsible for executing the User Acceptance Testing (UAT) for the MICAM system.  

15. Software version control and Defect tracking software will be provided by the State for this project. 

16. The State will provide participants fully knowledgeable in the State’s policies and procedures for 

employees, contractors, vendors, job functions, job changes, new hires, termination, leave, reporting, audit, 

and compliance. 

17. The State will supply necessary sample data to be used to populate the non-production environments and 

to provide test data that represents production data. It is assumed that the data provided to Contractor will 

be free of any personally identifiable information (PII) or other sensitive data. 

18. Contractor will use the IBM IAM suite of products for implementing MICAM solution. As the State has an 

IBM Tivoli solution integrated with a number of existing applications, we have assumed that the State will 

provide/share the source code for existing connectors (OOTB or custom) along with any customizations 

(e.g. workflows, notifications etc.) that will be re-purposed/re-used with the new MICAM solution. 

19. At project initiation the supporting documentation from the existing IBM Tivoli, NetIQ, and Microsoft 

Forefront based IAM implementations to be provided to the project team. Required documentation includes, 

but is not limited to: 

− Technical design documentation 

− Use case documentation 

− Workflow documentation 

− Data flow documentation 

− Configuration documentation 

20. There are known limitations with IBM products as identified in the Voluntary Product Accessibility 

Templates (VPAT). Should a situation where the State’s accessibility requirements are not met due to 

product limitations, we will work with the State to perform an impact analysis. Contractor will present the 

limitations and findings to the State and cooperate with the State, IBM and the State’s external accessibility 

testing vendor in their efforts to find an acceptable alternative for the specific, inaccessible feature. 

However, Contractor is not responsible for the implementation and/or customization required for these 

acceptable alternatives. 

21. Rollout of functionality may require system/component downtime in a given MICAM environment, including 

the MICAM production environment. Contractor will coordinate with the State to determine the downtime 

requirements and coordinate rollout of these MICAM project phases and threads. 

22. In order to enable Federation SSO, the configuration changes will be required on both MICAM and other 

Identity and Access Management system (e.g. IAM for MIHIN for the application identified for Federation 

pilot) to enable and configure Identity federation, i.e., Federation SSO. Contractor will only be responsible 

for configuration changes on the MICAM solution. The State staff will be responsible for configuration 

changes on the other IAM systems and applications to enable Federation with MICAM solution. 
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23. For purposes of this project, the terms “audit” and “auditing” refer to the implemented system’s ability to 

track and record specified activities in a log or repository. It does not refer to any third-party 

recommendation on the capability of the design. 

24. For the purpose of this project, the terminology IBM Tivoli and IBM Security are used inter-changeably as 

IBM has rebranded the IBM Tivoli products to IBM Security in newer releases. 

25. Contractor’s scope does not include fixes to any pre-existing defects in integrated applications, existing 

infrastructure, and supporting components.  

26. For planning purposes, we have assumed that the Contractor’s Applications Management Process 

Manager (AM-PM) service management tool will be leveraged as a help desk ticketing system for the 

MICAM solution. Also, any Service Level Agreement (SLA) determined during project negotiation will be 

applicable from the point a formal ticket is submitted through this AM-PM System. 

27. For planning purposes, we have assumed the following hours of service for Help desk and Ongoing support 

activities 

− Hosted Platform Support : 24*7, 365 days/year 

− MICAM Solution Support: 8*5 with on call support for out of office hours and on weekend 

28. IBM Security Access manager for e-Business (SAM) will only provide coarse grained authorization for the 

applications in-scope of this project. 

29. The State of Michigan will upgrade the target’s software version (applications and related infrastructure 

components) if that is required to allow for OOTB integration with the MICAM solution components.  

30. Contractor is not responsible for any data cleansing associated with the proposed MICAM solution. 

Contractor is not responsible for confirming the proper data integrity and consistency of information 

extracted from the current systems and managed applications and platforms.  

31. For cost section, the cost specified in Table 5, i.e., Help desk cost, is based on the State of Michigan’s 

response during the RFP Question and Answers with respect to this RFP for the expected call volumes. 

However, during the monthly status reviews, both Contractor and State of Michigan will get an opportunity 

to review actual demand versus estimates and make recommendations for appropriate changes to Help 

Desk staffing requirements. Any change identified will be addressed through a change request. 

32. For planning purposes, we have considered that the Help desk support will be provided in English and 

Spanish only. If it is determined by the State of Michigan that Help desk support is also required in 

additional languages, then it will be addressed through a change request. 

33. For cost section, the cost specified in Table 6, i.e., Migrations of Existing SSO Applications Costs, 

considers the following 

a. Maximum one hundred ninety-five (195) applications to be migrated to MICAM (as specified in MICAM 
Appendix C Migration and Integration Types) from month 7 – 36 of the project. For planning purposes, 
we have considered the following number or less of applications to be migrated from the existing IBM 
Tivoli, NetIQ, and Microsoft Forefront IDM based solutions. 

i Existing IBM Tivoli based solution = 125 applications 

ii Existing NetIQ based solution = 35 applications 

iii Existing Microsoft Forefront IDM based solution = 35 applications 

b. Migration of application from month 7 – 24 of the project.  

i Month 7 - 12: 50 Tivoli based applications (Type A = 2, B = 2, C = 40, D = 2, E = 4) 

ii Month 13 - 18: 50 Tivoli based applications (Type A = 3, B = 3, C = 40, D = 3, E = 1) 

iii Month 19 - 24: 25 Tivoli based applications (Type A = 1, B = 1, C = 20, D = 1, E = 2) 
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iv Month 25 - 30: 35 NetIQ based applications (Type A = 2, B = 2, C = 25, D = 2, E = 4) 

v Month 31 - 36: 35 Microsoft Forefront IDM based applications (Type A = 2, B = 2, C = 25, D = 2, E 
= 4) 

c. The estimated cost is determined by using the estimated hours for different application types provided 
by the State of Michigan. However, before migration of applications as indicated in 48.b.i – 48.b.v 
above, these estimates will be reviewed for effort and cost. As applicable, the deviation in initially 
provided estimates and those determined during planning of every three (3) months, before the 
migration of applications, will be addressed through a change request (CR). 

34. For cost section, the cost specified in Table 7, i.e., Operational Services Costs for New Integrations, 

considers the following: 

a. Maximum two hundred (200) new applications to be integrated with MICAM (as specified in MICAM 
Appendix C Migration and Integration Types) from month 19 – 60 of the project. For planning purposes, 
we have considered the following number or less of applications to be integrated with the proposed 
MICAM solution. 

i Month 19 - 24: 25 applications (Type A = 5, B = 5, C = 5, D = 4, E = 4, F = 1, G= 1) 

ii Month 25 - 30: 15 applications (Type A = 3, B = 3, C = 3, D = 2, E = 2, F = 1, G= 1) 

iii Month 31 - 36: 15 applications (Type A = 3, B = 3, C = 3, D = 2, E = 2, F = 1, G= 1) 

iv Month 37 - 42: 35 applications (Type A = 6, B = 6, C = 7, D = 7, E = 6, F = 0, G= 3) 

v Month 43 - 48: 35 applications (Type A = 7, B = 7, C = 6, D = 6, E = 7, F = 2, G= 0) 

vi Month 49 - 54: 35 applications (Type A = 6, B = 6, C = 7, D = 7, E = 6, F = 0, G= 3) 

vii Month 55 - 60: 40 applications (Type A = 7, B = 7, C = 7, D = 7, E = 7, F = 2, G= 3) 

b. The estimated cost is determined by using the estimated hours for different application types provided 
by the State of Michigan. However, before onboarding new applications as indicated in 49.a.i – 49.a.vii 
above, these estimates will be reviewed for effort and cost. As applicable, the deviation in initially 
provided estimates and those determined during planning of every three (3) months, before the 
onboarding of new applications, will be addressed through a change request (CR). 

35. For planning purposes, we have considered total three (3) sessions of four (4) hours each in every three (3) 

month period for training the staff identified by the State of Michigan for conducting the User Acceptance 

Testing (UAT) of the MICAM solution. It is the State of Michigan’s responsibility to coordinate with its staff to 

make them available for these training sessions. These training will be focused on the MICAM solution to 

enable State of Michigan staff to perform UAT and does not include product related trainings. Contractor 

may provide additional MICAM solution training, IAM product training, or transition services, at the request 

of the State of Michigan, upon execution of a change request for these activities. 

36. The cost for IBM Tivoli Identity and Access Management (IAM) software specified in Cost section - Table 8, 

i.e., Licensing cost, considers that six (6) IBM Tivoli Federated Identity Manager Business Gateway (TFIM 

BG). The TFIM BG will be leveraged for Risk-Based Authentication (RBA) and depending on the number of 

applications, total users, and concurrent users requiring this capability the sizing will be reviewed for 

capacity and performance during the planning exercise, before integration of applications identified by the 

State of Michigan. As applicable, the deviation in initially provided sizing and those determined during 

planning, before the integration of applications, will be addressed through a change request (CR). 

37. For cost section, the estimation of hours by resource for Table 10, i.e., Reserved Bank of Hours for Future 

Projects Costs, is provided as a high level budgetary estimate as the scope and requirements are unknown 

at this time. Once we review the detailed scope and requirements for the work identified by the State of 

Michigan for “Future Projects” we will provide detailed estimates and staff leverage model to accomplish the 

tasks and deliverables. Any scope and/or budget impact for “Reserved Bank of Hours for Future Projects 

Costs” will be managed through a change request.  
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38. Any references to out-of-the-box or standard functionality provided by IBM and its IAM software refers to 

standard provided functionality within the product being referenced. For the purposes of this proposal, the 

following IBM functionality is considered out-of-the-box: 

 Configuration of the IBM product via its native configuration screens 

 Configuration of out-of-the-box IAM connectors for all ISIM integrations 

 Configuration of pre-built reports provided by IBM for Security Identity Manager (ISIM) and Security 
Access Manager for e-Business (ISAM) 

 Configuration of ISAM and WebSEAL for authentication and coarse authorization  

Any other types of modifications to ISIM, ISAM, IBM Tivoli Federated Identity Manager (TFIM), IBM Tivoli 
Directory Integrator (TDI), IBM Tivoli Directory Server (TDS), IBM DB2, or IBM DataPower are considered 
out of scope for Contractor’s services unless otherwise noted in this proposal. 

39. For planning purposes, we have assumed that phase 2, i.e., migration of existing applications, will only 

include the “As-Is functionality” migration of applications to the proposed MICAM solution. The proposed 

fee does not include any new functional or non-functional requirements to be added during the migration of 

applications to the proposed MICAM solution. If required by the State of Michigan, new functional and non-

functional requirements will be addressed through the change request. 

40. It is assumed that the State’s Active Directory (AD) Forests and Domains that will be leveraged for 

integration with ISAM has trust enabled between various AD forests and Domains. 

41. It is assumed that the userPrincipaiName attribute of the State’s Active Directory instance uses the default 

format. ISAM does not support using alternate user principal name (UPN) format with SPNEGO 

authentication. The default format for the userPrincipaiName attribute in Active Directory is 

user_shortname@domain, where "domain" is the Active Directory domain in which the user was created. 

Tivoli Access Manager SPNEGO authentication only supports the default format of the userPrincipaiName 

attribute as the Active Directory user identity. 

42. State will provide performance monitoring tools for the State hosted MICAM solution. 

43. Contractor may utilize software that is currently owned by or licensed to Contractor in connection with the 

performance of its services.  If the State would like Contractor to use other software, such software is to be 

acquired by and licensed to the State, with Contractor as a sub licensee for use in connection with the 

performance of its services to the Company at no cost to Contractor.  With respect to software that is 

owned or licensed to Contractor, if the State personnel will access or use such software, the State agrees 

to become a licensee in accordance with terms established by Contractor. 
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 POLICY 1310 Information Standards and Planning  
Issued January 6, 1997  
Information Standards  

Executive Branch Departments and Sub-Units shall obtain approval to acquire information processing studies, 
consultation contracts, resources and systems; design, implement and maintain automated information 
processing systems, installations and services; pay for the cost of these services, and report expenditures for 
State automated information processing systems, services and resources, all in conformance with DTMB 
procedures and directives.  
 
The purpose of the State telecommunication network is to facilitate information exchange in support of state 
government functions. These resources and value-added services are primarily intended to assist state 
employees in the performance of their assigned state government tasks. The State reserves the right to monitor 
and log all network activity, including E-mail, with or without notice, and therefore users should have no 
expectation of privacy in the use of these resources.  
 
Use of the state telecommunication infrastructure is a revocable privilege, requiring compliance and conformity 
with this acceptable use policy. Agencies must enforce this policy and inform their employees and contractors 
of this policy. Contractors who need and are granted access by the agency to the State network, are restricted 
to only those resources necessary to accomplish their contractual, legal or administratively assigned state 
government task.  
 
The Management and Budget Act, Public Act 431 of 1984, as amended, ' 203 Section 18.1203 of Public Act 
431 of 1984 as amended Executive Order Number 1994-15 (Statewide Telecommunications Consolidation) 
dated May 21, 1994.  

* * *
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