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This Hosted E-Discovery Solution Agreement (this “Agreement”) is between the State of Michigan (the “State”) and 
LDiscovery, LLC (“Contractor”), a Delaware limited liability company.  This Contract is effective on June 22, 2015 
(“Effective Date”), and unless earlier terminated, will expire three (3) years later on June 22, 2018 (the “Term”).  The State 
may renew this Contract for up to four (4) additional one (1) year periods. 

1. Definitions. 

“Accept” has the meaning set forth in Section 4.2(b). 

“Acceptance” has the meaning set forth in Section 4.2(b). 

“Action” has the meaning set forth in Section 13.1. 

“Actual Uptime” means the total minutes in the Service Period that the Hosted Services are Available. 

“Agreement” has the meaning set forth in the preamble. 

“Allegedly Infringing Features” has the meaning set forth in Section 13.3(b)(ii). 

“Authorized Users” means all Persons authorized by the State to access and use the Services through the State’s 

account under this Agreement, subject to the maximum number of users specified in the Statement of Work. 

“Availability” has the meaning set forth in Section 5(a). 

“Availability Requirement” has the meaning set forth in Section 5(a). 

“Available” has the meaning set forth in Section 5(a). 

“Business Day” means a day other than a Saturday, Sunday or State Holiday. 

“Change Notice” has the meaning set forth in Section 2.2. 

“Code” has the meaning set forth in Section 18. 

“Confidential Information” has the meaning set forth in Section 10.1. 

“Contractor” has the meaning set forth in the preamble. 

“Contractor Personnel” means all employees and agents of Contractor, all Subcontractors and all employees and 

agents of any Subcontractor, involved in the performance of Services.  

STATE OF MICHIGAN
CONTRACT TERMS 

Hosted E-Discovery Solution 
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“Contractor Security Officer” has the meaning set forth in Section 2.5(a). 

“Contractor Service Manager” has the meaning set forth in Section 2.5(a). 

“Contractor Systems” has the meaning set forth in Section 11.3. 

“Corrective Action Plan” has the meaning set forth in Section 6.6. 

“Critical Service Error” has the meaning set forth in Section 6.4(a). 

“Documentation” means all generally available documentation relating to the Services, including all user manuals, 

operating manuals and other instructions, specifications, documents and materials, in any form or media, that describe 

any component, feature, requirement or other aspect of the Services, including any functionality, testing, operation or use 

thereof. 

“DR Plan” has the meaning set forth in Section 12.3(a). 

“Effective Date” has the meaning set forth in the preamble. 

“Exceptions” has the meaning set forth in Section 5.2. 

“Fees” has the meaning set forth in Section 8.1. 

“Force Majeure Event” has the meaning set forth in Section 17.1. 

“Harmful Code” means any software, hardware or other technologies, devices or means, the purpose or effect of 

which is to: (a) permit unauthorized access to, or to destroy, disrupt, disable, distort, or otherwise harm or impede in any 

manner, any (i) computer, software, firmware, hardware, system or network, or (ii) any application or function of any of the 

foregoing or the integrity, use or operation of any data Processed thereby; or (b) prevent the State or any Authorized User 

from accessing or using the Services or Contractor Systems as intended by this Agreement, and includes any virus, bug, 

trojan horse, worm, backdoor or other malicious computer code and any time bomb or drop dead device. 

“High Service Error” has the meaning set forth in Section 6.4(a). 

“HIPAA” has the meaning set forth in Section 9.1. 

“Hosted Services” has the meaning set forth in Section 2.1(a). 

“Intellectual Property Rights” means any and all rights comprising or relating to: (a) patents, patent disclosures and 

inventions (whether patentable or not); (b) trademarks, service marks, trade dress, trade names, logos, corporate names 

and domain names, together with all of the goodwill associated therewith; (c) authorship rights, copyrights and 

copyrightable works (including computer programs) and rights in data and databases; (d) trade secrets, know-how and 

other confidential information; and (e) all other intellectual  property rights, in each case whether registered or 

unregistered and including all applications for, and renewals or extensions of, such rights, and all similar or equivalent 

rights or forms of protection provided by applicable Law in any jurisdiction throughout the world. 

“Key Personnel” means any Contractor Personnel identified as key personnel in this Agreement or any Statement of 

Work. 
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“Law” means any statute, law, ordinance, regulation, rule, code, order, constitution, treaty, common law, judgment, 

decree or other requirement or rule of any federal, state, local or foreign government or political subdivision thereof, or any 

arbitrator, court or tribunal of competent jurisdiction. 

“Loss” means all losses, damages, liabilities, deficiencies, claims, actions, judgments, settlements, interest, awards, 

penalties, fines, costs or expenses of whatever kind, including reasonable attorneys’ fees and the costs of enforcing any 

right to indemnification hereunder and the cost of pursuing any insurance providers.  “Losses” has a correlative meaning. 

 “Low Service Error” has the meaning set forth in Section 6.4(a). 

“Medium Service Error” has the meaning set forth in Section 6.4(a). 

“Person” means an individual, corporation, partnership, joint venture, limited liability company, governmental 

authority, unincorporated organization, trust, association or other entity. 

“Personal Health Information (PHI)” has the meaning set forth in Section 9.1. 

“Personally Identifiable Information (PII)” has the meaning set forth in Section 9.1. 

“Process” means to perform any operation or set of operations on any data, information, material, work, expression or 

other content, including to (a) collect, receive, input, upload, download, record, reproduce, store, organize, combine, log, 

catalog, cross-reference, manage, maintain, copy, adapt, alter, translate or make other improvements or derivative works, 

(b) process, retrieve, output,  consult, use, disseminate, transmit, submit, post, transfer, disclose or otherwise provide or 

make available, or (c) block, erase or destroy. “Processing” and “Processed” have correlative meanings. 

“Professional Services” means any and all professional services that Contractor provides to the State, including but 

not limited to general consultation services, project management services, discovery plan consultation, preservation 

services, data collection services, predictive coding services, and attorney document review assistance, at such times and 

locations as the State requests and pursuant to such rates and other terms as are set forth in the Statement of Work. 

“Reject” has the meaning set forth in Section 4.2(b). 

“Rejection” has the meaning set forth in Section 4.2(b). 

“Representatives” means a party’s employees, officers, directors, consultants, legal advisors and, with respect to 

Contractor, Contractor’s Subcontractors.  

“Resolve” has the meaning set forth in Section 6.4(b). 

“RFP” means the State’s request for proposal designed to solicit responses for Services under this Contract. 

“Scheduled Downtime” has the meaning set forth in Section 5.3. 

“Scheduled Uptime” means the total minutes in the Service Period. 

“Service Availability Credits” has the meaning set forth in Section 5.5(a). 
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“Service Error” means any failure of any Hosted Service to be Available or otherwise perform in accordance with this 

Agreement and the Specifications.  

“Service Level Credits” has the meaning set forth in Section 6.5. 

“Service Level Failure” means a failure to perform the Software Support Services fully in compliance with the 

Support Service Level Requirements.  

“Service Period” has the meaning set forth in Section 5(a). 

“Service Software” means any and all software applications and any third-party or other software, and all new 

versions, updates, revisions, improvements and modifications of the foregoing, that Contractor provides remote access to 

and use of as part of the Services.  

“Service Support Level Requirements” has the meaning set forth in Section 6.4. 

“Services” has the meaning set forth in Section 2.1. 

“Software Support Services” has the meaning set forth in Section 6. 

“Specifications” means the specifications for the Services set forth in the Statement of Work and, to the extent 

consistent with and not limiting of the foregoing, the Documentation.  

“State” has the meaning set forth in the preamble. 

“State Data” has the meaning set forth in Section 9.1. 

“State Modification” has the meaning set forth in Section 13.2(a). 

“State Service Manager” has the meaning set forth in Section 2.8. 

“State Systems” means the information technology infrastructure, including the computers, software, databases, 

electronic systems (including database management systems) and networks, of the State or any of its designees. 

“Statement of Work” sets forth the Services to be provided by Contractor under this Agreement, which is attached as 

Schedule A to this Agreement. 

“Subcontractor” means any entity that performs any Services under this Agreement and otherwise has the meaning 

set forth in Section 2.4(a). 

“Support Request” has the meaning set forth in Section 6.4(a). 

“Support Service Level Requirements” has the meaning set forth in Section 6.4. 

 “Term” has the meaning set forth in the preamble.  
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“Training Services” means training on all uses of the Service Software for which the State requests such training, at 

such times and locations as the State requests and pursuant to such rates and other terms as are set forth in the 

Statement of Work. 

“Transition Period” has the meaning set forth in Section 7.3. 

“Transition Responsibilities” has the meaning set forth in Section 7.3. 

“User Data” means any and all information reflecting the access or use of the Hosted Services by or on behalf of the 

State or any Authorized User, including any end user profile, visit, session, impression, click-through or click-stream data 

and any statistical or other analysis, information or data based on or derived from any of the foregoing. 

2. Services. 

2.1 Services.  Throughout the Term and at all times in connection with its actual or required performance under this 

Agreement, Contractor will, in accordance with all terms and conditions set forth in this Agreement and the Statement of 

Work, provide to the State and its Authorized Users the following services (“Services”): 

(a) the hosting, management and operation of the Service Software and other services for remote electronic 

access and use by the State and its Authorized Users (“Hosted Services”) as described in the Statement of Work, 

including all Specifications set forth in such Statement of Work; 

(b) the Software Support Services set forth in Section 6 of this Agreement; 

(c) the Professional Services set forth in the Statement of Work; 

(d) the Training Services set forth in the Statement of Work; and 

(e) any other services set forth in the Statement of Work. 

2.2 Change Notice.  Any modifications or changes to the Services will be effective only if and when memorialized in 

a mutually agreed written change notice (“Change Notice”) signed by both Parties, provided, however, that for any 

Services provided on a limited basis (for example, on a per user, server, CPU or named-user basis), the State may, at any 

time, increase or decrease the number of its licenses hereunder subject to a corresponding forward-going adjustment of 

the Fees to reflect these changes in accordance with the pricing set forth in the Statement of Work.  

2.3 Compliance With Laws.  Contractor must comply with all applicable Laws as they concern this Agreement, 

including by securing and maintaining all required and appropriate visas, work permits, business licenses and other 

documentation and clearances necessary for performance of the Services.  

2.4 Subcontracting. Contractor will not itself, and will not permit any Person to, subcontract any Services, in whole 

or in part, without the State’s prior written consent, which consent may be given or withheld in the State’s sole discretion.  

Without limiting the foregoing: 

(a) Contractor must ensure each Contractor subcontractor (including any subcontractor of a Contractor 

subcontractor, each, a “Subcontractor”) complies with all relevant terms of this Agreement, including all provisions 

relating to State Data or other Confidential Information of the State;  
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(b) the State’s consent to any such Subcontractor does not relieve Contractor of its representations, 

warranties or obligations under this Agreement;  

(c) Contractor will remain responsible and liable for any and all: (i) performance required hereunder, including 

the proper supervision, coordination and performance of the Services; and (ii) acts and omissions of each Subcontractor 

(including, such Subcontractor’s employees and agents, who, to the extent they are involved in providing any Services, 

are deemed Contractor Personnel) to the same extent as if such acts or omissions were by Contractor;  

(d) any noncompliance by any Subcontractor or its employees or agents with the provisions of this Agreement 

or the Statement of Work will constitute a breach by Contractor;  

(e) prior to the provision of Services by any Subcontractor, Contractor must obtain from each such proposed 

Subcontractor: 

(i) the identity of such Subcontractor and the location of all its data centers, if any, that will be used in 

Processing any State Data, which information Contractor shall promptly disclose to the State in 

writing; and 

(ii) a written confidentiality, restricted use, work-for-hire and intellectual property rights assignment 

agreement in form and substance acceptable to the State, giving the State rights at least equal to 

those set forth in Section 9 (State Data), Section 10 (Confidentiality), Section 11 (Security) and 

Section 12 (Redundancy, Data Backup and Disaster Recovery) and containing the Subcontractor’s 

acknowledgment of, and agreement to, the provisions of Section 2.5 (Contractor Personnel), a fully-

executed copy of which agreement Contractor will promptly provide to the State upon the State’s 

request. 

2.5 Contractor Personnel.  Contractor will: 

(a) subject to the prior written approval of the State, appoint: (i) a Contractor employee to serve as a primary 

contact with respect to the Services who will have the authority to act on behalf of Contractor in matters pertaining to the 

receipt and processing of Support Requests and the Software Support Services (the “Contractor Service Manager”); 

and (ii) a Contractor employee to respond to the State’s inquiries regarding the security of the Contractor Systems who 

has sufficient knowledge of the security of the Contractor Systems and the authority to act on behalf of Contractor in 

matters pertaining thereto (“Contractor Security Officer”); and (iii) other Key Personnel identified in the Statement of 

Work, who will be suitably skilled, experienced and qualified to perform the Services; 

(b) provide names and contact information for Contractor’s Key Personnel on Schedule B to this Agreement; 

(c) maintain the same Contractor Service Manager, Contractor Security Officer and other Key Personnel 

throughout the Term and such additional period, if any, as Contractor is required to perform the Services, except for 

changes in such personnel due to: (i) the State’s request pursuant to Section 2.5(d); or (ii) the death, disability, 

resignation or termination of such personnel or other circumstances outside Contractor’s reasonable control; and 

(d) upon the reasonable written request of the State, promptly replace any Key Personnel of Contractor. 

2.6 Management and Payment of Contractor Personnel.  Contractor is solely responsible for the payment of 

Contractor Personnel, including all fees, expenses and compensation to, by or on behalf of any Contractor Personnel and, 



CONTRACT #071B5500111  
 

7 

if applicable, the withholding of income taxes and payment and withholding of social security and other payroll taxes, 

unemployment insurance, workers’ compensation insurance payments and disability benefits.  Contractor will ensure that 

no Person who has been convicted of a felony or any misdemeanor involving, in any way, theft, fraud, or bribery provides 

any Services or has access to any State Data or other Confidential Information of the State.  If requested by the State, 

and at Contractor’s sole cost and expense, Contractor will conduct background checks on such Contractor Personnel, 

which background checks must comprise, at a minimum, a review of credit history, references and criminal record.  The 

scope of the background check is at the discretion of the State and the results shall be used solely to determine the 

eligibility of Contractor Personnel to access and process State Data.  Results of background checks will be returned to 

Contractor, and will be treated as Confidential Information.  All Contractor Personnel providing Professional Services to 

the State are subject to the Department of Attorney General Conflict Wall Policy, and at the sole discretion of the State, 

may be screened from participating in a particular matter. 

2.7 Time is of the Essence.  Contractor acknowledges and agrees that time is of the essence with respect to its 

obligations under this Agreement and that prompt and timely performance of all such obligations, including all timetables 

and other requirements of this Agreement and the Statement of Work, is strictly required. 

2.8 State Service Manager.  The State will appoint and, in its reasonable discretion, replace, a State employee to 

serve as the primary contact with respect to the Services who will have the authority to act on behalf of the State in 

matters pertaining to the Services, including the submission and processing of Support Requests (the “State Service 

Manager”). 

3. License Grant and Restrictions. 

3.1 License Grant.  Contractor hereby grants to the State, exercisable by and through its Authorized Users, a 

nonexclusive, royalty-free, irrevocable (except as provided herein) right and license during the Term and such additional 

periods, if any, as Contractor is required to perform Services under this Agreement or any Statement of Work, to: 

(a) access and use the Hosted Services, including in operation with other software, hardware, systems, 

networks and services, for the State’s business purposes, including for Processing State Data; 

(b) generate, print, copy, upload, download, store and otherwise Process all GUI, audio, visual, digital and 

other output, displays and other content as may result from any access to or use of the Services; 

(c) prepare, reproduce, print, download and use a reasonable number of copies of the Specifications and 

Documentation for any use of the Services under this Agreement; and 

(d) access and use the Services for all such non-production uses and applications as may be necessary or 

useful for the effective use of the Hosted Services hereunder, including for purposes of analysis, development, 

configuration, integration, testing, training, maintenance, support and repair, which access and use will be without charge 

and not included for any purpose in any calculation of the State’s or its Authorized Users’ use of the Services, including for 

purposes of assessing any Fees or other consideration payable to Contractor or determining any excess use of the 

Hosted Services as described in Section 3.3. 

3.2 License Restrictions.  The State will not: (a) rent, lease, lend, sell, sublicense, assign, distribute, publish, transfer 

or otherwise make the Hosted Services available to any third party, except as expressly permitted by this Agreement or in 
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the Statement of Work; or (b) use or authorize the use of the Services or Documentation in any manner or for any purpose 

that is unlawful under applicable Law. 

3.3 Use.  The State will pay Contractor the corresponding Fees set forth in the Statement of Work for all Authorized 

Users access and use of the Service Software.    

4. Service Preparation, Testing and Acceptance. 

4.1 Service Preparation.  Contractor will take all steps necessary to make the Services procured thereunder ready 

and available for the State’s use in accordance with the Statement of Work and this Agreement, including any applicable 

milestone date or dates set forth in such Statement of Work. 

4.2 Testing and Acceptance.  

(a) When Contractor notifies the State in writing that the Hosted Services are ready for use in a production 

environment, the State will have thirty (30) days (or such other period as may be agreed upon by the Parties in writing) 

from receipt of the notice to test the Hosted Services to determine whether they comply in all material respects with the 

requirements of this Agreement and the Specifications. 

(b) Upon completion of the State’s testing, the State will notify Contractor of its acceptance (“Accept” or 

“Acceptance”) or, if it has identified any noncompliance with the Specifications, rejection (“Reject” or “Rejection”) of the 

Hosted Services.  If the State Rejects the Hosted Services, the State will provide a written list of items that must be 

corrected.  On receipt of the State’s notice, Contractor will promptly commence, at no additional cost or charge to the 

State, all reasonable efforts to complete, as quickly as possible and in any event within twenty (20) days (or such other 

period as may be agreed upon by the Parties in writing) from receipt of the State’s notice, such necessary corrections, 

repairs and modifications to the Hosted Services to bring them into full compliance with the Specifications. 

(c) If any corrective measures are required under Section 4.2(b), upon completion of all such measures, 

Contractor will notify the State in writing and the process set forth in Section 4.2(a) and Section 4.2(b) will be repeated; 

provided that if the State determines that the Hosted Services, as revised, still do not comply in all material respects with 

the Specifications, the State may, in its sole discretion: 

(i) require the Contractor to repeat the correction, repair and modification process set forth in Section 

4.2(b) at no additional cost or charge to the State; or  

(ii) terminate this Agreement. 

(d) The parties will repeat the foregoing procedure until the State Accepts the Hosted Services or elects to 

terminate this Agreement as provided in Section 4.2(c)(ii) above. If the State terminates the Agreement, Contractor must 

refund to the State all sums previously paid to Contractor under the  Agreement within ten (10) Business Days of the 

State’s written notice of termination, and the State will be relieved of all obligations hereunder. 

5. Service Availability and Service Availability Credits. 

(a) Availability Requirement. Contractor will make the Hosted Services Available, as measured over the 

course of each calendar month during the Term and any additional periods during which Contractor does or is required to 

perform any Hosted Services (each such calendar month, a “Service Period”), at least 99.95% of the time, excluding only 
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the time the Hosted Services are not Available solely as a result of one or more Exceptions (the “Availability 

Requirement”).  “Available” means the Hosted Services are available and operable for access and use by the State and 

its Authorized Users over the Internet in material conformity with the Specifications.  “Availability” has a correlative 

meaning.  The Hosted Services are not considered Available in the event of a material performance degradation or 

inoperability of the Hosted Services, in whole or in part.  The Availability Requirement will be calculated for the Service 

Period as follows: (Actual Uptime – Total Minutes in Service Period Hosted Services are not Available Due to an 

Exception) ÷ (Scheduled Uptime  – Total Minutes in Service Period Hosted Services are not Available Due to an 

Exception) x 100 = Availability. 

5.2 Exceptions. No period of Hosted Service degradation or inoperability will be included in calculating Availability to 

the extent that such downtime or degradation is due to any of the following (“Exceptions”): 

(a) failures of the State’s or its Authorized Users’ internet connectivity;  

(b) Scheduled Downtime as set forth in Section 5.3. 

5.3 Scheduled Downtime. Contractor must notify the State at least twenty-four (24) hours in advance of all 

scheduled outages of the Hosted Services in whole or in part (“Scheduled Downtime”).  All such scheduled outages will, 

generally, run once a month from approximately 10:00 p.m. on a Saturday evening until approximately 6:00 a.m., Eastern 

Time, the following Sunday morning, although additional outages may be required from time-to-time as deemed 

necessary.  Contractor will give the State two weeks’ notice of any additional scheduled maintenance that may be 

required. 

5.4 Service Availability Reports.  Within thirty (30) days after the end of each Service Period, Contractor will provide 

to the State a report describing the Availability and other performance of the Hosted Services during that calendar month 

as compared to the Availability Requirement and Specifications.  The report must be in electronic or such other form as 

the State may approve in writing and shall include, at a minimum: (a) the actual performance of the Hosted Services 

relative to the Availability Requirement and Specifications; and (b) if Hosted Service performance has failed in any respect 

to meet or exceed the Availability Requirement or Specifications during the reporting period, a description in sufficient 

detail to inform the State of the cause of such failure and the corrective actions the Contractor has taken and will take to 

ensure that the Availability Requirement and Specifications are fully met. 

5.5 Remedies for Service Availability Failures.  

(a) If the actual Availability of the Hosted Services is less than the Availability Requirement for any Service 

Period, such failure will constitute a Service Error for which Contractor will issue to the State the following credits on the 

Fees payable for Hosted Services provided during the Service Period (“Service Availability Credits”): 

 
Availability Credit of Fees  

≥99.95% None

<99.9% but ≥99.0% 15%

<99.0% but ≥95.0% 35%

<95.0% 75%
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(b) Any Service Availability Credits due under this Section 5.5 will be applied in accordance with Section 

8.10.  

(c) If the actual Availability of the Hosted Services is less than the Availability Requirement in any two (2) of 

four (4) consecutive Service Periods, then, in addition to all other remedies available to the State, the State may terminate 

this Agreement on written notice to Contractor with no liability, obligation or penalty to the State by reason of such 

termination. 

6. Support and Maintenance Services. Contractor will provide Hosted Service maintenance and support services 

(collectively, “Software Support Services”) in accordance with the provisions of this Section 6.  The Software Support 

Services are included in the Services, and Contractor may not assess any additional Fees, costs or charges for such 

Software Support Services. 

6.1 Support Service Responsibilities.  Contractor will:  

(a) correct all Service Errors in accordance with the Support Service Level Requirements, including by 

providing defect repair, programming corrections and remedial programming; 

(b) provide unlimited telephone support 24 hours a day, seven days a week; 

(c) provide unlimited online support 24 hours a day, seven days a week; 

(d) provide online access to technical support bulletins and other user support information and forums, to the 

full extent Contractor makes such resources available to its other customers; and 

(e) respond to and Resolve Support Requests as specified in this Section 6. 

6.2 Service Monitoring and Management.  Contractor will continuously monitor and manage the Hosted Services to 

optimize Availability that meets or exceeds the Availability Requirement. Such monitoring and management includes: 

(a) proactively monitoring on a twenty-four (24) hour by seven (7) day basis all Hosted Service functions, 

servers, firewall and other components of Hosted Service security;   

(b) if such monitoring identifies, or Contractor otherwise becomes aware of, any circumstance that is 

reasonably likely to threaten the Availability of the Hosted Service, taking all necessary and reasonable remedial 

measures to promptly eliminate such threat and ensure full Availability; and 

(c) if Contractor receives knowledge that the Hosted Service or any Hosted Service function or component is 

not Available (including by written notice from the State pursuant to the procedures set forth herein or in the Statement of 

Work): 

(i) confirming (or disconfirming) the outage by a direct check of the associated facility or facilities;  

(ii) if Contractor’s facility check in accordance with clause (i) above confirms a Hosted Service outage in 

whole or in part: (A) notifying the State in writing pursuant to the procedures set forth herein or in the 

Statement of Work that an outage has occurred, providing such details as may be available, including 

a Contractor trouble ticket number, if appropriate, and time of outage; and (B) working all problems 
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causing and caused by the outage until they are Resolved as Critical Service Errors in accordance 

with the Support Request Classification set forth in Section 6.4, or, if determined to be an internet 

provider problem, open a trouble ticket with the internet provider; and 

(iii) notifying the State that Contractor has fully corrected the outage and any related problems, along with 

any pertinent findings or action taken to close the trouble ticket. 

6.3 Service Maintenance.  Contractor will continuously maintain the Hosted Services to optimize Availability that 

meets or exceeds the Availability Requirement.  Such maintenance services include providing to the State and its 

Authorized Users: 

(a) all updates, bug fixes, enhancements, new releases, new versions and other improvements to the Hosted 

Services, including the Service Software, that Contractor provides at no additional charge to its other similarly situated 

customers; and 

(b) all such services and repairs as are required to maintain the Hosted Services or are ancillary, necessary or 

otherwise related to the State’s or its Authorized Users’ access to or use of the Hosted Services, so that the Hosted 

Services operate properly in accordance with this Agreement and the Specifications. 

6.4 Support Service Level Requirements.  Contractor will correct all Service Errors and respond to and Resolve all 

Support Requests in accordance with the required times and other terms and conditions set forth in this Section 6.4 

(“Support Service Level Requirements”), this Agreement and the Statement of Work.   

(a) Support Requests.  The State will classify its requests for Service Error corrections in accordance with the 

descriptions set forth in the chart below (each a “Support Request”).  The State Service Manager will notify Contractor of 

Support Requests by email, telephone or such other means as the parties may hereafter agree to in writing.   
 

Support Request Classification Description: 
Any Service Error Comprising or Causing any of the Following Events or 

Effects 
Critical Service Error  Issue affecting entire system or single critical production function; 

 System down or operating in materially degraded state; 
 Data integrity at risk; 
 Material financial impact; 
 Missing a production deadline; 
 Declared a Critical Support Request by the State; or 
 Widespread access interruptions. 

High Service Error  Primary component failure that materially impairs its performance; or 
 Data entry or access is materially impaired on a limited basis. 

Medium Service Error  Hosted Service is operating with minor issues that can be addressed with a 
work around. 

Low Service Error  Request for assistance, information, or services that are routine in nature. 

(b) Response and Resolution Time Service Levels. Response and Resolution times will be measured from the 

time Contractor receives a Support Request until the respective times Contractor has (i) responded to, in the case of 

response time and (ii) Resolved such Support Request, in the case of Resolution time.  “Resolve” (including “Resolved”, 

“Resolution” and correlative capitalized terms) means that, as to any Service Error, Contractor has provided the State the 

corresponding Service Error correction and the State has confirmed such correction and its acceptance thereof. 
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Contractor will respond to and Resolve all Service Errors within the following times based on the severity of the Service 

Error:  
 

Support Request 
Classification 

Service Level 
Metric 

(Required 
Response Time) 

Service Level 
Metric 

(Required 
Resolution Time) 

Service Level Credits 
(For Failure to 

Respond to any 
Support Request 

Within the 
Corresponding 
Response Time) 

Service Level Credits 
(For Failure to Resolve 
any Support Request 

Within the 
Corresponding 

Required Resolution 
Time) 

Critical Service 
Error 

One (1) hour  Three (3) hours  Five percent (5%) of 
the Fees for the month 
in which the initial 
Service Level Failure 
begins and five percent 
(5%) of such monthly 
Fees for each 
additional hour or 
portion thereof that the 
corresponding Service 
Error is not responded 
to within the required 
response time. 

Five percent (5%) of the 
Fees for the month in 
which the initial Service 
Level Failure begins and 
five percent (5%) of such 
monthly Fees for the first 
additional hour or portion 
thereof that the 
corresponding Service 
Error remains un-
Resolved, which amount 
will thereafter double for 
each additional one-hour 
increment. 

High Service Error One (1) hour Four (4) hours Three percent (3%) of 
the Fees for the month 
in which the initial 
Service Level Failure 
begins and three 
percent (3%) of such 
monthly Fees for each 
additional hour or 
portion thereof that the 
corresponding Service 
Error is not responded 
to within the required 
response time. 

Three percent (3%) of 
the Fees for the month in 
which the initial Service 
Level Failure begins and 
three percent (3%) of 
such monthly Fees for 
the first additional hour or 
portion thereof that the 
corresponding Service 
Error remains un-
Resolved, which amount 
will thereafter double for 
each additional one-hour 
increment. 

Medium Service 
Error 

Three (3) hours Eight (8) hours N/A N/A 

Low Service Error Three (3) hours Twelve (12) hours N/A N/A 

(c) Escalation.  With respect to any Critical Service Error Support Request, until such Support Request is 

Resolved, Contractor will escalate that Support Request within sixty (60) minutes of the receipt of such Support Request 

by the appropriate Contractor support personnel, including, as applicable, the Contractor Service Manager and 

Contractor’s management or engineering personnel, as appropriate, each of whom must be Key Personnel. 

6.5 Support Service Level Credits. Failure to achieve any of the Support Service Level Requirements for Critical 

Service Errors will constitute a Service Level Failure for which Contractor will issue to the State the corresponding service 

credits set forth in Section 6.4(b) (“Service Level Credits”) in accordance with Section 8.10.  

6.6 Corrective Action Plan.  If two or more Critical Service Errors occur in any thirty (30) day period during (a) the 

Term or (b) any additional periods during which Contractor does or is required to perform any Hosted Services, Contractor 
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will promptly investigate the root causes of these Service Errors and provide to the State within five (5) Business Days of 

its receipt of notice of the second such Support Request an analysis of such root causes and a proposed written 

corrective action plan for the State’s review, comment and approval, which, subject to and upon the State’s written 

approval, shall be a part of, and by this reference is incorporated in, this Agreement as the parties’ corrective action plan 

(the “Corrective Action Plan”).  The Corrective Action Plan must include, at a minimum: (a) Contractor’s commitment to 

the State to devote the appropriate time, skilled personnel, systems support and equipment and other resources 

necessary to Resolve and prevent any further occurrences of the Service Errors giving rise to such Support Requests; (b) 

a strategy for developing any programming, software updates, fixes, patches, etc. necessary to remedy, and prevent any 

further occurrences of, such Service Errors; and (c) time frames for implementing the Corrective Action Plan.  There will 

be no additional charge for Contractor’s preparation or implementation of the Corrective Action Plan in the time frames 

and manner set forth therein. 

7. Termination, Expiration and Transition. 

7.1 Termination for Cause.  In addition to any right of termination set forth elsewhere in this Agreement:  

(a) The State may terminate this Agreement for cause, in whole or in part, if Contractor, as determined by the 

State: (i) endangers the value, integrity, or security of State Systems or State Data; (ii) becomes insolvent, petitions for 

bankruptcy court proceedings, or has an involuntary bankruptcy proceeding filed against it by any creditor; or (iii) 

breaches any of its material duties or obligations under this Agreement.  Any reference to specific breaches being material 

breaches within this Agreement will not be construed to mean that other breaches are not material. 

(b) If the State terminates this Agreement under this Section 7.1, the State will issue a termination notice 

specifying whether Contractor must: (a) cease performance immediately, or (b) continue to perform for a specified period.  

If it is later determined that Contractor was not in breach of this Agreement, the termination will be deemed to have been a 

termination for convenience, effective as of the same date, and the rights and obligations of the parties will be limited to 

those provided in Section 7.2.   

(c) Contractor must promptly reimburse to the State any Fees prepaid by the State prorated to the date of 

such termination.  In addition, Contractor must pay all reasonable costs incurred by the State in terminating this 

Agreement for cause, including administrative costs, attorneys’ fees, court costs, transition costs, any costs the State 

incurs to procure the Services from other sources, and the difference between the Contractor’s pricing and a subsequent 

vendor (for the duration of the initial Term that would have continued but for the State’s termination). 

7.2 Termination for Convenience.  The State may immediately terminate this Agreement in whole or in part, without 

penalty and for any reason, including but not limited to, appropriation or budget shortfalls.  The termination notice will 

specify whether Contractor must: (a) cease performance immediately, or (b) continue to perform in accordance with 

Section 7.3.  If the State terminates this Agreement for convenience, the State will pay all reasonable costs, as 

determined by the State, for State approved Transition Responsibilities to the extent the funds are available. 

7.3 Transition Responsibilities.  Upon termination or expiration of this Agreement for any reason, Contractor must, 

for a period of time specified by the State (not to exceed 90 calendar days; the “Transition Period”), provide all 

reasonable transition assistance requested by the State, to allow for the expired or terminated portion of the Agreement to 

continue without interruption or adverse effect, and to facilitate the orderly transfer of the Services to the State or its 

designees.  Such transition assistance may include but is not limited to: (a) continuing to perform the Services at the 

established Statement of Work rates; (b) taking all reasonable and necessary measures to transition performance of the 
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work, including all applicable Services to the State or the State’s designee; (c) taking all necessary and appropriate steps, 

or such other action as the State may direct, to preserve, maintain, protect, or return to the State all State Data; and (d) 

preparing an accurate accounting from which the State and Contractor may reconcile all outstanding accounts 

(collectively, the “Transition Responsibilities”).  The Term of this Agreement is automatically extended through the end 

of the Transition Period. 

7.4 Effect of Termination.  Upon and after the termination or expiration of this Agreement for any or no reason:  

(a) Contractor will be obligated to perform all Transition Responsibilities specified in Section 7.3. 

(b) All licenses granted to Contractor in State Data will immediately and automatically also terminate.  

Contractor must promptly return to the State all State Data not required by Contractor for its Transition Responsibilities, if 

any. 

(c) Contractor will (i) return to the State all documents and tangible materials (and any copies) containing, 

reflecting, incorporating, or based on the State’s Confidential Information; (ii) permanently erase the State’s Confidential 

Information from its computer systems; and (iii) certify in writing to the State that it has complied with the requirements of 

this Section, in each case to the extent such materials are not required by Contractor for Transition Responsibilities, if 

any. 

(d) Notwithstanding any provisions of this Agreement or any Statement of Work to the contrary, upon the 

State’s termination of this Agreement for cause pursuant to Section 7.1, the State will have the right and option to 

continue to access and use the Services, in whole and in part, for a period not to exceed ninety (90) days from the 

effective date of such termination at a reduced rate of fifty (50%) off the applicable Fees set forth in the Statement of 

Work.  

7.5 Survival. The rights, obligations and conditions set forth in this Section 7.5 and Section 1 (Definitions), Section 

7.4 (Effect of Termination; Data Retention), Section 9 (State Data), Section 10 (Confidentiality), Section 11 (Security), 

Section 13.1 (Indemnification), Section 14 (Limitations of Liability), Section 15 (Representations and Warranties), 

Section 16 (Insurance) and Section 18 (Effect of Contractor Bankruptcy) and Section 19 (General Provisions), and any 

right, obligation or condition that, by its express terms or nature and context is intended to survive the termination or 

expiration of this Agreement, survives any such termination or expiration hereof. 

8. Fees and Expenses. 

8.1 Fees.  Subject to the terms and conditions of this Agreement and the Statement of Work, including the 

provisions of this Section 8, the State shall pay the fees set forth in the Statement of Work, subject to such increases and 

adjustments as may be permitted pursuant to Section 8.2 (“Fees”).  

8.2 Fees During Renewal Terms.  Contractor’s Fees are fixed during the Initial Term.  Contractor may increase 

Fees for any Renewal Term by providing written notice to the State at least sixty (60) calendar days prior to the 

commencement of such Renewal Term.  An increase of Fees in effect for the twelve (12) month period prior to any 

Renewal Term may not exceed three percent (3%) of the Fees effective during the immediately preceding twelve (12) 

month period of the Initial Term or Renewal Term.  No increase in Fees is effective unless made in compliance with the 

provisions of this Section 8.2. 
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8.3 Responsibility for Costs.  Contractor is responsible for all costs and expenses incurred in or incidental to the 

performance of Services, including all costs of any materials supplied by Contractor, all fees, fines, licenses, bonds, or 

taxes required of or imposed against Contractor, and all other of Contractor’s costs of doing business.   

8.4 Taxes.  The State is exempt from State sales tax for direct purchases and may be exempt from federal excise 

tax, if Services purchased under this Agreement are for the State’s exclusive use.  Notwithstanding the foregoing, all Fees 

are inclusive of taxes, and Contractor is responsible for all sales, use and excise taxes, and any other similar taxes, duties 

and charges of any kind imposed by any federal, state, or local governmental entity on any amounts payable by the State 

under this Agreement.  

8.5 Invoices.  Contractor will invoice the State for all Fees in electronic format, via such delivery means and to such 

address as are specified by the State in writing from time to time.   Each invoice must: (a) clearly identify the Agreement to 

which it relates, in such manner as is required by the State; (b) list each Fee item and Service Credit separately; (c) 

include sufficient detail for each line item to enable the State to verify the calculation thereof; (d) for Fees determined on a 

time and materials basis, report details of time taken to perform Services, and such other information as the State 

requires, on a per-individual basis; and (e) include such other information as may be required by the State as set forth in 

the Statement of Work. 

8.6 Payment Terms.  Invoices are due and payable by the State, in accordance with the State’s standard payment 

procedures as specified in 1984 PA 279, MCL 17.51, et seq., within forty-five (45) calendar days after receipt, provided 

the State determines that the invoice was properly rendered. 

8.7 State Audits of Contractor.   

(a) During the Term, and for three (3) years after, Contractor must maintain complete and accurate books and 

records regarding its business operations relevant to the calculation of Fees and any other information relevant to 

Contractor’s compliance with this Section 8.  During the Term, and for three (3) years after, upon the State’s request, 

Contractor must make such books and records and appropriate personnel, including all financial information, available 

during normal business hours for inspection and audit by the State or its authorized representative, provided that the 

State: (a) provides Contractor with at least fifteen (15) days prior notice of any audit, and (b) conducts or causes to be 

conducted such audit in a manner designed to minimize disruption of Contractor’s normal business operations. 

(b) The State may take copies and abstracts of materials audited.  The State will pay the cost of such audits 

unless an audit reveals an overbilling or over-reporting of five percent (5%) or more, in which case Contractor shall 

reimburse the State for the reasonable cost of the audit. Contractor must immediately upon written notice from the State 

pay the State the amount of any overpayment revealed by the audit, together with any reimbursement payable pursuant to 

the preceding sentence. 

8.8 Payment Does Not Imply Acceptance.  The making of any payment or payments by the State, or the receipt 

thereof by Contractor, will in no way affect the responsibility of Contractor to perform the Services in accordance with this 

Agreement, and will not imply the State’s Acceptance of any Services or the waiver of any warranties or requirements of 

this Agreement, including any right to Service Credits. 

8.9 Withhold Remedy.  In addition and cumulative to all other remedies in law, at equity and under this Agreement, if 

Contractor is in material default of its performance or other obligations under this Agreement or the Statement of Work 

and fails to cure the default within fifteen (15) days after receipt of the State’s written notice of default, the State may, 
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without waiving any other rights under this Agreement, elect to withhold from the payments due to Contractor under this 

Agreement during the period beginning with the sixteenth (16th) day after Contractor’s receipt of such notice of default, 

and ending on the date that the default has been cured to the reasonable satisfaction of the State, an amount that, in the 

State’s reasonable judgment, is in proportion to the magnitude of the default or the Service that Contractor is not 

providing.  Upon Contractor’s cure of the default, the State will cause the withheld payments to be paid to Contractor, 

without interest. Upon a final and binding legal determination that the State has withheld any payment in bad faith, such 

payment shall promptly be paid to Contractor. 

8.10 Availability and Support Service Level Credits.  Contractor acknowledges and agrees that each of the Service 

Availability Credits and Service Level Credits assessed pursuant to Section 5 and Section 6, respectively: (a) is a 

reasonable estimate of and compensation for the anticipated or actual harm to the State that may arise from the 

corresponding Service Error or Service Level Failure, which would be impossible or very difficult to accurately estimate; 

and (b) may, at the State’s option, be credited or set off against any Fees or other charges payable to Contractor under 

this Agreement or be payable to the State upon demand.  No Service Availability Credits, Service Level Credits, or 

combination thereof, for any Service Period may exceed the total amount of Fees that would be payable for that Service 

Period if the Services were fully provided in accordance with this Agreement and the Specifications. 

8.11 Right of Set-off.  Without prejudice to any other right or remedy it may have, the State reserves the right to set 

off at any time any amount then due and owing to it by Contractor against any amount payable by the State to Contractor 

under this Agreement. 

8.12 Support Not to be Withheld or Delayed.  Contractor may not withhold or delay any Hosted Services or Software 

Support Services or fail to perform any other Services or obligations hereunder by reason of: (a) the State’s good faith 

withholding of any payment or amount in accordance with this Section 8; or (b) any dispute whatsoever between the 

parties, including any payment or other dispute arising under or concerning this Agreement or any other agreement 

between the parties. 

9. State Data. 

9.1 Ownership.  The State’s data (“State Data,” which will be treated by Contractor as Confidential Information) 

includes: (a) User Data; and (b) the State’s data collected, used, processed, stored, or generated in connection with the 

Services, including but not limited to (i) personally identifiable information (“PII”) collected, used, processed, stored, or 

generated as the result of the Services, including, without limitation, any information that identifies an individual, such as 

an individual’s social security number or other government-issued identification number, date of birth, address, telephone 

number, biometric data, mother’s maiden name, email address, credit card information, or an individual’s name in 

combination with any other of the elements here listed; and (ii) personal health information (“PHI”) collected, used, 

processed, stored, or generated as the result of the Services, which is defined under the Health Insurance Portability and 

Accountability Act (“HIPAA”) and its related rules and regulations.  State Data is and will remain the sole and exclusive 

property of the State and all right, title, and interest in the same is reserved by the State.  This Section 9.1 survives 

termination or expiration of this Agreement. 

9.2 Contractor Use of State Data.  Contractor is provided a limited license to State Data for the sole and exclusive 

purpose of providing the Services, including a license to collect, process, store, generate, and display State Data only to 

the extent necessary in the provision of the Services.  Contractor must: (a) keep and maintain State Data in strict 

confidence, using such degree of care as is appropriate and consistent with its obligations as further described in this 

Agreement and applicable law to avoid unauthorized access, use, disclosure, or loss; (b) use and disclose State Data 
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solely and exclusively for the purpose of providing the Services, such use and disclosure being in accordance with this 

Agreement, the Statement of Work, and applicable law; and (c) not use, sell, rent, transfer, distribute, or otherwise 

disclose or make available State Data for Contractor’s own purposes or for the benefit of anyone other than the State 

without the State’s prior written consent.  This Section 9.2 survives termination or expiration of this Agreement. 

9.3 Extraction of State Data.  Contractor must, within five (5) Business Days of the State’s request, provide the 

State, without charge and without any conditions or contingencies whatsoever (including but not limited to the payment of 

any fees due to Contractor), an extract of State Data in the format specified by the State. 

9.4 Backup and Recovery of State Data.  Contractor will adhere to the backup and recovery requirements of 

Section 12. 

9.5 Discovery.  Contractor shall immediately notify the State upon receipt of any requests which in any way might 

reasonably require access to State Data or the State's use of the Hosted Services.  Contractor shall notify the State 

Service Manager by the fastest means available and also in writing.  In no event shall Contractor provide such notification 

more than twenty-four (24) hours after Contractor receives the request.  Contractor shall not respond to subpoenas, 

service of process, FOIA requests, and other legal requests related to the State without first notifying the State and 

obtaining the State’s prior approval of Contractor’s proposed responses.  Contractor agrees to provide its completed 

responses to the State with adequate time for State review, revision and approval. 

9.6 Loss of Data.  In the event of any act, error or omission, negligence, misconduct, or breach that compromises or 

is suspected to compromise the security, confidentiality, or integrity of State Data or the physical, technical, administrative, 

or organizational safeguards put in place by Contractor that relate to the protection of the security, confidentiality, or 

integrity of State Data, Contractor must, as applicable: (a) notify the State as soon as practicable but no later than twenty-

four (24) hours of becoming aware of such occurrence; (b) cooperate with the State in investigating the occurrence, 

including making available all relevant records, logs, files, data reporting, and other materials required to comply with 

applicable law or as otherwise required by the State; (c) in the case of PII or PHI, at the State’s sole election, (i) notify the 

affected individuals who comprise the PII or PHI as soon as practicable but no later than is required to comply with 

applicable law, or, in the absence of any legally required notification period, within five (5) calendar days of the 

occurrence; or (ii) reimburse the State for any costs in notifying the affected individuals; (d) in the case of PII, provide 

third-party credit and identity monitoring services to each of the affected individuals who comprise the PII for the period 

required to comply with applicable law, or, in the absence of any legally required monitoring services, for no less than 

twenty-four (24) months following the date of notification to such individuals; (e) perform or take any other actions required 

to comply with applicable law as a result of the occurrence; (f) pay for any costs associated with the occurrence, including 

but not limited to any costs incurred by the State in investigating and resolving the occurrence, including reasonable 

attorney’s fees associated with such investigation and resolution; (g) without limiting Contractor’s obligations of 

indemnification as further described in this Agreement, indemnify, defend, and hold harmless the State for any and all 

claims, including reasonable attorneys’ fees, costs, and incidental expenses, which may be suffered by, accrued against, 

charged to, or recoverable from the State in connection with the occurrence; (g) be responsible for recreating lost State 

Data in the manner and on the schedule set by the State without charge to the State; and (h) provide to the State a 

detailed plan within ten (10) calendar days of the occurrence describing the measures Contractor will undertake to prevent 

a future occurrence.  Notification to affected individuals, as described above, must comply with applicable Law, be written 

in plain language, not be tangentially used for any solicitation purposes, and contain, at a minimum: name and contact 

information of Contractor’s representative; a description of the nature of the loss; a list of the types of data involved; the 

known or approximate date of the loss; how such loss may affect the affected individual; what steps Contractor has taken 
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to protect the affected individual; what steps the affected individual can take to protect himself or herself; contact 

information for major credit card reporting agencies; and, information regarding the credit and identity monitoring services 

to be provided by Contractor.  The State will have the option to review and approve any notification sent to affected 

individuals prior to its delivery.  This Section 9.6 survives termination or expiration of this Agreement. 

9.7 HIPAA Compliance.  The State and Contractor must comply with all obligations under HIPAA and its 

accompanying regulations, including but not limited to entering into a business associate agreement, if reasonably 

necessary to keep the State and Contractor in compliance with HIPAA. 

10. Confidentiality. 

10.1 Meaning of Confidential Information.  The term “Confidential Information” means all information and 

documentation of a party that: (a) has been marked “confidential” or with words of similar meaning, at the time of 

disclosure by such party; (b) if disclosed orally or not marked “confidential” or with words of similar meaning, was 

subsequently summarized in writing by the disclosing party and marked “confidential” or with words of similar meaning; 

and, (c) should reasonably be recognized as confidential information of the disclosing party.  The term “Confidential 

Information” does not include any information or documentation that was or is: (a) in the possession of the State and 

subject to disclosure under the Michigan Freedom of Information Act (FOIA); (b) already in the possession of the receiving 

party without an obligation of confidentiality; (c) developed independently by the receiving party, as demonstrated by the 

receiving party, without violating the disclosing party’s proprietary rights; (d) obtained from a source other than the 

disclosing party without an obligation of confidentiality; or, (e) publicly available when received, or thereafter became 

publicly available (other than through any unauthorized disclosure by, through, or on behalf of, the receiving party).  

Notwithstanding the above, in all cases and for all matters, State Data is deemed to be Confidential Information. 

10.2 Obligation of Confidentiality.  The parties agree to hold all Confidential Information in strict confidence and not to 

copy, reproduce, sell, transfer, or otherwise dispose of, give or disclose such Confidential Information to third parties other 

than employees, agents, or subcontractors of a party who have a need to know in connection with this Agreement or to 

use such Confidential Information for any purposes whatsoever other than the performance of this Agreement.  The 

parties agree to advise and require their respective employees, agents, and subcontractors of their obligations to keep all 

Confidential Information confidential.  Disclosure to a Subcontractor is permissible where: (a) the Subcontractor has been 

approved by the State (b) the disclosure is necessary or otherwise naturally occurs in connection with work that is within 

the Subcontractor's responsibilities; and (c) Contractor obligates the Subcontractor in a written contract to maintain the 

State’s Confidential Information in confidence.  At the State’s request, any of the Contractor’s Representatives may be 

required to execute a separate agreement to be bound by the provisions of this Section 10.2. 

10.3 Cooperation to Prevent Disclosure of Confidential Information.  Each party must use its best efforts to assist the 

other party in identifying and preventing any unauthorized use or disclosure of any Confidential Information.  Without 

limiting the foregoing, each party must advise the other party immediately in the event either party learns or has reason to 

believe that any person who has had access to Confidential Information has violated or intends to violate the terms of this 

Agreement.  Each party will cooperate with the other party in seeking injunctive or other equitable relief against any such 

person. 

10.4 Remedies for Breach of Obligation of Confidentiality.  Each party acknowledges that breach of its obligation of 

confidentiality may give rise to irreparable injury to the other party, which damage may be inadequately compensable in 

the form of monetary damages.  Accordingly, a party may seek and obtain injunctive relief against the breach or 

threatened breach of the foregoing undertakings, in addition to any other legal remedies which may be available, to 
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include, in the case of the State, at the sole election of the State, the immediate termination, without liability to the State, 

of this Agreement or any Statement of Work corresponding to the breach or threatened breach. 

10.5 Surrender of Confidential Information upon Termination.  Upon termination or expiration of this Agreement or a 

Statement of Work, in whole or in part, each party must, within five (5) Business Days from the date of termination, return 

to the other party any and all Confidential Information received from the other party, or created or received by a party on 

behalf of the other party, which are in such party’s possession, custody, or control.  If Contractor or the State determine 

that the return of any Confidential Information is not feasible, such party must destroy the Confidential Information and 

certify the same in writing within five (5) Business Days from the date of termination to the other party 

11. Security. 

11.1 Protection of the State’s Confidential Information. Throughout the Term and at all times in connection with its 

actual or required performance of the Services hereunder, Contractor will:  

(a) maintain SSAE 16 SOC 2 Type 2 or ISO 27001 certification of hosted facilities, IT infrastructure security 

controls, and processes; 

(b) ensure that the Service Software is securely hosted, supported, administered, and accessed in a data 

center that resides in the continental United States, and minimally meets Uptime Institute Tier 3 standards 

(www.uptimeinstitute.com); 

(c) maintain and enforce an information security program including safety and physical and technical security 

policies and procedures with respect to its Processing of the State’s Confidential Information that comply with the 

requirements of this Contract and, to the extent such practices and standards are consistent with and not less protective 

than the foregoing requirements, are at least equal to applicable best industry practices and standards as recommended 

by the National Institute of Standards and Technology (NIST);  

(d) provide technical and organizational safeguards against accidental, unlawful or unauthorized access to or 

use, destruction, loss, alteration, disclosure, transfer, commingling or Processing of such information that ensure a level of 

security appropriate to the risks presented by the Processing of the State’s Confidential Information and the nature of 

such Confidential Information, consistent with best industry practice and standards.  

(e) take all reasonable measures to: 

(i) secure and defend all locations, equipment, systems and other materials and facilities employed in 

connection with the Services against “hackers” and others who may seek, without authorization, to 

disrupt, damage, modify, access or otherwise use Contractor Systems or the information found 

therein; 

(ii) prevent (A) the State and its Authorized Users from having access to the data of other customers or 

such other customer’s users of the Services; (B) the State’s Confidential Information from being 

commingled with or contaminated by the data of other customers or their users of the Services; and 

(C) unauthorized access to any the State’s Confidential Information; 

(f) continuously monitor its systems for potential areas where security could be breached.  
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11.2 Unauthorized Access.  Contractor may not access, and shall not permit any access to, State Systems, in whole 

or in part, whether through Contractor’s Systems or otherwise, without the State’s express prior written authorization.  

Such authorization may be revoked by the State in writing at any time in its sole discretion.  Any access to State Systems 

must be solely in accordance with this Agreement, and in no case exceed the scope of the State’s authorization pursuant 

to this Section 11.2.  All State-authorized connectivity or attempted connectivity to State Systems shall be only through 

the State’s security gateways and firewalls and in compliance with the State’s security policies as the same may be 

supplemented or amended by the State and provided to Contractor from time to time.  

11.3 Contractor Systems. Contractor will be solely responsible for the information technology infrastructure, including 

all computers, software, databases, electronic systems (including database management systems) and networks used by 

or for Contractor to access State Systems or otherwise in connection with the Services (“Contractor Systems”) and shall 

prevent unauthorized access to State Systems through the Contractor Systems.  

11.4 Security Audits.  During the Term, Contractor will: 

(a) maintain complete and accurate records relating to its data protection practices, IT security controls, and 

the security logs of any of the State’s Confidential Information, including any backup, disaster recovery or other policies, 

practices or procedures relating to the State’s Confidential Information and any other information relevant to its 

compliance with this Section 11;  

(b) upon the State’s request, make all such records, appropriate personnel and relevant materials available 

during normal business hours for inspection and audit by the State or an independent data security expert that is 

reasonably acceptable to Contractor, provided that the State: (i) gives Contractor at least five (5) Business Days prior 

notice of any such audit; (ii) undertakes such audit no more than once per calendar year, except for good cause shown; 

and (iii) conducts or causes to be conducted such audit in a manner designed to minimize disruption of Contractor’s 

normal business operations and that complies with the terms and conditions of all data confidentiality, ownership, privacy, 

security and restricted use provisions of this Agreement.  The State may, but is not obligated to, perform such security 

audits, which shall, at the State’s option and request, include penetration and security tests, of any and all Contractor 

Systems and their housing facilities and operating environments; and  

(c) if Contractor engages a third party auditor to perform a Statement on Standards for Attestation 

Engagements No. 16 (SSAE 16) audit of Contractor’s operations, information security program or disaster 

recovery/business continuity plan, Contractor will provide a copy of the audit report to the State within thirty (30) days after 

Contractor’s receipt of such report.  Any such audit reports will be recognized as Contractor’s Confidential Information.  

11.5 Nonexclusive Remedy for Security Breach.  Any failure of the Services to meet the requirements of this 

Agreement with respect to the security of any State Data or other Confidential Information of the State, including any 

related backup, disaster recovery or other policies, practices or procedures, is a material breach of this Agreement for 

which the State, at its option, may terminate this Agreement immediately upon written notice to Contractor without any 

notice or cure period, and Contractor must promptly reimburse to the State any Fees prepaid by the State prorated to the 

date of such termination. 

12. Redundancy, Data Backup and Disaster Recovery.  Contractor must, in accordance with the provisions of this 

Section 12, maintain or cause to be maintained disaster avoidance procedures designed to safeguard State Data and the 

State’s other Confidential Information, Contractor’s Processing capability and the availability of the Hosted Services, in 
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each case throughout the Term and at all times in connection with its actual or required performance of the Services 

hereunder. The force majeure provisions of Section 17.1 do not limit Contractor’s obligations under this Section 12. 

12.1 Redundant Hosting and Connectivity.  Contractor will simultaneously operate a mirror system at a location in the 

continental United States that is geographically remote from the primary system on which the Service Software and 

Hosted Services are hosted.  Except for its location, the mirror system must: (a) be identical in all respects to the primary 

system; (b) have hardware and software, network connectivity, power supplies, backup generators and other similar 

equipment and services that operate independently of the primary system; (c) have fully current backups of all State Data 

stored on the primary system; and (d) have the ability to provide the Hosted Services in accordance with this Agreement 

and the Specifications during the performance of routine and remedial maintenance or any outage or failure of the primary 

system.  Contractor will operate, monitor and maintain such mirror system so that it may be activated within five (5) hours 

of any failure of the Hosted Services to be Available. 

12.2 Data Backup.  Contractor will conduct, or cause to be conducted, daily back-ups of State Data and perform, or 

cause to be performed, other periodic back-ups of State Data on at least a weekly basis.  On written notice from the State, 

Contractor will provide the State with a copy of the backed up State Data in such format as the State reasonably requests.  

The State will reimburse Contractor for all media costs and shipping charges reasonably incurred in fulfilling the State’s 

requests for copies of backed up State Data. 

12.3 Disaster Recovery/Business Continuity. Throughout the Term and at all times in connection with its actual or 

required performance of the Services hereunder, Contractor will: 

(a) maintain a Business Continuity and Disaster Recovery Plan for the Hosted Services (the “DR Plan”), and 

implement such DR Plan in the event of any unplanned interruption of the Hosted Services.  Contractor’s current DR Plan, 

revision history, and any reports or summaries relating to past testing of or pursuant to the DR Plan constitutes Schedule 

C to this Contract, which is not attached for security purposes.  Contractor will notify the State of any material revisions to 

the DR Plan that may affect State Data and provide a copy of same within 5 Business Days of revision.  Contractor will 

actively test, review and update the DR Plan on at least an annual basis using industry best practices as guidance.  

Contractor will provide the State with copies of all such updates to the Plan within fifteen (15) days of its adoption by 

Contractor.  All updates to the DR Plan are subject to the requirements of this Section 12.3; and 

(b) provide the State with copies of all reports resulting from any testing of or pursuant to the DR Plan promptly 

after Contractor’s receipt or preparation.  If Contractor fails to reinstate all material Hosted Services within the periods of 

time set forth in the DR Plan, the State may, in addition to any other remedies available under this Agreement, in its sole 

discretion, immediately terminate this Agreement as a non-curable default under Section 7.1(a). 

13. Indemnification. 

13.1 General Indemnification.  Contractor must defend, indemnify and hold harmless the State, and the State’s 

agencies, departments, officers, directors, employees, agents, and contractors from and against all Losses arising out of 

or resulting from any third party claim, suit, action or proceeding (each, an “Action”) that does or is alleged to arise out of 

or result from:  

(a) the Contractor’s breach of any representation, warranty, covenant or obligation of Contractor under this 

Agreement (including, in the case of Contractor, any action or failure to act by any Contractor Personnel that, if taken or 

not taken by Contractor, would constitute such a breach by Contractor); or 
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(b) any negligence or more culpable act or omission (including recklessness or willful misconduct) in 

connection with the performance or nonperformance of any Services or other activity actually or required to be performed 

by or on behalf of, Contractor (including, in the case of Contractor, any Contractor Personnel) under this Agreement, 

provided that, to the extent that any Action or Losses described in this Section 13.1 arises out of, results from, or alleges 

a claim that any of the Services does or threatens to infringe, misappropriate or otherwise violate any Intellectual Property 

Rights or other rights of any third party, Contractor’s obligations with respect to such Action and Losses, if any, shall be 

subject to the terms and conditions of Section 13.2(a) through Section 13.2(b) and Section 13.3. 

13.2 Infringement Indemnification By Contractor.  Contractor must indemnify, defend and hold the State, and the 

State’s agencies, departments, officers, directors, employees, agents, and contractors harmless from and against all 

Losses arising out of or resulting from any Action that does or is alleged to arise out of or result from a claim that any of 

the Services, or the State’s or any Authorized User’s use thereof, actually does or threatens to infringe, misappropriate or 

otherwise violate any Intellectual Property Right or other right of a third party, provided however, that Contractor shall 

have no liability or obligation for any Action or Loss to the extent that such Action or Loss arises out of or results from any: 

(a) alteration or modification of the Hosted Services or Service Software by or on behalf of the State or any 

Authorized User without Contractor’s authorization (each, a “State Modification”), provided that no infringement, 

misappropriation or other violation of third party rights would have occurred without such State Modification and provided 

further that any alteration or modification made by or for Contractor at the State’s request shall not be excluded from 

Contractor’s indemnification obligations hereunder unless (i) such alteration or modification has been made pursuant to 

the State’s written specifications and (ii) the Hosted Services, as altered or modified in accordance with the State’s 

specifications, would not have violated such third party rights but for the manner in which the alteration or modification 

was implemented by or for Contractor; and 

(b) use of the Hosted Services by the State or an Authorized User pursuant to this Agreement in combination 

with any software or service not provided, authorized or approved by or on behalf of Contractor, if (i) no violation of third 

party rights would have occurred without such combination and (ii) such software or service is not commercially available 

and not standard in Contractor’s or the State’s industry and there are no Specifications, Documentation, or other materials 

indicating Contractor’s specification, authorization or approval of the use of the Hosted Services in combination therewith. 

13.3 Mitigation. 

(a) If Contractor receives or otherwise learns of any threat, warning or notice alleging that all, or any 

component or feature, of the Services violates a third party’s rights, Contractor must promptly notify the State of such fact 

in writing, and take all commercially reasonable actions necessary to ensure the State’s continued right to access and use 

such Services and otherwise protect the State from any Losses in connection therewith, including investigating such 

allegation and obtaining a credible opinion of counsel that it is without merit. 

(b) Subject to the exclusions set forth in clauses (a) and (b) of Section 13.2, if any of the Services or any 

component or feature thereof is ruled to infringe or otherwise violate the rights of any third party by any court of competent 

jurisdiction, or if any use of any Services or any component thereof is threatened to be enjoined, or is likely to be enjoined 

or otherwise the subject of an infringement or misappropriation claim, Contractor must, at Contractor’s sole cost and 

expense: 

(i) procure for the State the right to continue to access and use the Services to the full extent 

contemplated by this Agreement and the Specifications; or 



CONTRACT #071B5500111  
 

23 

(ii) modify or replace all components, features and operations of the Services that infringe or are alleged 

to infringe (“Allegedly Infringing Features”) to make the Services non-infringing while providing 

equally or more suitable features and functionality, which modified and replacement services shall 

constitute Services and be subject to the terms and conditions of this Agreement.  

(c) If neither of the remedies set forth in Section 13.3(b) is reasonably available with respect to the Allegedly 

Infringing Features then Contractor may direct the State to cease any use of any materials that have been enjoined or 

finally adjudicated as infringing, provided that Contractor will: 

(i) refund to the State any prepaid Fees for Services that have not been provided; and 

(ii) in any case, at its sole cost and expense, secure the right for the State to continue using the Allegedly 

Infringing Features for a transition period of up to six (6) months to allow the State to replace the 

affected Services or Allegedly Infringing Features without disruption. 

(d) The remedies set forth in this Section 13.3 are in addition to, and not in lieu of, all other remedies that may 

be available to the State under this Agreement or otherwise, including the State’s right to be indemnified pursuant to 

Section 13.1 and Section 13.2. 

13.4 Indemnification Procedure.  The State will notify Contractor in writing if indemnification is sought; however, 

failure to do so will not relieve Contractor, except to the extent that Contractor is materially prejudiced.  Contractor must, 

to the satisfaction of the State, demonstrate its financial ability to carry out these obligations.  The State is entitled to: (i) 

regular updates on proceeding status; (ii) participate in the defense of the proceeding; (iii) employ its own counsel; and to 

(iv) retain control of the defense, at its own expense, if the State deems necessary.  Contractor will not, without the State’s 

prior written consent (not to be unreasonably withheld), settle, compromise, or consent to the entry of any judgment in or 

otherwise seek to terminate any claim, action, or proceeding.  Any litigation activity on behalf of the State or any of its 

subdivisions, under this Section 13, must be coordinated with the Department of Attorney General.  An attorney 

designated to represent the State may not do so until approved by the Michigan Attorney General and appointed as a 

Special Assistant Attorney General. 

14. Limitations of Liability. 

(a) The State’s Disclaimer of Damages.  THE STATE WILL NOT BE LIABLE, REGARDLESS OF THE FORM 

OF ACTION, WHETHER IN CONTRACT, TORT, NEGLIGENCE, STRICT LIABILITY OR BY STATUTE OR 

OTHERWISE, FOR ANY CLAIM RELATED TO OR ARISING UNDER THIS AGREEMENT FOR CONSEQUENTIAL, 

INCIDENTAL, INDIRECT, OR SPECIAL DAMAGES, INCLUDING WITHOUT LIMITATION LOST PROFITS AND LOST 

BUSINESS OPPORTUNITIES. 

(b) The State’s Limitation of Liability.  IN NO EVENT WILL THE STATE’S AGGREGATE LIABILITY TO 

CONTRACTOR UNDER THIS AGREEMENT, REGARDLESS OF THE FORM OF ACTION, WHETHER IN CONTRACT, 

TORT, NEGLIGENCE, STRICT LIABILITY OR BY STATUTE OR OTHERWISE, FOR ANY CLAIM RELATED TO OR 

ARISING UNDER THIS AGREEMENT, EXCEED THE MAXIMUM AMOUNT OF FEES CHARGED TO THE STATE FOR 

SERVICES RENDERED. 

15. Contractor Representations and Warranties. 
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15.1 Authority and Bid Response.  Contractor represents and warrants to the State that: 

(a) it is duly organized, validly existing, and in good standing as a corporation or other entity as represented 

under this Agreement under the laws and regulations of its jurisdiction of incorporation, organization, or chartering; 

(b) it has the full right, power, and authority to enter into this Agreement, to grant the rights and licenses 

granted under this Agreement, and to perform its contractual obligations; 

(c) the execution of this Agreement by its Representative has been duly authorized by all necessary 

organizational action; 

(d) when executed and delivered by Contractor, this Agreement will constitute the legal, valid, and binding 

obligation of Contractor, enforceable against Contractor in accordance with its terms; 

(e) the prices proposed by Contractor were arrived at independently, without consultation, communication, or 

agreement with any other bidder for the purpose of restricting competition; the prices quoted were not knowingly disclosed 

by Contractor to any other bidder to the RFP; and no attempt was made by Contractor to induce any other Person to 

submit or not submit a proposal for the purpose of restricting competition;   

(f) all written information furnished to the State by or for Contractor in connection with this Agreement, 

including Contractor’s bid response to the RFP, is true, accurate, and complete, and contains no untrue statement of 

material fact or omits any material fact necessary to make the information not misleading; and 

(g) Contractor is not in material default or breach of any other contract or agreement that it may have with the 

State or any of its departments, commissions, boards, or agencies.  Contractor further represents and warrants that it has 

not been a party to any contract with the State or any of its departments that was terminated by the State within the 

previous five (5) years for the reason that Contractor failed to perform or otherwise breached an obligation of the contract. 

15.2 Software and Service Warranties. Contractor represents and warrants to the State that: 

(a) Contractor has, and throughout the Term and any additional periods during which Contractor does or is 

required to perform the Services will have, the unconditional and irrevocable right, power and authority, including all 

permits and licenses required, to provide the Services and grant and perform all rights and licenses granted or required to 

be granted by it under this Agreement;  

(b) neither Contractor’s grant of the rights or licenses hereunder nor its performance of any Services or other 

obligations under this Agreement does or at any time will: (i) conflict with or violate any applicable Law, including any Law 

relating to data privacy, data security or personal information; (ii) require the consent, approval or authorization of any 

governmental or regulatory authority or other third party; or (iii) require the provision of any payment or other consideration 

by the State or any Authorized User to any third party, and Contractor shall promptly notify the State in writing if it 

becomes aware of any change in any applicable Law that would preclude Contractor’s performance of its material 

obligations hereunder;  

(c) as accessed and used by the State or any Authorized User in accordance with this Agreement and the 

Specifications, the Hosted Services, Documentation and all other Services and materials provided by Contractor under 

this Agreement will not infringe, misappropriate or otherwise violate any Intellectual Property Right or other right of any 

third party;  
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(d)  there is no settled, pending or, to Contractor’s knowledge as of the Effective Date, threatened Action, and 

it has not received any written, oral or other notice of any Action (including in the form of any offer to obtain a license): (i) 

alleging that any access to or use of the Services or Service Software does or would infringe, misappropriate or otherwise 

violate any Intellectual Property Right of any third party; (ii) challenging Contractor’s ownership of, or right to use or 

license, any software or other materials used or required to be used in connection with the performance or receipt of the 

Services, or alleging any adverse right, title or interest with respect thereto; or (iii) that, if decided unfavorably to 

Contractor, would reasonably be expected to have an actual or potential adverse effect on its ability to perform the 

Services or its other obligations under this Agreement, and it has no knowledge after reasonable investigation of any 

factual, legal or other reasonable basis for any such litigation, claim or proceeding;  

(e) the Service Software and Services will in all material respects conform to and perform in accordance with 

the Specifications and all requirements of this Agreement, including the Availability and Availability Requirement 

provisions set forth in Section 5; 

(f) all Specifications are, and will be continually updated and maintained so that they continue to be, current, 

complete and accurate and so that they do and will continue to fully describe the Hosted Services in all material respects 

such that at no time during the Term or any additional periods during which Contractor does or is required to perform the 

Services will the Hosted Services have any material undocumented feature; 

(g) the Contractor Systems and Services are and will remain free of Harmful Code;  

(h) During the term of this Contract, any audit rights contained in any third-party software license agreement or 

end user license agreement for third-party software incorporated in or otherwise used in conjunction with the Services, will 

apply solely to Contractor’s (or its subcontractors) facilities and systems that host the Services (including any disaster 

recovery site), and regardless of anything to the contrary contained in any third-party software license agreement or end 

user license agreement, third-party software providers will have no audit rights whatsoever against State systems or 

networks; and 

(i) Contractor acknowledges that the State cannot indemnify any third parties, including but not limited to any 

third-party software providers that provide software that will be incorporated in or otherwise used in conjunction with the 

Services, and that notwithstanding anything to the contrary contained in any third-party software license agreement or end 

user license agreement, the State will not indemnify any third party software provider for any reason whatsoever. 

15.3 DISCLAIMER. EXCEPT FOR THE EXPRESS WARRANTIES IN THIS AGREEMENT, CONTRACTOR 

HEREBY DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE UNDER 

OR IN CONNECTION WITH THIS AGREEMENT OR ANY SUBJECT MATTER HEREOF. 

16. Insurance. 

16.1 Required Coverage.  At all times during the Term, Contractor will procure and maintain, at its sole cost and 

expense, all insurance coverage required by applicable Law, and in any event insurance coverage in the following types 

and amounts: 

(a) Commercial General Liability with limits no less than one million dollars ($1,000,000) per occurrence and 

two million dollars ($2,000,000) in the aggregate, including bodily injury and property damage and products and 

completed operations and advertising liability, which policy will include contractual liability coverage insuring the activities 

of Contractor under this Agreement; 
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(b) Privacy and Security Liability (Cyber Liability) Insurance, including first party and third party coverage, with 

limits no less than five million dollars ($5,000,000)  per occurrence and five million dollars ($5,000,000) in the aggregate 

for all claims each policy year, including coverage for information security and privacy liability, privacy notification costs, 

regulatory defense and penalties, and website media content liability; 

(c) Worker’s Compensation and employers’ liability insurance with limits no less than the greater of (i) five 

hundred thousand dollars ($500,000) and (ii) the minimum amount required by applicable Law each accident, including 

occupational disease coverage; 

(d) Commercial Automobile Liability with limits no less than one million dollars ($1,000,000), each occurrence 

combined single limit of liability for bodily injury, death and property damage, including owned and non-owned and hired 

automobile coverages, as applicable; and 

(e) Errors and Omissions/Professional Liability with limits no less than five million dollars ($5,000,000) per 

occurrence and five million dollars ($5,000,000) in the aggregate for all claims each policy year.  

16.2 Policy Terms.  All insurance policies required pursuant to this Section 16 must: 

(a) be issued by insurance companies with a A.M. Best’s Rating of no less than “A” and a financial size of VII 

or better; 

(b) provide that such insurance carriers give the State at least thirty (30) days’ prior written notice of any 

cancellation or non-renewal of, or material change in, the coverage, scope or amount of such policy and, prior to any such 

cancellation, non-renewal or material change in coverage, Contractor will have new insurance policies in place that meet 

the requirements of this Section 16;  

(c) waive any right of subrogation of the insurers against the State; 

(d) provide that such insurance be primary insurance and any similar insurance in the name of and/or for the 

benefit of the State will be excess and non-contributory; and 

(e) name the State as an additional insured. 

16.3 Coverage.  To the extent any insurance coverage required under this Section 16 is purchased on a “claims-

made” basis, such insurance must cover all prior acts of Contractor during the Term and any additional periods during 

which Contractor does or is required to perform the Services, and such insurance must be continuously maintained until at 

least four (4) years beyond the expiration or termination of the Term, or Contractor will purchase “tail” coverage, effective 

upon termination of any such policy or upon termination or expiration of the Term, to provide coverage for at least four (4) 

years from the occurrence of either such event. 

16.4 Certificates of Insurance.  Upon the written request of the State, Contractor will provide the State with copies of 

the certificates of insurance and policy endorsements for all insurance coverage required by this Section 16, and will not 

do anything to invalidate such insurance. Certificates of Insurance evidencing all coverages described in this Section 16 

must be furnished to the State upon written request.  Contractor must give thirty (30) days’ prior written notice to the State 

of any cancellation, non-renewal or material change in coverage, scope, or amount of any insurance policy required by or 

affecting the State’s rights or remedies under this Agreement. 
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16.5 Non-waiver.  This Section 16 is not intended to and is not be construed in any manner as waiving, restricting or 

limiting the liability of either party for any obligations under this Agreement (including any provisions hereof requiring 

Contractor to indemnify, defend and hold harmless the State). 

17. Force Majeure. 

17.1 Force Majeure Events.  Subject to Section 17.2, neither party will be liable or responsible to the other party, or 

be deemed to have defaulted under or breached this Agreement, for any failure or delay in fulfilling or performing any term 

hereof, when and to the extent such failure or delay is caused by: acts of God, flood, fire or explosion, war, terrorism, 

invasion, riot or other civil unrest, embargoes or blockades in effect on or after the date of this Agreement, national or 

regional emergency, or any passage of law or governmental order, rule, regulation or direction, or any action taken by a 

governmental or public authority, including imposing an embargo, export or import restriction, quota or other restriction or 

prohibition (each of the foregoing, a “Force Majeure Event”), in each case provided that: (a) such event is outside the 

reasonable control of the affected party; (b) the affected party gives prompt written notice to the other party, stating the 

period of time the occurrence is expected to continue; (c) the affected party uses diligent efforts to end the failure or delay 

and minimize the effects of such Force Majeure Event. 

17.2 State Performance; Termination.  In the event of a Force Majeure Event affecting Contractor’s performance 

under this Agreement, the State may suspend its performance hereunder until such time as Contractor resumes 

performance.  The State may terminate this Agreement by written notice to Contractor if a Force Majeure Event affecting 

Contractor’s performance hereunder continues substantially uninterrupted for a period of five (5) Business Days or more.  

Unless the State terminates this Agreement pursuant to the preceding sentence, any date specifically designated for 

Contractor’s performance under this Agreement will automatically be extended for a period up to the duration of the Force 

Majeure Event. 

17.3 Exclusions; Non-suspended Obligations.  Notwithstanding the foregoing or any other provisions of this 

Agreement: 

(a) in no event will any of the following be considered a Force Majeure Event:  

(i) shutdowns, disruptions or malfunctions of the Contractor Systems or any of Contractor’s 

telecommunication or internet services other than as a result of general and widespread internet or 

telecommunications failures that are not limited to the Contractor Systems; or 

(ii) the delay or failure of any Contractor Personnel to perform any obligation of Contractor hereunder 

unless such delay or failure to perform is itself by reason of a Force Majeure Event; and 

(b) no Force Majeure Event modifies or excuses Contractor’s obligations under Section 5 (Service Availability 

and Service Availability Credits), Section 6.5 (Support Service Level Credits), Section 9 (State Data), Section 10 

(Confidentiality), Section 11 (Security), Section 12 (Data Backup and Disaster Recovery) or Section 13 

(Indemnification), or any Availability Requirement, Support Service Level Requirement, Service Availability Credit or 

Service Level Credit obligations under this Agreement or an applicable Statement of Work. 

18. Effect of Contractor Bankruptcy.  All rights and licenses granted by Contractor under this Agreement are and shall 

be deemed to be rights and licenses to “intellectual property,” and the subject matter of this Agreement, including the 

Services, is and shall be deemed to be “embodiments” of “intellectual property” for purposes of and as such terms are 

used in and interpreted under section 365(n) of the United States Bankruptcy Code (the “Code”) (11 U.S.C. § 365(n) 
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(2010)).  The State has the right to exercise all rights and elections under the Code and all other applicable bankruptcy, 

insolvency and similar laws with respect to this Agreement (including all executory Statement of Works).  Without limiting 

the generality of the foregoing, if Contractor or its estate becomes subject to any bankruptcy or similar proceeding: (a) 

subject to the State’s rights of election, all rights and licenses granted to the State under this Agreement will continue 

subject to the respective terms and conditions of this Agreement, and will not be affected, even by Contractor’s rejection 

of this Agreement; and (b) the State will be entitled to a complete duplicate of (or complete access to, as appropriate) all 

such intellectual property and embodiments of intellectual property, and the same, if not already in the State’s possession, 

will be promptly delivered to the State, unless Contractor elects to and does in fact continue to perform all of its obligations 

under this Agreement. 

19. General Provisions. 

19.1 Further Assurances.  Each party will, upon the reasonable request of the other party, execute such documents 

and perform such acts as may be necessary to give full effect to the terms of this Agreement. 

19.2 Relationship of the Parties.  The relationship between the parties is that of independent contractors.  Nothing 

contained in this Agreement is to be construed as creating any agency, partnership, joint venture or other form of joint 

enterprise, employment or fiduciary relationship between the parties, and neither party has authority to contract for or bind 

the other party in any manner whatsoever. 

19.3 Media Releases.  News releases (including promotional literature and commercial advertisements) pertaining to 

this Agreement or project to which it relates must not be made without the prior written approval of the State, and then 

only in accordance with the explicit written instructions of the State. 

19.4 Notices.  All notices, requests, consents, claims, demands, waivers and other communications hereunder, other 

than routine communications having no legal effect, must be in writing and addressed to the parties as follows (or as 

otherwise specified by a party in a notice given in accordance with this Section): 

 
If to Contractor: 
LDiscovery, LLC 
8201 Greensboro Drive, Suite 717 
McLean, VA 22102 
Email: ldeutchman@ldiscovery.com; MichiganAG@ldiscovery.com 
Attention: Leonard Deutchman 
Title: General Counsel 
 
If to the State: 
DTMB Procurement 
525 West Allegan Street 
1st Floor, Constitution Hall 
Lansing, MI 48933 
Email: barronJ1@michigan.gov 
Attention: Jarrod Barron 
Title: IT Buyer 
 
And 
 
Michigan Department of Attorney General 
Assistant Attorney General 
PO Box 30754 
Lansing, MI 48909 
Email: banasA1@michigan.gov 
Attention: Andrew Banas 
Title: Assistant Attorney General 
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Notices sent in accordance with this Section 19.4 will be deemed effectively given: (a) when received, if delivered 

by hand (with written confirmation of receipt); (b) when received, if sent by a nationally recognized overnight courier 

(receipt requested); (c) on the date sent by email (with confirmation of transmission), if sent during normal business hours 

of the recipient, and on the next business day, if sent after normal business hours of the recipient; or (d) on the fifth (5th) 

day after the date mailed, by certified or registered mail, return receipt requested, postage prepaid.  

19.5 Headings. The headings in this Agreement are for reference only and do not affect the interpretation of this 

Agreement. 

19.6 Entire Agreement. This Agreement, including the Statement of Work and other Schedules and Exhibits, 

constitutes the sole and entire agreement of the parties to this Agreement with respect to the subject matter contained 

herein, and supersedes all prior and contemporaneous understandings and agreements, both written and oral, with 

respect to such subject matter.  In the event of any conflict between the terms of this Agreement and those of any 

Schedule, Exhibit or other document, the following order of precedence governs: (a) first, this Agreement, excluding its 

Exhibits and Schedules; and (b) second, the Exhibits and Schedules to this Agreement as of the Effective Date.  NO 

TERMS ON CONTRACTOR’S WEBSITE, BROWSE-WRAP, SHRINK-WRAP, CLICK-WRAP OR OTHER NON-

NEGOTIATED TERMS AND CONDITIONS PROVIDED WITH ANY OF THE SERVICES, OR DOCUMENTATION 

HEREUNDER WILL CONSTITUTE A PART OR AMENDMENT OF THIS AGREEMENT OR IS BINDING ON THE 

STATE OR ANY AUTHORIZED USER FOR ANY PURPOSE.  ALL SUCH OTHER TERMS AND CONDITIONS HAVE 

NO FORCE AND EFFECT AND ARE DEEMED REJECTED BY THE STATE AND THE AUTHORIZED USER, EVEN IF 

ACCESS TO OR USE OF SUCH SERVICE OR DOCUMENTATION REQUIRES AFFIRMATIVE ACCEPTANCE OF 

SUCH TERMS AND CONDITIONS.  

19.7 Assignment.  Contractor may not assign or otherwise transfer any of its rights, or delegate or otherwise transfer 

any of its obligations or performance, under this Agreement, in each case whether voluntarily, involuntarily, by operation 

of law or otherwise, without the State’s prior written consent.  The State has the right to terminate this Agreement in its 

entirety or any Services hereunder, pursuant to Section 7.2, if Contractor delegates or otherwise transfers any of its 

obligations or performance hereunder, whether voluntarily, involuntarily, by operation of law or otherwise, and no such 

delegation or other transfer will relieve Contractor of any of such obligations or performance.  For purposes of the 

preceding sentence, and without limiting its generality, any merger, consolidation or reorganization involving Contractor 

(regardless of whether Contractor is a surviving or disappearing entity) will be deemed to be a transfer of rights, 

obligations, or performance under this Agreement for which the State’s prior written consent is required.  Any purported 

assignment, delegation, or transfer in violation of this Section 19.7 is void. 

19.8 No Third-party Beneficiaries.  This Agreement is for the sole benefit of the parties and nothing herein, express or 

implied, is intended to or will confer on any other person or entity any legal or equitable right, benefit or remedy of any 

nature whatsoever under or by reason of this Agreement. 

19.9 Amendment and Modification; Waiver.  This Agreement may only be amended, modified or supplemented by an 

agreement in writing signed by each party.  No waiver by any party of any of the provisions hereof is effective unless 

explicitly set forth in writing and signed by the party so waiving.  Except as otherwise set forth in this Agreement, no failure 

to exercise, or delay in exercising, any right, remedy, power or privilege arising from this Agreement will operate or be 

construed as a waiver thereof; nor will any single or partial exercise of any right, remedy, power or privilege hereunder 

preclude any other or further exercise thereof or the exercise of any other right, remedy, power or privilege. 
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19.10 Severability.  If any term or provision of this Agreement is invalid, illegal or unenforceable in any jurisdiction, 

such invalidity, illegality or unenforceability will not affect any other term or provision of this Agreement or invalidate or 

render unenforceable such term or provision in any other jurisdiction.  Upon such determination that any term or other 

provision is invalid, illegal or unenforceable, the parties hereto will negotiate in good faith to modify this Agreement so as 

to effect the original intent of the parties as closely as possible in a mutually acceptable manner in order that the 

transactions contemplated hereby be consummated as originally contemplated to the greatest extent possible. 

19.11 Governing Law.  This Agreement is governed, construed, and enforced in accordance with Michigan law, 

excluding choice-of-law principles, and all claims relating to or arising out of this Agreement are governed by Michigan 

law, excluding choice-of-law principles.  Any dispute arising from this Agreement must be resolved in the Michigan Court 

of Claims.  Complaints against the State must be initiated in Ingham County, Michigan.  Contractor waives any objections, 

such as lack of personal jurisdiction or forum non conveniens.  Contractor must appoint agents in Michigan to receive 

service of process 

19.12 Equitable Relief.  Each party to this Agreement acknowledges and agrees that (a) a breach or threatened 

breach by such party of any of its obligations under this Agreement would give rise to irreparable harm to the other party 

for which monetary damages would not be an adequate remedy and (b) in the event of a breach or a threatened breach 

by such party of any such obligations, the other party hereto is, in addition to any and all other rights and remedies that 

may be available to such party at law, at equity or otherwise in respect of such breach, entitled to equitable relief, 

including a temporary restraining order, an injunction, specific performance and any other relief that may be available from 

a court of competent jurisdiction, without any requirement to post a bond or other security, and without any requirement to 

prove actual damages or that monetary damages will not afford an adequate remedy. Each party to this Agreement 

agrees that such party will not oppose or otherwise challenge the appropriateness of equitable relief or the entry by a 

court of competent jurisdiction of an order granting equitable relief, in either case, consistent with the terms of this Section 

19.12. 

19.13 Nondiscrimination.  Under the Elliott-Larsen Civil Rights Act, 1976 PA 453, MCL 37.2101, et seq., and the 

Persons with Disabilities Civil Rights Act, 1976 PA 220, MCL 37.1101, et seq., Contractor and its subcontractors agree 

not to discriminate against an employee or applicant for employment with respect to hire, tenure, terms, conditions, or 

privileges of employment, or a matter directly or indirectly related to employment, because of race, color, religion, national 

origin, age, sex, height, weight, marital status, or mental or physical disability.  Breach of this covenant is a material 

breach of this Contract. 

19.14 Under 1980 PA 278, MCL 423.321, et seq., the State must not award a contract or subcontract to an employer 

whose name appears in the current register of employers failing to correct an unfair labor practice compiled under MCL 

423.322. This information is compiled by the United States National Labor Relations Board.  A contractor of the State, in 

relation to the contract, must not enter into a contract with a subcontractor, manufacturer, or supplier whose name 

appears in this register.  Under MCL 423.324, the State may void any contract if, after award of the contract, the 

contractor as an employer or the name of the subcontractor, manufacturer or supplier of contractor appears in the 

register. 

19.15 Schedules and Exhibits.  All Schedules that are referenced herein and attached hereto are hereby incorporated 

by reference. The following Schedules are attached hereto and incorporated herein: 
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Schedule A Statement of Work 

Schedule B 

Schedule C 

Key Personnel  

Business Continuity and Disaster Recovery 

Plan (part of the State’s file, but not attached 

for security purposes) 

19.16 Counterparts.  This Agreement may be executed in counterparts, each of which will be deemed an original, but 

all of which together are deemed to be one and the same agreement and will become effective and binding upon the 

parties as of the Effective Date at such time as all the signatories hereto have signed a counterpart of this Agreement.  A 

signed copy of this Agreement delivered by facsimile, email or other means of electronic transmission (to which a signed 

PDF copy is attached) is deemed to have the same legal effect as delivery of an original signed copy of this Agreement. 
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Schedule A – Statement of Work 
 

1. Introduction 
 

The Contractor must provide the State with necessary software and professional services to address the following 
stages of e-discovery: (1) identification; (2) preservation; (3) collection; (4) processing (including analytics); (5) review; (6) 
analysis (including predictive coding); (7) production; and (8) presentation.     

 
The State Service Manager (“SSM”) may delegate tasks assigned to him or her within this SOW to a State designee.   
 
2. Initial Project Kick-Off 

 
Within 3 weeks of the Effective Date or as otherwise agreed to by the parties in writing, the SSM and Contractor will 

create a written framework to implement a comprehensive e-discovery program for the State.  The e-discovery program 
will include workflow development, templates, forms, policies, procedures, communication plans, training, and DTMB 
technical clearance.   

 
The e-discovery program will be reviewed on a quarterly basis and refined at the SSM’s written request.  Contractor 

may not charge fees for the creation of the e-discovery framework, implementation, or refinement of the e-discovery 
program.  

 
All Contractor personnel working on State matters must sign a non-disclosure form (“NDA”) in the form and content 

approved by the SSM. 
 
3. Case Initiation and Management 

 
To initiate a case, the SSM will email the Contractor at MichiganAG@ldiscovery.com.  Emails sent to that address must 

automatically be routed to: (1) the 2 project managers dedicated to the State’s work (see Schedule B); (2) Contractor’s 
vice-president of project management; (3) Contractor’s vice-president of operations; and (4) other Contractor staff as 
necessary to ensure that all SSM requests for Services are acknowledged and commenced within 1 Business Day of case 
initiation.  The SSM may make changes to the aforementioned recipient list by emailing the Contractor.   

 
At the time of case initiation, the SSM will provide the case caption and other information necessary to allow the 

Contractor to perform a conflict of interest check.  The conflict check must be completed within 1 Business Day of case 
initiation and the results verified in writing to the SSM.  Contractor may not utilize personnel on a State project that have a 
conflict with the State’s interests.   

 
At the time of case initiation, the SSM will also provide the case name, docket number, and the AG file number to 

Contractor.  All emails to the State regarding a specific matter must contain the case name, i.e., Doe v MDOT.  The case 
name, docket number, and AG file number must be included on all invoices, statements of work, estimates, and the like.   

 
Within 1 Business Day of case initiation, the Contractor and State will have an initial discussion about the case and 

the State’s e-discovery needs.  The Contractor will assign a project manager to the case.  The State and Contractor will 
convene as often as is necessary to identify, understand, and refine the scope of work.  After consulting with the State, 
the Contractor will prepare a data map to better understand the matter, who is involved, and where relevant data may be 
stored.  The parties will establish a work plan.  The work plan may include weekly, bi-weekly, or monthly calls to discuss 
the case.  The work plan will include written cost estimates, timelines that indicate when tasks must be completed to meet 
production deadlines, the contact information for Contractor and State staff assigned to the matter, anticipated coding 
requirements, and the like. 

For all cases, the Contractor will provide consultation services and detailed written cost estimates prior to 
commencing fee-based work.     

 
4. Support 

 
Contractor support services are described in Section 6 of the Agreement.  Contractor’s 24-hour/7 days a week 

customer service telephone number is 773.360.8794. 
 
Contractor’s 24-hour/7 days a week online support email address is TechQ@LDiscovery.com. 
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5. Software and Hardware Solutions 

 
On a case by case basis and as requested by the SSM, the following software and hardware solutions will be 

provided by Contractor at the rates set forth on Exhibit 1 to this Statement of Work.  When Contractor handles or 
accesses State Data, Contractor must document the chain of custody in writing on forms approved by the SSM or via 
server/access logs. 
 

a. Identification and Preservation.  Contractor will provide the following identification and preservation software 
solutions to the State, upon the SSM’s written request: ZL Unified Archive, LDiscovery RCMgr, Encase, and other 
data source-specific tools.  At the SSM’s request, Contractor will provide consultation services to determine the 
technology and approach that best meets the State’s needs.   
 

b. Early Case Analytics (ECA).  Contractor will provide the following ECA software solution to the State, upon the 
SSM’s written request: LDiscovery ECA.   
 

c. Litigation Hold Management.  Contractor will provide the following litigation hold management software solution 
to the State, at the SSM’s written request: Relativity Legal Hold. 
 

d. Collection.  Contractor will provide the following collection software solutions to the State, upon the SSM’s written 
request: HardCopy 3P by Voom Technologies; FTK Imager by Access Data; EnCase Forensic v7.10 by Guidance 
Software; other tools to image servers (and target shares of servers) and hard drives of workstations (desktop 
and laptop computers, tablets); UFED Physical Analyzer by Cellibrite; Device Seizure and other tools by Paraben 
Corporation; other tools as needed to image cellphones and other personal devices; and LDiscovery RCMgr. 
 

e. Processing and Data Analytics.  Contractor will provide the following processing and data analytics software 
solutions to the State, upon the SSM’s written request: EXΩDUS; LDiscovery Processing Engine; Relativity 
v8.1.x; Equivio Zoom v3.5.x; and LDiscovery ECA.  Data will be transferred to Contractor: (1) via a Secure File 
Transfer Protocol (FTP) site, which will be established and provided by Contractor at no additional charge; (2) via 
shipment of encrypted hard drives or encrypted thumb drives, with the State to pay hardware and shipping costs; 
or (3) via shipment of self-collection tools, with the State to pay shipping costs.  The method of data transfer is at 
the discretion of the State.   
 

f. Review and Production.  Contractor will provide access to Relativity v 8.1.320.2 to the State for processing and 
review of State Data, upon the SSM’s written request.  Contractor will provide the State access to upgraded 
versions of Relativity after the software has passed Contractor’s internal testing environment and rigorous quality 
assurance tests.  Contractor will provide Oracle’s Outside In Viewer Technology free of charge for all State 
Relativity users.  State access to Contractor’s hosted Relativity platform will include access to any Contractor 
owned or developed software interfaces (e.g., AutoRedaction in Relativity), at no additional cost to the State.   
 

i. The SSM will request Relativity credentials for Authorized Users by emailing the Contractor.  Contractor 
will provide Relativity credentials to new Authorized Users within 1 hour of the SSM’s emailed request.   
 

ii. Contractor will email the SSM a list of all current State Relativity users 7 calendar days prior to each 
month’s end.  By 5 p.m. eastern daylight time on the last day of each month, the SSM will review the list 
and email Contractor if anyone’s access should be removed.  Contractor will not charge the next month’s 
user fee for removed users if the SSM provides the aforementioned email notification.   
 

iii. The SSM will request password resets and activation of RSA Key FOBS as needed.   
 

iv. Contractor will establish coding panels as requested by the SSM.  Upon initiation and throughout the 
case, Contractor will assist the SSM in determining appropriate and cost effective database design based 
on the needs of the case and best practices.  At the SSM’s request, Contractor will provide the AG with 
access rights to establish coding panels independently.   
 

v. Contractor will perform quality control and quality assurance processes on the data set to ensure that all 
requested documents will be included in the production set and to identify any inconsistencies in the 
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coding.  Twenty-four hours prior to producing the production set, Contractor will provide a written copy of 
the production logic to the SSM for review and approval. 
 

vi. Unless otherwise specified by the SSM, Contractor will provide at least 3 copies of production sets to the 
SSM (one for opposing counsel, one for the client agency, and one for the AG file).  All production set 
copies must be clearly marked and securely affixed to the media with the case name, docket number, AG 
file number, and production number.  Each copy must be encrypted and the encryption key must be 
emailed to the SSM.   
 

vii. Unless otherwise specified by the SSM, the production sets must be provided on portable media (hard 
drive or DVD) in TIFF format, and load files in DAT, CSV, and DII format.  
 

viii. Unless otherwise specified by the SSM, document branding must always include the prefix SOM, unless 
otherwise specified by the SSM (e.g., SOM0000145).  
 

ix. Contractor will transfer data to nearline or offline storage upon the SSM’s written request. 
 

g. Predictive Coding.  Contractor will provide the State with predictive coding solutions, including Equivio Zoom 
v3.5x and Relativity v8.1x, upon the SSM’s written request. 
 

h. Presentation.  The State will obtain licenses for TrialDirector in accordance with pricing set forth on Exhibit 1 to 
this Statement of Work.  Contractor will load State Data into TrialDirector at the SSM’s written request. 
 

i. Nearline and Offline Storage.  Contractor will provide nearline and offline storage at the SSM’s written request.  
With nearline storage, State Data will remain on Contractor’s servers, but the State will not be charged for user 
access.  With offline storage, State Data will be permanently deleted from Contractor’s servers as per Section 7(j) 
below, and the Contractor will send a copy of the State Data to the State if requested.  State Data will not be 
transferred to nearline or offline storage without the written approval of the SSM.   
 

6. Professional Services.   
 

On a case by case basis and as requested by the SSM, the following Professional Services will be provided by 
Contractor at the rates set forth on Exhibit 1 to this Statement of Work.  When Contractor handles State Data, Contractor 
must document the chain of custody in writing on forms approved by the SSM. 
 

a. Collection.  The SSM, with the written consent of the client agency and DTMB, initiates requests for Professional 
Services relating to the collection phase of e-discovery.  Professional Services relating to the method and manner 
of State Data collection are not chargeable under the Agreement.  Contractor may charge fees for on-premise 
collection of State Data, documenting the chain of custody, creating collection logs, and testimony at the rates set 
forth in Exhibit 1.  
 

b. Data Analytics.  The SSM, with the written consent of the client agency and DTMB, initiates requests for 
Professional Services relating to data analytics at the rates set forth in Exhibit 1.   
 

c. Review.  Professional Services relating to the review phase of e-discovery may be requested by the SSM.  
Professional Services such as the design and creation of the Relativity database, the management of user 
licenses and credentials, setting up saved searches, applying highlighting, and the like are considered routine and 
are not chargeable under the Agreement.   
 

d. Predictive Coding.  The SSM may request predictive coding Professional Services.  Predictive coding 
Professional Services are chargeable at the rates set forth in Exhibit 1 if actual work is performed.  
  

e. Attorney Document Reviewers.  The SSM may request that Contractor provide licensed attorney document 
review services.  Contractor will provide licensed attorneys in good standing at the SSM’s request.  Such 
attorneys are not employed by the State of Michigan or the AG’s office.  All attorneys reviewing State Data must 
be vetted for potential conflict of interest and must sign NDA’s in the format approved by the SSM.   
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f. Production.  The SSM may request Professional Services to generate production sets, privilege logs, and to 
transport State Data.  
 

g. Presentation.  The SSM may request Professional Services to assist with trial presentation, including war room 
and courtroom site surveys; set up and tear down graphics; animation design; timelines; opening/closing slides; 
demonstratives; deposition/impeachment video clips; and in-court “hot seat” technicians.   
 

h. Training Services.  Contractor will provide 2 free in-person trainings in Michigan per year for the AG.  In addition, 
Contractor will provide 3 free hours of live webinar training for the AG per month.  At the SSM’s request, 
Contractor must provide additional Training Services at the rates set forth on Exhibit 1 to this Statement of Work.   
 

i. Expert Testimony and Reports.  The SSM may request that Contractor serve as the State’s e-discovery expert 
in a matter, including requests that the Contractor provide sworn testimony in the form of affidavits, deposition 
testimony, live courtroom testimony, and expert reports. 
 

7. IT Security Controls (Media, Portable Devices, Routing/Transmission) 
 

Contractor will follow the procedures below when handling State Data.  
 

a. Handling of State Data.  Contractor must use trusted personnel that have passed background checks 
comprising, at a minimum, a review of credit history, references, and criminal record before handing or accessing 
State Data.  State Data that is mailed by the Contractor: (1) must be sent via nationally recognized courier (e.g., 
FedEx, UPS); (2) must be tracked; and (3) unless otherwise requested by the SSM, must require the signature of 
the person to whom the mailing is directed prior to release of the package.  Unless otherwise specified by the 
SSM, all State Data mailed by the Contractor must be addressed to the SSM. 
 

b. Evidence Control.  All media containing State Data or hard copies of State Data (“Evidence”) must be kept 
locked in evidence safes/lockers which are kept in a keypad-accessed area within a secure facility that is 
monitored by alarm and camera.  Contractor facilities used to store State Data must be air conditioned with high 
capacity units for server rooms and fire suppression equipment in place throughout. 
 

c. Receiving Procedures.  Contractor must log incoming Evidence using property receipt/chain of custody paper 
forms that are filled out upon acceptance of the Evidence.  All Evidence must be entered into a database that 
tracks evidence via barcode tags applied to evidence items.  Contractor must assign a unique identification 
number to each item, which will track the Evidence in the database.  Evidence that arrives with anomalies, e.g. 
physical damage, must be immediately photographed, and those photographs must be placed in the case file.  As 
circumstances warrant, Evidence is then either brought to the Contractor analyst for interaction (e.g., copying, 
analysis) and then secured in the Contractor’s evidence safes, or first secured in the safes and then brought out 
when needed.  Each data set (or media device) should be re-produced so that Contractor has an original, i.e., 
preservation copy, plus one working copy. 
 

d. Delivery Procedures.  Contractor must use trusted personnel that have passed background checks comprising, 
at a minimum, a review of credit history, references, and criminal record before making deliveries of State Data.  
Delivery media is logged as Evidence at its creation.  For example, if the delivery media is a DVD, one will be 
taken from Contractor’s repository of “blank” media and the State Data to be delivered will be copied to it.  The 
DVD will be logged as Evidence, assigned a Contractor identification number, and have a property receipt 
completed for it.  Contractor will update the database to indicate delivery of the Evidence.  Deliveries may only be 
made to the SSM, or as the SSM directs.  When the DVD arrives, the SSM will sign the property receipt and the 
media will be released to the SSM.  
 

e. Encryption on Physical Media and Portable Drives.  Contractor will deliver media with enabled encryption that 
meets State standards, or as otherwise required by law.  The State’s current standard for files and folders is 7Zip.  
For encryption of external devices, the State’s current standard is BitLocker.  The encryption key for such media 
will be delivered to the SSM under separate cover in a manner compliant with FIPS 140-2.   
 

f. Media Labeling Procedures.   As set forth above, received media is described on a property receipt as well as 
within the evidence database.  Each piece of media is assigned a Contractor identification number.  A label with a 
barcode is affixed to the media.  “Working” labels may also be assigned to media.  For example, if Contractor 
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receives hard drives of Johnson’s desktop computer, Johnson’s laptop computer, and Smith’s laptop computer, 
the labels, “J_Johnson_Desktop,” “J_Johnson_Laptop” and “S_Smith_Laptop” would be affixed, respectively, to 
the received media, both to identify the drives as they are being handled in the lab and to tell the analysts how to 
label the forensic images.  Contractor creates the drive, e.g., “M/Mega3/Lockheed/Projectname 
/J_Johnson_Desktop.”   Produced media is labeled per the SSM’s written specifications and will have affixed to it 
the Contractor label containing the media’s identification number and barcode.  When media is returned to the 
SSM, the chain of custody documentation must be included with the media. 
 

g. Chain of Custody Documentation.  Contractor must use both property receipts and an evidence database with 
a unique barcode for each piece of media to track media.  The media description is entered both on the property 
receipt and in the database.  The database assigns each piece of media a unique identification number.  A label 
with the identification number and barcode is affixed to all tracked media.  The location of the media in the 
evidence safe (i.e., safe, shelf, place on shelf), is noted in the database.  As the media is moved, transferred, etc., 
its movements are tracked in the database.  When media is received, a property receipt is generated; if the media 
is delivered to another party, the property receipt is updated and the party signs for receipt of the media.  
 

h. Evidence Safes/Access Control to Evidence Location.  Evidence is kept in evidence safes within a secured 
location within secured facilities.  Access to the facility is monitored; no one other than Contractor personnel can 
move past the front door without an escort.  No one is allowed into the secured location where evidence is kept 
except for Contractor personnel, and they cannot enter except through a keypad-locked door.  Each Contractor 
employee’s keypad code is unique.  The keypad locks are periodically monitored by designated personnel at the 
location. 
 

i. Network Data Transmission.  Data must be encrypted on-the-wire between physical sites via VPN.  
 

j. Data Wiping and Destruction.  At the SSM’s direction, State Data must be destroyed by physically destroying 
the media on which it is housed, or wiping that media to DoD 5220.22-M specifications, or both.  At the SSM’s 
direction, hard copy State Data must be destroyed by: (1) using cross-cut shredders which produce particles that 
are 1 x 5 millimeters in size; (2) pulverization or disintegration using disintegrator devices equipped with a 3/32-
inch (2.4 mm) security screen; or (3) burning, with residue reduced to white ash.  Contractor will document the 
wiping and destruction of State Data on forms approved by the SSM. 
 

8. Billing 
 

The SSM is the only person that may authorize the Contractor to deploy Service Software or commence fee-based 
Services for the State, and the authorization must be in writing to be effective.   

 
Contractor invoices must be itemized and charged on a per-matter basis to the designated State client agency.  

Contractor must email invoices to the SSM for review and approval before payment by the State will be made.   
 

Invoices must include reference to Contract No 071B5500111, and describe the services provided, quantities, volume, 
and pricing, along with any other information the SSM requests.  The case name, docket number, and AG file number 
must be included prominently on all invoices, statement of works, estimates, and the like.   

 
If more than one State agency is involved in a matter, Contractor will invoice as per the requirements of the agencies.  

If two agencies are involved and require that the invoiced costs be shared equally, Contractor must generate two separate 
invoices and note that each is for half of that month’s costs.  If agencies require that one pay for some services while the 
other pay for the remaining services, Contractor must bill appropriately. 

 
9. Metrics and Reporting 

 
Contractor will provide the SSM with project reports, metrics, and dashboards as requested.  In addition, on the first 

Tuesday of every month, Contractor will provide the SSM with an electronic report by project of all data hosted in 
Relativity, the number of GB’s hosted that month, the number of user licenses issued, the user names, and the number of 
tech support hours provided.   

 
During a document review project using either State attorneys or Contractor attorneys, the Contractor must provide a 

report of the productivity of each reviewer on the Thursday of each week.  In addition, by 12:00 a.m. eastern daylight time 
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at the end of each working day during a review project, the Contractor must provide a report of the number of documents 
reviewed, the number of documents un-reviewed, and the average rate of review for all reviewing attorneys.    

 
At the SSM’s request, Contractor will participate in weekly, bi-weekly, or monthly calls to discuss the status of all 

pending State projects.
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Exhibit 1 to Schedule A – Statement of Work – Pricing  
 

# E-discovery phase Explanation.  Include name and version 
number of software solution (if applicable).  

Rate ($)

1 Identification   
1.1 Licensing   See line 1.3 below. 
1.2 Professional services  $325/hour. 
1.3 Other fees (explain) Contractor’s approach is a blend of various 

technologies and professional services.  
Contractor will cater solution on a project-by-
project basis. 

Technology fees will vary based on 
project-specific parameters.  Contractor 
will customize fee schedule on a case-by-
case basis. 

2 Early Case Analytics   
2.1 Licensing  N/A. 
2.2 Professional services  N/A. 
2.3 Other fees (explain) ECA is included in line 6.2 below at no 

additional cost. 
N/A. 

3 Litigation Hold Management    
3.1 Licensing  $22/custodian/month. 
3.2 Professional services  $125-$250/hour. 
3.3 Hosting  N/A. 
3.4 Other fees (explain)  Priced on a project-by-project basis. 
4 Preservation   
4.1 Licensing  N/A. 
4.2 Professional services  N/A. 
4.3 Other fees (explain) Preservation software is included in line 5.1 

below at no additional cost. 
 

5 Collection   
5.1 Licensing RCMgrTM – LDiscovery’s proprietary suite of 

self-collection tools. 
Charged per drive.  $450 per 
laptop/desktop; $750 per server. 

5.2 Professional services  $250/hour. 
5.3 Other fees (explain) Travel costs and materials (e.g., shipping, 

landing media). 
At cost, but not to exceed rates 
established by the State’s Standardized 
Travel Regulations.    

6 Processing and Data 
Analytics 

  

6.1 Licensing  N/A. 
6.2 Filtering Exodus – LDiscovery’s proprietary data 

processing system 
$55/GB. 

6.3 Scanning  $0.09 - $0.20/page scanned (price based 
on grade or quality of documents to be 
scanned; to be determined after review of 
documents). 

6.4 OCR  $.03/page. 
6.5 Professional services  $125/hour. 
6.6 Hosting  N/A. 
6.7 Other fees (explain)  N/A. 
7 Review     
7.1 Licensing kCura’s Relativity (versions will be upgraded 

over time) 
$80/user/month.  3 free power user 
licenses/month 

7.2 Professional services  $125/hour.  10 free tech hours/month. 
7.3 Hosting  $8.00/GB/month. 
7.4 Other fees (explain)  N/A. 
8 Predictive Coding   
8.1 Licensing Equivio Zoom $.04/document. 
8.2 Professional services  $125/hour. 
8.3 Hosting  N/A. 
8.4 Other fees (explain) Relativity Analytics $150/GB. 
9 Production   
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9.1 Storage media for data back-
ups 

 $99/hard drive; $15/DVD. 

9.2 Professional services  $125/hour. 
9.3 Other fees (explain)  TIFF conversion: $.01/page. 

Endorsing: $.0025/page. 
10 Presentation   
10.1 Licensing  TrialDirector $935/single user license 

$187/year for maintenance, or best 
pricing available through TrialDirector at 
the time of ordering, whichever is less.  

10.2 Professional services  N/A. 
10.3 Other fees (explain)  Prices and fees will vary on a project-by-

project basis. 
11 Transcript Management   
11.1 Licensing   Transcript management is included in line 

7.1 above at no additional cost. 
11.2 Professional services   
11.3 Other fees (explain)  Prices and fees will vary on a project-by-

project basis. 
12 Training   
12.1 Onsite  $125/hour; 4-hour minimum + 

$500/person/day (in excess of line 12.5 
below). 

12.2 Train-the-trainer  $125/hour (in excess of line 12.5 below). 
12.3 Webinar   $125/hour (in excess of line 12.5 below). 
12.4 Telephone  $125/hour (in excess of line 12.5 below). 
12.5 Other fees (explain)  2 free in-person trainings/year. 

3 free hours of webinar trainings/month. 
13 Support   
13.1 Online  $125/hour. 
13.2 Telephone  $125/hour. 
13.3 In-person  $125 per hour, 4 hour minimum + 

$500/person/day. 
13.4 Other fees (explain)   
14 Miscellaneous   
14.1 Attorney document reviewers  Washington, DC 

First level review: $45-50/hr. 
Quality control/privilege review: $47-
52/hr.   
Review management: $125/hr. 
 
Pittsburgh, PA 
First level review: $35/hr. 
Quality control/privilege review: $37/hr.   
Review management: $100/hr. 

14.2 Progress reports  $125/hour. 
14.3 Metrics  $125/hour. 
14.4 Professional services  $250-$350/hour. 
14.5 Sworn testimony, e.g., affidavit, 

deposition, courtroom 
 $350/hour. 

14.6 Nearline storage  $3/GB/month. 
14.7 Offline storage  Tech time + media + shipping cost.  OR 

storage at LDiscovery. 
$15/media/month. 

14.8 RSA key fobs  $50/user.  One-time fee. 
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Schedule B – Key Personnel 
 

The following individuals are assigned as Key Personnel: 
 

Name Title Role 
Nick Knapek Senior Client Manager Dedicated Project Manager 1 
Adam Minarich Manager of Hosted Solutions Dedicated Project Manager 2 
Taffi Schurz Vice President, Training-Hosted 

Solutions 
Contractor Service Manager 

Brian Wolfinger Vice President, Technology Contractor Security Officer 
Danny Zambito Vice President, Operations and Project 

Management 
Overall supervision of all projects 

Robert Hunter Vice President, Operations Overall supervision of all projects 
Ferdinand Cami Vice President, Hosted Solutions  Supervisor of TechQ Relativity Data 

Hosting. 
Oleg Linnik Assistant Director of Hosted Solutions Supervisor of TechQ Relativity Data Hosting 
Joseph Palosky Director, ESI Processing Supervisor of all processing 
Dan Cilman Director, EDD Development Supervisor of all productions 
Anthony DeJohn Vice President, Managed Review & 

Advanced Technologies 
Oversees and provides consultative 
expertise regarding ECA, Technology 
Assisted Review, and managed attorney 
document review 

William Buckwalter Manager, Forensic Services Supervises all data collections and forensic 
analyses. 

Brian Wolfinger Vice President, Technology Oversees data security and IT.   
Leonard Deutchman General Counsel Provided legal consultation regarding all 

eDiscovery issues, from preservation 
through production 

Taffi Schurz Vice President, Training-Hosted 
Solutions 

Account representative and staff trainer 
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