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STATE OF MICHIGAN
DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET
PROCUREMENT
P.O. BOX 30025, LANSING, M 48804
OR
530 W ALLEGAM, LANSING, Ml 48533

CHANGE NOTICE NO, 21
to
CONTRACT NO. 07186200168

between
THE STATE OF MICHIGAN
i U __and . S
NAME & ADDRESS OF CONTRACTOR: FRIMARY CONTACT B EMAIL
Client Network Services, Inc. (CHNSD John H. Cousins Il jeef@ons-inc.com
2277 Research Boulevard TELEPHCMNE CONTRACTOR # MAILCCDE
Rockville, MD 20850 (301) 634-4600
STATE CONTACTS | AGENGY NAME PHONE _ EMAIL
"CONTRACT COMPLORNCE [ , T
INSPECTOR: L oTME John Spitzley (517) 335-6612 | spitzleyjl@michigan gov
BUYER: DTMBE Steve Motz {517) 241-3215 motzs@michigan.gov

CONTRACT SUMMARY:

DESCRIPTION: Medicaid Services Administration

NITIAL EFFECTIVE | INITIAL EXPIRATION | INITIAL OPTIONS
DATE | DATE INCLUDED CURRENT EXPIRATIOM DATE
" March 14, 2006 September 30, 2011 | Two One-Year September 30, 2018
FAYMENT TERMS | F.O.B SHIFFED SHIPPEL! FROM
M, NJA, NIA NIA
ALTERNATE PAYMENT OPTIONS: AVAILABLE TO MIDEAL PARTICIFANTS
[ 1P-card [DirectVoucher (DV) LJother [IvES ENO
MINIMUOM DELIWERY REQUIREMENTS.
MIA

DESCRIPTION OF CHANGE NOTICE:

ON EXERCISED: | EFFECTIVE DATE OF CHANGE: [ EXPIRATION DATE:
MO []YES o September 30, 2018
This change notice reflects the vendor's address change,

Effective immedialely this contract is hereby INCREASED to provide funding for vanous Gommunity Health
Administrative Management Payment Sysfem [CHAMPS) iniiatives not to excead $23,975 200.00:

ICO 10 Go-five Extension - $3,300, 000

Healthy Hids Dental - 53,000,000

Healthy Michigan Fulure Releases for 2015 - $5,000,000
Minois MMIS Planning - $2, 500, 000

SIGMA - 34,800,000

Mi-way Consumer Direclory -1,800,000

ST Y

7. Cloud Hardware - $3,575,200

Total Change Notice is $23,975,200.




HIPAA BUSINESS ASSOCIATE AGREEMENT ADDENDUM

This Business Associate Agreement Addendum (*Addendun™) is made a part of the
contract (“Contract”) hetween the Michigan Department of Community Health ("Coverad
Entity™), and Client Network Services, Inc. (“Business Associate™).

The Bustness Associate performs certain services for the Covered Entity under the Contract that
requires the exchange of information neluding protected health inforimition unider the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by the American
Recovery and Reinvestment Act of 2009 (Pub. L. Mo. 111-5). The Michigan Department of
Community Health is & hybrid covered entity under HIPAA and the patties to the Confract are
entering into this Addendum to establish the responsibilities of both pariies regerding HIPAA-
covered information and have the underlying Contract comply with HIPAA.

RECITALS

A, Under the terms of the Contract, the Covered Ertity wishes to discloss certain
information to the Business Associate, some of which may constituls Protected Health
Infarmation ¢“PHI™), In consideration of the recsipt of PHL the Business Associale
agrees in protect the privacy and security of the information as set forth in this
Addendum,

B. The Covered Entity and the Business Associate intend to protect the privacy and provide
for the secwity of PHI disclosed to the Business Associate under the Contract in
compliance with HIPAA and the HIPAA Rules.

€.  The HIPAA Rules require the Covered Brtity to enter into & contract conlaining specifie
requirements with the Business Assoctate befure the Covered Entity may disclose PHI to
the Business Asscciate.

L Dedinitions.

o The following terms used in thjg Apgreemers have the same meoning &5 those
terms in the HIPAA Rules: Breach; Data Aggregation; Designated Record Set; Disclosure;
Health Care Obligations; Individual; Minimurn Necessary; Notive of Privacy Practices; Protected
Fealth Information; Required by Law, Seeretary; Security Incident; Security Mensured,
Subcontractar, Unssoured Protecied Health Informalion, and Use,

b. “Rusiness Associafe™ has the some meaning as the term “business associate” at 43
CFR 160,103 and regarding this Addendumn means Client Metwork Services, Ine.

. “Coyered Entity” has the same meaning as the term “covered entity™ at 45 CFR
160,103 and regarding this Addendum means the Michigan Department of Community Health,



d. “HIPAA Rules” means the Privacy, Security, Breach Notification, and
Enforeement Rules at 45 CFR, Part 160 and Part 164,

3 “# greement” means both the Contract and this Addendum,

f “Contract” means the underlying wniten agreement or purchase order between the
partics for the goods or services to which this Addendum i3 added.

1 Oblipatio iness
The Business Associate agrees 1o

a wse and disclose PHI only as permitted or required by this Addendom ov as
reguired by law.

b. iraplement and use appropriate safegunrds, and comply with Subpart C of 45 CTIR.
164 tegerding electronic protectsd healih information, to prevent nse or disclosure of PHI other
than as provided in this Addendum, Business Associale must maintain, and provide a copy to
the Covered Entity within 10 days of a request from the Covered Entity, a comprehensive writlsin
information privacy and security progeam that includes security measures that reasonably and
appropriately protect the confidentiality, integrity, and availability of PHI relative to the size and
complexity of the Business Associate’s operations and the nature and the seepe of its activities,

£, report to the Covered Entity within 24 hours of any use or disclosure of FHI not
provided for by this Addendum of which it becomes aware, ineluding hreaches of Unsecured
Protected Health Information as required by 45 CFR 164,410, and any Secuvity Incident of
whigh it becomes aware. It the Business Assosiate is responsible for any unauthorized use or
diselosure of PHI, it must promptly ect as requirsd by applicable federal and State laws and
regulations. Covered Entity and the Business Associate will cooperate in investl gating whether a
breach has oceurred, fo decide how to provide breach notifications to individuals, the federal
Health and Human Services' Offies for Civil Rights, and potentially the media,

d. The parties agree that the following satisfles any notices necessary by Business
Aszosiate to the Covered Entity of the angning existence and occarrence of an Uinsuccessful
Secority Incidents (defined below) for which no additional notics will be required, except as
provided below. Unsuccessful Security Incidents consiats of activity such as pings and other
hroadeast attacks on Business Associate’s fivewall, pott scans, unsuccessful log-on atlempts,
denal of service and any combination of the above or any ceuivelent events, so long as no
Unsuecessfi] Security [noident results in wnauthorized acoess, uss, diselosure, modification, or
dastiuetion of electronic PHI or interferéice with information systemn operations related to the
clectronic PH, Business Associate will maintain 6 log or similer documentation of Unsuccessful
Secwity Incidents for at least six years and will provide a copy of such logs or other
documentation to Covered Entity at least quarter]y. Successful Security Incidents will be
reported to Covered Entity 45 specified in subparagraph ¢ above.

e enaure, according to 45 CFR 164.502()( 1)(ii) and 164, 308(b%2), if applicable,
that any subcontractors that create, veceive, maintain, or transmit PHI on behalf of the Business
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Associate agree to the same restrictions, conditions, and requirements that apply to the Business
Associate regarding such information, Fach subconiractor must sign an agreerment with the
Business Associate containing substantially the same provisions as this Addendum and further
identifying the Covered Entity as a third paity beneficiary of the agreement with the
subcontractor. Business Associate must implement and maintain sanctions against
subcontraciors that violate such restrictions and conditions and must mitigate the effects of any
such violation,

f. fiake available PHI in a Designated Record Set to the Covered Entity within 10
days of a vequest from the Covered Eniity to satisfy the Covered Entity’s obligations under 45
CFR 164.524,

z. within ten days of a request from the Covered Enfity, amend PHE in a Designated
Record Set under 45 CFR & 164,526, I any individual requests an amendment of PHI directly
fram the Business Assoviate or its agents or subeontractors, the Business Associate must nofify
the Covered Entity in writing within ten days of the request, and then, in that case, only the
Covered Entity may either grant or deny {he request,

h. yozintain, and within ten days of a reguest from the Covered Entity make available
the information required to enable the Covered Entity to fulfitl its obligations under 45 CFR §
164,528, Business Associate is not required to provide an necounting to the Covered Entity of
disciosures : (i) to carry out teeatment, payment or health care operations, as sl forth in 45 CER
§ 164,506; {ii) to individnals of PHI shout them as set forth in 45 CFR § 164,502, (iil) under an
anthorization as provided in 45 CFR § 164,508; (iv) to persens involved in the individual's care
or other notification purposes ns set forth in 45 CFR § 164.510; (¥) for national security or
intelligence porposes as set forth in 45 CFR § 164.512(k)(2); ot (vi} to correctional inatitations or
law enforcement officials as set forth in 45 CFR § 164.512(k)(5); (vii) as part of & limited data
aet according to 45 CFR. 164.514(e); or {viil) that ocoutred before the compliance date for the
Coversd Bntity. Business Associate agrees to implement a process that allows for an accounting
i be collected and maintained by the Business Associate and its sgeiits or subcomtractors for af
least six years before the request, but not before the complimee date of the Privacy Rule. Ata
minivum, such information must include: (i} the date of disclosure; (ii) the name of the emity or
person who received PHI and. if known, the address of the entity or pecson, (1ii} a brief
description of PHI disclosed; and (iv) a brief statement of purpose of the disclosure that
reasomably informs the individual of the basis for the disclosre, or a copy of the individual’s
anthorization, or o copy of the written request for disclosure. I the request foran accounting i3
delivered direetly to the Business Associale or its agents or subcontractors, the Business
Associate most farward it within ten days of the rezeipt of the request to the Covered Entity n
wiiting,

i. to the extent the Buginess Associate is to canry out one or more of the Caversd
Entity’s obligations under Subpart E of 45 CFR Part 164, comply with the requirements of
Suhpart E that apply to the Covered Entity when performing those obligations.

j make its internal practices, books, and records relating to the Business Associate’s
use and disclosure of PHI available to the Secretary for purposes of determining compliance with
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ihe HIPAA Rules. Business Associate must conourrently provide to the Covered Entity a copy
of any PHI that the Business Associate provides fo the Secretary.

k retain all PHI throughout the term of the Agresment and fir a period of six years
from the date of creation or the date when it last was in effect, whichever is later, or as required
by law. This obligation survives the termination of the Agreement.

L implement policies and procedures for the fins] disposition of electronie PHI and
the hacdware and equipment on whicl it i stored, including but not limited o, the removal of
PHI before re-use.

m.  within ten business days after a writlen request by the Covered Entity, the
Business Associate and its agents or subcontractors nuust allow the Covered Entity to conduct a
reasonable ingpection of the facilities, systems, books, recovds, agreements, policies and
procedures relating to the use or disclusure of PHI under this Addendum for the purpose of
determining whether the Business Associate has complied with this Addendum;, provided,
however, that: (i) the Business Associate and the Covered Entity must mutually agree in advance
upon the scope, timing and location of such an inspection and such mspection must not
materially interfers with the conduct of Business Associate’s business; (if} the Covered Entity
miust protect the confidentiality of all confidential and proprietary informalion of the Busincss
Associate to which the Covered Entity has access during the course of such inspection; and (iii)
the Covered Fntity or the Business Associate must execute a nondisclosure agreement, if
requested by the other party. The fact that the Covered Entity inapects, or fails to mspect, or has
the right to inspect, the Business Associate’s facilities, sysiems, bocks, records, agrecments,
palicies and procedures does not telieve the Business Associate of ity responsibility to comply
with this Addendum. The Covered Entity’s (i) failure to detect or (ii) detection, but failure to
notify the Business Associate or require the Business Aszociate’s remediation of any
unsatisfactory practices, does not constitute nceeptance of such practice or & waiver of the
Clovered Entity’s enforcement rights under this Addendun,

3 Permi ses and Diselosures by the Business Associgie,
i Business Associate may use or disclose PHL

{1} for the proper management end administiation of the Business Associate or to camy
out {he legal responsibilities of the Business Associate; provided, however, either (A) the
disclosures ore required by law, or (B) the Business Assaciate oblains teasonable assurances
from the person to whom the information s disciosed that the informatiox will remain
confidential and used or farther disclosed only as required by law or for the purposes for whicl it
was diselosed to the person, and the person notifies the Business Associate of any instunces of
which it is aware in which the confidentiality of the information has been breached;

{if) os required by law,

(iii) for Data Aggrepation services relating to the heaith care operations of the Covered
Entity;

{iv) to de-ldentify, consistent with 45 CFR 164.514(n) — (¢}, PHI it recelves from the
Covered Entity. 1f the Business Associates de-identifies the PHIit receives from the Covered
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Entity, the Business Associate may use the de-identified information for any purpose not
prohibited by the HIPAA Rules; and

(v) for any other purpose listed here: carrying out the Business Associate’s duties under
the Contract.

b. Business Associaie aprees id make uses and disclosures and requests for FHI
consisient with the Covered Entity's minimum necessary policies mnd procedures,

e, Business Associate may not use or disclose PHI in & manner thet would violate
Subpart B of 45 CFR Part 164 if done by the Covered Brtity except for the specific uses and
disclogures deseribed above in 3(a)(i) and (i),

4, Covered Entity's Obligations
Covered catity agrees to
A, use its Security Moasures to reasonably and appropriztely maintain and ensure the

confidentiality, integrity, and availability of PHI transmitted (o the Business Associste under the
Agreement until the PHI is receivad by the Business Associate.

b, provide the Business Associats with a copy of its Notice of Privacy Practices and
must notify the Business Associate of any limitations in the Noties of Privacy Practices of the
Coverad Entity under 45 CFR 164,520 to the extent that such limitation may alfeel the Business
Associate’s use or disclosure of PHIL

(3 notify the Business Associate of any changes in, or revocation of, the permission
by an individual to use or disclose the Individual’s PHI to the extent that such changes may
affect the Business Asscofate’s use or disclosure of PHI

d. notify the Business Associate of any restriction on the use or disclosure of PHL
that the Covered Entity has agreed to or is Tequired to abide by under 45 CFR 164.522 to the
extent that such restriction may affect the Business Associate’s use or disclosure of PHL

3. Term, This Addendum must continue in effect as 1o each Contract to which it applies
until such Contract is terminated or is replaced with a new confract between the parties
containing provisions meeting the requirements of the HIPAA Rules, whichever first ocours.

1, Termination,

i Maierial Breach. In addition to any other provisions in the Comtraet regarding
brsach,  bresch by ihe Business Associate of any provision of this Addendum; as determined by
the Covered Entity, constitutes a material breach of the Addendum and is grounds for
termination of the Contract by the Covered Entity under the provisions of the Contract covering
termination for cause. If the Contract contains no express provisions regarding termination for
cuse, the following apply to termination for breach of this Addendum, subject to 6.b.:

(i) Default. 1 the Business Associate refuses or fails to timely perform any of the
provisions of this Addendum, the Covered Entity miay notify the Business Associate in writing of
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the non-performance, and if not corrected within thirty days, the Covered Entity may
immediately terminate the Contract, Business Associate must contlnue performanee of the
Contract to the extent it is not terminated.

(i) Assogiang’s Duties. Notwithstanding termination of the Contract, and subject 1o any
divections from the Covered Enfity, the Business Associale must timely, reasonably and
necessarily act 1o proteet and preserve propery in the possession of the Business Associate in
which the Covered Entity has an interest.

(ifi) Compensation, Payment for completed performance delivered and accepted by the
Covered Fotity smust be at tle Contract price.

{iv) Erroneous Termination for Default, If the Covered Entity terminates the Contract
under Section 6(a) and afier such termination it is determined, for any reasen, that the Business
Assoctate waa not in default, or that the Business Agsociare’s sctionfinaction was excusable,
such termination will be treated as a termination for convenience, and the rights and ebligations
of the partics will be the same as if the Contract had been terminated for convenience.

b. Reasonzble Steps o Cure Breach. If the Covered Enlity knows of 2 puttern of
activity or practice of the Business Associate that constitates a matesial hreach or violation of the
Pustness Aseociate’s obligations under the provisions of this Addendum ar another amrangement
and does not terminate this Contract under Section 6{z), then the Covered Entity must notify the
Business Associate of the pattern of activity or practice. The Business Associate must then take
reasonable steps to cure such breach or end such vivlation, as applicable. If the Business
Associate’s efforts to cure such breach or ond such violation are unsuccessful, the Covered
Eattity must either (i) terminate this Agreement, if feasible or (i) if termination of thia Agreement
is not feasible, the Coversd Enlily must report the Business Associate’s breach or violation to the
Recretary of the Department of Health and Homan Services.

o Effect of Termination, After termination of this Apeement for any tedson, the
Pusiness Associate, with respect to PHI it received from the Covered Entity, or ereated,
maintained, or recsived by the Business Associate on behalf of the Covered Entity, must:

(i) retain only that PHI which is necessary for the Business Associate to comfinue its
proper management and administration or fo carry out its legal responstbilities;

(i} return to the Covered Entity (or, if agreed to by the Covured Entity in writing,
destroy) the remaining PHI that the Business Associate still maintains in any form:

(i) continue to use approprinte safegvards and comply with Subpart Cof 43 CFR Part
164 with respect to electronic protected health information Lo prevent use or disclosure of the
PHI, other than as provided for in this Section, for as long s the Dusiness Azsociste retains the
FHL

{iv) not use or disclose the PHI retained by the Business Associate other than for the
purposes for which such PHI was retained and subjeet to- the same conditions set oul &t Section
3K 1) which applied before termination; and :

{v) return to the Covered Entity (or, if agreed to by the Covered Entity in writing,
destroy) the PHI retained by the Business Associate when it is no longer needed by the Business
Associate for its proper management and administeation or to carry out its legal responsibilities.
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7. Mo Watver of Immunity, The parties do not intend to waive any of the immunities,
rights, benefits, protection, or other provisions of the Michigan Governmental Immunity Act,
MCL 6911401, ef seq., the Federal Tort Claims Act, 28 U.B.C, 2671 ef seq., o¢ the common law,

8. Data Ownership. The Business Associale has no ownership rights in the PHL The
govered entity retains all ownership rights of the PHL

g, Disclaimer. The Coverad Entity malkes ro wartanly or representation that compliance by
the Business Associate with this Addendun, HIP A A or the HEPAA Rules will be adoquate ar
satisfactory for the Business Assoclate’s own purposes, Business Associate is solely responsible
for all decisions made by the Business Asseciate regaiding (he safeguarding of PHL

Wb, Certification. [fthe Covered Entity determines an examination is necessary to comply
with the Covered Entity’s lege] obligaiions under HIPAA relating to certification of s security
practices, the Covered Entity or its authorized agents or contractors, may, at the Coverad Entity’s
expense, examing the Business Associate's facilitios, systems, procedures and records as may be
necessary for snch agents or contractors o ceritfy io the Coversd Eatity the extent to which the
Business Associate’s ssourity safeguards comply with HIPAA, the HIPAA Rules or this
Addendum, Activities carried cut under this pacagraph will be cartied our consistent with
pacagraph 2.m.

1L, Amendment

A The parties aclnowledge that state and federal laws relating to data security and
privacy are rapidly evolving and that amendment of this Addendum may be required to provids
for procedures to ensure compliance with such developments, The parties specifically agree to
tale such action as is necessary to implement the standards and requirerients of HIPAA and the
HIPAA Rules. Upon the vequest of cither party, the other party agrees to promptly enter into
negotistions concerning the terms of an amendment to this Addendum embodying writlen
assurances consistent with the standards and requisements of HIPAA and the HIPAA Ruijes.
Either party may terminats the Agreement upon thirty days written notice if (i) the Business
Associate does not promptly enter into negotiations to amend this Agreement when requested by
the Covered Entity under this Section or {it) the Business Associate does not enter into an
amendment to this Agreement providing assurances regarding the safeguarding of PHI that the
Covered Entity, in its aole discretion, deems sufficiant to satisfy the standards and requirements
of HIPAA and the HIPAA Fules,

12, Assigtance in Litigation or Admipisimd wedings, Business Associate niust malo
itself, and any subcantractors, employess or agents assisting Business Associate in the

performemee of its obligations under this Agreement; avatlable to-Coverad Eotity; st oo costle———

Covered Brtity, to testify ns wiinesses, or otherwise, if someone commences litigation ot
administrative proceedings against the Covered Entity, its directors, officers or employees,
departments, agencies, or divisions bassd upon a claimed violation of HIPAA or the HIPAA
Rules relating to the Business Associate’s or its subcontractors use or disclosure of PHI under
this Agresment, except where the Business Associate or its subconfractor, employes oragent is
named adverse parly.
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13, Mo Third Party Beneficlaries. Mothing express or implied in this Addendur is intended
to confer any rights, remedies, obligations or hiabilities upon any person other than the Covered
Entity, the Business Assoclate and their respective successors or ASSIENE,

14,  Effecton Coptract, Except as specifically required 1o implement the purposes of this
Addendum, or to the extent inconsistent with this Addendurm, all other terms of the Contract
must remain in force and effect, The parties expressly acknowledge and agree that sulficient
mutual consideration exists to make this Addendum legally binding in accordance with its terms.
Business Assoeiate and the Covered Bntity expressly waive any chiim or defense that this
Addendum is not part of the Contract,

15.  Interpretation and Order of Precedsnce, This Addendum is incorporated inta and
becomes part of the Contract. Together, this Addendum and each separate Contract constitute
the “Agreement” of the parties with respect o their Business Associate telationship under
HIPAA and the HIPAA Rubes. The provisions of this Addendom must prevail over auy
provisions in the Contrect that may conflict or appear inconsistent with any provision in this
Addendum. This Addendum and the Contract must be interpreted as broadly as necsssary o
implement and comply with HIPAA and the HIPAA Rules, The parties agree that any ambiguity
in this Addendum must ba resolved in faver of a meaning that complies and is consistent with
HIPAA and the HIPAA Rulss. This Addendum supersedes and replaces any previous separately
exeouted HIPAA addendum betwoen the parties, 17 this Addendur contlicts with the
mendatory provisions of the HTPAA Rules, then the HIPAA Rules control. Where the provisions
af thiz Addendum differ from those mandated by the HIPAA Rules, but are nonetheless
permitted by the HTPAA Rules, the provisions of this Addendum confrol.

16, Bffective Date. This Addendum is effective upon receipt of the last approval necessary
and the affixing of the |ast signature required,

17, Swvival of Cerfain Contract Terms. Motwithstanding anyihing in this Addendum o the
gantrary, the Business Associate’s obligations under Section 6(d) and record retention laws
(“Effect of Termination™) and Scction 173 (“No Third Party Beneficiaries™) survive termination af
this Addendum and are enforceable by the Covered Emtity if the Business Associafe fails to
perform or eomply with this Addendum.

18.  Bepresentaiives and Notice.

i Representulives, For the parposs of this Addendum, the individuals ideniified in
the Contract must be the vepresentatives of the respective partiss. If no representatives are
identified in fhe Confract, the individuals listed below are designated as the parties’ respective
* representatives for purposes of this Addendum, Either party inay from time to time designate
writing new or substitute representatives.

b, Matices. All required notices must be in writing and must be hand delivered or
iiven by certified or registered mail to the representatives at the addresses sel forth below,

Covered Entity Representative;
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