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All Hazards Approach

AII Hazards Approach
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Capabilities needed regardless of incidenttype:

< Incident Command System>

e Crisis Communications

« Emergency Levels and Escalation

Incident Action Planning

Emergency Notifications

Interagency Coordination

Continuity of Operations

Resource Management

Focusing on Core Capabilities, regardless of incident type mw@
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Emergency Management Planning Framework

Apphng the National Incident Management System (NIMS) \
Emergency Management Policy Establishes NIMS compliant program

Program
Documents Establishes standards, strategic direction and core

Emergency Management Strategy capability goals

Apphang the Incident Command System (ICS)
AlHazards Emergency Operations Plan

How we respondto emergencies
®o o e (EOP) 8
LG A NS Cnisis Communications Plan How we commuricate during emergencies
Master Business Continuity Plan How we continue business during emergencies

Aligning Organizations with the EOP

Electric Business Services Generation IT Gas

= Severs = Severe Weather = Bunker Fire = IT Sy=tem Failure  + MADP Exceeded
Weather = Evacuations = Spill Rezponse = Diza=ster Recovery * Curtailment

= Flooding = Medical Emergency = Pipeline Rupture = Cvber Incident * Flooding

*  Load Shed

Integrating ICS and procedures into critical annexes drives a component of maturity mmm&@
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|ICS Roles and Responsibilities

Consistent Response Organization and Process \

1. Commander

e Assume Command

e  Set Incident Objectives
e Assign Roles As Needed

Repeat

until resolved

Operations} Planning> Logistics> Fl’r&zrr\r(l:ien&

2. Operations 3. Planning 4, Logistics 5. Finance & Admin
* Develop strategies * Develop plan * Provides services, * Cost tracking &
* |dentify resource e Request & track supplies & personnel analysis
needs resources * Anticipate support * Pays for resources
\\- Oversee work * Produce status reports needs

ICS is much more than an organizational chart!




Incident Action Plan

1. Incident Name: 2. Incident Number: 3. Date/Time Initiated: -——D
X _ Consumers Energy

608 State Street Bridge - Pre-Planning § N/A Date: 0711816  Time:2:30 am INCIDENT BRIEFING (lCS 201) oo U

4. Map,/ Sketch: Include a map or sketch of the area that has been Impacted, any Incldent related facilitles (e.g. -

Command Paost or Staging Areas), operational assignment areas, or other graphics depicting the situational status and 1. Incident Name: 2. Incident Number: 3. Date/Time Initiated:

rBsource assignment. 609 State Street Bridge - Pre-Planni MiA Date; 0711816  Time: 8:30 am

7. Current and Planned Objectives: Include SMART Incident objectives that are specific, measurable, attalnable,
realistic, and time-bound. Incident objectives should be high level and promtized based on life safety, Incident
stabllizatlon & restoration, and property preservation.

Objective # 1 - Keep the public and our OMEC safe for duration of construction work

Objective # 2 - Develop a course of acion to ensure immediate life safety should damage occur fo gas main (prompting nesd to squeeze off gas)
by end of day, 71316

Objective # 3 - Complete proactive outrsach with County Emergency Manager and applicable Fire Chief by end of day, THE16
Objective #4 - Engage CAM group for communications with Hastings officiale by end of day, THBME

8. Current and Planned Actions, Strategies & Tactics: Identify specific actions that must be taken to meet the
Identified Incident objectives and the time they may or did occur.

TIME: | AcTiONS:

Objective # 1 - Keep the public and our OM&C safe for duration of construction work by end of day, T/18/16 - STATUS (IN PROGRESS)
*“Review safety protocols with [IMllConstruction to ensure undsretanding of safe digging practices and reporting of damage

Objective # 2 - Develop a course of action (plan) to ensure immediate life safety should damage occur to gas main by 71816 - STATUS
(IN PROGRESS)

*Choose course of action based upon circumstances (efther shut down gas supplyfinetall Plideo over damage/perform gas bypass)

***For shut down of gas supply - Due to safety needs, the tactics are as follows:

*rtidentify ICS structure should damage ocour

**Engure nofificaions are completed per matrix are completed for major gas leaklloss of cusiomers

****btain confirmation from Gas Control to shut off valve (V18)

**(perate shut off valve (V18) inside the =fafion at fhe comer of Center Sireet and East Street

***Begin repair efiors
Enr Pli ==

oo rep

5. Situation Summary & Safety Briefing: Include more specific Incident Information to Include Incident type and ‘"'*re P ‘ aeconplewd matrix are: compisted for major gas leak
Impact. Recognize safety hazards that may be encountered and the necessary mitigation strategles to protect *Enzure Pidco fitfing is available should this courss of action be nesded.
response personnel from those hazards ""For gas by-pass objective (should it be needed) o ) _ .
it e gas by-pace procedures fo resobve issue parinering with Enginesring (—— - Planning Saclion Chief)
-— Construction is performing bridge restoration over Butler Creek and has suspended our 4" High Pressure main in the {%Mm* 3mmwmﬂﬁ* outreach with County Emergency Manager and applicable Fire Chief by end of day- STATUS
air with a -beam. The gas main is a one way feed supporting 1500+ customers on the northem side of the city of LolEE o fLiE] . . _ ) ) :
Hastings. -— Construction has expressed concem over possibly damaging this main during their construction work. xﬁm mﬁ-d[mn pmswmﬁ mmm“,,immﬁemwmmm wﬂg;ﬂmﬂ;ﬂeﬂmﬁmﬁ; ing for el awarensss 2nd inform
There is a home adjacent to the bridge (address is 609 State St) which is occupied by a elderly handicapped couple. Ifa “Communicate point of contact information for Liaison Officer should questions arise.

damage were to occur to the main, this couple would like evacuation support. o o i )
Objective # 4 - Engage CAM group for communications with Hastings officials by end of day - STATUS (COMPLETE, BUT ON GOING)
b = — (CAM communicate with —— on CE ing efors.

Safety Briefing - No immediate safely concerns as gas main has not been damaged. Proper support of e main must P —E

Possibly fmefine for response showld damage occur to main.
6. Prepared by: Position, Title: Signature: 0 minuies Trevor (918-521-8718) the bridge construciion manager nofifies 11 & CE 1-800 number. Also calls Ricardo Maldonado
e — Planning Section Chief S O o e e e L . .
Approved by: Pasition, Title: Signature: N
On Sesne Commandsr 6. Prepared by: mt.lgnf TItIe.ch Signature:
ICS 201, Page 1 Approved Date: Approved Time: ICS 201, Page 2 Date: Time:
062016 06-2016

Ensures Common Operating Picture m"":'sf'@
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Incident Action Planning

Level 3: Full Scale

Crisis Management Team

o
Level 2: Serious
Emergency Operations Center
(EQC)

Incident

Executives

As Needed

Safety

Public Information

Liaison

Legal

Operations

o [

Finance &
Admin

—_—
Level 1: Elevated

Command Posts

Wi o

Consistency in Incident Action Plan development




Incident Action Planning

Level 3: Full Scale

Crisis Management Team

o
Level 2: Serious
Emergency Operations Center
(EQC)

—_—
Level 1: Elevated

Command Posts

Safety

Public Information

Liaison

Legal

Executives

LLL

As Needed

Maintaining Common Operating Picture during incident response




YTD Initiatives - ERP Linkage to Online Manual

* |Integrated Gas Emergency \
Response Plan (ERP) into
online Gas Operations
Manual

= Previous ERP was stand alone
document with limited

visibility... .

FIELD MANUALS & RESOURCES
OPERATIONS

GAS OPERATIONS MANUAL ]

WELDING PROCEDURES
[ wes I POR |

GAS OPERATIONS
SAFETY PRACTICES

GAS OPERATIONS

MMMMMMMMMMMMM FIELD LEADER GUIDE

ELECTRONICS HANDBOOK FOR

GDNSTRUGTION & FIELD PRACTICES GAS INSTRUMENT MECHANICS

SAFETY

<
GAS EMERGENCY RESOURCES

AFEI"I M AL J

REFERENOE

CHANGE REQUE

MMUN g.._.,...,:)
rrrrr
D MANUAL REVISIO

GAS DISTRIBUTION EMERGENCY PLAN COMPRESSOR RT-UP,
OPERATING SCHEMATICS. OPERATING, & sﬁumown nlm:llREs

DlS'FRIBUTION M&R TEMPDRARY TRAFFIC
ATICS CONTROL MANUAL

‘Gas Emergency Resources

ICS TES

GIR On-Call

Action Plans

Planning - Increased visibility and access to Gas Emergency Response Plan

Natural Disaster  MAOP Exceedance = Vehicle Accident ->
See All

@
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Annex Concept

What if ICS & Incident Action
Planning were already
integrated into our plans?

1. Select Hazard Type

2. Follow the steps in
“Planning P” as
outlined in the Annex

3. Take action on the
appropriate steps

4. Document it in the
Incident Action Plan

*  Explosions
*  BlowingGas
*  Environmental Spills
|* Exceedingmaor |
*  Excessive Leak(s)
*  Excessive LeakCalls
*  Explosion/Gas Fueled Fire
* Flooding
* Lightning & High Voltage Damage
* Loss of Customer Services
*  PFipeline Rupture (20%5MYS & below)
* Significant Broken Main or Service

DEVELOP THE PLAN
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ASSESS THE
SITUATION

ll /Standardized
Response

Process
“The Planning P"

Initial Response Activities

IAP Preparation
and Approval
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8. OBJECTIVES CHECKPCINT

Incident Objectives are high level statements of what the ICS response organization needs to
doin order to resolve the incident. All incident objectives should be prioritized based on the life
safety, incident stabilization & restoration of service, and property preservation. The following
incident objectives are standard for a MAOP Exceedance; however, only the applicable incident
objectives should be incorporated into the Incident Action Plan.

1) Evacuate areas in which MAOP has been exceeded by (_% )

2) Retumn the systemto a safe operating pressure by (_date/time

3) Develop a safety plan for operational work by (_date/time

4) Establish a staging area at (_location ) by (_date/time
)

6) Perform (_# ) miles of Mobile Leak Survey within (_hours/days ) (GDM 3-120)

Check customer fuel lines and appliance pressures within {_hours/ days ). (GEM 3-170)

assiTy and schedule all identified leaks within

5 d d d d d
9) Demobilize operational resources within (_hours/days }

Instructions
1) Select the incident objectives that apply to the situation.
2) D the pl incident objectives on the ICS 201 Form (Section 6).

INCIDENT BRIEFING (ICS 201) T

T

|L-.|-- |ll-n- e

ety

Planning - Increasing maturity with plan development for key hazards




YTD Initiatives - ICS Packets

* Provided to key leadership \

= |ncident Commanders
= All other ICS Positions

* |CS Packet Content

= ]CS Roles Overview
= Job Aids EEEs L SR || cae— ‘W_“I.ﬁ._]mm“
® WebEOC Access

= Notification Matrix
= |CS 201 Note Pads
= |CS Guides

Equipping — Providing key resources to support ICS utilization and proficiency




YTD Initiatives - Mobile Command Centers

* Mobile Command Vehicles \
= Unit 1 (Jackson SC)
= Unit 2 (Macomb)

= Select Unit Features
® 5 laptops
® Plotter & printer
® Qutside monitor & speakers
®* 800 MHz radio
® Hand held radios

® Redundant communication
capabilities (satellite)

® Generator & shore power

Equipping — Mobile office on wheels for critical incidents Consumers Energy )

" CountonUs




YTD Initiatives - ICS Training Rollout

= Gas Emergency Response Plan

®* 2016 (Key ICS Leadership) 94%
= Qperations Section Chief
= Planning Section Chief
= Logistics Section Chief
= Finance/Admin Section Chief
= Incident Action Planning

® 2016 (All Field Leadership) 96%\

* Features of CBTs
= 25-40 minutes per course
= Self-enrollment in eLearning
= Just-in-time training

Planning Section Chief

Emergency Management Curriculum

~

Training - Reinforcing and driving standard incident response




ICS Training - Engaged Leadership

# of Employees Engaged in ICS Training

Gas 136 (Priority 40: Mid Management On Call)
Generation 152 (Includes 30 Compression and Storage Leadership)
Shared Services (Safety/Security/Facilities/Fleet) 69

Governmental and Public Affairs 32

Regulatory Compliance (Regulatory Services/PS0O) 17

Training - Reinforcing and driving standard incident response Consumers Energy

" CountonUs




YTD Initiatives — Gas Exercises

®* 5 Tabletop Exercises with \

Core 40 \/

= Capabilities tested:
® |Incident Command System
® Incident Action Planning

®* Concept of Annexes

®* 1 Large Tabletop - 12/16
= Capabilities to Test:
® |ncident Command System
® Incident Action Planning
®* Emergency Levels
® Crisis Communications

\_

Exercising - Validating plans, resources and training are effective

Full-Scale Exercises

Functional Exercises

Tabletops

Capability

Workshops

Seminars

Planning/Training
\\ B piscussion-Based [l Operations-Based

" CountonUs




HSEEP Exercise Program

What do we
want to do?

Incident Action
Planning

The Command Post is
able to utilize the ICS
201 Form to capture
official incident status,
objectives, and
resource
requirements.

\_

How do we do it?

ICS 201 Situation summary is developed to
capture initial information & safety concerns
ICS 201 Current and Planned Objectives
are developed and prioritized
Actions/strategies are assigned to
individuals

The time actions are completed is captured

Required resources are identified and
documented

Resource Requests that can be filled locally
are assigned to the Logistics Section

Resource Requests that cannot be filled
locally are communicated to the Incident
Commander

Did we do it?

Yes

Yes
Yes

Yes

Yes

No

Do we need to do
something about it?

The Logistics Section Chief
directed operations to obtain
their resources at a nearby
service center.

Objective evaluations that drive Improvement Actions.

—_—

Cormrs >
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HSEEP Exercise Program

What did we What happened? How c!o we fix Who's going | When will it

want to do? to fix it? be fixed?
. ) ) The Logistics Section Chief Provide Incident Action
Incident Action  girected operations to obtain Planning and Logistics Ashlev Meschke February 19t
Planning their resources at a nearby Section Chief refresher y 2015
i service center. training
InCI\JIVIII-I AR A B ] ) Yes
Planning are developed and priorigged
Actions/strategies are assjyned to Yes
. Individuals
The Command Post is
able to utilize the ICS  The time actions are completey is captured Yes
201 Formto capture  Required resources are identifie§ and
official_ incident status,  gocumented Yes
objectives, and Resource Requests that can be fill&g locally Ves
st are assigned to the Logistics Sectio
requirements. . . .
Resource Requests that cannot be fille The Logistics Section Chief
. . directed operations to obtain
locally are communicated to the Incident No

their resources at a nearby
Commander

\\ service center.

" CountonUs




Exercise Results

* 10 different ICS teams participated

= Major Strengths
®* |CS roles and responsibilities
® SMART objectives

® Resource Management
Gas Operations - ICS Tabletop Exercise Evaluation Guide (EEG) 6/2016

Core Capabilities, Target Capabilities, & Critical Tasks
T1 T2 T3 TS

Target Capability: All assigned positions understand their assigned IC5 role & responsibilities
Incident Commander

E Establish SMART incident objectives with the Operations & Planning Section Chiefs
E Communicate the status of the incident to Command & General Staff
E Approve the proposed Incident Action Plan
E Operations Section Chief
E O Determine the strategies that will be used to meet incident objedives
E O Recommend how resources should be grouped in the Operations Section
_._i; O Communicate the resources that will be needed to perform the waork
i Planning Section Chieff

O Determine the resources that are avaeilable to support response

O Determine outstanding resource that need to be procured by gquantity and type

O Document the IC5 201 Incident Briefing Form

Logistics Section Chief
O Provides options for acquiring necessary resources
O Anticipsted additional resource needs [e.g. tools/ field devices for field resources)

Evaluating/Corrective Action - Driving continuous improvement Consumers Energy )

Counton Us




Exercise Results

* QOpportunities for Improvement I
= Incident Commander Involved in Tactical Planning
= “Planning P” and ICS 201 form familiarity

Gas Operations - IC5 Tabletop Exercise Evaluation Guide (EEG) 6/2016

Core Capabilities, Target Capabilities, & Critical Tasks
T1 T2 T3 TS5

Target Capability: The correct |CS positions facilitated & attended each checkpoint of the Planning P
Objectives Checkpoint
The checkpoint was facilitated by the Incident Commander

The Incident Commander sttended the checkpaoint

The Operations Section Chief attended the checkpoint

The Planning Section Chiefattended the chedipoint
Command & General Staff Checkpoint

The checkpoint was facilitated by the Incident Commander

All Command & General 5taff attended the checkpoint

Tactics Checkpoint

The checkpoint was facilitated by the Operations Section Chief

ajojo|o

O

a

Imcident Action Planning

The Dperstions Section Chief attended the checkpoint
The Planning Section Chiefattended the chedipoint

ojojo|o

The Logistics Section Chiefattended the checkpoint
Planning Checkpoint

The checkpoint was facilitated by the Planning Sectian Chief
All Command & General 5taff attended the checkpoint

O

a

Evaluating/Corrective Action - Driving continuous improvement




Current Maturity Model (Draft)

Maturity Levels Specific Criteria

e Planning: Gas ERP in place;

* Equipping: Resource guides distributed;

* Training: All field leadership trained (ICS 100 and ICS 200);
e Exercising: Workshops conducted with key leadership*;

* Evaluating/Corrective Actions: Workshop learnings identified and
tracked

v
";‘:‘1&“

Maturity model built off of FEMA Preparedness Cycle...

PREPAREDNESS
CYCLE

Measurable criteria driving continuous improvement.... cmmm&@

" CountonUs




Maturity Model 2016 - Continuous Improvement

Maturity Levels Specific Criteria

e Planning: Gas ERP in place;

* Equipping: Resource guides distributed; Local command posts
equipped with ICS resources;

* Training: Key leadership* trained in advanced ICS modules;

e Exercising: Scored exercises conducted with key leadership*

* Evaluating/Corrective Actions: Exercise learnings identified and
tracked

Level 2: Applying
(Internalizing)

Maturity model built off of FEMA Preparedness Cycle...

PREPAREDNESS
CYCLE

Measurable criteria driving continuous improvement.... mm@)

" CountonUs




Maturity Model 2017 - Continuous Improvement

Maturity Levels Specific Criteria

e Planning: Gas ERP in place; Hazard Annex documentation completed

* Equipping: Resource guides; Local command posts equipped; Web
EOC familiarity with key leadership*, Emergency Notification System
mechanism in place for ICS team structure;

e Training: All field leadership complete ICS related training modules or
Level 3: Intermediate have “tested out”;

(Continuous Improvement) Exercising: All field leadership have participated in scored exercise;

includes Business Continuity exercises leveraging ICS structure;
Includes external stakeholder participation

* Evaluating/Corrective Actions: Exercise learnings identified and
tracked; Program deliverables tracked within business BPD/A3 process

Measurable criteria driving continuous improvement.... Consumers Energy

" CountonUs




Future Maturity Model - Continuous Improvement

Maturity Levels Specific Criteria

* Planning: Gas ERP in place; Site specific plans aligned with ICS; Hazard
Annex documentation completed

* Equipping: Resource guides; Local command posts equipped; Web
EOC familiarity with key leadership*, Emergency Notification System
mechanism in place for ICS team structure;

e Training: Annual competency “test out” ICS related training modules
for all field leadership;

e Exercising: Business facilitated exercises with all field leadership, with
annual validation “test” facilitated by Emergency Management;
Regular external engagement during exercises

* Evaluating/Corrective Actions: Exercise learnings identified and
tracked

w?
0 410
i\;\:‘“‘,ﬂ

ICS (and other core capabilities) fully integrated into Company culture




Public Safety Outreach Team

®* Dedicated team with \
responsibilities in:
= Damage prevention

= Public Safety Outreach

® Liaison Officer role during ICS
activations

* Regular interface with key
public sector first
responders/stakeholders

o . PUBLIC SAFETY OUTREACH & DAMAGE
D PREVENTION COUNTY LIAISONS

~ CountonUs



Public Safety Outreach - Real-Time Coordination

Pre-Storm

\\contact

Public Public
Safety Safety
Outreach Outreach

y
Emergency Emergency
Manager Manager
-
Proactive Regular

coordination

Incident Escalation

Storm or No-Warning Event |

Consumers Energy Operations

Physically relocate or
participate virtually

Catastrophic Event

CE may fill multiple roles as

~ part of Unified Command
Tower /) "
OWER QW‘CE De. ar&?sfzmg
F’c = &y Me. £
tii Lon = MAYR W&
ﬁ;fxi:m&m"rr
DFUHESSERSon = MR fi

|

EANCE ADMM | I SR SR Frasafing
Buseek Soucz

—

’ = Casumeis
Rk Mer Connz e Foae
Amrorae? Comsumey TOUE
HR [ Lasee R Ems
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State Emergency Operations Center Coordination

® Coordination with the SEOC through WebEOC
= Virtual coordination - Local & State
=  Document Management - Transparency & Efficiency
= Situational Awareness / EM Program Status

W ad

PRIV Consumers Energy Rep - 62299 Low Priority Last Update: 08/21/2016 10:10

ESF #12 - Energy

Created: 08/21/2016 10:06 Current outages stand at approximately 20,700 customers out with approximately A
18.000 out in Kent County.

Aaron Kantor (PRIV - Consumers

Energy) Liaison officers for Consumers Energy have transitioned from Aaron Kantor and Mike

Aaron.Kantor@cmsenergy.com | Todd to the following:
517-416-8254

Steve Jackson - 586-918-6736
Region: State David Brown - 517-539-4827

Steve and David are currently stationed at the Consumers Energy Mobile Command
Center @ 1001 28th Street SW in Wyoming.

“**Aaron Kantor - PRIV Consumers Energy Rep - Aaron.Kantor@cmsenergy.com at
10:06:27 on 8/21/2016™*~ v

No Attachments

Shared Statewide

Consumors Enersy >
"~ CountonUs




Next Steps - Sustainment Strategy

® |CS utilization not yet fully standardized across all \
business areas.
= “Perishable” skillset if not standardized and measured

Key Chocks

Incorporation of ICS proficiency into BPD process
across business areas
Business facilitated exeradses at lowest possible level

Kev Choc kS . 1CS exercize performance objectives
Business SMEs (ICS Champions)
Hazard Annex documentation
Post incident assessment by business
Did we get it right the first time?

Did we effectively use resources?
What can we learn and share?

\\ . Visual configuration from Quality System 201 slide deck

Incorporating Quality into Emergency Management Cos —------->

" CountonUs




ICS & Quality

Quality Systems applied to
emergent work response

Standardized response
organization

Consistent response process
Lean management principles
Resource management
Management by objectives
Clear line of sight
Continuous improvement

Responding to every
emergency the same way,
every time

DEVELOP THE PLAN

ESTABLISH INCIDENT
OBJECTIVES

ASSESS THE
SITUATION

Planning

Standardized
Response

Process
“The Planning P”

Initial Response Activities

NYd SLYNINISSIQ '8 JuVdIxd

NYd ISIASY 8 FLYNTYAS 'TLNOIXI

Preparedness Cycle
Standardized Process
to preparedness
activities before and
after emergencies

The Planning P
Standardized Process
for responding to all
hazards impacting
facilities & operations
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