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Hello my name is_____________.    I am an AARP volunteer and I will be your facilitator today.
 
 Thank you for coming.   I am excited and looking forward to our discussion today.  My job as your facilitator today is to present valuable information to you that will help you recognize and avoid fraud.  However, as an AARP volunteer, I have had training on fraud and I do have some great material, but I am not an expert.  I am going to be attentive to moving the conversation along to ensure we are respectful of your schedule and end on time.   
 
To make sure we have an engaging and informative time together I am going to ask if we can establish some agreements that set the tone and expectations for our discussion.
 
Ask questions but be sure to share the air
Please keep comments brief
Assume there is value in every comment
In order to avoid unnecessary distractions, please place all electronic devices on silence or vibrate. 
Let’s have a good time
 
AARP launched the Fraud Watch Network to give people the resources to spot and avoid ID theft and fraud so they can protect themselves and their families.  Non-members and members alike can get watchdog alerts, stay up to date on the con artists latest tricks, access a network where you can share your experience with others, or talk to a real live person for help.  
 
Some of you might be asking “Why is AARP engaged in this?”  Well you might know that AARP began 50 years ago when its founder, retired school principal, Dr. Ethel Percy Andrus, found one of her former teachers living in a chicken coop.  She was appalled that a woman who’d worked her whole life couldn’t afford housing.  She founded AARP to protect the financial security of older Americans. Today AARP is continuing that fight by mounting a local campaign to fight identity theft and fraud through its Fraud Watch Network.
  
Let’s get started……  

[Facilitator Note: Make an introduction that gets audience attention. Holding your hand up high, start counting out loud showing three fingers.]
 
One, two, three …A personal identity has been stolen. 
 
[Facilitator Note: Repeat the raised hand counting to make the point]
 
One, two, three…a personal identity is stolen every 3 seconds.
 
I am here today to give you the resources to spot and avoid identity theft and fraud so you can protect yourself and your family.
Identify theft, investment fraud, and scams rob millions of Americans of their hard earned money.  That’s why AARP has launched the Fraud Watch Network where anyone can get watchdog alerts, stay up to date on the con artist’s latest tricks, or talk to a real live person to get help for free.




=

e Fraud Trends & Behavior
« The Con Artist’s Playbook
e Prevention

e Resources

EWATCH

Y& '
NETWORK


Presenter
Presentation Notes
To help you protect yourself and your loved ones, today we are going to look at:
Fraud Trends and Behavior – Understanding how much fraud is out there and the behaviors that put you at risk.
The Con Artist’s Play Book – Understand the strategy and tactics used by con artists to defraud.
Prevention – Know and practice the most effective prevention strategies to avoid becoming a victim.
Resources – How to access and share up-to-date information about fraud identification and prevention and where to go if you or someone you love has been a victim.
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[Facilitator Note: To start off ask for a show of hands answer to the following two questions.]

How many of you think you have been approached with a fraudulent offer?
How many of you know someone who has been a victim of identity theft or fraud?

[Facilitator Note: Respond to the number of hands up.]

It looks like a good number of you have had these unfortunate experiences or know someone who has. You are not alone.
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What are the top scams in Arkansas?

1. Identity Theft
2. Debt Collection

3. Shop-at-Home & Catalog Sales
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What do you think are the top scams in Arkansas?  [Facilitator Note: elicit a few answers then show top scams]

The frauds and scams reported to the FTC in 2012 here in Arkansas fell into these top 3 categories:

Identity theft
Debt collection: Things like when a debt collector calls repeatedly or continuously, misleads you on the amount owed or current status of the debt, falsely threatens to sue, or uses profane language & threats
Shop-at-Home and Catalog Sales: Problems, such as undisclosed costs, failure to deliver on time, non-delivery, and refusal to honor a guarantee, with purchases made via the Internet (not including auction sales), telephone, or mail. 
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Every 3 Seconds Someone’s ldentity Is Stolen

How many people have their identity
stolen in a given year?

a. 6.omilb. 12.6 mil 18.6 mil

How much is stolen through identity
theft?

$14.8 bil $17.1 bil $20.9 bil
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Let’s take the example of identity theft. Identity theft occurs when someone steals personal information that could be used to falsely apply for credit or for government benefits

I am wondering if you can guess how many victims fall prey to identity theft in a given year? [Facilitator Note: Ask the audience to raise their hand to indicate their choice.]

How many think it is a. 6.5 million b. 12. 5 million or c. 18.5 million?  If you guessed b. you are correct. 12.6 million people had their identities stolen in 2012 according to research by 

Now can you estimate how much is stolen through identity theft in that year? [Facilitator Note: Ask the audience to raise their hand to indicate their choice.]

How many think it  is a. $14.8 billion b. 17.1 billion or c. $20.9 billion?  If you guessed c you are correct. Almost $21 billion was stolen in 2012 according to research by Javelin Strategy & Research. 

It is the number one category for reported frauds across the United States, and for good reason – it can happen to anyone, anytime. 

Identity theft occurs when someone steals personal information that could be used to falsely apply for credit or for government benefits. A recent study by Javelin Strategy & Research found that there were 12.6 million victims of ID theft in the US in 2012, which means every 3 seconds someone’s identity is stolen.  These cons managed to steal almost $21 billion dollars last year.   It is the number one category for reported frauds across the United States, and for good reason – it can happen to anyone, anytime. 
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Here are three common ways con artists steal your identity: 
Phishing – Someone contacts you via email and says there is some problem with your bank account and you need to verify the account with a Social Security Number, bank routing number or birth date. 
Stealing mail or sensitive documents – Personal information is taken from your trash, your office or from social media websites and used to steal your identity.
Bogus job opportunities – Con artists post bogus job offers on various employment websites. The scammer may use or sell your personal information provided in the job application.
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Investment fraud is another very common scam to be on the look out for. 

Meet Steve. He is 58 years old, married, makes more than $50,000 per year, has a BA and a master’s degree…and he is a professional stock broker. He lost $40,000 to a fraudulent oil and gas operation out of Dallas, Texas. 

Other common investment frauds include:
Gold Coins – You hear an ad on the radio that describes how the world economy is shaky and the only thing you can really rely on during periods of economic uncertainty is precious metals.  You call a toll-free number and are pitched on buying gold and silver coins that will undoubtedly go up significantly in value. What you are not told is that the coins are being sold at a 300-500% mark up and you will lose money the minute you buy them.

Free Lunch Seminars - The scammer invites a hundred people to a seminar, where he or she presents an unbeatable investment opportunity. You must sign up right then and there. You can't sign up later because he or she is leaving town in two hours, and so will your money.

[Facilitator’s Note: Ask the audience whether this pitch registers any red flags in their minds. Possible red flags could be too good to be true, plays up uncertainty, must act now]
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Online & Offline Scams
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In addition, there are a wide variety of online (e.g. email) & offline (e.g. direct mail) scams that you need to protect yourself and your loved ones from.  One of the bigger scams making the news today is lottery scams. 

Jean was one such victim. Jean received a call from a man in Jamaica who told her she had won the $7.9 million dollar Jamaican lottery. All she had to do was pay the taxes to collect. Over a six-month period, this man called Jean hundreds of times and convinced her to wire over $30,000 in taxes and processing fees to Jamaica. 

Tech Support Scams – You receive an email claiming to be from the Microsoft Corporation and they claim there is a problem with your computer and they need to install an anti-virus program for $99. You are then led to a website where the con “proves” there is a problem. Afraid of what will happen if you don’t take action, you allow the con to take remote control of your computer and they actually install a virus and charge you for it. 

[Facilitator’s Note: If you have time continue describing these scams.]

Disaster-related Charity Fraud – Every time there is a major natural disaster somewhere in the country, scammers come out of the woodwork sending emails to raise money for the victims of the disaster.  You think the money is going to help victims, but it is really going to line the pockets of a criminal.
Travel Scams – You receive a solicitation saying you can enjoy steep discounts on travel to many parts of the world by joining a travel club - for a fixed fee that is often in the thousands of dollars.  You find out later that the discounted fares for cruises and other travel were either not as low as represented or not available. 
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It’s easier to see the scam after the fact, but how do cons make it sound so good?  Now, we’d like to help you get inside of the minds of these fraudsters by taking a look at the “Con Artist’s Playbook”. 
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The Con Artist’s Playbook
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Where did the insights on the con artists playbook come from?  The two key sources for understanding how fraud works have been jail house interviews with convicted con artists and analysis of hundreds of undercover audiotapes provided by law enforcement.
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Meet the Cons

—~——

“Stephen Michaels” “Jimmy Edwards”
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Here is a snapshot of some of the con artists we have interviewed over the years:  
Rocky Smith worked as a consultant – training con artists - in numerous fraudulent boiler rooms in the 1980s and 1990s (boiler rooms are where con artists gather and together dial for their next victims.) 
Jeremy Shipman worked in numerous gold coin scam rooms over a five-year period.  
Stephen Michaels owned multiple fraud boiler rooms over a career that spanned 20 years.  
Jimmy Edwards was kind of the star of the scammers, having worked in over 30 boiler rooms over an eight-year period.
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What is the secret to scamming people?

ETHER

“Heightened Emotional State”
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When authorities ask convicted con artists to describe the trick to scamming people out of their money, they all say the same thing: “Get them under the ether.” 
 
So what is ether?  Ether is a heightened emotional state that makes it hard to think clearly and make rational decisions. Think about the first time you fell in love. Were you thinking clearly? Probably not. 
 
Here’s how Rocky described it: “I wanted to keep the victim up in the altitude of the ether, because once they drop into the valley of logic, I’ve lost them.” 
 
So how do they get you to that point?
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Persuasion Tactics

 Phantom Riches

* Profiling

e Scarcity

« Source Credibility

e Fear & Intimidation
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We received over 500 undercover audiotapes made by law enforcement between 1995 and 2010. We coded them to see which persuasion tactics were used most by cons.  

[Facilitator Note:  Ask the audience the following question.]

What persuasion tactics do you think con artists have found most effective?

[Facilitator Note: Take some suggestions from the audience and then click the mouse again to reveal the five areas.]

Let’s take a closer look at the five most common tactics identified by cons.
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Phantom Riches

“I have a check for you for
$232,000 that | have been
holding for over a year now.”

“And the grand prize is $25,000 in
cold, hard cash.”

“The Florida lottery is up to $30 million dollars this Saturday
night! If you join our club, you will have 4,800 tickets — that’s
4,800 chances to win.”


Presenter
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[Facilitator’s Note: Ask the audience how the three statements on the slide make them feel. Solicit some ideas around anticipation of wealth, nice to have money. Ask the audience what they think fraudsters are trying to do when they make these statements?]

Phantom riches are something you want, but can’t have. These claims of unlimited wealth are designed to get your ether up, to get you so aroused by the prospect of these huge returns that you can’t think of anything else and your logical reasoning goes out the window. Researchers say this is the number one tactic found in undercover audiotapes of con pitches.  Jeremy sold over priced coins to seniors. He describes the use of phantom riches this way. “We would tell people that gold would absolutely double in value in the next one to two years and that the prospect would be able to rely on it making them far more money than any other investment vehicle.”  
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Profiling

“If you don’t mind my asking,
how long has your husband
been deceased?”

“Let me ask you something. It sounds like you have a
wonderful home there. How much is that mortgage each
month?”


Presenter
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[Facilitator’s Note: READ SLIDE and Ask the audience how the two statements on the slide make them feel. Solicit some ideas around  which could vary from friendly to prying. Ask the audience what they think fraudsters are trying to do when they make these statements?]

Scammers will develop a victim profile by asking a series of personal questions so he or she can find your emotional trigger. Once they know what your emotional trigger is, then they know which tactics will work with you.  Here is how Jimmy describes the con artists’ use of profiling to scam people.

“The con gathers an arsenal of information by being personable and being friendly. They are making notes: Two children, one with a mental illness, one brother lost in Vietnam. They’re using all that information to put together their arsenal and profile the person they are on the phone with so they know which buttons to push to bring the emotion up in that person. When I wrap that in tons of emotion, that blurs, the logic goes out the window, the emotion kicks in, now I’ve endeared you to me, now I’m no longer the predator on the phone, I’m Jim from New York.”
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Scarcity

“We only have four units left
on this investment offer so
you need to make a decision
soon or you will miss out.”

“You were one of only 17 people selected to win the grand prize.”

“There are only 24 hours left before this offer will expire, so you
have to act now.”
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[Facilitator’s Note: READ SLIDE and Ask the audience how the three statements on the slide make them feel. Solicit some ideas around anticipation of wealth, rare opportunity. Ask the audience what they think fraudsters are trying to do when they make these statements?]

How many of you have seen going out of business sales that seem to last forever? Or one day only sales that happen every other week? 

Scarcity sells because it taps into our evolutionary fear of running out of food and water.  When you think there is a limited supply of something, you rush to get it.  So the con artist will try to paint a picture that what they have to offer is rare or available only for a limited time.  Here is how Stephen used the scarcity tactic.
 
“Now John, back in 1860 from the Philadelphia mint, there were 22,625 of these coins minted. Of those 22,000, only 4 have survived. Only four for God’s sakes, just four remain and are available only from me.” 
 
By claiming that there are only four coins left, he gets you to start panicking that if you don’t buy now, you may never be able to again.  
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Source Credibility

“I am a senior vice president
here with an MBA and
certified to deal with seniors,
and | believe this is exactly
the right product for you .”
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[Facilitator’s Note: READ SLIDE and Ask the audience how the statement on the slide makes them feel. Solicit some ideas around  highly qualified, in charge, knows what they are doing. Ask the audience what they think fraudsters are trying to do when they make this statement?]

Con artists often try to build credibility by using a well-known celebrity, appearing successful, claiming affiliation with a reputable organization or touting a special credential or experience. The IRS is perhaps the government agency most commonly mimicked in fraudulent attempts to get your personal information.  Another very common scam is for the con artist to claim to be from Microsoft in an attempt to gain access to your computer.
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Fear & Intimidation

“Once | got a hold of a victim,
| would never let go. Even
when they told me they were
out of money, | would never
let go. Go borrow the money.”
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[Facilitator Note: READ SLIDE]

The use of fear and intimidation is a tactic that has emerged in recent years to badger you into handing over money. It is not uncommon for some con artists from other countries to call a potential victim 50-60 times a day to get them to invest.
 
Remember Jean’s story from earlier – the one about lottery fraud?  Well, when Jean finally stopped answering her phone, he left voice mail messages on her answering machine: 
 
“Why you don’t want to pick up the [bleep] phone?. Pick up the [bleep] phone when I am calling you and stop playing games with me.  Want me to come over there and set your home on fire?”















































Prevention
Strategies

EWATCH

A T T
NETWORK



Presenter
Presentation Notes
So now that we know how scammers think, let’s take a look at what you can do to protect yourself and your family against identity theft and fraud.
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What Cons Agree On...

Victims:

v' Get Excited Easily

(\

Don’t Consider Why it's a Scam

(\

Don’t Ask Questions

v' Don’t Read Information
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All con artist’s agree that victims:
Get excited easily & act on impulse.
Don’t consider why this offer could be a scam, instead they are looking for why it will make them money.
Don’t ask questions, they answer questions.
Don’t read information - they rely on the salesman to tell them what it says.
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What You Can Do...

AN

Never make a buying decision in a heightened
emotional state.

Ask more questions than you answer.
Read about the product before buying.

Don’t let the sales person control you.

N X X

Develop arefusal script to stop unwanted
Interactions.
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There are a number of things you can do to protect you and your loved ones from the tactics that con artists use.  

Never make a buying decision in a heightened emotional state.
Ask more questions than you answer.
Read about the product before buying.
Don’t let the sales person control you.
Develop a refusal script to stop unwanted interactions.
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What You Can Do...

* Protect Your SSN & Personal Information
* Monitor Your Bills & Financial Accounts
o finra.org/brokercheck & sec.gov
 Watch Over Your Credit Reports
o annualcreditreport.com

o 877-322-8228
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You can also take these steps to protect you and your loved ones from online and offline identity theft and fraud:

Protect Your Social Security Number (SSN) & Personal Information
Don’t carry your Social Security card in your wallet.
Don’t print your SSN or driver’s license number on your checks.
Shred sensitive information.
Limit the number of credit cards you carry.
Keep copies of credit cards (front and back) in a safe place in case a card is lost or stolen.
Monitor Your Bills & Financial Accounts
Watch for missing bills and review your monthly statements carefully. Contact your creditors if a bill doesn’t arrive when expected or includes charges you don’t recognize.
Don’t invest in anything you are not absolutely sure about. Do your homework on the investment, the company, and the salesperson to ensure that they are legitimate.  You can look them up at finra.org/BrokerCheck and sec.gov.
Watch Over Your Credit Reports
You are entitled to one free credit report each year from each nationwide credit bureau. To get your free report, go to annualcreditreport.com or call 1-877-322-8228. 
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What You Can Do...

e Protect PINS & Passwords
e Protect Your Information Online

e Protect Your Mall

o Optoutscreen.com

o 888-5-OPT-OUT
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Protect Personal Identification Numbers (PINS) & Passwords
Don’t carry your PINS and passwords in your wallet or purse.
Avoid using easily available information for your PINs or passwords such as your mother’s maiden name, your or a family member's birth date, your SSN or phone number, or a series of consecutive numbers (i.e., 1, 2, 3, 4).
Choose a different PIN for each account.
Protect Your Information Online 
Beware of emails that claim to come from a bank, Internet Service Provider, business or charity and ask you to confirm your personal information or account number. If you receive one that is suspicious, forward the email to spam@uce.gov.
Avoid conducting personal or financial business on shared/public computers or over public wireless hotspots.
Install the latest version of established anti-virus software.
Make sure websites are secure, especially when shopping online. A secure website will begin with “https” not the usual “http”.
Protect Your Mail
Call 1 (888) 5-OPT-OUT or visit optoutprescreen.com to stop pre-approved credit card applications that a thief could steal and use to get credit in your name.
Place outgoing mail into a locked mailbox such as a blue postal service box.
Don’t leave incoming mail sitting in an unlocked mailbox.
Cut down on junk mail by contacting the Direct Marketing Association at dmachoice.org.
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What You Can Do...

 Signh Up for Do Not Call Registry
o donotcall.gov or 888-382-1222
 Double-Check References
 Verify Charities
o charitywatch.org

o charitynavigator.org
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Be Cautious of Scams & Frauds
Never give personal information to telemarketers who call you on the phone. To cut down on unwanted telemarketing calls, sign up for the Do Not Call Registry at donotcall.gov or call (888) 382-1222.
Double-check references for door-to-door sales, home repair offers and other products. Verify that businesses and others who contact you are who they claim to be before you provide any personal information. If you think the request for information is legitimate, contact the company at a number you know is valid to verify the request.
Check out a charity before donating to make sure they are legitimate at charitywatch.org or charitynavigator.org.
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Fraud Watch Network

aarp.org/fraudwatchnetwork
« Access Information & Resources
« Receive Watchdog Alerts
e« Hear Stories
« Get Help
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AARP’s Fraud Watch Network is a go-to resource for everyone, whether or not you’re a member.  On aarp.org/fraudwatchnetwork, you’ll find:

Information and resources: Anyone interested in learning what to look out for can access our information and resources for free.
Watchdog Alerts:  Stay up to date on the latest scams and get access to a network of people who can show how to avoid being scammed.  As criminals develop new ways to target victims, we’ll provide you warnings and critical information so you can always be on your guard.
First-hand accounts from victims:  Hear stories from victims who will share their experiences to help you protect your hard-earned money and show you what it takes to recover if you’ve been defrauded.  
One-stop Resource for Getting Help:  Find out what to do if you or someone you know has been victimized.

By becoming a part of this Fraud Watch Network, you can pass this information along to others who might need it as well.
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If you or someone you know has been
a victim of fraud, contact:

87 7-908-3360
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READ SLIDE

Thank you very much for participating in the presentation today.
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