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Software Purpose: To provide voter registration file management functions; support the administration of absent voter ballots;
support petition and candidate tracking; support the appointment, training, assignment and compensation of election
inspectors; and perform election planning and management tasks.

User Scope: QVF is strictly intended for use by authorized election officials and their sworn assistants. QVF User ID’s will only be
assigned to county, city and township clerks and their sworn assistants. To ensure data integrity, all authorized users must have
their own unique User ID. QVF User ID’s may not be shared. All User ID’s are monitored for your protection. In addition, it is
the responsibility of each county, city and township to immediately notify the QVF Help Desk of any and all staffing changes
resulting in the removal or addition of one or more users.

Minimum Hardware Requirements:
e A PC with 300 megahertz or higher processor clock speed recommended
e 128 megabytes (MB) of RAM or higher recommended (64 MB minimum supported; may limit performance and some
features)
e 10 gigabytes (GB) of available hard disk space
e Super VGA (800 x 600) or higher-resolution video adapter and monitor
e 17 inch monitor
e CD-ROM or DVD drive
e Keyboard and Microsoft Mouse or compatible pointing device

Software Requirements:
e Windows 2000 or XP
e 0OS Service Packs, Hot fixes, and Patches
e Antivirus Software

Internet Connectivity: QVF requires that the user provide an Internet connection. The user experience will be greatly improved
with the use of a High-speed Internet connection (Cable, DSL, and LAN). Users connecting through a dial-up connection should
expect slower software performance. QVF may not be used over a public wireless Internet connection.

Optimal Experience Recommendations:
e Windows XP
e PC with 1GHz or higher processor clock speed
e 1GB of RAM or higher recommended
e 20 GB of available hard drive space
e 19 inch monitor
e High-speed Internet connection
e HP Laserlet Printer

User Participation Requirements:

Training: As a prerequisite to QVF installation and the issuance of User ID’s, all users are required to participate in an initial
training session conducted by the Bureau of Elections. In addition, users may be required to participate in subsequent
maintenance training as identified by the Bureau of Elections.

E-Mail Address: Important and often time sensitive communications relating to the QVF software are distributed via the Election
Email system. Users are responsible for monitoring all email communications forwarded by the Bureau of Elections. Failure to
regularly monitor email communications will result in suspension of access.

Security: The user agrees to abide by all security requests made by the Bureau of Elections. The user understands that all user
session activity is audit-able and that a record of all such activity is retained for future reference. The user agrees that a User ID
left inactive for two weeks or one showing unusual use patterns can be suspended without notice to the user. The system shall
require the user to change passwords at least every 90 days. Passwords must be at least eight characters in length, must contain
both alpha and numeric values and must contain both upper and lower case characters. The User ID should be memorized or
stored in a secure location. As an additional security measure, user sessions will automatically time-out after a predetermined
length of inactivity.
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End-User Responsibilities

Secure Computing: Users are required to provide Antivirus protection on all computers upon which the QVF software is installed.
The Bureau of Elections maintains a list of acceptable anti-virus packages which will be provided upon request. Antivirus
software and virus definitions must be updated regularly. In addition, users are required to scan their computers daily for viruses
in addition to having auto-protection enabled. The user agrees to avoid leaving a QVF workstation unattended while logged-in
under a User ID. The user agrees that User ID’s and passwords will not be shared and that User ID’s and passwords will not be
displayed or stored in an insecure location. The user agrees to enable the Windows firewall while maintaining a connection to
the Internet. The user agrees to have Windows Automatic Updates enabled and configured to download and install updates on a
continual basis. The user agrees to shred or otherwise securely dispose of or store data exported from QVF in a hardcopy or
electronic medium. The user agrees that at no time will he or she allow the QVF Software to be distributed, decompiled, reverse
engineered, or be used for any purpose other than the software's intended election management functionality. The user agrees
to allow the Bureau of Elections access to his or her computer for random audit and/or inventory.

User Participation: To ensure data accuracy and integrity, authorized users agree to 1) perform on-going data maintenance
tasks including the entry of new voter transactions and voter registration updates 2) enter voter history within 30 days following
each election 3) utilize the QVF as the official list of qualified voters for all elections administered by the jurisdiction 4) perform
all E-Wizard tasks in a timely manner 5) perform all software upgrades as soon as each new public version is released and 6)
perform all voter registration maintenance functions in accordance with the provision of Michigan Election Law and procedures
established by the Bureau of Elections.

Support: The QVF Help Desk provides advice and instruction on the use of the QVF software and documents all requests received
from the user community for QVF software enhancements. The QVF Help Desk does not support QVF site hardware.

Precautionary Statement: The QVF employs Oracle Instant Client as a means of establishing database connectivity. Installing
QVF on a PC that currently utilizes another database management system may result in negative consequences. To avoid
complications, please consult with your internal IT support for prior authorization before installing the QVF.

End-User Agreement: By signing this User Agreement, the user agrees to abide by the conditions set forth by the Bureau of
Elections. The user understands the conditions of participation and agrees to meet all user requirements. The user understands
that the QVF software is the property of the Bureau of Elections; the Bureau of Elections reserves the right to discontinue
support and/or the availability of the QVF software at any time. It is also understood that improper use of the QVF software will
result in immediate suspension of access.
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Jurisdiction Data
Name: Title:
Email Address:
County:
Jurisdiction
Signature: Date:
Please return to: MARK DILJIAK Phone: 517-241-2542
BUREAU OF ELECTIONS Fax: 517-241-1591
PO BOX 20126
LANSING, MI 48901-0726
To be completed by the Bureau of Elections.
Bureau of Elections
Authorized by: Date:

UserlID Assigned:

UserlID Assigned by:

Password Emailed to:

User Training Completed: Date:




