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CONST 1963, ART 2, § 4: Auditor General’s authority to audit
post-election processes and access

CONST 1963, ART 4, § 53: election records and equipment

CONSTITUTIONAL LAW:

ELECTIONS:

While the Auditor General may subject the Michigan Bureau of Elections to a
performance audit concerning the Bureau’s procedures for conducting post-election
audits under MCL 168.31a, article 4, § 53 of Michigan’s Constitution does not
authorize the Auditor General to audit county clerks or other local units of
government to facilitate his audit of the Bureau of Elections.

The Secretary of State, in her role as the Chief Elections Officer, may exercise
supervisory authority over local elections officials responding to a request for
election records by the Auditor General by issuing directions for the review of such
records in order to protect the physical integrity and security of the records
consistent with state and federal law.

The Secretary of State, in her role as the Chief Elections Officer, may exercise
supervisory authority over local elections officials responding to a request for access
to voting equipment by the Auditor General by issuing directions that access to
voting equipment should not be permitted, given the need to protect the physical
integrity and security of the equipment consistent with state and federal law.

Opinion No. 7316 August 6, 2021

The Honorable Jocelyn Benson
Secretary of State

Richard H. Austin Building
430 W. Allegan Street
Lansing, MI 48909



You have asked two questions concerning the State Auditor General’s intent
to conduct a performance audit of the Department of State, Bureau of Elections’

post-election audit procedures related to the November 3, 2020, general election.

BACKGROUND

A. The November 3, 2020, general election

On November 3, 2020, the State of Michigan held state and federal elections,
including, most notably, elections for president and vice president of the United
States. The results of that election, as certified by the Board of State Canvassers,
revealed that President-elect Joseph R. Biden defeated former President Donald J.

Trump by 154,188 votes.!

But the presidential election was contentious. Almost immediately after the
polls closed on election night, challenges began to emerge, including over procedures
used by City of Detroit elections officials to count absent voter ballots, and the early
tabulation of votes in Antrim County, Michigan.2 Many of these disputes then
surfaced in multiple lawsuits attempting to challenge the results of Michigan’s
presidential election, none of which met with any success. See, e.g., King v
Whitmer, 505 F Supp 3d 720 (ED Mich, 2020). Among the other issues raised in

post-election litigation was Michigan’s new constitutional requirement for the

1 See November 2020 General Election Results, available at 2020 Michigan Official General Election
Results - 11/03/2020 (mielections.us)

2 These events are discussed in the Michigan Senate Oversight Committee’s report regarding the
November 3, 2020, general election, available at Oversight Committee Report | Michigan Senate
Republicans (misenategop.com), (accessed August 5, 2021).
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conducting of post-election audits. See Const 1963, art 2, § 4(1)(h). Indeed, the
Department of Attorney General received hundreds of communications from

Michigan citizens requesting that the constitutionally required audits be performed.

B. Post-election audits

In 2018, voters amended the Michigan Constitution to, among other things,
provide for the audit of statewide elections. As amended, article 2, § 4(1)(h) of the
Constitution now provides:

(1) Every citizen of the United States who is an elector qualified to vote
in Michigan shall have the following rights:

skkok

(h) The right to have the results of statewide elections audited, in such
a manner as prescribed by law, to ensure the accuracy and integrity of
elections. [Emphasis added.]

Thus, the people now have a right to have the Legislature provide for an
audit of the results of statewide elections.

Michigan’s Legislature has conferred the task of conducting proper elections
on the Secretary of State, an elected Executive-branch officer, and the head of the
Department of State. Const 1963, art 5, §§ 3, 9. Section 21 of the Michigan Election
Law makes the Secretary the “chief election officer” with “supervisory control over
local election officials in the performance of their duties[.]” MCL 168.21.

The Legislature amended the Michigan Election Law, specifically MCL
168.31a, following the 2018 adoption of the constitutional amendment. As

amended, § 31a requires the Secretary of State to provide procedures for conducting



audits and to supervise the local clerks in the conducting of audits, including
statewide audits:

(1) In order to ensure compliance with the provisions of this act, after
each election the secretary of state may audit election precincts.

(2) The secretary of state shall prescribe the procedures for election
audits that include reviewing the documents, ballots, and procedures
used during an election as required in section 4 of article II of the state
constitution of 1963. The secretary of state and county clerks shall
conduct election audits, including statewide election audits, as set forth
in the prescribed procedures. The secretary of state shall train and
certify county clerks and their staffs for the purpose of conducting
election audits of precincts randomly selected by the secretary of state in
their counties. An election audit must include an audit of the results of
at least 1 race in each precinct selected for an audit. A statewide
election audit must include an audit of the results of at least 1
statewide race or statewide ballot question in a precinct selected for an
audit. An audit conducted under this section is not a recount and does
not change any certified election results. The secretary of state shall
supervise each county clerk in the performance of election audits
conducted under this section.

(3) Each county clerk who conducts an election audit under this section
shall provide the results of the election audit to the secretary of state
within 20 days after the election audit. [MCL 168.31a(1)-(3) (emphasis
added).]

In keeping with the requirements of § 31a, the Secretary of State’s Bureau of
Elections (Bureau) has prescribed specific, detailed procedures for conducting
election audits in a Post-Election Audit Manual and accompanying worksheets.3
Under § 31a and the Manual, county clerks perform these post-election audits,

although the Bureau may select additional jurisdictions to be audited by the Bureau

3 See Post-Election Audit Manual, available at Post Election Audit Manual 418482 7.pdf
(michigan.gov), and worksheet, available at Post-Election Audit Checklist (michigan.gov), (accessed
August 5, 2021.)
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itself. The audits provided for in the Manual are often described as precinct

procedural audits.

With respect to the November 2020 general election, the Secretary of State
announced in December 2020 that the Bureau would be conducting a statewide
risk-limiting audit4 of the presidential election as well as audits of several absent
voter counting boards.5 The Secretary also identified over 200 jurisdictions,
spanning all 83 counties in Michigan, in which county clerks would be performing

precinct procedural audits.6

In February 2021, the Secretary announced the result of the Bureau’s
statewide risk-limiting audit, which confirmed the accuracy of the presidential
election results? and followed up with the release of an official report of all audits in
April 2021. (Appendix A, Audit Report of the November 3, 2020, General Election.)8
The Audit Report explains in detail the purpose and scope of precinct procedural

audits, which are “primarily the responsibility of county clerks.” (Appendix A, p 5.)

4 A risk-limiting audit involves the random selection of a number of ballots cast across the State,
which are then hand-reviewed by the local clerk for accuracy. See Statewide risk-limiting election
audit process to begin at 11 a.m., January 11, 2021, available at SOS - Statewide risk-limiting
election audit process to begin at 11 a.m. (michigan.gov), (accessed August 5, 2021.)

5 See Bureau of Elections announces most comprehensive post-election audits in state history,
December 9, 2020, available at SOS - Bureau of Elections announces most comprehensive post-
election audits in state history (michigan.gov), (accessed August 5, 2021.)

6 Id.

7 See Statewide election audit process affirms presidential election outcome, February 12, 2021,
available at SOS - Statewide election audit process affirms presidential election outcome

(michigan.gov), (accessed August 5, 2021.)

8 See Post-election audit report confirms accuracy and integrity of Michigan’s election, April 22,
2021, available at SOS - Post-election audit report confirms accuracy and integrity of Michigan's
election, (accessed August 5, 2021.)
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The purpose of procedural precinct audits is to “ensure that election officials and
poll workers followed the correct procedures in conducting elections in these
precincts, that required pre-election requirements were fulfilled, and that required
records were maintained.” (Id., p 4.) As stated in the Report, “[p]Jrocedural audits
provide an opportunity to conduct an in-depth review of the proper procedures for
preparing and using election day equipment and materials,” and include “a 100
percent hand count of all the paper ballots cast in one statewide race in each
audited precinct, which ensures that the tabulators used in the precinct calculated
ballots accurately.” (Id.) For this election cycle, the U.S. Senate race was selected

for the hand count. (Id.,p 7.)

C. The Auditor General’s proposed audit

As explained in your request, the Office of the Auditor General is currently
conducting an audit of the Bureau, apparently as an extension of an audit the
Auditor General staff conducted in 2019.9 However, discussions with staff for the
Auditor General indicated that the audit includes a new objective relating to the
Bureau’s procedures for conducting and supervising post-election audits. The
Auditor General’s published “objectives” for the current audit include “[t]o assess
the sufficiency of selected [Bureau of Elections] post-election review procedures to

help ensure the integrity of elections.”® The Bureau provided the Auditor’s staff

9 See Audit Report, Bureau of Elections, available at https://audgen.michigan.gov/wp-
content/uploads/2019/12/rs231023519.pdf, (accessed August 5, 2021.)

10 See Auditor General, Work in Progress, Bureau of Elections — 231-0235-21, available at Bureau of
Elections - Michigan Office of the Auditor General, (accessed August 5, 2021.)
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with relevant information, including the Post-Election Audit Manual, and Auditor
General staff attended several post-election audits, including precinct procedural

audits.

Additional discussions with Auditor General staff have led the Bureau to
believe that the Auditor General seeks to review the audits that were conducted by
the county clerks, or essentially, to re-create or re-perform the audits conducted by
the county clerks. The purpose of this review would be for Auditor General staff to
verify that records were accurately reviewed or to make their own determination
that precincts were audited. Doing so would require manual review of a significant
volume of local election records and would include another hand count of ballots for
the U.S. Senate race. According to your request, the Auditor General’s intent to
conduct such an audit has raised several concerns, including security concerns
regarding elections records, which are subject to federal retention requirements; the
Auditor General’s ability to accurately re-create the precinct procedural audits; and
whether the proposed audit even falls within the scope of the Auditor General’s

authority.

Although the Bureau of Elections shared its concerns regarding the proposed
audit with the Auditor General, (Appendix B, July 6, 2021, Brater Letter), and the
Auditor General has acknowledged those concerns, (Appendix C, July 15, 2021,
Ringler Letter), the issues regarding the scope of the audit and the Auditor
General’s access to elections records remain unresolved, resulting in the instant

request for an opinion.



ANALYSIS

In your request you ask whether the proposed audit of the counties’ precinct
procedural audits exceeds the scope of the Auditor General’s authority and whether
staff of the Auditor General may be restricted from handling election records should

the proposed audits proceed.

A. The Constitution does not authorize the Auditor General to audit
local units of government.

The office of the Auditor General was created pursuant to article 4, § 53 of

Michigan’s 1963 Constitution, which provides, in part:

The legislature by a majority vote of the members elected to and

serving in each house, shall appoint an auditor general, who shall be a

certified public accountant licensed to practice in this state, to serve for

a term of eight years. . . . The auditor general shall conduct post audits

of financial transactions and accounts of the state and of all branches,

departments, offices, boards, commissions, agencies, authorities and

institutions of the state established by this constitution or by law, and
performance post audits thereof.

Under the prior constitution, the Auditor General was an elected official of
the executive branch, and the Legislature was given complete authority to establish
the scope of the Auditor General’s powers. Const 1908, art 6, § 1. The 1963
Constitution eliminated the office of Auditor General as it had existed and created
the new legislative Auditor General, an official appointed by the Legislature with
only the specific powers listed in the constitutional provision. Section 53 expressly

provides that the Auditor General “shall be assigned no duties other than those

specified in” that section. Const 1963, art 4, § 53. Thus, the Legislature cannot



confer any additional duties upon the Auditor General. OAG, 1963—1964, No. 4284,

pp 278, 279 (February 18, 1964).

The question then is, what is the scope of the Auditor General’s authority in

relation to the Bureau of Elections’ post-election audit process?

First, it should be clarified that the Auditor General is not authorized to
conduct post-election audits. Consistent with article 2, § 4(1)(h) of the Constitution,
the Legislature conferred the authority to conduct post-election audits solely on the
Secretary of State and the county clerks. MCL 168.31a. With respect to the
November 2020 general election, the Secretary of State and the county clerks have
completed their audits, and those audits, and the results of those audits, are the
only audits that constitute those required by article 2, § 4(1)(h) of the Constitution.
Further, the Legislature could not re-assign this function to the Auditor General
since conducting post-election audits is not a duty accorded the Auditor General by

§ 53.

Second, it must be understood who may be audited. Pursuant to § 53, the
Auditor General has authority to conduct “financial” or “performance” audits “of the
state and of all branches, departments, offices, boards, commissions, agencies,
authorities and institutions of the state[.]” Const 1963, art 4, § 53. The Bureau is
an agency within the Michigan Department of State and is, therefore, subject to the
Auditor General’s audit authority. As noted in your request, the Bureau does not

dispute that it may be subject to an audit. However, in interpreting § 53, the



Attorney General’s office has repeatedly concluded that the Auditor General does
not have authority to audit local units of government. See, e.g., OAG, 2003-2004,
No. 7158, p 141, (June 29, 2004); OAG, 1997-1998, No. 6970, p 108 (January 28,
1998); OAG, 1983-1984, No 6225, p 303 (May 7, 1984); Letter Opinion of the
Attorney General to Auditor General Albert Lee, dated December 17, 1975; Letter
Opinion of the Attorney General to Auditor General Albert Lee, February 6, 1975.

This conclusion is supported by the following exchange found in the Official
Record of the 1961 Constitutional Convention, discussing the elimination of the
office of Auditor General, as it then existed, and the creation of the new office of
legislative Auditor General:

MR. AUSTIN: Mr. Chairman--thank you, Mr. Downs--I1 would like to
ask one question of Mr. Martin, too, in regard to the elimination of the
auditor general, whom, I presume, will be replaced by the legislative
auditor. We have indicated on page 1, line 12, of the substitute
proposal that

The legislative auditor general shall conduct
comprehensive fiscal postaudits of all transactions and
accounts kept by or for all branches, departments, offices,
boards, commissions, agencies, authorities and
institutions of the state....

Now am I to assume this would exclude local units of government, Mr.
Martin?

MR. MARTIN: Yes, Mr. Austin, that is correct. It is not intended that
the legislative auditor general should do anything more than handle
state agencies, departments and institutions. These other units would,
of course, continue to be subject to such audit as the legislature
required. At the present time the counties are audited. The townships
are not audited, generally, unless there are special problems. The
school districts are not audited except that the legislature requires
that they themselves have an independent audit made. So there are
different provisions and it is to be presumed that the legislature would
make such provision for them. They would not be audited by the

10



legislative auditor general. [1 Official Record, Constitutional
Convention 1961, pp 1681-1682 (emphasis added).]1!

Accordingly, county clerks, as members of local units of government, are not

subject to the Auditor General’s audit authority.

Third, it is necessary to understand what it is that may be audited. The

Office of the Auditor General describes performance audits in the following manner:

Performance audits provide findings or conclusions based on an
evaluation of sufficient, appropriate evidence against criteria.
Performance audits provide objective analysis to assist management
and those charged with governance and oversight in using the
information to improve program performance and operations, reduce
costs, facilitate decision making by parties with responsibility to
oversee or initiate corrective action, and contribute to public
accountability. . . .[12]

While a performance audit may include a number of objectives, in general, a
performance audit is conducted to examine how effectively, efficiently, and
economically a government entity performs a function or operates a program.!3 See
also OAG, 1963—-1964, No. 4284, pp 278, 280 (February 18, 1964) (“A performance
postaudit is an examination of the effectiveness of administration, its efficiency and
its adequacy in terms of the program of the departments or agencies as previously

approved by the legislature”), quoting Report by the Joint Committee on Legislative

11 Constitutional Convention debates are considered a useful resource in interpreting constitutional
provisions. House Speaker v Governor, 443 Mich 560, 580-581 (1993).

12 The Auditor General performs audits in accordance with generally accepted auditing standards by
the American Institute of Certified Public Accountants, the Comptroller General of the United
States, and the federal Single Audit Act. See Audit Details - Michigan Office of the Auditor General,
(accessed August 5, 2021.)

13 See Government Auditing Standards, 2018 Revision, Performance Audits 1.21, available at GAO-
21-368G, Government Auditing Standards: 2018 Revision Technical Update April 2021, (accessed
August 5, 2021.)
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Powers and Executive Branch, Official Record, Constitutional Convention of 1961,

March 15, 1962, pp 1672-1673.

As noted above, the Auditor General’s “objectives” for the Bureau audit
include “[t]o assess the sufficiency of selected [Bureau of Elections] post-election
review procedures[.]”14 The Bureau understands the reference to “post-election
review procedures” to mean the post-election audit process. Post-election audits are
principally governed by § 31a of the Michigan Election Law, pursuant to which the
Secretary of State is required to: (1) prescribe procedures for election audits that
include reviewing various election-related documents and processes used during an
election; (2) ensure that the Secretary and the county clerks conduct election audits,
including statewide audits; (3) train and certify county clerks and their staff to
conduct election audits in their counties; (4) ensure that audits include auditing at
least one race, local and/or statewide, in each randomly selected precinct; and (5)
supervise the county clerks in the performance of the required election audits. MCL

168.31a(2).

Generally speaking then, a performance audit of the post-election audit
process would involve examination by Auditor General staff of how effectively,

efficiently, and economically the Bureau of Elections performed its functions that

14 See Auditor General, Work in Progress, Bureau of Elections — 231-0235-21, available at Bureau of
Elections - Michigan Office of the Auditor General, (accessed August 5, 2021.)
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are prescribed by the Legislature in § 31a with respect to the audits of the

November 2020 general election.

The Bureau does not disagree that its post-election audit process may be
audited. But the manner in which the Auditor General proposes to conduct the
audit does not appear to be confined to auditing the Bureau. The Auditor General
stated in his response to the Bureau that “[t]o assess the sufficiency, clarity, and
other attributes of the [Bureau’s] provided procedures and training,” staff “intend to
retrace some of the county and local election officials’ steps to determine whether
consistent application of post-election review procedures occurred.” (Appendix C,
July 15, 2021, Ringler Letter.) As it has been explained to the Bureau,!®> Auditor
General staff intend to select a number of jurisdictions that conducted procedural
audits regarding the November election, go to those jurisdictions and obtain access
to relevant election records in the possession of the local clerks, and then staff will
conduct precinct procedural audits by reviewing election records in accordance with
the Bureau’s audit procedures. Presumably, Auditor General staff will then
compare the results of their “procedural audits” with the procedural audits
performed previously by the county clerks for the jurisdictions, and then potentially

compare results amongst the other audited jurisdictions.

The proposed re-creation of the procedural audits by Auditor General staff

would, for all intents and purposes, be an audit of the local clerks’ performance of

15 To date, staff for the Auditor General have not provided any written correspondence to the Bureau
specifically describing how staff intend to conduct audits in the local jurisdictions.
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their post-election procedural audits. But, as noted above, the Auditor General has
no authority to audit local units of government either directly or in connection with

an audit of a state agency, such as the Bureau of Elections.

In OAG, No. 6970, the Attorney General examined a provision in the fiscal
year 1996—1997 appropriations act for the Michigan Department of Transportation
(MDOT) that required the Auditor General to “perform audits and make
investigations of the disposition of all state funds received by county road
commissions . . . and cities and villages for transportation purposes to determine
compliance with the terms and conditions” of the applicable law by MDOT. The
appropriations act directed the local units of government to make the pertinent
records available to the Auditor General for this review. The opinion observes that
the Auditor General interpreted this provision to merely allow an examination of
records of local governmental units in conjunction with a performance audit of a
state department and not as authorization to audit the local governmental unit.
But the Attorney General rejected this interpretation of the provision, reasoning
that the plain language of the appropriations act did not “merely allow the Auditor
General to access a local governmental unit’s records in the course of auditing state
agencies; it affirmatively requires that the Auditor General audit local

governmental units.” OAG, No. 6970, p 111. The Attorney General concluded:

County road commissions and other local governmental units are not
entities “of the state” as that term is used in Const 1963, art 4, § 53,
even when they are using state funds allocated under 1951 PA 51.
Accordingly, legislation requiring the Auditor General to audit such
local governmental units is unconstitutional. [1d.]

14



Thus, the Attorney General opined that the provision in the appropriations
act violated article 4, § 53, to the extent it required the Auditor General to audit

local units of government.

In OAG, No. 7158, the Attorney General addressed whether the State Board
of Education or the Superintendent of Public Instruction could delegate their
authority to examine or audit local school records to the Auditor General to enable
the Auditor General to review those records to conduct a performance audit of the
Center for Educational Performance and Information (CEPI), a state agency within
the Department of Management and Budget. OAG, No. 7158, pp 141—142. In
order to receive state school aid, schools must allow their records to be audited by
the Department of Education, over which the Superintendent presides as chief
executive officer. (Id., p 142.) The Auditor General wanted to review the local
records “in order to audit the accuracy and completeness of computer-stored data

maintained by CEPIL.” (Id.)

The Attorney General concluded that neither the Board nor the
Superintendent were statutorily authorized to delegate their authority to examine
or audit school records to the Auditor General, and that doing so would violate
separation-of-powers principles since the Auditor General is a member of the
legislative branch and “the legislative branch may not exercise, a power conferred
by the Legislature on these officers and this agency of the executive branch.” (Id.,

citing Const 1963, art 3, § 2.)

15



As discussed below in Part B, both opinions further concluded that the
Auditor General could request access to records directly from the local units of

government.

Both OAG, No. 6970 and OAG, No. 7518 generally confirm that the Auditor
General cannot audit local units of government in connection with auditing a state
agency simply because the local unit receives funding from the state agency related

to the audit, or because a local unit is itself subject to audits by a state agency.

The same rationale applies here. The Auditor General cannot audit the work
of the county clerks or other local elections officials as part of conducting an audit of
the Bureau. The fact that the local clerks perform post-election audits and perform
them under the general supervision of the Secretary of State does not render them

subject to the Auditor General’s audit authority.

While the Auditor General states that the purpose of the re-creations is to
“assess” the “sufficiency” and “clarity” of the Bureau’s election audit procedures and
training, such an assessment can, and must, be accomplished by means other than

an audit of local clerks’ performances.

For instance, Auditor General staff could seek to interview local clerks
regarding any concerns they have with respect to the Bureau’s training or
instructions for conducting post-election audits. Staff can review, and have already
been provided with, the county clerks’ completed audit data that was provided
electronically to the Bureau. Staff can examine training records to determine

16



whether clerks appropriately participated in trainings or staff can participate in a
training themselves. And, to the extent Auditor General staff wish to re-create a
precinct procedural audit, the Bureau has informed Auditor General staff that it is
willing to re-perform, to the extent possible, one of the five procedural audits
Bureau staff conducted. There may be additional ways to assess the Bureau’s

procedures, but these come readily to mind.

The Auditor General’s proposal to re-create county procedural audits raises
other concerns as well. As noted above, the Legislature has entrusted the post-
election audit process to the Secretary of State and county clerks. MCL 168.31a.
They are the only persons with the authority and sufficient expertise and training
to conduct post-election audits. Purported “post-election audits” conducted by

Auditor General staff would constitute a usurpation of this process.16

It is my opinion, therefore, that while the Auditor General may subject the
Michigan Bureau of Elections to a performance audit concerning the Bureau’s

procedures for conducting post-election audits under MCL 168.31a, article 4, § 53 of

16 Further, even if it was permissible, it may be difficult for Auditor General staff,
who are not experienced election officials, to accurately re-create a county’s
procedural audit. As noted in the request, in performing an audit, clerks break
seals on containers and remove election records from those containers, and then
handle those records to conduct the audit. Once an audit has been completed,
election records may be stored in different containers, combined, or possibly even
inadvertently damaged or misplaced. And in any of those cases, the result of the
Auditor General’s audit may differ from the county’s audit for reasons completely
unrelated to the sufficiency or clarity of the Bureau’s audit procedures and training.
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the Michigan Constitution does not authorize the Auditor General to audit county
clerks or other local units of government to facilitate his audit of the Bureau of

Elections.

B. The Auditor General and his staff may be subject to restrictions
regarding the handling of election records.

You also ask whether the Auditor General and his staff may be subject to
restrictions concerning the custody and handling of election records. Because the
Auditor General is authorized to subject the Bureau of Elections to a performance
audit concerning the Bureau’s procedures for post-election audits, and conducting
the audit might involve review of election records, it is necessary to address this

question.

The Legislature has enacted legislation expressly providing for the Auditor
General’s access to records. See MCL 13.101. However, these statutes are
principally directed at the Auditor General’s authority to acquire records from those
entities he is authorized to audit—the state and all branches, departments, offices,
boards, commissions, agencies, authorities and institutions of the state. Const
1963, art 4, § 53. For example, subsection 1(3) provides that “[u]pon demand of the
auditor general . . . the officers and employees of all branches, departments, offices,
boards, commissions, agencies, authorities, and institutions of this state shall
produce or provide for access and examination all books, accounts, documents,
records, and electronically stored information . . . of their respective branch,

department, office, board, commission, agency, authority, and institution and

18



truthfully answer all questions relating to their books, accounts, documents,
records, and electronically stored information . . . of their respective activities and

affairs.” MCL 13.101(3) (emphasis added).

Certain election records that might be relevant to the audit may be in the
possession of local clerks, not the Bureau. If that is the case, the Auditor General
may simply request information from the relevant local units of government, to
which request the local units may respond, or request information from those units
pursuant to the Michigan Freedom of Information Act (FOIA), MCL 15.231 et seq.
See OAG, No. 6970, p 111; OAG, No. 7158, p 144 n 3. The Auditor General also has
the authority to compel the production of records by subpoena if the information

sought is in connection with an audit of a state agency:

In connection with audits and examinations described in this act, the
auditor general, deputy auditor general, or any individual appointed to
make audits and examinations may issue subpoenas, direct the service
of the subpoena by any police officer, and compel the attendance and
testimony of witnesses; may administer oaths and examine any
individual as may be necessary; and may compel the production of
books, accounts, papers, documents, records, and electronically stored
information, including, but not limited to, confidential information.
The orders and subpoenas issued by the auditor general, deputy
auditor general, or any individual appointed with the duty of making
the examinations provided in this subsection may be enforced upon
application to any circuit court as provided by law. [MCL 13.101(5).]

The Attorney General has noted that this statute is not limited to state
entities, but also applies to local units of government. OAG, No. 7158, p 144 (“The
subpoena power . . . . 1s not limited to records maintained by state agencies.”)

However, in OAG, No. 7158, the Attorney General further observed that the

19



obligation to produce records “may be affected by state or federal laws restricting or
prohibiting the disclosure of certain records.” (Id., citing the Family Educational

Rights and Privacy Act of 1974, 20 USC 1232g.)

As noted in your request, federal law, specifically the Civil Rights Act of
1960, 52 USC 20701 et seq., requires the retention of election records and
necessarily limits access to election-related materials.1” The Civil Rights Act
requires “every officer of election” to retain, for twenty-two months from the date of
an election for federal office, “all records and papers which come into [the officer’s]
possession relating to any application, registration, payment of poll tax, or other act
requisite to voting in such election[.]” 52 USC 20701. The Department of Justice
has clarified that the term “records” as used in § 20701 includes records created in
“digital or electronic form.”18 A failure to comply with the retention requirements
may result in a fine or imprisonment, id., and the destruction or alteration of an

election record may likewise result in a fine or imprisonment, 52 USC 20702.

The duty to retain records includes the duty to safeguard those records as
well. An issue recently arose in the State of Arizona, in connection with the

presidential election “audit” being performed by a third-party firm at the direction

17 Michigan Election Law also imposes retention requirements for various election records. See, e.g.,
MCL 168.615¢, 168.765a(7), 168.811, 168.767, 168.798(2), 168.799a(4). A complete retention
schedule is available at Document Retention Schedule (michigan.gov) (accessed August 5, 2021.)
Michigan law also punishes the tampering with or destruction of election records or voting
equipment. See MCL 168.932(b), (c).

18 See U.S. Department of Justice, Federal Law Constraints on Post-Election “Audits,” July 28,
2021, available at Federal Law Constraints on Post-Election “Audits” justice.gov), (accessed August
5,2021.)
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of the Arizona Senate. The Department of Justice sent a letter to the Arizona
Senate raising concerns over the handling of election records by the firm conducting
the audit. (Appendix D, August 4, 2021, Memorandum to Municipal and County
Election Officials, Attachment — May 5, 2021, Letter From U.S. Department of
Justice, Civil Rights Division, to Arizona State Senator Karen Fann.) The letter
observes that federal law creates a duty to safeguard and preserve federal election

records:

The purpose of these federal preservation and retention requirements
for elections records is to “secure a more effective protection of the
right to vote.” State of Ala ex rel Gallion v Rogers, 187 F Supp 848, 853
(MD Ala 1960), aff'd sub nom Dinkens v Attorney General, 285 F2d 430
(CA 5, 1961)(per curiam), citing H.R. Rep. 956, 86thCong., 15t Sess. 7
(1959); see also Federal Prosecution of Election Offenses, Eighth
Edition 2017 at 75 (noting that “[t]he detection, investigation, and
proof of election crimes—and in many instances Voting Rights Act
violations—often depend[s] on documentation generated during the
voter registration, voting, tabulation, and election certification
processes”). [Id., pp 1—2.]

The letter goes on to note that if a state designates a custodian for such
election records, then the “duty to retain and preserve any record or paper so
deposited shall devolve upon such custodian.” (Id., quoting 52 USC 20701.) The

Department of Justice states that it interprets the Civil Rights Act to require:

[TThat “covered election documentation be retained either physically by
election officials themselves, or under their direct administrative
supervision.” See Federal Prosecution of Election Offenses at 79. In
addition, if the state places such records in the custody of other
officials, then the Department views the Act as requiring that
“administrative procedures be in place giving election officers ultimate
management authority over the retention and security of those election
records, including the right to physically access” such records. Id. [Id.,
p 2]
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And in a very recent publication, the Department of Justice noted the

dangers attendant to providing access to election records:

Where election records leave the control of elections officials, the
systems for maintaining the security, integrity and chain of custody of
those records can easily be broken. Moreover, where elections records
are no longer under the control of elections officials, this can lead to a
significant risk of the records being lost, stolen, altered, compromised,
or destroyed.[19]

This office has previously discussed access to election records and the federal
Civil Rights Act. OAG, 2009-2010, No. 7247, p 134 (May 13, 2010), addressed
whether voted ballots are subject to Michigan’s FOIA. OAG, No. 7247 concluded
that voted ballots are subject to FOIA but that the Secretary of State, pursuant to
her supervisory authority under MCL 168.21, could issue directions to local clerks
for the processing of FOIA requests that included directions that only clerks or their
staff could handle and photocopy voted ballots in order to ensure the physical
integrity and security of the ballots as required by law, including the federal Civil

Rights Act. (Id., pp 139—140.)

Here, while the Auditor General is a constitutional officer and member of the
legislative branch of government, Const 1963, art 4, § 53, he is not a state or local
election official or an “officer of election” as that term is defined in 52 USC 20706.
The federal statute speaks only of the U.S. Attorney General as being able to

demand access to protected election records. 52 USC 20703. And as discussed in

19 See U.S. Department of Justice, Federal Law Constraints on Post-Election “Audits,” July 28,

2021, available at Federal Law Constraints on Post-Election “Audits” (Justice.gov), (accessed August
5, 2021.)
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OAG, No. 6970 and OAG, No. 7158, the Auditor General is not entitled to access or
demand local government records through the state agency being audited, here the
Bureau. Thus, the Auditor General has no right or authority to access local election
records for purposes of conducting an audit of a state agency in a manner that
would be inconsistent with or potentially violate federal law, thereby placing

himself, his staff, or local election officials at risk of prosecution or other action.

As noted in OAG, No. 7247, the Secretary of State is the chief election officer of
the state and shall have supervisory control over local election officials in the
performance of their duties under the provisions of Michigan Election Law. MCL
168.21. Further, under § 31 of the Michigan Election Law, she is required to
“[a]dvise and direct local election officials as to the proper methods of conducting
elections.” MCL 168.31(1)(b). Under these statutes, the Secretary has a duty to
ensure that the local election officials she supervises maintain the physical integrity
and security of all paper, electronic, or digital election records consistent with

requirements of state and federal law.

Accordingly, consistent with her statutory authority and the analysis
provided in OAG, No. 7247, the Secretary may direct that any local election official
subjected to a request for election records by the Auditor General should treat the
request in the same manner as a FOIA request. In other words, Auditor General
staff cannot take possession or control of election records or be in the presence of
election records outside the presence of local election officials or Bureau of Elections

staff, and Auditor General staff may not handle or physically touch election records.
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Auditor General staff will still be able to review and inspect records with the assistance
of local election officials. And, of course, the Auditor General could formally request
copies of election records pursuant to the FOIA. These methods would protect both
Auditor General staff and local election officials from potential unintentional violations

of the law.20

It is my opinion, therefore, that the Secretary of State, in her role as the
Chief Elections Officer, may exercise supervisory authority over local elections
officials responding to a request for election records by the Auditor General by
1ssuing directions for the review of such records in order to protect the physical

integrity and security of the records consistent with state and federal law.

Although not mentioned in your request, staff at the Bureau subsequently
advised that Auditor General staff may have an interest in accessing voting
equipment. For purposes of this opinion, it is assumed that accessing voting
equipment means physically examining, handling, or operating the equipment.21
According to the Bureau, voting equipment includes tabulators (the machines that
count the paper ballots cast by voters), voter assist terminals (the machines that
assist voters with print disabilities mark a paper ballot), and election management

system machines (the computers loaded with the relevant election management

20 Tn the event the Auditor General subpoenas election records pursuant to his authority in MCL
13.101(5), the affected city, township, or county clerk should contact the Bureau of Elections and
consult with local legal counsel for assistance in responding.

21 Tt is unclear why Auditor General staff would seek to access voting equipment in the context of
auditing the Bureau’s post-election audit process as the voting equipment is not used by the clerks in
conducting their procedural audits. These audits involved a hand-count of the race selected for
auditing, which was the U.S. Senate race with respect to the November 2020 general election.
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system software that are used to program the tabulators). This equipment is in the

possession of the local clerks.22

To the extent any of this equipment constitutes or contains an electronic or
digital election record, it would be subject to § 20701 and the requirements of the
federal Civil Rights Act. Outside of that, the Bureau, pursuant to the Secretary’s
authority in MCL 168.31(1), has instructed or directed local clerks that only certain
individuals should be allowed access to voting equipment, including local clerks and
their staff, Bureau of Elections staff, staff for election management system vendors
and their licensed staff and contractors, and voting system test laboratories that
have been accredited by the federal Election Assistance Commission. (Appendix D.)
The Bureau notes that providing unauthorized individuals access to voting
equipment may terminate the chain of custody for the equipment, which would
render it impossible for the Bureau to verify that the equipment remains in the

configuration in which it was certified for use in Michigan. (Id., p 5.)23

22 The Michigan Election Law provides that “a county clerk, in consultation with the clerk of each
city and township located in that county” will “determine which electronic voting system will be used
in the county[.]” MCL 168.37a. The governing bodies for the local units of government are
responsible for purchasing voting equipment. MCL 168.794a, 168.794b. All vote-tabulation
equipment used in Michigan must meet certain requirements, see MCL 168.795, and be certified by
the Board of State Canvassers following the Bureau of Elections’ staff review and recommendation,
see MCL 168.37, 168.795a. Information about Michigan voting systems and certification is available
at https://www.michigan.gov/s0s/0,4670,7-127-1633 11976---,00.html.

23 In that situation, the Bureau may determine that the equipment in question is no longer certified
for use in Michigan, or that other remedial procedures must be performed before the equipment can
be used. (Appendix D, p 6.) The cost of new equipment or remedial procedures would be borne by
the affected local unit of government. Notably, the Secretaries of State for Arizona and
Pennsylvania recently determined that voting equipment in their respective states could no longer
be used following access of that equipment by third party firms. (Appendix D, Attachments.)
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As discussed above, the Auditor General and his staff do not have a
constitutional right under article 4, § 53 to demand or compel access to local
government records. And the Bureau has not instructed local clerks that the
Auditor General or his staff are individuals who can access voting equipment.
Further, voting equipment does not fall within the definition of a “public record”
subject to Michigan’s FOIA requirements, see MCL 15.232(1), (1), nor does computer
software, see MCL 15.232(1), (j). In addition, the Auditor General’s subpoena power
1s limited to compelling the appearances and testimony of witnesses and “the
production of books, accounts, papers, documents, records, and electronically stored
information, including, but not limited to, confidential information.” MCL

13.101(5). Voting equipment does not fall within these categories.

The only remaining avenue for the Auditor General or his staff would be
simply requesting that a local clerk permit access to voting equipment. But again,
the Bureau has directed that only authorized individuals be allowed access to voting
equipment, and local elections officials are expected to follow the Secretary’s
instructions issued through the Bureau. See, e.g., Hare v Berrien County Bd or
Election Commissioners, 373 Mich 526, 530 (1964); MCL 168.931(h) (“A person shall
not willfully . . . disobey a lawful instruction or order of the secretary of state as

chief state election officer. . . .”)

It is my opinion, therefore, that the Secretary of State, in her role as the
Chief Elections Officer, may exercise supervisory authority over local elections

officials responding to a request for access to voting equipment by the Auditor
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General by issuing directions that access to voting equipment should not be
permitted in order to protect the physical integrity and security of the equipment

consistent with state and federal law.

DANA NESSEL
Attorney General
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STATE OF MICHIGAN
JOCELYN BENSON, SECRETARY OF STATE

DEPARTMENT OF STATE
LANSING

Audits of the November 3, 2020 General Election

April 21, 2021

In November 2018, Michigan’s voters passed a referendum to guarantee citizens of Michigan the
right to have the results of statewide election audited, in order to ensure the accuracy and
integrity of elections. Michigan’s system of statewide post-election audits system, which has
been in place for many years, is now enshrined in Article II, Section 4 the Michigan State
Constitution.

As the state’s chief election officer, the Michigan Election Law provides the Secretary of State
with the authority to prescribe the procedures with which audits will be conducted across the
state. Statewide audits reflect the decentralized nature of Michigan’s election system. Running of
elections is a local responsibility held by Michigan’s 1,520 city and township clerks, along with
their staff, volunteers and poll workers (election inspectors) they have hired to work in polling
places and perform other election functions. Auditing of elections, which includes review of the
city and township clerks who ran the elections, is performed by county and state officials.

Audits occur following completion of the post-election canvass process and any requested
recounts, if applicable. Audits cannot occur until these processes are complete because the
materials needed for audits—voting machines, ballots, ballot containers, and other election day
materials—are required by the Michigan Election Law to be secured until these processes are
complete.

The majority of post-election audits are conducted by Michigan’s 83 county clerks. County
clerks do not administer elections directly on election day, but they do serve several critical
election functions including the programming of election equipment and printing of ballots. The
remainder are conducted by the Michigan Bureau of Elections on behalf of the Secretary of
State.

The November 3, 2020 election in Michigan involved several competitive statewide contests,
including races for U.S. President and U.S. Senate. The general election, which was conducted in
the midst of the global COVID-19 pandemic, was also the first general election held following
the implementation of Proposal 2018-3 in the state. In addition to the constitutional right to
statewide audits described above, the proposal also amended the state constitution to introduce
same-day voter registration, automatic voter registration, and no-reason absentee voting in
Michigan. Despite the pandemic, 2020 shattered state records for voter turnout, with more than
5.5 million total ballots cast (the previous record was 5 million, set in 2008). Approximately 3.3
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million of ballots cast were absentee ballots, also a new state record; by comparison, the 2016
election, with an overall turnout of 4.8 million, saw 1.3 million voters cast absentee ballots.

The combination of the COVID-19 pandemic, a set of new election rules, highly contested
elections, record-breaking voter turnout, and a shift from majority in-person voting to majority
absentee voting posed an unprecedented set of election administration challenges for local
officials. Same-day registration at clerks’ offices requires local election officials to ensure that
these offices are adequately staffed with experienced workers. The manyfold increase in
absentee ballots — more than double the number cast in the 2016 presidential election—required
updates to training, procedures, equipment, and staffing allocation to allow for the processing of
both absentee applications and ballots, along with tabulation of large numbers of ballots, under
the strict timelines required and allowed by law.

Many experienced clerks, staff, temporary staff, and election inspectors—groups that include
significant populations in age groups more at risk from COVID-19—were unable to work before
and on election day because of health concerns, quarantines, or exposure. In-person and staffing
of election offices and polling places was made more difficult because of the need to ensure
social distancing and capacity limits on the auditorium or classroom-style settings in which
training is typically offered.

In spite of these and many other challenges, Michigan’s local election officials administered the
November 2020 election exceptionally well. There were few reports of crowding or long lines,
either at polling places or at clerk offices used for same-day voter registration. Largescale
community spread of COVID-19 connected with the November election was not reported.
Despite the massive increase in absentee ballots, none of which could be tabulated until 7:00
a.m. on election day, the vast majority of ballots statewide and within each jurisdiction had been
tabulated and reported by Wednesday, November 4, with a small percentage of ballots in some
larger jurisdictions completed on Thursday. This was well ahead of the Bureau of Elections’
expectation that tabulation and reporting could continue for up to a week after Election Day, as
occurred in some states.

The increased strain on the election system caused by COVID-19, high turnout, increased
absentee voting, new and inexperienced workers, and the need for clerks to divide their attention
among polling places, same day registration, and absent voter counting board locations did
contribute to administrative and procedural errors, several of which are discussed in this report.

As has been the case in all recent elections, some election jurisdictions were unsuccessful in
“balancing” all of their election precincts—determining that the number of names in the poll
book (in a polling place) or list of absentee voters (in a counting board) matched the number of
ballots tabulated exactly (or that an explanation could be found for the imbalance). In 2016, this
issue was primarily a problem at in-person voting precincts. In 2020, a greater share of balancing
problems occurred at absent voter counting boards where AV ballots are tabulated, and fewer
problems occurred at in-person precincts.

There were also several instances of errors in the reporting of unofficial “election night results.”
Election results that are reported shortly after the polls close, or after AV ballots have been



counted on Election Day, are not the official results. Official results are not determined until
after county and state canvass and certification (and, if applicable, recounts). In an effort to
provide a rapid report of initial results to media and the public, election officials publish
unofficial election results based on the election-night canvass of precinct returns. Many members
of the public may regard these as the “results,” they are often corrected or adjusted after being
published or during the county canvass.

Unofficial results can be incorrect because of a variety of human errors that may occur.
Unofficial results may fail to report or “double-report” individual precincts, or clerks may make
programming errors that lead unofficial results to be incorrectly reported even though ballots
were properly counted. These errors are more likely to occur late on election night or after
multiple days of continuous work, when election workers are extremely fatigued. Unofficial
result reporting errors were not new to 2020 but received substantial attention when they were
amplified to support other false claims about election results.

Beginning on Wednesday, November 4, several inaccurate claims were made about the conduct
of the 2020 Election. In general, these claims were either entirely fabricated, based upon
misunderstanding of election processes, or the result of incorrect inferences that human errors
were intentional misconduct. Post-election audits conducted by the Bureau of Elections and
county clerks found no examples of fraud or intentional misconduct by election officials and no
evidence that equipment used to tabulate or report election results did not function properly when
properly programmed and tested.

Post-election audits were not conducted with the goal of disproving the entire myriad of false
claims made about the election in Michigan and elsewhere, although one county audit was
conducted specifically to provide additional assurance in light of misinformation in that county.!
Instead, these audits focused on confirming that election procedures were properly followed and
election equipment functioned properly, and to identify areas for focus and improvement in
future elections. However, in some cases audit findings did provide further confirmation that
various false claims about the administration of the 2020 election were without merit.

! Both the Michigan Secretary of State’s “SOS Factcheck Page,”, available at
https://www.michigan.gov/s0s/0,4670,7-127-1633 100423 102534 102535---,00.html., and the federal
Cybersecurity and Infrastructure Agency’s “Rumor Control” page, available at https://www.cisa.gov/rumorcontrol
are regularly updated sites that debunk false claims made about the 2020 election.
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Post-election audits of the 2020 general election were the most extensive in Michigan’s history.?
Three types of audits were conducted:

e Precinct Procedural Audits. These audits were conducted primarily by county clerks
and involved the review of more than 200 in-person voting precincts across the state.
They are designed to ensure that election officials and poll workers followed the correct
procedures in conducting elections in these precincts, that required pre-election
requirements were fulfilled, and that required records were maintained. The audits also
included a full hand count of paper ballots cast in the U.S. Senate race in each of these
precincts.

e Absent Voter Counting Board Audits. New for 2020, the Bureau of Elections worked
with city and county election officials to review records and procedures in absent voter
counting boards in four large jurisdictions. The audits focused on determining how many
absent voter counting boards were out of balance and could have been reconciled with
additional review, and identifying the reasons why counting boards were out of balance.

¢ Risk-Limiting Audits. The state conducted a risk-limiting audit exercise of the
presidential election statewide. Approximately 18,000 ballots were randomly selected
from more than 1,300 local jurisdictions statewide, and the results of the randomly
selected ballots were compared to the statewide tabulated total. The Bureau of Elections
also conducted a full hand-count audit of all presidential election ballots in Antrim
County.

2 A complete list of 2020 audits is included as an appendix to this report.



1. Precinct Procedural Audits

Procedural audits of precincts are primarily the responsibility of county clerks, although the
Bureau of Elections also audits certain precincts each year. Procedural audits are conducted
following the canvass and certification of election results (and any recounts, if applicable). They
focus on the in-person voting precincts in polling places at which voters cast ballots on election
day.

Procedural audits provide an opportunity to conduct an in-depth review of the proper procedures
for preparing and using election day equipment and materials. They also include a 100 percent
hand count of all the paper ballots cast in one statewide race in each audited precinct, which
ensures that the tabulators used in the precinct calculated ballots accurately. Precinct procedural
audits provide an additional check and verification by allowing the county or state official who
conducts the audit to review the work of the city or township clerk, who conducts the election.
Because they are extremely in-depth, it is not practical to conduct an audit of this nature for the
entire state, but a substantial number—at least 200 are conducted including at least one in each
county, covering roughly 1 in 25 precincts in the entire state.

Selection

Following the election, the Bureau of Elections randomly selects at least 200 precincts to be
audited by county clerks in addition to precincts that the Bureau will audit, and selects the
statewide contest that will be reviewed during the paper ballot hand count segment of the audit.
The selection process ensures that at least one precinct in each county is selected for a procedural
audit. Following the selection of precincts for audit, the county clerk or the Bureau, as
appropriate, contacts selected jurisdictions to schedule the conduct of the audit.

Although audits are not meetings of public bodies, they are open to the public and jurisdictions
may publish audit schedules or a livestream of the audit. For example, Kent County published
their audit schedule on the County website,* while Ottawa County posted a livestream on the
county Facebook page.*

Audit Process

Procedural audits verify that pre-election notices were published, proper steps were taken on
election day, and correct documents and equipment were used and maintained before, on, and
after election day. Auditors review local records and equipment to examine the following issues.
More detail on the specific procedures reviewed is in the state audit manual.’

3 https://www.accesskent.com/Departments/Elections/Results/2020/PostElection_Audits.pdf.
4 https://www.facebook.com/OCClerkRegister.
5 https://www.michigan.gov/documents/sos/Post_Election_Audit Manual 418482 7.pdf.
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Posting of Pre-election Notices

Notice of Registration (MCL 168.498(3))
Notice of Election (MCL 168.653a)
Public Logic and Accuracy Test (MCL 168.798(1))

Weekend hours on which clerk’s office is open the Saturday or Sunday prior to the
election (MCL 168.761b).

Election inspectors appointment meeting/appointment/training (MCL 168.674, 677, 683).

Security and Testing Protocols

Electronic pollbooks and flash drives were sufficiently encrypted and updated

Logic and accuracy testing was completed for voting tabulators, and all required records
were created and maintained securely

Voter assist terminals were properly tested and used on election day

Absent Voter Record Maintenance

Applications for military and overseas voters were retained (review of records and
matching poll book)

Affidavits of voters not in possession of picture ID were recorded

Posting was made of number AV ballots distributed and received

Election Day Records and Paperwork

Election day receiving board checklist was properly completed

Pollbook paperwork was properly completed and maintained

All items required to be included in the envelopes of election officials were transmitted to
receiving boards

Provisional Ballot Forms

Provisional ballot numbers in poll book and envelopes matched
Proper procedures were followed in issuing envelope provisional ballots

Ballot Container

Proper, certified ballot containers were used
Containers were properly sealed
Container certificate was completed and retained

Spoiled and Duplicated Ballots

Number of spoiled ballots matches poll book
Duplicate and original ballots properly maintained
Ballots were duplicated properly



Hand Count

Procedural audits also include a hand count of all votes cast in the precinct for a statewide race.
In 2020, the U.S. Senate race was selected for hand count. To complete the hand count, auditors
review every paper ballot in the precinct and make a hand tally of votes for the selected race (in
this case, U.S. Senate). The total is compared to the number tabulated using the voting machine.
After hand counts conducted in more than 200 randomly selected precincts, county clerk auditors
did not report instances in which hand counts differed substantially from machine-tabulated
totals.®

Completion Status

The Bureau of Elections received confirmation that all procedural audits were completed by
county clerks. There were no reports of intentional misconduct of fraud by election officials.
Counties are not required to publish detailed reports on their audits but may choose to do so.
Ottawa County released a report detailing the audit process, findings, and recommendations for
improvement.’

I1. Absent Voter Counting Board Audits

The 2020 General Election saw 3.3 million absent voter ballots cast, more than doubling the
previous record for absentee ballots cast in an election. The increase in ballots was not
accompanied by an increase in time allowed to tabulate ballots, however. Although voters begin
returning absent voter ballots more than a month prior to the election, the Michigan Election Law
provides that absent voter ballots, regardless of when they are received by a local election
jurisdictions, cannot be tabulated until 7 a.m. on election day when the polls open.

In past general election years, the lower number of absent voter ballots meant that it was usually
possible to complete tabulating absent voter ballots in roughly the same time frame as polling
places were closed. With the more than two-fold increase in AV ballots, this was no longer the
case. In other states, such as Florida and Ohio, election officials may begin tabulating AV ballots
prior to election day, which allows for reporting election night results much earlier on election
day. In August 2020, the Michigan Legislature enacted legislation (for November 2020 only) to
allow election jurisdictions to undertake certain “preprocessing” activities for absentee ballots —
including removing absent voter ballots from the ballot return envelope (but not secrecy sleeve),
but this was allowed only for a 10-hour period on the Monday before election day and tabulation
still could not begin until the polls opened on Tuesday.

The volume of absent voter ballots, coupled with the limited time to tabulate ballots and the
pressure to count ballots and release totals as quickly as possible, placed considerable strain on

¢ As explained in more detail in the risk-limiting audit section, it is not unusual for hand count to differ from a
machine-tabulated count by a small number of votes.

7 https://www.miottawa.org/Departments/CountyClerk/Elections/pdf/Audit-Report-November-
2020.pdf?7utm_medium=email&utm_source=govdelivery.
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absent voter ballot counting locations on Election Day. The vast majority of election jurisdictions
—especially large cities and townships—count absent voter ballots at absent voter counting
boards, which are special precincts created to count only absentee ballots. This is usually the
most efficient method of counting absent voter ballots in large jurisdictions, because they must
otherwise be tabulated at polling places while voters are casting ballots in person.

Clerks must establish a counting board for each in-person precinct in a jurisdiction (with the
exception of Detroit, which is permitted to combine multiple precincts into a single counting
board).® Counting boards allow shared equipment and space to be used to count AV ballots for
multiple precincts. In particular, they may facilitate the use of high-speed ballot scanners, which
can be used to count ballots for multiple precincts.

Absent voter ballot counting board processing differs from in person voting in some respects, but
still requires the counting board to balance—the number of ballots should match the number of
voters who are recorded as having returned absentee ballots for that counting board, unless there
is an explanation. If an absent voter counting board does not balance at the end of election night,
the board of county canvassers attempt to balance it or find an explanation for the imbalance.

In November 2020, several jurisdictions completed their elections with a substantial percentage
of absent voter counting boards out of balance. Conversely, there were relatively few in-person
precincts out of balance. This change corresponded with the change in voting patterns between
November 2016 and November 2020, when the percentage of votes cast absentee more than
doubled.

Precincts out of balance, whether in person or at absent voter counting boards, are typically the
result of human error in making or retaining records on election day. They do not necessarily
mean that ballots have been improperly counted or improperly tabulated. However, out-of-
balance precincts have negative consequences for the ability to recount precincts if a recount is
requested. Out-of-balance precincts sometimes cannot be recounted under the Michigan Election
Law.’ Often they can—an out-of-balance precinct can still be recounted if the number of ballots
in the ballot container matches the number of ballots tabulated according to the voting machine’s
tabulator tape—but this often is not determined until the recount begins.

To gain a better understanding of why absent voter counting boards were out of balance and
identify areas for improvement and focus to reduce instances of out-of-balance precincts in
future elections, the Bureau of Elections examined absent voter counting boards in four cities
with a large number of AV ballots and a significant number of AV counting boards out of
balance.

Selection

In selecting absent voter counting boards for audit, the Bureau of Elections selected four large
cities with a substantial number of absent voter counting boards out of balance. The Bureau also

§ MCL 168.765a.
®MCL 168.871.



took into account the need to assess absent voter counting boards in different counties to get a
better cross section of local voting practices and procedures. The four cities selected for absent
voter counting boards were Sterling Heights, Livonia, Detroit, and Grand Rapids.

Audit Process

To attempt to identify explanations for why absent voter counting boards did not balance, Bureau
of Elections auditors, with the assistance of municipal and county clerks and their staff,
performed a series of reviews.

First, BOE staff reviewed county canvass reports to verify that any issues corrected during the
canvass were accurately reflected on the canvass report and that canvass report tallies, from
which balancing numbers were determined, were accurate.!? Next, the auditors spoke with clerks
and staff to determine if any issues or explanations for out of balance precincts had been
identified by reviewing clerk records following the completion of the canvass.

If counting boards could not be balanced or explained based on review of canvassing or clerk
records that were subsequently validated by the Bureau, the auditors proceeded to review ballot
containers, absent voter lists, and absent voter ballot envelopes. Auditors reviewed the following
records and procedures, as necessary, to determine why a counting board was reported out of
balance:

e Review of the AV lists used at the AV counting board and county canvass, to determine
if written remarks on the AV list explained any imbalances

e Hand count of all ballots in the ballot container, to determine if the physical count of
ballots in the ballot container matched the number of names in the AV list

e Review of duplicated ballots, to determine if errors in ballot duplication or ballot
duplication accounting occurred

e Comparison of AV envelopes used for the precinct, to determine if the AV envelopes
matched the list of voters or the number of ballots in the ballot container, or contained the
names of voters that were not entered correctly into QVF or changed address and were
listed on an AV list for the wrong precinct in the jurisdiction

e Comparison of multiple AV counting boards, to determine whether ballots had been
stored in the wrong ballot container

e Review of any additional records or materials that may have explained the imbalance

Common Findings

Overall, all four cities reviewed did an excellent job of performing the core function of absent
voter counting boards—counting all AV ballots cast by, and only by, eligible voters who timely
delivered ballots. In aggregate, the counting boards processed approximately 317,000 ballots

10 In some cases county canvass reports contain errors. County boards of canvassers often have little time to
complete reports prior to meeting for certification and sending reports to the Bureau of Elections.



with a net difference of 21 more names than ballots cast.!! The boards also moved with
impressive speed and efficiency, completing the vast majority of counting by Wednesday
afternoon and all counting by Thursday morning.

This process was completed during an ongoing pandemic, and the need to preserve social
distancing complicated election procedures that are typically done in close quarters.
Additionally, many new staff members and election inspectors needed to be trained to work in an
AV counting board for the first time because of both the increase in AV ballots and the need to
replace workers unavailable because of the pandemic.

Many of the challenges identified in the audit started well before the processing of AV ballots on
election day, the process of sending out and receiving AV ballots was complicated by the
substantial increase in AV voting. Clerk offices needed to process and track two to three times as
many AV ballots as they had in past general elections, increasing the possibility that a voter
might be sent the wrong ballot, not be sent a ballot, might return a ballot that was not correctly
entered into the Qualified Voter File (QVF) as received, or might submit a ballot this was not
timely sorted for processing on election day.

Clerks also reported a substantial increase in AV ballots that were “spoiled” and reissued
because a voter requested to change their vote or wished to receive an AV ballot at a clerk’s
office after having been previously mailed a ballot. This occurred at large scale due in part to
widespread concerns about mail delivery. Additionally, many voters requested to have their AV
ballot “rejected” and not counted so that they could vote in person at a precinct on Election Day.

In light of these challenges, without sufficient and redundant controls to ensure AV applications
and ballots were tracked and sorted daily (or with even greater frequency), counting boards were
already set up to be in a difficult position to balance completely on election day. Once counting
began, the myriad challenges and opportunities for error facing AV counting board election
inspectors left little margin for error. The limited time for county canvasses to complete their
work and the difficulty in timely reviewing all records needed to balance precincts limited the
ability to correct these issues before certification.

As a result, a large number of absent voter counting boards did not balance either on election
night or after certification. Auditors identified several reasons that contributed to absent voter
counting boards being able to completely balance on election night or during the canvass.

11 Although the audit was focused on counting board procedures and balancing rather than debunking
misinformation about the conduct of the counting of ballots on election day, the very close correspondence in
records—Dbetween to the number of voters on each absent voter list, the number of returned AV envelopes, and the
number of ballots tabulated—disproves claims that large numbers of ballots were somehow added to tabulators or
improperly included in counts. If that had been the case, the number of ballots tabulated would far exceed the
number of names on absent voter lists or the number of AV envelopes each jurisdiction received, which was not the
case.

10



AV ballots physically received, but not scanned into QVF

Auditors identified several instances in which the number of ballots did not match the number of
names on the absent voter /ist generated from the Qualified Voter File, but did match the number
of absent voter envelopes for that counting board. When clerks receive absent voter ballot
envelopes, they physically mark the envelope to indicate it was received on time and the
signature matched the signature on file.!?

When AV envelopes are hand marked as received by election day, it indicates that the AV
envelopes were timely delivered by voters and received by 8 pm on election day and the ballot
should be counted. In these scenarios, clerks had appropriately received, delivered, and counted
all AV ballots, but had not accurately established the list of voters by entering all envelopes as
received in QVF, thereby adding the name to the voter list. If the clerk staff had failed to enter
the AV ballot as received in QVF, the voter’s name did not appear on the AV list used on
election day (which is printed from QVF) and the counting board would appear to have one more
ballot than voters on the list.

This error could occur for two reasons. First, the step of entering the ballot as received in QVF
could simply be missed, which may have occurred in the rush to transmit ballot envelopes to
counting boards on Election Day. In other cases, clerk staff may have attempted to mark a ballot

as received in QVF but failed to do so, for example by exiting the software application without
clicking “SAVE”.

Ensuring consistent QVF entry was complicated by the fact that many clerks received AV ballots
on Election Day at multiple locations—for example, a clerk’s office, a satellite office, and a drop
box—resulting in multiple personnel being needed to perform intake in QVF on these ballots.
Although procedures for physically receiving and hand marking the envelopes were effective at
all of these locations, QVF entry was less consistent.

In some cases, these errors were corrected on election day; if an AV envelope that had been
timely received but not entered into QVF was identified at the counting board, it could be sent to
a QVF terminal to be properly entered. These issues were also sometimes identified and
corrected during the canvass, but some were not. Those that were not corrected resulted in an
apparent imbalance between the number of ballots and AV voters that was actually attributable
to data entry error, when the number of ballots tabulated and ballots received actually did match.

Ballots placed in the wrong containers after tabulation

Auditors identified instances in which tabulated ballots were placed in the ballot container for the
wrong counting board following tabulation. This can be more likely to occur at counting boards,
because the same high-speed scanners are used to count ballots for multiple different counting
boards. The scanners are programmed to count the ballot for the correct precinct, so ballots being

12 Signatures are verified by the clerk’s office before envelopes are delivered to the counting board. Counting board
workers verify that the signature has been reviewed by the clerk, but they do not review the signature to determine if
it matches because this has already been done by the clerk’s office.
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mixed between precincts in batches that are scanned through tabulators does not necessarily
cause a tabulation error. However, the ballot being placed in the wrong container after tabulation
can complicate efforts to balance or resolve the precinct if the precinct was out of balance.

Container-sorting errors were also more likely to occur because jurisdictions experienced a
shortage in ballot containers when trying to order equipment for the November 2020 election.
The COVID-19 pandemic and increased demand caused stresses on the supply chain, with the
result that demand for ballot containers nationwide could not always be met by ballot container
vendors. Auditors did find that workers at AV counting boards were diligent in using only
approved ballot containers, and ballot containers were properly sealed. This indicates that
attention was duly paid to ensuring ballots were securely stored in an approved container with a
verifiable seal. Errors occurred in some cases in placing ballots in the correct approved container
for the counting board.

Combining multiple precincts or counting boards in the same ballot container is permitted as
long as the ballots are segregated within the container, but combining multiple precincts or
counting boards in a container increases the risk of intermingling of ballots, particularly given
the time pressure and the need to ensure ballots are stored in a secured location in an active AV
counting board environment.

Issuing incorrect ballots

In some instances, AV voters were issued an AV ballot for the wrong precinct. This can occur
because of user error in identifying a voter’s correct precinct or counting board. For example,
clerk staff may accidentally transpose digits and issue a ballot for precinct 23 when a voter
should get a ballot for precinct 32. This can cause a mismatch between the tabulator record and
the AV list, because the ballot is counted in a precinct that does not correspond with the voter’s
proper precinct.

Documenting empty ballot envelopes or envelopes with multiple ballots

Sometimes voters mistakenly mail back AV ballot envelopes while failing to include their ballot
in the envelope. In other instances, voters may mail back the wrong ballot—for example, a voter
may mistakenly return a ballot for an August primary (which they had never returned) for the
November election. In still other cases, an AV envelope may contain two ballots—for example, a
married couple might place both ballots in one envelope. It is impossible to determine whether a
ballot envelope is empty or contains multiple ballots until the envelope is opened on election
day. This means that it falls to a more inexperienced election inspector, rather than a clerk, to
ensure proper documentation of the issue.

Sometimes, errors related to missing ballots can be identified and balanced out—for example,
two envelopes from one address, one with zero ballots and one with two ballots. In other cases,
the error will simply cause a mismatch between the number of names on the AV list and the
number of ballots tabulated. If this is not identified and recorded in real time, it will likely be
impossible to determine later on that it occurred. Once ballots are removed from envelopes and
stubs are removed, a ballot can no longer be traced back to an envelope.

12



If an election inspector does not record on the remarks on the AV list that an envelope is missing
a ballot, it cannot be found at a later time. Therefore, these scenarios likely constitute a
significant number of out of balance AV counting boards that cannot caught at canvass or
explained either at the canvass or during an audit.

Ballot duplication

AV ballots may need to be duplicated onto other ballots and tabulated for several reasons.
Ballots that are sent electronically to military and overseas voters, or voters with disabilities, are
printed and returned on ordinary printer paper and cannot be scanned in tabulators. In other cases
ballots may need to be duplicated because the ballot has been damaged and cannot be run
through the tabulator, or because election inspectors determine that the voter has made a stray
mark on a ballot that is causing the tabulator to treat the ballot as “overvoted” (too many
selections in one race).

When this occurs, it is critical to document both the original and duplicated ballot, store (but do
not tabulate) the original ballot, tabulate the duplicate, and properly record that the duplication of
that ballot occurred. Auditors identified instances in which a duplicated ballot was not tabulated,
both the original and duplicate ballots were tabulated, or the original ballot was properly
excluded from tabulation but improperly included in the ballot container with tabulated ballots.
Although the numbers are small overall, these errors can result in improper tabulation of ballots
and can interfere with proper balancing of ballots and AV lists.

Auditors also identified instances where original ballots that had been duplicated were not stored
in a way that allowed them to be easily retrieved and sorted by precinct. This contributed to
balancing challenges by requiring additional time to resolve imbalances associated with ballot
duplication; a difficult task on election night or during the limited canvass period.

Up to date AV lists on election day and QVF use

An up-to-date and complete list of AV voters is an essential component of balancing the number
of voters and the number of ballots. However, there are inherent challenges in maintaining a list
of AV voters that is up-to-date in real time, as the list is constantly changing up to and through
the end of Election Day.

The challenge of maintaining an accurate and complete list at all times contributed to difficulties
in balancing AV counting boards. AV lists used in counting boards are produced at least the day
before election day if not earlier, but voters may continue to return AV ballots up to 8 pm on
election day. Voters may even register to vote up to 8 pm on election day and submit an AV
ballot at the same time—a new election law that was implemented for the first time in a general
election in November 2020.

AV counting boards have processes in place to account for AV ballots that are returned after

previously printed AV lists used in counting boards have been generated. This process is
necessary to ensure all voters are accounted for, but it carries the inherent risk of balancing errors
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because the list is constantly changing, or additional lists are being introduced to the process.
Either election inspectors must manually add the names of each voter who is not on the AV list
but for whom a ballot has been received, or a supplemental list of AV voters must be generated
and aggregated with existing lists. Handling multiple lists can also result in record reconciliation
challenges.

In addition to voters being added to AV lists, in some cases it is necessary to remove voters from
AV lists that had previously been generated. A voter may die after returning their ballot but
before election day, causing their AV ballot to be rejected. An AV ballot that already been
submitted may be spoiled or rejected because a voter chooses to vote through a different method.
Additionally, some voters move and re-register after returning AV ballots, which causes their
submitted AV ballots to be rejected. Although the QVF automatically rejects ballots when voters
have moved in these situations, if AV lists are not updated or updated AV lists are not printed,
then voters may still appear on AV lists even if their ballot is not included for tabulation.

Complicating the issue further, there are different rules depending on whether a voter has moved
within the jurisdiction or outside the jurisdiction. If a voter moves outside the jurisdiction, they
must apply for a new AV ballot, whereas voters who move within a jurisdiction are
automatically issued a new AV ballot within the jurisdiction. If the voter is not reissued or does
not return the reissued ballot, the original ballot submitted by the voter must be duplicated onto a
new ballot for the proper precinct. If the jurisdiction instead tabulates the original ballot, it can
cause both the old and new precinct to be out of balance.

These challenges can contribute to balancing errors in which there are more names on the AV
lists than ballots tabulated (if the ballot is removed, but not the name). Conversely, if the name is
removed but the ballot that corresponds to the removed name is not removed from the total, the
precinct will be out of balance because there will be more ballots than names on the AV list.

Adjustment to High-Speed Ballot Scanners

Large cities used high-speed ballot scanners to count AV ballots. Overall, the use of high-speed
scanners significantly improved the function and efficiency of AV counting boards. High-speed
scanners count ballots approximately 10 times faster than regular-speed, precinct scanners, and
their ability to process more ballots in less time also means fewer scanners must be used, which
facilitates greater social distancing in limited space.

However, the widespread use of high-speed scanning equipment for the first time, at broad scale,
in a major election contributed to challenges in retaining ballots in proper containers and in
recording voters as having cast ballots in the correct precinct for that voter.

High-speed scanners are capable of scanning multiple styles of ballots and allocating the votes to
the correct precinct, even if batches of ballots include mixes of different styles in the same batch.
For example, if a batch of 50 ballots intended to be for precinct 1 includes one ballot for precinct
2, the scanner can be programmed so that it will scan all the ballots and allocate the precinct 2
ballot’s votes to precinct 2.
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This is beneficial to the proper counting of ballots, because it ensures that only ballots for the
correct precinct are counted in the batch even if the batch is mixed. However, this feature can
make it more difficult to identify ballots that are incorrectly issued and then scanned with the
correctly issued ballots. If a voter should have been given a ballot for precinct 1 but got a ballot
for precinct 2, the voter’s name will appear on the precinct 1 list but her ballot will be recorded
in the precinct 2 tabulator record. This error can be difficult to identify after the fact without
closely examining every single ballot, since ballots in different precincts may be nearly identical
aside from a single down-ballot local race.

High speed scanners also increase the importance of proper storage of ballots after tabulation
because they are used to count ballots for multiple precincts or counting boards. When a single
ballot scanner is used to count ballots for multiple precincts or counting boards, it is critical to
ensure that ballots are always returned the proper container after scanning and that batches of
ballots scanned are not intermingled after scanning. In some cases, election workers did not
properly separate and store ballots into containers corresponding to each counting board
following the scanning of ballots.

Continuous updating of QVF information after election day

During county canvasses, canvassers attempted to balance counting boards by generating lists of
AV voters after election day, hoping fill in the gaps that might have been missing from the AV
lists or supplemental lists that were generated in real time. However, this approach has
limitations because QVF is a real-time database. It continues to be updated, even after election
day, if voters’ status changes.

For example, if a voter moves or dies after election day, a list of AV voters for a given
jurisdiction generated after election day will no longer have that voter on the list, even if the
voter was alive and eligible in that jurisdiction as of election day. This limited canvassers’ ability
to reconcile records after the fact because they could not easily generate a “snapshot” of what the
AV list looked like on election day.

Jurisdictions Audited

Sterling Heights, Macomb County

The Bureau of Elections conducted an audit of the Sterling Heights on February 1 and 2, 2021.
The Sterling Heights city clerk provided workspace and staff to assist in conducting the audit and
delivered all requested equipment. The Macomb County clerk’s office also provided staff
assistance and participated in the audit.

As the first absent voter counting board audit of this type ever conducted in Michigan, the audit
served as an opportunity to gain additional insights into the counting board audit process itself, in

addition to reviewing issues specific to Sterling Heights.

In the Sterling Heights absent voter counting board system, each counting board corresponds to
an individual polling precinct. Approximately 41,000 Absent voter ballots were cast in Sterling
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Heights. Following the county canvass, 19 of 45 AV counting boards were out of balance.
During the AV counting board audit, staff were able to identify 13 additional counting boards
that were in balance, so that a total of 6 counting boards remained out of balance. '

Although 6 AV counting boards remained out of balance at the completion of the audit, some
had more names than ballots and some had more ballots than names. The net number of ballots
for the entire counting board was 4 more ballots than names, out of approximately 41,000 AV
votes cast.

Sterling Heights Absent Voter Counting Boards Out of Balance at Canvass
AVCB# | Audit Balanced/Explained | Over/Under*

10 Y 0
40 Y 0
15 Y 0
24 Y 0
34 Y 0
Y 0

2 Y -1
3 Y 1
33 Y 1
32 Y -1
42 Y 1
38 Y 0
43 N 2
7 N 3
5 Y 0
8 N -1
17 N -1
28 N -1
14 N 1

*Some absent voter counting board imbalances could be explained but could not be corrected
after the fact, such as tabulating a ballot in the wrong precinct. In these cases, the remaining
over/under imbalance for the precinct remains with the explained but uncorrected imbalance.

13 In Sterling Heights and elsewhere, additional review of audit records identified adjustments from previously
reported numbers of balanced precincts and net differences. For the previous totals, see
https://www.michigan.gov/s0s/0,4670,7-127-1640_9150-553386--,00.html.
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Livonia, Wayne County

The Bureau of Elections conducted an audit of the Livonia absent voter counting board on
February 3 and 4, 2021. The Livonia City Clerk provided workspace and staff to assist in
conducting the audit and delivered all requested equipment. Clerks from neighboring local
jurisdictions in Wayne County also participated at the Livonia clerk’s invitation. The Wayne
County Clerk’s office provided requested records and participated in the audit.

In the Livonia absent voter counting board system, each counting board corresponds to an
individual polling precinct. Approximately 43,000 absent voter ballots were cast in Livonia.
Following the county canvass, 30 of 44 AV counting boards were out of balance. During the AV
counting board audit,'* staff were able to identify 14 additional counting boards that were in
balance or explained, so that a total of 10 counting boards remained out of balance.

Although 10 AV counting boards remained out of balance at the completion of the audit, some
had more names than ballots and some had more ballots than names. The net number of ballots
for the entire counting board was 1 more name than ballots, out of approximately 43,000 AV
votes cast.

14 The Livonia clerk balanced some of these counting boards prior to the audit, but auditors verified her findings.
The clerk’s office believed that these records likely would have been identified on election night or during the
course of the canvass, but staff absences due to COVID-19 protocols meant less experienced municipal staff and
volunteers were involved in the process during the canvass review process.
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Livonia Absent Voter Counting Boards Out of Balance at Canvass

AVCB # | Audit Balanced/Explained | Over/Under*
1B Y 0
2A Y 0
3A Y 0
7A Y 0

12A Y 0
14A Y 0
18A Y 0
19B Y 1
20A Y 0
21A Y -1
22A Y 0
24B Y 0
25A Y 0
34C N -4
35B Y 0
8B Y 0
15A Y 0
35A N 1
22B N 2
9A N -2
10A N -1
19A Y 0
34A N -1
34B N 3
3B Y 1
4A Y -1
24A N 4
31B N -6
32A N 3

*Some absent voter counting board imbalances could be explained but could not be corrected
after the fact, such as tabulating a ballot in the wrong precinct. In these cases, the remaining
over/under imbalance for the precinct remains with the explained but uncorrected imbalance.



Detroit, Wayne County

The Bureau of Elections conducted an audit of the Detroit absent voter counting boards on
February 9 through 26.'° The Detroit City clerk provided workspace and staff to assist in
conducting the audit and delivered all requested equipment. The Wayne County clerk’s office
provided requested records.

In the Detroit absent voter counting board system, there were 134 counting boards, each
corresponding to multiple precincts (there are 503 individual in-person voting precincts in the
city). In assigning precincts to counting boards, the city considers geography and ballot style, so
each counting board does not have a uniform number of ballots or precincts—there can be a
substantial disparity in size, with counting boards varying in size from a few hundred ballots to
several thousand.

Detroit’s absent voter counting board presented distinct issues because of the volume of ballots
and structure of the counting board. Combining multiple precincts into counting boards is a more
efficient way of processing AV ballots, but it creates additional challenges in balancing counting
boards for multiple reasons.

First, the total number of ballots and voters that must be accounted for in each counting board is
higher; while an average precinct may have approximately 400 ballots, a combined counting
board can have several thousand. Second, if a ballot is placed in the wrong ballot container or
sent to the wrong counting board for tabulation, the volume of ballots in each counting board
makes the ballot more difficult to retrieve or identify either on Election Day or during the
canvass.

To facilitate more efficient processing and recording of AV ballot tabulation, Detroit utilized
“electronic AV lists” similar to the electronic pollbooks used at precincts on election day. Like
electronic pollbooks, the electronic AV list does not connect to the internet and cannot be
updated in real time. However, it did allow for digital entry of remarks—for example, an AV
ballot received on election day for a voter who was not on the previously generated list of AV
voters—that would otherwise have to be handwritten.

Electronic AV lists proved difficult to use in cases where a large number of AV ballots were
received on election day. The electronic list is based on the QVF electronic pollbook software,
used for precincts with a few hundred voters. The pollbook software experienced performance
issues when trying to process records for the larger number of voters contained in AV counting
boards, and Detroit subsequently switched over to supplemental AV lists during the course of the
AV counting board, which added a layer of complexity to record retention. Multiple sources of
recordkeeping made balancing counting boards and retaining records more difficult.'®

15 The audit was not held continuously through this period as some days were lost due to holidays and weather.

16 Nonetheless, auditors identified many instances in which remarks had been extensively documented in printed AV
lists, including documentation of challenges made and their disposition. This suggests that claims, made by some,
that challenges were being ignored were not accurate.
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Detroit also encountered an additional risk of assigning incorrect ballots because of the inclusion
of multiple precincts within AV counting boards. For example, a voter may be in precinct 25
and AV counting board 10, because AV counting board 10 has multiple precincts (e.g. 24, 25,
and 26). Clerk staff attempting to issue a ballot to the voter might mistakenly issue a ballot for
precinct 10 when the voter should be getting a ballot for precinct 25, which happens to be in
counting board 10 might mistakenly be issued a ballot for precinct 10. This causes a mismatch
between the tabulator record and the AV list, because the ballot is counted in the precinct
corresponding to the ballot, not the voter’s correct precinct.

Detroit also had a substantial number of locations and which AV ballots could be delivered on
election day, including dozens of satellite locations and drop boxes. This may have contributed
to the issue, identified above, of ballots being properly physically received but not entered as
received in QVF. The counting board received many envelopes that had been marked as received
on time by clerk staff but had not yet been entered into QVF. Many of these were fixed on
election night or during the canvass, but it was a challenging and time-consuming issue.

Approximately 174,000 Absent voter ballots were cast in Detroit. Following the county canvass,
95 of 134 AV counting boards were out of balance. During the AV counting board audit, staff
were able to identify 81 additional counting boards that were in balance or explained, so that a
total of 14 counting boards remained out of balance.'”

Although 14 AV counting boards remained out of balance at the completion of the audit, some
had more names than ballots and some had more ballots than names. The net number of ballots
for the entire counting board was 21 more names than ballots, out of approximately 174,000 AV
votes cast.

17 A prior version of this report listed the number of counting boards out of balance following the canvass as 98,
which was inaccurate and has been corrected.
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Detroit Absent Voter Counting Boards Out of Balance at Canvass

AVCB # | Audit Balanced/Explained | Over/Under*
2 N -5
4 N 3
5 Y 0
6 N -4
7 Y 0
8 Y 0
10 N -2
11 Y -1
12 Y -13
13 Y 0
14 Y 0
15 Y 0
16 Y 0
17 Y 0
18 Y 0
19 Y 0

20 N -1
21 Y 0
22 Y 1

23 Y 0
24 N 5

25 N -4
26 Y 0
27 Y 0
28 Y 0
30 N -2
31 Y 0
32 Y 0
33 Y 0
35 Y 0
36 Y 0
37 N 1

38 N -1
39 Y 0
41 Y 0
43 Y 0
44 Y 0
45 N 4
46 Y 0




-26

26

Audit Balanced/Explained | Over/Under*

AVCB #
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AVCB # | Audit Balanced/Explained | Over/Under*
100 0
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*Some absent voter counting board imbalances could be explained but could not be corrected
after the fact, such as tabulating a ballot in the wrong precinct. In these cases, the remaining
over/under imbalance for the precinct remains with the explained but uncorrected imbalance.

Grand Rapids, Kent County

The Bureau of Elections conducted an audit of the Grand Rapids AV counting board on February
10 and 11, 2021. The Grand Rapids city clerk provided work space and staff to assist in
conducting the audit, and delivered all requested equipment. The Kent County clerk’s office also
provided staff assistance and participated in the audit, as did the Ottawa County clerk’s office
with Grand Rapids and Kent County’s permission.

In the Grand Rapids absent voter counting board system, each counting board corresponds to an
individual polling precinct. A total of 59,000 absent voter ballots were cast in Grand Rapids.
Following the county canvass, 29 of 77 AV counting boards were out of balance. During the AV
counting board audit, staff were able to identify 36 additional counting boards that were in
balance, so that a total of 12 counting boards remained out of balance.

Although 12 AV counting boards remained out of balance at the completion of the audit, some
had more names than ballots and some had more ballots than names. Thus, the net number of
ballots for the entire counting board was 3 more names than ballots, out of approximately 59,000
absentee votes cast.
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Grand Rapids Absent Voter Counting Board Balanced/Explained

AVCB # | Audit Balanced/Explained | Over/Under*
4 N 2
5 Y
9 N -1
10 Y
12 N 1
14 N -2
18 Y

25 Y
26 N -1
27 Y
32 Y
37 Y
40 Y
41 N -2
44 Y
47 N -1
48 Y
49 N 2
50 N -1
53 Y
54 Y
55 Y
60 N 2
63 Y
64 N -1
70 Y
71 N -1
72 Y
77 Y

*Some absent voter counting board imbalances could be explained but could not be corrected
after the fact, such as tabulating a ballot in the wrong precinct. In these cases, the remaining
over/under imbalance for the precinct remains with the explained but uncorrected imbalance.



Recommendations for Future Elections

Based on the findings above, the Bureau of Elections recommends a number of procedural
changes, training points of emphasis, and legislative changes to improve the efficiency and
accuracy of AV processing and increase the likelihood counting boards will be balanced or
recountable.

Procedures

City and township clerks operating absent voter counting boards should implement several
procedures before, during, and after the counting of absent voter ballots. Clerks should have
clearer processes to track and balance daily the number of AV applications, ballots sent, and
ballots received, with corresponding tracking of spoiled and rejected ballots. Applications and
ballots should also be stored physically in way that corresponds to the tracking of each category.
Sorting records and materials on a daily basis leading up to election day will set up the counting
board to be in a better position to identify and process ballots appropriately. Ballot controls are
particularly important; returned ballots should be balanced and sorted to the appropriate precinct
or counting board on a daily basis.

Clerk’s offices should also establish a uniform method for documenting and retaining ballots that
are deemed invalid, for any reason, during processing. It is critical that these ballots be
documented and segregated from other ballots; intermingling them with other records makes it
much more likely that counting boards will be out of balance without a readily apparent
explanation.

Clerks should have more clear, obvious, and regularly used labels and indicators to demonstrate
which precinct and counting board ballots are in each container; particularly when multiple
precincts and counting board ballots are stored in a container. This will assist election inspectors
in identifying the correct container on election day and make it easier for county canvassers to
identify the ballots during the canvass.

Clerks should dedicate a sufficient number of experienced staff and election inspectors to handle
all aspects of the ballot duplication process. In addition to ensuring that the original and duplicate
are properly stored and remarked in the AV list or pollbook, this will also reduce errors in the
actual duplication of ballots.

Clerks should take action, as soon as possible after election day, to organize records and prepare
to assist county board of canvassers in efforts to balance counting boards and precincts—
particularly if a city or township knows it has out of balance precincts that will need to be
reconciled. This can be a difficult task for city or township staff who are exhausted in the days
immediately following election day; one approach may be to have dedicated staff to organize
records after election day. An initial step would be ensuring that all staff who will be handline
records on or after election day have revisited receiving board instructions to assist in catching
errors sooner.
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County boards of canvassers should familiarize themselves with the findings in this audit report
and speak with city and township clerks in their jurisdiction to understand the specific
procedures those cities and townships use in running their boards. To the extent possible,
canvassers should avoid using formats for tracking and receiving records during the canvass that
do not correspond to the systems used on election day. As early as possible in the canvass, it is
critical to identify the records that will be needed and why, so that the city and county officials
can work together to identify all records quickly and in the right format.

Training

Building on prior training surrounding absent voter counting boards, the Bureau will emphasize
ballot duplication in training efforts in the coming years. Ballot duplication was a major source
of balancing errors and is challenging both in the actual duplication process and the proper
retention of all records. Bureau training will also emphasize proper methods of duplicating
ballots in addition to retention of original ballots, tabulation of duplicate ballots, and retention of
military and overseas ballot materials.

Training will also emphasize the critical importance of identifying and documenting any AV
envelopes that are missing ballots or have multiple ballots in real time. Once the opportunity to
document these envelopes is lost, it is likely lost forever, and the counting board likely will not
be able to be balanced and explained. Election inspectors should understand that they are the
only line of defense on this process and it must be top of mind.

Qualified Voter File User Improvements

Based on user experiences reported in the audit, the Bureau will prioritize several improvements
to QVF to help clerks more easily identify critical application or ballot records or status changes
for absentee voters.

AV lists can be better standardized using report parameters QVF. Currently there are several
different formats in which clerks can download and print lists of AV voters; these lists can be
sorted by ballot number, name, accepted or rejected status, or other criteria. The Bureau plans to
retain these preferences but emphasize the importance of uniform list format printing within
jurisdictions and counties. The Bureau will evaluate report settings and reminders to help clerks
download lists consistently. For clerks who choose to use an electronic AV list, the Bureau will
emphasize improvements in the functionality and performance of the application.

In light of reported instances of clerk staff not properly entering AV ballot envelopes as received
in QVF, the Bureau will evaluate the ballot scanning application with an eye toward user
experience. The Bureau will evaluate options for warnings, hard-stops, or pop up messages that
may prevent a user from inadvertently leaving the application without recording the ballot as
received.

Finally, the Bureau will evaluate the messages and reports clerks see when voters with a pending
AV application or ballot status move within or across jurisdictions. Improved QVF notifications
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and reports may make it easier for clerks to track these moves in real time. In turn, this would
reduce the number of election day issues associated with AV voters who move.

Legislative Recommendations

It is likely that the majority of Michigan voters will cast absentee ballots in major elections for
the foreseeable future. Although 2020 was a unique election year because of the pandemic, the
trend seen in other states is that most voters who start voting by mail continue to do so most of
the time. Michigan should follow Florida, Ohio, and several other states’ lead and allow clerks to
begin tabulating AV ballots prior to election day. In addition to allowing election night results to
be reported much earlier, this would also reduce errors in processing AV ballots because clerks
could assign fewer, more experienced staff to process ballots. Additionally, ballot processing
could proceed on a more orderly, less rushed timetable allowing more safeguards and internal
review.

County canvassers need more time to complete canvasses. Currently canvassers have less than
two weeks to review and attempt to balance all out-of-balance precincts in the county, in addition
to the other work needed for certification. Counties have the same number of canvassers and
number of days regardless of the population of the county or the number of local jurisdictions,
and county clerks typically have limited election staffs. Particularly in large counties, canvassers
need at least another week to complete the canvass. Many of the counting boards the Bureau was
able to balance or explain would have been addressed by county boards of canvassers if they had
been given more time.

Finally, Michigan’s recountability standards are antiquated and should be reevaluated. Currently,
if a counting board is out of balance and cannot be explained, precincts and counting boards
often cannot be recounted. This makes little sense, particularly if a hand recount would make a
difference in the outcome larger than the margin by which the precinct is out of balance. While
other requirements for recountability (such as a sealed ballot containers) make good sense, the
hyper-strict requirements that counting boards or precincts be perfectly balanced for a recount
reduces, rather than increases, the ability to utilize post-election remedies to address election day
errors.

ITI. Risk-Limiting Audits

Michigan first began implementing risk-limiting audits (RLAs) in 2018, starting with pilots of
local elections with relatively small turnout. RLAs were first developed in Colorado a decade
ago and have come to be regarded as the gold standard of post-election audits. During an RLA, a
subset of paper ballots are reviewed to determine if there are disparities between the marking on
the paper ballots and the way votes were tabulated using voting tabulators.

Michigan, like most states, uses paper ballots. Voters hand-mark a paper ballot using a pen (or
ballot-marking device), and the ballot is counted by tabulators that scan the paper ballot and
electronically record the results. Tabulators are tested extensively before they are certified by the
federal Election Assistance Commission, as well as the Michigan Board of State Canvassers, for
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use in Michigan. Prior to each election clerks also test voting equipment on multiple occasions,
including during public logic and accuracy testing.

If there is any reason to think tabulators did not count ballot accurately, the paper ballot allows
this to be quickly determined. Losing candidates have the right to request a hand recount,
although no statewide candidates chose to do so in 2020. However, counting ballots by hand is
not practical at scale; to review every statewide race for accuracy, more than 5.5 million ballots
would have to be counted by hand more than a dozen times (for each statewide race).

RLAs are a valuable tool because of their ability to efficiently review the results of an election in
which a large number of ballots were cast without conducting a full hand recount of the election.
Instead, RLAs review a random sample of ballots drawn statewide. RLAs review enough ballots
to determine there is a sufficiently minimal risk (the risk limit) that completing a full hand
recount of the entire election would not lead to a different result than the result reached in the
audit. The more ballots randomly reviewed, the lower the risk limit is and the higher the
confidence is in the outcome of the election.

Even prior to the development of RLAs in Michigan, auditors conducted hand counts of paper
ballots as part of audits. As described above, procedural audits count all ballots in a subset of
randomly selected precincts. Conversely, RLAs using the polling method randomly select
ballots but include al/ precincts in the sample from which ballots can randomly be drawn
(although ballots will not necessarily be drawn from every precinct in the sample, every precinct
is included in the ballot manifest from which ballots are selected). In this way, the ballot review
process in procedural and risk-limiting audits complement each other by broadening the scope
and specificity of paper ballot review processes.

Audit Type Procedural Risk-Limiting (Polling)
Ballots Counted | All Randomly Selected
Jurisdictions Randomly Selected | All

In addition to their value in efficiently confirming election results, statewide RLAs provide an
additional transparency benefit by ensuring that a large percentage of election jurisdictions
participate in audits. While procedural audits review a small percentage of local jurisdictions in
great detail, RLAs review a large percentage of local jurisdictions in more limited detail.

As has been in the case in other states,'® Michigan’s RLA process continues to evolve. RLAs
were implemented statewide in 2020 during the two presidential dates, the March 10 primary and
the November 3 general elections. The Bureau of Elections, in cooperation with local and county
clerks, developed pilots on increasing scale beginning in 2018 until the first statewide pilot was
conducted in March 2020.'° The Bureau further developed auditing procedures with the advice

18 Colorado’s RLA process took approximately a decade to develop.
19 A fuller description of the pilots leading up to March 2020 and the March pilot is available here:
https://www.michigan.gov/documents/sos/Michigan RLA_ Report 693501 7.pdf.
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of a clerk advisory group and the Election Security Advisory Commission.?° In both March and
November, the statewide RLA process used a ballot polling model to randomly select ballots
statewide.?!

November 2020 Election RLA Process

Random selection of ballots involved a cooperative effort among state, county, and local
officials. First, county clerks worked with local clerks to create a “ballot manifest,” a list of all
ballot containers in the state and how many ballots were in each container after election day.
This step is necessary to establish the universe of ballots from which ballots will randomly be
drawn. Each county clerk submitted a manifest of all ballot containers in its county.?? The
resulting statewide ballot manifest included 6,262 ballot containers for a total of 5,579,317
ballots cast.??

Ballot selection was made beginning on January 11 using the Arlo software program developed
by VotingWorks.?* To determine which ballots would be selected, the Bureau of Elections used a
random seed generator. The Bureau first rolled 20 different 10-sided dice to generate a random
20-digit number. The dice roll was livestreamed and included participation by a Republican
county clerk and a Democratic township clerk. The 20-digit number was then used as a seed
number to randomly generate a list of ballots to be drawn from the universe of ballots in the
ballot manifest.

Using a risk-limit target of 10?° as the baseline (as was used in March), 18,162 ballots were
randomly selected for review in more than 1,300 of Michigan’s 1,520 local election jurisdictions.
Clerks were then given two weeks to review selected ballots and report the results. Because of
the ongoing pandemic, clerks were given the option of either opening and reviewing ballots at a
central, county-run audit location, or at individual local clerk offices. To review the selected
ballot, clerks were given a precinct number and a ballot or ballots to review. For example, if a
Township clerk was instructed to review precinct 3, ballot 255, the clerk would open the ballot
container for precinct 3, count through the ballots until the 255™ ballot in the stack was retrieved,
and record the contents of the ballot.

20 The Election Security Advisory Commission’s report and recommendations are available here:
https://www.michigan.gov/documents/sos/ESAC_Report Recommendations 706522 7.pdf.

21 Ballot polling involves comparing a random sample of individual ballots selected statewide with the official
results statewide. In previous pilots, BOE and local clerks practiced ballot comparison audits, in which ballots are
compared to how individual tabulators tabulated the ballot. Because in Michigan tabulators do not currently store a
“cast vote record” for individual ballots, some pilots utilized a batch comparison method in which a large number of
ballots from individual tabulators are compared to how the tabulator counted that group of pilots. This method has
not yet been attempted statewide in Michigan.

22 In some cases the state worked directly with local jurisdictions to establish the ballot manifest.

23 The total number of ballots cast exceeds the number of votes for president because some voters did not cast a vote
for any presidential candidate. Ballots without votes for president were included in the random selection.

24 An explanation of the Arlo Software and RLAs is available here: https://voting. works/risk-limiting-audits/.

25 For an explanation of risk limits and how they are used in audits, see Knowing It’s Right, Part One (Morell),
available at https://democracyfund.org/wp-content/uploads/2020/06/2019 DF_KnowingltsRight Partl.pdf.
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Local clerks recorded ballot contents using a tally sheet. Clerks could indicate if the ballot
included a vote for Biden, Trump, another candidate, or no candidate; alternatively, clerks could
indicate that the ballot could not be retrieved. Clerks then either entered the ballot contents on
the Arlo software or submitted their tally sheet to a county clerk or the Bureau of Elections, who
would enter the tally sheet into the Arlo software. Ballot retrieval began on XXX date. Clerks
were instructed to retrieve and report ballots by January 22; clerks who needed time extensions
(for example, if a clerk was out of town) were given additional time.

More than 99 percent of ballots were retrieved. 26 Out of 18,162 ballots selected for review,
18,804 were either retrieved or randomly selected for review multiple times.?” The following 21
local jurisdictions failed to retrieve ballots after receiving multiple reminders and offers of
assistance:

Township County
Maple Ridge Alpena
Blue Lake Kalkaska
Boardman Kalkaska
Clearwater Kalkaska
Coldsprings Kalkaska
Excelsior Kalkaska
Garfield Kalkaska
Kalkaska Kalkaska
Yates Lake
Ellsworth Lake
Larkin Midland
Greenwood Oscoda
Bridgehampton | Sanilac
Elmer Sanilac
Flynn Sanilac
Moore Sanilac
Watertown Sanilac
Berlin St Clair
Grant St Clair
Kenockee St Clair
Lynn St Clair

26 The full results are available here: http://michigan.gov/documents/sos/audit-report-November-3-2020-General-
Election-2021-04-21T11_51+00_00_722796_7.csv

27 The random selection ballot selection process involved ballots being selected one-by-one, meaning that some
ballots could be selected multiple times in the random sample. The total number of distinct ballots reviewed was
18,051 ballots out of 18,129 unique ballots selected for review.
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Despite the overwhelming participation of local clerks statewide, nonparticipation in the audit by
these jurisdictions interfered with the ability to calculate the risk limit; therefore, the risk limit
was not calculated and the RLA is considered an exercise.?

Although the data collected could not be used to calculate a risk limit, it nevertheless provides
strong evidence that the result of the presidential election as calculated by tabulators was correct.
In the sample of ballots reviewed, President Biden received 50 percent of ballots cast while
former President Trump received votes in 48 percent of ballots cast, closely corresponding to
their percentages of votes received in the official results calculated by voting tabulators.?

On a percentage point basis, the ballots reviewed in the sample were 49.7/48.0 percent in favor
of Biden, compared with 50.3/47.5 percent in the tabulated total. The closer margin on a
percentage point basis corresponds to the fact that the random sample included a relatively high
percentage of ballots from counties that voted in favor of Trump (in other words, the random
sample pulled more ballots from Trump-leaning counties, as opposed to Biden-leaning counties,
than the median random sample would). On a county-by-county basis, the margins in the ballots
retrieved corresponded extremely closely with the tabulated totals, especially in the largest
counties which had the highest number of ballots retrieved.

Ballots Official Sample Official Sample
County | Sampled Biden Biden Trump Trump
Wayne 2,789 68.0 67.8 30.1 30.7
Oakland 2,484 56.0 56.6 42.0 41.3
Macomb 1,601 45.1 44.1 53.1 53.7
Kent 1,230 51.7 51.5 45.6 46.3

Smaller counties had larger differences in percentages between sampled and tabulated results, as
would be expected with a small number of ballots sampled. For example, Keweenaw County
only had 5 ballots retrieved, making it impossible for percentages to be particularly close to the
county’s 55/43 official margin in favor of Trump (all 5 ballots retrieved happened to be for
Biden). In the 20 counties with the highest number of 2020 voters, none saw substantial
differences in the margins between the sampled and official ballots given the number of ballots
retrieved. Ballot retrieval in these counties ranged from 212 to 721 ballots, with no county
having a percentage difference of greater than 5 percent and most with 2 percent or less.

28 Under the RLA process, is necessary to have a complete sample to accurately calculate the risk limit. Non-
retrieved ballots can be treated as a vote for the “losing” candidate, but this distorts the sample. Depending on the
result of the initial review of ballots, it may be necessary to retrieve additional ballots to get a larger sample as
necessary to reach the risk limit. However, without 100 percent participation, this number could not be accurately
calculated; treating missing ballots as votes for the “losing” candidate would artificially inflate the number of
additional ballots needed for retrieval and the Bureau decided not to pursue this approach.

2 Biden received 2,804,040 votes (50.3 percent) and Trump received 2,649,852 votes (47.5 percent), respectively,
out of 5,579,317 total ballots cast. When calculated as percentage of ballots cast with a valid voter for president
(5,539,302), Biden received 50.6 percent and Trump 47.8 percent, respectively.

31



Antrim County Full Ballot Tally

The Bureau of Elections also worked with the Antrim County clerk and local clerks to conduct a
full hand tally of all ballots cast for president in the County. The Bureau decided to count all
ballots in Antrim County to help safeguard public confidence following false information that
was circulating regarding presidential results in the county. Because of human errors in
programming election equipment, Antrim County initially reported erroneous unofficial results
with incorrect results for the presidential race, even though ballot tabulators had counted the
votes for President accurately. Although this could be explained, and was explained, at a
technical level,*° the Bureau took the additional step of demonstrating that ballots had been
counted properly by conducting a full hand count.

The full hand count was structured as a risk-limiting audit with a risk limit of zero.?! Bureau of
Elections staff travelled to Antrim County to conduct the audit. The county clerk arranged for
city and township clerks to deliver their ballot containers and reserved space at the Kearney
Township Hall. The event was open to the public and livestreamed.

The hand count audit used some procedures similar to those used in hand recounts. The process,
however, was an audit rather than a recount because it did not impact official results. Teams of
two individuals for each precinct counted the number of votes cast for president in each of the
precincts in Antrim County. The hand-counted numbers showed a total of 9,759 votes for Donald
Trump and 5,959 for Joe Biden—a net change of 12 votes from the tabulated results.>? Slight
differences between hand counts and tabulator counts are not unusual and can be explained by
different interpretations of stray marks on ballots by tabulators and individuals; closer review of
write-in votes; and human error in hand counting.*’

RLA Process and Future Elections

The RLA process included overwhelming participation and provided strong evidence that the
outcome of the presidential election was correct. Given the extremely high percentage of ballots
that were retrieved and the high number of jurisdictions that participated, the Bureau of Elections
will consider future adjustments to audit procedures to allow the risk limit to be more efficiently
calculated when there is a small amount of nonparticipation. Overall, the RLA exercise
successfully provided visible affirmation, based on a large random sample of ballots, that the
outcome of the Presidential election was correct. The willingness of the vast majority of

30 The initial source of the unofficial reporting error was quickly identified. It was more fully explained in a
subsequent expert review by University of Michigan Computer Science & engineering Professor J. Alex Halderman:
https://www.michigan.gov/documents/sos/Antrim_720623 7.pdf.

31 At statewide scale, setting the risk limit at zero is often impractical and undermines the efficiency value of an
RLA because of the large number of ballots that have to be counted. To review one county with a relatively smaller
number of voters, however, this could be accomplished in one day.

32 The full results are available here:
https://www.michigan.gov/documents/sos/AntrimCounty_Presidential Race Full Hand_Count November2020 71
1027_7.pdf.

33 One precinct (Star Township, precinct 1) accounted for a net gain of 5 votes for Biden and 6 votes for Trump,
larger differences than were seen in other precincts. This may have been a result of human error in counting ballots.
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jurisdictions to open ballot containers and review ballots demonstrates that clerks are transparent
and open to having their elections reviewed. Between the RLA exercise and other audits, more
than 1,300 of Michigan’s 1,520 local clerks participated in at least one type of post-election
audit.

The Bureau will explore additional methods of both ensuring 100 percent compliance or
adjusting auditing methodologies to account for the small minority of clerks that did not
participate. In the absence of a pandemic and the need for social distancing, it may be easier to
enforce 100 percent participation at a county-by-county level. The complete hand count of all
ballots in Antrim County provides additional confidence in the presidential election, even if the
process is not easily replicable statewide; for Antrim County alone, a full hand count took a full
day.*

Additional options that will be explored in future RLAs include:

e Sampling a larger number of ballots in initial rounds of ballot polling audits.

e Reevaluating ballot comparison or batch comparison methods that are more likely to
result in a complete sample even if a small number of jurisdictions do not participate.

e Incorporating risk-limiting audits into other audit procedures or county canvass processes
(the latter would require a legislative change), to allow ballots to be retrieved more
efficiently when containers are already open and unsealed.

e Additional consequences for nonparticipation.

Ultimately, the RLA exercise provided strong evidence that the outcome of the presidential
election was correct and that claims that tabulators did count ballots properly were without basis.
If any widespread issues involving ballot tabulators existed (despite the extensive pre-election
testing tabulators undergo), a random sample of 18,000 ballots would likely have differed
significantly from the tabulated total, and it did not.

Conclusion

Election officials successfully conducted the November 2020 election, a remarkable achievement
given the many challenges officials across the state faced in conducting the election. After the
most extensive audits in state history, no evidence of intentional misconduct of fraud by election
officials was discovered. Election officials should improve training and procedures to ensure
better documentation of ballots received and tabulated, particularly in absent voter counting
boards to reduce the number of precincts out of balance. Improvements in training, as well as use
of the Qualified Voter File applications, requires a joint effort with local, county, and state
officials, and will be a point of emphasis in training and application design for the Bureau of
Elections in the current election cycle.

34 Conducting a full hand recount or full hand count audit statewide would require thousands of staff members. The
fee for requesting a statewide recount (more than 5,000 precincts) of the presidential or U.S. Senate elections would
have exceeded $600,000. MCL 168.827(2).
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Several statutory requirements hinder the ability of election officials to conduct elections
efficiently and in a way that allows full documentation and review of election conduct,
particularly with regard to absent voter ballots. Strict “recountability” requirements hinder the
ability of out-of-balance precincts to be reviewed during recounts, and should be reconsidered.
Elections would be run more efficiently and smoothly, with more opportunity to review, if clerks
were given more time to tabulate absent voter ballots and boards of county canvassers were
given more time to complete the canvass.
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COUNTY
ALCONA COUNTY
ALGER COUNTY
ALLEGAN COUNTY
ALLEGAN COUNTY
ALLEGAN COUNTY
ALPENA COUNTY
ANTRIM COUNTY
ANTRIM COUNTY
ARENAC COUNTY
BARAGA COUNTY
BARRY COUNTY
BARRY COUNTY
BARRY COUNTY
BAY COUNTY
BAY COUNTY
BAY COUNTY
BENZIE COUNTY
BERRIEN COUNTY
BERRIEN COUNTY
BERRIEN COUNTY
BERRIEN COUNTY
BERRIEN COUNTY
BRANCH COUNTY
BRANCH COUNTY
BRANCH COUNTY
CALHOUN COUNTY
CALHOUN COUNTY
CALHOUN COUNTY
CALHOUN COUNTY
CALHOUN COUNTY
CASS COUNTY
CASS COUNTY
CASS COUNTY

CHARLEVOIX COUNTY
CHEBOYGAN COUNTY

JURISDICTION
HAWES TOWNSHIP
MUNISING CITY
LEIGHTON TOWNSHIP
SALEM TOWNSHIP
OTSEGO TOWNSHIP
LONG RAPIDS TOWNSHIP
CUSTER TOWNSHIP
ALL JURISDICTIONS
ARENAC TOWNSHIP
LANSE TOWNSHIP
CASTLETON TOWNSHIP
HASTINGS CITY
WOODLAND TOWNSHIP
BAY CITY CITY
MONITOR TOWNSHIP
PINCONNING TOWNSHIP
JOYFIELD TOWNSHIP
BENTON CHARTER TOWNSHIP
BRIDGMAN CITY
BUCHANAN CITY
PIPESTONE TOWNSHIP
ST JOSEPH CHARTER TOWNSHIP
BRONSON TOWNSHIP
CALIFORNIA TOWNSHIP
COLDWATER CITY
BATTLE CREEK CITY
CLARENDON TOWNSHIP
BURLINGTON TOWNSHIP
EMMETT TOWNSHIP
MARSHALL CITY
CALVIN TOWNSHIP
DOWAGIAC CITY
LA GRANGE TOWNSHIP
EVANGELINE TOWNSHIP
BEAUGRAND TOWNSHIP

Appendix: List of Jurisdictions and Precincts Audited (November 2020 Election)

PRECINCT

R Rk |k, IR R

All (Ballot Audit)

Rk, NP P WRRAEIDRR, D™MNRPRPRRRR RO, WRL R R

STATUS
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete

Complete

Complete
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CHEBOYGAN COUNTY
CHEBOYGAN COUNTY
CHIPPEWA COUNTY
CLARE COUNTY
CLINTON COUNTY
CLINTON COUNTY
CLINTON COUNTY
CRAWFORD COUNTY
DELTA COUNTY
DELTA COUNTY
DELTA COUNTY
DICKINSON COUNTY
EATON COUNTY
EATON COUNTY
EATON COUNTY
EATON COUNTY
EATON COUNTY
EMMET COUNTY
EMMET COUNTY
EMMET COUNTY
GENESEE COUNTY
GENESEE COUNTY
GENESEE COUNTY
GENESEE COUNTY
GENESEE COUNTY
GENESEE COUNTY
GENESEE COUNTY
GENESEE COUNTY
GENESEE COUNTY
GENESEE COUNTY
GENESEE COUNTY
GENESEE COUNTY

GLADWIN COUNTY
GOGEBIC COUNTY

GRAND TRAVERSE COUNTY
GRAND TRAVERSE COUNTY
GRAND TRAVERSE COUNTY
GRATIOT COUNTY
GRATIOT COUNTY

NUNDA TOWNSHIP
WILMOT TOWNSHIP
RUDYARD TOWNSHIP
WINTERFIELD TOWNSHIP
EAGLE TOWNSHIP
GREENBUSH TOWNSHIP
ST JOHNS CITY

GRAYLING CITY
BRAMPTON TOWNSHIP
ESCANABA TOWNSHIP
FORD RIVER TOWNSHIP
BREITUNG TOWNSHIP
CHARLOTTE CITY

CHESTER TOWNSHIP
DELTA CHARTER TOWNSHIP
GRAND LEDGE CITY
ROXAND TOWNSHIP
HARBOR SPRINGS CITY
PETOSKEY CITY

WEST TRAVERSE TOWNSHIP
CLAYTON TOWNSHIP

CLIO CITY

DAVISON TOWNSHIP
FENTON CITY

FLINT CITY

FLINT TOWNSHIP

GAINES TOWNSHIP
GENESEE TOWNSHIP
GRAND BLANC TOWNSHIP
MOUNT MORRIS TOWNSHIP
THETFORD TOWNSHIP
VIENNA TOWNSHIP

GRIM TOWNSHIP
BESSEMER TOWNSHIP
BLAIR TOWNSHIP
GARFIELD TOWNSHIP
GREEN LAKE TOWNSHIP
ARCADA TOWNSHIP
HAMILTON TOWNSHIP

-3 (State Precinct Audit)

(State Precinct Audit)
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GRATIOT COUNTY
HILLSDALE COUNTY
HILLSDALE COUNTY
HILLSDALE COUNTY
HOUGHTON COUNTY
HOUGHTON COUNTY
HOUGHTON COUNTY
HURON COUNTY
HURON COUNTY
HURON COUNTY
INGHAM COUNTY
INGHAM COUNTY
INGHAM COUNTY
INGHAM COUNTY
INGHAM COUNTY
INGHAM COUNTY
INGHAM COUNTY
INGHAM COUNTY
INGHAM COUNTY
INGHAM COUNTY
IONIA COUNTY

IONIA COUNTY

IONIA COUNTY

IOSCO COUNTY

IRON COUNTY
ISABELLA COUNTY
ISABELLA COUNTY
ISABELLA COUNTY
JACKSON COUNTY
JACKSON COUNTY
JACKSON COUNTY
JACKSON COUNTY
JACKSON COUNTY
KALAMAZOO COUNTY
KALAMAZOO COUNTY
KALAMAZOO COUNTY
KALAMAZOO COUNTY
KALAMAZOO COUNTY
KALAMAZOO COUNTY
KALAMAZOO COUNTY

NORTH STAR TOWNSHIP
AMBOY TOWNSHIP
LITCHFIELD TOWNSHIP
READING CITY

CALUMET TOWNSHIP
HANCOCK CITY
HANCOCK TOWNSHIP
HURON TOWNSHIP
SHERIDAN TOWNSHIP
SHERMAN TOWNSHIP
ALAIEDON TOWNSHIP
AURELIUS TOWNSHIP
DELHI CHARTER TOWNSHIP
EAST LANSING CITY
LANSING CITY

LANSING TOWNSHIP
LESLIE CITY

MERIDIAN TOWNSHIP
VEVAY TOWNSHIP
WILLIAMSTON CITY
EASTON TOWNSHIP
KEENE TOWNSHIP
ODESSA TOWNSHIP
TAWAS TOWNSHIP
CRYSTAL FALLS CITY
BROOMFIELD TOWNSHIP
ROLLAND TOWNSHIP
UNION TOWNSHIP
LEONI TOWNSHIP

RIVES TOWNSHIP
SANDSTONE TOWNSHIP
SPRING ARBOR TOWNSHIP
SUMMIT TOWNSHIP
BRADY TOWNSHIP
CHARLESTON TOWNSHIP
COOPER TOWNSHIP
GALESBURG CITY
KALAMAZOO CITY
OSHTEMO TOWNSHIP
PAVILION TOWNSHIP
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KALAMAZOO COUNTY
KALAMAZOO COUNTY
KALAMAZOO COUNTY
KALKASKA COUNTY
KENT COUNTY

KENT COUNTY

KENT COUNTY

KENT COUNTY

KENT COUNTY

KENT COUNTY

KENT COUNTY

KENT COUNTY

KENT COUNTY

KENT COUNTY

KENT COUNTY
KEWEENAW COUNTY
LAKE COUNTY

LAKE COUNTY
LAPEER COUNTY
LAPEER COUNTY
LAPEER COUNTY
LEELANAU COUNTY
LENAWEE COUNTY
LENAWEE COUNTY
LENAWEE COUNTY
LIVINGSTON COUNTY
LIVINGSTON COUNTY
LIVINGSTON COUNTY
LIVINGSTON COUNTY
LIVINGSTON COUNTY
LUCE COUNTY
MACKINAC COUNTY
MACOMB COUNTY
MACOMB COUNTY
MACOMB COUNTY
MACOMB COUNTY
MACOMB COUNTY
MACOMB COUNTY

PORTAGE CITY
RICHLAND TOWNSHIP
TEXAS TOWNSHIP
OLIVER TOWNSHIP
BYRON TOWNSHIP
CALEDONIA TOWNSHIP
CANNON TOWNSHIP
CASCADE TOWNSHIP

EAST GRAND RAPIDS CITY

GRAND RAPIDS CHARTER
TOWNSHIP

GRAND RAPIDS CITY
GRANDVILLE CITY
OAKFIELD TOWNSHIP
PLAINFIELD TOWNSHIP
WYOMING CITY
HOUGHTON TOWNSHIP
PEACOCK TOWNSHIP
YATES TOWNSHIP

LAPEER CITY
MAYFIELD TOWNSHIP

NORTH BRANCH TOWNSHIP

SUTTONS BAY TOWNSHIP
ADRIAN CITY

BLISSFIELD TOWNSHIP
TECUMSEH CITY

BRIGHTON CHARTER TOWNSHIP

MARION TOWNSHIP
OCEOLA TOWNSHIP
PUTNAM TOWNSHIP
TYRONE TOWNSHIP

LAKEFIELD TOWNSHIP
HENDRICKS TOWNSHIP
CENTER LINE CITY

CHESTERFIELD TOWNSHIP
CLINTON TOWNSHIP
HARRISON TOWNSHIP
MACOMB TOWNSHIP
NEW BALTIMORE CITY

3-26

1
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19 (State Precinct Audit)
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MACOMB COUNTY
MACOMB COUNTY
MACOMB COUNTY
MACOMB COUNTY
MACOMB COUNTY
MANISTEE COUNTY
MARQUETTE COUNTY
MARQUETTE COUNTY
MARQUETTE COUNTY
MASON COUNTY
MASON COUNTY
MASON COUNTY
MECOSTA COUNTY
MENOMINEE COUNTY
MIDLAND COUNTY
MIDLAND COUNTY
MIDLAND COUNTY
MISSAUKEE COUNTY
MONROE COUNTY
MONROE COUNTY
MONROE COUNTY
MONROE COUNTY
MONROE COUNTY
MONTCALM COUNTY
MONTCALM COUNTY
MONTCALM COUNTY
MONTMORENCY COUNTY
MUSKEGON COUNTY
MUSKEGON COUNTY
MUSKEGON COUNTY
MUSKEGON COUNTY
MUSKEGON COUNTY
NEWAYGO COUNTY
NEWAYGO COUNTY
NEWAYGO COUNTY
OAKLAND COUNTY
OAKLAND COUNTY
OAKLAND COUNTY
OAKLAND COUNTY

ROSEVILLE CITY
ST CLAIR SHORES CITY

SHELBY CHARTER TOWNSHIP

STERLING HEIGHTS CITY
STERLING HEIGHTS CITY
ONEKAMA TOWNSHIP
MARQUETTE CITY
REPUBLIC TOWNSHIP
SANDS TOWNSHIP
BRANCH TOWNSHIP
RIVERTON TOWNSHIP
VICTORY TOWNSHIP
MECOSTA TOWNSHIP
HOLMES TOWNSHIP
HOPE TOWNSHIP
JEROME TOWNSHIP

LEE TOWNSHIP

MCBAIN CITY

BEDFORD TOWNSHIP
FRENCHTOWN TOWNSHIP
MILAN CITY
PETERSBURG CITY
RAISINVILLE TOWNSHIP
CRYSTAL TOWNSHIP
FAIRPLAIN TOWNSHIP
MONTCALM TOWNSHIP
ALBERT TOWNSHIP
FRUITPORT TOWNSHIP
MONTAGUE TOWNSHIP
MUSKEGON TOWNSHIP
NORTON SHORES CITY
WHITEHALL TOWNSHIP
BIG PRAIRIE TOWNSHIP
CROTON TOWNSHIP
GRANT TOWNSHIP
BLOOMFIELD TOWNSHIP
CLAWSON CITY
FARMINGTON HILLS CITY
FERNDALE CITY
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OAKLAND COUNTY
OAKLAND COUNTY
OAKLAND COUNTY
OAKLAND COUNTY
OAKLAND COUNTY
OAKLAND COUNTY

OCEANA COUNTY
OGEMAW COUNTY

ONTONAGON COUNTY

OSCEOLA COUNTY
OSCODA COUNTY

OTSEGO COUNTY

OTTAWA COUNTY
OTTAWA COUNTY
OTTAWA COUNTY
OTTAWA COUNTY
OTTAWA COUNTY
OTTAWA COUNTY
OTTAWA COUNTY
OTTAWA COUNTY
OTTAWA COUNTY
OTTAWA COUNTY

PRESQUE ISLE COUNTY
ROSCOMMON COUNTY

SAGINAW COUNTY
SAGINAW COUNTY
SAGINAW COUNTY
SAGINAW COUNTY
SAGINAW COUNTY
ST CLAIR COUNTY
ST CLAIR COUNTY
ST CLAIR COUNTY
ST CLAIR COUNTY
ST CLAIR COUNTY

ST JOSEPH COUNTY
ST JOSEPH COUNTY
ST JOSEPH COUNTY

SANILAC COUNTY
SANILAC COUNTY

NOVI CITY

OAKLAND CHARTER TOWNSHIP

OAK PARK CITY

OXFORD TOWNSHIP
PONTIAC CITY

TROY CITY

WEARE TOWNSHIP
LOGAN TOWNSHIP
HAIGHT TOWNSHIP
BURDELL TOWNSHIP
ELMER TOWNSHIP

HAYES TOWNSHIP
ALLENDALE TOWNSHIP
CROCKERY TOWNSHIP
FERRYSBURG CITY
GEORGETOWN TOWNSHIP
GRAND HAVEN TOWNSHIP
HOLLAND CITY

HOLLAND TOWNSHIP
HUDSONVILLE CITY

PARK TOWNSHIP
TALLMADGE TOWNSHIP
BEARINGER TOWNSHIP
NESTER TOWNSHIP

BIRCH RUN TOWNSHIP
FRANKENMUTH TOWNSHIP
JAMES TOWNSHIP
RICHLAND TOWNSHIP
SAGINAW CITY
BURTCHVILLE TOWNSHIP
FORT GRATIOT TOWNSHIP
GREENWOOD TOWNSHIP
KENOCKEE TOWNSHIP

ST CLAIR CITY

COLON TOWNSHIP
MENDON TOWNSHIP
STURGIS CITY

DELAWARE TOWNSHIP
LEXINGTON TOWNSHIP
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SANILAC COUNTY

WASHINGTON TOWNSHIP

Complete

1
SCHOOLCRAFT COUNTY GERMFASK TOWNSHIP 1 Complete
SHIAWASSEE COUNTY DURAND CITY 1 Complete
SHIAWASSEE COUNTY NEW HAVEN TOWNSHIP 1 Complete
SHIAWASSEE COUNTY PERRY TOWNSHIP 2 Complete
SHIAWASSEE COUNTY VERNON TOWNSHIP 1 (State Precinct Audit) Complete
TUSCOLA COUNTY AKRON TOWNSHIP 1 Complete
TUSCOLA COUNTY VASSAR TOWNSHIP 1 Complete
TUSCOLA COUNTY WISNER TOWNSHIP 1 Complete
VAN BUREN COUNTY ANTWERP TOWNSHIP 3 Complete
VAN BUREN COUNTY PAW PAW TOWNSHIP 1 Complete
VAN BUREN COUNTY SOUTH HAVEN TOWNSHIP 1 Complete
WASHTENAW COUNTY ANN ARBOR CITY 2-8 Complete
WASHTENAW COUNTY LYNDON TOWNSHIP 1 Complete
WASHTENAW COUNTY MANCHESTER TOWNSHIP 1 Complete
WASHTENAW COUNTY NORTHFIELD TOWNSHIP 1 Complete
WASHTENAW COUNTY PITTSFIELD CHARTER TOWNSHIP 1 Complete
WASHTENAW COUNTY SCIO TOWNSHIP 8 Complete
WASHTENAW COUNTY SUPERIOR TOWNSHIP 5 Complete
WASHTENAW COUNTY YORK TOWNSHIP 1 Complete
WASHTENAW COUNTY YPSILANTI CITY 1-3 Complete
WASHTENAW COUNTY YPSILANTI TOWNSHIP 1 Complete
WAYNE COUNTY CANTON TOWNSHIP 10 Complete
WAYNE COUNTY DEARBORN CITY 43 Complete
WAYNE COUNTY DETROIT CITY 3-177 Complete
WAYNE COUNTY DETROIT CITY AVCB Complete
WAYNE COUNTY GROSSE POINTE FARMS CITY 3 Complete
WAYNE COUNTY GROSSE POINTE PARK CITY 7 Complete
WAYNE COUNTY LINCOLN PARK CITY 6 Complete
WAYNE COUNTY LIVONIA CITY AVCB Complete
WAYNE COUNTY MELVINDALE CITY 3 Complete
WAYNE COUNTY NORTHVILLE TOWNSHIP 6 Complete
WAYNE COUNTY PLYMOUTH TOWNSHIP 6 Complete
WAYNE COUNTY REDFORD TOWNSHIP 19 (State Precinct Audit) ~ Complete
WAYNE COUNTY ROMULUS 11 Complete
WEXFORD COUNTY CADILLAC CITY 3 Complete
WEXFORD COUNTY CHERRY GROVE TOWNSHIP 1 Complete
WEXFORD COUNTY LIBERTY TOWNSHIP 1 Complete
STATEWIDE STATEWIDE RISK-LIMITING AUDIT Complete
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STATE OF MICHIGAN
JOCELYN BENSON, SECRETARY OF STATE

DEPARTMENT OF STATE
LANSING

July 6, 2021

Auditor General Doug Ringler

201 N. Washington Square, Sixth Floor
Lansing, Michigan 48913

by e-mail

Dear Auditor General Ringler:

I write to inform the Office of the Auditor General (OAG) of the challenges inherent to OAG’s
stated intent to re-audit aspects of the November 2020 election. While the Bureau of Elections
(BOE) has no objection to OAG reviewing the Bureau’s own auditing procedures, and has
provided access to all BOE records and materials as requested by OAG, re-conducting actual
precinct audits carried out by county or local election officials, including the tallying of ballots
for a statewide U.S. Senate race, is problematic in the following ways:

(1) Ballots and other records required for the requested audits must remain in the custody
of election officials to ensure compliance with federal law.

The Civil Rights Act of 1960 requires election officials to maintain for 22 months following
federal elections “all records and papers” relating to any “act to voting in such election.” 52
U.S.C. § 20701. As the United States Department of Justice (DOJ) explains in the attached letter,
DOJ interprets this act to require that election records be retained either physically by election
officials themselves or under their direct administrative supervision. Election officials must have
ultimate management authority over the retention and security of those election records,
including the right to physically access them.

Election records are public and may be inspected under FOIA. However, BOE’s longstanding
interpretation of the application of federal law to records subject to the federal retention period is
that while members of the public may view records, they may not physically handle them. All
records must be physically handled and remain in the physical custody of election officials at all
times. Yet for OAG personnel to conduct an audit, even if county and local election officials
were present, they would need to physically handle and would take some form of custody of the
records.

Therefore, while OAG may view election records, physically handling records while conducting
the audit would violate federal record retention laws by removing ultimate management authority
and physical retention of the records from election officials. Once control and custody is lost, it
is impossible to ensure that records have been maintained continuously as required by law.

BUREAU OF ELECTIONS
RICHARD H. AUSTIN BUILDING * 1ST FLOOR * 430 W. ALLEGAN * LANSING, MICHIGAN 48918
Michigan.gov/Elections ¢ 517-335-3234



Auditor General Doug Ringler
July 6, 2021
Page 2

BOE will request an opinion from the Attorney General to confirm our interpretation of federal
law is accurate.

(2) The Bureau of Elections provides procedures and training for county-run audits but
does not conduct or re-conduct county-run audits.

The Michigan Election Law, MCL 168.31a, provides for BOE to provide procedures, training
and supervision for county clerks in conducting county-wide audits. The Election Law does not
require the Bureau of Elections to “re-conduct” audits conducted by county officials, nor does
BOE have the practical capability to do so with more than 200 county-run audits conducted
following the general election. Instead, the BOE establishes procedures for the audits and
ensures counties have confirmed they have performed the audits and submitted required
documentation to the Bureau of Elections.

In re-conducting an audit performed by a county clerk, rather than the BOE, the OAG would
therefore not be reviewing the work of the BOE but rather reviewing the work of independently
elected or appointed county and local election officials. Understanding that it is not the intention
of the OAG either to audit local election officials, or to audit election results, OAG would
nevertheless be doing just that by performing an election auditing function that BOE does not
perform.

For the same reason, BOE does not have the authority under federal law to authorize OAG to
access records governed by federal record retention requirements for the purpose of re-
conducting a county-run audit. Although BOE can provide access to records within state
custody, BOE never takes custody of election records in those jurisdictions audited by counties.

(3) It is not possible to re-conduct county-run audits under the same conditions as existed
following the November election.

Post-election audits are conducted following the certification of election results and the
resolution of any requested recounts. During the period in which audits are conducted, election
officials are required to secure election records, including ballots that must be kept in sealed
ballot containers, until audits are complete and BOE has allowed for release of security of
election materials.

Although most election records are retained following the release of security, some are not and
those that are retained are not in the same condition they were during the conduct of the audit.
For example, ballot containers are unsealed and the ballots are transferred to another container
(ballot containers are re-used at subsequent elections, and many jurisdictions have already had an
intervening May election following November 2020). Additionally, the contents of electronic
pollbooks for specific elections are deleted to safeguard personal identifying information
retained on the pollbook, and because the electronic pollbook software can only contain one
electronic pollbook file at a time.

Those records that are retained are organized and stored differently than they are during the post-
election security period. Although all records should be retained, it will be logistically difficult to
ensure that all records are organized and preserved in the exact same format as was the case

during the audit. Any damage, misplacement, or difficulty in retrieving public records could lead
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to a different audit result, which might be attributable to local record storage and retention issues
rather than audit deficiencies or audit guidance provided by BOE.

* k%

The OAG is undoubtedly aware of the extreme politicization of calls for additional post-election
“audits” or the November 2020 election. Local, national, and international actors have continued
disinformation campaigns about the November 2020 election and have consistently spread false,
fabricated, or misleading information in response to media reports involving the election. Even
the well-intentioned attempt to go beyond review of BOE’s audit guidance by auditing election
results themselves, despite any goal of further legitimizing audits that have already been
conducted by bipartisan election officials, will likely serve as a potential avenue to cast doubt
upon and re-litigate the outcome of the November election — particularly in light of the
challenges in attempting to re-conduct these audits as described above.

As BOE has experienced first-hand in the past eight months, in this context every action — no
matter how routine or insignificant — is amplified and often twisted by outside parties seeking to
achieve their own political goals. The resultant national discourse undermines faith in election
outcomes and administration along with our democratic institutions.

The Bureau of Elections remains committed to full transparency, without objection to OAG
reviewing the Bureau’s own auditing procedures, and willing to continue providing access to all
BOE records and materials. Indeed, the information above is provided to continue the process of
determining the parameters of an audit that will achieve OAG’s goals while cognizant of the
associated challenges of the current moment.

Sincerely,

NN

Jonathan Brater, Director of Elections
[Attachment]
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Doug A, Ringler, CPA, CIA
Auditor General

7 Office of the Auditor Generall

201 N. Washingtoa Square, Sixth Floor » Lansing, Michigan 48913 « Phone: (517) 334-8050 * audgen.michigan.gov

July 15, 2021

Jonathan Brater, Director of Elections
Bureau of Elections

Department of State

Richard H. Austin Building, 1%t Floor
Lansing, Michigan

Dear Mr. Brater:

Thank you for reaching out on July 6, 2021, to express some challenges that you believe
exist regarding our Bureau of Elections performance audit. | also appreciate the efforts
you and your staff have taken to accommodate our requests for information,

Your letter identified three primary concerns. Our responses to them follow:

(1) Ballots and other records required for the requested audit must remain in the
custody of election officials to ensure compliance with federal law.

Response: We can work within the federal requirements regarding covered
documents. By conducting our audit work on-site, the elections officials will be
able to retain both the physical custody and direct administrative supervision
of those documents. Further, testing we intend to conduct involving ballots
and other covered records can be performed with the assistance of elections
officialg, negating the need for us to touch those items.

(2) The Bureau of Elections provides procedures and training for county-run audits
does not conduct or re-conduct county-run audits.

Response: To assess the sufficiency, clarity, and other attributes of the BOE-
provided procedures and training, we intend 1o retrace some of the county and
local election officials’ steps to determine whether consistent application of
post-election review procedures occurred‘

(3) It is not possible to re-conduct county-run audits under the same conditions as
existed following the November election.

Response: The nature of post-performance auditing results in the review of
documentation, processes, and/or personnel actions that are not necessarily
the same conditions as existed when the activities occurred. We are cognizant
that the election records may be organized and stored differently, but are
hopeful the records have heen retained, as you indicated they should be. We
will address any such circumstances should they arise and assess the impact
on our audit objectives.



Jonathan Brater, Director of Elactions
Page 2
July 15, 2021

Again, thank you for reaching out. Your concerns given the aftermath of the November
2020 elections are noted. We take extraordinary efforts to ensure our audit reports clearly
articulate the results of our work and this project will be no exception.

Sincerely,

Dagﬁ /-/1/7/6@

Doug Ringler
Auditor General
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STATE OF MICHIGAN
JOCELYN BENSON, SECRETARY OF STATE

DEPARTMENT OF STATE

LANSING
MEMORANDUM
Date: August 4, 2021
To: Municipal and County Election Officials
From: Jonathan Brater, Director of Elections
Subject: Access to Election Records and Equipment

Municipal and county election officials continue to receive requests regarding election records,
voting equipment, and the November 2020 Election. This memorandum summarizes applicable
legal standards and best practices related to these requests. It also advises election officials of the
importance of complying with these requirements, along with the consequences that may follow
if requests to access records or equipment are not properly handled.

Introduction

Since the November 2020 Election, clerks have been the recipient of various attempts or requests
to review, inspect, or audit election records or equipment. These requests continue
notwithstanding the fact that more than 250 post-election audits have already been performed.!

Clerks have received requests in a variety of different formats, including:

e Requests under the Michigan Freedom of Information Act (FOIA)

e Requests or demands for “investigation” of election results or equipment
e Offers to perform “inspections” of election records or equipment

e Requests or demands to perform “forensic audits”

Regardless of the format of any request to inspect election records or equipment, clerks should
be aware that state and federal law provide specific provisions governing which entities have
authority to mandate reviews or inspections; how and under what circumstances election records
can be handled during valid requests; and those individuals and entities who may obtain physical
access to voting equipment. Although clerks should consult with their own counsel for legal
questions regarding any of these requests, the Bureau of Elections (the Bureau) provides the
following instructions on applicable state and federal requirements, and applicable procedures.

Election Officials Have Authority Over Election Records and Equipment

The Michigan Election Law vests election officials with the responsibility for maintaining
election records and for selecting, programming, and maintaining voting equipment. Other state

! Michigan Department of State, Audits of the November 3, 2020 General Election (Apr. 21, 2021),
https://www.michigan.gov/documents/sos/BOE 2020 Post Election Audit Report 04 21 21 723005 7.pdf.
BUREAU OF ELECTIONS

RICHARD H. AUSTIN BUILDING * 1ST FLOOR * 430 W. ALLEGAN * LANSING, MICHIGAN 48918
Michigan.gov/Elections * 517-335-3234
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or local government entities such as county commissions do not have authority to take control of
election records or demand they be produced by election officials. MCL 168.1 et. seq., and
federal statutes provide for specified records to be maintained under specific schedules by local
and county clerks, respectively. They do not provide for custody or review of these records by
other entities. Similarly, post-election audits are performed under MCL 168.31a either by Bureau
personnel on behalf of the Secretary of State (the state’s chief election officer) or county clerks.

Nor do other local government entities have authority to determine which voting system is used
by a county or municipality in conducting elections or attempt to take control of this equipment.
MCL 168.37a states that “a county clerk, in consultation with each city and township clerk in the
county” will “determine which electronic voting system will be used in the county[.]”?

Accordingly, absent a court order, government bodies do not have authority to access records
through any method other than the same public records request that could be filed by any
member of the public.?

Physical Access to Election Records is Limited

Clerks have received requests to inspect or review voted ballots, which are public records. In
Michigan, all voters cast their votes using paper ballots, which are read by optical scanners.
Paper ballots are a critical element of the security of Michigan’s election system and are a
vital piece of the chain of custody for any election dispute.

Following the November 2020 election, any losing statewide candidate had the opportunity to
request a statewide recount of all paper ballots in the state under MCL 168.867, and none
chose to do so. Precinct procedural audits and a statewide risk-limiting audit exercise both
involved physical review of paper ballots and affirmed the accuracy of vote counts. However,
interested individuals may still view, but not handle, ballots under open records laws.

Many election records may be inspected by any member of the public following the
submission of a valid request under FOIA, MCL 15.231 et. seq., and payment of applicable
fees. This includes voted ballots.*

In fulfilling record requests for ballots or other election records in response to FOIA, clerks
must be mindful to handle these requests in a way that ensures records are properly preserved.
Specifically, the Civil Rights Act of 1960, 52 U.S.C. 20701-20706, requires that certain
federal election records be retained for at least 22 months in the event the materials are needed
for, among other things, criminal investigation. United States Department of Justice guidance
states:

2 It is also the clerk, not other local government agencies, who determines who has access to voting equipment.

3 Any clerk who receives a subpoena, request to preserve records pursuant to a lawsuit, or a request to inspect
records from law enforcement should consult with legal counsel and inform the Bureau of Elections and the Office
of the Michigan Attorney General.

4 The Michigan Attorney General has concluded that “voted ballots, which are not traceable to the individual voter,
are public records subject to disclosure under the Freedom of Information Act [.]” Atty Gen Op No 7247 (May 13,
2010), http://www.ag.state.mi.us/opinion/datafiles/2010s/op10324.htm.
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Section 20701 requires that covered election documentation be retained either
physically by election officials themselves, or under their direct administrative
supervision. This is because the document retention requirements of this
federal law place the retention and safekeeping duties squarely on the
shoulders of election officials.’

The Bureau advises that when ballots and other records are removed from ballot containers
following release of security, they should be stored in sealed ballot bags in a secure place during
the 22-month retention period.® Evidence for a criminal investigation requires a verifiable chain
of custody to ensure that the evidence has not been compromised. Securing ballots under seal
and recording the seal numbers are both essential to the protection and maintenance of the chain
of custody. When ballots are disclosed under FOIA no person, other than the clerk or office staff
designated by the clerk, may have any form of direct or indirect access to the ballots, ballot
containers, or ballot bags.

A city or township clerk who honors a request from a person to inspect or receive copies of
ballots voted in an election must proceed as follows:

If the person wishes to inspect the voted ballots, the clerk having custody of the ballots or
office staff designated by the clerk must be present in the room where the inspection
takes place for the entire time the ballots are being examined. At no time during the
course of the examination may the person or persons inspecting the ballots be permitted
to touch or handle the ballots, touch or handle the container or ballot bag in which the
ballots are secured, or be left unattended in the room where the examination is carried out
when secured or unsecured ballots are present.

If the person wishes to receive copies of the voted ballots, the clerk having custody of the
ballots or office staff designated by the clerk shall perform the necessary photocopying.
At no time during the course of the photocopying shall the person or persons requesting
the photocopies be permitted to touch or handle the ballots, touch or handle the container
or ballot bag in which the ballots are secured, or be left unattended in the room where the
photocopying is taking place when secured or unsecured ballots are present.

The clerk must maintain a complete written record of the measures taken to protect and
preserve the integrity of the ballots including the following information:

(1) the serial numbers appearing on the election seals removed from the ballot containers
or ballot bags involved

(2) the serial numbers appearing on the election seals used to reseal the ballots into the
ballot containers or ballot bags after the conduct of the ballot examination or the
photocopying of the ballots

5U.S. Department of Justice, Federal Prosecution of Election Offenses, Eighth Edition (Dec. 2017) at 75,
https://www.justice.gov/criminal/file/1029066/download.

® Bureau of Elections, Release of Voting Equipment (February 12, 2021), available to clerks in the eLearning Center.
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(3) the names and titles of the authorized individual or individuals who removed and
replaced the election seals

(4) the date and time the seals were removed and replaced

(5) the names and addresses of any individuals who witnessed the removal and
replacement of the election seals; and

(6) the names and titles of the authorized individual or individuals who supervised the
examination of the ballots or performed any necessary photocopying of the ballots.

The record must be maintained in a secure place by the clerk having custody of the
ballots.

These procedures are consistent with the state and federal law as enforced by the Bureau,
Michigan Attorney General, and United States Department of Justice for more than a decade. In
2010, former Attorney General Mike Cox determined that election officials “may control the
process for reviewing voted ballots to the extent necessary to protect the physical integrity of the
ballots, and to ensure chain of custody.”’

The Department of Justice recently reaffirmed its own guidance and opined that releasing these
materials to a third-party entity that purported to conduct an “audit” in Arizona would mean that
the records were “no longer under the ultimate control of state and local elections officials, are
not being adequately safeguarded by contractors at an insecure facility, and are at risk of being
lost, stolen, altered, compromised or destroyed.”® In a July 2021 publication, the Department of
Justice again clarified that regardless of any state law provisions, “federal law imposes additional

constraints with which every jurisdiction must comply” when conducting an ‘audit’.”’

Michigan clerks should be mindful of these limitations in the event that individuals request to
inspect ballots or other election records. These materials may be inspected under a FOIA request,
but members of the public may not touch or handle these materials and they must remain in the
physical custody of election officials at all times. This largely mirrors the processes followed
both in recounts and post-election audits. Members of the public can attend and view these
processes but may not physically handle records.

Failure to maintain custody and control over applicable records in accordance with the
provisions above may constitute a violation of federal law that carries criminal penalties. '
Attorneys or other individuals urging election officials to provide custody of these documents to
them may be soliciting government officials to commit a crime.

7 See Atty Gen Op No 7247, above at footnote 4, at 10.

8 Letter from Pamela Karlan, Principal Deputy Assistant Attorney General, to Karen Fann, Arizona State Senate
President (May 5, 2021), attached.

9 U.S. Department of Justice, Federal Law Constrains on Post-Election “Audits” (July 28, 2021),
https://www.justice.gov/opa/press-release/file/1417796/download.

19 Federal Prosecution ofElection Offenses, above at footnote 5.
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Access to Voting Equipment is Limited to Qualified Individuals

Clerks have also received requests to inspect, review, or perform a “forensic audit” of tabulators,
election management system software, or other equipment. Regardless of the format of these
requests, or whatever “qualifications” those making them claim to have, clerks must ensure that
only election officials, licensed vendors, or accredited voting system test laboratories (VSTLs)
should be granted access to voting equipment.

Entities that are permitted to access voting equipment include:

e County and municipal clerks, and their staff

e Bureau of Elections personnel

e Staff for Election Management System vendors (Dominion, ES&S, and Hart) and their
licensed staff and contractors (including Election Source)

e Voting System Test Laboratories (VSTLs) that have been accredited by the Election
Assistance Commission (EAC)

Reasons that these entities may be accessing voting equipment before and after Election Day
include:

e Programming of election equipment

e Logic & Accuracy and Public Accuracy Testing

e Software and system updates

e Biennial preventative maintenance'!

e Hash validation and reinstallation of software, as necessary

Clerks should never allow access to election equipment to entities other than election officials
and staff, licensed vendors, and accredited VSTLs.!? Granting access to election equipment to
unauthorized personnel may result in the decertification of election equipment or require
additional procedures be followed prior to the use of such equipment.

All vote-tabulation equipment used in Michigan must be certified by the Board of State
Canvassers following the Bureau staff review and recommendation.'* Voting equipment is
certified only following review and certification of equipment in a specific configuration
approved by EAC or in a modified configuration certified by the Board of State Canvassers.

Providing unsupervised or unauthorized access to equipment to other individuals may terminate
the chain of custody for the equipment. This, in turn, would render it impossible for the Bureau
to verify that voting equipment remains in the base configuration in which it was certified for use

! Recently, some individuals have made baseless claims that preventative maintenance somehow destroys data or
records that are required to be kept. These claims have no merit. Although clerks who receive legal communications
should consult with legal counsel, election jurisdictions must proceed with scheduled preventative maintenance to
ensure the proper functioning and security of their election equipment. See Letter from Jonathan Brater (July 14,
2021), attached.

12 Any clerk who receives a subpoena, request to preserve records pursuant to a lawsuit, or a request to inspect
voting equipment from law enforcement should consult with counsel and inform the Bureau of Elections and the
Office of the Michigan Attorney General.

13 More information about Michigan Voting Systems and certification is available on the Michigan Secretary of
State website, https://www.michigan.gov/s0s/0.,4670,7-127-1633 11976---.00.html.



https://www.michigan.gov/sos/0,4670,7-127-1633_11976---,00.html

Memorandum
August 4, 2021
Page 6

in Michigan. Should this occur, the Bureau may determine, depending on the specific
circumstances, that the equipment in question is no longer certified for use in Michigan, or that
other procedures such as software reinstallation and hash validation must be performed before
the equipment can be used.

Two recent circumstances in other states underscore the very real concern unauthorized access
poses, and the possibility of decertification of equipment should unauthorized access be granted.

The Arizona Secretary of State recently determined that election equipment in Maricopa
County'* could no longer be certified for use following the unauthorized access of that
equipment by third parties. The Pennsylvania Secretary of State made a similar determination in
Fulton County. !>

If clerks believe that any unauthorized or unsupervised access to their equipment may have
occurred, they should contact the Bureau of Elections immediately.

Attachments:

Letter from Pamela Karlan, Principal Deputy Assistant Attorney General, to Karen Fann,
Arizona State Senate President (May 5, 2021)

Letter from Jonathan Brater (July 14, 2021)

Letter from Arizona Secretary of State Katie Hobbs to Maricopa County Board of Supervisors
(May 20, 2021)

Letter from Acting Secretary of the Commonwealth Veronica Degraffenreid to James Stein (July
20, 2021)

14 Letter from Arizona Secretary of State Katie Hobbs to Maricopa County Board of Supervisors (May 20, 2021),
attached.

15 Letter from Acting Secretary of the Commonwealth Veronica Degraffenreid to James Stein (July 20, 2021,
attached.



U.S. Department of Justice
Civil Rights Division

May 5, 2021
VIA EMAIL

The Honorable Karen Fann

President, Arizona State Senate

1700 West Washington Street, Room 205
Phoenix, AZ 85007

Dear Senator Fann:

I write regarding issues arising under federal statutes enforced by the United
States Department of Justice that are related to the audit required by the Arizona State
Senate for the November 2020 federal general election in Maricopa County. News
reports indicate that the Senate subpoenaed ballots, elections systems, and election
materials from Maricopa County and required that they be turned over to private
contractors, led by a firm known as Cyber Ninjas.

The Department has reviewed available information, including news reports and
complaints regarding the procedures being used for this audit. The information of
which we are aware raises concerns regarding at least two issues of potential non-
compliance with federal laws enforced by the Department.

The first issue relates to a number of reports suggesting that the ballots, elections
systems, and election materials that are the subject of the Maricopa County audit are no
longer under the ultimate control of state and local elections officials, are not being
adequately safeguarded by contractors at an insecure facility, and are at risk of being
lost, stolen, altered, compromised or destroyed.? Federal law creates a duty to
safeguard and preserve federal election records. The Department is charged with
enforcement of provisions of the Civil Rights Act of 1960, 52 U.S.C. §§ 20701-20706.

This statute requires state and local election officials to maintain, for twenty-two
months after the conduct of an election for federal office, “all records and papers”
relating to any “act requisite to voting in such election...” Id. at § 20701. The purpose of

! See, e.q., https:/ /www.azfamily.com/news/investigations/cbs 5 investigates/security-lapses-plague-
arizona-senates-election-audit-at-state-fairerounds/article b499aee8-a3ed-11eb-8f94-bfc2918c6cc9.html;
https:/ /www.azmirror.com/2021/04/23/ experts-raise-concerns-about-processes-transparency-as-
election-audit-begins/; https:/ /tucson.com/news/local/arizona-senate-issues-subpoena-demanding-
access-to-2-million-plus-ballots-cast/article a426fc7b-60d8-5837-b244-17e5c2b2ddb4.html;

https:/ /www.azmirror.com/2021/02/26/judge-sides-with-senate-says-maricopa-must-turn-over-
election-materials-for-audit/
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these federal preservation and retention requirements for elections records is to “secure
a more effective protection of the right to vote.” State of Ala. ex rel. Gallion v. Rogers, 187
E. Supp. 848, 853 (M.D. Ala. 1960), aff'd sub nom. Dinkens v. Attorney General, 285 F.2d 430
(5th Cir. 1961) (per curiam), citing H.R. Rep. 956, 86th Cong., 1st Sess. 7 (1959); see also
Federal Prosecution of Election Offenses, Eighth Edition 2017 at 75 (noting that “[t]he
detection, investigation, and proof of election crimes - and in many instances Voting
Rights Act violations - often depend[s] on documentation generated during the voter
registration, voting, tabulation, and election certification processes”).?

If the state designates some other custodian for such election records, then the
Civil Rights Act provides that the “duty to retain and preserve any record or paper so
deposited shall devolve upon such custodian.” 52 U.S.C. § 20701. The Department
interprets the Act to require that “covered election documentation be retained either
physically by election officials themselves, or under their direct administrative
supervision.” See Federal Prosecution of Election Offenses at 79. In addition, if the state
places such records in the custody of other officials, then the Department views the Act
as requiring that “administrative procedures be in place giving election officers ultimate
management authority over the retention and security of those election records,
including the right to physically access” such records. Id. We have a concern that
Maricopa County election records, which are required by federal law to be retained and
preserved, are no longer under the ultimate control of elections officials, are not being
adequately safeguarded by contractors, and are at risk of damage or loss.

The second issue relates to the Cyber Ninjas” statement of work for this audit.3
Among other things, the statement of work indicates that the contractor has been
working “with a number of individuals” to “identify voter registrations that did not
make sense, and then knock on doors to confirm if valid voters actually lived at the
stated address.” Statement of Work at 9§ 2.1. The statement of work also indicates that
the contractor will “select a minimum of three precincts” in Maricopa County “with a
high number of anomalies” in order “to conduct an audit of voting history” and that
voters may be contacted through a “combination of phone calls and physical
canvassing” to “collect information of whether the individual voted in the election” in
November 2020. Statement of Work at 9 5.1. This description of the proposed work of
the audit raises concerns regarding potential intimidation of voters. The Department
enforces a number of federal statutes that prohibit intimidation of persons for voting or
attempting to vote. For example, Section 11(b) of the Voting Rights Act provides that
“No person, whether acting under color of law or otherwise, shall intimidate, threaten,
or coerce, or attempt to intimidate, threaten, or coerce any person for voting or
attempting to vote, or intimidate, threaten, or coerce, or attempt to intimidate, threaten,
or coerce any person for urging or aiding any person to vote or attempt to vote...” 52

2 See https:/ /www.justice.gov/criminal/file /1029066 / download
3 See https:/ /www.washingtonpost.com/ context/cyber-ninjas-statement-of-work /2013a82d-a2cf-48be-
8e9f-a26bfd5143e5/



https://www.justice.gov/criminal/file/1029066/download
https://www.washingtonpost.com/context/cyber-ninjas-statement-of-work/2013a82d-a2cf-48be-8e9f-a26bfd5143e5/
https://www.washingtonpost.com/context/cyber-ninjas-statement-of-work/2013a82d-a2cf-48be-8e9f-a26bfd5143e5/

U.S.C. §10307(b). Past experience with similar investigative efforts around the country
has raised concerns that they can be directed at minority voters, which potentially can
implicate the anti-intimidation prohibitions of the Voting Rights Act. Such investigative
efforts can have a significant intimidating effect on qualified voters that can deter them
from seeking to vote in the future.

We would appreciate your response to the concerns described herein, including
advising us of the steps that the Arizona Senate will take to ensure that violations of
federal law do not occur.

Sincerely,

AN

Pamela S. Karlan

Principal Deputy Assistant Attorney General
Civil Rights Division
pamela.karlan@usdoj.gov

cc:  Glenn McCormick, Acting United States Attorney for the District of Arizona
Mark Brnovich, Arizona Attorney General
Katie Hobbs, Arizona Secretary of State
Stephen Richer, Maricopa County Recorder



STATE OF MICHIGAN
JOCELYN BENSON, SECRETARY OF STATE

DEPARTMENT OF STATE
LANSING

July 14, 2021
Dear Clerks:

It has come to the Bureau of Elections’ (BOE) attention that several clerks have received
correspondence regarding the performance of the biannual preventative maintenance of voting
equipment. We have also been informed that clerks have received communications or threats
claiming that they should not conduct preventative maintenance. I write to address the false
claims being made regarding preventative maintenance and reiterate that this process should
move forward.

As you are aware, the contract between the State of Michigan and the voting equipment vendors
requires that each vendor perform service and preventative maintenance every two years.
Further, the Department’s administrative rules obligate you to maintain custody of voting
equipment and be responsible for their maintenance, repair, and preparations for elections. R.
168.772(3), (4).

Recently, vendors and authorized contractors sent communications to schedule preventative
maintenance on voting equipment. In response, individuals have circulated false claims asserting
that the conduct of routine preventative maintenance would somehow destroy data or violate
federal record retention laws.

Neither of the above claims is accurate. Preventative maintenance is routine and designed to
ensure the proper function and accuracy of the machines for future elections. During preventative
maintenance, your vendor or an authorized contractor will first inspect the tabulators and ensure
they are not broken, dented, or cracked. They will also ensure the equipment powers on properly
and that all necessary components, such as the power adapter, paper roll, and ink cartridge, are
present and functioning properly. They then test the diagnostics and functionality of the
tabulators to ensure that all ballots are properly counted. For specifics on what will be
performed, you may refer to your specific contract.

Preventative maintenance includes various function, accuracy and diagnostic tests. By failing to
conduct this preventative maintenance on the tabulators, you potentially jeopardize the
functionality and security of the machines, including potentially making them vulnerable to
failures in your future elections. Going forward, you should work with your vendor to determine
the best possible date and location for preventative maintenance to occur.

This preventative maintenance is critical to ensuring the accuracy, integrity, and security of the

election and has occurred every other year for more than a decade. While any clerk who has

received a “cease and desist” communication should consult with their local counsel, it is the

BOE’s position that preventative maintenance performed by authorized personnel such as your
BUREAU OF ELECTIONS
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elections vendor or contractor is a necessary security function, and does not constitute any
destruction of records required to be retained by federal law.

It is unfortunate that, yet again, false information is being spread about Michigan’s secure
election process and about the hard work that each of you do. If you have received any threats of
violence against you or your staff, you should report this to law enforcement and also inform
BOE. You should also contact law enforcement if you have any concerns about physical safety
while performing preventative maintenance or other election functions.

As always, we thank you for your hard work and dedication to Michigan’s voters and are here to
support you. Please do not hesitate to reach out to our office with any questions you may have.

Sincerely,

NN

Jonathan Brater, Director
Bureau of Elections



KATIE HOBBS
SECRETARY OF STATE

May 20, 2021
VIA EMAIL ONLY

Maricopa County Board of Supervisors
Chairman Jack Sellers, District 1
Jack.Sellers@maricopa.gov
Supervisor Steve Chucri, District 2
Steve.Chucri@maricopa.gov
Supervisor Bill Gates, District 3
Bill.Gates@maricopa.gov

Supervisor Clint Hickman, District 4
Clint.Hickman@maricopa.gov
Supervisor Steve Gallardo, District 5
Steve.Gallardo@maricopa.gov

RE: SUBPOENAED ELECTION EQUIPMENT

Dear Supervisors,

I am writing to express my concerns about Maricopa County’s election equipment that was
turned over to Senate President Karen Fann and Senator Warren Petersen and their agent,
Cyber Ninjas, pursuant to the January 12, 2021 subpoena, including components of the
certified Dominion Democracy Suite 5.5B voting system. I understand Cyber Ninjas has
begun returning the election equipment to the County. I have grave concerns regarding the
security and integrity of these machines, given that the chain of custody, a critical security
tenet, has been compromised and election officials do not know what was done to the
machines while under Cyber Ninjas’ control.

Indeed, such loss of custody constitutes a cyber incident to critical infrastructure—an event
that could jeopardize the confidentiality, integrity, or availability of digital information or
information systems.! Therefore, my Office consulted with election technology and security
experts, including at the Department of Homeland Security’s Cybersecurity and
Infrastructure Security Agency, regarding the appropriate next steps, and each unanimously

1 See Dep’t of Homeland Security, Cyber Incident Reporting, available at
https://www.dhs.gov/sites/default/files/publications/Cyber%20Incident%20Reporting%20United %20
Message.pdf.
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advised that once election officials lose custody and control over voting systems and
components, those devices should not be reused in future elections. Rather, decommissioning
and replacing those devices is the safest option as no methods exist to adequately ensure
those machines are safe to use in future elections. As such, my Office is urging the County
not to re-deploy any of the subpoenaed machines that it turned over to the Senate in any
future elections. Instead, the County should acquire new machines to ensure secure and
accurate elections in Maricopa County going forward.

A fundamental requirement to ensure the security and integrity of election equipment
includes maintaining strict access limitations and a clear chain of custody to prevent both
intentional and inadvertent tampering. Arizona’s election procedures enumerate detailed
requirements to protect voting equipment from these threats.2 Federal election standards
also set best practices, which require voting equipment to remain securely stored in facilities
that prevent unauthorized access.? As you know, the Maricopa County Elections Department
upholds strict chain of custody procedures for its voting equipment by securing equipment in
limited-access facilities, logging access to the equipment, and air-gapping equipment at all
times.

However, once the subpoenaed machines were turned over to the Senate and Cyber Ninjas,
it 1s unclear what, if any, procedures were in place or followed to ensure physical security
and proper chain of custody. Indeed, our expert observers, as well as multiple news reports,
have noted troubling security lapses. And Cyber Ninjas has failed to provide full
transparency into what they did with the equipment. No election official or expert observer
designated by my Office was allowed to remain with the equipment for the duration of the
Cyber Ninjas’ processing and handling of the equipment, nor did Cyber Ninjas provide a
continuous, clearly visible livestream of the area where voting equipment was stored and
handled. The lack of physical security and transparency means we cannot be certain who
accessed the voting equipment and what might have been done to them.

Unfortunately, after a loss of physical custody and control, no comprehensive methods exist
to fully rehabilitate the compromised equipment or provide adequate assurance that they
remain safe to use. While the machines could be put through an intensive and costly forensic
examination by an accredited, national forensics laboratory, even after such forensic
examination, machines are generally not recommissioned given that the forensic analysis
cannot be guaranteed to locate all potential problems.

Considering the potential impact of decommissioning the subpoenaed equipment, including
on taxpayer dollars and County operations, my Office did not reach this decision lightly.
However, given the circumstances and ongoing concerns regarding the handling and security
of the equipment, I believe the County can agree that this is the only path forward to ensure
secure and accurate elections in Maricopa County in the future.

To be clear, this letter pertains only to the specific pieces of subpoenaed election equipment
that the county turned over to the Senate and its contractors, and not to the underlying

2 Elections Procedures Manual, Chapter 4, Section III, at pages 95 - 98.
3 See, e.g., U.S. Election Assistance Commission, Election Management Guidelines, Chap. 3,
available at https://www.eac.gov/sites/default/files/eac_assets/1/6/260.pdf.
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Dominion voting system, which remains certified for use in Arizona, nor any other election
equipment that the County did not turn over to the Senate and its contractors.

If the County intends to re-deploy the subpoenaed equipment, over which the County lost
custody and control, for use in future Arizona elections, please notify my Office as soon as
possible, and no later than July 1, 2021, so that we may properly consider decertification
proceedings pursuant to A.R.S. § 16-442 as to the subpoenaed equipment.

Thank you for your prompt attention to this important matter.

Sincerely,

Katie Hobbs
Arizona Secretary of State

CC:

Stephen Richer, Maricopa County Recorder
sricher@risc.maricopa.gov

Scott Jarrett, Director of Election Day and Emergency Voting,
Maricopa County Elections Department
sjarrett@risc.maricopa.gov
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COMMONWEALTH OF PENNSYLVANIA
DEPARTMENT OF STATE

July 20, 2021

Mr. James M. Stein

Dick, Stein, Schemel, Wine & Frey
119 North Second Street
McConnellsburg, PA 17233

Dear Mr. Stein,

We are in receipt of your letter of June 29, 2021, written on behalf of Patti Hess and the Fulton
County Board of Elections. Based on our discussions and correspondence with Fulton County
officials, it appears that the contents of ballot boxes, including the voted ballots, and the
components of the Dominion Democracy Suite 5.5A that were used during the 2020 November
election were subjected to a post-election review by a third-party in violation of Pennsylvania’s
Election Code.

Pennsylvania’s Election Code vests in each bipartisan county board of elections the authority and
duty to maintain proper chain of custody of official ballots, balloting materials and voting systems
before, during, and after each election. These requirements ensure that any official tabulation,
recount, or election contest is conducted transparently in a manner that does not put at risk this
critical election infrastructure.

The Department of State takes steps prior to the certification of a voting system to verify that the
system successfully completes penetration testing, access control testing and vulnerability testing
to ensure that every access point and all software and firmware is protected from tampering. Once
a system is certified, the voting system vendor is then permitted to supply the voting system and
counties are permitted to procure that system for use in Commonwealth elections, subject to the
conditions of the Secretary of the Commonwealth’s certification report.

Following delivery of a certified and procured system, the county is supposed to independently
perform acceptance testing on the system. Thereafter, the equipment and software are expected to
remain under the full control of the county.

As you have confirmed through our correspondence, Fulton County officials allowed Wake TSI,
a company with no knowledge or expertise in election technology access to certain key
components of its certified system. Fulton County officials permitted Wake TSI employees to
access their “election database, results files, and Windows system logs.” Further, the county
allowed this third-party entity to use some type of “system imaging tool to take complete hard
drive images of these computers” and “complete images of two USB thumb drives” used to transfer
results files from their voting system computers to the computers used to upload results to the
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state’s voter registration and election results reporting system. These actions were taken in a
manner that was not transparent or bipartisan.

As a result of the access granted to Wake TSI, Fulton County’s certified system has been
compromised and neither Fulton County; the vendor, Dominion Voting Systems; nor the
Department of State can verify that the impacted components of Fulton County’s leased voting
system are safe to use in future elections.

Due to these actions and after careful consideration, under the authority granted to the Secretary
of Commonwealth under Sections 1101-A through 1122-A of the Pennsylvania Election Code, |
have no other choice but to decertify the use of Fulton County’s leased Dominion Democracy Suite
5.5A voting system last used in the November 2020 election.

Please know that I did not arrive at this decision lightly. | have a statutory obligation to examine,
evaluate and certify electronic voting systems. These reviews include verifying that the voting
system conforms to federal and state law and any regulations or standards regarding
confidentiality, security, accuracy, safety, reliability, usability, accessibility, durability, resiliency,
and auditability. I am also mindful of my federal obligations under Executive Order 13636, which
focuses on measures required for infrastructure security and the action taken by the United States
Department of Homeland Security to designate elections as critical infrastructure under the
“Government Facilities” sector.

Please know that Department stands ready to support you in any appropriate manner.

If you have any questions, do not hesitate to reach out to my office directly.

Sincerely,

e Bores”

Veronica W. Degraff
Acting Secretary of the Commonwealth

Cc: Fulton County Board of Elections

Office of the Secretary
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