DIFS - Office of Consumer Finance - Al Questionnaire

Institution:

Date: Notes

General Information

Are Al or virtual assistants being used for any business purpose? ***Select Answers**

Business Operations and Policy

Is Al used for IT anomaly detection and investigation?
Is there an Al governance framework?

Are they using an Al framework standard?
Is the framework specified in the contract or risk review?
Is the business using Al to create policies and procedures?
What is the business policy on the use of Al by staff (e.g., CoPilot, ChatGPT)?
Are board members using Al?
What training is provided on what can and can’t be used in Al platforms, especially re: PII?
Do contracts specify that vendors cannot use an organization’s data in external Al systems?
Do new contracts specify Al usage?
What happens if a customer inputs Pl into a company managed chatbot?
Is Al used in HR to scan resumes?

If the business writes Al code in-house, do they use an Al framework for code development?

Customer Interaction and Support

Are Al assistants (virtual) used? (during meetings to capture & summarize info)
Are customer support/chat bots utilized?

Is Al used in customer service?

Is Al used in customer correspondence?

Is Al utilized in social media analysis?

Is Al used to provide customers with information, and is that information valid?

How is this verified?
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Financial Services
Is Al applied in mortgage processes?
Is Al used in loan management?
Is Al utilized in risk modeling?
Is Al employed in document processing?
Is Al used in account opening procedures?
Is Al used in financial modeling, such as credit decisions and stress testing?
Is Al used in document classification?
Is Al used for data extraction?
Is Al used to predict risks?
Is Al used in fraud detection on customer accounts?
Is Al used to process claims forms?
Is Al used in the application process?
Is Al used in claims processing?

Is Al used in property valuation?

Predictive and Analytical Tools
Is predictive analytics used to forecast sales trends, customer behavior, and marketing
campaign outcomes to optimize strategies?
Is bias in Al measured?

If Al is in use, are Al processes validated by manual processes?
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GENERAL Al INFORMATION

Some of the most common Al systems include:

1. Machine Learning Models

2. Natural Language Processing (NLP):
Text Classification: Systems like spam filters and sentiment analysis.
Named Entity Recognition (NER): Extracts entities like names, dates, and locations
from text.
Machine Translation: Tools like Google Translate that convert text from one language
to another.

Chatbots and Conversational Agents: Systems like OpenAl's ChatGPT, designed to
simulate human conversation.

3. Computer Vision:
Image Classification: Identifies objects within images (e.g., identifying cats or dogs).
Object Detection: Locates and identifies objects within an image.
Image Segmentation: Divides an image into segments for more detailed analysis.
Facial Recognition: Identifies or verifies individuals based on facial features.

4. Speech Recognition and Synthesis:

Automatic Speech Recognition (ASR): Converts spoken language into text (e.g.,
Apple's Siri, Google Assistant).
Text-to-Speech (TTS): Converts written text into spoken words.

5. Robotics:
Autonomous Vehicles: Self-driving cars and drones.
Industrial Robots: Automated machines used in manufacturing and assembly lines.

Service Robots: Robots designed for tasks like cleaning, delivery, and customer service.

6. Recommendation Systems:

Collaborative Filtering: Recommends items based on user preferences and behaviors
(e.g., Netflix, Amazon recommendations).

Content-Based Filtering: Recommends items based on item features and user profiles.

7. Expert Systems:
Rule-Based Systems: Use predefined rules to make decisions or solve problems.

Knowledge-Based Systems: Use a database of knowledge to simulate human
expertise in specific domains.

8. Generative Models:
Generative Adversarial Networks (GANs): Generate new data similar to a given
dataset, used in image synthesis and data augmentation.

Variational Autoencoders (VAEs): Used for generating new, similar data points based
on a learned data distribution.



Some of the most widely used Al platforms include (Al platforms will differ by industry
as they are built for specific purposes/tasks):

1. TensorFlow:
Developed by Google, TensorFlow is an open-source machine learning framework widely
used for building and deploying machine learning models, especially deep learning
models.

N

. PyTorch:
Developed by Facebook's Al Research lab, PyTorch is an open-source machine learning
library popular for its flexibility and ease of use, particularly in research and development
of deep learning models.

w

. Google Cloud Al Platform:
A suite of machine learning services provided by Google Cloud, including tools for
building, training, and deploying machine learning models, as well as pre-trained models
and AutoML capabilities.
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. Microsoft Azure Al:
Part of Microsoft Azure, this platform offers a range of Al and machine learning services,
including Azure Machine Learning, cognitive services (like vision, speech, and language
APIs), and bot services.

5. IBM Watson:

IBM's Al platform provides various Al services, including natural language processing,
machine learning, and deep learning tools. It is widely used in industries like healthcare,
finance, and customer service.

6. Amazon Web Services (AWS) Al and Machine Learning:

AWS offers a comprehensive set of Al and machine learning services, including Amazon
SageMaker for building and deploying models, pre-trained Al services for vision,
language, and forecasting, and tools for data labeling and preparation.

7. H20.ai:
An open-source platform that provides tools for building machine learning models.

[o]

. Azure Cognitive Services:
A collection of APIs provided by Microsoft Azure that enable developers to add intelligent
features to their applications, such as vision, speech, language, and decision-making
capabilities.
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