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l. PURPOSE

Examiners must assess information technology complexity and management’s
oversight of information security. The Gramm-Leach-Bliley Act (GLBA) provides a
minimum compliance governance framework. Examiners should evaluate industry
accepted security standard practices and guidelines and their integration with the
institution’s operations and environment. Without appropriate information security
controls and oversight, management places consumers’ personally identifiable
information at risk, which in return, places the institution’s reputation at risk. Since
information technology is integrated throughout operations, numerous inherent
risks exist which impact institutions.

ll. PRIMARY REFERENCES / RELATED REGULATIONS

1. Office of Credit Union:
a. 2003 PA215 - Michigan Credit Union Act:
e Section 490.408 — Automated Information Processing Services
e Section 490.407 — Credit Union Service Organizations
b. OCU Letters and Bulletins:
o Letter 2007-CU-03: 2006 Identity Theft Protection Act and Incident
Response Plans.
Letter 2006-CU-07: Information Technology (IT) Examinations
Letter 2005-CU-10: Contingency Planning
Letter 2005-CU-09: Internet Financial Services
Letter 2005-CU-01: Gramm-Leach-Bliley Act of 1999 (GLBA)
Bulletin No. 2005-06-CU: Information Security Program

2. Federal:
e 12 CFP 1016 — CFPB: Privacy of Consumer Financial Information
e Part 740 — NCUA Rules and Regulation: Accuracy of Advertising
e Part 748 — NCUA Rules and Regulations: Security Program (GLBA
enforcement)
b. Guidance Letters:
o Referto NCUA’s or FFIEC’s website for detailed letters.

3. General Industry References
a. Website References:
e FFIEC IT Examination Handbook InfoBase - Home
e www.isaca.org/
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https://www.legislature.mi.gov/Laws/MCL?objectName=mcl-490-408
https://www.legislature.mi.gov/Laws/MCL?objectName=mcl-490-407
https://www.michigan.gov/difs/-/media/Project/Websites/difs/OCU/Letter/Letter_2007-CU-03.pdf?rev=f2a04bc60d7747af8968ad42b39e170f&hash=F81F566EA51755A7C7897D3B5DE195DB
https://www.michigan.gov/difs/-/media/Project/Websites/difs/OCU/Letter/Letter_2006-CU-07.pdf?rev=291becb3d0d244c185bcf350e106ac3e&hash=E87CC02EFA6178F53EC101BF41AFDCB6
https://www.michigan.gov/difs/-/media/Project/Websites/difs/OCU/Letter/Letter_2005-CU-10.pdf?rev=e96d9bbc875d48febf1ecf213ca43e81&hash=E552FC9AFF4491CC838DA389710025A6
https://www.michigan.gov/difs/-/media/Project/Websites/difs/OCU/Letter/Letter_2005-CU-09.pdf?rev=71be6850d55c4ec8896178aec4287d65&hash=AA64E663868F40EF08EF37EB13EE9B88
https://www.michigan.gov/difs/-/media/Project/Websites/difs/OCU/Letter/Letter_2005-CU-01.pdf?rev=5e92d27780e14471a1c315ff2a339019&hash=47A65FAFC8613CA550771B9F3817CC73
https://www.michigan.gov/difs/-/media/Project/Websites/difs/Bulletins/2005/Bulletin_2005-06-CU.pdf?rev=4f8fbea373364de18f4aec8bdbbab5f1
https://www.gpo.gov/fdsys/search/pagedetails.action?collectionCode=CFR&searchPath=Title+12%2FChapter+X%2FPart+1016&granuleId=CFR-2012-title12-vol8-part1016&packageId=CFR-2012-title12-vol8&oldPath=Title+12%2FChapter+X%2FPart+1016&fromPageDetails=true&collapse=false&ycord=1208
https://www.ecfr.gov/current/title-12/chapter-VII/subchapter-A/part-740
https://www.ecfr.gov/current/title-12/chapter-VII/subchapter-A/part-748
https://ithandbook.ffiec.gov/
https://www.isaca.org/
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www.nist.gov/ (information technology and cybersecurity)
www.fdic.gov/resources/supervision-and-examinations/
www.occ.treas.gov/

WWW.NCua.gov

www.sans.org/

lll. BACKGROUND

Protection of information assets is essential in establishing and maintaining trust
between an institution and consumers. Information technology involves physical and
logical security surrounding the network and core data applications. Furthermore,
information technology involves system development lifecycle concerns and
technology (hardware/software) replacement processes. It includes disaster recovery
and business continuity concerns. Information systems also include electronic
banking services delivery, website governance, and social media usage. With the
advent of new technologies, it also includes cloud computing and the Internet-of-
Things (loT). As a result of the width and depth of this area, management teams are
expected to use and to document an IT risk-based audit.

Information security is governed by the Gramm-Leach-Bliley Act (GLBA), as enforced
by 12 CFR, NCUA'’s Rules and Regulations, Part 748. The focus of GLBA involves:

Information security risk assessment.

Information security program.

Vendor management oversight

Testing of key information security controls.
Employee information security awareness training.
Privacy information concerns.

GLBA compliance status report to the Board.

IV. MINIMUM PROCEDURES

Examiners are responsible for reviewing all operational aspects of an institution,
including information technology and information security. Examiners will complete
the IT Follow-Up Work-Program during each examination unless a full IT examination
was performed within the prior 12 months or is being performed concurrently.
Supervisors must ensure a full IT examination, including the issuance of full URSIT
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https://www.nist.gov/
https://www.fdic.gov/resources/supervision-and-examinations/
https://www.occ.treas.gov/
https://ncua.gov/
https://www.sans.org/
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ratings, is performed no less than once every 36 months. Examiners will review the
prior IT examination and assess the status of corrective action. Examiners who
identify significant deficiencies when completing the IT Work-Programs or performing
IT examination follow-up should notify their supervisor so appropriate IT examination
resources can be allocated.

The Office of Credit Unions (OCU) has the authority to examine third-party service
providers. This review is to the same extent that OCU examines a credit union.
Examinations are scheduled as appropriate. These examinations will use the FFIEC’s
IT work programs, the INTREx work programs, or another designated OCU IT
program.

V. ATTACHMENTS / FORMS

URSIT Work-Program

IT Follow-Up Work-Program

INTREX-CU Workbook

FFIEC’s Work programs — refer to work programs updated on
ithandbook.ffiec.gov.
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https://www.michigan.gov/difs/-/media/Project/Websites/difs/OCU/Exam_Manual/10605_URSIT_Work_Program.xlsm
https://www.michigan.gov/difs/-/media/Project/Websites/difs/OCU/Exam_Manual/10605_IT_Follow-Up_Work-Program.docx
https://www.michigan.gov/difs/-/media/Project/Websites/difs/OCU/Exam_Manual/10605_InTREx-CU_Workbook.xlsx
https://ithandbook.ffiec.gov/

	I. PURPOSE
	II. PRIMARY REFERENCES / RELATED REGULATIONS
	III. BACKGROUND
	V. ATTACHMENTS / FORMS

