FRAUDULENT ACCESS TO COMPUTERS, COMPUTER SYSTEMS, AND COMPUTER NETWORKS 

Act 53 of 1979 


AN ACT to prohibit access to computers, computer systems, and computer networks for certain fraudulent purposes; to prohibit intentional and unauthorized access, alteration, damage, and destruction of computers, computer systems, computer networks, computer software programs, and data; to prohibit the sending of certain electronic messages; and to prescribe penalties.


The People of the State of Michigan enact:
752.791 Meanings of words and phrases. 

Sec. 1.  For the purposes of this act, the words and phrases defined in sections 2 and 3 have the meanings ascribed to them in those sections.


752.792 Definitions; A to D. 

Sec. 2.  (1) “Access” means to instruct, communicate with, store data in, retrieve or intercept data from, or otherwise use the resources of a computer program, computer, computer system, or computer network.

(2) “Aggregate amount” means any direct or indirect loss incurred by a victim or group of victims including, but not limited to, the value of any money, property or service lost, stolen, or rendered unrecoverable by the offense, or any actual expenditure incurred by the victim or group of victims to verify that a computer program, computer, computer system, or computer network was not altered, acquired, damaged, deleted, disrupted, or destroyed by the access. The direct or indirect losses incurred in separate incidents pursuant to a scheme or course of conduct within any 12-month period may be aggregated to determine the total value of the loss involved in the violation of this act.

(3) “Computer” means any connected, directly interoperable or interactive device, equipment, or facility that uses a computer program or other instructions to perform specific operations including logical, arithmetic, or memory functions with or on computer data or a computer program and that can store, retrieve, alter, or communicate the results of the operations to a person, computer program, computer, computer system, or computer network.

(4) “Computer network” means the interconnection of hardwire or wireless communication lines with a computer through remote terminals, or a complex consisting of 2 or more interconnected computers.

(5) “Computer program” means a series of internal or external instructions communicated in a form acceptable to a computer that directs the functioning of a computer, computer system, or computer network in a manner designed to provide or produce products or results from the computer, computer system, or computer network.

(6) “Computer system” means a set of related, connected or unconnected, computer equipment, devices, software, or hardware.

(7) “Device” includes, but is not limited to, an electronic, magnetic, electrochemical, biochemical, hydraulic, optical, or organic object that performs input, output, or storage functions by the manipulation of electronic, magnetic, or other impulses.

752.793 Definitions; P to S. 

Sec. 3.  (1) “Property” includes, but is not limited to, intellectual property, computer data, instructions or programs in either machine or human readable form, financial instruments or information, medical information, restricted personal information, or any other tangible or intangible item of value. 

(2) “Services” includes, but is not limited to, computer time, data processing, storage functions, computer memory, or the unauthorized use of a computer program, computer, computer system, or computer network, or communication facilities connected or related to a computer, computer system, or computer network.


752.794 Prohibited access to computer program, computer, computer system, or computer network. 

Sec. 4.  A person shall not intentionally access or cause access to be made to a computer program, computer, computer system, or computer network to devise or execute a scheme or artifice with the intent to defraud or to obtain money, property, or a service by a false or fraudulent pretense, representation, or promise. 


752.795 Prohibited conduct. 

Sec. 5.  A person shall not intentionally and without authorization or by exceeding valid authorization do any of the following:

(a) Access or cause access to be made to a computer program, computer, computer system, or computer network to acquire, alter, damage, delete, or destroy property or otherwise use the service of a computer program, computer, computer system, or computer network. 

(b) Insert or attach or knowingly create the opportunity for an unknowing and unwanted insertion or attachment of a set of instructions or a computer program into a computer program, computer, computer system, or computer network, that is intended to acquire, alter, damage, delete, disrupt, or destroy property or otherwise use the services of a computer program, computer, computer system, or computer network. This subdivision does not prohibit conduct protected under section 5 of article I of the state constitution of 1963 or under the first amendment of the constitution of the United States.


752.795a Michigan children's protection registry act; violation. 

Sec. 5a.  A violation of the Michigan children's protection registry act is a violation of this act.


752.796 Use of computer program, computer, computer system, or computer network to commit crime. 

Sec. 6.  (1) A person shall not use a computer program, computer, computer system, or computer network to commit, attempt to commit, conspire to commit, or solicit another person to commit a crime.

(2) This section does not prohibit a person from being charged with, convicted of, or punished for any other violation of law committed by that person while violating or attempting to violate this section, including the underlying offense.

(3) This section applies regardless of whether the person is convicted of committing, attempting to commit, conspiring to commit, or soliciting another person to commit the underlying offense.


***** 752.796a.added THIS ADDED SECTION IS EFFECTIVE JULY 1, 2005 *****
752.796a.added Violation of § 752.795a; penalties; exception; defense; burden of proof; effective date of section. 

Sec. 6a.  (1) A person who violates section 5a is guilty of the following:

(a) For the first violation, a misdemeanor punishable by imprisonment for not more than 1 year or a fine of not more than $10,000.00, or both.

(b) For the second violation, a felony punishable by imprisonment for not more than 2 years or a fine of not more than $20,000.00, or both.

(c) For the third and any subsequent violation, a felony punishable by imprisonment for not more than 3 years or a fine of not more than $30,000.00, or both.

(2) A person does not violate section 5a because the person is an intermediary between the sender and recipient in the transmission of an electronic message that violates section 5a or unknowingly provides transmission of electronic messages over the person's computer network or facilities that violate section 5a.

(3) It is a defense to an action brought under this section that the communication was transmitted accidentally. The burden of proving that the communication was transmitted accidentally is on the sender.

(4) This section does not take effect until July 1, 2005.


752.796b Money, income, and property subject to seizure and forfeiture. 

Sec. 6b.  All money and other income, including all proceeds earned but not yet received by a defendant from a third party as a result of the defendant's violations of this act, and all computer equipment, all computer software, and all personal property used in connection with any violation of this act known by the owner to have been used in violation of this act are subject to lawful seizure and forfeiture in the same manner as provided under sections 4701 to 4709 of the revised judicature act of 1961, 1961 PA 236, MCL 600.4701 to 600.4709.
 
752.797 Penalties; prior convictions; presumption; reimbursement order; definition. 

Sec. 7.  (1) A person who violates section 4 is guilty of a crime as follows:

(a) If the violation involves an aggregate amount of less than $200.00, the person is guilty of a misdemeanor punishable by imprisonment for not more than 93 days or a fine of not more than $500.00 or 3 times the aggregate amount, whichever is greater, or both imprisonment and a fine.

(b) If any of the following apply, the person is guilty of a misdemeanor punishable by imprisonment for not more than 1 year or a fine of not more than $2,000.00 or 3 times the aggregate amount, whichever is greater, or both imprisonment and a fine:

(i) The violation involves an aggregate amount of $200.00 or more but less than $1,000.00.

(ii) The person violates this act and has a prior conviction.

(c) If any of the following apply, the person is guilty of a felony punishable by imprisonment for not more than 5 years or a fine of not more than $10,000.00 or 3 times the aggregate amount, whichever is greater, or both imprisonment and a fine:

(i) The violation involves an aggregate amount of $1,000.00 or more but less than $20,000.00.

(ii) The person has 2 prior convictions. 

(d) If any of the following apply, the person is guilty of a felony punishable by imprisonment for not more than 10 years or a fine of not more than 3 times the aggregate amount, or both imprisonment and a fine:

(i) The violation involves an aggregate amount of $20,000.00 or more.

(ii) The person has 3 or more prior convictions.

(2) A person who violates section 5 is guilty of a crime as follows:

(a) Except as provided in subdivision (b), the person is guilty of a felony punishable by imprisonment for not more than 5 years or a fine of not more than $10,000.00, or both.

(b) If the person has a prior conviction, the person is guilty of a felony punishable by imprisonment for not more than 10 years or a fine of not more than $50,000.00, or both.

(3) A person who violates section 6 is guilty of a crime as follows:

(a) If the underlying crime is a misdemeanor or a felony with a maximum term of imprisonment of 1 year or less, the person is guilty of a misdemeanor punishable by imprisonment for not more than 1 year or a fine of not more than $5,000.00, or both.

(b) If the underlying crime is a misdemeanor or a felony with a maximum term of imprisonment of more than 1 year but less than 2 years, the person is guilty of a felony punishable by imprisonment for not more than 2 years or a fine of not more than $5,000.00, or both.

(c) If the underlying crime is a misdemeanor or a felony with a maximum term of imprisonment of 2 years or more but less than 4 years, the person is guilty of a felony punishable by imprisonment for not more than 4 years or a fine of not more than $5,000.00, or both.

(d) If the underlying crime is a felony with a maximum term of imprisonment of 4 years or more but less than 10 years, the person is guilty of a felony punishable by imprisonment for not more than 7 years or a fine of not more than $5,000.00, or both.

(e) If the underlying crime is a felony punishable by a maximum term of imprisonment of 10 years or more but less than 20 years, the person is guilty of a felony punishable by imprisonment for not more than 10 years or a fine of not more than $10,000.00, or both.

(f) If the underlying crime is a felony punishable by a maximum term of imprisonment of 20 years or more or for life, the person is guilty of a felony punishable by imprisonment for not more than 20 years or a fine of not more than $20,000.00, or both.

(4) The court may order that a term of imprisonment imposed under subsection (3) be served consecutively to any term of imprisonment imposed for conviction of the underlying offense.

(5) If the prosecuting attorney intends to seek an enhanced sentence under section 4 or section 5 based upon the defendant having a prior conviction, the prosecuting attorney shall include on the complaint and information a statement listing that prior conviction. The existence of the defendant's prior conviction shall be determined by the court, without a jury, at sentencing. The existence of a prior conviction may be established by any evidence relevant for that purpose, including, but not limited to, 1 or more of the following:

(a) A copy of the judgment of conviction.

(b) A transcript of a prior trial, plea-taking, or sentencing.

(c) Information contained in a presentence report.

(d) The defendant's statement.

(6) It is a rebuttable presumption in a prosecution for a violation of section 5 that the person did not have authorization from the owner, system operator, or other person who has authority from the owner or system operator to grant permission to access the computer program, computer, computer system, or computer network or has exceeded authorization unless 1 or more of the following circumstances existed at the time of access:

(a) Written or oral permission was granted by the owner, system operator, or other person who has authority from the owner or system operator to grant permission of the accessed computer program, computer, computer system, or computer network.

(b) The accessed computer program, computer, computer system, or computer network had a pre-programmed access procedure that would display a bulletin, command, or other message before access was achieved that a reasonable person would believe identified the computer program, computer, computer system, or computer network as within the public domain.

(c) Access was achieved without the use of a set of instructions, code, or computer program that bypasses, defrauds, or otherwise circumvents the pre-programmed access procedure for the computer program, computer, computer system, or computer network.

(7) The court may order a person convicted of violating this act to reimburse this state or a local unit of government of this state for expenses incurred in relation to the violation in the same manner that expenses may be ordered to be reimbursed under section 1f of chapter IX of the code of criminal procedure, 1927 PA 175, MCL 769.1f.

(8) As used in this section, “prior conviction” means a violation or attempted violation of section 145d of the Michigan penal code, 1931 PA 328, MCL 750.145d, or this act or a substantially similar law of the United States, another state, or a political subdivision of another state.

Department of Civil Service Rules

Sections 1-13, 1-14, and 2-8

1-13 Patents and Inventions 
1-13.1 Employee Rights 

The property rights in a patent on an invention created by a classified employee are subject to contract entered into by the state administrative board as provided by law. The employee's compensation is 15 percent of the net royalties that may result from the invention. The compensation provisions of this rule are not negotiable. However, any dispute concerning the employee's property rights relative to the state's property rights in such an invention is grievable. 
1-13.2 Grants and Contracts 

This rule does not preclude the acceptance of grants or contracts under provisions of applicable federal laws or regulations that require a different disposition of patents or rights to obtain patents. 

1-14 Copyrights 
1-14.1 Employee Rights 

The property rights in a copyright that subsists in a work created by a classified employee as an author-employee belong to the state and are subject to contract entered into by the state administrative board as provided by law. The author-employee's compensation is 15 percent of the net royalties from written licenses or transfers to third parties by the state of Michigan that may result from a work, but only when the state or agency has obtained a certificate of copyright. The compensation provisions of this rule are not negotiable. However, any dispute concerning the author-employee's property rights relative to the state's property rights in such a copyright is grievable.  
1-14.2 Grants and Contracts 

This rule does not preclude the acceptance of grants or contracts under provisions of applicable federal laws or regulations that require a different disposition of the copyright in works.

2-8 Ethical Standards and Conduct  
2-8.1 Ethical Conduct Required  

Employment in the state classified service demands a high degree of loyalty and imposes high ethical standards on employees to ensure the integrity of state government and maintain effective services. All employees must meet these ethical standards and all appointing authorities are obligated to enforce these ethical standards.  
2-8.2 Prohibitions 

(a) All employees. A classified employee shall not do any of the following:  

  (1) Divulge or release, for financial gain for the employee or a member of the employee's immediate family, any confidential information that is not by law, rule, regulation, or court order available to members of the general public. However, this subsection does not prohibit an employee from disclosing to a public body a violation or suspected violation as authorized in rule 2-10 [Whistleblower Protection] unless otherwise prohibited by statute, court order, or professional ethics.  

  (2) Engage in or agree to engage in, for financial gain for the employee or a member of the employee's immediate family, any business transaction or private arrangement that accrues from or is based on the employee's official position or on confidential information gained by reason of the employee's position. 

  (3) Solicit, accept, or agree to accept anything of value (1) from any designated representative [as defined in rule 9-1] or (2) under any circumstances that could reasonably be expected to influence the manner in which the employee performs work or makes decisions.  

  (4) Make available any consideration, treatment, advantage, or favor beyond that which is generally granted or made available to others under similar circumstances. 

  (5) Represent or act as an agent for any private interests, whether for compensation or otherwise, in any transaction in which the state has a direct and substantial interest and which could reasonably be expected to result in a conflict between the employee's private interests and official state responsibilities. 

  (6) Exercise any decision-making authority of the state regarding any state regulation, enforcement, auditing, licensing, or purchasing with respect to any business or entity in which the employee or a member of the employee's immediate family has any financial interest. 

  (7) Engage in supplemental employment that conflicts with the satisfactory or impartial performance of the employee's state duties. 

  (8) Engage in supplemental employment without the express written consent of the employee's appointing authority. 

  (9) Engage in any supplemental employment during actual-duty time. 

  (10) Request or use sick leave to engage in supplemental employment. 

  (11) Use any state funds, property, or equipment in or for the benefit of any supplemental employment. 

  (12) Fail to timely, fully, and accurately report to the employee's appointing authority any of the following: 

    (A) Any interest of the employee or the employee's immediate family in any business or entity with which the employee has direct contact while performing official duties as a classified employee. 

    (B) Any supplemental employment or change in approved supplemental employment required by this rule, applicable regulations, or departmental work rules. 

(b) Attorneys. In addition to any other prohibition, an employee occupying a classified position that requires the employee to be a licensed attorney in the State of Michigan shall not do any of the following, whether for compensation or otherwise:  

  (1) Represent any person or entity with an interest adverse to the State of Michigan or any of its agencies or instrumentalities (1) in any criminal, civil, regulatory, or administrative matter or (2) before any court or administrative agency. 

  (2) Represent any private interest before any state administrative agency. 

  (3) Represent another state employee in any matter, including a personnel matter, against the State of Michigan or any of its agencies or instrumentalities. 

(c) Excluded employees. In addition to any other prohibition, the following employees may not represent another employee in any matter or proceeding related to employment, including, but not limited to, investigations, disciplinary conferences, grievances, civil service technical matters, or civil service proceedings: 

  (1) An appointing authority who is a classified employee. 

  (2) An excluded employee occupying a position in human resources under the direction of an appointing authority. 
2-8.3 Disclosure  

(a) Personal and financial interests.  

  (1) Disclosure. At least annually, an employee shall disclose to the employee's appointing authority all personal or financial interests of the employee or members of the employee's immediate family in any business or entity with which the employee has direct contact while performing official duties as a classified employee. 

  (2) Action by appointing authority. If an appointing authority determines that the personal or financial interests of an employee or the employee's immediate family represent an unacceptable conflict of interest with the employee's state duties, the appointing authority may take any of the following actions to eliminate the conflict: 

    (A) Require appropriate actions by the employee or the employee's immediate family regarding the personal and financial interests. 

    (B) Change the employee's job, including, but not limited to, imposing a lateral job change, demoting the employee, changing reporting relationships, changing work locations, or reassigning specific tasks. 

    (C) Separate the employee from the classified service if the conflict cannot be eliminated.  

(b) Supplemental employment.  

  (1) Disclosure and approval required. An employee must report all supplemental employment to the employee's appointing authority and must receive approval from the appointing authority to engage in supplemental employment. 

    (A) Employees. Before engaging in supplemental employment, an employee must disclose the nature and extent of the supplemental employment to the employee's appointing authority. Thereafter, an employee must report all supplemental employment at least annually as required by this rule, applicable regulations, and the appointing authority.  

    (B) Newly-hired employees. A newly-hired employee who is already engaging in supplemental employment at the time of hire must disclose the nature and extent of the supplemental employment as required by an appointing authority.  

    (C) Changes. If there is a change in approved supplemental employment, the employee must disclose the nature and extent of the change to the employee's appointing authority within 14 calendar days. 

  (2) Action by appointing authority. If an appointing authority determines that supplemental employment (1) interferes with the employee's attendance or efficiency or otherwise conflicts with the satisfactory performance of the employee's state duties or (2) represents an unacceptable conflict of interest with the employee's state duties, the appointing authority may take any of the following actions: 

    (A) Withhold or withdraw approval to engage in supplemental employment. 

    (B) Require the employee to modify, limit, or terminate the supplemental employment. 

    (C) Change the employee's job, including, but not limited to, imposing a lateral job change, demoting the employee, changing reporting relationships, changing work locations, or reassigning specific tasks.  

    (D) Separate the employee from the classified service if the conflict cannot be eliminated. 

  (3) Service in the uniformed services; exception. An employee is not required to obtain approval to engage in supplemental employment in the uniformed services. However, unless precluded by military necessity, an employee must give advance written or verbal notice to the appointing authority of any absence from state duties for service in the uniformed services.  

  (4) Applicants. As part of the appraisal process, an appointing authority may require an applicant to disclose the nature and extent of all employment that the applicant intends to continue as supplemental employment after the applicant is hired into the classified service.  
2-8.4 Compliance 

As a condition of continued employment in the classified service, an employee must comply with the requirements of applicable rules, regulations, departmental work rules, and individual requirements imposed by the employee's appointing authority.  
2-8.5 Discipline 

An employee who engages in conduct prohibited by rule 2-8, an applicable regulation, a departmental work rule, or an individual requirement imposed by the employee's appointing authority may be disciplined, up to and including dismissal from the classified service.  
2-8.6 Reporting Alleged Violations 

An employee who becomes aware of any alleged violation of a standard of ethical conduct in this rule, an applicable regulation, a departmental work rule, or an individual requirement imposed by an appointing authority must report the alleged violation to the employee's appointing authority.  
2-8.7 Appointing Authority Guidance and Exemptions 

(a) Departmental work rules and directives. An appointing authority may issue departmental work rules or other written directives to define, implement, and enforce ethical standards. An appointing authority may, for example, do any of the following:  

  (1) Establish ethical standards for employees that are more strict than the basic standards established in this rule and the regulations.  

  (2) Define specific prohibited acts and conflicts of interest.  

  (3) Identify specific employees or classes of employees required to file disclosure reports.  

  (4) Establish procedures, forms, and times for disclosure. 

  (5) Establish procedures for an employee to obtain a prior written determination from the employee's appointing authority as to whether specific future conduct is permitted or prohibited.  

(b) De minimis exception. In a departmental work rule or directive, an appointing authority may exempt from the prohibition in rule 2-8.2(a)(3) the receipt of anything of value that is so de minimis that the appointing authority has determined that its receipt by the employee could not reasonably be expected to influence how the employee performs work or makes decisions. However, any such de minimis exemption may not exceed the following limits: 

  (1) Any single tangible or intangible item with a fair market value exceeding $20.00. 

  (2) Any combination of tangible and intangible items during any 3-month period with an aggregate fair market value exceeding $80.00.  

  (3) Any amount of money, including a loan of money. 

(c) Conferences, training, and meetings. Notwithstanding rule 2-8.2(a)(3), an appointing authority may authorize an employee to attend a conference, training session, or other meeting, the expenses of which are paid in whole or in part by a designated representative, if all of the following are met:  

  (1) The employee's attendance is primarily for the benefit of the state. 

  (2) The expenses paid are expenses, which if paid by the employee, would be reimbursable items under the standardized travel regulations or other policies of the employee's appointing authority. 

  (3) The employee's appointing authority determines that paid attendance by the employee would not reasonably be expected to improperly influence how the employee performs work or makes decisions.


