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Chapter 1. Introduction

Michigan’s Department of Transportation (MDOT) is responsible for a relatively large and
diverse number of critical transportation facilities. These facilities support supply chains,
passenger movements, and assets so vital to the people and businesses of the state of Michigan
and the nation that their incapacity or destruction would have a debilitating impact and
seriously weaken the state’s security, economic stability, and public safety.

MDOT recognizes that it is essential to provide the public with a confidence that they are
traveling on a safe and secure transportation system. MDOT also recognizes that by design and
purpose its transportation systems must remain open and accessible. The transportation system
cannot be “locked down” and secured like a building.

This Security Technical Report presents an overview of the authority, responsibilities, programs,
policies, strategies, and activities currently in place by MDOT and the state of Michigan to
ensure that the Michigan Transportation System continues to operate without interruption. It
addresses MDOT’s preparedness to deal with security and emergency situations caused by “all
hazards.” This includes acts of terrorism and acts of nature such as flooding, fog, or major
snow and ice storms. It includes programs such as emergency response to crashes and weather
events; programs, strategies, and activities focused on terrorism and acts of destruction; as well
as programs, strategies, and activities designed to address multiple hazards.

Chapter 2. Authority and Structure

MDOT has been involved in the state’s traditional emergency management for more than 50
years. Early programs included the “civil defense plans.” Following the events of September
11, 2001, MDOT updated and expanded its emergency preparedness programs and security role
to cover all modes of transportation through the Transportation Risk Assessment and Protection
(TransRAP) Team. The TransRAP Team also serves as the Transportation Subcommittee of the
Michigan Critical Infrastructure Protection (CIP) Committee, an advisory panel reporting to the
Michigan Homeland Protection Board created by Governor Granholm through Executive Order
2003-06.

The Homeland Protection Board includes MDOT and the Michigan Departments of Military
Affairs, Environmental Quality, Agriculture, State Police and Community Health. MDOT has
worked jointly with these agencies to develop response and recovery plans' and regularly
participates in emergency training and exercises.

The TransRAP Team includes members from MDOT’s Multi-Modal, Planning, and Highway
Operations staffs, Michigan State Police Motor Carrier Enforcement, and Michigan Department

1 For security reasons, some details of strategies and plans are not being released to the public.
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of Information Technology. This group assisted in the development and directs the
implementation steps of the strategy.? MDOT actively participates in the protection of critical
infrastructure with state and federal partners in Homeland Security. The transportation
strategy® remains focused on the protective measures for the international border crossings.

Chapter 3. Responsibilities, Programs, Strategies, and
Activities

MDOT’s transportation security programs, strategies, and activities go beyond “guards and
gates.” They are a multi-layered, “all-hazards” approach. In general, MDOT’s strategy is to
prevent, respond, and recover. MDOT’s strategy includes identifying potential targets (such as
key bridges and high volume roadways or transit facilities), working with its partners to assess
and correct weaknesses, developing programs to strengthen and protect potential targets and
points of entry into the state, and quickly and efficiently responding to and recovering from
“all-hazards.” The term “all-hazards” (or multiple hazards) includes any incident, disaster or
attack, either man-made, technological, or natural. This chapter presents MDOT’s all-hazards
programs, strategies, and activities for its international border crossings, highways and
roadways, public transit, motor carriers, maritime transportation, aviation, and information
technology.

3.1 International Border Crossings

Michigan’s international border crossings and trade corridors are critical to the well-being of the
local, state, and national economies and therefore critical to state and national security.
Michigan’s international border crossings rank among the top commercial vehicle crossings on
the US/Canada border.

Every day over $1 billion in trade crosses the US-Canada Border; 70 percent of this trade moves
by truck. Over the past 30 years, US-Canada cross-border trade has grown faster than GDP, at
an annual rate of approximately 11 percent. If border congestion and delays, including those
delays due to security inspections, are not addressed:

e Annual production in the United States would be $10.6 billion less; and
e There would be almost 80,000 fewer jobs in the US. 4

2 For security reasons, some details of strategies and plans are not being released to the public.
3 For security reasons, some details of strategies and plans are not being released to the public.

4 Mobility is Security, MDOT’s State Long Range Plan, 2000-2005. August, 2002, Lansing Michigan
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Vision
As stated in MDOT’s Five-year Transportation Programs, 2006-2010, p. 36, “It is Michigan’s vision

to establish and maintain a transportation border that allows for the seamless movement of
people, goods, and services in a cost-efficient, timely, safe, and secure manner.”

Facts

e MDOT shares the ownership of two of the three bridge crossings (International Bridge in
Sault Ste. Marie and Blue Water Bridges in Port Huron). The Ambassador Bridge is
privately owned.

e Detroit has one vehicular tunnel.

e There are three active international rail crossings including one rail tunnel crossing in
Detroit, one rail tunnel crossing in Port Huron, and one rail bridge crossing in Sault Ste
Marie.

e Twenty marine ferry services operate in Michigan; three operate between Michigan and
Canada; one of these operates between Detroit and Windsor and provides services for
trucks that are overweight, oversized, or are hauling hazardous materials.

e According to 2005 BTS data, based on value and tonnage, Canada is the US’s largest
trading partner. Total trade reached a high of $295 billion. Mexico is the second largest
partner. Michigan’s international border crossings are the nation’s principal gateway for
international trade with Canada accounting for:

— 12 percent of all modes of US-NAFTA (Canadian and Mexican) trade in 2005;

— 2.7 million truck crossings between Canada and the US, the highest number of
crossings from Canada;

— 730,100 rail container crossings, the highest on the northern border

— the Detroit and Port Huron borders handled 1.7 million and 922,000 truck crossings
respectively, this is almost 40 percent of all the Canadian truck crossings; and

— In 2005, $130 billion in trade moved by land through Michigan’s ports of entry at
Detroit.5

e Michigan’s trade with Canada in 2002 accounted for:
— 19 percent of its total land-based trade = $65.8 billion; and
— 17.7 percent of its total truck-based trade = $41.9 billion.
Programs, Strategies, and Activities

e MDOT actively participates in the protection of critical infrastructure, in cooperation
with state, local, and federal agency partners in homeland security.

5 North American Freight Transportation, USDOT, BTS, June, 2006.

<=
- ) Page 3 eMDOT



MDOT State Long Range Transportation Plan Security Technical Report

e MDOT’s security strategy remains focused on the protective measures for the
international border crossings. One component in providing security at the bridges
includes the development of a list of key facilities and systems based on vulnerability
and risk assessments. By objectively reviewing the likelihood and the susceptibility of
hazards or threats, MDOT can quantify the impacts for the physical assets and the
community.

e In 2002, MDOT conducted risk assessments at key MDOT-owned international border
bridges. As a result of that work: 1) A list of the most important needs relating to
homeland security was identified, and 2) MDOT supplied information to the Michigan
State Police (MSP), Military and Veterans Affairs (MVA), as well as the Governor’s
Office in Washington, reflecting the needs relating to the funding structure for domestic
preparedness.

e Action plans that respond to US Department of Homeland Security terrorist threat levels
has been developed and are in place at key MDOT-owned bridges.

e The original assessments from 2002 border security risk assessments and action plan
defined a strong path to follow. The federal team validated and verified the results.

e The top priority recommended for both international bridges includes the surveillance
system and security enhancements. MDOT requested that the state administrative
agency at MSP grant MDOT $1.25 million (each) for physical security enhancements at
the Blue Water International bridges. These physical security enhancements are critical
in addressing homeland security preparedness.

e  MDOT recently completed a second round of security assessments for the International
Bridge and the Blue Water Bridge with partners from the Federal Government.
Members of the federal team included previous Navy SEALS, Army Tactical specialists,
and economic specialists. These bridges are critical to Michigan’s economy and national
security. Each of the bridges received high marks from the team.

e The result of this second round study was the development of a plan for security
improvements to these two structures for which additional federal funding is needed.

e MDOT continues to improve the protection, collaboration and coordination with
homeland security agencies in the development, construction, and operation of border
facilities.

e MDOT staff was heavily involved in 2005 with various transportation and border
agencies in coordinating security issues.

— MDOT attended all the Bridge and Tunnel Operators Association (BTOA) and the
International Bridge, Tunnel, and Turnpike Association (IBTTA) meetings.

— MDOT hosted the Transportation Border Working Group Conference in conjunction
with FHWA on June 1 and June 2, 2005. The Conference addressed border security
issues.
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— MDOT has participated in the AASHTO subcommittee on Highway Transport -
Special Committee on Transportation Security.

The Transportation Security Administration (TSA) visited Michigan in 2005 as part of a
national effort and was impressed with the risk and vulnerability assessments of the
transportation infrastructure performed in the state of Michigan, primarily at border
crossings. This included MDOT’s knowledge and awareness of the strengths as well as
weaknesses involving these structures. They were also pleased with the high level of
communication and cooperation between state agencies, especially the interoperability
between MDOT and Michigan State Police (MSP). This cooperation is not only fostered
through homeland security discussions, but especially concerning emergency
management issues. In the wrap up discussion, TSA officials gave MDOT an “A” for the
work completed, including plans for future security measures.

Security Initiatives

MDOT recognizes that wherever there is an international border there will be security issues.

The following includes a brief listing of the various border-crossing initiatives currently under

way:

I-75 at Ambassador Bridge, Gateway Project - City of Detroit, Metro Region: This
$206.1 million project will provide direct access improvements between the Ambassador
Bridge and I-75 and 1-96.

Detroit River International Crossing Study (DRIC): The governments of the US,
Michigan, Canada, and Ontario are moving forward in a Border Transportation
Partnership to implement a long-range transportation strategy addressing the various
challenges of the Detroit-Windsor Gateway. The partnership is considering the entire
border transportation system, river crossing, plaza and connecting road, to achieve an
end-to-end solution that will best meet current and future mobility needs, while
minimizing impacts on the surrounding communities and environment. Continued
evaluation of the alternatives will identify a single preferred option by mid-2007. Of the
15 initial options, 13 have been eliminated. Public information and involvement
sessions are continuing.

Blue Water Bridge Plaza Study - Port Huron, Metro Region: MDOT is investing $11.76
million in studies to address future traffic needs at the Blue Water Bridge Plaza in Port
Huron. The study will concentrate on identifying capacity-related needs at the plaza
without inhibiting the operations of customs and immigrations officers.

I-94 Black River Bridge Study - St. Clair County, Metro Region: The I-94 Black River
Bridge connects the Blue Water Bridge Plaza to 1-94 and I-69, and connects the north and
south sections of the Port Huron metro area.

Eastern Border Transportation Coalition — Truck Freight Crossing the Canada-US
Border — National in Scope: A 2001 study, produced by the Eastern Border
Transportation Coalition (EBTC), of which MDOT is a member, assessed the Canada-US
component of Canada’s 1999 National Roadside Study (NRS) of trucks traveling through
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Canada. It provided a more expansive and significant view of trade and traffic between
the US and Canada than previously available. An update of this study will begin in
summer 2006, with completion scheduled for fall of 2007.

3.2 Highways and Roads

Michigan’s state highway trunk-line system carries 53.74 billion vehicles miles of travel each
year.® Approximately 70 percent of the International trade entering and leaving Michigan is
carried on its highways and roads. Damage, delays, or closures of these roadways impact the
traveling public as well as the economy of Michigan. MDOT’s security programs, strategies, and
activities for highways and roads are designed to reflect an “all-hazard” approach that focuses
on general preparedness rather than readiness for a specific type of disaster.

Facts

e MDOT is responsible for over 9,700 miles of state highways, including 1,240 miles of
interstate.

¢ In addition to state highways, there are roughly 110,000 miles of local roadways. These
include 11,000 bridges throughout the state (4,300 of these bridges are under state
jurisdiction).

Programs, Strategies, and Activities

e By using MDOT’s region boundaries, MDOT reaches out to local agencies through
existing relationships with municipal and county road agencies, local emergency
management coordinators, as well as other states” departments of transportation.

e DPlans have been in place for some time to keep state highways safe from terrorist attack.
MDOT actively reviews the entire network to evaluate how components connect and
what risks exist for potential threats.

e MDOT has emergency highway traffic plans regarding the necessary closure of any part
of the state’s network in an event of statewide significance. Some of these plans may
include strategies such as redirecting traffic from a major interstate, or providing easy
access into or out of a community along that freeway corridor. The plans were
originally developed for weather-related catastrophes and have been used to address
problems caused by serious traffic incidents. These plans are regularly reviewed to
ensure they are as complete as possible for any scenario.

3.3 Public Transit (Trains and Buses)

Unlike highways, MDOT does not own or operate public transit systems. MDOT does
recognize that throughout the world, during the last five years, trains and buses have been
targets of terrorist attracts. MDOT also recognizes that “all-hazards” impact public transit
similar to how they impact highways and roads. MDOT’s security programs, strategies, and

¢ MI Transportation Plan, Highway and Bridge Technical Report, 2006.
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activities for public transit focus on working with public transit agencies to develop and test
their emergency management plans. MDOT includes a public transit component in our
emergency management plans.

Facts

e Michigan is served by 74 local public transit systems; 15 are local, urban area transit
providers. Michigan is also served by 134 Specialized Services Systems, primarily for
the elderly and persons with disabilities; and three private bus services provide bus
services in Michigan.

e Local public transit services more than 89 million riders annually, including 83 million
in the 15 urban areas.

e Michigan is served by 568 route miles of passenger rail service. Routes include Pontiac-
Detroit-Chicago with three trains in each direction daily, and the Blue Water Route and
Pere Marquette, each with one train daily.

e Amtrak operates at 95 mph between Kalamazoo and Niles, a stretch of 45 miles. This is
the only place in the nation outside the Northeast Corridor where Amtrak trains exceed
90 mph.

Programs, Strategies, and Activities

e MDOT staff regularly works with the 120 local and county public passenger
transportation agencies that operate approximately 4,500 buses.

e As part of MDOT emergency planning, staff from the Bureau of Multi-Modal
Transportation updated their emergency management plan and completed a tabletop
exercise to test the plan. The plan was recently activated when hurricane evacuees
needed buses and passenger train services while being housed at Fort Custer in Battle
Creek.

3.4 Motor Carrier

Motor carriers are permitted to transport hazardous materials over Michigan's highways.
MDOT’s security goal for hazardous material transportation is to deny terrorist the ability to
use legitimate businesses, infrastructure or vehicles to injure people or damage property. To
achieve this goal, MDOT works with enforcement agencies to insure the regulations are
followed and directs the routing for motor carriers carrying these materials.

Facts

e In 2001, there were more than 525 motor carrier applications to review credentialing and
become certified to operate in Michigan. Since 2002, the Michigan Public Service
Commission has included specific applications for hazardous materials certification.

e MDOT is the hazardous materials routing designation agency and the Michigan State
Police agency is responsible for enforcement.

<=
- ) Page 7 eMDOT



MDOT State Long Range Transportation Plan Security Technical Report

Programs, Strategies, and Activities

MDOT continues to work with its partners, Michigan State Police and the Michigan
Public Service Commission’s Motor Carrier Division who enforce regulations relative to
transporting hazardous materials.

The Federal Railroad Administration (FRA) has the enforcement authority to monitor
rail. Monitoring is not completed regularly due to funding constraints. Although rail
agencies work directly with the federal government, local notification and emergency
response is almost immediate. The 2002 derailment in Potterville is a prime example of
this. The US Department of Transportation Pipeline and Hazardous Materials, Safety
Division, monitors the chemicals hauled by rail.

3.5 Marine Transportation

As a peninsula state, Michigan is accessible by boats and water vehicles along much of its
borders. This accessibility creates a potential security problem in that every mile of its maritime
boundaries cannot be guarded. Also, the international transport of hazardous materials
between the US and Canada typically is by water because it is prohibited, to a large degree, on
or in international border bridges or tunnels.

Facts

Michigan is served by 20 ferry service routes. This includes:

— Three state-supported ferries for passengers and vehicles (carrying approximately
850,000 passengers and over 500,000 vehicles / year in 68,457 crossings);

— Three ferries operate between Michigan and Canada -- one of these specializes in
moving trucks.

Michigan is served by 40 commercial cargo ports and 48 smaller ports with other
commercial activities, handling over 96 million tons/year.

Programs, Strategies, and Activities

Border workers were offered advanced hazardous materials transportation enforcement
training as well as a second wave of cargo tank inspection training; issues involving the
Detroit Truck Ferry were discussed.

The Transportation Subcommittee has been working with US Coast Guard (USCG) staff
to identify both budget request routing options and other program funds that might be
available to meet transportations needs. The area of opportunity identified is for both
study funds and immediate contingency measures, mostly in support of potential
critical infrastructure “repairs of potential attack damage.” Other opportunities
identified include waterway/transportation structure hardening and protection against
damage of infrastructure including structures on alternate detour routes in the event of
attack damage, the related structures and security fencing, various commercial dock and
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port structures, the commercial docks and piers, and others within the Michigan portion
of the Toledo Coast Guard command’s area of responsibility.

The Coast Guard regulates sea faring vessels. To better track these goods, the federal
government is looking to trace the flow of goods from the source of origin to the point of
delivery. Currently items are tracked from the point of entry into the United States,
giving no information on where the items have been prior to their arrival at port.

3.6 Aviation

MDOT recognizes that many security issues exist at airports. MDOT works cooperatively with
airport owners, state and federal partners, and the US Department of Homeland Security to
address their role in these issues.

Facts

Michigan has approximately 236 public use airports; 106 are privately owned and 129
are publicly owned; 18 have scheduled air service and only four are connected to public
transit systems.

The US Department of Homeland Security’s Transportation Security Administration
regulates and enforces security for passenger air transportation.

Programs, Strategies, and Activities

The aviation staff in MDOT provides security training through safety seminars,
educational services and aviation events, and working with our federal partners
(Federal Aviation Administration - FAA).

As an early initiative, Transportation Security Administration (TSA) issued an Interim
Final Rule that requires all flight schools and individual instructors to verify the
nationality of their students. The TSA requires flight instructors to perform background
checks and determine citizenship of all students. One provision is that all active flight
instructors undergo online security training. Some protective measures include new
projects such as fencing and other initiatives that will have the dual role of animal
control as well as security. The Legislature repealed background checks on potential
pilots.

Currently there is no federal initiative regarding general aviation airports; virtually all
federal emphasis is on security at air carrier (larger) airports.

3.7 Information Technology

MDOT understands that information technology can support and advance security. MDOT is
working to incorporate technology into its security programs, strategies and activities.

Facts

MDOT is connected to the transportation system electronically in many ways, such as
the Michigan Intelligent Traffic System (MITS).
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Programs, Strategies, and Activities

MDOT uses the MITS to assist in moving traffic efficiently during emergency situations.

MDOT continues to work with its partners at the Michigan Department of Information
Technology to assure secure connections and maintaining data backup and recovery
systems. MDOT continues to update the MDOT Business Continuity Plan and the
Disaster Recovery plan for IT needs.

New, updated security systems are installed or in progress for key International Bridge
crossing locations. By assisting with providing Free and Secure Trade (FAST) and
NEXUS lanes, MDOT is partnering with US Homeland Security Bureau of Customs and
Border Protections (previously Customs and Immigration agencies) to improve security
while maintaining mobility.

Chapter 4. Michigan Long Range Transportation Plan

Both MDOT’s 2005-2030 Michigan Long Range Transportation Plan and the 2000-2025 MDOT State
Long Range Plan, Mobility is Security:

Identify safety and security as priority goals;
Are multi-modal;
Seek to address the impact of transportation on the economy of the state; and,

Focus on the importance of and special consideration for “corridors of highest
significance.”

Security preparedness efforts and strategies presented in this technical report reflect MDOT’s
current program and efforts working in cooperation with its state, local and national partners.

The report includes and addresses specific strategies for all transportation modes. The report

also addresses:

The economic impacts from security programs and efforts.

Corridors of highest significance are understood as an important component of MDOT’s
security strategy.” The security strategy presented in this report recognizes and reflects
MDOT’s understanding that it must ensure the highest level of security on these
corridors.

Safety issues and strategies are addressed in a separate Safety Technical Report.

7 For security reasons, some details of strategies and plans are not being released to the public.
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Chapter 5. Summary and Conclusion

Security, by its nature, often includes stopping or slowing travel to inspect and confirm it is safe
to move ahead. Transportation, by nature, is intended to move travel without interruption.
These two purposes can be in conflict. The strategies and approaches presented in this Technical
Report reflect a balance between these competing purposes. MDOT’s transportation security
preparedness efforts are designed to address the physical security enhancements while
continuing to facilitate mobility.

MDOT support for programs such as incorporating NEXUS, FAST, ITS for improved traffic
management reflect an understanding of and creative approach to balancing these competing
needs. The businesses and citizens of Michigan can feel confident that they travel on a safe and
secure system because of MDOT’s comprehensive, multi-modal, “all-hazards” security
strategy.?

8 For security reasons, some details of strategies and plans are not being released to the public.
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