Center for Educational Performance and
Information (CEPI)

MILogin User Guide

Questions?
Contact CEPI Customer Support
Email: CEPI@michigan.gov
Phone: 517-335-0505 x3
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Introduction

The State of Michigan MILogin application is utilized by multiple state agencies. A MILogin account is
required for two applications supported by the Center for Educational Performance and Information
(CEPI): the Educational Entity Master (EEM) and the Michigan Student Data System (MSDS).

Obtaining access to EEM and/or MSDS is a two-step process.
1. Subscribe to the application through your MILogin account.

2. Complete and submit the appropriate Security Form, signed by the Lead Administrator as listed in
the EEM. The Security Form can be emailed or faxed to CEPI. Security forms are found on the
CEPI Application Security Forms web page.

CEPI will grant your access when both steps have been completed.

This guide outlines the steps to create a MILogin account and subscribe to an application.
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MILogin Registration

Follow the steps outlined below to create a new State of Michigan MILogin account. (No user should

need multiple MILogin accounts.)
1. Go to the State of Michigan MILogin page, and click Create New Account.

-
Home Help ) Migov

MlLogin

for Third Party

Login to your account

* = Required Fields

“User ID

“Password

Forgot your User ID?
Forgot your password?
Need Help?

© If you have accessed applications using Single Sign On (SSO) that have noy rated to the MiLogin portal, please use your
S$SO user ID and password here rather than cre ew account.

Don't have an account? Create New Account

2. Provide your full name, email address, and work phone number. Answer the Verification
Question. Click Next.

B o
Home Help ‘ Mi.gov

MIlLogin

for Third Party

Create your account - Step 1 of 3

* = Required Fields

“First Name Middle Initial “Last Name Suffix
“Email Address “Confirm Email Address
*Work Phone Number Mobile Number
“Verification Question: "doctoring” has how many letters?
Ol agre’e terms & conditions.
Next Clear
MiLogin Home Michigan.gov Home Policies Contact Us

Copyright 2015 State of Michigan
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3. Create your User ID and Password. Follow the User ID and Password guidelines on the right side
of the page. Select four security questions and enter answers you will remember. Click Create
Account.

* = Required Fields
“User ID
User ID guideline:Enter your last name, first initial, and
any 4 numbers with no space between them. For
" Example: John Smith and using 9999 as an example for
Password 2

the four digit number, you would enter Smithj9939
o Password guidelines:
+ Must be at least 8 characters in length
« Must inciude characters from 3 of the following
categories:
[x] « Upper case letters (A-Z)
- Lower case lefter (2-2)
« Numbers (0-9)
= Special characters (152, %@~*4"_-+=><)
+ Should not be based on your User ID

“Confirm Password

Select four unique security questions. These questions will be used to restore access to your account in case you forget the

password
“Secret Question #1 “Secret Answer #1
Select Questio v
“Secret Question #2 “Secret Answer #2
—Select Question. v!
“Secret Question #3 “Secret Answer #3
_Select Question- v
*Secret Question #4 “Secret Answer #4
Select Queston v

Create Account Back
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Completing the Registration Process

Once you receive confirmation, you can log into the MILogin application.

1.

2.

Go to the MILogin page.

Enter the user 1D and password you created.

You will be prompted to change your password immediately (and every 90 days thereafter). Enter
or paste your temporary (old) password, then type in and confirm a new password and click
Change Password.

Passwords must conform to the following rules:

+ Passwords must be at least eight characters long.

»  Previous ten passwords cannot be reused.

» Password must contain at least one letter and one number.
« Passwords are case sensitive.

» Passwords cannot have more than two repeated characters.
» Password cannot be same as the user ID or user name.

You will be asked to answer and confirm a set of Challenge Response Questions. These questions
must be completed in case you forget your password. The answers are case sensitive. When done,
click OK.

You will get a notification saying that your answers have been updated. Click OK.

You will be brought to the Account Maintenance Screen. Click OK.
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Subscribing to an Application

Subscribing to an application is the final step of the user registration process and is completed from your
MILogin Home Page.

1. Click the "Request Access" link in the middle of the screen.

MILogin
for Third Party
A CEPI Helpdesk's Home Page Neod

Your password will expire in 365 days

Manage your account

o 2 Update Profile
=) Change Password 7 Update Security Q8A

Access your applications

You do not have access to any application. You can request access by clicking on 'Request Access' button above

2. You will be taken to a new screen and asked to complete three steps:
Step 1: There are two options for Step 1: either search for an application manually or select an
agency to view its applications. If you choose to manually search, type in Educational Entity
Master (EEM) or Michigan Student Data System (MSDS) in the application keyword search bar.
If you choose to select an agency, select Center for Educational Performance and Information
(CEPI).

...............

Request access guidelines:

1. Search for an application with a keyword or select an agency 1o view its applications
2 Choose an apphication

4. Confirm your application and click ‘Request Access' 1o proceed

816p 1: Search for an application

OR

Stép 1! Selact an agency to view its applications

_Meorns  @vpoT LARA  BTMB

artm g and
I

£ O B @ ©

t of fichigan State F M artment of

Step 2: Choose an application

Please select an agency 1o view its applications or search for applications
Step 3 Click on "Request Access' button to proceed

No application selected yet.
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Step 2: A list will appear under Step 2 with hyperlinks to Educational Entity Master (EEM) or

Michigan Student Data System (MSDS). Choose the application hyperlink that you are requesting
access to.

Step 3: Click the ‘Request Access’ button to complete the request process.

Meors  @viDOT LARA  BTMB

£ @ 8 @ ©

Step 2. Applications - Showing applications fg) pnce and Information’

Step 3! Click on "Request Access’ button to proceed

Michigan Student Data System (MSDS)
The Center for Educat) | Parformance

tion (CEP1) developad the Mich
The

jont Data

3. You will then be taken to the subscription page for the particular application. On the subscription
page, enter your email address and phone number in the applicable boxes. Then click Submit.

MILogin

for Third Party

Request Access

* = Required Fields

This application requires following attributes:
“Email Address

“Work Phone Number

[ type phone numper

d et

4. You will receive a confirmation message (both on the screen and in email) stating your
subscription request was submitted successfully. You will receive another email once access has
been granted by CEPI staff, generally within three business days.
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Home Help Logout MI.gov

MIlLogin

for Third Party

Request Access

The request for your access has been successfully submitted

You will see the updated list of application(s) on your home page once it is processed

Copyright 2015 State of Michigan

Note: Please do not submit multiple subscription requests. Permissions must be approved by
CEPI Customer Support before taking effect. Submitting multiple requests simply slows the
approval process.

Once you have been successfully subscribed to an application, the link will appear on your MILogin
home screen the next time you log into MILogin. To access the application, simply click on the
application link.

MILogin

for Third Party

& CEPI Helpdesk's Home Page Need Help?

Your password will expire in 364 days

Manage your account

Request Access 2 Update Profile
Change Password £ Update Security Q8A

Access your applications

= Educational Entity Master (EEM)
* Michigan Student Data System (MSDS)

Contact information is shared between your MILogin account and the application(s) to which you are
subscribed. Should you make changes to your contact information, the application database is not updated
until the next time you log in to the application.
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Changing Your Password

MILogin allows you to change your password manually. To change your password, follow the steps
outlined below.

1. On your MILogin home page, click Change Password.

|
MlLogin
for Third Party
A CEPI Helpdesk's Home Page

Your password will expire in 364 days

Manage your account

Access your applications

Maslor (FEM
it Data System (MS

2. You will be taken to a new screen where you will need to enter your current password, enter your
new password, and confirm your new password. Fill in this information and click Submit.

MILogin

for Third Party

Change Password - Step 1 of 2

* = Required Fields
“Enter Current Password

Password guidelines:
- Must be at least 8 characters in length
& + Must include characters from 3 of the following
Enter New Password categories:
) Upper case letters (A-Z)
- Lower case letier (a-2)
“Confirm New Password * Numbers (0-9)
- Special characters (1S4 %@~ &"_+=><)
[ + Should not be one of the ast 3 Used passwords
+ Should not be based on your User 1D

clear

3. You will receive a message indicating that your password has been successfully updated.
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Home Help Logout

MIlLogin

for Third Party

Change Password - Step 2 of 2

Your password has been successfully updated.

Return to home page

MiLogin Home Michigan gov Home Policies ontact Us

Copyright 2015 State of Michigan
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Updating Your Profile

Follow the steps below to update your user profile in MILogin.

1. To update your profile, select Update Profile from your MILogin home page.

-
Home Help Logout ffy Migov

MILogin

for Third Party
A& CEPI Helpdesk's Home Page Need Help?

Your password will expire in 364 days.
Manage your account
=] Request Access 1 Update Profile
& Change Password v Update Security Q&A

Access your applications

+ Educational Entity Master (EEM)
= Michigan Student Data System (MSDS)

2. Fill in the required fields with your updated information, then click Submit.

MiLogin

for Third Party
Update Profile - Step 1 of 2

* = Required Fields
Middle Initial “Last Name Suffix

“First Name

“Email Address “Confirm Email Address

“Work Phone Number Mobile Number

Required

Copyright 2015 State of Michigan
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3. You will then be directed to a confirmation page that says your information has been successfully
updated.

‘

MiLogin

for Third Party
Update Profile - Step 2 of 2 ‘

Your profile has been successfully updated

Return to home page

Michigan.gov Home

Copyright 2015 State of Michigan ‘
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Updating Your Security Q&A

Follow the steps below to update your security questions in MILogin.

1. Select Update Security Q&A on your MILogin homepage.

e
Home Help Logout #§ Migov

MlLogin

for Third Party
f CEPI Helpdesk's Home Page Need Help?

Your password will expire in 364 days

Manage your account

<& Request Access j § Update Profile
a Change Password s Update Security Q8A ‘

Access your applications

* Educational Entity Master (EEM)
» Michigan Student Data System (MSDS)

2. You will be directed to a page where you can change both your security
guestions and answers. Once you have made all desired changes, click Submit.

MIlLogin

for Third Party
Update Security Q&A - Step 1 of 2

* = Required Fields

Update Security Q&A Guidelines:
« To update the answer(s) for one or more of your security questions, enter a new answer for the corresponding questions.
« To update the security question(s), select a different question(s) from the drop-down menu and enter a new answer for the corresponding
question(s).
« To retain your old answer, leave the answer field blank
“Secret Question #1 Secret Answer #1

What is your favorite team?

<

“Secret Question #2 Secret Answer #2

What is your mothers maiden name? v
“Secret Question #3 Secret Answer #3
n what city were you bomn in? V.

“Secret Question #4 Secret Answer #4

What was the make of your first car? NG
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3. After submitting, you will then be directed to a page confirming that you have successfully updated
your profile.

MiLogin

for Third Party

[ ] - Step 2 of 2

Your profile has been successfully updated

Return to home

Copyright 2015 State of Michigan

Further Questions?

If you have further questions about using MILogin, please contact CEPI Customer
Support by email at CEPI@michigan.gov or by phone at 517-335-0505 x3.
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