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MS-ISAC Threat Map:

Call-to-Action on State Cybersecurity:

Action Status Progress

1. State cybersecurity governance & authority Operational

2. Comprehensive independent risk assessments
& threat landscape

Addressing various
findings

On Track A

On Track

Legend

3. Continuous monitoring for threats &

Low vulnerabilities

Guarded

4. Best practices (e.g. ITIL & SANS 20 critical
security controls)

Refining
Requirements

Elevated On Track

5. Cybersecurity awareness & cyber culture Operational —

State Cybersecurity Initiatives:

Risks and Significant Threats | Database 513
Encryption Cletu s — million May 2014
Risk/Threat Change since last month 2. Cyber Disruption Staff
Complete ] October 2013
Response Strategy — Time
Installation
Lost/stolen equipment 3. Digital Incident To date: September complete.
v Response CIEEES A $883,559 2015 Training in
progress.
Malware from internet activit $5.94/ Additional
alware from internet activity -
v 4. Awareness Training On track A person February 2016 lessons have
for all SOM Employees (18 been added
lessons)
Denied connections
v 5. Vulnerabili Contract to be
) y On track ‘ TBD October 2020 awarded
Assessment Services October 2015




	Governor’s Cybersecurity Dashboard	                       June 2015

