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Articles of Interest

When Cybersecurity Makes the Difference in
Protecting Life

An explanation from a non-profit organization
on the importance of securing sensitive
information and how they overcame the
challenges to achieve a better cybersecurity
posture. (Read more here)

With More Than 200,000 Unfilled Jobs, Colleges
Push Cybersecurity

Higher education institutions are attempting to
raise the number of graduates in cybersecurity.
A cybersecurity expert urges that additional
training courses should be offered.

(Read more here)

Michigan’s 2015 Cyber
Initiative

Continuing the stride to
protect and defend our
most valuable assets
through education and
awareness, economic
development and
collaboration. (click the
picture for more details)
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Michigan Cyber Initiative News offers updates on
Governor Rick Snyder’s cyber initiative as well as
knowledge and awareness on ;
cybersecurity issues. This monthly
newsletter is produced by the
Michigan Department of
Technology, Management and
Budget - Office of Cybersecurity.

February 2015

The Multi-State Information Sharing and Analysis Center recently
released suggestions to ensure your devices are secure.

Configuration
The default configurations on many devices are often geared

toward ease-of-use rather than protecting your information.
Enable security settings on your device and pay particular attention
to those that control information sharing.

Encryption
Encryption makes it hard for attackers who have gained access to

your device to obtain access to your information.

Access

Locking your device with a strong passcode makes unauthorized
access to your information more difficult. Additionally, make sure
that your device automatically locks after five minutes of inactivity
to thwart access if your device becomes lost or stolen.

Updates
Manufacturers and application developers often update their code

to fix weaknesses. Enable settings to automatically apply these
patches to ensure you're fixing the identified weaknesses.

Antivirus

Install antivirus software if it is available for your device to protect
from known viruses. Additionally, enable automatic updating so
that your device can be protected against the most recently
identified threats.

Applications
When downloading a new application to your device, be sure to

read the privacy statement, review permissions, check the app re-
views and look online to see if any security company has identified
the app as malicious. Only use a trusted store; Google Play and
Apple’s App Store proactively remove known malicious apps.

Services

Capabilities such as Bluetooth, network connections and Near Field
Communications provide ease and convenience, but they can also

provide an easy way for a nearby unauthorized user to gain access
to your data. Turn these features off when they are not needed.
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Information technology, along with the Internet, has
been around for decades now. Arguably, the first
known computer virus was created in the early
1970s.

In one way or another, we all use technology in our
day-to-day activities that makes us all accountable
for cybersecurity. From the developer to the basic
user, cybersecurity best practices must be learned
and practiced.

Growth in Cybersecurity

There have been several changes and discussions
recently to include cybersecurity to the role of
individuals that did not possess the responsibility
before. From expanding the role of the National
Guard, Marines, law enforcement and several other
groups to providing outreach to employees and
students, several organizations see the need.

Governor Rick Snyder put urgency into this matter
starting in 2011 with his cyber initiative and position
as co-chair with the National Governors Association
Resource Center on State Cybersecurity. He
continues to stress the importance with his 2015
cyber initiative.

Education for All

Whether you are using technology at work or at
home, the same guidelines generally apply.
Education is an important step in preventing

Cyber incidents, and each of our actions may protect
more than just ourselves.

Some general tips:

e Keep a password on all your devices. Do not
share it and change it often.

e Be cautious about providing personal
information in an email.

e Do not respond to suspicious emails and learn
how to detect one.

e Think before clicking on a link.

e Keep your anti-virus software up to date.

Beyond Education

Recently, Michigan deployed the OK2SAY program
to improve student safety by encouraging students,
school staff, parents and others to report student
safety threats.

Stop the Silence. Help End the Violence.

Not only does this program focus on issues related
to alcohol, personal harm and drugs, it also includes
cyber safety. OK2SAY provides tips on its website
that anyone can use to protect themselves on the
Internet. In addition, OK2SAY provides a way for stu-
dents to report cyber bullying.

The State of Michigan Department of Technology,
Management and Budget (DTMB) has made several
strides to improve the State of Michigan’s
cybersecurity posture, from supplying an IT security
expert to each agency to providing IT security
training to all employees and contractors.

Another offering from DTMB is an email address
that employees may use to report suspicious emails.
The department receives emails from several em-
ployees on a regular basis. Many of the emails are
not malicious; however, it provides an opportunity
for education and lets us know that users are being
cautious. For the emails that are malicious, it allows
us to act quickly before anything gets out of hand.

What Can You Do?

Whether you are a student, employee, user of tech-
nology or IT security expert, | think we can all agree
that cybersecurity best practices are important in all
aspects of technology. Take advantage of the many
resources available to learn the dos and don’ts. You
can start by going to www.michigan.gov/cybersecurity.

Author: Kendra Dashner is a lead security analyst for the
State of Michigan.

Email: MI-Cyber-Initiative@michigan.gov

Website: www.michigan.gov/cybersecurity
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