STATE OF MICHIGAN

RECORDS MANAGEMENT
MANUAL FOR STATE
EMPLOYEES

Records Management Services

‘a I'ID

Technology, Management & Budget

February 22, 2017




l. INTRODUCTION

This manual has been prepared for employees of the State of Michigan. Itis designed to
provide basic information about public records and the records management
responsibilities of each state employee.

RECORDS MANAGEMENT SERVICES

The State of Michigan’s centralized records management program was initially created in
1952 in response to problems caused by inconsistent and inefficient records retention
practices. The program currently operates under MCL 18.1284 — 1292 and is an agency
within the Department of Technology, Management and Budget. The purpose of the
records management program is to instruct Executive Branch agencies about the
management their records; in order to provide for the administrative, fiscal, legal and
historical needs of government and to protect the rights and safety of Michigan’s citizens.
The State Records Center provides off-site storage for state government records.

Records Management Services is responsible for:

e the establishment of procedures, standards and techniques for records management
activities;

the operation of a records center to house inactive records for state government;

the development and approval of Retention and Disposal Schedules;

providing training to state employees about all aspects of records management; and
providing centralized microfilming and digital imaging services.

Records management questions may be addressed to:

Records Management Services

P.O. Box 30026

3400 N. Grand River Ave.

Lansing, Michigan 48909

(517) 335-9132

(517) 321-3408 (fax)
http://www.michigan.gov/recordsmanagement/


http://www.michigan.gov/recordsmanagement

Il. WHAT IS A PUBLIC RECORD?

A public record is “a writing prepared, owned, used, in the possession of, or retained by
a public body in the performance of an official function, from the time it is created.” (M.C.L.
15.231 - 15.232)

A. THE VALUE OF PUBLIC RECORDS

Public records have many forms and formats. Records can be letters, memos, reports,
maps, photographs, microfilm, e-mail messages, word processed documents, and
databases, etc. Public records are often created for one specific purpose, and then are
used for a variety of other reasons. This use reflects the value that the record has to its
creator, and others who seek information contained in the record. Public records need to
be retained as long as they have value, and should be destroyed when their value ceases
to exist. Retention and Disposal Schedules, developed by Records Management
Services, identify how long records must be retained by the office of creation because of
their operational, fiscal and legal values, and they identify if/when the records can be
transferred to the Archives of Michigan because of their historical/archival value. Each of
these values is defined below:

e Operational value is the first and primary value of all records. It exists at the time of
creation, and lasts until the creator and primary users cease to actively use the record.
All other values are secondary to this value.

e Fiscal value exists as long as the record documents any unsettled financial
transaction. These records include receipts, statistics, etc. Fiscal value usually
extends until an audit of the transaction takes place.

e Legal value exists as long as the record is discoverable in a court of law. Some
records have retention periods that are established by law; other records document
an activity that is subject to litigation. It is important to recognize that some records
are disposed of routinely, according to a retention and disposal schedule so the office
of creation cannot be held liable for the contents of the record. However, no records
may be destroyed when legal action is taking place. Penalties for inappropriately
destroying a record (obstruction of justice) are severe.

e Historical/Archival value exists when records document significant government
activities, or when they contain information about Michigan’s population that warrants
their permanent preservation.

As referenced above, the legal definition of a public record is quite broad. Almost all
records that state employees work with are considered public records. Despite the fact
that state employees may store records in a file cabinet in their cubicle, or on the computer
at their desk, these records are in no sense the personal property of an individual state
employee. Personal records are related to one’s own employment, benefits, insurance,



or finances. Personal records should not be stored with public records, and generally
should not be kept in the office.

Non-Records

Non-record materials are recorded information that are in the possession of an agency,
but are not needed to document the performance of an official function. An agency's
disposition practices needs to include managing non-record materials, because their
volume may exceed that of records that do document official functions. General Schedule
#1 authorizes agencies to dispose of non-record materials when they are no longer
needed for reference purposes.

B. RECORDS LIFECYCLE

The records lifecycle is the life span of a record from its creation or receipt to its final
disposition, during which records are created/received, captured, closed, retired
(optional), and transferred to an archival repository for permanent preservation or
destroyed.

Records are maintained and used throughout two lifecycle phases:

e Active records are used to conduct current agency business and are maintained in
computers, office space and equipment.

e Inactive records are not needed for current business and are generally maintained
in less expensive off-site storage.

A record begins as a document that is created or received. If that document meets the
definition of a record, it should be captured in a recordkeeping system. When the record
is not needed for current agency business, it is closed and optionally retired to off-site
storage. Finally, the record is either destroyed or transferred to the Archives of Michigan.
Approved records Retention and Disposal Schedules identify which records are to be
destroyed and which records are to be preserved permanently at the Archives, and when
these activities occur. In addition, schedules identify if select records can be stored
temporarily at the State Records Center during their inactive phase.



Il RETENTION AND DISPOSAL SCHEDULES
A. PURPOSE AND SIGNIFICANCE

Each day state government agencies create, receive, transmit and store huge volumes
of letters, e-mail messages, computer printouts, contracts, databases, receipts, vouchers
and countless other records. The information contained in these records must be properly
managed so that it is preserved and readily available for reference when it is needed. It
is also important that these records are disposed of at the appropriate time, and in a
systematic manner, so they do not waste space or become a liability to the agency.

Records analysts employed by Records Management Services develop Retention and
Disposal Schedules. Schedules are comprehensive inventories of all public records,
regardless of their physical format. Schedules define how long each record should be
retained, and they explain how a record’s retention period is divided between the creating
office and the State Records Center, if applicable. The State Records Center provides
off-site storage for many records that are not actively used by the creating agency.
Retention and Disposal Schedules also indicate which records have archival value, and
when those records should be transferred to the Archives of Michigan.

According to Michigan law, no public records may be destroyed without the authorization
of an approved Retention and Disposal Schedule. This law exists to prevent the
destruction of public information as the result of the opinion of a single state employee.
Retention and Disposal Schedules are submitted to the agency, the Records
Management Services, the Auditor General, the Attorney General, the Archives of
Michigan, and the State Administrative Board for their respective approvals. Approved
Retention and Disposal Schedules have the force of law. An approved Retention and
Disposal Schedule shall remain in effect until it is amended, superseded or rescinded.

The purpose of a Retention and Disposal Schedule is to provide a systematic means of
controlling the creation, storage and disposal of records. It is based upon thousands of
federal statutes and regulations, plus state and local requirements and the agency’s fiscal
and administrative needs. Adherence to a Retention and Disposal Schedule will assist
agencies with their compliance with these requirements. Serious problems can and do
arise from not having an accurate schedule or by not following the schedule that has been
established.  Agencies should contact Records Management Services when a
reorganization takes place, when new business processes (and records) are added, and
when obsolete business processes are (and records) are eliminated to request a revision
to their Retention and Disposal Schedule.

Note: Agencies must immediately cease the destruction of all relevant records (even if
destruction is authorized by an approved Retention and Disposal Schedule) if they
receive a FOIA request, if they believe that an investigation or litigation is imminent, or if
they are notified that an investigation or litigation has commenced. If relevant records
exist in electronic formats (such as e-mail, digital images, word processed documents,
databases, etc.), the agency may need to notify the Department of Technology,



Management and Budget. Failure to cease the destruction of relevant records could
result in penalties.

B. THE INVENTORY PROCESS

When records analysts prepare Retention and Disposal Schedules they conduct
inventories of all of the public records used by a particular office, even if the records will
never be stored at the State Records Center. The inventory process will include the
surveying of filing cabinet contents and a discussion about databases or other electronic
records used by the office. The analyst will identify why records are created, and how
they are used. This information will be used to define the operational values of the various
records. Special inventory forms are used to ensure that adequate information is
gathered about each records series.

C. AGENCY SPECIFIC SCHEDULES

Agency-specific Retention and Disposal Schedules are prepared specifically for an
individual agency, and they identify the unique records that the agency is responsible for
maintaining. Retention periods listed on agency-specific schedules are absolute
minimums and maximums. Agency-specific schedules override general schedules when
the same records are listed on both. Copies may be obtained by contacting the
department’'s Records Management Officer (RMO) or by calling 517-335-9132.

D. GENERAL RETENTION SCHEDULES

General Retention Schedules are developed to address categories of records that are
common to most offices in state government. General Schedules are intended to
efficiently promote uniformity of retention periods and consistency in government
practices. The records described on the General Schedules are 1) deemed necessary
for the continued effective operation of state government, 2) constitute an adequate and
proper recording of agency activities, 3) protect the legal rights of the government of the
State of Michigan and of the people.

Retention periods on general schedules are minimums. Agencies may need to retain
records longer than the minimum timeframe. All public records that are not listed on a
General Schedule must be inventoried on agency-specific schedules. If arecord is listed
both on a General Schedule and on an agency-specific schedule, the agency should
follow its specific schedule, instead of the General Schedule. Agencies are not required
to create a record that is listed on a General Schedule.

The following is a listing of the General Schedules that have been issued by the State of
Michigan. Copies of these schedules are available online at
http://www.michigan.gov/dtmb/0,5552,7-150-9141 21738 31548-62562--,00.html.

e General Schedule #1--Non-Records
e General Schedule #5--Administrative Records


http://www.michigan.gov/dtmb/0,5552,7-150-9141_21738_31548-62562--,00.html

e General Schedule #6--Accounting and Purchasing Records
e General Schedule #7--Human Resource Records
e General Schedule #8--Metadata

D. READING RETENTION SCHEDULES

It may not be readily apparent at first how to read the information contained in a Retention
and Disposal Schedule. Every agency is assigned a unique alpha-numeric code that
appears on the schedule at the top of the page, next to the agency name. The far left
column on a schedule is where the record series number is listed. This number will be
unigue to each record series. The next column contains the series title and description.
Series titles may indicate that this records series is superseding a previously approved
records series. Series descriptions identify the purpose of a record series and the
documents or information contained in the records. If a record has a conditional retention
period, the last sentence of the description will define the conditions that must be met.
The next column identifies how long the record will be maintained in the creating agency’s
offices. The next column identifies the total retention period for the records. If these two
retention columns are the same, the records cannot be stored at the State Records
Center. If the two retention columns are different, the difference is how long the records
can be stored at the State Records Center.! The final column on the right is the State
Administrative Board approval date column.?

If records have historical/archival value to the State of Michigan, the words “Transfer to
Archives of Michigan” will appear under the approval date. These records must be
transferred to the Archives of Michigan for permanent preservation once the total
retention period by the creating agency is met. These records cannot be destroyed. The
Archives of Michigan takes legal custody of the records in its possession. All records in
the Archives are open to the public for reference purposes at the Archives’ facility (unless
they contain confidential information and a Memorandum of Agreement (MOA) defining
the terms of access is executed) and cannot leave the Archives’ possession (this
maintains their authenticity).

E. DEFINITIONS OF RETENTION CODES

The retention codes that appear on Retention and Disposal Schedules are used to
establish how long records are retained by the creating agency before they are destroyed
(or transferred to the Archives of Michigan for permanent retention). Retention codes

! The State Records Center provides secure temporary storage of inactive records. Records stored at the
State Records Center remain in the legal custody of the creating agency and can only be retrieved by that
agency’s staff. Twice a year, the State Records Center sends disposal notices to agencies notifying them
which records they have stored are now eligible for confidential records destruction, in accordance with
their Retention and Disposal Schedule. At this time, the agency may identify records that need to be held
beyond the retention period due to litigation, FOIA, investigation, etc.

2 Schedules may list multiple approval dates, depending upon when a particular record series was most
recently revised. If a record series does not have an approval date, then it is being added or revised and
it has not been approved yet. The records associated with the series cannot be destroyed until the
schedule is approved.



determine how destruction dates will be automatically calculated by Versatile (Versatile
is the records management software that is used by Records Management Services to
manage the retention of records), and the date upon which the calculation will be based.
When one of these codes is assigned to a record series, Versatile knows how to calculate
retention for any items sent to the State Record Center for storage.

In addition to the retention code, a period of time, years and/or months, can be used in
the calculation. Whole numbers represent years and months are represented by
fractions. For example: 5 =5 years, 0/1 = 1 month, 0/6 = 6 months, and 2/6 = 2.5 years.
The retention code plus the period of time results in a mathematical formula to determine
a destruction date. Agencies can also use this formula to calculate a destruction date for
records that are maintained in their offices.

ACT = Active

This code is used for conditional retention periods and need to define what activity would
cause a record to become inactive. For example, until a case or project is closed. This
code can also be applied to records where a subjective decision is needed to determine
when the records become inactive. For example, “while of reference value.” Active
should be defined in the last sentence of the series description. Note: do not send open
case or project files to the Records Center for storage when this code is used. Versatile
calculates the destruction date based upon the date when the box is submitted for
storage.

CR = Creation

This code is used when a definitive retention period can be assigned. The retention
period is based on a calendar year, and when there are no conditions that must be met.
The retention period begins from the date the record is created or received. Note:
Versatile calculates the destruction date based upon the TO date that is entered by the
user to describe the date range of the contents of the box.

EXP = Expiration

This code is used when records must be retained until an expiration date or other legal
condition has been met. Note: do not send active files to the Records Center for storage
when this code is used. Versatile calculates the destruction date based upon the date
when the box is submitted for storage.

FY = Fiscal Year

This code is used when a definitive retention period can be assigned, however the
retention is based on the end of a fiscal year (September 30), rather than a calendar year.
Note: Versatile calculates the destruction date based upon the TO date that is entered
by the user to describe the date range of the contents of the box.

SUP = Superseded
This code is used when records are updated or revised at various points during the
record’s lifetime, but when only the current version needs to be retained.



EVT = Event

This code was used when the agency knew that a future action or condition needed to be
met prior to destruction, but did not know exactly when the event would happen. The
event should be defined in the last sentence of the series description.

DISP = Immediate Disposal

This code is used when an agency needs authorization to dispose of obsolete records
that are no longer created. Once the schedule is approved, the agency has the legal
authority to dispose of the existing records.

PERM = Permanent
This code is used when records are not authorized for destruction at any point in time,
and will be retained permanently in the custody of the creating agency.

F. HOW VERSATILE CALCULATES THE DISPOSITION DATE

Versatile is the records management software that is used by Records Management
Services to manage the retention of records. Retention of records that are stored at the
State Records Center is applied at the box level. Each box should only contain one record
series, to ensure that the records are destroyed at the correct time.

From the To Date field for the contents of the box:
e CR
e FY

From the Submit Date field--date box is entered into Versatile (do not send active files):
e ACT*

DISP

EXP

SUP

From the Event Date field--entered manually by user when creating the box in
Versatile:
o EVT*

* Look at the definition in the last sentence of the series description



V. RECORDS MANAGEMENT SERVICES

Records Management Services has two types of liaisons who can provide various records
management services to agencies. You can call (517) 335-9132 to find out who your
liaison is.

A. RECORDS ANALYST SERVICES

Records analysts are employed by Records Management Services to provide specialized
records management services to government agencies. They develop Retention and
Disposal Schedules, assist with the design of recordkeeping systems, train state
employees, and provide other valuable services. Each of the records analysts are
assigned several departments that they assist with all records management activities.
Agencies can contact the records analyst who serves as their department’s liaison.

B. RECORDS MANAGEMENT OFFICERS (RMO)

Records Management Officers (RMO) are individuals who are appointed by a department
director to supervise and coordinate the department’s records management program.
RMOs serve as liaisons with the Records Management Services and the Archives of
Michigan. Records Management Officers are responsible for:

Attending RMO meetings.

Authorizing access to Versatile for employees of their department.

Reviewing semi-annual audits of Versatile users from their department.

Assisting department employees who are having trouble using Versatile.

Coordinating review of Records Disposal and Archives Transfer notices for records

stored in the State Records Center, IRMA and TRIM. Distributing notices to liaisons

within the office that is storing the records. Responding to notices in a timely

manner. Documenting justifications for disposition holds.

e Helping RMS and agencies within their department maintain accurate and up-to-date
schedules that reflect current business processes.

e Notifying RMS about re-organizations.

e Distributing records management information to department employees.

Records Management Services maintains a list of the RMOs on its website
(http://www.michigan.gov/documents/hal/mhc_rm_RMO_list_ 278708 7.pdf), this list
provides the RMOs contact information and indicates which analyst is assigned to the
department.


http://www.michigan.gov/documents/hal/mhc_rm_RMO_list_278708_7.pdf

V. ARCHIVES OF MICHIGAN

In 1913 the Michigan State Legislature passed Public Act 271 creating the Michigan
Historical Commission and giving the commission the authority “to collect, arrange and
preserve historical material.” This legislation was the beginning of the Archives of
Michigan, now in the Department of Natural Resources, as an entity devoted primarily to
preserving governmental records. The Archives of Michigan continues to identify and
acquire state and local government records that must be preserved permanently. The
Archives makes the records in its holdings available to the public for research and
reference, unless access to the records is restricted by law.

Less than 5% of the public records created by Michigan’s government have a value that
warrants their permanent preservation. However, every government agency has the
potential to produce records that must be preserved permanently. These records are
identified on Retention and Disposal Schedules for permanent retention.

The Archives of Michigan selects certain public records for permanent preservation for a
variety of reasons. For example, records like minutes, policies, legislative files, and
project reports may document how government operates and how the role government
has evolved over time. Records like birth certificates, naturalization records, military
records, election records and land records may be preserved because they protect the
rights of Michigan’s citizens. Whereas records like censuses, cancer registries, maps,
photographs, and urban/rural surveys document various aspects of Michigan's
population. All of these records, and many more, are unique valuable sources of
information that need to be kept safe for future generations of Michiganians.

Questions about transferring records to the Archives of Michigan or accessing records
stored at the Archives may be addressed to:

Archives of Michigan

Department of Natural Resources

702 West Kalamazoo

Lansing, Michigan 48909-8240

(517) 373-1408

(517) 241-1658 (fax)
http://www.michigan.gov/archivesofmi/
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VI. PROCEDURES

Records Management and Archival Preservation procedures are published in the DTMB
Administrative Guide to State Government chapter 900.

e POLICY 0910 Records Management

» 0910.01 State Government Records

e 0910.02 Records Retention and Disposal Schedules

* 0910.03 Transferring Records

e 0910.04 Access to Stored Records

* 0910.05 Disposing of Records

e 0910.06 Destruction of Confidential Records

e 0910.07 Storing Magnetic Media

e 0910.08 Microfilming Records

e 0910.09 Obtaining Duplicate Copies of Microfilm

e 0910.10 Electronic Records Management and Storage

 POLICY 0920 Archival Preservation of Records

e 0920.01 Management of Records of Permanent Value to the State and Its Citizens
» 0920.02 Direct Transfer of Archival Records to the State Archives of Michigan
* 0920.03 Access to Records in the Custody of the State Archives of Michigan
* 0920.04 Electronic Records

A. TRANSFERRING RECORDS TO THE STATE RECORDS CENTER AND THE
ARCHIVES OF MICHIGAN

The State Records Center provides for the temporary storage of inactive state
government records. Records stored at the State Records Center remain legal custody
of the creating agency, and may only be accessed by individuals with authorization from
that agency. The State Records Center has fire and security protection for all records in
its custody. The State Records Center is located at 3400 N. Grand River Ave. in Lansing,
approximately three miles north of downtown.

The Archives of Michigan is responsible for the permanent preservation of public records
that document significant government activities. Records that are transferred to the
Archives are protected from tampering, theft, fire and environmental damage. All records
transferred to the Archives are carefully preserved so they will remain available to future
generations. The Archives of Michigan is located in the Michigan Library and Historical
Center building at 702 West Kalamazoo, west of the State Capitol in downtown Lansing.

Records arrive at the Archives in one of two ways. Some records are sent to the State
Records Center for temporary storage before they are transferred to the Archives. In
these situations, the Records Center transfers the records to the Archives at the
appropriate time. Other records are transferred by agencies directly to the Archives, and
therefore never spend time in the State Records Center.

The State Records Center and the Archives of Michigan use the same software, Versatile
Enterprise, to manage records. As a result, there are uniform procedures for transferring
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records to both facilities. See the Records Center Operations Manual and Versatile User
Instructions, which is available online at:
http://inside.michigan.gov/wr/records/Documents/RCManual.pdf for more information.

B. ACCESSING RECORDS STORED AT THE STATE RECORDS CENTER

Records stored in the State Records Center may be accessed by the creating agency in
many ways. State employees may visit the State Records Center to access the records
they need to use, or the State Records Center will ship records back to the creating
agency (usually within one day) via interdepartmental mail. Requests for the retrieval of
records stored at the State Records Center must be submitted using Versatile.
Exceptions are arranged with select agencies that cannot access Versatile. See the
Records Center Operations Manual and Versatile User Instructions, which is available
online at: http://inside.michigan.gov/wr/records/Documents/RCManual.pdf for more
information.

C. ACCESSING RECORDS PRESERVED BY THE ARCHIVES OF MICHIGAN

The Archives organizes, describes and indexes all of the records in its custody to help
researchers find the information they need. All records at the Archives are open to state
employees and the public for research, unless a law requires that the record be kept
confidential. State employees are encouraged to contact and visit the Archives to use
the records from their agency or other government agencies. Reference archivists can
help determine which records will be of use to researchers and can answer many
guestions by phone, fax, interdepartmental mail, e-mail or on-site visit. State employees
who know the Records Center Lot Number, the Archives Accession Number or the
Barcode Number that was assigned to the records when they were shipped out of the
office will be able to find the records they are seeking much faster than those who do not.

The Archives of Michigan carefully protects the records in its custody because they are
unique and valuable. As a result, all researchers are required to complete a registration
form when they visit, and the storage areas are closed. All records are brought into a
monitored reading room for use by researchers, and may not be removed from the
Archives facility. Therefore, they will not be returned or loaned to an agency. Agency
records in the custody of the Archives are preserved in storage rooms that have state-of-
the-art security (theft and fire) and environmental protection (temperature and humidity).
Materials can be photocopied at no charge to state agencies. However, there is a fee for
photographic reproductions.

The reading room is open to the public Monday - Friday (1:00 p.m. to 5:00 p.m.), and
Saturday (10:00 a.m. to 4:00 p.m.). The Archives is closed on state holidays. Advance
appointments are not required, but they may make research visits more worthwhile.
Additional information about the records that are preserved at the Archives of Michigan,
and the research services that are available, can be obtained from the Archives’ web site
at: http://www.michigan.gov/archivesofmi/
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D. RECORDS CENTER DISPOSAL PROCESS

In accordance with Retention and Disposal Schedules, on a regular basis the State
Records Center identifies records in its holdings that may be destroyed because they no
longer have value to the State. In addition, some of the records stored at the Records
Center are eventually transferred to the Archives of Michigan. As this occurs, Records
Disposal Notices are prepared and are sent to the creating agency for approval before
any record destruction takes place. Archives Transfer Notices are also sent to the
creating agency before records are shipped to the Archives of Michigan.

Occasionally agencies need to retain records beyond their scheduled retention period,

especially if legal activity like a Freedom of Information Act (FOIA) request or litigation is

taking place. When agencies receive Records Disposal Notices or Archives Transfer

Notices they need to review the notices to ensure that none of the records need to be

retained. If a disposition hold is needed, the agency must provide a written justification

to continue storing the records at the State Records Center. Examples of acceptable
justifications include:

e Litigation Hold: identify which boxes contain records that need to be held for ongoing
litigation. If possible, supply a letter or e-mail from the Attorney General.

e FOIA Request: identify which boxes contain records that need to be released for a
FOIA request.

e Audit: identify which boxes contain records that need to be held for an audit.

e Correction: identify if data in Versatile about the boxes is incorrect and needs to be
fixed to determine the appropriate retention period, or the correct agency owner.

e Schedule Revision: identify if the current Retention and Disposal Schedule is not
meeting the agency’s needs and should be revised to establish a different retention
period.

e Permanent Check Out: identify which boxes the agency wants returned to its custody
instead of destroyed. The agency will be responsible for destruction of the records.

Agencies are given 1 month to review their Records Disposal Notices and Archives
Transfer Notices. Agencies that do not respond promptly may lose the ability to use the
State Records Center’s services. All records that are destroyed by the State Records
Center are destroyed confidentially (see below for details).

E. DESTRUCTION OF RECORDS BY AGENCIES

In some instances, public records complete their entire retention period in the office of
creation. In accordance with the provisions of an approved Retention and Disposal
Schedule, agencies may destroy these records themselves.

Confidential Records Destruction

Some public records contain sensitive or confidential information. These records should
not be placed in a regular trash or recycle bin when they are eligible to be destroyed. It
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is important that government agencies ensure that these records be destroyed in a
manner that prevents the inappropriate release of the information.

The State of Michigan administers a master contract with a vendor that complies with the
state's requirements for confidential destruction of records. The State of Michigan’s
contract requirements are:

= Paper: 5/16 inch particle size (can be accomplished with pulverization or grinding, and
all material is recycled)
= Film and computer disks: 1/35 inch particle size (can be accomplished with grinding)

Confidential Records Destruction training is available online at
http://inside.michigan.gov/wr/records/Documents/confidential%20destruction%20class.p
pt for additional information. Agencies that have questions about the destruction of
records should contact Records Management Services at 517-335-9132.

Vil.  RECORDS REPRODUCTION

Michigan’s Records Reproduction Act (M.C.L. 24.401 - 24.406) governs the reproduction
of public records by Michigan government agencies. It permits the reproduction of
records using certain technologies and the destruction of the original records. However,
original records cannot be destroyed unless the reproductions are created in accordance
with the State of Michigan’'s standards. These standards are available online at
http://www.michigan.gov/dmb/0,4568,7-150-9141 21738-96210--,00.html. Records
Management Services administers the State of Michigan’s master contract with a vendor
that will provide record reproduction services that are compliant with the standards.
Agencies that have questions about these standards and services should contact
Records Management Services at 517-335-9132.

VIIl.  RISK MANAGEMENT

Good records management is good risk management and good government. Good
recordkeeping practices will support the fast, easy and cost-effective retrieval of
information. It is important to recognize that there are real risks associated with failing to
properly manage records.

If records are not managed effectively:

¢ Records and information gathering becomes more time consuming and difficult
They could be lost or misfiled

They could be rendered unrecoverable by a disaster

Duplication could cause confusion and/or waste space and resources

Those containing confidential or sensitive information could be accessed by
unauthorized individuals

If records are kept too long:
e They waste space and resources
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They make it more difficult to find the records that are sought
They must be reviewed for FOIA and litigation, and may have to be released, which
consumes time and resources

If records are destroyed too soon:

Michigan laws are violated, and the agency is liable

Agency could be sued, audited or investigated and then penalized
Customers could be inconvenienced

Agency could lose time or productivity

News media could scrutinize the agency, causing embarrassment

There are also the benefits associated with properly managing records.

IX.

Compliance with Michigan law

Efficient retrieval of information and documents
Official copies of records are easily identified
Cost-effective use of storage resources

Records are secure from inappropriate access
Compliance with FOIA timelines and litigation holds
Improved productivity

MANAGING RECORDS OF CONTRACTED SERVICES

Government agencies within Michigan often establish contracts with a vendor to provide
services and support. Specific language is needed in these contracts to protect and
manage official records that may be generated as a result of these contracts. The
following are three key issues that need to be addressed.

Records documenting financial expenditures related to the contract must be retained
for 5 years from the date of creation. They must be made accessible to government
auditors (or their designees), at no cost.

Records documenting the work performed, data collected, and financial expenditures
may need to be made accessible to the public in accordance with the Freedom of
Information Act and this act’s designated timelines. However, the vendor should only
provide copies of such records to the government agency that contracted the work, in
case the government agency needs to restrict or redact confidential or sensitive
information. The vendor should not provide copies of records directly to the public or
other parties (including sub-contractors), unless authorized in writing to do so by the
government agency that contracted the work. The public may be billed for providing
access to these records, in accordance with the act.

All products and records created in accordance with the contract are the property of
the government agency that contracted the work. This agency may require the vendor
to deliver these products and records upon completion of the work, or may require the
vendor to maintain these items. The vendor may charge the government agency for
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the storage costs associated with maintaining these items. Records, in particular,
cannot be destroyed without the authorization of a State of Michigan approved
Retention and Disposal Schedule. The government agency is responsible for
ensuring that a schedule is approved for the records generated by the vendor in
relation to the contract, and for notifying the vendor what the approved retention period
is. DTMB, Records Management Services will help the government agency develop
a schedule for the records and will route it for approval.

X. TRAINING

Records Management Services provides both live and online training about a variety of
records management best practices. Published guidance and information about training
is available online at http://www.michigan.gov/recordsmanagement.

XI. GLOSSARY

Agency-Specific Schedule: Covers the unique records created by the agency named
on the document. Specific schedules are supplemented by General Schedules. Specific
schedules should accurately reflect the agency’s organizational structure and business
processes. The retention periods on agency-specific schedules are absolute minimums
and maximums.

Archives of Michigan: Official repository responsible for the identification and
permanent preservation of Michigan government records with historical value. An agency
within the Department of Natural Resources (DNR).

Business Process: A series of activities that produce a specific result, such as a
decision, product or service.

Chronological Retention Period: The length of time that records are retained is
calculated from a specified point in time, such as the date they are created or the end of
a fiscal year.

Conditional Retention Period: The length of time that records are retained depends
upon an activity ending or an event occurring. These records may have an active phase
and an inactive phase. Active and inactive records should not be stored together.

Confidential Destruction: Methods for destroying records that ensure the records
cannot be reconstructed or accessed by unauthorized individuals.

Destruction: The process of destroying records.

Disposition: The process of identifying records that have met their retention period and
are eligible for either destruction or transfer to the Archives of Michigan.

File Plan: An organizational structure for records.
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Filing System: The location where the records of a business process are stored. May
be paper based or electronic.

General Schedule: List of records/records series that are common to a type of office or
government function. General schedules are supplemented by Agency-Specific
Schedules. The retention periods on general schedules are minimums, however, unique
situations may require that records be kept longer.

HP TRIM: Document management system administered by Records Management
Services for state agencies.

IRMA: Digital image management system administered by Records Management
Services for state agencies.

Non-record Materials: Recorded information in the possession of an agency that is not
needed to document the performance of an official function.

Official Records: Recorded information that is prepared, owned, used, in the
possession of, or retained by an agency in the performance of an official function.

Personal Records: Records that document non-government business or activities.

Record: Information that is recorded on to a fixed medium, may exist in many formats.
Records may serve as evidence of activities.

Record Series: Records that are created and maintained together to document a
specific business process.

Recordkeeper: The person or office that is responsible for the maintenance and
retention of an official record.

Records Analyst: Employed by DTMB-RMS. Professional records managers
responsible for the development and review of records Retention and Disposal
Schedules, and recordkeeping system consulting.

Records Management Liaison (RML): The person within a specific office who is
responsible for coordinating the records management activities of that office.

Records Management Officer (RMO): The person within a department who is
designated by the department director with the responsibility of coordinating the records
management activities of that department.

Records Management Services (RMS): Provides expertise and assistance to state and
local government agencies with managing records and information in the most effective,
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cost efficient, and legally compliant manner. An agency within the Department of
Technology, Management and Budget (DTMB).

Retention and Disposal Schedule: Schedules list the records that are created and
maintained by a particular office, and identify the period of time that the records need to
be retained. Schedules are reviewed and approved by an agency representative,
Records Management Services, Archives of Michigan, Attorney General (state agencies
only), Auditor General (state agencies only) and the State Administrative Board.

Retention Period: The length of time that a record must be retained. There are two
types: chronological and conditional (terms are defined separately).

State Records Center (RC): Facility that provides off-site storage of inactive records for
state agencies. The RC is operated by DTMB-RMS.

Transitory Records: Records relating to agency activities that have temporary value
and do not need to be retained once their intended purpose has been fulfilled.

Versatile: Database that is used to manage the retention and storage of records at the
State Records Center.
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