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CNSI CHAMPS Site Production Readiness Checklist

1
2)
3)

4)

. Checklist

PE Team confirm the site Training schedule (found on line at DCH web site) and make sure
MPHI has this information

MPHI to visit the training center and establish the IT contact and setup pre-site readiness
meetings

MPHI to collect, share with DCH staff, and store the technical contact information for each
site for reference

MPHI to validate with the site IT representative that the PC’s used for the training can get to
outside website (firewall check) for SSO access

a) Verify SSO Link : https://sso.state.mi.us

@Back - & \ﬂ \g "; /__‘! Search ;‘: Favorites &1{ - f’__ - 1 8 ﬁ gi%% :‘-‘i
Address féj https: //ss0.state.mius/
Cﬂugh G '-v;i Go 4 g,f_i 0] Eﬁ’ v - ﬂ; Bookmarks g] 160 blocked h‘? Chedt « & -

User ID

Password

*If you do not have a User ID, please click

| fargot my Password

If above page does not come up contact the local IT site support to determine firewall issues.

5) MPHI to validate that the Browser Setting have been checked with the Local IT contact prior

2.

3.

to Provider re-validation training dates for that site
Recommended Windows Resolution

The recommended windows resolution is 1024 x 768.

Browser Version
The application is designed to support Internet Explorer 6.0 and above.
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Note: Fire Fox and Netscape browsers are not supported for the application.
4. Browser settings Internet Explorer 6 SP2

To ensure the CHAMPS Application works with Internet Explorer 6, you will need
to apply the following settings changes.

4.1. Changes to ‘Advanced Properties’

Open Internet Options by selecting Internet Options from the IE 6 Tools
Menu.

|@ State of Michigan-DCH Login - Microsoft Internet Explorer E]
Fle Edit View Favorites | Tools  Help o
Mail and News » N ase

Qu- O[] o e @3- 2 o Hi 3

. - Manage Add-ons... T —
Address 48] https://sso.state.mi Synchronize... v B ks
Google |G+ Windows Update - @ U9 ookmarksw B 0blocked WP Check v - (o4 Send tow (@) settngs~ & -
| ‘zhoo!Services »

Windows Messenger
g ——— || Fiddler2

c" Sun Java Cansole
Reset Web Settings. .

Internet Options. .

User ID

Password

*If you do not have a User ID, please click

Lforgot my Password

Enables you to change settings.

M GO @ ™| [O]5 viosoft Office 0., v ) CHAMPS Site Readine.., | B8] Configuring Intemet .., @.j w1 % O D@l 0:434M
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The Internet Options dialog window should appear.

-

Internet Options ﬁ

General | Securty | Privacy | Content | Connections | Programs .-’-'-.d\.fann:ed:__

Home page

% Y'ou can change which page to uze for your home page.

Address; hikkps v, cnis-inc, comjlogingempLogin. cfm

[ ze Current ] [ lze Default ] [ Iz Blank,

Tempaorary Internet files

o Pages you view on the [ntermet are stored in a2 special folder
@& v for quick viewing later.

[Delete I:l:n:ukies...] [ Delete Files... ] [ Settings...

Hiztary

The History folder containg links to pages pou've vizited, for
quick access to recently viewed pages.

Dravs bo keep pages in histon: 20 3 Clear Hiztony

[

Colors... ] [ Fonts... ] [ Languages... ] [.-“-‘-.ccessil:uility...]

| Ok, H Cancel ]
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CNSI CHAMPS Site Production Readiness Checklist
Now click on the Advanced Tab
Internet Cptions "
| General | Security | Privacy | Content | Connections | Programs Advanced |
Sethings:
E @ Acoessibility |
Alwayz expand ALT text for images
[ bove spstem caret with focusdzelection changes
[ % Browszing
' Alwayz zend URLs az UTF-3 [requires restart]
Automatically check for Internet Explorer updates
Cloze unuzed folders in Hiztory and Favorntes [requires restart)
Dizable Script Debugging [Internet Explorer]
Dizable Script Debugging [Other)
[] Display a notification about every script emor
Enable folder view for FTP sitez
Enable Inztall On Demand [Internet E =plarer]
Enable Inztall On Demand [Other]
Enable offline itemsz to be synchronized on a schedule
Enable page tranzitionz :
| [ Enable Personalized Favorites Menu o
&l i B
I Restore Defaults
QE, l [ Cancel ]
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Ensure that the settings are as follows.

&4 Accessibiliy
Always expand ALT text far images
Move system caret with focus/selection changes
@ Browszing
Alwaps send URLs as UTF-8 [requires restart]
Autamatically check for Intemet Explorer updates
Cloze unuzed folders in Higtorye and Favorites [requires restart)
Dizable Scrpt Debugging (Intemet Explorer]
Dizable Script Debugging [Other)
Dizplay a notification abaut every script errar
Enable folder view for FTP zitez
Enable Install On Demand [Internet Explorer]
Enable Inztall On Demand [Other]
Enable offine items to be spnchronized on a schedule
Enable page tranzitions
Enable Personalized Favontes Menu
E nable third-party browser extenzions [requires restart]
Enable visual stplez on buttons and contralz in web pages
F |FDrCE offscreen compasiting even under Terminal Server [requ

RKEOREREECORREEE

Matify when downloads: complete
[] Reuse windows for launching shortcuts
Shaow friendly HT TP eror mezsages
Show friendly URLz
Show Go buttan in Addrezs bar
% nderling linkz
(%) Always
) Hover
3 Mever
ze inline AutaComplete
ze Paszive FTP [for firewall and DSL moden compatibility]
Ize zrmonth zcraling
&] HTTP 1.1 settings
Jee HTTFP 11
Jze HTTP 1.1 through prosy connections
£ Java (IBM)
| £ Java [Sun
Uze JRE 1.6.0_04 for <applet [requires restart)

=§ Microzoft Wi
L, i
EDJWQ& &yjtnanirestart r _‘_._mw&_l_’,d

T e L
e o EOUINEE T8y’ e L

IR T O

5} Mitrosoft M i
[] Java console enabled [requires restart]
[] Java logging enabled
JIT compiler for wirtual machine enabled [requires restart)
8 Multimedia
Enable Automatic Image R esizing
Enable Image Toolbar [requires restart]
Flay animationz in web pages
Play zounds in web pages
Flay videns in weh pages
] Show image download placeholders
Show pictures
Smart image dithering
Qﬁ Frinting
Print backaround calars and images
3\ Search fram the Addresz bar
q “When zearching
) Display results, and go to the most likely site
) Do nat search from the Addiess bar
%3 Just display the results in the main window
3 Just go to the most likely zite
é Securty
Allowe active content from COz o wn on by Computer
Allow active content to run in filez on My Computer
] allow software to mn or install even if the signature iz invalid
Check, for publizher's certificate revocation
Check for zerver certificate revocation [requires restart)
Check for zsignatures on downloaded programs
Do hot zave enciypted pages to disk
Ernpty Temparamy Intemet Files folder when browser is closed
Enable Integrated "Windows Authentication [requires restart)
Enable Profile &zsistant
] UseS5L20
Jse S5L 3.0
] UseTLS 1.0
Wwarn about invalid zite certificates
[] wam if changing between secure and not secure mode
“Wwarr if forme submittal iz being redirected
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4.2.

Modify the Pop Up Blocker

Click on the Privacy tab to see this dialog:

-

Internet Cptions

.

1 General | Security | Frivacy | Content | Connections || Programs .-’-'-.d\.fann:ed:__

Sethings

f To uze the zlider to get privacy level instead of using custom
=8 zethings, chck the Default button,

Custom

- Advanced or imported settings

[ Sitez...

l [ [rpart.... ] [.ﬁ.dvanced... ] [ Drefault

Fop-up Blocker

@ Prevent most pop-up windows from appearing.

Block pop-ups Settings...

2k, H Cancel ] ol
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If you have disabled the IE 6 Pop-up Blocker, you can skip to the next
section. Otherwise, modify the Pop Up Blocker using the following steps.
First, click on the Settings... button.

-

Internet Cptions

Sethings

f To uze the zlider to get privacy level instead of using custom
=8 zethings, chck the Default button,

Custom

- Advanced or imported settings

Skip this step
if Block pop-ups
is unchecked

Otherwise,
click on the

Settings button

mnes... W mport ] [.ﬁ.dganced...] ! f

Fop-up Blocker f
@ Prevgfit most pop-up windows from appearing.

Elock pop-ups

Settings...

] H Cancel ] Apply

General || Seu:urit_l,ll Frivacy !Enntent Connectionz | Programs | Advanced |
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On the next page, add list of servers you will be accessing. Note that if a

server hosts multiple environments, it only needs to be added once.

=

Pop-up Blocker Settings

E xceptions

o E YWieh zitez by adding the site ta the lizt below.

Addrezs of Web site to allove:

za0.state. mi.us

Allowed sites:
i“.michigan.gw 9

Then click
on the Add
button

Enter the
server name
to allow

| " atate mi s

MHatifications and Filker Level

Play a zound when a pop-up i blacked.

f a pop-up iz blocked,

Finally, click

Pop-upz are cunently blocked. *ou can allow pop-ups from specific

on the Close i popups

button

4.3. Making ‘SaveToXLS’ work

With the default settings in IE 6, the CHAMPS ‘SaveToXLS’ feature does

not work. Use the following settings.
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Click on the security tab in Internet Options to get this dialog:

-

Internet Cptions

B[]

) General | Security |F'ri\.fa|:_l,l' Content | Connections || Programs | .-’-'-.d\.fann:ed;.

Select a'Web content zone to specify itz zecunty zethings.

Internet Local intranet  Truzted sites Restricted

Q 0 9

sites

Internet

Custom

Thiz zone containg all Web zitez pou
haven't placed in other zones clatil

Security level for thiz zone

Custom zettings.
- To change the settings, click Custom Lewvel,
- Ta uze the recammended settings, click Default Level.

[ Cuztom Lewel... ] [ Default Lewvel ]

[ ok | [ Concel || oo
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Next, click on the Local Intranet zone icon. After Local Intranet IS
selected, click on the Sites... button.

i =

Internet Cptions

General | Security |F'ri\.fa|:_l,ll Content | Connections | Programs | Advanced |

Select a'Web content zone to specify itz zecunty zethings.

® © 0 @

|nternet Localintranet  Trusted sites Restricted
sites

[ | Thiz zone contgMe all ‘web sites that
: Fation's intranet.

LGCEI intranet tings, click I_:ustcum_ Leve ¥
iCﬂn mended zettings, click D il

Then click
on the Sites...
button

Lewvel.

[ Ok ][ Cancel ] Apply

On the Local intranet dialog, click on the Advanced... button.

P

Local intranet

e CIiCk un the
Omeucead  Advanced... button

Include all

Advanced. ., ] [ o] 4 ] [ Zancel
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In the next window, add those servers you will be accessing to the list of

once.

F-I_ncal intranet E

| You can add and remove \Web sites From this zone, all Web sites
in this zone will use the zone's security setkings,

Add this \Web site to the zone:

ttps:f fsso. skake.mi.us

Web sites:
ghttp:,l',l'l:lient.as-l:u g

Then click on
{ the Add Button

Enter the site
URL

[ 8] 4 ] [ Cancel ]

Click on the OK bhutton to confirm the list of Web sites.

P

| You can add and remove Web sites From this zone. Al Web sites
in this zone will use the zone's security settings.,

Add this Web site to the zone:

wieb sites Next, click on
I hktp: fclient. as

. the OK button
| hktp:ffsgll.as-o

' https: fimimail crseHees
| REEp: f v, Cns-in. cam
| https: §fssologin, michigan, gow

[ ]require server verification (https: ) Fokgl] sites in this zane

[ oK ] [ Cancel

Web sites. If a server hosts multiple environments, you only need to add it
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[

Local intranet '

| Use the settings below ko define which Web sites are included in
. the Local Intranet zone,

Now click the OK
button to confirm

Local intranet Settings

Eédvanced. . | [ (84 Cancel

Now, you need to insure that you can download files. Click on the Custom
Level... button.

-

Internet Cptions @

=

General | Security |F'ri~.=a|:_l,l' Content | Connections | Programs | Advanced |

Select aWeb content zone to specify itz zecurity settings.

® €@ 0 @

Internet Localintranet  Trusted sites  Flesticted
gites

Local intranet
| This zone contains all 'Web sites that :
,___,l‘ are an imhi i -
Click on the
Custom Level...
Cu button

Security leve

;. Cuztom Level.
zettings, click Default Lewvel,

- To change the sethings
- To uzge the recommend

[ Cusztom Lewvel... J [ Defaul Level ]

I UK ][ Cancel ] Apply
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You will see the Security Setting dialog:

-

Eecurity Settings

B[]

Settings:

' % MET Frarnework-reliant cormponents
& Permissions for components with manifests
) Disable
%) High Safety
& Run components nok signed with Authenticode
) Disable
%) Enable
C} Prampk
& Run components signed wikh Authenticode
) Disable
%) Enable
C} Prampk
@ Ackiver controls and plug-ins [

Tl ol |
<1, | B

Reset custom settings

Resel bo: i.w-lecl.il:lrr;.-.l.nw VL

ihll

A
==
| =

Jawa Cuskorn Sekkings. .. ] [ Ik, ] [ Cancel

]
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Ensure that the File Download setting is set to Enable.

% Permissions for components with manifests
() Disable
(%) High Safety
% Run components not signed with Authenticode
() Disable
(%) Enable
O Prompt
% Run components signed with Authenticode
() Disable
(%) Enable
) Prompt
@ Activer controls and plug-ins
@ Automatic prompting For Activel controls
(%) Disable
) Enable
@ Binary and scripk behaviors
() Administrator approved
() Disable
(%) Enable
@ Download signed Activer controls
) Disable
) Enahble
@ Prompt
@ Download unsigned ActiveX controls
() Disable
() Enable
@ Prompt
@ Initialize and script Activer controls not marked as safe
() Disable
() Enable
(%) Prompt
@ Run Activey controls and plug-ins
() Administrator approved
) Disable
) Enahble
@ Prompt
@ Script ActiveX controls marked safe For scripting
() Disable
(%) Enable
O Prompt
@ Downloads
@ Automatic prompting for file downloads
() Disable
(%) Enable
[#% File download
() Disable
(%) Enable
@ Fonk download
() Disable
() Enable
(%) Prompt
E] Microsoft Vi
Java permissions
O Cuskom
() Disable Java
(%) High safety
() Low safety
() Medium safety
@ Miscellaneous
Access data sources across domains
(%) Disable
) Enahble
O Prompt
&] allow META REFRESH
() Disable
(%) Enable
@ Allow scripting of Internet Explorer Webbrowser contr
(%) Disable
() Enahble

@ Allow script-initiated windows without size or position ¢

\-\M,___ﬂ_*%_”

o e *

PRV

T ® Enabis T o
@ Allow scripting of Internet Explorer \Webbrowser contr
(%) Disable
() Enable
@ Allow script-initiated windows without size or position ¢
(%) Disable
() Enable
@ Allow Web pages to use restricted protocols For active
() Disable
() Enable
(& Prompt
@ Display mixed content
() Disable
() Enable
@ Prompt
@ Don't prompt For client certificate selection when no ce
() Disable
() Enable
@ Drag and drop or copy and paste files
() Disable
(®) Enable
O Prormpk
&] Installation of desktop items
() Disable
() Enable
@ Prormpk
Launching programs and files in an IFRAME
() Disable
() Enable
(:) Prormpk
&1 Navigate sub-frames across different domains
() Disable
(%) Enable
O Prompt
@ Open files based on content, nat file extension
() Disable
(& Enable
&1 Software channel permissions
O High safety
) Low safety
® Medium safety
@ Submit nonencrypted form data
() Disable
(®) Enable
O Prompt
@ Use Pop-up Blocker
() Disable
() Enable
@ Userdata persistence
() Disable
() Enable
@ ‘Web sites in less privileged web content zone can navie
() Disable
(®) Enable
O Prompt
@ Scripting
Ackive scripting
() Disable
(%) Enable
O Prormpk
@ Allow paste operations via script
() Disable
(%) Enable
O Prompt
@ Scripting of Java applets
() Disable
() Enable
) Prompt
ﬁ User Authentication
ﬁ Logon
() anonymous logon
() Automatic lagon only in Intranet zone
(O Automatic logon with current username and passw
(&) Prompt For user name and passward
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Secu rity Settings @

Sekkings:

&) Enable [ ]
{:} Prompk N
@ Downloads
@ Automatic prompting For file downloads
() Disable
%) Enable

@ File download CCk on the

O Disable OK button to
{®) Enable

@ Font download co nfl r_m
© Disable Security
%) Enable

{:} Prompk
= RAI_..- —-CL 1ILA

&l

Reset custom settings

Reset to: ! Mediurm-low

Jawa Custom Setkings. .. ] [ 8] 4 ; ][ Zancel ]
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-

xlhter'net Options

=

General | Security |F'ri'-.-'au:_l,l: Content | Connections | Programs | .-’-'-.-:Ivan-:eﬂé

Select a'web content zone to zpecify itz zecurity zettings.

® ©« 0 9

|nternet Local intranet  Trusted sites Restncted
zite

Local intranet
| Thiz zone contains al Web sites that
& are oh Your organization's intranet.
Finally, confirm

your new
Internet Options

torn Lenvel.
s, click Default Level.

by clicking on
the OK button

[ Cusp i Level... ] [ Default Level ]

[ oK H Cancel ] Apply
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5. Browser settings Internet Explorer 7

To ensure the eCAMS Application works with Internet Explorer 7, the following changes are

needed.

5.1. Changes to ‘Advanced Properties’

Go to Internet Options by clicking ‘Alt” and then ‘Tools’ and then ‘Internet Options’ in the Tools

Menu.
The following window should appear.

Internet Options ?

General | Security Privacy Content Connections Programs Advanced

Home page

l/? To create home page tabs, type each address on its own line.
= 4
http://www.google.com/ig?hl=en

‘ Use current H Use default || Use blank ‘

Browsing history

dl! Delete temporary files, history, cookies, saved passwords,
( |
# and web form information.

| Delete... ‘ | Settings ‘
Search
p Change search defaults.
Tabs
Change how webpages are displayed in
| tabs.
Appearance
Colors | ‘ Languages | | Fonts | | Accessibility ‘

‘ oK | | Cancel ‘

Now click on the “Advanced’ Tab, and ensure that the settings are as follows.
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Accessibility
[[] Always expand ALT text for images
[[] Move system caret with focus/selection changes
[[] Reset text size to medium for new windows and tabs
Reset text size to medium while zooming™
Reset Zoom level to 100% for new windows and tabs
[=] Browsing
[[] Automatically check for Internet Explorer updates
[[] Close unused folders in History and Favorites®
Disable script debugging (Internet Explorer)
Disable script debugging (Other)
[T] pisplay a notification about every script error
Enable FTP folder view (outside of Internet Explorer)
Enable page transitions
[[] Enable personalized favorites menu
Enable third-party browser extensions™
Enable visual styles on buttons and controls in webpages
[[] Enable websites to use the search pane®
[[] Force offscreen compositing even under Terminal Server®
Notify when downloads complete
|Reuse windows for launching shortcuts (when tabbed bro
Show friendly HTTP error messages
[=] Underline links
® Always
Hover
Never
[[] Use inline AutoComplete
[[]Use most recent order when switching tabs with Ctrl+Tab
[] Use Passive FTP (for firewall and DSL modem compatibilit
Use smooth scrolling
&| HTTP 1.1 settings
Use HTTP 1.1
Use HTTP 1.1 through proxy connections
[=] International™
[[] Always show encoded addresses
Send IDN server names
[[] send IDN server names for Intranet addresses
Send UTF-8 URLs
Show Information Bar for encoded addresses
[[] use UTF-8 for mailto links
45 Multimedia
Always use ClearType for HTML®
Enable automatic image resizing
Play animations in webpages™
Play sounds in webpages
[[] show image download placeholders
Show pictures
Smart image dithering
a= Printing
[7] Print background colors and images
=~ Search from the Address bar
Do not search from the Address bar
® Just display the results in the main window
ﬁ Security
[[] Allow active content from CDs to run on My Computer™
[[] Allow active content to run in files on My Computer®
[ Allow software to run or install even if the signatura is inv
Check for publisher's certificate revocation
[[] Check for server certificate revocation™
Check for signatures on downloaded programs
[[] Do not save encrypted pages to disk
[[] Empty Temporary Internet Files folder when browser is cl
Enable Integrated Windows Authentication™
Enable native XMLHTTF support
[5# Phishing Filter
Disable Phishing Filter
® Turn off automatic website checking
Turn on automatic website checking
[ use ssL 2.0
Use SSL 3.0
Use TLS 1.0
Warn about certificate address mismatch™
[C] warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does |
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5.2. Modify the Pop Up Blocker

Modify the Pop Up blocker using the following steps. If you have disabled pop-up blocker, you
can skip to the next section.

Click on the Privacy tab and then click on the settings button.

Internet Options

General Secur'r!y| F’I’i\'ECY| Content Connections Programs Advanced

Settings

'ﬂi) Select a setting for the Internet zone.

Medium

- Blocks third-party cookies that do not have a compact
privacy policy

- Blocks third-party cookies that save information that can
- 1- be used to contact you without your explicit consent

- Restricts first-party cookies that save information that
can be used to contact you without your implicit consent

Skip, if this is
not checked

‘ Sites | ‘ Import ‘ ‘ Advanced Default ’

Pop-up Blocker

8’

Prevent most pop-up windows from
appearing.

Turn on Pop-up Blocker

On the next page, add list of servers you will be accessing. Note that if a server hosts multiple
environments, it only needs to be added once.
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Pop-up Blocker Settings

gdwawb.cns-inc.com

High: Block all pop-ups (Ctrl+Alt to overnde) -

| Close

5.3. Making ‘SaveToXLS’ work

With IE 7, the ‘SaveToXLS’ feature has does not work by default. Until the eCAMS application
is fixed to work with the security enhancements in IE 7, use the following settings.

Click on the security tab in Internet Options, and then click on ‘Local Intranet’. After Local
Intranet is selected, click on the *Sites’ button.
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Internet Options

General | Security | Privacy Content Connections Programs Adva

Select a zone to view or change security setting

@ 9 _ T

Internet Uit sy Trusted sites  Restricted sites

Local intranet
Q This zone is for all websites that are

found on your intranet.

Click on 'Local
Intranet’ first

Click on 'Sites’
next

Security level for this zone
Allowed levels for this zone: All

- - Medium-low

- Appropriate for websites on your local network
(intranet)

- Most content will be run without prompting you

- - - Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

Custom level... Default level

Reset all zones to default level

‘ oK I | Cancel Apply

On the ‘Sites’ dialog, click ‘Advanced’.

Local intranet

Use the settings below to define which websites are included in
the local intranet zone.

[ nclude all ozl (intranet) sites not listed in other zones

Click

[ linclude all sites that bypass the proxy server ‘Advanced'

[l anclude all network paths (UNCS)

are ottings?

In the next window, add list of servers you will be accessing. If a server hosts multiple
environments, it needs to be added only once.
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Local infranet

Enter site
name or IP and
click "Add’

206.57.36.37
igdwawb.cns-inc.com
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