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PRIVACY NOTICE

For MDHHS Bureau of Laboratories

Michigan Department of

Health & Human Services Effective August 1 y 201 6

THIS NOTICE DESCRIBES HOW PERSONAL AND MEDICAL INFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.

PLEASE REVIEW IT CAREFULLY.

Understanding the Type of Information We Have. We get information about you when your doctor, local health
department, or an MDHHS program submits a specimen to the laboratory for testing. It includes your date of birth,
gender, ID number, tests requested, type of specimen collected, your race or ethnicity, address and sometimes other
information about your condition.

Qur Privacy Commitment To You. We care about your privacy. The information we collect about you is private. We
are required to give you a notice of our privacy practices, to follow these practices, and to notify affected individuals
following a breach of unsecured protected health information. Only people who have both the need and the legal right
may see your information. We may disclose your information without your permission for purposes of treatment,
payment, health care operations or when we are required by law to do so.

o Treatment. We may disclose health information about you to coordinate your health care. For example, we
may notify your doctor about the results of tests performed by our laboratory.

e Pavment. We may use and disclose information so the testing you have done can be properly billed and paid
for. For example, we may submit your name, date of birth, gender, tests performed, and other information to
bill for laboratory services.

e Health Care QOperations. We may need to use and disclose information to operate the program. For
example, we may use information to review the quality of the laboratory’s operations.

e EXxceptions. For certain kinds of records, such as psychotherapy notes, your permission may be needed
even for release for treatment, payment and health care operations.

e As Required By Law. We will release information when we are required by law to do so. Examples of such
releases would be for law enforcement or national security purposes, subpoenas or other court orders,
communicable disease reporting, disaster relief, review of our activities by government agencies, to avert a
serious threat to health or safety or in other kinds of emergencies.

o With Your Permission. If you give us permission in writing, we may use and disclose your health
information. If you give us permission, you have the right to change your mind and revoke it. This must be in
writing, too. We cannot take back any uses or disclosures already made with your permission.

ADDITIONAL EXAMPLES OF DISCLOSURES THAT MAY BE MADE WITHOUT YOUR PERMISSION

e BUSINESS ASSOCIATES: There are some services provided in our organization through contracts with Business
Associates. Examples include contractors that provide laboratory billing services or specimen transport. When
these services are contracted, we may disclose your health information to our Business Associates so that they
can perform the job we’ve asked them to do. To protect your health information, however, we require the
business associate to appropriately safeguard your information.

e INDIVIDUALS INVOLVED WITH YOUR CARE: With your consent, we may notify or release information about you to a
friend or family member who is involved in your care.

e RESEARCH: Information will not be provided to researchers without your signed informed consent, unless the
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research has been approved by an institutional review board or a privacy board and the researchers ensure the
privacy of your information.

e FooD AND DRUG ADMINISTRATION (FDA): We may disclose to the FDA health information relative to adverse
events with respect to food, supplements, product and product defects, or post marketing surveillance
information to enable product recalls, repairs, or replacement.

o WORKER COMPENSATION: We may disclose health information to the extent authorized by and to the extent
necessary to comply with laws relating to workers compensation or other similar programs established by law.

e PusLIC HEALTH: As authorized by law, we may disclose your health information to public health or legal
authorities charged with preventing or controlling disease, injury, or disability.

e LAw ENFORCEMENT: We may disclose health information for law enforcement purposes as required by law or in
response to a valid court order.

e VICTIMS OF ABUSE, NEGLECT, OR DOMESTIC VIOLENCE: We may disclose information about you to a government
authority, such as a social service or protective agency, if we reasonably believe you are a victim of abuse,
neglect, or domestic violence. We will only disclose this type of information to the extent required by law, if you
agree to the disclosure, or if the disclosure is allowed by law and we believe it is necessary to prevent serious
harm to you or someone else.

e TO AVERT A SERIOUS THREAT TO HEALTH OR SAFETY: If there is a compelling need, we may disclose information
to prevent a serious threat to your health or safety or the health and safety of the public or another person.

e HEALTH OVERSIGHT: We may disclose health information to a health oversight agency for activities authorized
by law. The oversight activities include, for example, audits, investigations, inspections, and licensure. These
activities are necessary for the government to monitor the health care system, government programs, and
compliance with civil rights laws.

e INMATES: If you are an inmate of a correctional institution or under the custody of a law enforcement official, we
may release medical information about you to the correctional institution or law enforcement official. This
release would be necessary for the institution to provide you with health care; to protect your health and safety
or the health and safety of others; or for the safety and security of the correctional institution.

e SPECIAL SITUATIONS: Consistent with applicable law, we may disclose health information to funeral directors,
coroners, medical examiners; as required by military command authorities; and for national security activities.

If we use or disclose your information for any purpose that is not described in this notice, we will do so only with your
permission. For example, we will not sell, market, or use your information for fundraising without your permission.

Your Privacy Rights

You have the following rights regarding the health information that we have about you. Your requests must be made in writing
to the Michigan Department of Health and Human Services at the address below.

e Your Right to Inspect and Copy. In most cases, you have the right to look at or get copies of your records. You
may be charged a fee for the cost of copying your records.

e Your Right to Amend. You may ask us to change your records if you feel that there is a mistake. We can deny
your request for certain reasons, but we must give you a written reason for our denial.

e Your Right to a List of Disclosures. You have the right to ask for a list of disclosures made in the six years
before the date of your request. This list will not include the times that information was disclosed for treatment,
payment, or health care operations. The list will not include information provided directly to you or your family, or
information that was sent with your permission.

e Your Right to Request Restrictions on Our Use or Disclosure of Information. You have the right to ask for
limits on how your health information is used or disclosed. We are not required to agree to such requests unless
(1) the disclosure is for the purpose of carrying out payment or health care operations and is not otherwise
required by law and (2) the protected health information pertains solely to a health care item or service for which
you, or a person other than a health plan on your behalf, has paid us in full. We will notify you if we are unable to
agree to a requested restriction.

¢ Your Right to Request Confidential Communications. You have the right to ask that we share information with
you in a certain way or in a certain place. For example, you may ask us to send information to your work address
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instead of your home address. We may deny your request unless you clearly state your safety is at risk.

e Your Right to Revoke Authorization. If you give us permission to use or disclose your health information, you
have the right to change your mind and revoke it. This must be in writing. We cannot take back any uses or
disclosures already made with your permission.

Changes to this Notice

We reserve the right to revise this notice. A revised notice will be effective for health information we already have about
you as well as any information we may receive in the future. We are required by law to comply with whatever notice is
currently in effect. Any changes to our notice will be published on our website. Go to www.michigan.gov/IMDHHS, click
on Providers, and look under HIPAA. OR www.michigan.gov/MDHHSIab , click on “Contact Us”. If the changes are
material, a new notice will be mailed to you before it takes effect.

How to Use Your Rights Under this Notice

If you want to make a Privacy Rights request or file a complaint, your request or complaint must be in writing. If you are
writing a complaint, tell us your name (and the name of the person affected, if you are filing the complaint for another
person), identification number, what right you believe was violated, who you believe committed the violation, what you
want done to correct the problem, and an address and telephone number were you can be contacted. You may get a
complaint form by going to www.michigan.qgov/MDHHS, click on Health Care Coverage, click on Protected Medical
Information. Requests and complaints should be sent to:

Privacy Officer

Michigan Department of Health and Human

Services OR Phone: 517-284-4844 or 517-284-4849
333 S. Grand Avenue TTY: 1-800-649-3777 or 711

Lansing, Ml 48933

You also have the right to file a complaint with the federal government. Written complaints should be sent to:

Office for Civil Rights Phone: 312-886-2359
U.S. Department of Health and Human Services OR TTY: 312-353-5693

233 N. Michigan Ave., Ste. 240 FAX: 312-886-1807
Chicago, IL 60601 Email: OCRMail@hhs.gov

You will not be penalized or retaliated against for filing a complaint with either MDHHS or the federal government.
Copies of this Notice

You have the right to receive an additional copy of this notice at any time. Please call or write to us to request a copy.

This notice is available in other Esta notificacié esté disponible en

languages and alternate formats otras lenguas y formatos diferentes | <lald s 3 day Sl 8 Gl 134 i g
that meet the guidelines for the gue satisfacen las normas del Act (ADA) ‘;&,Sg_).%ll Clile Yl 5 93 il lad gy
Americans with Disabilities Act a de Americans with Disabilities

(ADA). (ADA).

MDHHS is an Equal Opportunity Employer, Services and Program Provider
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