;‘*J Suweiilance &

f- Inl'ec:ic:us “\

Guidance for Statewide Access in the Michigan Disease Surveillance | Dl |

System (MDSS) Epidemioy

Anag pyseast

Background

Health officers from all 45 local health departments (LHDs) have agreed to share data in the Michigan Disease
Surveillance System (MDSS) with all public health users in the system. Sharing of MDSS data across all
jurisdictions will help coordinate public health investigations and other activities that cross more than one
public health jurisdiction. For additional information, refer to the Michigan Department of Health and Human
Services (MDHHS) Data Use and Non-Disclosure Agreement Concerning Protected Health Information or other
Confidential Information, “MDSS Local Health Department Statewide Access.” Statewide access will be
available for Local Health Jurisdiction users with the release of MDSS 5.2.

Terms and Conditions

Systems users are prohibited from using any assigned or entrusted access control mechanisms for any
purposes other than those required to perform authorized data exchange with MDHHS. Logon IDs and
passwords are never to be shared. Systems users must not disclose any confidential, restricted, or sensitive
data to unauthorized persons. Systems users will only access information on the systems for which they have
authorization. Systems users will not use MDHHS systems for commercial or partisan political purposes.
Following industry standards, systems users must securely maintain any information downloaded, printed, or
removed in any format from the systems. When no longer needed, this information must be destroyed in an
appropriate manner specific to the format type. All users of the systems give their expressed consent to the
monitoring of their activities on the systems. If such monitoring reveals possible evidence of unauthorized or
criminal activity, the evidence may be provided to administrative or law enforcement officials for disciplinary
action and/or prosecution. Systems users should review local policies for terms and conditions on reviewing
data.

System Use

e Systems users may access data outside of their jurisdiction solely for legitimate public health activities, as
authorized under the Public Health Code, MCL 333.1101 et. Seq., and all other applicable federal and state
laws.

e Systems users will continue to have access only to cases that are within their assigned program area. For
example, if a user only has access to foodborne cases in his or her jurisdiction, he or she will only be able
to see foodborne cases from other jurisdictions.

e Systems user roles and settings will continue to be managed at the local level by the LHD MDSS
administrator. User settings may be modified from time-to-time by MDHHS with notification to the LHD.

e Only local health department users will have statewide access. Laboratory and healthcare provider roles
will be unchanged and will continue to only be able to see cases that are entered by their assigned facility.

e Local health departments are responsible for conducting reviews for users within their own jurisdiction
once a quarter per the Epi Work Plan. Users who do not log into the system for 12 months should be
inactivated.

Questions about MDSS may be directed to your Regional Epidemiologist
Find helpful MDSS information at www.michigan.gov/mdss
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A prspnst 2

a. Atinitial MDSS logon, cases from other counties may appear in the case list depending on the

default search settings. To update default search settings, refer to Editing the default search.

b. Alist of all counties is available under ‘Geographic Criteria’ for a new basic search. Select the
specific county needed for the search or select the Primary Jurisdiction filter to search for cases
within your jurisdiction.

c. It may be beneficial to create saved searches to help review cases in MDSS. Saved searches allow
the user to keep search criteria for future searches. Some examples of searches include all open
cases within a region or all open foodborne ilinesses in the state. Refer to Creating Saved Searches

for more information.

PENDING QUEUE: The default Primary Jurisdiction filter in the ‘Pending Work Queue’ displays cases that
are assigned to the user’s Primary Jurisdiction. For more information, refer to Working in the Pending

Queue.

ADMINISTRATIVE REPORTS: For those with administrative rights, the ‘Administrative Report’ will contain
information for all counties.

USER LIST: By default, the Primary Jurisdiction filter in the ‘Users’ list (under the Administration tab)
displays users that are within the Primary Jurisdiction. All MDSS users appear when the box is unchecked.
Administrative users are only be able to edit users within their jurisdiction. Additionally, the exported user
list will only display users within a user’s primary jurisdiction. For more information, refer to User List.
CASE REASSIGNMENT: When reassigning a case, only MDSS users from the investigation jurisdiction
(based on the case address) are be listed. The user list can be expanded by unselecting ‘Primary
Jurisdiction.” For more information, refer to Case Reassignment.

VIEWING A CASE: If a case needs to be viewed (i.e., no edits are needed), select the ‘view’ button in the
case listing, as shown in Viewing a Case in MDSS. The ‘view’ option allows the case to be viewed without
being locked.
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MDSS Instructions
Editing the Default Search

1. Inthe ‘Case Investigation’ tab, select ‘Searches’

Administration

: Displaying results 1-10 of 3179 found
New Case [=First] 1234567831011

Case Listings Referral Date - All Open Investigations

Include Labs in Export

Investigation Case Investigation| Referral Date of Dizease Investigator County
Status Status 1D Date Birth

Disease Specific ENDRAPOV, PIKOW

Tearch Active Confirmed 081312004 02/04/1954 Hepatitis C, Chronic ~ CARLSON, BRAD  Oakland [ Edit | [ View |
w New Confirmed 20647 08/16/2004 STEIN, FRANK N 06/27/1979 Hemorrhagic Fever CARLSON, BRAD Kent - m
Case Definitions Active Nota Case 21995 08/16/2004 SQUIRREL, ROCKY 05/18/1955 M Washtenaw
Alert Rules
—— g YOou may see .
F— New Confirmed 6739748 08/16/2004 FIELDS, SALLY  01/01/1999 y Muskegon
s ug cases from
Forms Active Probable 39913 08/17/2004 BENN, GEORGE W o y Wayne
User Profile H
AL multiple -
e —— New Confrmed 41635 08/17/2004 SACKE, COX 05/15/1965 Mg P LD VWashtenaw
Active Confirmed 8931102 08/18/2004 BOOP, BETTY 12noness s counties at View
New Confirmed 52936 08/25/2004 BOLONEY, JOE 8d initial MDSS Livingston
New Confirmed 54245 08/31/2004 OUT, TIME 04/03/1988 Crf Iogin ;h( Dakland
Completed - Follow ’ -
Up Confirmed 59063 09/02/2004 DOE, JANE M 05/03/1960 Inf Jackson

l<First] 1234567 8310111213141516171819 20 [Mext »>] [Last =|]

Date Created

All Open Investigations 102172011

My Open Investigations 102172011

3. Under ‘Geographic Criteria’ at the bottom of the screen, select the Primary Jurisdiction filter to see
cases from your jurisdiction. You can also select individual counties from the list. To select multiple
counties, hold the ‘CTRL’ key while selecting each county.

4. Click ‘Save & Finish’ at the bottom of the screen to save your changes

Geographic Criteria

S i County - Regicon : Facility :

Allegan County Alcona 1 ACA_INTERNS

Barry-Eaton Alger ~ 2 Morth #™ ALLEGAN GENERAL HOSP ~
Bay County v Allegan v 2 South \,|  |ALPENA GENERAL HOSP v
Benzie-Leelanau Alpena 3 ASPIRUS GRANDVIEW
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Creating Saved Searches

1. Inthe ‘Case Investigation’ tab, select ‘New search’
In order to save a search, you must give it a name (at the top of the screen)
3. Select your search criteria. Note: to select more than one option, hold the ‘CTRL’ key while selecting
with the mouse.
a. Case status — you may want to limit searches to confirmed, probable, and suspect cases
b. Investigation status — you may want to limit searches to active, new, review, completed, and

3,

completed-follow up
c. Select individual reportable conditions or a disease groups
d. Select the desired geographic criteria
4. Click ‘Save & Finish’ at the bottom of the screen.

£2Case Investigation B Administration AMessages AAReports @oms [+ Logout

Cases -
. L E R 1 LR Tl Region S Foodborne Default Search W

New Case

Investigation ID - Case Status : = Investigation Status : =
New Aggregate Cases l:l Confirmed-hon Resident v Canceled v
Patient First Name : Patient Last Name : Patient 1D -
Searches
( Mew Search |' igator First Name : | |In\re:sli," Last Name - | Investigator Userid -
New Aggregate Search rtable Condition : Disease Group -
Acule_FIa_lc.ud Myelitis (AFNM) o~ Oulbreak -
5 - Amebiasis
TR SEEET Anthrax
- v
Szl Babesiosis
Search Field Records o — @ ZR
Case MNotes Search : | |
Case Definitions

Date Criteria

Alert Rules Onset Date (mm/ddiyyyy): Referral Date (mmiddiyyyy):
| B o | - | ] w |

Blank Forms Entry Date (rrm’d): Birth Date (rrrrufd :
| B3 to | | | |

User Profile MMWE Week (ww-yyyy):

| | to | |

&7 LIRE Ty Geographic Criteria

Primary Jurisdiction ||
Local Health Jurisdiction :

v ALPENA GENERAL HOSP v
ASFIRUS GRANDVIEW

e oot ) e | o | v

Benzie-Leelanau
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Working in the Pending Work Queue

In the Deduplication Queue, a Primary Jurisdiction filter was created in MDSS release 4.7.
When checked, this function will filter the Pending Work Queue so that only items
assigned to the user’s Primary Jurisdiction will be shown. The filter allows users to be able to limit the view of
the pending work queue to just their jurisdiction but also allows access to other jurisdictions, if needed. The
filter will be on by default. To see all cases, uncheck the box and click Filter.

2
NMcan, Diserst

Pending Work Queue

Search First Name Last Name Primary Jurisdiction
—
By L] |
Cwner

User List

The Primary Jurisdiction filter in the ‘Users’ list will only display users within the Primary Jurisdiction. All MDSS
users in the state can be viewed with the box in unchecked. Administrative users are only be able to edit users
within their jurisdiction. Additionally, the exported user list will only display users within a user’s primary
jurisdiction.
=TT
ase Investigation 2 Administration [AMessages ARe Eoms [+Logout

Users

/TN TS N User D Wl Sort | ExportUser | Help |

Db el Jurisdiction Active]  Automalic Case MDOC Case Receive Registration
Assignment Assignment Emails
falzz fakse

Admin Searches MEDICAL CENTER

BORGESSMEAS e Buum]r HCP  true fale=
Pending Wark Gueve [ESGE ) PENNY & BORM mm LHI e fals= fals= false

ERANCHR2008 REBECCA BRAMCH ftapeacd HCP  tue falz= falze fakse

Lab Holding Area County
BROWNS1600 SHANNON M BROWH c'hhuunﬁ'm LHI  tue false false false

Unmerge Patients
BUCHANANAS120 ALANMIE BUCHAMAN gmm LHS e false false false
GALKINSD2008 DEB CALKINS gmm LH e true fals= true
CAMEROMLTSE1 LAUREN CAMEROM mﬂm LH) e fals= false false
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Dise'as!
When a case needs to be reassigned to another MDSS user, only the users from the %, Ep'dem"’""gy
investigation jurisdiction (based on the case address) will be displayed. To expand the
list, unselect ‘Primary Jurisdiction.’

Caze Reporting Address History Demographics Referrer Lab Reports ; i Person History

Patient ZZZTEST, THREE Locked by REIMINKE (BETHANY G REIMINK)

Invesfigation Jurisdiction . Ceniral Michigan District Primary Jurisdiction

Re-assign to :

KEOMN, NORM ! Ceniral Michigan District
KIMMERER, JAIME M / Central Michigan District A
LANCE, CONSTAMCE f Central Michigan District
LARSON, STEFANI / Central Michigan District
LEESON, SUSAN D/ Central Michigan Disfrict
LEITER, WEMDY L / Central Michigan District
MAAMNS, CINDY / Central Michigan District

MILLER, LISA A/ Central Michigan Disfrict

MILLER, LORI { Central Michigan District

MORSE, JENNIFER E / Central Michigan Disfrict
PARRETT, JANICE K / Central Michigan Disfrict
POTOCKI, KELLEY / Central Michigan District
RHINE, RHONDA L / Central Michigan District W
VANHORM, KATHLEERN ! Central Michigan District

I - [ oo | e I

Viewing a Case in MDSS

If you just need to view a case and not make any changes to it, select the ‘View’ button in the case listing, as
shown below. The ‘View’ option allows you to open and view a case without locking it.

Case Listings Referral Date - All Open Investigations «

Include Labs in Export

Investigation Case Investigation] Referral Date of Dizease Investigator County
Status Status 1D Date Birth

ENDRAPOV, PIKOV

Confirmed 7851 081312004 02/04/1954 Hepatiis C, Chronic ~~ CARLSON, BRAD  Oakland View
New Confirmed 20847 08/16/2004 STEIN, FRANK N 08/27/1979 Hemorrhagic Fever CARLSON, BRAD Kent Edit
Active Nota Case 21995 08/16/2004 SQUIRREL, ROCKY 05/18/1966 Meningitis - Aseptic CARLSON, BRAD Washtenaw
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