MIiLogin Multi-factor Authentication [MIFA]

Multi-Factor Authentication [MFA] is required for applications with Protected Health Information (PHI) or sensitive data.
The three standard MFA tools for MlLogin are:

e Text message — get a text passcode on your mobile phone, type passcode into MlLogin

e Duo App Token — download and register a free app on your mobile phone and use app to create passcode, type
passcode into MlLogin

e Phone call back — get a phone call at the number you specify, answer and press any key to log in (no ext.)

Some applications have a Non-Standard MFA

Email passcode— get a passcode emailed to the address you specify, type passcode into MlLogin

Update your MiLogin Profile with correct information to complete MFA
Email address — Where you will receive email passcode
Work Phone Number — Where you will receive phone call back

Mobile Number — Where you will receive text message

1. Open a web browser and go to https://milogintp.michigan.gov; Login to MiLogin with your SSO Username and
Password

2. Access your application by clicking the application link
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3. If your application requires MFA you will choose your MFA option
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Hello Mi,

Select one of the following options 1o proceed with addiional authentication required o access the application

l'ext Message You will receive a passcode via & text message on your mobile xox-0x-7614
Duo App Token You can generate a passcode usng the Duo Mobile app, on your mobile xoc-xxx-7614

Phone Call Back You will get a call on your work phone number xxx-00-7614 Not all applications have

email option. If you do
passcode m your email m*****@gmail. com not see ema”’ it is not

available for your

application
4. Type passcode into MILogin and Click Submit to access your application
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“Passcode Click Submit

For a different option / fo regenerate a passcode, click on Back button

Reminder: Your MFA passcode is active for 24 hours. You may log in multiple times within the 24 hour period,
using same device and web browser, without additional MFA

*  Your MFA passcode will apply to all of the applications in your profile, even if you use different methods of
MFA for different applications

* If you change browsers, devices or location though, you may have to complete MFA again

e If you are sharing a workstation, each person will need to complete MFA for their MILogin application(s)



