Signing Documents

Note: The MDOT Appliance CA Certificate should be installed in the Windows Trust Store. Refer to

InstallCACertificate.docx for details.

Signing PDF Documents — Adobe Reader

Settings

1. Launch Adobe Reader
2. Select Edit -> Preferences

[ m = — - - -
Pl Adobe Reader

08 View Window Help
Undo Ctrl+Z
Redo Shift+ Ctrl+Z
Cut Crl+X

| Copy Ctrl+C
Paste Ctrl+V
Delete
Select All Ctrl+4
Deselect All Shift+ Ctrl+A
Copy File to Clipboard

ﬁ Take a Snapshot Adobe’ Reader” XI

Check Spelling * | Recent Files | View All
Look Up Selected Word... T Secan_Report_MDOT_DSIGN_Test_state_na...

4 Find Ctrl+F ﬁ Mason Conference Room Directions.pdf
Adwvanced Search Shift+ Ctrl+F

T 2015-155_v1_MDOT_AP-CM.pdf

Protection L4
Analysis » ﬁ nasmdoc,pdf
Accessibility * | T Scan_Report_JBOS_PAS04_state_na_20151...
Preferences... Ctrl+K

& My Computer..,

E2 Acrobat.com




3. Select Signatures

Categories:

Commenting
Documents
Full Screen
General

Page Display

3D & Multimedia
Accessibility

Adobe Online Services
Email Accounts
Farms

Identity

Internet

JavaScript
Language
Measuring (2D}
Measuring (30)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Spelling

Tracker

Trust Manager
Units

4. Select More button in the Verification section

Verification

» Contrel how and when signatures are verified



5. The screen should appear as follows:

<
Signature Verification Preferences @

Il [ Verify signatures when the document is opened ]

[7]When document has valid but untrusted signatures, prompt to review and trust signers

Verification Behavicr
When Verifying:

() Use the decument-specified method; prompt if unavailable

@ Use the document-specified method; if unavailable, use default method

() Always use the default method: Adobe Default Security -

[7] Require certificate revocation checking to succeed whenever possible during signature verification

[T11gnore decument validation infermation ||

Verification Time

Verify Signatures Using:
@ Time at which the signature was created |
() Secure time (timestamp) embedded in the signature
() Current time
Use expired timestamps
]

Verification Information

Automatically add verification information when saving signed PDF:

@ Ask when verification information is too big
) Always

() Mever

Windows Integration
Trust ALL root certificates in the Windows Certificate Store for:

Validating Signatures

[7] Validating Certified Docurments

Selecting either of these options may result in arbitrary material being treated as trusted content.
Take care before enabling these features,

) e |

Signing

Download or navigate to location of document to sign
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Right Click PDF document to sign.

Select Sign with CoSign

Mame
| COSIQ Aol A H P mry
CoSig Open
CoSig Print
CoSig Sign with Co5ign
Install I-Zip b
Signin Dimensions »
web_a Scan for Viruses...
Open with 3
Convert PDF/XPS... 3
k& Create PDF from file »

& Query file name

Compare with Araxis Merge
Queue for Comparison

Restore previous versions

Send to »

The PDF Document will open in a signing window.
Select Sign from menu and choose the desired location to sign within the document.

CaSign OmniSign - [ChUsers\AndersonMN4$

File View Signatures Tools Windoe

H yﬂign - Place Dig.

CoSign Mobile App

The cursor will change to a plus sign to allow application of a signature block. Once the block is drawn, the Cosign
Appliance will request Authentication.

b
omnisign - CoSign Signer Authentication ﬂ

COSI I I The Digital Signature Compan
bya“"

User name: andersanndi@michigan. goy

Uszer's password: |

[ OK ] [ Cancel




Type in your user password.

Select a graphical/non-graphical signature.
Select Sign.

Signature is applied.

Note: Options menu

Options -
| @ Re-Sign
iy Certify b
7 Validate
Ll View signed ver,
an & Clear
Remowve

L Settings

14 Details
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Signing Word/Excel

Open a document for signing.

Note: In the Menu section there is a tab for CoSign, and a tab for Add-Ins. The Add-Ins tab is used to add support for
legacy (XP/2003) word/excel files (i.e. .doc, .xls). Use the CoSign tab to sign 2007+ word and excel documents.

Select Cosign menu tab.
B H = 9 -

FILE HOME INSERT CoSign
Hel
& | O
— ¥ About
Sign with Add Signature
CaoSign Field

CaSign Signatures

Add Signature Field selection allows adding an empty signature block for future/present signing. Right click and select
Sign to initiate signing operation

Sign with CoSign selection will add a field and initiate signing operations.

Note: Authentication will be required for the first signature operation. Once authenticated, credentials are cached for a
specific time frame, and re-authentication is not required.

Note: Document has to be saved as a .docx/.xlsx or XP/legacy office document before applying signature.



