Verifying and Validating Digital Signatures with your
MDOT Digital Signature Account

Adobe PDF Readers

1. First, verify that your Adobe preferences are properly set up to verify and validate signatures,
as detailed in this document:

Setting up Adobe Readers to Validate Digital Signatures

2. The signed document should display a header notifying you that the signature is valid.

éb Signed and all signatures are valid. Please fill out the following form.

3. Clicking on the signature will pull up a window displaying the signature validation status. If
the signature is not valid, it will clearly display the reason for this.

Signature Validation Status

Hn ""b Signature is VALID, signed by Bryan Kay <KayB@michigan.gov>.
- The document has not been modified since this signature was applied.
- The document is signed by the current user.
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Close

4. Selecting ‘Signature Properties’ will display further details about the signature. To view the
signer’s certificate, you can select the ‘Show Signers’ Certificate’ option.

Signature Properties X

Signature is VALID, signed by Bryan Kay <KayB@michigan.gov>.
0 Signing Time: 2020/03/31 16:21:24 -04'00"
Source of Trust obtained from the Windows trusted certificate store.
Validity Summary
The document has not been modified since this signature was zpplied.

The certifier has specified that Form Fill-in, Signing and Dtmmmtmg are
allowed for this document. No other changes are permitted.

The document is signed by the current user,
Signing time is from the clock on the signer's computer.
Signature was validated as of the signing time:
2020/03/31 16:21:24 -04'00'

Signer Info

The path from the signer's certificate to an issuer's certificate was successfully
built.

Revocation checks could not be done
connected to a netwosles

Show Signer's Certificate...

alidate Signature

¢ because you are not currently

Advanced Properties... Close



https://www.michigan.gov/documents/mdot/Setting_up_Adobe_Reader-Acrobat_to_view_and_validate_610467_7.pdf

5. If the signer is using their MDOT digital signature account, the certificate issuer should be
‘MDOT Digital Signature Server CA’.

Certificate Viewer X

A S0 view the detalls of a certificate and s entire & hain. The details to
the selected entry. e
[JEhow all certification paths found

10T Digital Signature Server C|  Summary Details Revocation Trust  Policies Legal Notice
Bryan Kay <KayB@michigan.,

R Bryan Kay <KayB@michigan.gov>
State of Michigen
issued by:  MDOT Digital Signature Server CA
State of Michigen
Valid from:  2019/11/05 10:08:54 -04/00°
Valid to: 2020/11/05 10:08:54 -04'00'

Intended usage:  [Digital Signature, Non-Repudiation, Encrypt Keys, A
[Encrypt Document, Server Authentication, Client
|Authentication. Code Sianina, Email Protection. ¥

< >

® The selected certificate path is valid.

The path validation checks were done a5 of the signing time:
2020/03/31 16:21:24 0400
Validation Modek: Shell

DocuSign Prepare & Sign Reader:

1. With the document open, expand the menu options for the signature in the signature panel.
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2. Select signature details.

-
4 Signed by:Bryan Kay v
Signed on:Mar 12 2020 12:50
PM
¥ Goto signature
@ ge-sign
“ clear
o validate
& view signed version
i




3. The Signature Details window should indicate the signature is OK. Note that the area
displaying the certificate revocation status can be disregarded. You simply need to verify that
the issuer of the certificate is ‘MDOT Digital Signature Server CA’.

Signagre Details X
Signature
; Status: This signau;e’i;b‘l‘(.
Signing time: ‘Mar‘l? 2020 12:50 PM ‘
Signed by: {vaan Kay ‘
E-mail ‘KayB@mich\gan gov ‘

Certificate

Staws:  [The jon status of the certficate or one
= of the certificates in the certificate chain is

unknown.

View Certificate

Issued by: ‘MDOT Digital Signature Senver CA ‘

Expiration date: [Thuvsaay, November 05, 2020 10:08 AM ‘

Kofax Power PDF Reader

1. First, verify that your preferences are properly set up to verify and validate signatures, as
detailed in this document:

Setting up Kofax Power PDF to Validate Digital Signatures

2. The signed document should display a header notifying you that the signature is valid.

@ This document is signed. All signatures are valid.

3. Clicking on the signature will pull up a window displaying the signature validation status. If
the signature is not valid, it will clearly display the reason for this.

Validation Status X

Qp& Signature is valid.
v

Thismvision of the document has not been modified since this
signature was applied.

The signer's identity is valid.
Revocation checks were not performed.

Close | [ Fropertes.. |



https://www.michigan.gov/documents/mdot/Kofax_Power_PDF_settings_for_DocuSign_SA_Users_685478_7.pdf

4. Selecting ‘Properties’ will display further details about the signature. To view the signer’s
certificate, you can select the ‘Show Certificate’ option.

Signature Properties X

General Date/Time
Validity Status
9“)" Signature is valid.
v This revision of the document has not been Verify Signature
[k modified since this signature was applied.
The signer's identity is valid.

The path from signer's to an issuer's certificate was
successful.

Document Versioning

Revision 1 of 1 View Version

Additional Information

Signed by: ‘ Bryan Kay <KayB@michigan.gov>

Date: l 2020/03/12 12:50:55 -04'00"

Location: ‘

Reason: [ |

Contact: l

=
Show Certificate... Verify Identity...

5. If the signer is using their MDOT digital signature account, the certificate issuer should be
‘MDOT Digital Signature Server CA’.

Signature Propertie:

ce| Certificate Attributes X

Name: \ Bryan Kay <KayB@michigan.gov>

Serial number: l 77015AA1E75245DBAA6595B6A354F1CE

Invalid before: l 2019/11/05 09:08:54 -04'00"

Invalid after: [ 2020/11/05 09:08:54 -04'00'

User's distinguishing name (DN):
| CN = Bryan Kay email = KayB@michigan.gov C = US O = State of Michigan ‘

Certificate issuer's distinguishing name (DN):
| CN = MDOT Digital Signature Server CA C = US O = State of Michigan OU =‘

Key Usage: Key Algorithm:

| Sign transaction,Encrypt document,Encrypt Keys,Nnn-‘ l SHA256 RSA ‘

Fingerprints

MDs: | 0D95 002A ABOF D550 DB6D BFAE 6666 66BE ‘

SHAL: | 75DD 4FF3 42BB 1D22 A8B8 CED9 D2D6 18CB 2FD8 2F3E ‘




